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Abstract

Cooperative services should not be modeled
using the Byzantine model [6] because many
problems of interest cannot be solved when all
nodes are Byzantine (such as consensus in eventual synchrony [4] or with a fair scheduler [2]),
yet in cooperative services it is conceivable that
every node will deviate from the protocol because
of the actions of the rational users that are controlling them. Cooperative services should not
be described only in terms of rational utilitymaximizing nodes either [5, 8, 10, 12], because
although this approach handles rational behavior it is brittle in the face of Byzantine failures.
The BAR model [1, 3, 9] is best adapted to
cooperative services. Its name comes from the
three types of nodes that it models: Byzantine,
Altruistic, and Rational. Byzantine nodes may
deviate arbitrarily from the protocol. Altruistic
nodes follow the protocol, and Rational nodes
only deviate from the protocol if that increases
the utility they receive.
Introducing Rational nodes may reduce performance, as Rational nodes may not be willing
to take part in computation steps that contribute
to system performance if the utility that they get
from the computation is less than the cost itself.
This “price of anarchy” has been measured for
the virus inoculation game [11]. Existing protocols for the BAR model (e.g. [9, 7]) can tolerate both Byzantine and Rational behavior, but
they force Altruistic and Rational nodes to behave identically, thus paying the full price for
anarchy even when Altruistic nodes are present.
In this paper we show how to design protocols that leverage altruistic behavior, if present.

When there is no central administrator to control the actions of nodes in a distributed system,
the users may deviate for personal gain. The
BAR model describes the three types of nodes
in these environments: Byzantine nodes deviate
arbitrarily, Altruistic nodes follow the protocol,
and Rational nodes deviate for gain.
Previous BAR work used an equilibrium concept where both Altruistic and Rational nodes
follow the protocol. These methods do not take
advantage of the Altruistic nodes. In this paper
we introduce a new equilibrium concept that allows these nodes to behave differently: we can
then leverage Altruistic nodes when they are
present.

1

Introduction

Fault-tolerance approaches that were appropriate for clusters of computers are not appropriate
for cooperative services,1 peer-to-peer systems
where there is no central administrator controlling all of the nodes in the system. Freed from
the oversight of a central administrator, the humans (or users) can interfere with the configuration of their computers or even replace the software in order to maximize their benefit or minimize their costs. This cause of deviation is not a
concern for clusters of computers because, there,
the person controlling the computers wants them
to run the software without deviation.
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Also known as MAD, for “multiple administrative domains”.
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These protocols specify computation steps that
Altruistic nodes will follow and Rational nodes
may omit. As a result, protocol performance
can be improved when nodes behave altruistically, even if the identity of the Altruistic nodes
is not necessarily known.
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optimism or pessimism when comparing several
possible future scenarios. We call this the estimated utility function. In our case we consider
risk-averse nodes that consider the worst that
may happen to them.
These first two steps are common with previous methods for writing BAR protocols [1, 3, 9].
The next two steps differ in in way that allow us
to leverage Altruistic nodes.
The third step is to pick a protocol profile ~σ
~ σi is the suggested
and a rational envelope Υ.
protocol for node i, and Υi is a set of protocols
(σi ∈ Υi ). The intention is that if i is Altruistic it follows σi and if it is Rational then it fol~ must
lows some protocol in Υi . The pair (~σ , Υ)
satisfy the BAR Equilibrium condition that indicates that nodes perceive no benefit from deviating outside of the envelope (as opposed to inside), regardless of what they may have learned
about other nodes being Byzantine (Kj ).

BAR-Tolerant Protocols

In our setup, each node i is given a protocol σi
for consideration. We call σi node i’s suggested
protocol; altruistic nodes will follow that protocol but we do not know a-priori what protocol
the rational and Byzantine nodes will decide to
follow. The protocol is repeated forever. Given
a desired property P , our goal is to find a protocol σ that satisfies P when σ is given as the
suggested protocol to each node in a cooperative service (or, more generally, to find a protocol profile ~σ with the same property; a protocol
profile may assign a different protocol to each
node).
The first step is to specify the beliefs of the
rational nodes. In this paper we assume that all
rational nodes believe that the other nodes may
be altruistic, rational or Byzantine (but do not
initially know which is which), and that there are
at most f Byzantine nodes. We consider rational
nodes that do do not collude.
The second step is to specify what value the
rational nodes assign to events and possible future events. Events are valued using an utility
function u that assigns a numerical score to an
outcome of the protocol as seen by that particular node; the outcome is an execution trace, conceptually a history of the states that node was
in. Outcomes with higher utility are preferred.
Different nodes may have a different utility function, so we specify the set U of all utility functions that Rational nodes may have. For example some nodes may try to minimize their bandwidth costs while some other nodes may only
care about their CPU costs. The value of possible future events is based on the utility function
but it must also take into account the nodes’

∀j, ∀ûj ∈ Û , ∀Kj ∈ K, ∀σj0 ∈ Σ, ∃σj00 ∈ Υj :
ûj (~σ

σj0 , Kj ) ≤ ûj (~σ

σj00 , Kj )

The final step is to check whether the desired property P holds despite deviations of the
Rational nodes within the rational envelope. If
this is the case then we can say that the protocol is BAR-Tolerant (BART). Unlike IC-BFT
protocols, BART protocols can leverage altruism
since ~σ can include actions that only Altruistic
nodes would follow.
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Conclusion

The BAR model describes cooperative services.
Previous work shows how to built protocols
called IC-BFT that can tolerate Byzantine and
Rational failures. We have shown how to build
BART protocols that can achieve higher performance by leveraging Altruistic nodes, if present.
If there is no Altruistic node then BART protocols degrade gracefully to an IC-BFT protocol.
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