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Abstract

A memory leakin a garbage-collected program occurs when the
program inadvertently maintains references to objects ithao

agement. For example, C and C++ memory-related errorsdaclu
(1) dangling pointers— dereferencing pointers to objects that the
program previously freed, (2pst pointers— losing all pointers to

longer needs. Memory leaks cause systematic heap growth, de objects that the program neglects to free, andu(8)ecessary ref-

grading performance and resulting in program crashes péter
haps days or weeks of execution. Prior approaches for degect
memory leaks rely on heap differencing or detailed objeatist
tics which store state proportional to the number of objetthe
heap. These overheads preclude their use on the same rdfcess
deployed long-running applications.

This paper introduces a dynamic heap-summarization tqakni
based on type that accurately identifies leaks, is spaceeeffic
(adding less than 1% to the heap), and is time efficient (aolig%o
on average to total execution time). We implement this aggiio
in Cork which utilizes dynamic type information and garbage col-
lection to summarize the live objects intgpe points-from graph

erences- keeping pointers to objects the program never uses again.
Garbage collection corrects the first two errors, but notdke

Since garbage collection is conservative, it cannot detecclaim

objects referred to by unnecessary references. Thagnaory leak

in a garbage-collected language occurs when a program airesnt

references to objects that it no longer needs, preventmgahbage

collector from reclaiming space. In the best case, unnacgssf-

erences degrade program performance by increasing memory r

quirements and consequently collector workload. In thestwcaise,

a growing data structure with unused parts will cause thgrara

to run out of memory and crash. Even if a growing data stredsur

not a true leak, application reliability and performance saffer.

(TPFG) whose nodes (types) and edges (references between typesin long-running applications, small leaks can take dayseeks to

are annotated with volumé&ork comparesSTPFGs across multiple
collections, identifies growing data structures, and caempatype
slice for the user. Cork is accurate: it identifies systematic heap
growth with no false positives in 4 of 15 benchmarks we tested
Cork’s slice report enabled us (non-experts) to quicklynelate
growing data structures BPECjbb2000 andEclipse, something
their developers had not previously done. Cork is accusal-
able, and efficient enough to consider using online.

Categories and Subject Descriptors  D.2.5 [Software Engineer-
ing]: Testing and Debugging—Debugging aids

General Terms Memory Leak Detection

Keywords memory leaks, runtime analysis, dynamic, garbage
collection
1. Introduction

Memory-related bugs are a substantial source of errors,aaad
especially problematic for languages with explicit memargn-
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manifest. These bugs are notoriously difficult to find beeatine
allocation that finally exhausts memory is not necessagigted to
the source of the heap growth.

Previous approaches for finding leaks use heap diagnodss too
that rely on a combination of heap differencing [10, 11, 203 a
allocation and/or fine-grain object tracking [7, 8, 9, 13, 29, 25,

28, 29]. These techniques degrade performance by a factawoof
or more, incur substantial memory overheads, rely on nialgg-
ecutions, and/or offload work to a separate processor. idddity,
they yield large amounts of low-level details about indixatl ob-
jects. These reports require a lot of time and expertisetévpret.
Thus, prior work lacks precision and efficiency.

This paper introduce€ork, an accurate, scalable, online, and
low-overhead memory leak detection tool for typed garbage-
collected languages. Cork uses a novel approach to sunmenariz
identify, and report data structures with systematic heapvt.

We show that it provides both efficiency and precision. Cdgk p
gybacks on full-heap garbage collections. As the collestans the
heap, Cork summarizes the dynamic object graph by typesiclas
in a summarytype points-from grapifTPFG). The nodes of the
graph represent the volume of live objects of each type. Toe®
represent the points-from relationship between types htetgby
volume. At the end of each collection, tAi®FG completely sum-
marizes the live-object points-from relationships in tiea.

For space efficiency, Cork stores type nodes together with
global type information blocTIB). The TIB, or equivalent, is
a required implementation element for languages such asaral/
C# that instructs the compiler on how to generate correct eod
instructs the garbage collector on how to scan objects. Tine-n
ber of nodes in th8 PFG scales with the type system. While the
number of edges between types are quadratic in theory, grsgr
implement simpler type relations in practice; we find thatéldges



Type Symbol  Size
HashTable H 256
Queue N 256
Queue B 256
Company C 64
People P 32
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(c) Type points-from graph

Figure 1. The type points-from graph summarizes the object
points-to graph

are linear in the number of types. TR@FGnever adds more than
0.5% to heap memory.

Cork stores and compar@®GFs from multiple collections to
detect and report a dynantigpe slicewith systematic heap growth.
We store points-from instead of points-to information tiogéntly
compute the candidate type slice. We demonstrate that tistroe-
tion and comparison oFPFGs across multiple collections adds on
average 2.3% to total time to a system with a generationdetor.

We apply Cork to 14 popular benchmarks frobaCapo
b.050224 [5] and SPECjvm [26, 27] benchmark suites. Cork
identifies and reports unbounded heap growth in three of tNiéen
confirm no additional memory leaks in the other 11 benchmarks
by examining their heap composition graphs [6]. Additibpale
apply Cork to a known memory leak Eclipse bug#115789. In
this paper, we report detailed results for the two largesgmams:
(1) SPECjbb2000 which grows at a rate of 128KB every 64MB of
allocation, and (2Eclipse bug#115789 which grows at a rate of
2.97MB every 64MB of allocation. Using a generational cctilen,
Cork precisely pinpointed the single data structure resida for
the growth after six full-heap collections. We used thicgien to
quickly identify and eliminate the memory leaks.

In practice, Cork’s novel summarization technique is edfiti
and precisely reports data structures responsible foesatic
heap growth. Its low space and time overhead makes it apgeali
for periodic or consistent use in deployed production syste

2. Finding Leaks with Cork

This section overviews how Cork identifies potentially giagy
type nodesdandidate leaKsand reports their corresponding type

voi d scanObj ect(TracelLocal trace,
bj ect Ref erence obj ect) {
MVType type = Obj ect Mbdel . get Obj ect Type( obj ect) ;
type. i ncVol umeTr aced( obj ect) ; /1 added
if (!type.isDelegated()) {
int references = type. get Ref erences(object);
for (int i =0; i < references; i++) {
Address slot = type.getSlot(object, i);
type. poi nt sTo(obj ect, slot); /1 added
trace.traceoj ect Location(slot);

}} else {

Scanni ng. scanObj ect (trace,
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obj ect);
13 }}

Figure 2. Object Scanning

to the user along with the data structure which contains theth
the allocation sites that generate them. For clarity of eitfm,

we describe Cork in the context of a full-heap collector gsam

example program whose types are defined in Figure 1(a).

2.1 Building the Type Points-From Graph

To detect growth, Cork summarizes the heap itype points-
from graph(TPFG) annotated with instance and reference volumes.
The TPFG consists oftype nodesand reference edgesThe type
nodes represent the total volume of objects of typ®t). The
reference edges are directed edges from type tiadetype node

t and represent the volume of objects of tytpehat are referred

to by objects of typa (Vt,‘t). To minimize the costs associated
with building theTPFG, Cork piggybacks its construction on the
scanning phase of garbage collection which detects livectdjy
starting with the roots (statics, stacks, and registers panforming

a transitive closure through all the live object referenteshe
heap. For each reachable (live) objectisited, Cork determines
the object’s typd and increments the corresponding type node by
the object’s size. Then for each reference frorto objecto, it
increments the reference edge fromo t by the size of’. At the
end of the collection, thEPFGcompletely summarizes the volume
of all types and references that are live at the time of thiection.

Figure 1(b) shows an object points-to graph (i.e., the heap i
self). Each vertex represents a different object in the la@apeach
arrow represents a reference between two objects. Figunevess
the modified scanning code from MMTk in Jikes RVM: Cork re-
quires two simple additions that appear as lines 4 and 9.mssu
scanObijectis processing an object of tyf@that refers to an ob-
ject of typeC (from Figure 1(b)). It takes the tracing routine and
object as parameters and finds the object type. Line 4 inerame
the volume of typeB (Vg) in the node for this instance. Since the
collector scans (detects liveness of) an object only onogk @-
crements the total volume of this type only once per objestaimce.
Next, scanObjecimust determine if each referent of the object has
already been scanned. As it iterates through the fieldssfslibte
added line 9 resolves the referent type of each outgoingenete
(B — C) and increments the volume along the appropriate edge
(B < C) in the graph Yc;g). Thus, this step increments the edge
volume for all references to an object (not just the first ol
cause this step adds an additional type lookup for eacherater
it also introduces the most overhead. FinadlyanObjecenqueues
those objects that have not yet been scanned in line 10. Tdie ad
tional work of the garbage collector depends on whethenitas-
ing objects or not, and is orthogonal to Cork.

At the end of scanning, thEPFG completely summarizes the
live objects in the heap. Figure 1(c) shows thEFG for our
example. Notice that the reference edges in TIRFG point in
the opposite direction of the references in the heap. Alsx@o
that, in the heap, objects of tyfig are referenced by, B, and
N represented by the outgoing reference edges iof the TPFG.



C:128

(a) After collection 1

Object Points—to Graphs

Type Points—From Graphs

ClB:128 B
B:256 o\\*’?’h
H:256

(b) After collection 2

C.64

B:
A,

(c) After collection 3

Figure 3. Comparing Type Points-From Graphs to Find Heap Growth

SinceC has multiple references to it in the heap, the sum of the
weights of its outgoing reference edges is greater thanyfis t
node weight. Cork differences thEPFG volumes from distinct
collections to determine where growth is occurring in thaphe

considered a potential leak, RRT considers only those tgples
whose volumes satistyy, > (1— f) *Vg_, on consecutive collec-
tions as potential candidates. The decay factor keeps tgdesn
that shrink a little in this collection, but which may ultitesy be

Cork uses volume rather than a simple count to detect array growing. We find that the decay factor is increasingly imaott

growth when the number of arrays remains constant but threis s
grow. Additionally, volume gives a heavier weight to larggpes
which tend to make the heap grow faster than smaller types.

2.2 Finding Heap Growth

At the end of each collection, Cork differences theFG for
the current collection with previous collections repagtithose
types nodes whose volumes increase across several colects
candidate leaks. For each type node that is growing, Cohiwsl
growing reference edges through fileFGto pinpoint the growth.

For example, Figure 3 shows the flllPFGcreated during three
collections of our example program. Notice that objectand P
are added to both the hashtable and queues. When they ahedinis
being used, they are removed from all of the queues but not fro
the hashtable, causing a memory leak. Comparind@ #eG from
the first two collections shows bo@andP objects are potentially
growing (depicted with bold arrows). We need more history to
be sure. Figure 3(c) represents the state at the next dohect
at which point it becomes clearer that the volumePobbjects
is monotonically increasing, whereas the volumeCobbjects is
simply fluctuating. In practice, we find that type voluijitters —
fluctuates with high frequency — though the overall trend stayw
growth. Thus, Cork must look for more than monotonically hon
decreasing type growth between two consecutive collegtion

Cork differences théTPFG from the current collection with
that of previous collections looking for growing types arathks
them. We examine two different methods for ranking typed.[16
Because of space constraints, we only present the moretrobus
these techniques: the Ratio Ranking Technique.

The Ratio Ranking Technique (RRT) ranks type nodes accord-
ing to the ratio of volume® between two consecutiVEPFG, finds
the type nodes with ranks above a rank threshqld>®hres), and
reports the corresponding types @ndidates Additionally, RRT
uses adecay factor f where 0< f < 1 to adjust for jitter. To be

as the size of the leak decreases. Choosing the leak deday fac
balances between too much information and not enough.

To rank type nodes, RRT first calculates fiese growth factor
(g) of each type node ap = py, *(Q— 1), wherepis the number of
phases (or collections) thiahas been potentially growing ai@lis
the ratio of volumes of this phase and the previous phasethath
Q> 1. SinceQ > 1,g > 0. Each type node’s rank is calculated by
accumulating phase growth factayover several collections such
that absolute growth is rewarded, (= ry,_, + g;) and decay is pe-
nalized ¢, =ry_, — 0 ). Higher ranks represent a higher likelihood
that the corresponding volume of the type grows without looun
Since RRT only reports types that have been potentially orgw
for some minimum number of phases, the first time a type appear
in a graph, RRT does not report it. Cork ranks reference efiges
using the same calculation.

2.3 Correlating to Data Structures and Allocation Sites

Reporting a low-level type such 8 r i ngas a potential candidate
is not very useful. Cork identifies the growing data struettirat
contains the candidate growth by constructirglieein the TPFG.

We define aslice through theTPFG to be the set of all paths
originating from type nodé, such that the rank of each reference
edgery ., on the path is positive. Thus, a slice defines the growth
originating at type nodég following a sequence of type nodes
{to,t1,...,tn} and a sequence of reference edffgsty,1) where
type nodey points toty, 1 in the TPFG.

Cork identifies a slice by starting at a candidate type node an
tracing growing reference edges through the graph untiéoban-
ters a non-growing type node with non-growing referenceeedg
This slice contains not only candidates, but also the dyoataia
structure containing them. Additionally, Cork reportséyalloca-
tion sites. However, unlike some more expensive technjdueses
not find the specific allocation site(s) responsible for trengh. In-
stead, it reports all allocations site for the candidatetyfs each
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Figure 4. Type Information Block (TIB)

allocation site is compiled, Cork assigns it a unique idetiand
constructs a map (SiteMayp) to it from the appropriate type. For
each leaking type, Cork searches the map to find allocatites s
for that type. For each type, the SiteMap includes the metmztl
byte-code indexkcidX or line for each allocation site.

2.4 Implementation Efficiency and Scalability

We implement several optimizations to make Cork’s impletaen
tion scalable and efficient in both time and space. First, we fi
Cork can accurately detect heap growth keeping a histonnlyf o
four TPGFs: TPFG, TPFG_1, TPFG_», andTPFG_3. Cork
piggybacks type nodes on the VM's gloligpe information block
(TIB). This structure or an equivalent is required for a eotrim-
plementation of Java or C#. Figure 4 shows the modified TIBfro
Jikes RVM . Notice that every live object of a typeh(ject ) points

to the TIB corresponding to its type. The TIB consists of ¢hre
different parts. The first is the method table which storeimtpo
ers to code for method dispatch. The method table points tw-a ¢
respondingVM.Type which stores information used by the VM
for efficient type checking and used by the compiler for gatier
ing correct code. Finally, th&M.Type points to a corresponding

that never collects the entire heap may add Cork by defining in
tervals that combine statistics from multiple collectiansil the
collector has considered the entire heap. Cork would therpote
difference statistics between intervals to detect leaks.

2.6 Corkin Other Languages

Cork’s heap summarization, thePFG, relies on the garbage col-
lector’s ability to determine the type of an object. We expibe
object model of polymorphically typed languages (such as Ja
and C#) by piggybacking on their required global type infarm
tion to keep space overheads to a minimum. There are, however
other implementation options. For garbage-collecteduangs that
lack global type information (such as Standard ML), othecinae
nism may be able to provide equivalent information. Presiaork

for provide some suggestions for functional languagesttgabb-
jects [21, 22, 23]. For example, type-specific tags could sedu

to index into a hashtable for storing type nodes. Alterredyivob-
jects could be tagged with allocation and context infororatl-
lowing Cork to summarize the heap in aflocation-site points-
from graph These techniques, however, would come at a higher
space and time overhead.

3. Results

This section presents overhead and qualitative result<ok.
Section 3.1 describes our methodology, Section 3.2 re@mtk’s
space overhead, and Section 3.3 reports its performanee. Se
tion 3.4 shows the accuracy of the Slope Ranking Techniqde an
shows how a variety of reasonable values for the decay facitr
the rank threshold gives highly accurate results using tagoR
Ranking Technique. After applying and identifying unboedd
heap growth in four commonly used benchmarks, Section 3.5 de
tails the two largestSPECjbb2000 andEclipse.

3.1 Methodology
We implement Cork in MMTK, a memory management toolkit in

MMVTy pe used by the memory management system to do correct Jikes RVM version 2.3.7. MMTk implements a number of high-

allocation and garbage collection. Recall from Figure 2 tigect
scanning resolves tHeMTy pe of each object (line 3). Thus, Cork
storesTPFG type node data for eachiPFG in the corresponding
MMy pe adding only four extra words. One additional word stores
the number of consecutive collections that a type potdnmbws.
Thus, the type nodes scale with the type system of the VM.

While the number of reference edges in TiieFGare quadratic
in theory, one class does not generally reference all otlasses.
Programs implement a much simpler type hierarchy, and we find
that the reference edges are linear with respect to the tggdesn
This observation modifies simply edge implementation cziimgj
of a pool of available edgegsdge podl. Each time a class (type) is
loaded, the edge pool grows. Additionally, the edge poolgramw
dynamically whenever it runs out of edges. New edges arecktde
the TPFG by removing them from the edge pool and adding them

performance collectors [3, 4] and Jikes RVM is a high-perfance
VM written in Java with an aggressive optimizing compiley 21.

We use configurations that precompile as much as possiblagin
ing key libraries and the optimizing compiler (tRastbuild-time

configuration), and turn off assertion checking. Additibpave

remove the nondeterministic behavior of the adaptive ctatipn

system by applying replay compilation [15].

We evaluate our techniques using 8leECjvm [26], DaCapo
b.050224 [5], SPECjbb2000 [27], andEclipse [30]. Table 1(a)
shows benchmark statistics including the total volumecalied
(column 1) and number of full-heap collections in both a vekol
heap (column 2) and a generational (column 3) collector iraph
that is 2.5X the minimum size in which the benchmark can run.
Column 4 reports the number of typdan) in each benchmark.
However since Jikes RVM is a Java-in-Java virtual machireekC

to the list of reference edges kept with node data. We encode aanalyzes the virtual machine along with the benchmark gdurin

pointer to the edge list with the node data to prevent fromiragdd
any extra words to thévMlype structure. We further reduce the
space required for reference edges by pruning those thabdo n
grow.

2.5 Corkin Other Collectors

Since Cork’s implementation piggybacks on live-heap stann
during garbage collection, it is compatible with any mankesp

or copying collector (i.e., acanningcollector). Cork can also
be added as described to any scanning collector that doés per
odic whole-heap collections. In these configurations, Quoek-
forms the analysis only during full-heap collections. Talfieaks

in our benchmarks, Cork needed approximately six collestitur-

ing which heap growth occurs. A scanning incremental ctidlec

every run. Thus column 5+ M) is the actual number of types
potentially analyzed at each collection.

For performance results, we explore the time-space tréidsro
executing each program on moderate to large heap sizeshgang
from 2.5X to 6X the smallest size possible for the executibiine
program. We execute timing runs five times in each configomati
and choose the best execution time (i.e., the one leastiisty
other effects in the system). We perform separate runs toegat
overall and individual collection statistics. We perforthaf our
performance experiments on a 3.2GHz Intel Pentium 4 witlehyp
threading enabled, an 8KB 4-way set associative L1 dataegcach
a 12Kuops L1 instruction trace cache, a 512KB unified 8-way set
associative L2 on-chip cache, and 1GB of main memory, rignin
Linux 2.6.0.



(a) Benchmark Statistics (b) Type Points-From Statistics (c) Space Overhead
# of # of # of # edges # edges %
Alloc Colltn types types per type per TPFG pru- TIB TIB+Cork

Benchmark| MB whl gen bm +VM avg max| avg max| avg max ned| MB %H MB %H Diff

Eclipse 3839 73 11| 1773 3365 667 775 2 203 | 4090 7585 42.2|| 0.53 0.011| 0.70 0.015 0.167|
fop 137 9 0| 700 2292 423 435 3 406 | 1559 2623 45.2|| 0.36 0.160| 0.55 0.655 0.495
pmd 518 36 1| 340 1932 360 415 3 121 | 967 1297 66.0|| 0.30 0.031| 0.44 0.186 0.155
ps 470 89 0| 188 1780| 314 317 2 93 | 813 824 66.3|| 0.28 0.029| 0.39 0.082 0.053
javac 192 15 0| 161 1753| 347 378 3 99 | 1118 2126 45.8|| 0.28 0.071| 0.43 0.222 0.15]
jython 341 39 0| 157 1749| 351 368 2 114| 928 940 66.2|| 0.28 0.041| 0.39 0.112 0.071
jess 268 41 0| 152 1744| 318 319 2 89 | 844 861 66.0{| 0.27 0.049| 0.38 0.143 0.094
antlr 793 119 6| 112 1704 320 356 2 123 | 860 1398 5538| 0.27 0.016| 0.39 0.282 0.266
bloat 710 29 5 71 1663 | 345 347 2 101 | 892 1329 50.6|| 0.26 0.017| 0.38 0.064 0.047|
jbb2000 > * i 71 1663 | 318 319 2 110 | 904 1122 59.0|| 0.26 * | 0.38 * o

jack 279 47 0 61 1653 309 318 2 107 | 838 878 66.2|| 0.26 0.042| 0.37 0.131 0.089
mtrt 142 17 0 37 1629 307 307 2 91| 820 1047 57.5| 0.26 0.081| 0.37 0.258 0.177|
raytrace 135 20 0 36 1628 305 306 2 91| 814 1074 56.1|| 0.26 0.085| 0.37 0.272 0.187|
compress 106 6 3 16 1608 | 286 288 2 89 | 763 898 60.9|| 0.25 0.105| 0.36 0.336 0.231
db 75 8 0 8 1600| 289 289 2 91| 773 787 66.1|| 0.25 0.160| 0.35 0.467 0.307
Geomean 303 27 nla] 104 1813[] 342 357 2 116 | 1000 1303 57.4] 0.29 0.048] 0.41 0.168 0.145

Table 1. Benchmark Characteristics. **Volumes f8PECjbb2000 depend on how long we allow the warehouse to run.

For SPECjvm and DaCapo benchmarks, we use the stan-
dard large inputs. SincBPECjbb2000 measures throughput as

operations per second for a duration of 2 minutes for an in-
creasing number of warehouses (1 to 8) and each warehouse is

strictly independent, we change the default behavior. Tfopa
a performance-overhead comparison, we pseudojbb, a vari-
ant of SPECjbb2000 that executes a fixed number of transac-
tions. For memory-leak analysis, we configus®ECjbb2000
to run only one warehouse for one hour. Hetlipse, we use

the DaCapo benchmark for general statistics and performance-

overhead comparisons amngrsion 3.1.2 to reproduce a docu-
mented memory leak by repeatedly comparing two directancst
tures Eclipse bug#115789).

3.2 Space Overhead

Table 1(b) reportSTPFG space overhead statistics. Columns one
and two ¢ of type$} report the average and maximum number
of types in the heap during any particular garbage collactile
notice that while many more types exist in the system, aregecof
44% of them are present in the heap at a time. This featureesdu
the number of potential candidates that Cork must analyze.

Table 1(b) shows the average (column 3) and maximum (col-

umn 4) number of reference edges per type node iTBEG We

find that most type nodes have a very small number of outgoing

reference edges (2 on average). The more prolific a type isein t
heap, the greater the number of reference edges in its npd® (u

(b) Rank

(a) Decay Factor Threshold
Benchmark 0% 15% 25%]| O 100 200
Eclipse bug#115789 0 6 6 12 6 6
fop 2 2 2 35 2 1
pmd 0 0 0 11 0 0
ps 0 0 0 3 0 0
javac 0 0 0 71 0 0
jython 0 0 1 3 0 0
jess 0 1 2 9 1 1
antlr 0 0 0 9 0 0
bloat 0 0 0 33 0 0
jbb2000 0 4 4 10 4 4
jack 0 0 0 9 0 0
mtrt 0 0 0 3 0 0
raytrace 0 0 0 4 0 0
compress 0 0 0 4 0 0
db 0 0 0 2 0 0

Table 2. Number of types reported in at least 25% of garbage
collection reports (a) Varying theecay factofrom Ratio Ranking
Technique R, = 100). We choose a decay factér= 15%.

(b) Varying therank thresholdfrom Ratio Ranking Technique
(f = 15%). We choose rank threshdR, .= 100.

collector (GC) time, and total time. In each graph, the ysarip-
resents time normalized to the unmodified Jikes RVM using the

406). We measure the average and maximum number of referencesame collector, and the x-axis graphs heap size relativetmtni-

edges in anyfPFG (columns 5 and 6) and the percent of those our
heuristics prune because their ranks drop below zgra Q) (col-
umn 7). These results demonstrate that the number of refesen
edges is linear in the number of type nodes in practice.

Finally, Table 1(c) shows the space requirements for the typ
information block beforeTIB) and the overhead added by Cork
(TI1B+Cork). While Cork adds significantly to the TIB information,
it adds only modestly to the overall heap (0.145% on average a
never more than 0.5% (column 5)). For the longest-runnindy an
largest progrant.clipse, Cork has a tiny space overhead (0.004%).
Thus Cork is both scalable and space-efficient in practice.

3.3 Performance Overhead Results

Cork’s overhead results from constructing fheFG during scan-
ning and from differencing betwe€rPGFs to find growth at the
end of each collection phase. Figure 5 graphs the normatjeed

mum size each benchmark can run in a mark-sweep collectcin. Ea
X represents one program. It shows Cork’s average overhead in
generational collector to be 11.1% to 13.2% for scan time3%?2

to 14.9% for collector time; and 1.9% to 4.0% for total timedit
vidual overhead results range higher, but Cork’s averagehead

is low enough to consider using it online in a production eyst

3.4 Achieving Accuracy

Cork’s accuracy depends on its ability rank and report gngwi
types. We experiment with different sensitivities for btk decay
factor f and the rank threshol& e Table 2 shows how changing
the decay factor changes the number of reported types. Wihtind
the detection of growing types is not very sensitive to sictainges
in the decay factor. We choose a moderate decay fadtor (
15%) for which Cork accurately identifies the only growingala
structures in our benchmarks without any false positivabléer2(b)

metric mean over all benchmarks to show overhead in scan time shows how increasing the rank threshold eliminates falséipes
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Figure 5. Geometric Mean Overhead Graphs over all benchmarks forgemeal collector

from our reports. Additionally we experiment with diffeterank
thresholds and find that a moderate rank thresh@jgds = 100)
is sufficient to eliminate any false positives. An extendachnical
report contains more analysis of both the decay factor amdathk
threshold [16].

3.5 Finding and Fixing Leaks

Cork identifies heap growth in four of our benchmarkp, jess,
SPEC]jbb2000 and Eclipse. For space constraints, we describe
SPECjbb2000 and Eclipse in detail. Descriptions of all bench-
marks can be found in an extended technical report [16].

SPECjbb2000

The SPECjbb2000 benchmark models a wholesale company with
several warehouses (or districts). Each warehouse hagionimal
where customers can generate requests: e.g., place nerg orde
request the status of an existing order. The warehouse texeop-
erations in sequence, with each operation selected froristhef
operations using a probability distribution. It implemeitis sys-
tem entirely in software using Java classes for databasestahd
Java objects for data records (roughly 25MB of data). Thedaibj
are stored in memory usirigiTr ee and other data structures.

RRT analysis reports four candidat€s:der, Date, New-
Order, and Order Li ne. The rank of the four corresponding
type nodes oscillates between collections making it difficude-
termine their relative importance. Examining the sliceshef four
reported type nodes reveals the reason. There is an imtéorel
ship between all of the candidates and if one is leaking then t
rest are as well. The top of Figure 6(a) graphically showsstioe
Cork reported (the shaded types are growing). Notice thspitke
the prolific use ofbj ect [ ] in SPECjbb2000, its type node vol-
ume jitters to such a degree that it never shows sufficientitreo
be reported as leaking. Since the slice includes all typesodth
re > R%hres and reference edges with > 0, the slice sees beyond
theQbj ect [] to the containing data structures.

We correlate Cork’s results withPECjbb2000’s implementa-
tion. We find that orders are placed in ander Tabl e, imple-
mented as &8Tr ee, when they are created. When they are com-
pleted during @eliveryTransactionthey are not properly removed
from theor der Tabl e. By adding code to remove the orders from
the or der Tabl e, we eliminate this memory leak. Figure 6(b)
shows the heap occupancy, before and after the bug fix, rgnnin
SPEC]jbb2000 with one warehouse for one hour. It took us only a
day to find and fix this bug in this large program that we had neve
studied previously.
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Figure 6. Fixing SPECjbb2000

Eclipse

Eclipse version 3.1.2 is a widely-used integrated development en-
vironment (IDE) written in Java [30Eclipse is a good benchmark
because it is big, complex, and open-soukdipse bug#115789
documents an unresolved memory leak in Budipse bug reposi-
tory from September 2005. We recreate this bug by repeatedty
paring the contents of two directories structures.

Cork reports six candidatebi | e, Fol der, Path, Ar-
rayLi st, Object[], and Resour ceConparel nput $-
Fi | t er edBuf f er edResour ceNode. Figure 7(a) shows the
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Figure 7. Fixing Eclipse bug#115789

slices for the candidates, the close interrelationshipvéen them,
and several possible roots of the heap growth. Upon analysis
we eliminated several roots (indicated by dotted edges @ Fi
ure 7(a)) reducing the possible roots to one: a linked lisaiterd

by Resour ceConpar el nput $MyDi f f Node.

Correlating Cork’s results with th&clipse implementation
showed that upon completion, the differences between thedtw
rectory structures are displayed in t@enpar eEdi t or | nput
which is a dialog that is added to thdavi gati onHi story.
Further scrutiny showed that thdavi gat i onHi st oryEntry

complimentary to our work. Offline diagnostic tools accaehate-
tect leaks using a combination of heap differencing [10, 2],
and fined-grained allocation/usage tracking [8, 13, 2428529].
These approaches are expensive and often require multiple e
cutions and/or separate analysis to generate complextsefudir
of low-level details about individual objects. In contra€bork’s
completely online analysis reports summaries of objectsypg
while concisely identifying the dynamic data structure tedming
the growth. Online diagnostic tools relies on detecting nvbb-
jects exceed their expected lifetimes [19] and/or detgatthen an
object becomestale[7, 9]. We improve on the efficiency of these
techniques. However, they differentiate in-use objeamfthose
not-in use, adding additional information to their reports

The closest related work is Leakbot [12, 17, 18] which com-
bines offline analysis with online diagnosis to find datacttices
with memory leaks. Leakbot uses JVMPI to take heap snapshots
floaded to another processor for analysis (we calldffi;ne analy-
sis since it is not using the same resources as the progracugh
it may occur concurrently with program execution). By oftlowy
the expensive part if its analysis to another processomp(déter-
encing and ranking parts of tiebjectgraph which may be leaking),
Leakbot minimizes the impact on the application and thegieed
overhead of the analysis. Thus, Leakbot relies on an additjoro-
cessor and multiple copies of the heap —a memory overhead-pot
tially 200% or more that is proportional to the heap — to penfo
heap differencing and report object level statistics. Cank the
other hand, summarizes object instances P& G graph while
minimizing the memory overhead (less than 1%) and allowing i
run continuously and concurrently with the application.

5. Conclusion

This paper introduces a novel and efficient way to summahee t
heap to identify types which cause systematic heap grothehdata
structures which contains them, and the allocation site(&3h al-
locate them. We implement this approach in Cork, a tool tther-
tifies growth in the heap and reports slices of a summarizipg t
points-from graph. Cork calculates this information bygyigack-

ing on full-heap garbage collections. We show that Cork amfdis
2.3% to total time on moderate to large heaps in a generationa
collector. Cork precisely identifies data structures withaunded
heap growth in four popular benchmarksp, jess, jbb2000, and
Eclipse and we use its reports to analyze and eliminate memory
leaks. Cork is highly-accurate, low-overhead, scalabié, ia the
first tool to find memory leaks with low enough overhead to con-
sider using in production VM deployments.

Acknowledgments

We would like to thank Steve Blackburn, Robin Garner, Xiamgj
Huang, and Jennifer Sartor for their help, input, and disicns
on the preliminary versions of this work. Additional tharis to

managed by a reference counting mechanism was to blame. WherRicardo Morin and Elena llyina (Intel Corporation), and Aua

a dialog was closed, thdavi gat i onHi st or yEnt r y reference
count was not decremented correctly resulting in the dialeger
being removed from theNavi gati onHi st ory . Figure 7(b)
shows the heap occupancy graphs before and after fixing the me
ory leak. This bug took us about three and a half days to fix, the
longest of any of our benchmarks, due to the size and contplexi
of Eclipse and our lack of expertise on the implementation de-
tails. While we fixed the major source growth in the heap,dher
remains a small growth which at the time of this writing we dav
not investigated.

4. Related Work

The problem of detecting memory leaks is well studied. Cdenpi
time analysis can find double free and missing frees [14] and i

Adamson (IBM) for their assistance with confirming the meynor
leak injbb2000, and Mike Bond for his assistance wiltlipse.

References

[1] B. Alpern, C. R. Attanasio, A. Cocchi, D. Lieber, S. SmithNgo, J. J.
Barton, S. F. Hummel, J. C. Sheperd, and M. Mergen. Impleimgnt
Jalapefio in Java. I®@OPSLA '99: Proceeding of the 14th ACM
SIGPLAN Conference on Object-Oriented Programming, Byste
Languages, and Applicationpages 314-324, Denver, Colorado,
USA, November 1999.

M. Arnold, S. Fink, D. Grove, M. Hind, and P. F. Sweeney.
Adaptive Optimization in the Jalapefio JVM. MOPSLA '00:
Proceedings of the 15th ACM SIGPLAN Conference on Object-
Oriented Programming, Systems, Languages, and Applitaiages
47-65, Minneapolis, Minnesota, USA, October 2000.

2

—



[3] S. M. Blackburn, P. Cheng, and K. S. McKinley. Myths ancalées:
The Performance Impact on Garbage CollectiorPioceedings of the
International Conference on Measurement and Modeling oh@ater
Systemspages 25-36, New York, New York, USA, June 2004.

S. M. Blackburn, P. Cheng, and K. S. McKinley. Oil and Wa&te
High Performance Garbage Collection in Java with IMTKIGSE
'04: Proceedings of the 26th International Conference offtvare

[4

[l

Engineering pages 137-146, Scotland, United Kingdom, May 2004.

IEEE Computer Society.

S. M. Blackburn, R. Garner, C. Hoffman, A. M. Khan, K. S. Kialey,

R. Bentzur, A. Diwan, D. Feinberg, D. Frampton, S. Z. Guyer,
M. Hirzel, A. Hosking, M. Jump, H. Lee, J. E. B. Moss, D. Stafuit,

T. VanDrunen, D. von Dincklage, and B. Wiedermann. The DaCap
Benchmarks: Java Benchmarking Development and Analygis. |
OOPSLA '06: Proceedings of the ACM SIGPLAN Conference on
Object-Oriented Programing, Systems, Languages, andidgtioing
Portland, Oregon, USA, October 2006. http://www.dacapoberg.

S. M. Blackburn, R. Garner, C. Hoffman, A. M. Khan, K. S. Kialey,
R. Bentzur, A. Diwan, D. Feinberg, D. Frampton, S. Z. Guyer,
M. Hirzel, A. Hosking, M. Jump, H. Lee, J. E. B. Moss, D. Stefait,
T. VanDrunen, D. von Dincklage, and B. Wiedermann. The
DaCapo Benchmarks: Java Benchmarking Development anggisal
Technical report, October 2006. http://www.dacapobeorgh.

[7] M. D. Bond and K. S. McKinley. Bell: Bit-Encoding Online &mory
Leak Detection. IASPLOS XII: Proceedings of the 12th International
Conference on Architectural Support for Programming Laages and
Operating System$&an Jose, California, USA, October 2006.

[8] J. Campan and E. Muller. Performance Tuning Essentral28E and
J2EE: Minimize Memory Leaks with Borland Optimizeit Sui&hite
Paper, Borland Software Corporation, March 2002.

[9] T. M. Chilimbi and M. Hauswirth. Low-Overhead Memory Liea
Detection using Adaptive Statistical Profiling. WSPLOS-XI:
Proceedings of the 11th International Conference on Aectitral
Support for Programming Languages and Operating Systpages
156-164, Boston, Massachusetts, USA, October 2004.

[10] W. De Pauw, D. Lorenz, J. Vlissides, and M. Wegman. Eteou
Patterns in Object-Oriented Visualization. Pmoceedings of the 4th
USENIX Conference on Object-Oriented Technologies antb@gs
(COOTS) pages 219-234, Santa Fe, New Mexico, USA, April 1998.

[11] W. De Pauw and G. Sevitsky. Visualizing Reference Paste
for Solving Memory Leaks in Java.Concurrency: Practice and
Experience12(12):1431-1454, November 2000.

[12] S. C. Gupta and R. Palanki. Java Memory Leaks — Catch MeUf
Can: Detecting Java Leaks using IBM Rational Applicatiorv&eper
6.0. Technical report, IBM, August 2005.

[13] R. Hastings and B. Joyce. Purify: A Tool for Detecting ey
Leaks and Access Errors in C and C++ ProgramsPrioceedings
of the Winter 1992 USENIX Conferengeages 125-138, Berkley,
California, USA, January 1992.

[14] D. L. Heine and M. S. Lam. A Practical Flow-Sensitive and
Context-Sensitive C and C++ Memory Leak Detector.PlrDI '03:
Proceedings of the ACM SIGPLAN 2003 Conference on Progragimi
Language Design and Implementatigmages 168-181, San Diego,
California, USA, June 2003.

[15] X. Huang, S. M. Blackburn, K. S. McKinley, J. E. B. Moss,&ang,
and P. Cheng. The Garbage Collection Advantage: Improvingr@m
Locality. In OOPSLA '04: Proceedings of the 19th Annual ACM
SIGPLAN Conference on Object-Oriented Programming, Byste
Languages, and Applicationpages 69-80, Vancouver, BC, Canada,
October 2004.

[16] M. Jump and K. S. McKinley. Cork: Dynamic Memory Leak
Detection for Java. Technical Report TR-06-07, Departnunt
Computer Sciences, The University of Texas at Austin, Aystexas
78712, January 2006.

[17] N. Mitchell, May 2006. Personal communication.
[18] N. Mitchell and G. Sevitzky. LeakBot: An Automated angjhtweight

5

—_

6

—

Tool for Diagnosing Memory Leaks in Large Java Applications
In ECOOP 2003 — Object Oriented Programming: 17th European
Conferencevolume 2743 ofLecture Notes in Computer Science
pages 351-377, Darmstadt, Germany, July 2003. Springtae/e

[19] F. Qin, S. Lu, and Y. Zhou. SafeMem: Exploiting ECC-Meamo
for Detecting Memory Leaks and Memory Corruption During
Production Runs. IIMPCA-11: Proceedings of the 11th International
Symposium on High-Performance Computer Architectpages 291—
302, Cambridge, Massachusetts, USA, February 2002. |EE&pGter
Society.

[20] QuestSoftware. JProbe Memory Debugger: Eliminate Bigrheaks

and Excessive Garbage Collection. http://www.quest.jmotde/profiler.asp.

[21] N. Rojemo. Generational Garbage Collection withoetmporary
Space Leaks. IWMM 95: Proceeding of the International Workshop
on Memory Management995.

[22] N. Réjemo and C. Runciman. Lag, Drag, Void and Use — Heap
Profiling and Space-Efficient Compilation Revised. IGFP '96:
Proceedings of the First ACM SIGPLAN International Confie on
Functional Programmingpages 34-41, Philadelphia, Pennsylvania,
USA, May 1996.

[23] C. Runciman and N. Rdjemo. Heap Profiling for Space [fficy.
In E. M. J. Launchbury and T. Sheard, editodslvanced Functional
Programming, Second International School-Tutorial Tesges 159—
183, London, United Kingdome, August 1996. Springer-\@rla

[24] M. Serrano and H.-J. Boehm. Understanding Memory Atmn
of Scheme Programs. ICFP '00: Proceedings of the Fifth ACM
SIGPLAN International Conference on Functional Programgni
pages 245-256, Montréal, Québec, Canada, September 2000

[25] R. Shaham, E. K. Kolodner, and M. Sagiv. Automatic Real@f
Array Memory Leaks in Java. I€C '00: Proceedings of the 9th
International Conference on Compiler Constructimolume 1781 of
Lecture Notes in Computer Sciengemges 50-66, London, United
Kingdom, 2000. Springer-Verlag.

[26] Standard Performance Evaluation Corporati@PECjvm98 Docu-
mentation release 1.03 edition, March 1999.

[27] Standard Performance Evaluation Corporati®®ECjbb2000 (Java
Business Benchmark) Documentatioglease 1.01 edition, 2001.

[28] Sun Microsystems. Heap Analysis Tool. https://hatjdga.net/.

[29] Sun Microsystems. HPROF Profiler Agent. http://jaua.som/j2se/
1.4.2/docs/guide/jvmpi/jvmpi.html.

[30] The Eclipse Foundation. Eclipse Homepage. http://weelipse.org.



