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Abstract

In this course we'll study Sun's Java
Virtual Machine — but in a very unusual
way: we'll build a model of it in a
functional programming language and we'll
use an automatic theorem prover to reason
about the model.

So you'll learn about four different things:



e how to build a mathematical model of
something complicated like the JVM,

e how to program in a simple functional
language,

e how to reason about such models, and

e how to use a powerful mechanized
reasoning tool.



This course i1s a mixture of

CS313K Logic, Sets and Functions
CS336  Analysis of Programs
CS343  Artificial Intelligence
CS352  Computer Systems Architecture
CS375  Compilers
CS321H Functional and

Symbolic Programming



Outline

e Formal Methods
e ACL2 Background

e Elementary Examples

e A Closer Look at a Big JVM Model



Formal Methods ...

Is the use of formal mathematics to model
hardware and software and the use of
mechanized mathematical tools to reason
about those models.



Formal Methods ... Why Bother?



Formal Methods ... Why Bother?

e formal models often clarify the designers’
Intentions

e formal models can be used as simulation
engines

e today's digital artifacts are so
complicated, people cannot reason about




them accurately without mechanized help

e verified properties of a module often
provide the best documentation of its
intended behavior

e verified systems can be changed with only
incremental verification costs
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ACL2 =

A Computational Logic
for
Applicative Common Lisp
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“ACL2" is the name of

e a functional programming language,
e 2 mathematical logic, and

e an automatic interactive theorem prover.
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Demo 0
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ACL2 is untyped.

ACL2 is strict (not lazy).

ACL2 is first order (no functional args).
ACL2 is applicative (functional).

All ACL2 functions are total (always
terminate on all arguments).
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ACL2 is executable — almost all functions
applied to constants can be reduced to
equivalent constants.

ACL2 is quantifier-free — but has the
expressive power of full first-order logic
thanks to Skolemization.

ACL2 i1s automatic — once the theorem
prover starts, the user cannot guide It.
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ACL?2 is interactive — the theorem prover's
behavior is influenced by the data base of
oreviously proved lemmas and
user-provided advice.
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ACL2 is coded in ACL2.
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ACL?2 is the first theorem prover to win the
ACM Software System Award.
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ACL2 is (probably) the first winner that is
written in a functional programming
language.
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About ACL2s

ACL2 has been compared to a finely tuned
high-powered race car.

The IDE preferred by experts is Emacs.

When novices try to drive ACL2, they often
crash and burn.

ACL2s is an experimental ACL2 “sedan”
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with an Eclipse front end.
We'll use ACL2s in here.

Alex Is the expert.

|'ve never used ACL2s for real and so I'll be
learning too.
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Lisp Syntax
< term > =

< const > =

< var > |
’ < const > |
(< fn> <term >

< term >,)

< number > | < char > |
< string > | < symbol > |
< pair >
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Example Constants

123, 22/7
\#Newline, #\A, #\a
"Hello world!"

X, world, pt, PT, Pt, :pc

((Monn . 1) (Tue . 2) (Wed .

3))
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Example Terms
(cons (car x) rest)

e.g., cons(car(x), rest)

(if (zpn) 1 (*xn (fact (- n 1))))

e.g., if n =0 then 1 else n x fact(n — 1) fi
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About T and NIL
T and NIL are symbols.

T and t are the same, as are NIL and nil.

T and NIL are used as the “truth values”
true and false.

NIL is also used as the “terminal marker”
on nested pairs representing lists.
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Packages

Logically, each symbol has two
components: its “package” and its
“name’ .

For example ACL2: :PUSH is a symbol: its
package is "ACL2" and its name is "PUSH".

There is always a “default package” and
initially it is "ACL2".
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When you write a symbol without an

explicit package, the default package is
used.

Thus, PUSH Is the same symbol as
ACL2: :PUSH — when the default package is
"ACL2".
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When you define a new package, you can
“Import” certain symbols into It.

Suppose "ACL2" is current package.

Suppose we define "M1" to be a new
package.

Suppose we import CONS into "M1" but we
do not import PUSH.
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Suppose we select "M1" to be the default
package.

Then PUSH is the same as M1: : PUSH.
M1: :PUSH is different from ACL2: : PUSH!
But CONS is the same as ACL2: : CONS.
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Thus, even if ACL2: :PUSH is already
defined, we can define M1: :PUSH — because
it Is a different symbol!

And since we're In the "M1" package, we
can write PUSH to mean M1: :PUSH and
CONS to mean ACL2: : CONS.

So
(defun push (x y) (cons x y))
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About Keywords

Keywords are just symbols in the
"KEYWORD" package.

KEYWORD: : NAME is a keyword.
It can always be shortened to :NAME.

Keywords cannot be used as function
names.
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They cannot be used as variables.

They evaluate to themselves.
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About Pairs

<z, <y, <z, nil>>>

7N\

TN

Y VRN

z nil

(x . (y . (z . nil)))
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nil

. (z

. nil)))
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7N\

TN

Y VAR

z nil

(x . (y . (z . nil)))
(x . (y . (z ))) ; may erase ‘‘. nil’’
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7N\

TN

Y VAR

z nil

(x . (y . (z . nil)))

(x . (y . (z ))) ; may erase ‘‘. nil’’

(x . (y 2 )) ; may erase ‘‘. (...)’’
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v N
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Z nil
(x . (y . (z
(x . (y . (z
(x . (y 2
(x Y z

. nil)))
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)
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; may erase
, may erase
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¢
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Is It strange that Lisp provides so many
ways to write (x y 2)7?

(x . (y . (z . nil)))
(x . (y . (z )))
(x . (y z ))

(x Y z )
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Is It strange that you know so many ways
to write 1237

123
0123

+123
01111011,
0x7B
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About Pairs

(cons = vy)

car \, cdr
X Y

«— (consp o) =t
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Data Types
ACL2 supports five disjoint data types:

e numbers (integers, non-integer rationals,
complex rationals)

e characters

® strings

e symbols (including keywords)

® pairs
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There are primitive functions for

e creating each type of object from its
constituents, e.g., cons creates pairs;

e accessing the constituents, e.g., car and
cdr, aka head and tail:

e recognizing instances of each type, e.g.,
consp;
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e other expected operations (e.g., addition
of numbers).
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Semantics

(cons 1 (cons 2 (cons 3 nil)))
= - “evaluates to”
(1 2 3)

(cons 1 ’(2 3))
—
(1 2 3)
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’(1 2 3)= (1 2 3)

(car ’(1 2 3)) = 1

(cdr (1 2 3)) = (2 3)



(consp (1 2 3)) = t

(consp 1) = nil

(consp nil) = nil
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A Few Axioms

t # nil
x = nil — (if x y z)
x # nil — (if x y z)

(car (cons x y))

]
=

(cdr (cons x y))

|
<
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(consp (cons x y)) =t
(consp nil) = nil

(endp x) = (not (consp x))
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Definitions
(defun not (x) (if x nil t))

IS a way to add a

New Axiom
(not x) = (if x nil t)
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Propositional Calculus

(defun not (x) (if x nil t))
(defun and (x y) (if x y nil))
(defun or (x y) (if x x y))

(defun implies (x y)
(if x (if y t nil) t))
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Recursive Definition

(defun app (x y)
(if (endp x)

y
(cons (car x)

(app (cdr x) y))))

(app (1 2 3) (app ’(4 5 6) ’(7 8 9)))
= (1234567 829)



(equal (app (app a b) c)
(app a (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Base Case: (endp a).

(equal (app (app a b) c)
(app a (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Base Case: (endp a).

(equal (app b c)
(app a (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Base Case: (endp a).

(equal (app b c)
(app a (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Base Case: (endp a).

(equal (app b c)
(app b c))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Base Case: (endp a).

(equal (app b c)
(app b c))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.

Base Case: (endp a).
T
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Induction Step: (not (endp a)).

(equal (app (app a b) c)
(app a (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (app (cons (car a)
(app (cdr a) b)) c)
(app a (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Induction Step: (not (endp a)).

(equal (app (cons (car a)
(app (cdr a) b)) c)

(app a (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (cons (car a)
(app (app (cdr a) b) c))

(app a (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (cons (car a)
(app (app (cdr a) b) c))
(app a (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (cons (car a)
(app (app (cdr a) b) c))
(cons (car a)
(app (cdr a) (app b ¢))))

70



(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (cons (car a)
(app (app (cdr a) b) c))
(cons (car a)
(app (cdr a) (app b ¢))))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Induction Step: (not (endp a)).
(equal

(app (app (cdr a) b) c)

(app (cdr a) (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Induction Step: (not (endp a)).

(equal (app (app (cdr a) b) c)
(app (cdr a) (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.
Induction Step: (not (endp a)).

(equal (app (app (cdr a) b) c)
(app (cdr a) (app b c)))
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
T
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(equal (app (app a b) c)
(app a (app b c)))

Proof: by induction on a.

Q.E.D.
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Demo 1
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Destructor Elimination
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JVM Operational Semantics

Our “M6" model is based on an
implementation of the J2ME KVM. It
executes most J2ME Java programs
(except those with significant I/O or
floating-point).

M6 supports all data types (except floats),
multi-threading, dynamic class loading,
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class initialization and synchronization via
monitors.
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We have translated the entire Sun CLDC
API library implementation into our
representation with 672 methods in 87
classes. We provide implementations for 21

out of 41 native APIs that appear in Sun'’s
CLDC API library.

We prove theorems about bytecoded
methods with the ACL2 theorem prover.
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The executable model is 160 pages of
ACL2. This doesn’t count over 500 pages

of data (the CLDC API) built into the
model.

This work is supported by a gift from Sun
Microsystems.
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Java

]

.class

javac

—li

lisp

jvm2acl2

)

Theorems

“pi(246)=123"

. ) ‘‘pi(n)=n/2”
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Demo 2
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Our Hypothesis
The “high cost” of formal methods
— to the extent the cost Is high —

is a historical anomaly due to the fact that
virtually every project formally
recapitulates the past.
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The use of mechanized formal methods will
ultimately

e decrease time-to-market, and

e /ncrease reliability.
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Conclusion

Mechanical reasoning systems are changing
the way complex digital artifacts are built.

Complexity not an argument against formal
methods.

It is an argument for formal methods.
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