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Abstract. As a p edagogical exercise in A CL2, w e formalize and pro v e

the correctness of a write in v alidate cac he sc heme. In our formalization,

an arbitrary n um b er of pro cessors, eac h with its o wn lo cal cac he, in teract

with a global memory via a bus whic h is sno op ed b y the cac hes.

1 Ongoing Industrial Applications of A CL2

The A CL2 theorem pro ving system is �nding use in industrial-scale v eri�cation

pro jects. Tw o signi�can t pro jects whic h ha v e b een rep orted previously are

{ the mec hanical v eri�cation of the 
oating-p oin t division micro co de for the

AMD-K5

TM

[6], and

{ the A CL2 mo deling of the Motorola CAP digital signal pro cessor and its

use to pro v e that a pip eline hazard detection predicate w as correct and that

sev eral DSP micro co de applications w ere correct [1].

The abstract of a recen t talk giv en b y Da vid Russino� of Adv anced Micro

Devices, Inc., summarizes the curren t AMD w ork with A CL2:

F ormal design v eri�cation at AMD has fo cused on the elemen tary

arithmetic 
oating p oin t op erations, b eginning with the FDIV and FSQRT

instructions of the AMD-K5

TM

pro cessor, and con tin uing with the FADD ,

FSUB , FMUL , FDIV , and FSQRT instructions of the AMD-K7

TM

pro cessor,

whic h is curren tly under dev elopmen t.

Design-lev el mathematical mo dels of all of these op erations ha v e b een

rigorously pro v ed to comply with b eha vioral sp eci�cations deriv ed from

IEEE Standard 754 and the In tel P en tium F amily User's Man ual. Ev ery

step of eac h pro of (with one minor exception in the case of FSQRT ) has

b een formally enco ded in the logic of A CL2 and mec hanically c hec k ed

with the A CL2 pro v er.

In this talk, w e shall brie
y describ e the results of this pro ject:

{ a reusable general theory of 
oating p oin t represen tation, rounding,

and logical op erations on bit v ectors;

{ an automatic translator from AMD's R TL language (essen tially a

subset of V erilog) to A CL2;



{ sev eral design 
a ws that w ere exp osed b y our analysis and ultimately

corrected after surviving extensiv e testing;

{ the pro ofs of correctness of the op erations listed ab o v e.

This mon umen tal w ork is rep orted in [8]. T o corrob orate the A CL2 R TL trans-

lation, AMD executed the A CL2 translation on a test suite of 80 million 
oating

p oin t problems and compared the results to their standard R TL sim ulation. The

bugs found b y Russino� 's pro ofs w ere not unco v ered b y this extensiv e test suite.

A CL2 is b eing used to mo del micropro cessors at sev eral industrial sites. F or

example, at Ro c kw ell-Collins, Inc., A CL2 is b eing used exp erimen tally to pro vide

an executable mo del of JEM1, the w orld's �rst silicon Ja v a Virtual Mac hine [2].

In addition, [9] describ es an A CL2 mo del of a micropro cessor with m ultiple,

out-of-order instruction issue with a reorder bu�er, sp eculativ e execution and

exceptions. Pro ofs are b eing done to relate this mo del to a more con v en tional

ISA mo del. While this w ork is not industrial scale, the micropro cessor is more

complicated than man y academic mo dels studied.

Finally , A CL2 is b eing used at EDS, Inc., in the v eri�cation of \reno v ation

rules" used in COGEN 2000

TM

, an in-house, proprietary suite of to ols used at

EDS CIO Services to reno v ate legacy COBOL co de that is not \Y ear 2000 com-

plian t." Roughly sp eaking, the problem is ho w to use giv en �xed-width data

�elds to enco de the dates in a 100-y ear windo w so that commonly used relations

are correctly and e�cien tly implemen ted. Matt Kaufmann, in [4], describ es ho w

he used A CL2 to v erify that certain rules w ere correct. In fact, he describ es an

en vironmen t in A CL2 that can b e used con v enien tly to v erify newly prop osed

transformation rules and to simplify date manipulation expressions.

2 What is A CL2?

\A CL2" stands for \A Computational Logic for Applicativ e Common Lisp." The

logic is b oth an applicativ e programming language and a �rst order mathemat-

ical logic[5]. T ec hnically , the programming language is an extension of a subset

of applicativ e Common Lisp. In addition, \A CL2" is the name w e use for the

implemen ted system[1]. The system pro vides an execution en vironmen t for the

programming language and a theorem pro ving en vironmen t for the logic.

The theorem pro v er's b eha vior is determined b y rules in its data base. The

rules are determined b y the theorems the system has pro v ed already . The user

can guide the system to deep pro ofs b y presen ting it with an appropriate se-

quence of lemmas to pro v e. The user is not resp onsible for soundness, since no

rule can b e en tered in to the system's data base un til it (or more accurately , its

corresp onding form ula) has b een pro v ed as a theorem.

Collections of de�nitions and theorems can b e assem bled in to \b o oks." The

user can instruct the system to include a b o ok in to the data base, thereb y adding

all the (non-lo cal) rules con tained in the b o ok. Bo oks th us pro vide b oth a scoping

mec hanism and a w a y to tak e adv an tage of the w ork of others.



3 A W rite In v alidate Cac he Example

In the rest of this pap er w e presen t a formal mo del of a write in v alidate cac he

sc heme and pro v e it correct. W rite in v alidate sc hemes are kno wn not to scale

e�cien tly to large n um b ers of pro cessors. But this is a simple problem that is

familiar to man y readers. F urthermore, at �rst sigh t, it ma y not seem to lend

itself to Common Lisp mo deling. By c ho osing this example, w e hop e to arose

the reader's curiosit y while illustrating A CL2.

Our mo del is based on the discussion on page 658 of [3]. Our mo del includes

an arbitrary n um b er of pro cessors, eac h with its o wn lo cal cac he connected via a

bus to one global memory . F undamen tally , a cac he is a table of \cac he lines", eac h

of whic h is asso ciated with an address and con tains a v alue and a 
ag indicating

whether the cac he line is v alid { i.e., whether the v alue for the giv en address

is consisten t with the v alue assigned b y the global memory . Eac h pro cessor can

send its cac he read and write requests, receiving some resp onse. The cac he's

b eha vior on a read request dep ends on whether it con tains a v alid cac he line for

the requested address. If it do es, it resp onds with the asso ciated v alue. If it do es

not, the cac he sends a read request on the bus, w aits for the reply , constructs a

new cac he line con taining the resulting v alue, and then resp onds to the pro cessor

with the v alue obtained from memory . The cac he's b eha vior on a write request is

to up date (or create) the appropriate cac he line, send a write request on the bus,

and resp ond to the pro cessor with the v alue written. All cac hes sno op the bus.

Read requests are ignored. W rite requests cause the other cac hes to in v alidate

the corresp onding cac he line, if an y . W e mo del the read/write actions of the

individual pro cessors as in terlea v ed atomic actions.

T o sp ecify this system w e construct a cac he-free mo del in whic h the in ter-

lea v ed actions are pla y ed directly against the global memory . W e pro v e that the

resp onse to ev ery read/write action is the same in the t w o mo dels. The pro of

requires less than 10 seconds on a Sun Ultra 2 (177 MHz).

F or p edagogical purp oses, w e ha v e divided our w ork on this problem in to

three b o oks, discussed in turn b elo w. These b o oks are a v ailable at h ttp://www.-

cs.utexas.edu/users/mo ore/publications/write-inv alidate-ca c he/ index.h tml.

4 Utilities

In the "utilities" b o ok w e de�ne some generic functions and predicates for

dealing with problems of this sort. F undamen tal to our formalization is the

notion of an asso ciation list . Eac h elemen t in an asso ciation list (or alist ) is a

pair consisting of a key and a datum . The k ey is said to b e b ound to the datum. If

no k ey in an alist is b ound t wice, w e sa y the alist has unique keys . The function

fetch fetc hes the datum asso ciated with a k ey in an alist. The function deposit

binds a giv en k ey to a giv en datum in a giv en alist.

A memory is an alist binding addresses to v alues.

A c ache is an alist binding addresses to pairs of the form ( v al ue f l ag ) . Suc h

pairs are called lines . A line is said to b e valid if f l ag is on. A cac he is ok with



resp ect to a memory if ev ery v alid cac he line has as its v alue the v alue of the

corresp onding address in the memory .

A name d c ache is a pro cessor iden ti�er and a cac he. In a sligh t abuse of

terminology , w e call a list of suc h pairs simply a c aches list. Note that a cac hes

list is itself an alist in whic h eac h k ey is a pro cessor iden ti�er and eac h datum a

cac he.

An event is a pair consisting of a pro cessor iden ti�er and an action. W e call

the pro cessor iden ti�er of an ev en t the agent . An action is a list either of the

form (READ addr ) or (WRITE addr v al ) . A list of ev en ts is appr opriate with

resp ect to a cac hes list if eac h agen t has an asso ciated cac he, i.e., if the set of

agen ts of the ev en ts is a subset of the k eys of the cac hes list.

The concepts men tioned ab o v e are formalized with functions named appro-

priately . T o sa v e space w e do not exhibit those de�nitions here.

The "utilities" b o ok con tains �fteen theorems relating these concepts in

v arious w a ys. Most of the theorems tell us ho w the v arious concepts are a�ected

b y deposit s. F or example,

(defthm cac he-okp-dep osit2

(implies (and (cache-okp cache mem )

(unique-keysp cache ))

(cache-okp (deposit addr (list any nil) cache )

(deposit addr v al mem )))) .

Informally , this theorem tells us that if cache is ok with resp ect to mem (i.e.,

ev ery line with a true 
ag con tains the correct v alue), and the cac he has unique

k eys, then in v alidating the (�rst) line for addr pro duces a cac he that is ok with

resp ect to a memory in whic h addr has b een c hanged. W e do not men tion the

others but they are stated en tirely in terms of the concepts en umerated ab o v e,

plus A CL2 primitiv es.

A CL2 requires less than 4 seconds to admit all the de�nitions and pro v e all

the theorems in the "utilities" b o ok. This is called c ertifying the b o ok. No

hin ts are required, but the order in whic h the theorems are pro v ed is imp ortan t.

5 Cac he System

In the "system" b o ok, w e de�ne our mo del of the write in v alidate cac he system.

A cac he system state, csy s , is a pair consisting of a cac hes list and a memory .

W e sa y that p is a pro cessor of csy s if p is b ound in the cac hes list of csy s . W e

de�ne a go o d c ache system state with

(defun good-csysp ( csy s )

(and (unique-keysp (caches csy s ))

(every-cache-unique-keysp (caches csy s ))

(every-cache-okp (caches csy s ) (mem csy s )))) .

The seman tics of an action b y a pro cessor on its cac he and the memory is

formalized b y



(defun do-action ( action cache mem )

(let (( op (car action ))

( addr (cadr action ))

( v al (caddr action )))

(case op

(READ

(let* (( l ine (fetch addr cache ))

( ol dv al (car l ine ))

( v al idp (cadr l ine )))

(cond

((and l ine v al idp )

(mv ol dv al cache nil))

(t (let (( memv al (fetch addr mem )))

(mv memv al

(deposit addr (list memv al t) cache )

(list 'READ addr )))))))

(otherwise ; WRITE

(mv v al

(deposit addr (list v al t) cache )

(list 'WRITE addr v al ))))))

This function returns three results pac k aged together using A CL2's \m ultiple

v alues" facilit y . The �rst of the three v alues is the resp onse to the pro cessor.

The second is the new v ersion of the lo cal cac he. The third is the message sen t

to the bus. W e no w paraphrase the de�nition ab o v e. Recall that an action is

of the form (READ addr ) or (WRITE addr v al ) . Consider �rst the case where

the op eration is READ . If the cac he has the corresp onding line and it is v alid,

then resp ond with the v alue, do not c hange the cac he, and send no message.

Otherwise, resp ond with the v alue from memory , c hange the cac he accordingly ,

and send the READ request on the bus. (In an implemen tation, they are done in

the opp osite temp oral order, but that is not relev an t here.) In the case where

the op eration is a WRITE , resp ond with the written v alue, c hange the cac he

accordingly and send the WRITE request on the bus.

Here is ho w a cac he sno ops the bus:

(defun snoop ( msg cache )

(cond

((null msg ) cache )

(t (let (( op (car msg ))

( addr (cadr msg )))

(case op

(READ cache )

(otherwise ; WRITE

(let* (( l ine (fetch addr cache ))

( v al (car l ine ))

( v al idp (cadr l ine )))

(cond ((and l ine v al idp )

(deposit addr

(list v al nil)



cache ))

(t cache ))))))))) .

W e can paraphrase this: If there is no message on the bus, do not c hange the

cac he. If the message is a READ , do not c hange the cac he. Otherwise (the message

is a WRITE ), if the cac he con tains a lined mark ed v alid, in v alidate it.

W e similarly de�ne (new-mem msg mem ) to describ e ho w memory c hanges

in resp onse to a message on the bus.

Here is ho w the system state, csy s , is c hanged b y a single action p erformed

b y a pro cessor p .

(defun step-csys ( p action csy s )

(let (( cache (fetch p (caches csy s ))))

(mv-let ( r esponse cache ' msg )

(do-action action cache (mem csy s ))

(mv r esponse

(csys (deposit p

cache '

(snoop-others p

msg

(caches csy s )))

(new-mem msg (mem csy s )))))))

This function returns t w o v alues. The �rst is the resp onse of p 's cac he to the

action. The second is a mo di�ed system state. W e compute this as follo ws.

First, do the action on p 's cac he, obtaining three results whic h are b ound to

the v ariables r esponse , cache ' and msg , resp ectiv ely .

1

The �rst is the resp onse

of the cac he to the action, the second is the new cac he for p , and the third is the

message sen t to the bus. The mo di�ed system state is then built with csys from

a mo di�ed list of cac hes and a mo di�ed memory . The mo di�ed list of cac hes is

obtained b y letting the other cac hes sno op the message and then dep ositing p 's

new cac he in to the p slot. The mo di�ed memory is obtained via new-mem . W e

lea v e the simple subroutine snoop-others to the reader; it calls snoop on ev ery

cac he in the cac hes except p 's.

Finally , here is ho w w e run a sequence of ev en ts.

(defun run-csys ( ev ents csy s )

(cond ((endp ev ents ) nil)

(t (let (( p (car (car ev ents )))

( action (cadr (car ev ents ))))

(mv-let ( r esponse csy s ')

(step-csys p action csy s )

(cons (cons p r esponse )

(run-csys (cdr ev ents ) csy s ')))))))

Recall than an ev en t consists of a pro cessor iden ti�er and an action. The function

ab o v e returns a history of ev ery pro cessor that p erformed an action and the

1

In this pap er w e sometimes use primed v ariable names, as in cache '. A CL2 do es not

p ermit suc h names. Our actual text uses a caret instead of a prime.



resp onse to the action. It should b e ob vious ho w this is done: If the list of

ev en ts is empt y , return the empt y list. Otherwise, step the system once with the

indicated pro cessor and action. Obtain t w o v alues, a resp onse and a new state.

P air the pro cessor and its resp onse and cons that pair on to the result of running

the rest of the ev en ts on the new state.

Also in this b o ok w e pro v e t w o k ey theorems. Both are in v arian ts ab out the

state, sa y csy s ', pro duced as the second v alue b y step-csys on some state csy s .

The �rst in v arian t is that if csy s is a go o d state then so is csy s '. The second

in v arian t is that if ev ents is appropriate with resp ect to the cac hes in csy s , it is

appropriate with resp ect to those in csy s '. One can regard our formalization and

pro of of these in v arian ts as simple discipline: if a system is though t to enjo y an

in v arian t, sa y so and pro v e it. In fact, w e use b oth in v arian ts in our correctness

pro of b elo w.

A CL2 requires the user to state sev en lemmas to lead it to the pro ofs of these

t w o in v arian ts. A CL2 uses less than 4 seconds to certify the "system" b o ok.

6 Correctness

T o sp ecify what it is for the cac he system to b e correct, w e de�ne a mo del

in whic h the pro cessors in teract directly with the memory . In this cac he-free

mo del, the state is simply the memory . An action ev ok es a resp onse from memory

and p ossibly c hanges memory , as describ ed b y the t w o v alues returned b y the

follo wing function.

(defun step-mem ( action mem )

(let (( op (car action ))

( addr (cadr action ))

( v al (caddr action )))

(case op

(READ (mv (fetch addr mem ) mem ))

(otherwise ; WRITE

(mv v al (deposit addr v al mem ))))))

If the action is a READ , the resp onse is the asso ciated v alue in the memory and

no c hange is visited up on the memory . If the action is a WRITE , the resp onse is

the v alue written and the memory is c hanged b y dep ositing that v alue at the

asso ciated address.

T o run a sequence of ev en ts against a memory w e use:

(defun run-mem ( ev ents mem )

(cond ((endp ev ents ) nil)

(t (let (( p (car (car ev ents )))

( action (cadr (car ev ents ))))

(mv-let ( r esponse mem ')

(step-mem action mem )

(cons (cons p r esponse )

(run-mem (cdr ev ents ) mem '))))))) .



The correctness of the cac he system is giv en b y

(defthm cac he-system-correct

(implies (and (good-csysp csy s )

(appropriate-eventsp ev ents (caches csy s )))

(equal (run-csys ev ents csy s )

(run-mem ev ents (mem csy s ))))) ,

whic h ma y b e paraphrased as follo ws. Supp ose csy s is a go o d cac he system state

and ev ery agen t in ev ents is a pro cessor in the system. Then running ev ents

in the cac he system csy s pro duces the same history of pro cessor/resp onses as

running the same ev ents in the simple shared memory mo del, starting from the

initial memory in csy s .

W e no w illustrate ho w to in teract with A CL2 to lead it to in teresting pro ofs.

The main idea is to use A CL2 to help us decide ho w to pro ceed. W e start b y

asking it to pro v e the conjecture ab o v e, without actually exp ecting it to succeed!

Ho w ev er, it is helpful when trying pro v e theorems ab out functions lik e run-csys

and run-mem to \disable" the t w o step functions, step-csys and step-mem , b e-

cause they in tro duce case analysis and mak e the failed pro of attempt hard to

decipher. By \disable" w e mean to attempt the pro of without using the de�ni-

tions of those t w o functions. This will help us iden tify what w e need to pro v e

ab out them. W e similarly disable good-csysp during the pro of attempt.

The pro of attempt pro ceeds b y an induction on the structure of ev ents .

In the inductiv e step, the v ariable csy s ab o v e is replaced b y the cac he system

state returned as the second v alue of step-csys . The t w o previously men tioned

in v arian ts in the "system" b o ok are su�cien t to reliev e the good-csysp and

appropriate-even tsp h yp otheses of the induction h yp othesis. Nev ertheless, the

pro of attempt runs on for man y seconds and ev en tually starts causing a lot of

garbage collections. W e ab ort the pro of attempt and really lo ok at the output

for the �rst time.

A subgoal near the b eginning of the ab orted pro of attempt reads

2

(IMPLIES (AND :::

(GOOD-CSYSP CSYS)

(BOUND P (CACHES CSYS))

::: )

(EQUAL (MV-NTH 0 (STEP-CSYS P ACTION CSYS))

(MV-NTH 0 (STEP-MEM ACTION (MEM CSYS))))) .

A little further do wn is another subgoal with similar h yp otheses and the conclu-

sion:

(EQUAL (RUN-MEM EVENTS

(MEM (MV-NTH 1 (STEP-CSYS P ACTION CSYS))))

(RUN-MEM EVENTS

(MV-NTH 1 (STEP-MEM ACTION (MEM CSYS))))) .

2

In the actual output, the v ariable EVENTS3 is used for P and EVENTS5 is used for

ACTION . W e ha v e c hanged the names to mak e the form ulas more suggestiv e.



These t w o subgoals suggest the need for the follo wing t w o lemmas.

(defthm m v-n th-0-step-csys

(implies (and (good-csysp csy s )

(bound p (caches csy s )))

(equal (mv-nth 0 (step-csys p action csy s ))

(mv-nth 0 (step-mem action (mem csy s )))))) .

and

(defthm m v-n th-1-step-csys

(implies (and (good-csysp csy s )

(bound p (caches csy s )))

(equal (mem (mv-nth 1 (step-csys p action csy s )))

(mv-nth 1 (step-mem action (mem csy s )))))) .

What do these t w o formidable lo oking conjectures sa y? The �rst h yp othesis

of eac h lemma requires that csy s b e a go o d cac he system state. The second

h yp othesis requires that p b e one of the pro cessors in csy s . The t w o lemmas

equate a left-hand side term with a righ t-hand side term. T o read the left-hand

sides, it is helpful to kno w that mv-nth is the A CL2 function used to retriev e

a v alue from a \m ultiple v alues" tuple. Also, recall that step-csys returns t w o

v alues, the resp onse of the pro cessor's cac he to an action and a new cac he system

state, while step-mem returns the cac he-free resp onse and the new memory . But

no w it is easy to in terpret the t w o lemmas. The �rst sa ys that the resp onse of

pro cessor p 's cac he to an action is the same as memory's resp onse. The second

sa ys that the memory pro duced b y the cac he system is that of the simple system.

These t w o lemmas are easy to pro v e, b y expanding the de�nitions of the t w o

step functions and using the results in the "utilities" b o ok.

With these t w o lemmas in the data base, A CL2 pro v es the correctness theo-

rem. A CL2 requires less than 2 seconds to certify the "correctness" b o ok. The

total time to certify all three b o oks is 9.05 seconds.

7 Conclusions

The simplicit y of this example hides sev eral imp ortan t observ ations. First, w e

are talking here ab out an \in�nite state" system: there are an arbitrary n um b er

of pro cessors, a cac he can b e arbitrarily large, addresses and data v alues are

arbitrarily large, and the memory is arbitrarily large. The pro of is made e asier

b y these in�nities, not harder.

Second, in teraction with the theorem pro v er helps the informed user �nd

pro ofs. Here is some advice for the new user. Simple theorems are usually pro v ed

quic kly . Keep A CL2 on a \short leash." Either it succeeds within a few seconds

or it should b e ab orted. T reat the �rst resp onse as \y es, I b eliev e the fact y ou

just told me." T reat the second as \no, I don't b eliev e it." In the case of a \no,"

lo ok at the output to determine what ob vious fact y ou kno w that A CL2 do es

not. Sometimes y ou will think \But I'v e already told it this fact!" Most lik ely ,



y ou did, but it is unable to use that \old" fact b ecause some h yp othesis could

not b e reliev ed or some term do es not actually matc h. Giv en what y ou'v e told

it, what is it missing? Once y ou realize what A CL2 is missing, form ulate the new

fact as a lemma and get A CL2 to sa y \y es" b y con tin uing this dialog. When the

system sa ys \y es" to the lemma, return to the original conjecture again and see

if A CL2 agrees with it no w. Unfortunately , the A CL2 in terface do es not mak e

it at all ob vious that suc h a structured dialog is b eing conducted. W e illustrate

this dialog approac h in the source �les for these b o oks, a v ailable on the w eb.

Third, the pro of describ ed here tak es virtually no time. The \b ottlenec k," if

there is one, is the time it tak es the user to mo del the cac he system and explain

wh y it is correct. T o the exten t that the explanation is simple, the pro of is simple

and quic k. In this case, the explanation is simple: The cac he system is alw a ys

in a go o d state with appropriate ev en ts. These are the t w o in v arian ts in the

"system" b o ok. F urthermore, in suc h a state, the resp onse and new memory

pro duced b y an action in the cac he system are the same as those pro duced

b y the simple system. These are the t w o lemmas noted in the "correctness"

b o ok. These facts are ob vious to an y one familiar with the design. Stating them

requires familiarit y with the language of A CL2 and the user's o wn mo del of the

cac he system. Their pro ofs are easily constructed b y the dialog metho d describ ed

ab o v e.
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