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Peer-to-peer computing is an emerging paradigm that has the potential of
harnessingenormousamounts of under-utilized computational resourcege.g., home
computers). A certral problem in peer-to-peer computing is how to organize the
network nodessothat sophisticated applications can be e cien tly supported. The
cornerstoneof a peer-to-peernetwork is a dynamic network topology that determines
the neighbor relationshipsto be maintained by the network nodes. This dissertation
is concernedwith algorithmic and concurrencyissuesin dynamic network topologies.

We present Ranch (random cyclic hypercube), a simple, recursive topology
consisting of a collection of rings. Randh is a scalabletopology. In particular, it
has logarithmic in-degree,out-degree,and diameter, and it usesonly a logarithmic
number of message$or a nodeto join or leave the network. Ranch alsohasa number
of additional desirable properties, including locality awarenessand fault tolerance.
We show how to build a nameresolution schemefor Ranch that enablesthe peer-to-
peernetwork to nd data items e cien tly. Our results include a name replication

scheme and a fault-tolerant lookup algorithm.
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We addressthe problem of topology maintenancein peer-to-peer networks,
that is, how to properly update the neighbor variableswhen nodesjoin and leave the
network, possibly concurrertly. We design, and prove the correctnessof, protocols
that maintain the ring topology, the basis of seweral peer-to-peer networks, in the
fault-free ervironment. Our protocols handle both joins and leaves actively (i.e.,
they update the neighbor variables as scon as a join or a leave occurs). We use an
assertionalmethod to prove the correctnessof our protocols, that is, we rst design
a global invariant for a protocol and then show that ewery action of the protocol
presenesthe invariant. Our protocols are simple and our proofs are rigorous and
explicit.

We extend our results on the maintenanceof rings to addressthe maintenance
of Ranch. We presert active and concurrert maintenanceprotocolsthat handle both
joins and leaves for Ranch, along with their assertional correctnessproofs. The
protocols for Ranch usethe protocols for rings as a building block. The protocols
and the correctnessproofs for Ranch substartially extend those for rings.

We presen simulation results that demonstrate the scalability and locality

awarenessof Ranch.
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Chapter 1

In tro duction

Peer-to-peercomputing is an emergingparadigm that hasthe potential of harnessing
enormousamouns of under-utilized computational resources(e.g., home comput-
ers). For example,the SETI@Homeproject [56], which utilizes the idle CPU cycles
of home computersto analyzeradio telescope data, hasin a way becomethe most
powerful computer in the world. Beforethe potential of peer-to-peercomputing can
be realized, signi cant technical issuesremain to be addressed. Combining many
aspects of distributed computing, computer networking, and parallel computation,
peer-to-peer computing posesmany challenges.

A certral problem in peer-to-peercomputing is how to organizethe network
nodes so that sophisticated applications can be e cien tly supported. A dynamic
network topology, which determinesthe neighbor relationships betweenthe network
nodes,is the cornerstoneof a peer-to-peernetwork. A peer-to-peernetwork that has
stringent requiremerts on its topology is called a structured peer-to-peer network.

We rst introduce a few conceptsrelated to topologies. Nodesform a topol-
ogy via their neighbor variables. By drawing a directed edgefrom ead node to eadh
of its neighbors, we obtain a directed graph, which represers the topology of the

network. For example,a set of nodesmay form a unidirectional ring by maintaining



a single neighbor variable at eat node that points to its neighbor in the ring. In
a topology, the in-degree of a node is the number of nodesthat have the node as a
neighbor; the in-degreeof a topology is the maximum in-degreeof all the nodes. The
out-degree of a node is the number of neighbors that the node has; the out-degreeof
a topology is the maximum out-degreeof all the nodes. The diameter of a topology
is the maximum number of edgeson the shortest path from any node to any other
node.

Designing a dynamic network topology is by no meansa trivial task. A
good topology should have a number of properties. Firstly, the topology should
be salable that is, it should have small in-degree,out-degree,and diameter. This
requiremert rules out naive topologiessuch asaring or a completegraph, becausea
ring has high diameter and a complete graph has high degree. Secondly the topol-
ogy should be locality-aware, that is, it should take into account the di erence in
communication costsbetweendi erent pairs of nodesin the network. Sincepeer-to-
peer networks often spreadthroughout the Internet, communication costsbetween
di erent pairs of nodescanvary signi cantly (e.g., betweentwo cortinents or within
the samebuilding). This requiremert implies that many well-known topologiesin
parallel computing, sud as hypercubesand butter ies, should be reewaluated be-
fore being applied to peer-to-peer networks, becausetheir design assumesuniform
communication cost betweenany pair of nodes. (See,e.g., Leighton's text [30Q] for
a detailed discussionof these topologies.) The ideasbehind these topologies, how-
ever, have inspired the designof seweral dynamic network topologiesfor peer-to-peer
networks (e.g., [16, 24, 40Q]). Thirdly, the topology should be fault-tolerant. Many
fault tolerance issuescan be addressedin peer-to-peer network topologies. For ex-
ample, the faults of a small fraction of nodes or communication links should not
sewerely disrupt the functioning of the network, and faults should not sewerely ham-

per the functioning of the network. This requiremert disquali es simple topologies



like trees,wherethe failure of the root disconnectsthe topology. Fourthly, the topol-
ogy should handle nodesjoining and leaving the network, correctly and e cien tly,
becausepeer-to-peer networks are highly dynamic, with nodesjoining and leaving
all the time. In particular, when nodesjoin and leave, the neighbor variables should
be properly updated sothat the designatedtopology is maintained.

This dissertation addressesse\eral key issuesin the designof dynamic net-
work topologiesfor structured peer-to-peer networks. Our cortributions are sum-

marized in Sectionsl.1and 1.2.

1.1 The Ranch Topology

We presert Ranch (random cyclic hypercube), a simple, recursive dynamic network
topology [34, 35. The main idea of Ranch is to arrange the network nodesin a
collection of logical rings. Ranch has a number of desirable properties, including
scalability, locality awareness,and fault tolerance. Ranch haslogarithmic in-degree,
out-degree,and diameter with high probability (whp). We say that an evert happens
with high probability or whp if it fails to occur with probability at most n ¢, where
n is the number of nodesin the network and c is a positive constart that can be
set arbitrarily large by adjusting other constarts in the relevant context. Joins
and leaves only take a logarithmic number of messagesvhp. Ranch is locality
aware; it exploits locality by correlating the logical rings with the physical locations
of the nodes. Compared to other topologies, the main advantages of Ranch are
its simplicity and strong performance bounds. The bene ts of its simplicity have
proven important for the maintenance of its topology, a topic to be discussedin
Section1.2.

We presert a nameresolution schemefor Ranch. A name resolution scheme,
commonly known as a distributed hashtable (DHT), enablesa peer-to-peernetwork

to locate data items. Inserting, looking up, and deleting data items in the scheme



all take a logarithmic number of messagesWe preseri a name replication strategy
that further reducesthe expected number of messagesmeededby a lookup. We
presern a fault-tolerant lookup algorithm that presenesthe e ciency and locality
awarenessof fault-free lookups in a random fault model where ead node has a

constart probability of being faulty.

1.2 Activ e and Concurren t Topology Main tenance

Peer-to-peer networks are highly dynamic: over time, nodesmay join and leave the
network. Sincenodescan join or leave the network on their own, joins and leaves
may happen concurrertly and interleave arbitrarily . Yet a structured peer-to-peer
network relieson its topology to function correctly. Therefore, a certral problem for
structured peer-to-peer networks is topology maintenance, that is, how to properly
update neighbor variables when nodesjoin and leave.

The active approad to topology maintenance updates neighbor variables
oncea join or a leave occurs. Existing work on active topology maintenance has
seeral shortcomings: the protocolsonly handle joins actively or only leavesactively,
they are complicated, and their correctnessproofs are operational, informal, and
sketchy. It is well known, howewer, that concurrernt programs often corntain subtle
errors and operational reasoningis unreliable for proving their correctness.

We rst addressthe maintenance of the ring topology [31, 33], the basis of
seweral peer-to-peer networks (e.g., [19, 34, 41, 57]). We design, and prove the
correctnessof, protocolsthat maintain a bidirectional ring in the fault-free ernviron-
mert. Our protocols handle both joins and leaves actively. We use an assertional
method to prove the correctnessof our protocols. In particular, we rst identify a
global invariant for a protocol and then shaw that every action of the protocol pre-
senesthe invariant. We show that, although the ring topology may be tentativ ely

disrupted during membership changes,our protocols restore the ring topology once



the messagesassaiated with ead pending membership change are delivered. In
practice, it is likely that messageadelivery time is much shorter than the meantime
between menmbership changes. Hence, in practice, our protocols maintain the ring
topology most of the time. Our protocols are basedon an asyntronous communi-
cation model where only reliable delivery is assumed that is, messagealelivery takes
nite, but otherwise arbitrary, amourt of time. The protocols are simple and the
proofs are rigorous and explicit.

Using the ring maintenanceprotocolsasa building block, we presert topology
maintenanceprotocolsfor Randch [32]. We again usean assertionalmethod to prove
the correctnessof the protocols. The protocols and proofs for the maintenance of

Ranch make useof, yet substartially extend, those for the maintenance of rings.

1.3 Organization of Dissertation

The rest of this dissertation is organized as follows. Chapter 2 discussesrelated
work. Chapter 3 presers the Ranch topology. Chapter 4 discussesow to maintain
the ring topology. Chapter 5 discusseshow to maintain Ranch. Chapter 6 preseris

somesimulation results. Chapter 7 provides someconcluding remarks.



Chapter 2

Related W ork

Researt on peer-to-peer computing has ourished in recert years. Numerous con-
ferencesand workshopsare dewted to researt on peer-to-peer computing. In this
section, we discusswork that is most relevant to this dissertation. In particular,
we discussrelated work on scalabletopologies,topology maintenance, and locality

awareness.

2.1 Scalable Topologies

In recent years, much researt e ort has beeninvestedin the design of dynamic
network topologiesand a number of topologieshave beenproposed|5, 6, 7, 16, 19,
24, 40, 41, 43, 46, 49, 52,54, 57, 60, 58]. The list is long and growing. A comparison
betweenRandh and other proposedtopologiesis thus in order.

Structured versusunstructured peer-to-peer networks. Peer-to-peer networks
belongin two generalcategories,structured and unstructured, dependingon whether
they have stringent requiremerts on their topologies. While unstructured networks
are simpler (e.g., topology maintenanceis easierto adcieve), they provide lesse -

ciert support for many applications. For example,nameresolution is typically done



by somesort of o oding in unstructured networks. Although progresshasbeenmade
on improving the e ciency of lookupsin unstructured networks [11, 13, 14, 38|, the
performance gap between unstructured networks and structured networks is still
substartial. Furthermore, we believe that structured networks have the potential
to support more sophisticated applications than le sharing. In fact, a number of
such applications have been built, e.g., application-level multicast [9, 53, 61] and
web cading [23].

Ranch versus constant-degree topologies. Ranch is a topology with logarith-
mic degreeand diameter. If oneonly intends to adcieve logarithmic diameter, con-
stant degreesu ces. For example, shu e-exc hange networks and de Bruijn graphs
are well-known topologiesthat have constart degreeand logarithmic diameter. (For
details of these topologies, see,e.g., Leighton's text [30].) Schemesbasedon these
topologieshave beenproposed(e.g., [16, 24, 40, 51]). Constant-degree topologies
have lower degree,and are thus easierto maintain, and perhaps easierto reason
about under concurrency Why then do we proposea logarithmic degreetopology?
Firstly, logarithmic degreeallows for better exploitation of locality becausea node
can chooseits neighbors from larger setsof candidates. Secondly logarithmic-degree
topologiesare more fault-tolerant in the sensethat it is harder to separatea set of
nodesfrom the rest of the network.

Ranch versusother logarithmic-degree topologies. Several logarithmic-degree
topologieshave beenproposed,including PRR and its variants (e.g., Tapestry [60],
Pastry [54]), Chord [57], and CAN [52]. Comparedto thesetopologies,Ranch has
a number of advantages. Firstly, Ranch improves over Chord on the time bound
on topology maintenance: Ranch requires O(lg n) while Chord requires (log 2n).
Secondly Ranch is simple and clean. Thirdly, the recursive structure of Ranch
makes it easierto designtopology maintenance protocols and reasonabout their

correctness(seeChapter 5).



Ranch versus other skip-list-like topologies. At a high level, Ranch bears
someresenblance to a skip list [50], a randomized dictionary data structure whose
applications to peer-to-peer computing has recertly gained attention. For exam-
ple, a data structure called metric skip list have beenproposedto solve the nearest
neighbor problem on growth-restricted metric spaces[25. Shortly after the pub-
lication of our paper and technical report [34, 35|, seweral skip-list-lik e topologies
were independertly proposed: skip graphs [5], Hyperrings [6], and SkipNets [19].
While similar to Ranch at the high level, the primary designobjectivesunderlying
the work in [5, 6, 19 (e.g., range queries, fault-tolerant connectivity, repairability,
congestion)are di erent from those of our work, and consequetly the details of the
constructions and analysesdi er substartially. For example, the name resolution
schemesproposedin [5, 19 follow the usual skip list lookup procedure, while our
lookup follows a bit-correcting procedure. Furthermore, as far as topology mainte-
nanceis concerned,Ranch and skip graphs have two key di erences: (1) in Ranch,
a new processcan be added to an arbitrary position in the basering (i.e., the ring
that consistsof all the nodesin the network), while in skip graphs, a new process
hasto be added to an appropriate position; (2) in Randh, the order in which the
processesppearin, sa, the 0-ring neednot bethe sameasthe order in which they
appear in, sa, the -ring, while in skip graphs, they have to be. These additional

exibilities allow us to designsimple maintenance protocols for Ranch.

2.2 Topology Main tenance

Structured peer-to-peer networks rely on the proper maintenance of its designated
topology to function correctly. Topology maintenance henceis a certral problem
for structured peer-to-peer networks. While unstructured peer-to-peer networks
do not have stringent requiremerts on the network topology, it is still desirable

to maintain certain properties (e.g., connectivity). For example, Pandurangan et



al. [48] have proposedhow to build connectedunstructured networks with constart
degreeand logarithmic diameter. While topology maintenanceis a certral problem
for structured peer-to-peer networks, many proposedtopologiesonly brie y discuss
this issue,or assumethat joins and leavesonly a ect disjoint sets of the neighbor
variables. Clearly, this assumption doesnot always hold.

Chord [57] takes the passiwe approac to topology maintenance. Liben-
Nowell et al. [36] investigate the bandwidth consumedby repair protocolsand show
that Chord is within a polylogarithmic factor of optimal in this regard. Hildrum et
al. [22] focus on choosing nearby neighbors for Tapestry [60], a topology basedon
PRR [49]. In addition, they proposean active join protocol for Tapestry, together
with a correctnessproof. Furthermore, they describe how to handle leaves (both
voluntary and involuntary) in Tapestry. However, the description of voluntary (i.e.,
active) leavesis high-level and is mainly concernedwith individual leaves. Liu and
Lam [37] have also proposedan active join protocol for a topology basedon PRR.
Their focus, however, is on constructing a topology that satis es the bit-correcting
property of PRR; in cortrast with the work of Hildrum et al., proximity considera-
tions are not taken into accourt.

The work of Aspnesand Shah [5] is closely related to ours. They give a
join protocol and a leave protocol, but their work has someshortcomings. Firstly,
concurrencyissuesare addressedat a high level. For example,the analysisdoesnot
capture the system state when messagesre in transit. Secondly the join protocol
and the leave protocol of [5], if put together, do not handle both joins and leaves.
(To seethis, considerthe scenariowhere a join occurs between a leaving process
and its right neighbor.) Thirdly, for the leave protocol, a processmay senda leave
requestto a processthat has already left the network; the problem persistsewven if
ordered delivery of messagess assumed. Fourthly, the protocolsrely on the seard

operation, the correctnessof which under topology changeis not established.



In their position paper, Lynch et al. [39] outline an approad to ensuring
atomic data accessin peer-to-peer networks and give the pseudaode of the ap-
proach for the Chord ring. The pseudaode, excluding the part for transferring
data, givesa topology maintenance protocol for the Chord ring. Although [39] pro-
vides someinteresting obsenations and remarks, no proof of correctnessis given,
and the proposedprotocol has seweral shortcomings, some of which are similar to
those of [5] (e.g., it doesnot work for both joins and leaves and a messagemay be
sert to a processthat has already left the network).

Assertional proofs of distributed algorithms appear in, e.g., Ashcroft [4],
Lamport [27], and Chandy and Misra [10]. Our work on topology maintenance can
be describedin the closureand corvergenceframework of Arora and Gouda [3]: the
protocols operate under the closureof the invariants, and the topology corvergesto

a ring oncethe messageselated to membership changesare delivered.

2.3 Locality Aw areness

As pointed out before, since the communication costs between di erent pairs of
nodescan vary signi cantly, locality awarenessis an important issuein the design
of dynamic network topologiesfor peer-to-peer networks. Much researt e ort has
beendewted to locality considerationsin peer-to-peer networks. In fact, almost all
proposedtopologiesinclude somediscussionson how to improve locality awareness.
While experimental e orts to improvelocality awarenessabound (e.g.,[8, 59] and the
citations therein), we mainly discusse orts that provide provable locality properties.
Somee orts focuson how to provide provable locality properties on various
classef metric spaces.The PRR topology[49] providesprovable locality properties
on a certain classof growth-restricted metric spaces.Howewer, maintaining the PRR
neighbor variablesis a nontrivial task, especially if the distancefunction is changing,

or if nodesare frequertly joining or leaving the network. Although recen researt
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results have reducedthe restriction on the metric spaces[1, 21, 22, 25], providing
similar locality properties on generalmetric spacegemainsan openproblem. Recen
researt e orts investigate other directions in providing locality properties. For
example, Hilrum et al. [20] proposea sdheme where the neighbor table size of a
node dependson the local density of the node, but not the global growth rate of the
metric space. Manku et al. [42] investigate the bene t of greedy routing where a
node takesinto accourt not only its own neighbor, but alsoits neighbor's neighbor
when making routing decisions.

Our work in this dissertation makessomeinitial investigation into the locality
awarenessof Ranch. Rancdh exploits locality by correlating the logical rings with the
physical locations of the nodes. We demonstrate the e ectivenessof this simple
method via rigorous analysison the ring metric (seeSection 3.4) and via simulation
on the two-dimensionalEuclidean space(seeSection6.3). Howewer, the e ectiv eness
of this method on other metric spacesremainsto be investigated. We discusssome

future work in Chapter 7.
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Chapter 3

The Ranch Topology

An important problemin peer-to-peernetworks is how to organizethe network nodes
sothat sophisticated applications can be e cien tly supported. An example of suc

an application is name resolution. Given a name, the task of name resolution is

to determine the value to which the name is mapped. Since peer-to-peer networks

often usenameresolution to locate data items (i.e., mapping data items to their host

machines), nameresolution in peer-to-peernetworks is alsoknown asdistributed data

lookup, a name resolution schemeis also called a distributed hashtable (DHT), and

a peer-to-peernetwork that supports nameresolution is called a content-addressable
network.

One way to provide e cien t support for name resolution is to organize the
network nodesinto a certain topology. Without an appropriate topology, name
resolution is either done by using certral serers [47] or by o0 oding [17]. Clearly,
neither of these approadesis scalable: certral serwers cannot support too many
nodes,and o oding usestoo much resource(e.g., bandwidth).

This chapter preseris Ranch (random cyclic hypercube), a simple, recursive
dynamic network topology. Ranch is composedof a collection of rings and routing

(i.e., going from one node to another) is done by bit-correcting and ring traversal.
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Ranch hasa number of desirableproperties, including scalability, locality awareness,
and fault tolerance. On arbitrary metric spaces,Ranch has logarithmic in-degree,
out-degree, and diameter with high probability (whp). (Seepage 3 for the de ni-
tion of whp.) Joins and leaves only take a logarithmic number of messagesvhp.
Randh is locality-aware; it exploits locality by correlating the logical rings with the
physical locations of the nodes. Comparedto other proposedtopologies,the main
advantages of Ranch are its simplicity and strong performancebounds. The bene-
ts of simplicity and recursive structure becomeevidert when we discusstopology
maintenancein Chapters 4 and 5.

We present a name resolution schemefor Ranch, in which inserting, looking
up, and deleting data items all take a logarithmic number of messagesvhp. We
proposea name replication strategy that e ectiv ely reducesthe expected number
of messageseededby a lookup. We proposea fault-tolerant lookup algorithm that
presenesthe e ciency and locality awarenessof fault-free lookupsin a random fault
model where ead node has a constart probability of being faulty.

This chapter is organizedasfollows. Section 3.1 presens Randch. Section3.2
preseris a nameresolution scheme. Section 3.4 preseris a namereplication strategy.

Section 3.5 preseris a fault-tolerant lookup algorithm.

3.1 Ranch

We considera xed and nite setof nodesdenotedby V. Every node hasa dynamic
random binary string asits identi er (ID). IDs may beempty and neednot beunique
or of the samelength. The rst bit of anonempty ID is bit 0. We sometimesidentify
a node with its ID when no confusioncan arise.

We rst introduce a few notations. Let be the empty string, V be the set
of nodespre xed by bit string , [i] bebit i of , [i:j] bethe bit string from [i]
to [j], and [i::j) bethe bit string from [i]to [} 1]. We call two nonempty bit

13



Figure 3.1: Basic implementation of the Ranch topology. Bits in identiers are
numbered from left to right. For example,if id = 01, then id[0]= O and id[1] = 1.

strings conjugates of ead other if they are of the samelength and they only di er
in the last bit.
We next de ne the Ranch topology. For a set of nodesto form a Ranch

topology, the rst requiremert is asfollows.
(Requiremert 1) For ewery bit string , arrange the nodesin V into aring.

We call the ring consisting of the nodesin V the -ring, and we call a node
pre xed by an -node Figure 3.1showsan exampleofthe Ranch topology. Ranch
is a recursive structure: a Ranch topology is composedof two Ranch topologies,one
consisting of the 0-nodes and the other the 1-nodes. It is worth emphasizingthat
(1) in Randch, a new node can be inserted into any position in the basering (i.e.,
the -ring), (2) the order of nodesappearing in onering neednot be consisten with
that in another. For example, in Figure 3.1, the order of nodes appearing in the
0-ring is dierent from that in the -ring. The simplicity, recursive structure, and
exibilit y of Ranch have proven conducive to concurrert topology maintenance, a
topic to be discussedin detail in Chapter 5.

Requiremert 1 given above doesnot ensurethat Ranch is a scalabletopology.

For example, if the IDs of all the nodes are , then they are arranged in a ring,
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which can be considereda Ranch topology. A ring, howewer, is not a scalable
topology becauseit has high diameter. To provide scalability (i.e., low degreeand
diameter), we imposethe secondrequiremert. With this additional requiremen,
Randch becomesa scalabletopology whp. We analyze the scalability properties in

Section 3.3.

(Requiremert 2) All the ID bits are randomly generated, and all node IDs su -

ciertly long sothat are unique.

Besidesscalability, it is desirable for a topology to be locality-aware. That
is, the topology should take into account the di erent communication costsbetween
di erent pairs of nodes. Since peer-to-peer networks can spread throughout the
Internet, the di erence in communication costs can be substartial. For example, a
10-hop route within the samebuilding is far more superior to a 10-hop interconti-
nental route. To model the communication costs between nodes, we assumethat
the nodesin the peer-to-peer network are embeddedin a metric space. A metric
space is a pair (U;d), where U is a set of points and d is an interpoint distance
function sud that, for all u;v;w 2 U, the following conditions hold: (1) d(u;v) O,
(2) d(u;v) = 01 u=v, (3) dlu;v) = d(v;u), (4) d(u;v) + d(v;w)  d(u;w). Of
course, in practice, the internode distancesmay or may not form a metric space.
A metric space,howewer, is typically a good rst-order approximation of the actual
distances. To construct a locality-aware topology, we imposethe third requiremert

and we discusslocality awarenessin detail in Section 3.4.3.

(Requiremert 3) The arrangemert of the rings are correlated with the underlying

metric space.

Therefore, we have separatedthe concernsfor constructing the Ranch topol-
ogy: correctness,scalability, and locality awareness. By imposing additional re-

guiremernts, we can make Ranch satisfy additional properties.
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Ranch admits seeral implementations. In ead implementation, nodesmain-
tain di erent neighbor variables. In this dissertation, we mainly discussthe following

two implementations.

Basic implementation. In this implementation, nodes are arranged in bidi-
rectional rings, allowing transmissionto and from either of its neighbors. In
order to identify the two neighbors of a node in a ring, we imposean arbitrary
orientation on every ring and call one of the neighbors right and the other left.
The bit-i right neighbor of node u, denoted by u:r[i], where0 i ju:idj,
is the right neighbor of u in the -ring, where = u:id[0:i). The bit-i left

neighbor of node u, denoted by u:l[i], is similarly de ned.

E cient implementation. In this implemertation, nodesare arranged in uni-
directional rings via their right neighbors. The bit-i right neighbor of nodeu is
similarly de ned asin the basicimplementation. In addition, nodeshave ip
neighbors that enablethem to \jump" to other rings. The bit-i ip neighbor
of node u, denoted by u:ip [i], where0 i < ju:idj, is an arbitrary node in
V , where s the conjugate of u:id[0::i]. Figure 3.2 shawns the ip neighbors

in a Randh topology.

In the rest of this chapter, we assumethe e cien t implementation; in Chapter 5, we
assumethe basicimplementation. We emphasize however, that all the performance
bounds establishedin this chapter appliesto either implementation.

A dynamic network topology supports two basicoperations: join, which adds
anodeto the network, and leave which removesa node from the network. Sequetial
joins and leaves (i.e., only one join or leave at any time) are straightforward: a
node simply joins and leaves a set of rings one by one. The problem is much more
challengingwhenjoins and leavesare concurrert. We addressthis issuein Chapters4

and 5.
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Figure 3.2: E cien t implementation of the Ranch topology. The ip [0] neighbor
enablesthe 01-node to reach a 1-node; the ip [1] neighbor enablesthe 01-nade to
reach a 00-nade.

3.2 A Name Resolution Scheme

We present in this section a hame resolution scheme, commonly known as a dis-
tributed hashtable or DHT, for the Ranch topology. The task of a nameresolution
schemeis to nd the value to which a given name is mapped. A name resolution
scheme supports three basic operations: lookup, insert, and delete for looking up,
inserting, and deleting names. For the sake of simplicity, we assumea name is
simply a bit string in this dissertation.

In Ranch, when a name is inserted, the name is stored at a certain node,
called the hander of the name, which is responsible for resolving the name. Each
node u maintains a local name database, denoted by u:db, to store the namesfor
which it is responsible. Handlers are assignedas follows. Let the best match set of
aname , denotedby , bethe setof nodesthat have the longestcommon pre x
with . We call the length of the common pre x the depth of the best match set.
When a name s inserted, the insert requestis forwarded via the ip neighbors
until somenode in is reached. This node is designated as the handler of the

name. When a name s later looked up or deleted, additional work hasto be done
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to locate the handler of the name becausethere may be multiple nodesin the best
match set. Note that all the nodesin the best match set are arrangedin a ring by
their r[i] neighbors, for somei.

We next explain the lookup operation in Ranch. To highlight the essence
of the lookup operation, for the sake of simplicity, we now assumethat names
and node IDs are su cien tly long and are unique. A lookup operation is divided
into two phases:the jumping phase,during which a node in the best match set is
readhed, and the walking phase, during which the nodesin the best match set are
traversed by following the right neighbors until the handler of the name is found.
The lookup operation for the e cien t implementation is shavn in Figure 3.3. The
insert and delete operations are quite similar. We remark that certain optimizations
are possiblein actual implementation. For example, messagesert to a node itself
can be replacedby function calls. Therefore, these messagesre not courted in our
analysis. We have omitted such optimizations in Figure 3.3in order to highlight the
key stepsin a lookup.

Figure 3.4 shows the lookup operation for the e cien t implementation with-
out any assumption on namesand IDs (i.e., namesand IDs can be arbitrary bit
strings). In this protocol, we ched for the name and ID lengths and interleave the
jumping (i.e., bit-correcting) and walking phases.

Figure 3.5 shaws the lookup operation for the basicimplementation without
any assumption on namesand node IDs. The code is even simpler, and henceis

omitted, if we assumenamesand node IDs are su cien tly long and are unique.

3.3 Analysis

In this section, we analyze the scalability properties of Ranch and its assciated
name resolution scheme. Our main result is that all operations, including join,

leave, lookup, insert, and delete, take O(log n) constart-size messagesvhp. For
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pro cessp
var id : dynamic bit string; db: name database

a: bit string; x;y:V; i :integer
begin
true ! a:= arbitrary name; send jump(p;a;0) to p
[l rev jump(x;a;i) from q!
if ali]=id[i]! send jump(x;a;i+ 1)to p
[l ali] & id[i]™ ip [i]6& nil ! send jump(x;a;i + 1) to ip [i]
[l a[i] & id[i]™ ip [i]= nil ! send walk(x; p;a;i) to p
[l rev walk(x;y;a;i) from q!
if a62ab” r[i]6 y! send walk(x;y;a;i) to r[i]
[la2db_r[i]=y! send reply(a;presolvga)) to x
end

Figure 3.3: The lookup operation for the e cien t implementation. Namesand IDs
are assumedto be unique and su cien tly long. Hence,we need not chek whether
the length of a nameor an ID hasbeenexceeded.We pre x the resolvefunction by

\p:" to indicate that it is a local function.

pro cessp
var id : dynamic bit string; db: name database

a: bit string; x;y:V; i :integer
begin
true ! a:= arbitrary name; send lookup(p;p;a;0) to p
[l rev lookup(x;y;a;i) from q!
if jag>i~k>i”ali]=id[i]! send lookup(x;p;a;i+ 1)to p
Djag>irk>inafi]6 id[i]”™ ip [i] 6 nil!
send lookup(x; ip [i];a;i + 1) to ip [i]
Djag 1_k i_(afi]6 id[i]™ ip [i]= nil)!
if a6alb”™r[i]6 y! send lookup(x;y;a;i) to r[i]
a2 db_rfi]=y! send reply(a;presolvga)) to x
end

Figure 3.4: The lookup operation for the e cien t implementation. Namesand IDs
can be arbitrary . We usek as a shorthand for jidj.
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pro cess p
var id : dynamic bit string; db: name database
a: bit string; x;y:V; i :integer
begin
true ! a:= arbitrary name; send lookup(p;p;a;0) to p
[| rev lookup(x;y;a;i) from q!
if jag>i~Mk>inai]=id[i]! send lookup(x;p;a;i+ 1)to p
DGa>irk>inali]l6id[i]) _ja i_k i!
if a62b” r[i]6 y! send lookup(x;y;a;i) to rJi]
a2 db_r[i]=y! send reply(a;presolvga)) to x
end

Figure 3.5: The lookup operation for the basicimplementation. Namesand IDs can
be arbitrary. We usek as a shorthand for jidj.

join and leave, this represers an improvemert over the (log 2n) messagebound
establishedby Chord [57]. For the sake of simplicity, in what follows, we assume
that namesand IDs are su cien tly long and are unique, that is, we usethe code in
Figure 3.3.

We next presen a seriesof lemmasand theorems. Oneimportant obsenation
is that given any node u and bit i, ead of the remaining nodesv independertly
has a probability of exactly 2 I 1 of belongingto V where is the conjugate of
w:id[0::i]. This obsenation allows usto useCherno bounds[12] to establishseeral

of the claims belowv. A few useful inequalities can be found in App endix A.

Lemma 3.3.1 Whp, jV | = (log n), where is an arbitrary bit string of length

Ign Iglgn c, for somesu ciently large constant c.

Proof: Clearly, E[jV j] = 2°Ign. Cherno bounds imply that jV j lies within a

constart factor of its expectation whp. Thus,jV j= (log n) whp. [

Lemma 3.3.2 In alookup operation, both the jumping phaseand the walking phase

take O(log n) messagesvhp.
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Proof: By Lemma 3.3.1,when we look up a name , then within Ign Iglgn ¢
bit-correcting hops, the lookup requestreacdhesa nodein V , where is a bit string
of lengthlgn Iglgn c, for somesu cien tly large constart c. Subsequeh hops
only visit the nodesin V andjV j = (log n) whp. Thus, both the bit-correcting

and walking phasestake O(log n) messagesvhp. [

Theorem 3.3.1 The insert, lookup, and delete operations all take O(logn) mes-

sageswhp.
Proof: Immediate from Lemma 3.3.2. ]

Lemma 3.3.3 The exyected depth of the best match setis Ign + O(1).

Proof: Let X denotethe depth of the best match set. Then

E[X] = PriX =i] i
i1
X .
= PrixX i]
i1
X 1 N
i1 2
I%(I 1 n X n
= 1 1 i + 1 1 i
2 . 2
i=1 i Ign
X 1 N
lgn 1+ 1 1 o
i Ign
X 1 n
= lgn 1+ 1 —
g 2''n
i 0
We obsene
| i
n 2n 1 F2
2 n 2 n 2 n
2|
T, 1
e 2''n
1 2!
2e
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The rst inequality in the above derivation holds because

1N 1 n 1
1 - — 1 1 ;
n e n

which is implied by the following more generalinequality:

x P 1 x Pz y
1+ b o 1+ — ; for all positive realsx and p:

For a proof of this inequality, see,e.g.,[45]. Thus,

X 1 2
E[X] lgn 1+ 1 —
. 2e
i 0
Ign+ O(1):
. P 1 020 . ,
The series | o 1 5 is boundedby a constart becausethe ratio between
2 i
successietermsis 1+ £  , whichis at least1+ L. n

2e
Lemma 3.3.4 The exyected size of the best match setis constant.

Proof: Without lossof generality, assumethe name to belookedup isall 0's. Let
X bethe sizeof the bestmatch setand let n; be the number of nodespre xed by j
0's. Considerthe maximum k such that ny i. In order for X = i, it is necessary

that nx = i and ng+; = 0. Hence,
PriX =i] Pring =i nge = 0]
= Prngs1 = 0jng=1i] Prng =i]

0jni =i

PI’ [nk+1

= 25
P . .
Therefore, E[X] = ; i Pr[X =i]= O(). [

Theorem 3.3.2 The expected number of messagesmeedad by a insert, lookup, or

delete operation is 3 Ign + O(1).
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Proof: The expectednumber of messagesieededin the bit-correcting phaseis half
of the depth of the best match set. The expected nhumber of messagesieededin
the walking phaseis bounded by the size of the best match set. By linearity of
expectation and Lemmas3.3.3and 3.3.4,the number of messagesieededby a name

operation is 3 Ign + O(1). n

The next lemma bounds the number of ip neighbors for every node. An
implication of the lemma is that a node have a local method of estimating the

logarithmic of the network size: the number of ip neighborsis (1+ o(1)) Ign whp.
Lemma 3.3.5 Every node hasat mostign + O(p Ign) ip neighlors whp.

Proof: Let u be the node under consideration. Starting from bit 0, we divide the
ID of u into three segmems A, B, and C, such that A haslength Ign, B haslength
clgn, wherec is a su cien tly large constart, and C hasthe rest of the ID length.
Let Xa, Xg, and Xc be the number of ip neighbors in segmeits A, B, and C,
respectively. We next bound X o, X¢c, and Xg. Clearly, Xao Ign at all times. To

bound X, we rst de ne setsG;, foralli 0, as
Gi=fv:iveu®ju vj g

Then for any node v, Prlv2 G;]= 2 ' andthus, E[jGij]=2 (n 1) 2 'n. We
obsenethat Xc  jGc+1) 1gnj- Thus,

h i
E[Xc] E jG(c+1) ign]

2 (c+1) Ignn
= n©

Markov's inequality implies Pr[Xc 1] E[X¢]=n ¢ that is, Xc = 0 whp. Let

F (u;1) be the setof nodesthat can correct bit-i of u, i.e.,
F(uui)=fv:u v=ig
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To bound Xg, we rst obsene that for any nodev, Priv2 F(u;i)] = 2 ' 1 and

E[F(uij]=2" Yn 1) 2 ' n. Again, by Markov's inequality, we have

Thus,

PriF(u;i)6 ;] = Pr[F(ui) 1]
= E[F(ui)]
2 " In:
2 3
h i clan ! Ign+c9\plg_n 1
pr xg & Tgn C(Pgllg—n Prd F(ui) 6 ;5
i=lg n
! Ign+c°plg_n 1
Y
C'?L PriF(u:i)6 :]
gn i=lg n
|gn+c0plg_n 1
o ign Y .
(clgn)® 9" Pr[F(u;i) 6 ;]
i=lg n
p__
c® Jgn 1
- o ¥t

i 2
= no® 2(c0 Ign c®Ign)=2
no@ 2(c°|g n c®lign)=2

— n0(1)+ c0=2 c°2=2:

The secondinequality in the above derivation holds becausdahe dependencebetween

Pr[F(u;i) 6 ;] for dierent i's is in our favor. That is, having a ip neighbor at a

certain bit decreaseghe probability of having a forward neighbor at a di erent bit.

Thus, Xa + Xg + Xc  Ign+ O(plg—n) whp. n

Lemma 3.3.6 Every node has O(logn) right neightors whp.

Proof:

For any bit string sudthat j j= c Ign, E[V jj= 2 ¢9" n=n ¢,

Hence,by Markov's inequality, jV j 1 whp. [
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Lemma 3.3.7 The out-dggree of every node is O(log n) whp.

Proof: Immediate from Lemmas3.3.5and 3.3.6. ]

So far we have shown seweral scalability properties assumingthe e cien t
implemenrtation of Ranch with Requirements 1 and 2. The next lemma, which states
that the in-degreeof every nodeis O(log n) whp, clearly holds if we assumethe basic
implemenrtation, becauseevery node belongsto a logarithmic number of rings. For
the e cien t implementation, if we do not imposeany additional requiremert on the
arrangemern of the rings, then the next lemma may not hold. To seethis, consider
the scenariowhere all the 0-nodes have their ip [0] neighbor point to a particular

1-node. Hence,we imposean additional requiremert as follows.

(Requiremert 1" Make all the rings consistert with the -ring and let all the nodes
choosetheir ip neighbors according to the -ring. For example, a node u
choosesits ip [i] neighbor to be the rst -node clockwise from u on the -
ring, where is the conjugate of u:id[0::i]. Figure 3.6 shows an example of

this requiremert.

Then the following lemma holds for the e cien t implementation aswell. The proof

of the following lemma assumeshe e cien t implemenation with Requiremert 1'.
Lemma 3.3.8 The in-degree of every node is O(log n) whp.

Proof: Fix a node u. Without lossof generality, assumethat the ID of uis all 0's.

Let the sequenceof nodesthat precedeu onthe logical ring, starting from the closest

nodes. Once we seea 0, we start inspecting bit 1 of those subsequeh nodespre xed
by 0, oncewe seea 0 on bhit 1, we start inspecting bit 2 of those subsequeh nodes
pre xed by 00, and soforth. We keepinspecting until we return to the node u. The

key obsenation is that the nodesinspectedin this processare exactly thosethat have
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Figure 3.6: The Ranch topology with Requiremert 1'. Note that in this gure, all
the rings are consistert with the -ring. Node v is the rst clockwise 1-node from
u. Nodew is the rst clockwise 00-nade from u.

u asone of their ip neighbors. Furthermore, by Lemma 3.3.5, no node has a ip
neighbor at a bit higher than clg n. Sinceewery node inspected has an independert
probability of % to incremert the index of the bit to be inspected,a Cherno bound
argumert implies that the number of nodesinspected can be bounded by O(log n)
whp. Moreover, Lemma 3.3.6implies that the number of nodesthat have u asoneof
their predecessorss O(log n) whp. Finally, at most onenode hasu asits successor.

Hence,the in-degreeof every node is O(log n) whp. [

Theorem 3.3.3 A join or leave operation takesO(log n) messagesvhp. The num-

ber of existing neightor table entries that need to be modi e d is O(log n) whp.

Proof: Immediate from Lemmas3.3.7 and 3.3.8. ]

3.4 Name Replication

In the previous section, we have shown that Rancdh is a simple topology in a basic
fault-free ervironment. In practice, many techniques can be employed to improve

various aspectsof performance(e.g., load balance,locality awarenessand fault toler-
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ance). A standard technique in this regard is replication. We proposein this section
a simple name replication strategy that improvesload balance, locality awareness,
and fault tolerance. Sinceachieving the fault toleranceresults that we seekrequires
additional extensionto the topology, we deferthe discussionon fault tolerance until

Section 3.5.

3.4.1 A Name Replication Strategy

Roughly speaking, our replication strategy is to replicate a hame at nodes that
match the name well (to be precisely de ned below). There are two variations
on this strategy: exact replication, which replicates a name at an exact number
of nodes, and approximate replication, which replicates a hame at a ring that has
approximately the desiredsize.

The primary goal of exact replication is to reduce the expected distance
traveled by a lookup. To achieve exact r-fold replication, a node rst replicatesthe
name at the highest level ring to which it belongs(which cortains only the node
itself), then at the next highestring that it belongsto, and soon, until the nameis
replicated at exactly r nodes. If a ring is of sizelarger than the remaining number
of replicas, then the nameis replicated at an arbitrary subsetof that ring. We show
in Section 3.4.3 that on the ring metric, r-fold replication reducesthe expected
distance traveled by a lookupto O 2 .

The primary goal of approximate replication is to achieve load balance and
fault tolerance. In particular, we proposea method to achieve (log n)-fold replica-
tion. In arandom fault model where every node has a constart probability of being
down, a name hasto be replicated at (log n) nodesto ensurethat at least one
node that handlesthe name is up whp. In fact, Cherno boundsimplies that if a
nameis replicated at (log n) nodes,then (log n) of thesenodesare up whp. For

the sake of simplicity, we do not consider coding techniques (e.g., error-correcting
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codes) that may reducethe number of replicas needed.

One di cult y assaiated with achieving (log n)-fold replication is that the
network is dynamic and a node does not know the exact value of the network size
n. We next proposea method that enablesa node to estimate logn. De ne the

dimension of u, denoted by u:dim, to be
u:dim = max fi : jW(u;i)j ig

for a sucien tly large constart , where W (u;i) is a shorthand for Vy;.ig[0.i)- The
exactconditionsthat should satisfy are explainedbelow. Let u:sim beW (u; u:dim)
and we call the nodesin u:sim (except u itself) the similarity neighlors of u. The

replication strategy is as follows.

(Replication strategy) The handler of a name replicates the name at all of its

similarity neighbors.

We remark that this method is quite local: asthe network grows or shrinks,
a node only needsto monitor the size of its set of similarity neighbors, and choose
a di erent dimensionvalue if necessary The following lemmasshaw that the above

method closely estimatesthe logarithm of the network size.

Lemma 3.4.1 For everynodeu, u:dim =Ign Iglgn O(1).

Proof: A simple Cherno bound argumert implies that
jW(u;lgn Iglgn ¢©)j 2°*'ign

whp, for a su cien tly large constart c. We then choosea su cien tly large suc
that
2Yign (gn Iglgn o):

Similarly, we can choosea su cien tly large constart c®sud that
iW(ulgn Iglgn & 2°° tign
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whp and

2 Lign  (Ign Iglgn c9:
Hence,

0

lgn Iglgn ¢ wdim Ign Iglgn ¢

whp.

Lemma 3.4.2 For all nodesu and v, ju:.dim v:.dimj 1.

Proof: Letddenoteblgn Iglgnc. It suces to provethat by choosingappropriate

constarts (real) and k (integer), we can ensurethat for every node u,
d k uwdm d k+1

whp. We next derive the propertiesthat and k should satisfy. Let X = jW(u;d
k + 2)j. Then

E[X] n 2d+k 2

2k 2
2blgn lIglgnc
2¢ 1ign

n

= 2 lign:
A Cherno bound argumert implies that X & 2% lign = 2 2<Ign whp, for
su cien tly large k. By choosing su cien tly large sud that
2 29, wehaveX & lgn< (d k+ 2)(.e., udm

suciently largen. Let Y = jW(u;d Kk)j. Then

x 2 (e,

3
5
d k+ 1) whp, for

n 2 d+k
2k
2blgn Iglgnc
2¢Ign
n
= 2Xign:

E[Y]

= n
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A Cherno bound argument implies that Y % 2¢1g n whp, for su cien tly largek.
By choosing su cien tly small such that % 2¢ , we have Y Ign (d k)
whp (i.e.,, u:dim d k whp). Therefore, by choosingk su cien tly large suc that
X 3 2XgnandY 2 2¢Ign whp, and by choosing suc that

gzk

k-
3 4 '

we canensurethat d k udim d k+ 1whp. [

Lemma 3.4.3 For everynode u, ju:simj = (log n) whp.

Proof: Immediate from Lemmas3.3.1and 3.4.1,and a Cherno bound argumert.

3.4.2 Load Balancing

We show in this sectionhow namereplication helpsto improve load balance. De ne
the load of a node to be the number of namesit handles. De ne the imbalance
of the network to be the ratio betweenthe maximum load and the average load.
We assumethat there are exactly n namesin the erntire network. The imbalance

improves if there are more names. At rst sight, it appearsthat by a standard

balls-and-bins argumert, the imbalance of the network is O Iolg;)l%gn whp. This
impression, howeer, is inaccurate. The imbalance of the network, as showvn by the
following theorem, is in fact worse. Roughly speaking, the reasonis that when the
node IDs are determined, they may result in bins of unequal sizes(i.e., node IDs

responsible for segmeis of unequal sizesin the ID space).

Theorem 3.4.1 If everynameis only handled by one node, then the imbalance of

the network is (log n) whp.

Proof: We rst shaw the O(logn) bound. Consider an arbitrary bit string  of

lengthlgn Iglgn c, wherecisasu cien tly largeconstart. Cherno boundimplies
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that for an arbitrarily smallconstart “, (1 ") 2°Ign nodesarepre xed by , aslong
ascissu cien tly large. By asimilar argumert, (1 ") 2°Ign namesare pre xed by

. Therefore, no node needsto handle morethan (1 ") 2°Ign = O(logn) names.
Thus the imbalance of the network is O(log n) whp.

Wethen shaw the (log n) bound. That is, with at leastconstart probability,
there exists a node that hasto handle (log n) names. To seethis, considerall the
bit strings of lengthIlgn Iglgn+ c, wherecis a su cien tly large constart. A balls-
and-bins argumert implies that, with at least constart probability, there exists a
bit string of this length that is the pre x of exactly onenode. On the other hand,
Cherno bound implies that, with at least constart probability, (log n) namesare
pre xed by . Hence,the node hasto handle all the (log n) namespre xed by

and the imbalance of the network is thus (log n). [

The O(logn) bound on imbalanceis in fact sharedby most proposedname
resolution schemes(e.g., Chord [57]). Chord usesvirtual nodesto improve imbal-
ance. That is, every physical node simulating (log n) logical nodes. While virtual
nodescan be usedby Ranch aswell, we proposeusing name replication to achieve
the samegoal, becausename replication improves other performanceaspects apart

from load balance (e.g., locality awareness fault tolerance).

Theorem 3.4.2 If every node usesthe approximate replication strategy discusse

in the previous section, then the imbalance of the network is O(1) whp.

Proof: Consideran arbitrary nodeu andlet bethe pre x of u with length u:dim.
Lemma 3.3.1implies that whp, (log n) nodesand (log n) namesare pre xed by

All these (log n) names are replicated at ead node. (In fact, some nodes
pre xed by may not replicate their nameson every node becausethey may have
a higher dimension.) Thus, every node handles (log n) namesand the imbalance

of the network is O(1). [
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3.4.3 Exploiting Locality

Peer-to-peer networks should take locality (i.e., the distance traveled by a lookup)
into accourt. For example,a 10-hoppath in a global peer-to-peer network in which
ead hop is intercontinental is likely to be dramatically inferior to a 10-hop path in
which most or all of the hopsare\lo cal” (e.g., within a single collegecampus). The
importance of locality is widely recognized. Although providing provable locality
properties (i.e., those establishedin [22, 25, 49]), is possible on growth-restricted
metric spaces,providing similar properties on general metric spaces,however, re-
mains an open problem. Hence,in practice, most name resolution schemesexploit
locality heuristically.

Ranch exploits locality heuristically by correlating the logical rings with the
physical location of the nodes. Ranch exploits locality lesse ectively than PRR.
On somemetric spaces,however, Ranch may exploit locality as well as PRR. For
example, consider a tree metric and the basic implementation (where nodes keep
right and left neighbors). If we arrange the nodesin a pre-order traversal of the
tree, then Ranch neighbors are the sameas PRR neighbors.

We next analyze the locality property of Ranch on the ring metric. A ring
metric is a metric spacewhere the n nodes can be mapped to an n-vertex cycle
where the length of ead edgeis one and the distance between every two nodesis
the length of the shortest path betweenthe two corresponding vertices. Although
the ring metric is somewhat arti cially simple, we remark that it is not totally
unrealistic. For example, consider a peer-to-peer network composed of nodes on
di erent universities on di erent cortinents. We can arrange the nodeslocated in
the sameuniversity in a contiguous region of the ring, and arrange the universities
located in the samecortinent in a bigger nearby region, and so forth. Sincewe are
consideringthe ring metric, we canassumethat the logical rings satisfy Requiremert

1"
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Theorem 3.4.3 On the ring metric, if a name is replicated at r nodes using the
exact replication strategy, then the expected distance travela by a lookup operation

H n
|507.

Proof: Let bethe namebeinglookedup. Let X denotethe sizeof the bestmatch
set. Let d be the distance traveled by the ertire lookup operation. Let d; be the
distancetraveledin the jumping (i.e., bit-correcting) phase.Let d, be the distance
traveledin the walking phase. By the linearity of expectation, E [d] = E[d1]+ E [d].
To bound E[dy], we rst obsene that if X r,thend, = 0; if X > r, then
d, n(X r). By Lemma3.3.4,we know that Pr[X = i] ;. Thus, we can
bound E [d;] asfollows:

X
E [dy] ni r) Prix =il
i r+l
0 X i r
i r+l 2 1
n
= 0 2_r
= 0 E
r

We next bound d;. Let R be the set of nodes at which name s replicated, m
be the smallestinteger such that all the nodesthat match in at least m pre x
bits arein R, R%befv:jv j mg, andY bejRY. We rst obsene that, in
the bit-correcting phase,the lookup operation does not travel beyond the node in
ROthat is clockwise closestto the originating node. Thus, E [d4] is bounded by the

averagedistance betweentwo nodesin R® whichis O & . Thus,

X n
E [d1] Priy =i] O T
1ir

o(n) X il—' PrlY =1i]
O1 ir 1
X 1 ] X 1 .
o(n) @ - Priy = i]+ - Priy = i]A
1

<ir

1 r
! 7

B
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0 1

X
= omn)@ Pr[Y:i]+§ Pr Y>%A

r
1'Z

= O(n) Pr Yy

n
+0 -—
r

A=

r n
O(n) e+ 0 m
n

= 0O -
r

The last inequality above is due to the obsenation that Pr Y % e 1. Wenow

explain why this is so. As in the proof of Lemma 3.3.4, without loss of generality,

assumethe name to be looked up is all O's. Let n; be the number of nodes

pre xed by j 0's. Considerthe maximum k such that ny i. In orderfor Y =i, it
is necessarythat n, > r and ng+; = i. Hence,for i %,
Priy =1i] Pringsr = 12 ng>r]
= Prng+sr = ijng>r] Pring > r]
Prinss = ijni>r]
= ko
I!
2 r.
: :
Therefore,
r .
Pry - = PriY =1i]
4 .
1 i 7 |
X
i !
r
= Prz - ;
4

whereZ B %;r . By a Cherno bound argument, Pr Z

EN
(0]
5l
| |
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3.5 Fault-T olerant Lookups

In the previous sections,we have demonstratedthe e ciency and locality awareness
of lookups in the fault-free model. A peer-to-peer network should be fault-tolerant.
Many fault tolerance issuescan be addressedin peer-to-peer networks. In this
section, we focus on the following issue: how to presene the e ciency and locality-
awarenessof the fault-free lookup algorithm in a random random fault environment
where eat node has a constart probability of being down (i.e., faulty). We only
consider fail-stop faults, but not Byzantine faults. To this end, we proposein this
section an extension to the basic topology and a fault-tolerant lookup algorithm.
We shaw that the extensionand the algorithm, together with the name replication
strategy proposedin Section 3.4, enableus to achieve our objective.

We remark that, beinga logarithmic-degreetopology, Ranc is fault-tolerant
is someregard. For example, in the random fault ervironment speci ed above, a
node is connected with the rest of the network whp, becauseit has logarithmic

number of neighbors.

3.5.1 Extensions to the Basic Ranch Topology

Clearly, to ensurethat whp, there exists an up node in the network that can handle
a name, the namehasto bereplicated at (log n) nodes. For the sake of simplicity,
we do not consider coding methods (e.g., the use of error-correcting codes) that
may reduce the number of replicas needed. We can use the approximate replica-
tion strategy discussedin Section 3.4.1to adchieve (log n)-fold replication. Name
replication alone, however, does not suce to achieve our desired fault tolerance

property. Therefore, we extend the basic topology as follows.

(Extension to the basic topology) Every node u maintains neighbors to all the

nodesin u:sim, aswell asthe order in which they appear on the locality ring.
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Thus, u:sim can be viewed asa circular list. De ne next(u:sim;v) to be the
rst node in u:sim clockwise from v. By Lemma 3.4.3, ju:simj = (log n) whp.

Therefore, the degreeof every node remains O(log n).

3.5.2 A Fault-T olerant Lookup Algorithm

The fault-tolerant lookup algorithm is a simple extension of the fault-free lookup
algorithm. The ideais to \b ypass" down neighbors by successiely trying higher-bit
ip neighbors and then trying similarity neighbors. We assumethat a node is able
to detect if a nodeis down, and we assumea constart costin doing so. When a node
U needsto correct bit i but detectsthat u:ip [i] (also denoted by w for simplicity)
is down, it successiely tries its higher ip neighbors until an up one,u:ip [j] (also
denoted by v for simplicity), is found. The lookup requestis then forwarded to
v, which tries to correct bit i. If a node exhaustsall of its ip neighbors, then it
successiely tries its similarity neighbors. If a node exhausts all of its similarity
neighbors, then the lookup fails. We will show, howewer, that a lookup fails with
only polynomially-small probability. Figure 3.7 shows an example of correcting a
single bit in the fault-tolerant lookup algorithm.

A slight complication ariseswhena node u tries to correctabit i that is higher
than its dimension (i.e., i u:dim). Since nodes may choosedi erent dimension
values, u doesnot stop searding and report that the nameis not found. Instead,
u continues the lookup by forwarding the lookup requestto one of its similarity
neighbors, which may match the name at fewer bits than i.

We remark that sometimesthe fault-tolerant lookup algorithm may not ter-
minate. This happenswhen all the similarity neighbors of a node are up but none
of them can correct the current bit. Under such circumstance,the lookup algorithm
may traversethe similarity neighbors forever without being able to correct the bit.

This happensonly with polynomially-small probability. This situation canbe xed
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w down

down

Figure 3.7: Correcting a bit in the fault-tolerant lookup algorithm. Node u attempts
to correct bit 0. The arrows represen ip neighbors. The numbers assaiated with
the arrows indicate the sequenceof ip neighbors tried during the lookup.

by adding a time-to-live (TTL) eld to the lookup messageand if the eld becomes
one, the lookup is aborted. A node can setthe TTL value to a constart times the

dimension value, ensuring that a lookup takesonly O(log n) messages.

3.5.3 Analysis of the Fault-T olerant Lookup Algorithm

We next prove the e ciency and locality awarenessof the fault-tolerant lookup

algorithm, stated in the following two theorems.
Theorem 3.5.1 Every fault-tolerant lookup takes O(log n) messagesvhp.

Theorem 3.5.2 On the ring metric, the expected total distance travelal by all the

messagesn a fault-tolerant lookup is O % )

Our proof strategy is to rst corvert the ring to a line consisting n nodes,
where the leftmost node is the initiator of the lookup. If the lookup ewer travels
beyond the rightmost node, we consider the lookup terminated (although on the
ring, the lookup can actually wrap around and cortinue). We then establish certain
results on the line, most important of which is that the distance of a lookup on the
line is at most 3 whp. Thus, the results establishedon the line are alsovalid on the
ring whp. Sincethe primary goal of our analysisis to establish asymptotic bounds,

we do not attempt to optimize the constarts in the analysisbelow.
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Let M| be the total number of messagesised by a lookup on the line, D
be the total distance of a lookup on the line, M, be the total nhumber of messages
usedby a lookup on the ring, and D, be the total distance of a lookup on the ring.
A lookup is divided into phases where phasei consistsof the messagesassciated
with correcting bit i. In the analysis below, we assumethat for every node u and
v, ju.dim  v:.dimj 1. We can make this assumption becauseby Lemma 3.4.2,
this happens whp, and a trivial upper bound of M; and D, is O(n) and O(n?),
respectively. Therefore, the casein which this assumption does not hold will not

a ect the boundswe establish below.
Lemma 3.5.1 On theline, the setsof nodesprolked in di er ent phasesare disjoint.

Proof: Considerphasei. Let bethe namebeinglooked up, A; bethe setof nodes
that are probedto correct bit i, and B; be the setof nodesthat are probedto bypass
adown bit-i ip neighbor. We obsenethat for everyuin Aj,j uj>i. Foreweryu
inBj,j uj=1ori+1 Normally,] uj= i becausedhe messagesrying to bypass
the down bit-i neighbor are either higher-bit ip neighbors or similarity neighbors
and they match at exactly i bits. It is possible,however, that j uj= i+ 1. This
happenswheni = u:dim and u:ip [i] is down. The bypassmessagesre then sern
to the similarity neighbors of u, someof which may match at i + 1 bits. We only

needto shaw that neither A; nor B; will be reprobed in subsequeh phases.

Considera node u in A;j. If u is up, then the lookup requestis forwarded to u
and future messagesre all sert to the nodesto the right of u. Sou will not
be reprobed in subsequen phases.If u is down, let v be the node that probes
u. Sinceu is down and is the rst node on the right of v that matches the
name better than v, when bit i is evertually corrected at a node w, w is on

the right of u. Hence,u will not be reprobed in subsequeh phases.
Consider a node u in Bj. If j uj = i, then u will not be reprobed in
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subsequeh phases,becausethe nodes probed in subsequeh phasesmatch

at morethan i bits. If ] uj =i+ 1andu is up, then bit i is corrected at
u and the lookup cortinuesfrom u; if j uj = i+ 1 andu is down, then bit
i will be corrected on a node to the right of u. In either case,u will not be

reprobed in subsequeh phases. [

During a single phase, however, a down node may be reprobed. Reprobing

happensunder one of the following two circumstances:

When node u attempts to correct bit i, wherei < u:dim, and nds that
u:ip [i] (alsocall it v) is down, u forwards the lookup requestto a higher bit
ip neighbor or a similarity neighbor, call it w, sothat w can try to correct
bit i. It is possible, howewer, that w is closerto u than v is, in which case

w:ip [i] = v and v is reprobed.

When node u attempts to correct bit i, wherei = u:dim, and nds that u: ip [i]
(alsocall it v) is down, u forwards the lookup requestto a similarity neighbor,

which may be the samenode asv.
The next lemma boundsthe e ect of reprobing.

Lemma 3.5.2 On the line, each suaessivepath considerd in a given phasehas a

constant prokability of terminating the phase.

Proof: When a node u wants to correct a bit i, it rst tries to do sousing a path
of length one, that is, by sendinga jump messageto u:ip [i]. If u:ip [i] is down,
our fault-tolerant lookup proceedshy successiely trying to correct bit i by using
paths of length two, wherethe rst hop leadsto a node matching u in bits Otoi 1
and the secondhop correctsbit i. Thus, the entire lookup processcan be viewed as

exploring a sequenceof paths.
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Fix a path P that we are about to explore. We claim that with constart
probability, all of the nodesin P are up. To establishthis claim, rst obsene that
if P is the rst path of this phase(i.e., P consistsof only one node u), then by
Lemma 3.5.1, u has not beenprobed before and thus has an independert constart
probability of beingup. If uis up, then bit i is corrected and phasei is terminated.
If uis down, the algorithm then tries to correct bit i by using paths of length two.
Note that we have only revealedthat u is down, but we have not revealedthe IDs
of the nodeson the right of the current node (i.e., we have not revealedthe distance
from the current node to u). By the principle of deferred decisions,the rst node
of a length-two path (call it v) has a constart probability of being on the right of
u, becausev hasto satisfy a bit pattern at least aslonger asu does. Thusv is at
least aslikely to be on the right of u asv is on the right of u. Oncev is to the right
of u, v:ip [i] is a node never beenprobed before and has a constart probability of

being up. [

Lemma 3.5.3 M| = O(logn) whp.

Proof: By Lemma3.5.2and Cherno bound. [

Lemma 3.5.4 D; % whp.

Proof: We prove that D = O(n) whp. The lemma then follows from choosing
appropriate constarts (e.g., a suciently large ). As discussedabove, a lookup
processcan be viewed as exploring a sequenceof paths (ead of length 1 or 2).
Hence,the total distance of a lookup is the sum of all the paths it explores. A path
is called low if it consistsof all messagesert from a node to a ip neighbor, and
is called high if it consistsof a messagesert from a node to a similarity neighbor
followed by a messagesert from a nodeto a ip neighbor. Let Lj; be the length of

low path j (j 0)in phasei (i 0), and let Hj; be the length of high path j in
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phasei. Let " be the maximum failure probability that a path fails to correct a bit.

As establishedby Lemma 3.5.2," is bounded away from 1. Then
xd i xd X
D, = Lj + Hj
i=0 j=0 i=0j 0
We next establish high probability boundsfor Lj and Hj; .

First considerL;j; . If we are about to explore low path j in phasei and if we
know nothing (e.g., node IDs, whether a node is up or down) about the nodeson
the right of the current node, then clearly E[L;j] = O( (2] + 21)) = O(" 2'*)),
and thus Lj = O("2*Jlogn) whp. (In fact, depending on the location of the
current node on the line, Ljj may be smaller, becauseif the lookup travels beyond
the rightmost node, we considerthe lookup terminated.)

As the algorithm unfolds, howewer, certain information is revealed. Conse-
quertly, when a particular messagas sert by the algorithm, we cannot assumethat
all of the node IDs are still random. In particular, there are three kinds of informa-

tion that we learn about asthe algorithm proceeds.Below we discussead of these

kinds of information in turn and sketch how to bound their e ect on our analysis.

For any node u that hasreceived a previous messaggor would have received
a previous messagebut was determined to be down), we know that the ID of
u is inconsistent with any pre x that we will subsequetly seard for. Thus, if
we happento encourter such a node u while searting for the destination of a
subsequeh messagethe probability that u is the desired destination is 0 (as
opposedto, e.g., (2 ') for Lig). SinceLemma 3.5.3tells us that whp there
are O(logn) such nodes, it is straightforward to argue that the total extra

distanceincurred by retraversing these nodesis O(log n) whp.

For any node u that has beenpassedover in a seard for the destinations of

previous messageswe know that u doesnot match certain pre xes. Fortu-
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nately, this information only tends to (slightly) increasethe probability that

sudh a node u is a match for a subsequenh seard.

Finally, asthe algorithm unfolds, we learn information concerningthe dimen-
sions of certain nodes. This information tells us something about the total
number of nodesin that equivalenceclass. However, Lemma 3.4.2 shows that
ewvery node hasalmost the samedimension. Thus, regardlessof whether the di-
mensionof an equivalenceclassis revealedor not, the probability that a node
belonging to that equivalence classis 2 '9n+9 lgn+0@) — lgn " Thus,
ewven if all dimensionsare revealed, the probability of a node satisfying a bit

pattern is not a ected by more a constart factor.

By a similar argumert, Hj = O "9 *Jj oo Whp. Therefore, whp,

xd s xd X
D = Lij + Hij
i=0 j =0 i=0j 0
xd s . xd X disis n
= o(" 2" logn) + o "% 'lj ioan
i=0 j =0 i=0j 0 ogn
xd . i o 4 n X
= O(2' logn) @y+ "o — "
i=0 j=0 i=0 logn i o
2 _ I
f = max 5;" ; to avoid the complication of 2" = 1g

. . xd .
i d i n ud i
0(2'logn) O((2 )* Y+ O ogn

i=0 i=0
xd .
= 0(2%logn) dito
i=0 logn
= Om+0 logn
= O(n):
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Lemma 3.55 D, % whp.

Proof: By Lemma3.5.4,the algorithm usesat most % distancewhp whenoperating
on the line. Its behavior on the line is thus indistinguishable whp from that on the

ring. Hence,the bounds establishedin Lemma 3.5.4 are still valid on the ring. [

Lemma 3.5.6 E[D|]]= 0 2 .

ogn

Proof: By the reasoningof Lemma 3.5.4,

xd i S xd X 4 n
E[D)] = o(l 2%y + T
i=0 j=0 i=0j 0 logn
X oo s n A
= 0@) @)+ o~ )
i=0 i =0 i=0 j =0 ogn
. . xd .
— O(ZI) (2u)d i+ 0] I n nd i
=0 ogn i
= oH+0
logn
_n
logn
| |
Theorem 3.5.3 M, = O(logn) whpand E[D;]= O % )
Proof: Immediate from Lemmas3.5.3,3.5.5,and 3.5.6. ]

As pointed out before, the lookup algorithm may fail becauset cannot reath
an up node that handlesthe name. The following theorem, howewer, shaws that the

probability that the lookup algorithm fails is quite small.
Theorem 3.5.4 The lookup algorithm suaeeds whp.

Proof: The algorithm fails only if all the paths attempted in a phasecannot correct

a bit. Clearly, this happenswith polynomially small probability. [
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Chapter 4

Main tenance of Rings

Peer-to-peer networks are dynamic: over time, nodesmay join or leave the network,
possibly concurrertly. In structured peer-to-peer networks, when joins and leaves
occur, the neighbor variables should be properly updated to maintain the topology.
This problem, known as topology maintenance, is a certral problem for structured
peer-to-peer networks.

There are two generalapproadesto topology maintenance: the passive ap-
proach and the active approad. In the passiwe approad, when membership changes,
the neighbor variables are not immediately updated after a join or a leave occurs.
Instead, a repair protocol runs in the badkground periodically to restore the topol-
ogy. In the active approad, the neighbor variables are immediately updated. It is
worth noting that joins and leavesmay be treated using the sameapproad or using
di erent approadces(e.g., passiw join and passiwe leave [36], active join and passiwe
leave [22, 37], active join and active leave [5, 39]).

Existing work on topology maintenance has seweral shortcomings. For the
passiwe approad (e.g., Chord [36]), since the neighbor variables are not immedi-
ately updated, the network may diverge signi cantly from its designatedtopology.

Furthermore, the passiwe approad is not asresponsive to membership changesand
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requires considerablebackground trac (i.e., the repair protocol). For the active
approad, sincethe topology of a structured peer-to-peer network is stringently de-
ned, it is often complicated to update the neighbor variables, di cult to design
maintenanceprotocols, and even more di cult to reasonrigorously about their cor-
rectness. As a result, someexisting work gives protocols without proofs [39], some
handle joins actively but leavespassiwly [22, 37], and somehandlesjoins and leaves
actively but separately[5] (i.e., a protocol that handlesjoins and a separateprotocol
that handlesleaves). It is not true, howewer, that an arbitrary join protocol and
an arbitrary leave protocol, if put together, can handle both joins and leaves (e.g.,
the protocolsin [5] cannot; seea detailed discussionin Chapter 2). Finally, existing
protocolstend to be complicated and their correctnessproofs are operational, infor-
mal, and sketchy. It is well known, however, that concurrert programsoften cortain
subtle errors and operational reasoningis unreliable for proving their correctness.
In this chapter, we addressthe maintenanceof the ring topology, the basisof
seeral peer-to-peer networks [19, 34, 41, 57], in the fault-free ervironment. We de-
sign, and prove the correctnessof, protocolsthat maintain a bidirectional ring under
both joins and leaves. Our protocols handle both joins and leaves actively. Using
an assertional proof method, we prove the correctnessof a protocol by rst com-
ing up with a global invariant and then explicitly showing that ewvery action of the
protocol presenesthe invariant. We shaw that, although the ring topology may be
tentativ ely disrupted during membership changes,our protocols evertually restore
the ring topology oncethe (at most four) messagesassaiated with ead pending
membership change are delivered, assumingthat no new changesare initiated. In
practice, it is likely that messageadelivery time is much shorter than the meantime
between membership changes. Hence, in practice, our protocols maintain the ring
topology most of the time. Our protocols are basedon an asyntronous communi-

cation model where only reliable delivery is assumed that is, messagealelivery takes
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a nite, but otherwise arbitrary, amount of time.

Unlik e the passiwe approadc, which handlesleavesasfail-stop faults, we han-
dle leaves actively (i.e., we handle leaves and faults di erently). Although treating
leaves and faults the sameis simpler, we have seeral reasonsto believe that han-
dling leavesactively is worth investigating. Firstly, leavesmay occur more frequert
than faults. In suc situations, handling leaves and faults in the sameway may
leadto somedrawbacdks in terms of performance(e.g., delay in response,substartial
badgroundtrac). To seethis, note that only four messagess neededto handle an
active leave (seeSection 4.5), while a linear number of messagess neededto detect
a passiwe leave. Saroiu et al. [55] report that half of Gnutella and Napster sessions
terminate within an hour. Sincethe termination of sessionsare so frequert, it is
likely that many of them are terminated by the users(i.e., they are active leaves),
instead of by faults (i.e., link or node failures). Secondly while it appearsmore con-
veniert for a node to omit executing a leave protocol and simply leave the network
silently (i.e., stop responding to messageselated to the peer-to-peer network), we
remark that nodesin peer-to-peer networks cooperate with ead other all the time,
by following a join protocol, forwarding messagegor ead other, or storing cortents
for eat other. Hence,it is reasonableto assumethat a node will executea leave
protocol. Thirdly, as an analogy communication protocols like TCP have \op en
connection" and \close connection” phases,even though they handle faults as well.

The work in this dissertation, however, is only the rst step towards provid-
ing peer-to-peer networks with topology maintenance protocols that have rigorous
foundations. Many issuesworth further investigation. We outline somefuture work
in Chapter 7.

This chapter is organizedasfollows. Section4.1 provides somepreliminaries.
Section 4.2 shows how to maintain a unidirectional ring under joins. Section 4.3

shawvs how to maintain a bidirectional ring under joins. Section 4.4 shows how to
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Figure 4.1: Adding a processto a ring.
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Figure 4.2: Removing a processfrom a ring.

maintain a bidirectional ring under leaves. Section 4.5 shons how to maintain a
bidirectional ring under both joins and leaves. Section 4.6 shows how to extend the
bidirectional ring protocol to provide the additional property that a processthat
has left the network doesnot have any incoming messages.Section 4.7 preseris a

protocol that maintains the Chord ring.

4.1 Preliminaries

We considera xed and nite set of nodes(or interchangeably processe$ denoted
by V. Let V%denoteV [ fnilg, wherenil is a special processthat doesnot belong
to V. In what follows, symbols u, v, and w are of type V, and symbols X, y, and
z are of type V% We use u:a to denote variable a of processu, and u:a:b stands
for (u:a):b. By de nition, the nil processdoes not have any variable (i.e., nil:a is
unde ned). We call a variable x of type V° a neighlor variable. We assumethat

there are two reliable and unbounded communication channels between every two
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distinct processesn V, onein ead direction. There is one channel from a process
to itself and there is no channel from or to processnil. Messageransmissionin any
channel takesa nite, but otherwise arbitrary, amount of time.

We rst give a formal de nition of a ring. For this dissertation, it may not
seemnecessarnyto intro ducea formal de nition of aring. Howewer, one of our future
goalsis to obtain machine-chedked proofs for our protocols. Hence,we introduce a
formal de nition that doesnot relying on a graphical interpretation of a ring. In
words, for any neighbor variable x, the x processegorm a ring if for all x processes
u and v (which may be equalto ead other), there is a path of positive length from

u to v. Formally, we write ring (x) to meanthat the x processedgorm aring, i.e.,
ring (x) = h8u; v : u:x 6 nil A vix 6 nil : path™ (u; v; x)i;

where path* (u; v;x) meanshd :i > 0:u:xx' = vi and where u:x' meansu:x:x :::x

with x repeatedi times. We rst state three useful lemmas.

Lemma 4.1.1 If ring(x) holds, then distinct processesin the ring has distinct x

neightors.

Proof: Let k be the number of processesl suc that u:x 6 nil. Let d (u) bethe
number of processess sudh that vix = u. Then i aw2v d (u) = k. We obsene that
d (u)>0i ux 6 nil, becaused (u) > 0 implies that h9 :: vix = ui and then
ring (x) implies that u:x 6 nil; on the other hand, u:x 6 nil and ring (x) imply
that h9 :i > 0:ux' = ui, that is, (ux' 1):x = u, which implies that d (u) > 0.
Observingthat there arek x processesywe concludethat h8u : u:x 6 nil : d (u) = 1i.

Lemma 4.1.2 Supmsering(x) ™ u:x = w” v:x = nil holds before the execution of
an action. And supmse that the action changesu:x to v and changesv:x to w, but

preservesall other x values. Then ring (x) holds after the action.
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Proof: We rst make the key obsenation that all paths are presened by the ac-
tion, though somemay becomelonger. To seethis, considerany two consecutive
processesw and w® on the path from u to v beforethe action (hencew®= w:x).
Note that w 6 v becausev:x = nil. Hence,w:x is a ected by the action only if
w = u. If w6 u, then w:x = wlafter this action; if w = u, then w:x? = w@after this
action. Hence,the path is presened. The lemma then follows from the de nition

of ring (x). [

Lemma 4.1.3 Supmsering(x) * u:x = v v:x = w holds before the execution of
an action. And supmse that the action changesu:x to w and changesv:x to nil,

but preservesall other x values. Then ring (x) holds after the action.

Proof: Similar to the proof of Lemma 4.1.2. [

Lemmas4.1.2and 4.1.3show how an action may presene a ring whenadding
or removing a process. Figures 4.1 and 4.2 give an intuitiv e explanation of these
two lemmas, yet we stressthat u and w in these gures neednot be distinct.

We next give a formal de nition of a bidirectional ring. For any neighbor
variables x and y, we write biring (x;y) to mean that the x processesand the y

processegorm a bidirectional ring, i.e.,

biring(x;y) = ring(x) ” ring (y)
AN h8U:ux 6 nil :uxiyy = ui ® h&u:uwy 6 nil : uy:x = ui:

Note that biring (x;y) is a stronger condition than simply ring (x) ~ ring (y); the
strengthening preverts the situation of two separaterings. The following two lemmas

are analogousto Lemmas4.1.2and 4.1.3.

Lemma 4.1.4 Supmsebiring (x; y) " u:x = w” v:x = nil holds before the execution

of an action (hence w:y = u” v:y = nil). And suppmse that the action changesu:x
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Figure 4.3: Adding a processto a bidirectional ring.
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Figure 4.4: Removing a processfrom a bidirectional ring.

tov, wy to v, vix to w, and v:y to u, but preservesall other x and y values. Then

biring (x; y) holds after the action.

Lemma 4.1.5 Supmsebiring (x;y) ™ u:x = v/ v:x = w holds before the execution
of an action (hence viy = u”™ w:y = v). And suppmsethat the action changesu:x to
w, w:y to u, v:x to nil, and v:y to nil, but preservesall other x and y values. Then

biring (x; y) holds after the action.

The proofs to the above two lemmas are similar to those of Lemmas 4.1.2
and 4.1.3 and henceare omitted. Figures 4.3 and 4.4 give an intuitiv e explanation

of thesetwo lemmas, yet we stressthat u and w in these gures neednot be distinct.

4.2 Joins for a Unidirectional Ring

We begin by consideringjoins for a unidirectional ring. We discussthis seemingly

simple problem for two reasons.Firstly, we intro duce seweral key conceptsand ideas

50



as we discussthis problem. Secondly our solution to this problem exempli es our

techniquesfor solving the harder problems discussedlater in this dissertation.

42.1 The Proto col

The join protocol for a unidirectional ring is quite simple. Let r, the right neighbor,
be a neighbor variable, and assumethat ring (r) holds initially . When processu
wishesto join the ring, we assumethat u is ableto nd a member v of the ring (if
there is no sudch process,then u createsa ring consisting of only u itself). Processu
then sendsa join messagdo v. Uponreceivingthe join messagey placesu between
v and its right neighbor w (which can be equalto v), by setting v:r to u and sending
a grant(w) messagéiadk to u. Upon receiving the grant(w) messagepu setsu:r to
w. Figure 4.5 shawvs an execution of the protocol where a join requestis granted.

Figure 4.6 describes the join protocol. We have written our protocol as a
collection of actions, using a notation similar to Gouda's abstract protocol nota-
tion [18]; Appendix B gives a brief explanation of the notation. An execution of
a protocol consists of an in nite sequenceof actions. We assumea weak fairness
model where ead action is executedin nitely often; execution of an action with a
false guard has no e ect on the system. We assumethat the contact() function in
action T7 returns a non-out processif there is one,and it returns the calling process
otherwise. Initially all processesare out and all channels are empty. We assume
without lossof generality that ead action is atomic and we reasonabout the system
state in between actions. Appendix B provides a brief justi cation of the atomic
action assumption. A more complete treatment of this issue can be found in the
recert dissertation of McGuire [44].

We remark that the retry messages not an essetial part of this join protocol.
With a slightly dierent assumption on the contact() function (i.e., it returns an

in processif there is one and returns the calling processotherwise), then a join
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change of topology exchange of messages

time

Figure 4.5: Joining a unidirectional ring. A solid edgefrom u to v meansu:r = v,
and a dashededgefrom u to v meansthat a grant(v) messagds in transmissionto
u, evertually causingu to setu:r to v. The state jng is a shorthand for \joining".

requestis always granted. The retry messagehowever, is essetial to the protocols
for bidirectional rings. In those protocols, an in processmay becomebusy or Ivg
(leaving), hencea join request may be declined. We keep the retry messagehere
in order to maintain a consistert assumption on the contact() function throughout

this dissertation.

4.2.2 Notations and Conventions

We now intro duce somenotations to be usedin our correctnessproofs.

m(msg; u;Vv): The number of messagesof type msg in the channel from u to
v. We sometimesinclude the parameter of a messagetype. For example,
m(grant(x); u;v) denotesthe number of grant messagewith parameter x in

the channel from u to v).

m* (msg;u), m (msg;u): The number of outgoing and incoming message®f type

msg of u, respectively. A messagefrom u to itself is consideredboth an
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pro cess p
var s:fin;out;jngg; r: V% a: VO
int s=out™r = nil
begin
T1 s=out! a:= contact();
if a=p! r;s:=p;in
[a6 p! s:=jng; send join() to a
T [l rev join() from q!
if s=in! sendgrant(r)to g, r := ¢
[[s6in! send retry() to q
T3 [l rev grant(a) from q! r;s:= a;in
Ty [l rev retry() from q! s:= out
end

Figure 4.6: The join protocol for a unidirectional ring. The statesin, out, and jng
stand for in, out of, and joining the network, respectively.

outgoing messagdrom and an incoming messageo u.
# msg. The total number of message®f type msg in all the channels.

"-#:1: Shorthand for \b efore this action", \after this action", and \b efore and

after this action", respectively.

In our reasoning, we often needto describe how a predicate is a ected by
an action. We usethe verb truthify to meanthat a predicate is changedfrom false
to true by an action, falsify to meanthat a predicate is changedfrom true to false,
preserveto meanthat the truth value of a predicate is unchanged, and establishto
mean that a predicate is true after the action (the predicate can be either true or
false beforethe action). We sometimesalso use preserveto meanthat the value of
a variable or an expressionis unchanged.

An action a ects variables by assignmeits and it a ects channel cortents
by sending or receiving messages. For the sake of brevity, as a corvertion, if a
predicate, variable, or expressionis una ected by an action, then we omit stating

so. Howewer, if it is a ected (although not necessarilychanged) by an action, then
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we state so. For example, the expressionm™ (join;p) + m (grant;p) is una ected
by an action if the action presenesboth the rst term and the secondterm, but
the sameexpressionis consideredto be a ected and presened by an action if the

action decremerts the rst term by 1 but incremerts the secondterm by 1.

4.2.3 Proof of Correctness

We now prove the correctnessof the join protocol. We rst consider safety prop-
erties. Proving safety properties often amournts to proving invariants. What is an
invariant of this protocol? It is tempting to think that this protocol maintains
ring (r) at all times. This, howewer, is not true. For example, consider the mo-
ment when v has set vir to u but u hasyet to receiwe the grant message.At this
momert, vir = u but u:r = nil (i.e., the ring is broken). In fact, no protocol can
maintain ring (r) at all times, simply becausethe joining of a processrequires the
modi cation of two variables (e.g., vir and u:r) located at di erent processes.This
obsenation leadsus to consideran extendedring topology, de ned as follows. Let
u:r® an imaginary g/ariable, be

2 x if m (grant;u) = 1 m (grant(x);u) = 1
>

ur9=

urr otherwise.

In fact, r%is a function on V, but due to the strong connection betweenr and r©
we write ras a variable. In e ect, a processwith a non-nil r®value is either a
member or a non-menber for which the join requesthas beenadknowledgedwith a
grant messagealthough the grant messagehas yet to arrive. This de nition of r©
allows a single action to changethe r°valuesof two di erent processessolving the
aforemertioned problem. We now claim that ring (r9 holds at all times. To prove
this claim, we nd it useful to introduce a function f : V I N, where N denotes

the nonnegative integers,de ned as:
f (u) = m* (join;u) + m (grant;u) + m (retry;u):
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Let | = AAB " C”ring(r9, where

A = h&:(us=jng fuw=1"f) 1;
B = h&:us=in ur 6 nili;
C = (#grant(nil) = 0):

Theorem 4.2.1 invariant |.

Proof: It can be easily veried that | is true initially . It thus suces to chedk
that ewvery action presenes!|. We rst obsene that C is presened by ewvery action,
simply becauseT, is the only action that sendsa grant messageand B implies
that p:r 6 nil. We itemize below the reasonswhy ead action presenesthe other

conjuncts of | .

flg T, flg: SupposeT; takesthe rst branch (i.e., a = p). This action presenes
A " B becauseit changesp:s from out to in and changesp:r from nil to p. This

action presenesring (r9 because

contact() returns p
) f def. of contact(); A; B; def. of r%

" h&u::uss= out”™ ur®= nili » #grant = 0
) factiong

# pr%= prh8u:u6 p:ur®=nili:

flg T, flg: SupposeT; takesthe secondbranch (i.e., a 6 p). This action changes

p:s from out to jng and increasesf (p) from 0 to 1.

flg T, flg: SupposeT, takesthe rst branch (i.e., s = in). This action presenes
A" B becauseit presenesf (q) and p:r 6 nil. Let w bethe old p:r; B thusimplies

w 6 nil. This action changesp:r°from w to g and g:r® from nil to w because
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p:r = w” p:s=in ~ m(join;q;p) > 0
) fA; B; def. of r%

" pr®=wArm (grant;p) = 07 qr®= nil» m (grant;q) = 0
) faction; p & qbecausep:r®6 qr@ def. of ry

# pr= g” qro= w:
Lemma 4.1.2 thus implies that ring (r9 is presened by this action.

flg T, fl g SupposeT, takesthe secondbranch (i.e., s 6 in). This action presenes

f ().

flg T3 flg: This action changesp:s from jng to in, decreased (p) from 1 to 0, and

truthies p:r 6 nil. It presenesp:r®becausd p:r°= x.

flg T4 flg: This action changesp:s from jng to out and decreases (p) from 1 to O.

Therefore, | is an invariant. ]

Given the simplicity of this protocol, the readermay wonderif it is necessary
to use assertional reasoning;instead, an argumert basedon operational reasoning
might su ce. The e ectiv enessof operational reasoning,however, tendsto diminish
asthe number of messagesnd actions of the protocol increase. Sinceour ultimate
goal is to prove the correctnessof the more involved protocols discussedater in this
dissertation, we use assertional reasoningfrom the beginning.

As discussedabove, although ring (r ) always holds, ring (r) may sometimes
be false. In fact, if processeskeep joining the network, the protocol may never
be able to establish ring (r). Howewer, by the de nition of r® once all the grant
messagesire delivered, then u:r®= u:r for all u and consequetly, ring (r) holds. A
similar property is sharedby all the protocols preseried in this dissertation.

In addition, the join protocol in Figure 4.6 is livelock-free, and it does not

causestarvation for an individual process.To seethis, obsene that a retry is sert
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by a jng node. Hence, although the join messageof somenode may be declined,
some other node succeedsn joining. Furthermore, the ring cannot keep growing
forever becausehere are only a nite nhumber of processesHence,if a processkeeps

trying to join, it eventually succeeds.

4.3 Joins for a Bidirectional Ring

If we considerboth joins and leaves,then maintaining a unidirectional ring no longer
su ces, becausein a unidirectional ring, when a processleaves, it is dicult and
ine cien t (though possible)to inform the processwhoseneighbor is the leaving pro-
cessto update its neighbor variable. This task is much easierif we are maintaining
a bidirectional ring.

Designing a protocol that handlesboth joins and leaves for a bidirectional
ring is far from straightforward. To make the task easier,we approadc the problem
by rst designinga join protocol, and then designing a leave protocol, and then
combining them. Our guidelinein the designof thesetwo protocolsis to make them

symmetric sothat the combination of them would be straightforward.

4.3.1 The Proto col

We begin by consideringjoins for a bidirectional ring. We considerleaves in Sec-
tion 4.4. Handling joins for a bidirectional ring is, not surprisingly, more complicated
than handling joins for a unidirectional ring. Adding a new processto a bidirectional
ring involves the update of four variables located at three (two when the ring has
only oneprocess)di erent processesadding u betweenv and w requiresthe update
of vir, wrr, wil, and u:l, wherer is the right neighbor and | is the left neighbor.
In cortrast, it suces to update two variables located at two processesf we are
maintaining a unidirectional ring.

The main idea of our join protocol is to view a bidirectional ring as two
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pro cess p
var s:fin;out;jng:busyg; r;1: Ve t;a: VO
int s=out®r=1=1t=nil
begin
T1 s=out! a:= contact();
if a=p! r;l;s:= p;p;in
[a6 p! s:=jng; send join() to a
T [l rev join() from q!
if s=in! send grant(q) to r; r;s;t = g;busy,r
[[s6in! send retry() to q
T3 [l rev grant(a) from g! send ack(l) to a; | := a
Ty [l rev ack(a) from q! r;l;s:= g;a;in; send dong) to |
Ts [l rev dong() from q! s;t:=in;nil
Te [l rev retry() from q! s:= out
end

Figure 4.7: The join protocol for a bidirectional ring. The auxiliary variablet in the
protocol keepsthe old value of r, and t is only for the purposeof correctnessproofs.

unidirectional rings, the r ring and the | ring. When a procesgoins the bidirectional
ring, it rst joinsther ring andthen the | ring. Figure 4.7 describesthe join protocol.
Figure 4.8 shows an execution of the protocol where a join requestis granted. We
remark that in this join protocol, although a join request may be declined, it is
declined becauseanother join is in progress. Hence, the system as a whole is not
blocked. Again, we assumethat the contact() function returns a non-out processif
there is one,and it returns the calling processotherwise.

At rst sight, our join protocol may appear straightforward: after all, it is
only a four-messageprotocol. We remark, howeer, that there are numerous ways
to design a join protocol. Also, our join protocol only assumesreliable, but not
ordered, delivery of messagesyet it has a busy state. We show in Section4.3.3a
join protocol that assumesreliable and ordered delivery of messagesut does not

have a busy state.
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time
grant(u)

Figure 4.8: Joining a bidirectional ring.

4.3.2 Pro of of Correctness

We prove properties similar to those in Section 4.2. Our technique again is to
rst de ne r%and I1°and then identify a global invariant. The intuition behind the
de nitions of r%and |°is straightforward: the r°and |°valuesof the processesnvolved
are changedoncea grant messagss sert. For example, considerthe momert when
v hasjust sen a grant(u) messagdo w. At this momert, although vir = u, w:l = v,
u:r = nil, and u:l = nil, the de nition of r®and 1%yields v:r®= u, u:1°= v, ur®= w,

and w:l°= u. Dene ur® u:1°to be

u:r

8
% v if #grant(u) = 1* m (grant(u);v) = 1
0= E v if #grant(u) = 0" m (ack;u) = 1" m(ack;v;u) = 1

u:r otherwise,
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: v if #grant(u) = 1" m* (grant(u);v) = 1

% x if#grant(u) = 0" m (ack;u) = 1" m (ack(x);u) =1
wl®= _ x if #grant(u) + m (ack;u) = 0" m (grant;u) =1
§ Am (grant(x);u) = 1

u:l otherwise,

anddene f;g;h:V! N to be:

f(u) = m*(join;u) + #grant(u) + m (ack;u) + m (retry;u);
g(u) = m*(grant;u) + m (done;u) + h(u);
8
hu) 2 m(ack; u:t; u:;r) + m(ack; u:r;u:t) if u:t 6 nil » u:r 6 nil
u) =
>

0 otherwise.

Again we nd it usefulto introduce someadditional conjuncts. An invariant of this
protocol is shavn in Figure 4.9. For the sake of brevity, we also write, for example,
Ai to stand for h& :: (uis=jng f(u) = 1)~ f(u) 1, the samecornvenion
applies to the other conjuncts in |. The reader may notice that the invariant in
Figure 4.9 contains someredundancy. For example,C1 can be derived from A;. We
include such redundancyin order to make the invariant of the join protocol and that

of the leave protocol symmetric. It follows from | that
E:h&:m (grant;u) 1i;
becauseA; implies that h&u :: # grant(u) 1, and

m (grant(x);u) > 0" m (grant(y);u) > 0
) fD; def. of r%

xir9= unryrO=y
) fR; Lemma4.1.1g

X=y:
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| = ABA"CA"D"R
Ai = (us=jng fW=D"fu 1
A, = (us=busy gu=21D"gu 1

B; = (us=injbusy uxr & nil™ wl 6 nil) ~ (u:r 8 nil  u:l & nil)
B, = uis=busy uté nil

C: = m*(join;u)>0) us=jng

Co, = m(grant;u;v)>0) ut=vrvi=u

Cz = m(ack(x);u;v) >0) xt=u”rxr =v

C4s = m (doneu)>0) uté6 nil

D = #grant(nil) = 0
R = biring(r®19

Figure 4.9: An invariant of the join protocol. For the sake of brevity, we have
omitted the 8 quanti cation. All the predicates above are quantied by 8 with
appropriate dummies. For example,A = h8u :: A1 ™ Aoi.

Theorem 4.3.1 invariant |.

Proof. It canbe easilychedkedthat | istrue initially . It thussu ces to ched that
| is presened by ead action. Conjunct D is trivially presened becausethe only

action that sendsa grant messageds T, and g 6 nil.

flg T, flg: SupposeT; takesthe rst branch (i.e., a = p). [A;B] This action
changesp:s from out to in and truthies both p:r 6 nil and p:l 6 nil. [C4] This
action presenesp:s 6 jng. [C,:3] This action doesnot falsify the consequehbecause

" p:t = nil. [C4] Una ected. [R] We obsene that

contact() returns p
) fdef. of contact(); A1; Dg

" h&8u:us=outi®#ack+ #grant =0
) fdef. of r%and 1® B1g

" hau o ur 9= nil A w:l%= nili

) factiong
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# pr= pr pl°= pA h&u:u6 p:ur®=nil » wl®= nili:

flg T, flg: SupposeT; takes the secondbranch (i.e., a 6 p). [A;B] This ac-
tion changesp:s from out to jng and increasesf (p) from 0 to 1. [C4] This action

establishesboth m™ (join;p) > 0 and p:s= jng. [C2.3.4] Una ected. [R] Una ected.

flg T, flg: SupposeT, takesthe rst branch (i.e., s = in). Let w be the old p:r;
B, thusimplies that w 6 nil. Hence,the grant messagas sert to a non-nil process.
Note that p 8 g because' p:s=in * g:;s = jng. [A; B] This action changesp:s from
in to busy, p:r from w to g, and p:t from nil to w. It decreasesn(join ;q;p) by 1 and
increasesm(grant(q); p;w) by 1. Hence,it presenesf (q) and increasesg(p) from 0
to 1. [C4] This action removes a join messageand presenesp:s 6 jng. [C»] This
action establishesboth m(grant; p;w) > 0 and p:t = w. We obsene that beforethis

action

p:s=in
) fAq1; B> implies p:t = nil; Csg

m* (grant;p) + # grant(p) + m (ack;p) + # ack(p) = 0
) fdef. of r%and I1® Rg

prP= wr wi®=p
) fw:l0 takes \otherwise" in the def. of %

w:l = p” #grant(w) + m (ack;w) + m (grant;w) = O:

This action doesnot falsify the consequeh because” p:t = nil. [Cz4] This action
doesnot falsify either of the consequets because' p:t = nil. [R] This action changes

p:r9from w to g, g:r®from nil to w, w:1°from p to g, and g:I°from nil to p, because

" m(join;qg;p) > 0
) fA1; B2; Cag
"ogr = nil Mgl = nil ™ #grant(g) + m (ack;q) + m (grant;q) = 0
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) freasoningin C, above; def. of r®and |%
" pr= w2 wi%= p~A qrO= nil A gI%= nil
) faction; reasoningin C, above; w 6 qg

# pr=g” qro= wr wil®= g~ %= p:
Lemma 4.1.4thus implies that R is presened.

flg T, flg: SupposeT, takesthe secondbranch (i.e., s 6 in). This action decre-
ments m(join;qg;p) by 1 and incremerts m(retry;p;q) by 1, preserving f (g). It

trivially presenesl .

flg T3 flg: It follows from D that the ack messages sert to a non-nil process.
Furthermore, a 6 p becauseB; and C, imply that a:l = nil » p:I 6 nil, and a6 g
becauseA; and B, imply that g:s = busy” a:s = jng. We then obsene that before

this action

m(grant(a); g;p) > 0
) fCy; def. of r°and I® R; g:s = busyy

gt=p»M al®= g» qr= a” ar®= p #grant(q) + m (g;ack) = 0
) fdef. of r® gir%takes\otherwise" g

gt=p"rqr=a

[A; B] This action presenesp:l 8 nil. It decreasesan(grant(a);q;p) by 1 and in-
creasesm(ack; p;a) by 1, preserving f (a) and g(g). Note that since gt 6 qir,
sending the ack messageonly increasesh(q) by 1. This action also presenes g(u)

for every u 6 g, becausebeforethis action

(ur=arut=p)_(ur=prut=a
) fA1; By; def. of r%

us = busy” (ur®= a_ ur%= p)
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) fqro= a” ar%= p; R; Lemma 4.1.1g
u=qg_u=a
) fué g axr = nil; uxr 6 nilg

false:

[C1.4] Unaected. [Cy] This action may falsify the consequen only if v = p. But
E implies that # m (grant;p) = 0. [C3] This action establishesm(ack(q);p;a) > 0
and we have shown that | it = p” grr = a. [R] This action presenesa:r® a:l° and

p:I°because

" ar%= pn al®= g~ #grant(a) > 0
) fA1; R; Cag
" p:1°= a” m*(grant;a) + # ack(a) = 0
) fp:[°takesthird branch in the def. of I® actiong

# arl= pr al®= g~ p:1°= a:

flg T4 flg: It follows from Cj that the done messagds sert to a non-nil process.

We then obsene that

m(ack(a);q;p) > 0
) fCs; Ag; def. of rPand 1% Rg
at=qg” p:1°= an ar®= p” pr= g
) fa:s = busy, def. of r

at=qg"ar=p:

Furthermore, a 6 p becausea:s = busy” p:s = jng, and p 6 q becausea:r =
pMat=q”g(@a 1. [A;B] This action changesp:s from jng to in and truthi es
both p:r & nil and p:l & nil. This action decremerts m(ack; g; p) by 1 and incremerts

m(done; p;a) by 1; it thus decreased (p) from 1 to 0 and presenesg(a). Note that
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sincep 6 g, removing an ack messageonly decreasesh(a) by 1. This action also

presenesg(u) for every u 6 a, becausebeforethis action

(ur=prut=9g_(wr=qg*ut=p)

) fA1; By; def. of rYy
u:s = busy” (ur®= p_ur®= q)

) far®= p» pr= g R; Lemma4.1.lg
u=a_u=p

) fué a; p:r = nil; uirr 6 nilg

false:

[C1] This action falsies p:s = jng. But A; and " m (ack;p) > O imply that
I m* (join;p) = 0. [C,] This action doesnot falsify the consequeh because' p:l =
nil A p:t = nil. [C3] This action removes an ack messageand does not falsify the
consequeh because" p:ir = nil. [C4] This action establishesm (done;a) > 0.
It follows from C3 that a:t 6 nil. [R] This action presenes p:r® and p:I° because

| p:r®= g~ p:1°= a. Note that C, and " p:l = nil imply that | m (grant;p) = O.

flg Ts flg: [A; B] This action changesp:s from busyto in, falsies p:t 6 nil, and
decreasegy(p) from 1 to 0. [Cy1] This action presenesp:s 6 jng. [Cz] This action
may falsify the consequeh only if u = p. But A, and " m (done;p) > 0 imply
that | m* (grant;p) = 0. [C3] This action may falsify the consequeh only if x = p.
But A, and" m (donep) > O imply that " m(ack; p:t;p:r) = 0. [C4] This action
removesa done message.lt may falsify the consequenonly if u = p. But A, implies

that #m (done;p) = 0. [R] Una ected.

flg Tg flg: This action decremens m(retry;q;p) by 1, decreasingf (p) from 1 to
0, and changesp:s from jng to out. It trivially presenes! exceptC;. This action
presenesC; becausealthough it falsi es p:s= jng, A1 and” m (retry;p) > Oimply

that | m* (join;p) = 0.
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Therefore, | is an invariant. ]

4.3.3 A Join Proto col Based on FIF O Channels

The join protocol preseried in Figure 4.7, henceforth referred to as the non-FIFO
join protocol, only assumesreliable, but not ordered, delivery of messagesbut
it includes a busy state. We presert in this section a join protocol, henceforth
referredto asthe FIF O join protocol, that doesnot have the busy state, but requires
reliable and ordered messagalelivery. Figure 4.10describesthe FIF O join protocol.

Figure 4.11 shows an execution of this protocol. De ne u:r®and u:lto be:

ur

8
% v if #grant(u) = 1* m (grant(u);v) =1
0= E v if #grant(u) = 0" m (ack(l);u) = 1” m(ack(l);v;u) = 1

urr otherwise,

u:l%=

8
% x if m (grant;u) = 1 m (grant(x);u) = 1
E if m (grant;u) = 0 m (ack(0);u) = 1~ m(ack(0);v;u) = 1

Y
u:l otherwise.

Dene fg;f1: V! N to be:

fo(u)
f1(u)

m* (join;u) + m (ack(0);u) + m (retry;u);

m* (join;u) + # grant(u) + m (ack(1);u) + m (retry;u):

Figure 4.12 shaws an invariant of the FIFO join protocol. In the invariant, d ranges
from O to 1.

We assumethat the contact() function returns u if there exists a u such that
u:s[0] 6 out _ u:s[1l] & out, and it returns the calling processotherwise. Again,
we remark that with a slightly di erent assumption on the contact() function (i.e.,
that the contact() function returns a processwith s[1] = in if there is one, and

returns the calling processotherwise), every join requestis granted and hencethe
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pro cess p
var s[0:1]: fin;out;jngg; n[0:1]: Ve a: VO
init  s[0::1] = out ” n[0::1] = nil
begin
T1 s[0::1]= out ! a:= contact();
if a=p! n[0:1];s[0::1] := p;in
[a6 p! g[0:1]:= jng; send join() to a
T [l rev join() from q!
if s[1]=in! send grant(qg) to r; send ack(0) to g; r ;= q
[ s[1]6 in ! send retry() to g
T3 [l rev grant(a) from ! send ack(l)to a; | := a
Ty [l rev ack(d) from q! n[d];s[d] ;= g;in
Ts [l rev retry() from q! s[0:1] := out
end

Figure 4.10: The FIFO join protocol. In this protocol, every processhastwo neigh-
bor variablesr and |, alsodenotedby n[1] and n[0], respectively. We usetwo symbols
to denote the samevariable in order to improve the symmetry betweenthe joining

of the r ring and that of the | ring, and to shorten the invariant. Each process
has two state variables, s[1] and s[0], which represen the state of the processwith

respect to the r ring and the | ring, respectively. We have used someshorthandsin

the presenation of the protocol. For example, n[0::1] := p meansn[0];n[1] := p;p
and s[0::1] = out meanss[0] = out ” s[1] = out.

retry messagds not needed.It follows from | that
F:h&:m (grant;u) 1i
becauseA implies that h&u :: # grant(u) 1 and

m (grant(x);u) > 0" m (grant(y);u) > 0
) fE; def. of r%

xir9= unryr0=y
) fR; Lemma4.1.1g

X=y:

Theorem 4.3.2 invariant |.
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change of topology exchange of messages
u w

7

grant(u)
time

Figure 4.11: Joining a bidirectional ring on FIFO channels.

Proof: It canbe easilychedked that | istrue initially . It thussu ces to ched that
| is presened by ead action. Conjunct E is trivially presened becausethe only

action that sendsa grant messageds T, and g 6 nil.

flg T, flg: SupposeT; takesthe rst branch (i.e., a = p). [A;B] This action
changesp:g[0::1] from out to in and truthies p:n[0::1] 6 nil. [C1] This action
presenesp:s[0::1] 6 jng. [C2.3.4] This action doesnot falsify any of the consequets

because' p:n[0::1] = nil. [D] Una ected. [R] We obsene that

contact() returns p
) f def. of contact()g
" h&u :: u:s[0::1] = outi
) fA; E; def. of r®and 1Y
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| = AABACAD"E"R
A = (us[d=jng fg(u)=1)"fg(u) 1

B = uws[d=in u:n[d] & nil
C: = m*(join;u)> 0) u:ss[0:1]= jng
C, = m(grant;u;v) > 0 m(ack(O);u;v) = 0) wvi=u

Cs = m'*(grant;u) > 0) ur 6 nil

Cs = m*(ack(d);u)> 0) un[l d]6 nil
D = No ack(0) follows grant

E = #grant(nil) =0

R = biring(r®19

Figure 4.12: An invariant of the FIFO join protocol. For the sake of brevity, we
have omitted the 8 quarti cation. All the predicatesabove are quarti ed by 8 with
appropriate dummies. For example,C = h8u;v;d:: C1 " Co ™ C3” Cyl.

" #grant = 0~ #ack= 0~ h&u :: ur%= nil A %= nili
) factiong

# pr%= pr p:1°= pA h&u:u6 p:uwrf= nil » wl%= nili:

flg T, flg: SupposeT; takes the secondbranch (i.e., a 6 p). The grant thus
is sert to a non-nil process. [A; B] This action changesu:s[0::1] from out to jng
and increasesboth fg(u) and f1(u) from 0 to 1. [C4] This action truthi es both
u:s[0::1] = jng and m* (join;u) > 0. [Cz34] Unaected. [D] Unaected. [R]

Una ected.

flg T, flg: SupposeT, takesthe rst branch (i.e., s[1] = in). Let w be the old
p:r; B implies that w 6 nil. [A; B] This action decremens m™ (join;g) by 1 and
incremerts both m* (ack(0); q) and # grant(q) by 1, preservingf o(q) and f 1(q). [C4]
This action removes a join message.[C»] This action may truthify the anteceden
only if " m(ack(0); p;w) = 0. If that is the case,then we obsene that before this

action
p:s=in
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) fAg
#grant(p) = 0" m (ack(l);p) =0
) fdef. of r® Rg
prP= wr wil%=p
) fw:l0 takes \otherwise"; m(ack(0); p;w) = Og

w:l = p:

[C3] This action establishesm™ (grant;p) > 0, and B implies that this action pre-
senesp:r 8 nil. [C4] This action establishesm™ (ack(0); p) > 0, and B implies that
this action presenesp:n[1] 6 nil. [D] It suces to show that " m (grant;q) = 0.

Suppose" m(grant(x);u;qg) > 0, then

' m(grant(x);u;q) > 0~ m* (join;q) > 0
) fdef. of I A; Bg

" ql%= x A xr%= g” gr = nil » #grant(q) + m (ack(1);g) = 0
) fRg

false:

[R] This action changesp:r®from w to g, g:r° from nil to w, q:1° from nil to p, and

w:I° from p to g, because

" p:s[1]= in * m(join;qg;p) > O
) fA; B;m (grant;q) = 0 by D aboveg

" #grant(p) + m (ack(l);p) = 0"

# grant(q) + m (ack(1);q) + m (ack(0);qg) = 0~
m (grant;q) = O

) fdef. of r%and 1% Rg

" pr= w2 wi%= pA qrO= nil A g1%= nil
) factiong

# prf= g~ wil%= g» qr%= w ql%= p:
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Lemma 4.1.4thus implies that R is presened.

flg T, flg. SupposeT, takesthe secondbranch (i.e., p:g[1] & in). This action
decremens m™* (join;qg) by 1 and incremerts m (retry;q) by 1, preserving f o(q)

and f1(g). Thus,it trivially presenesl .

flgTs flg: [A; B] This action presenesf 1(g) becausdat decremerts # grant(q) by 1
and increments m (ack(1);qg) by 1. And C, and D imply that this action presenes
p:l & nil. [C1] Una ected. [C,] This action may falsify the consequenonly if v = p,
but F implies that #m (grant;p) = 0. [C3] This action removesa grant message.
[C4] This action establishesm™ (ack(1);p) > 0, and it presenesp:l 6 nil. [D] This
action removes a grant message. [R] This action presenes p:1° and a:l® because

| p:1°= a” a:r%= p. Note that " m (ack(0); p) = O because" p:l 6 nil.

flg T4 flg: [A;B] This action changesp:g[d] from jng to in and decreased 4(p)
from 1 to 0. [C,] This action falsies p:s[d] = jng. But it follows from A and
" m (ack(d);p) > O that | m*(join;p) = 0. [Cy] This action may truthify the
antecedernt if d = 0 and beforethis action, the secondmessagen the channel from
g to pis a grant messageand it establishesp:l = g. This action does not falsify
the consequeh because” p:n[d] = nil. [C3] This action truthies p:n[d] & nil.
[C4] This action does not falsify the consequeh because" p:n[d] = nil. [D] This
action removesan ack message[R] If d = 1, then this action presenesp:r%because
| prr9= qg. If d = 0, then this action presenesp:® becauseif " m (grant;p) > 0,
then removing an ack(0) messagedoesnot changep:I® if * m (grant;p) = 0, then

| p:r®= q.

flgTsflg: This action changesp:s[0::1] from jng to out. It removesaretry message,

decreasingf o(p) and f 1(p) from 1 to 0. Therefore, it trivially presenesl.

Therefore, | is an invariant. ]
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4.4 Leaves for a Bidirectional Ring

We now considerhandling leavesfor a bidirectional ring. Our guideline is to design

a leave protocol that is symmetric to the join protocol.

441 The Proto col

We now considerleaves. The main idea of the leave protocol is similar to that of the
join protocol, that is, aprocessrst leavesthe r ring and then the | ring. Figure 4.13
describesthe leave protocol. Figure 4.14 showns an execution of the protocol where
a leave requestis granted. The reader may notice that there is someredundancy
in the protocol. For example, the ack messageneed not have a parameter. The
motivation for incorporating suc redundancy is to improve the symmetry between
the join protocol and the leave protocol. Another redundancy, which is much less
obvious, is that the conjunct r = g in T, is in fact unnecessaryif we only consider
leaves, but is necessaryif we consider both joins and leaves. This demonstrates
that handling joins and leaves together is a subtler problem than handling them

separately

4.4.2 Proof of Correctness

The technique for proving the correctnessof the leave protocol is similar to that for

the join protocol. De ne u:r®and u:l°to be:
8
2 il if #grant(u) + m (ack;ju) =1

u:r otherwise,

v if #grant(u)+ m (ack;u) =0

8
% nil if #grant(u) + m (ack;u) = 1
% A'm (grant;u) = 1~ m(grant;v;u) = 1

u:l otherwise,
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pro cess p
var s:fin;out;lvg;busyg; r;1: V% t;a: VO
int s=out™r=1=1t=nil
begin
T s=in!
if I=p! r;l;s:= nil;nil;out
[16 p! s:=Ivg; send leave(r) to |
T [l rev leave(a) from q!
if s=in”~r=q! send grant(qg) to a; r;s;t:= a;busy,r
[[s6in_r6 q! sendretry() to g
T3 [l rev grant(a) from qg! send ack(nil) to a; | := q
Ty [l rev ack(a) from g! send done() to I; r;l;s:= nil;nil;out
Ts [l rev dong() from q! s;t:=in;nil
Te [l rev retry() from q! s:=in
end

Figure 4.13: The leave protocol for a bidirectional ring. The state Ivg stands for
\leaving".

and dene f to be:
f(u) = m*(leave u) + #grant(u) + m (ack;u) + m (retry;u):
The de nitions of g and h are the sameas before. It follows from | that
E:h&:m (grant;u) 1i
becauseA, implies that h8u :: m* (grant;u) 1i and

m(grant(x);v;u) > 0™ m(grant(y);w;u) > 0
) fCa; A2g

Vir = u”™ wir = u” v:s = busy”™ w:s = busy
) fAq1; def. of r%

vir= ur wir®=y
) fR; Lemma4.1.1g

V= wi
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change of topology exchange of messages

7

grant(u)
time

Figure 4.14: Leaving a bidirectional ring.
Theorem 4.4.1 invariant |.

Proof: It can be easily chedked that | is true initially . Hence,it su ces to chedk
that ead conjunct of | is presenedby ead action. Conjunct D is trivially presened

becausethe only action that sendsa grant messageas T, and g 6 nil.

flg Ty flg: SupposeT; takesthe rst branch (i.e., | = p). Let w bethe old p:r; B1

implies that w 6 nil. We rst obsene that w = p, becausebeforethis action,

pis=in~pl=p
) fA; Cog

# grant(p) + m (ack;p) + m (grant;p) = 0
) fdef. of r%and 1% Rg

p:l°= p~ pir= p~ pr = p:

[A; B] This action changesp:s from in to out and changesp:r and p:l from p to nil.
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| = ABA"CA"D"R
Ar = (us=Ivg f(W=D~fu 1
A, = (us=busy gu=21D"gu 1

B:1 = (uis=injbusylvg uir & nil » u:l & nil) » (u:r 6 nil  u:l & nil)
B, = uiss=busy uté nil

C: = m*(leave(x);u) > 0) uis= lvg”™ ur = x

Co = m(grant(x);u;v) > 0) wt=x~ur=vrvil=x"xl=u

Cz = m(ack(x);u;v)>0) x=nil*vilit=v~rvilir=u

C4s = m (doneu)>0) uté6 nil

D = #grant(nil) = 0
R = biring(r®19

Figure 4.15: An invariant of the leave protocol. For the sake of brevity, we have
omitted the 8 quanti cation. All the predicates above are quantied by 8 with
appropriate dummies. For example,A = h8u :: A1 ™ Aoi.

[C1] This action may falsify the consequet only if u = p. But A; and " p:s= in
imply that | m* (leave;p) = 0. [C,] This action may falsify the consequen only if
X=p, u=p,orv=p In any case,we have u = p because' p:r = p” p:l = p. But
A, and " p:s= in imply that | m*(grant;p) = 0. [C3] This action may falsify the
consequehonly if v= porv:l = p. In either case,we havev:l = p because' p:l = p.
But " p:t = nil. [C4] Unaected. [R] We have shown that " p:r9= p» p:°= p.

Hence,

n

pr®= p~ pi°=p
) fRg

" pr%= pA p:i%= pArh8u:u6 p:ur®=nil A ul®= nili
) factiong

# hau::uwr%= nil ~ w:l%= nili:

flg T1 flg: SupposeT; takesthe secondbranch (i.e., | 6 p). [A; B] This action
changesp:sfrom in to lvg and increased (p) from Oto 1. [C1] This action establishes

both m* (leave(p:r); p) > 0 and p:s= Ivg. [C2.3.4] Una ected. [R] Una ected.
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flg T, fl g SupposeT, takesthe rst branch (i.e., s = in~r = q). It follows
from B; and C; that the grant messages sert to a non-nil process. [A; B] This
action changesp:s from in to busy, changesp:r from g to a, and changesp:t from
nil to g. It decreasesn(leave; g; p) by 1 and increasesm(grant(q); p;a) by 1. Hence,
it presenesf (q) and increasesg(p) from 0 to 1. [C4] This action removes a leave
messageand does not falsify the consequeh because" p:s = in. [C»] This action
establishesboth m(grant(q); p;a) > 0 and p:r = a” p:it = g. We obsene that before

this action

p:s= in » m(leave(a);qg;p) > 0
) fA19
# grant(p) + m (ack;p) + m* (grant; p) +
# grant(g) + m (ack;q) + m* (grant;q) = 0
) fdef. of r® Rg
p:r9= g~ qrf= a” ql°= p»~ a:l%= q
) fo:19and a:1° take \otherwise" g

gl=pral=aq

This action doesnot falsify the consequeh because” p:t = nil. [Cz4] This action
doesnot falsify either of the consequets because' p:t = nil. [R] This action changes
p:r9from g to a, q:r®from a to nil, q:1°from p to nil, and a:1°from qto p, because

the reasoningin C, above implies that
" pr%= gn qr%= a” ql%= pn ail®=q
) factiong
# pr= an qro= nil » %= nil » a:°= p:
Lemma 4.1.5thus implies that R is presened.

flg T, flg: SupposeT, takesthe secondbranch (i.e., s6 in _r 6 @). This action
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decremens m(leave; g;p) by 1 and incremerts m(retry;p;q) by 1, preservingf (q).

It trivially presenesl.

flg T3 flg: It follows from D that the ack messages sert to a non-nil process,
and it follows from C, that " qr = p” gt = a. Furthermore, a 6 g because
" g:s= busy” ais= Ivg, and a 6 p because" p:l = a” ail = g. [A; B] This action
presenesp:l 8 nil. It decreasesn(grant(a);q; p) by 1 and increasesm(ack; p;a) by
1, preserving f (a) and g(q) becausel gr = p” gt = a. Note that sincep 6 a,
sending the ack messageonly increasesh(q) by 1. This action also presenes g(u)

for every u 6 g, because

(wur=arut=p)_(ur=prut=a
) fA1; By; def. of r® a6 nilg
u:s = busy” (ur®= a_ ur%= p)
) fqro= p; ar®= nil; R; Lemma4.1.1;u 6 qg

false:

[C1] Unaected. [C,] This action removes a grant message. It may falsify the
consequehonly if x = porv=p. If x = p,thenu = a. But B, and" a:s = Ivg
imply that " a:it = nil. If v = p,then x = aand u = g. But A, implies that
# m(grant;q;p) = 0. [Cz] This action establishesm(ack(nil);p;a) > 0. Since
"al=gMqgt=a”qr =pandaég p, wehave#ail:t = a” al:r = p. This action
may falsify the consequehonly if v = p. But A, and" p:l = a™ a:s= Ivg imply that

" p:l:t = nil. [C4] Una ected. [R] This action presenesp:l® a:r® and a:l° because

m(grant(a);q;p) > 0
) fA2; Cag

" #grant(g) + m (ack;q) =0
) fdef. of r%and 1% Rg
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" qrO= p” pid®= g~ axr®= nil A a:l%= nil
) f p:1°takes secondbranch; E; actiong

# ar®= nil » a:1%= nil » p:1°= q

flg T4 flg: It follows from B that the done messagds sert to a non-nil process.
Let w bethe old p:l. It followsfrom C3 that w:t = p*w:r = g. Hence,w 6 p because
" w:s = busy” p:s= Ivg, and p6 g because' wit = p~ wir = g g(w) 1. [A;B]
This action changesp:s from Ivg to out and falsi es both p:r 6 nil and p:l 6 nil.
This action decremerts m(ack; g; p) by 1 and incremerts m(done; p;w) by 1. Hence,
it decreases (p) from 1 to 0, and presenesg(w). Note that sincep 6 g, removing
an ack messageonly decreases(w) by 1. This action also presenesg(u) for every

u 6 w, becausebeforethis action

(ur=prut=9g _(wr=qg*ut=p)
) fA1; By; def. of rYy
u:s = busy” (ur®= p_ur®= q)
) fwir®= q; prr°= nil; R; Lemma4.1.1;u 6 wg

false:

[C1] This action may falsify the consequehonly if u = p. But A and" m (ack;p) >
0 imply that | m* (leave;p) = 0. [Cy] This action may falsify the consequen only
if x=p,u=p,orv=np If x=p, thenu=w. But A, and" m(ack;w:r;w:it) > 0
imply that | m* (grant;w) = 0. If u= p, but B, and " p:s= Ivg imply that " p:t =
nil. If v=p, then x = w. But A, and " w:s = busyimply that | # grant(w) = 0.
[C3] This action removesan ack messageind may falsify the consequenhonly if v=p
orv:l = p. If v=p, then A1 implies that #m (ack;p) = 0. If vl = p, then B, and
" p:s= Ivg imply that | p:t = nil. [C4] This action establishesm(done; p;w) > 0,
and Cs3 implies that | w:t 6 nil. [R] This action presenes p:r® and p:I° because

| p:r®= nil » p:1°= nil. Note that | m (grant;p) = 0 because
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m(ack;qg;p) > 0~ m (grant(x);p) > 0
) fCa3; B2; A10

p:lit = p” p:l:is= busy” p:l = x" xis = Ivg
) fa processcan bein only one stateg

false:

flg Ts fl1g: [A;B] This action changesp:s from busy to in, truthies p:t = nil,
and decreaseg(p) from 1 to 0. [C;] This action presenesp:s 6 Ivg. [C,] This
action may falsify the consequeh only if u = p. But A, and " m (donep) > 0
imply that | m* (grant;p) = 0. [C3] This action may falsify the consequen only if
v:l = p; henceu = p:r and v = pit. But A7z and " m (done p) > 0O implies that
" m(ack; p:r; p:t) = 0. [C4] This action removesa done messageand may falsify the

consequeh only if u= p. But A, implies that #m (done; p) = 0. [R] Una ected.

flg Te flg: This action decrementis m(retry; g; p) by 1, decreasingf (p) from 1 to O,
and changesp:s from Ivg to in. It trivially presenes!| exceptC;. It presenesC;

becauseA; and" m (retry;p) > O imply that | m* (leave;p) = 0.

Therefore, | is an invariant. ]

A desirable property for a topology maintenance protocol is that an out
processdoes not have any incoming messageshecausea processthat has left the
network is not obligated to respond to the messageassaiated with the maintenance
of the ring. This property, howeer, is not provided by our protocol if we only assume
reliable, but not ordered, delivery of messages.To seethis, considerthe scenario
where two adjacert processesendout their leave requestssimultaneously. Assume
that the leave requestof the left processis granted and the leave requestof the right
processreadesthe left processafter the ack messagedoes. However, if we assume
ordered delivery as well, then our protocol guararteesthat an out processhas no

incoming message.
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Theorem 4.4.2 If messagealelivery is reliable and ordered, then an out processhas

no incoming message.

Proof: It follows from | that it suces to show that P = h& : uis = out :
m (leave;u) = Oi holds at all times. Clearly, P is true initially . Hence,it su ces to
show that if an action truthi es u:s = out, then it alsoestablishesm (leave;u) = 0,
and if an action falsies m (leave;u) = 0, then it also establishesu:s 6 out.

The only action that truthies u:s = out is T4, where processp receives an
ack messageand changesits state from Ivg to out. We show that when p receives
an ack messagdrom q, then there is no leave messagdn any incoming channel of
p. We rst obsene that aslong as m(ack;q;p) > 0O, then no in processwill senda

leave messagdo p, becauseif v sendsa leave messagdo p, then

m(ack;q;p) > 0™ vil = pM vis=in
) fdef. of 1% 1g

# grant(p) + m (ack;p) + m*(grant;p) = 0~ # grant(v) + m (ack;v) = 0
) fdef. of I%

p:1°= nil » v:I°= p
) fRg

false:

Hence, it remains to show that if the rst messagen the channel from qto p is
an ack messagethen there is no leave messagein any other incoming channel of
p. Supposethis is not true. Assumethat m(leave;w;p) > 0. Note that w 6
becauseq doesnot send a leave messageto p as long as m(ack;q;p) > 0. By the
argumert above, w sendsthe leave messageto p before q sendsthe ack message
to p. Consider the momert t; right before w sendsthe leave messageto p. We
obsene that at t;, w has no incoming grant messagebecausel implies that if w

has an incoming grant messagethen the messages a grant(p) messagebut q has
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an incoming grant(p) messagelater. Hence, two actions send grant(p) messages,
truthifying p:1°= nil twice. But p:1°= nil is stable. Hence,at t;, w hasno incoming
grant messagewhich implies w:1°= p at t1. Considerthe momert t, right beforeq
sendsp the ack message.At t,, | implies that p:I°= nil. Hence,w:I°6 p. Hence,
betweent; and t,, an action falsies w:1°= p. Sincem® (leave;w) > 0 betweent;
and t,, an action that changesw:|®involvesw receiving a grant(p) message But we
have argued above that this is not possible.

The only action that falsies m (leave;u) = 0 is the sending of a leave
messagesay, from w to p. If grant(p) = 0 at that momert, then w:l°= p. Hence
p:1°6 nil » p:s6 out. If grant(p) > 0 at that momert, then p:s6 out.

Therefore, P holds at all times. ]

Our leave protocol, however, doesnot provide the progressproperty that if
a processintends to leave, then eventually it is able to do so. To seethis, con-
sider a scenariowhere all processeslecideto leave simultaneously, and their leave
requestsare all declined becausethe left neighbor of every processis also leaving.
This scenariocan repeat forever. Hence,the systemmay get into a livelock. Lynch
et al. [39 have noted the likely di cult y of providing this progressproperty. Basi-
cally, they pointed out the similarity betweenthis problem and the classicaldining
philosopher's problem, whereit is well-known that there is no symmetric determin-
istic protocol that avoids starvation [29]. The leave protocol by Aspnesand Shah[5]
attempts to provide this property but does not seemto succeed. Seea detailed
discussionin Chapter 2. In practice, a system can use other techniques to avoid
this scenario. For example, as in the Ethernet protocol, a processmay delay a
random amount of time before sendingout another leave request, or one can usea

randomized protocol similar to the onein [29].
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4.5 Joins and Leaves for a Bidirectional Ring

As we indicated before, our approad to obtain a protocol that handlesboth joins

and leavesis to combine the join protocol and the leave protocol.

45.1 The Proto col

Exploiting the strong symmetry betweenthe join protocol and the leave protocol, the
combined protocol, describedin Figure 4.16, is a simple mergeof the two protocols.
The only subtlety is that, upon receiving a grant message,a processhas to tell
whether the messageis granting a join or a leave request, and the way to do so
is to chek whether | = g. As we show in the proof, | = gi a join is granted.
The de nitions of r®and 12 as well as the invariant |, are simple mergesof their

respective de nitions in the previous two protocols.

4.5.2 Pro of of Correctness

Figure 4.17 shows the de nitions of u:r®and u:1% De ne f to be:

f(u) = m*(join;u) + m* (leave;u) + # grant(u) + m (ack;u) + nm (retry;u):

The de nitions of g(u) and h(u) are the sameas before. It follows from | that
E:h&:m (grant;u) 1i:

To seethis, supposeu has two incoming grant messages.It follows from D that
their parametersare non-nil. If the parametersin the two grant messagesre in the
samestate (i.e., both jng or both Ivg), then the reasoningin join and leave can be

reused. If they arein di erent states, then

m(grant(x);v;u) > 0" x:s = jng ®» m(grant(y); w;u) > 0" y:s = Ivg

) fdef. of r® Asg
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T3

Ty

Ts

pro cess p
var s:fin;out;jng;Ilvg;busyg; r;1: VS t;a: VO

init

s=out r=1=1t=nil

begin

s=out! a:= contact();
if a=p! r;l;s:= p;p;in
[a6 p! s:=jng; send join() to a

[s=in!

if I=p! r;l;s:= nil;nil;out
[16 p! s:=Ivg; send leave(r) to |

[l rev join() from q!

if s=in! send grant(qg) to r; r;s;t:= q;busy,r
[s6in! send retry() to q

[l rev leave(a) from q!

if s=in~"r=q! send grant(qg) to a; r;s;t:= a;busy,r
[s6in_r6q! sendretry() to g

[l rev grant(a) from q!

if |=qg! sendack(l)to a; | :== a
16 gq! send ack(nil) to a; | ;= q

[l rev ack(a) from q!

if s=jng! r;l;s:= qga;in; send done() to |
[ s=1Ivg! send done) to I; r;l;s := nil;nil; out

[l rev done() from q! s;t:=in;nil
[l rev retry() from q!

end

if s=jng! s:= out
[s=1Ivg! s:=in

Figure 4.16: The combined protocol for a bidirectional ring.
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if uuis= jng N #grant(u) = 0 m (ack;u) = 1™ m(ack;v;u) = 1
nil  if uis=Ivg” #grant(u) + m (ack;u) = 1
u:rr otherwise

8

E v ifuws=jng” #grant(u) = 1 m (grant(u);v) = 1
%

3

X ifuws=jng” #grant(u) = 0 m (ack;u) = 1 m (ack(x);u) =1
nil if uis= Ivg”" # grant(u) + m (ack;u) = 1
x if #grant(u) + m (ack;u) = 0~ m (grant;u) = 1/
m (grant(x);u) = 1™ x:s = jng
v if #grant(u) + m (ack;u) = 0" m (grant;u) = 1/
m(grant(x);v;u) = 1" x:s = Ivg
u:l otherwise

8
% v if uis=jng ™ #grant(u) = 1~ m* (grant(u);v) = 1

Figure 4.17: De nitions of r%and |°for the combined protocol.

xr9%= u”r wirf=y
) fR; Lemma 4.1.1;w:s = busyy

false:

Theorem 4.5.1 invariant |.

Proof: It can be easily chedked that | is true initially . Hence,it su ces to chedk
that ead conjunct of | is presened by ead action. Most of the reasoningbelov
reusesthe proofs for the join protocol and the leave protocol. In what follows,
we usethe phrase\similar to join" (resp., \similar to leave") to indicate that the
reasoningis essetially the sameasthe reasoningin the join protocol (resp., the leave
protocol). Conjunct D is trivially presened, for reasonssimilar to those mertioned

in join and leave.

flg T{ flg SupposeT{ takes the rst branch (i.e., a = p). [A;B] Similar to
join. [C4] For cl, similar to join. For Cj, this action presenesp:s 6 Ivg. [C,]

For CJ, similar to join. For C), this action presenesp:s 6 Ivg and doesnot falsify
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| = AABA"C~A"D"R
A1 = (us=jngjlvg fu =21 fu) 1
A, = (us=busy gu=21"gu 1

B:1 = (u:is=injbusylvg uxr & nil » u:l 6 nil) » (u:r 8 nil  u:l & nil)

B, = us=busy uté nil

Cl = m(oin;u;v) > 0) us= jng

C_'l = m*(leave(x);u) > 0) uis= lvg” urr = x

C, = m(grant(x);u;v) > 0A xis=jng) uwt=v~Awvi=u

C'2 = m(grant(X);u;v) > 0" xis=1Ilvg) ut=x~ur=vrvi=x"xl=u
cg = m(ack(X);u;v) > 0Mvis=jng) Xt=u"rXxr=v

C) = m(ack(x);u;v) > 0~ vis=1Ivg) x=nilMvilit=vAvir=u

C4s = m (doneu)>0) uté6 nil

D = #grant(nil)=0
R = biring(r®19

Figure 4.18: An invariant of the combined protocol for a singlering. For the sake of
brevity, we have omitted the 8 quanti cation. All the predicatesabove are quarti ed
by 8 with appropriate dummies. For example,A = h&8u :: A1 ™ Aoi.

the consequeh because" p:r = nil * p:I = nil. [C3] For Cl, similar to join. For
Cl, this action presenesp:s 6 Ivg and it does not falsify the consequeh because

" p:r = nil A p:l = nil. [C4] Similar to join. [R] Similar to join.

flg T{ flg SupposeT{ takes the secondbranch (i.e., a 6 p). [Cj2;3] This ac-
tion truthies p:s = jng, but A, and " p:s = in imply that | #grant(p) =
0~ m (ack;p) = O. [C'1;2;3] This action presenes p:s 6 Ivg. The rest of the

reasoningis similar to join.

flg T} flg: SupposeT] takesthe rst branch (i.e., | = p). Let w be the old p:r.
Similar to leave, we have w = p. [A; B] Similar to leave. [C1] For C!}, similar to
leave. For Cj, this action presenesp:s 6 jng. [C,] For C'2, similar to leave. For
Cl, this action presenesp:s 6 jng and it may falsify the consequenh only if v = p.
Thus, u = p because" p:ir = p. But B, and " p:s= in imply that " p:t = nil. [C3]

For C, similar to leave. For Cj, this action presenesp:s 6 jng and it does not
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falsify the consequenh becausée' p:t = nil. [C4] Similar to leave. [R] Similar to leave.

flg T flg SupposeT] takes the secondbranch (i.e., | 6 p). [A;B;C};CsR]
Similar to leave. [le;2;3] This action presenesp:s 6 jng. [C'2;3] This action truthi es

p:s= Ivg, but A1 and" p:s= in imply that | # grant(p) = 0 m (ack;p) = 0.

flg Té' flg: SupposeTé' takesthe rst branch (i.e., s = in). [A " B] Similar to
join. [C4] For Cj, similar to join. For C!, this action presenesp:s 6 Ivg. [Cy] For
Cl, similar to join. For C), this action does not truthify the antecedert because
| g:s6 Ivg, and it doesnot falsify the consequeh because" p:t = nil. [C3] For Ccl,
similar to join. For Cl, this action presenesp:s 6 Ivg, and it doesnot falsify the

consequeh because' p:t = nil. [C4] Similar to join. [R] Similar to join.
flg Té' flg SupposeT% takesthe secondbranch (i.e., s 6 in). Similar to join.

flg T} flg: SupposeT) takesthe rst branch (i.e., s= in ~ r = @). [A; B] Similar
to leave. [Cy] For Cl, similar to leave. For c!, this action presenes p:s 6 jng.
[C,] For C), similar to leave. In the reasoningfor leaves, in order to concludethat
a:l% takes \otherwise" in the de nition of I° we obsene that p:1° doesnot take the
secondbranch, becauseotherwise Cg implies that g:t & nil, contradicting g:s = Ivg.
For Cl, this action doesnot truthify the anteceden becauseit presenesq:s 6 jng,
and it does not falsify the consequenh because" p:t = nil. [C3] For C}, similar to
leave. For Cl, this action presenes p:s 6 jng; it doesnot falsify the consequeh

because' p:t = nil. [C4] Similar to leave. [R] Similar to leave.

flg T} flg. SupposeT) takesthe secondbranch (i.e., s6 in _r 6 ). Similar to

leave.

flg T3 flg: It follows from D and A, that a:s = jngjlvg. If ais = jng, then Cj2
implies that p:l = g. If a:s = Ivg, then C), implies that p:l 6 qbecausep:l = a” q:s =

busy” a:s = Ivg. Thus, if T3 takesthe rst branch (i.e., | = @), then a:s = jng.
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If it takesthe secondbranch, then a:s = Ilvg. Suppose T3 takesthe rst branch.
Since" a:s = jng, we have " axr®= p” p:1°= a. [A;B] Similar to join. [C1] For
le, similar to join. For C!, unaected. [C,] For C, similar to join. For Cb, this
action may falsify the consequenonly if x = porv = p. If x = p, then we obsene
that | #grant(p) = 0, because" p:l 6 nil » p:1°6 nil. If v = p, then E implies
that #m (grant;p) = 0. [C3] For Cl, similar to join. For Cl, this action presenes
a:s 6 Ivg and it may falsify the consequeh only if v = p, but " p:1°6 nil implies

that | m (ack;p) = 0_ p:s6 Ivg. [C4] Similar to join. [R] Similar to join.

flg T3 flg: SupposeTs takesthe secondbranch (i.e., | 6 ). We have a:s = Ivg.
[A; B] Similar to leave. [C1] For C!, similar to leave. For le, una ected. [C;] For
C), similar to leave. For Cj, this action may falsify the consequenh only if v = p.
But E implies that # m (grant;p) = 0. [C3] For C, similar to leave. For Cl, this

action presenesa:s 6 jng. [C4] Similar to leave. [R] Similar to leave.

flg T4 flg: It follows from A; that p:s = jngjlvg. Supposep:s = jng. [A;B]
Similar to join. [C1] For C!, similar to join. For C!, this action doesnot falsify the
consequeh because" p:s 6 Ivg. [Cy] For Cl, similar to join; note that this action
falsi es p:s = jng. For C), this action presenesp:s 6 Ivg and doesnot falsify the
consequeh because' p:r = nil~ p:l = nil. [C3] For Cl, similar to join; note that this
action falsi es p:s= jng. For C}, this action presenesp:s 6 Ivg and doesnot falsify
the consequeh because" p:r = nil  p:l = nil. [C4] Similar to join. [R] Similar to

join.

flg T4 flg: Supposep:s = Ivg. Let w be the old p:l. [A;B] Similar to leave.
[C1] For C!, similar to leave. For C!, this action presenesp:s 6 jng. [C,] For C,
similar to leave; note that this action falsi es p:s= Ivg. For Cj2, this action presenes
p:s6 jng and it may falsify the consequethonly if v= p, but | m (grant;p) = 0 (see

R below). [C3] For C}, similar to leave; note that this action falsi es p:s= Ivg. For
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Cl, this action presenesp:s 6 jng and it doesnot falsify the consequeh because
" p:t = nil. [C4] Similar to leave. [R] Similar to leave; in addition, we obsene
"m (grant(x);p) = O for any x:s = jng, becauseotherwise x:;r °= p~ p:1°= x. But

p:1°%= nil.
flg Ts flg: Similar to join and leave.

flg Te fl g: Similar to join and leave.

Therefore, | is an invariant. ]

46 An Extended Proto col

We have mentioned in Section4.4that it is desirablefor an out processnot to have
any incoming messagesHoweer, even with the assumption of reliable and ordered
delivery of messagespur combined protocol does not provide this property. We
show in this sectiona counterexample. We further shaw that the conmbined protocol
can be madeto provide this property with somesimple extensions.

Figure 4.19 shows that, ewven if we assumereliable and ordered delivery of
messages,t is possible for an out processto have an incoming messagein the
conmbined protocol. In the gure, u receivwesthe leave messagdrom w when u:s =
out. To provide the property that an out processdoes not have any incoming

messagewe extend our combined protocol as follows:

Every processhas an additional integer variable, °, initialized to O.
When a processgrants a join or a leave request,it sets™ to 2.

When a processreceivesa grant(a) messagdrom g, in addition to sendingthe

ack messagédo a, it sendsa done messagdo d.
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Figure 4.19: An out processmay have an incoming message.

A processdecremens ~ by 1 for every done messaget receives,and it changes

its state (from busy) to in when™ = 0.

We further assumethat an out processdoes not have any incoming join
message.Without this assumption, a join requestmay be directed to an in process
by the contact() function, and when the join messages delivered, the in process

has left the ring.

Theorem 4.6.1 If messagedelivery is reliable and ordered, then an out process

does not have any incoming messagen the extendel combined protocol.

Proof: As in the proof of Theorem 4.4.2,it su ces to show that P = h8u: u:s =
out : m (leave;u) = 0i. Two actions may truthify u:s = out: T4 when p:s = Ivg,
and Tg when p:s = jng. One action may falsify m (leave;u) = 0: T when p:l 6 p.

We analyzetheseactions one by one.
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Consider T4 when p:s = Ivg. As in the proof of Theorem 4.4.2, it su ces
to show that when g sendsan ack messageo p, p has no incoming leave message.
Supposethis is not true and supposethat w (note that w 6 ) sendsp a leave
messageight after time t; and this leave messageemainsundelivered until g sends
p an ack messageight after time t,. Supposem (grant;w) = Oat t;. Thenw:%= p
at t1. But | and p:1°= nil at t, imply that w:I°6 p at t,. Hence,betweent; and
t,, an action falsies w:l® = p and this action can only be T,, where a grant(x)
messages sert to w. Supposethis happensright after time t3. If x:s = jng, then
| implies that this grant messages from p. Hence,p:s = busy at t3. For p:sto
change from busy (at t3) to Ivg (at t,), p hasto receiwe the done messagdrom w
by time t,. Since messageadelivery is ordered, p receivwesthe leave messagdrom w
beforeit receivesthe done messagdrom w. A contradiction to the assumptionthat
m(leave; w;p) > 0 at t,. If xis = Ivg, then | implies that x = p and | implies that,
by the time t,, p hasreceived the ack messagdrom w sothat p canhave another ack
messagdrom g. Hence, by the order of delivery, p receivesthe leave messagdrom
w by t,, a cortradiction to the assumptionthat m(leave;w;p) > 0 at t,. Suppose
m(grant(x);u;w) > 0 at t;, for somex and u. Using a similar argumert, we reac
a similar cortradiction.

Consider Tg and p:s= jng. Let m(retry;q;p) > 0. Supposem(leave; w;p) >
0 at this time. Howewer, whenw sendsthe leave messagdo p, w:l = pand| implies
that m (grant;w) = 0. Hence,w:1°= p. But p:I°= nil, violating R.

Consider Tl'. Suppose g sendsa leave messageto p. At this time, gs =
in~qgl=p. If m (grant;q) = 0, then q:I°= p and | implies that p:1°6 nil and
hencep:s 6 out. If m(grant(x);u;q) > 0, then x = por u= p. In either case,we
have p:s6 out.

Hence,P holds at all times. ]
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4.7 Main tenance of the Chord Ring

We shaw in this section how to extend the protocol in Section 4.5 to provide an
active and concurrert maintenance protocol for the Chord ring [57].

The protocol in Section 4.5 maintains a bidirectional ring where a new node
can be inserted betweentwo arbitrary nodesin the ring. The Chord ring, howewer,
has stronger requiremerts on the arrangemers of the nodesin the ring. In Chord,
every node has a random binary string asits ID. The IDs are of the samelength
and are su cien tly long (say, 128bits) sothat all IDs may be assumedto be unique.
Chord arrangesnodesin an ID ring with wrap-around. The two basic neighbors
that a node has are its predecessomlnd successor.In addition, a node has ngers,
i.e., neighbor variablesthat allow a node reach another node in the ring. It is worth
noting that for Chord to work correctly, it su ces to maintain the predecessorand
successorsThe ngers improve performance,but do not a ect correctness.In what
follows, we only discusshow to maintain the predecessorand successorgor Chord.

The key di erence between maintaining the Chord ring and an arbitrary
ring is that when a new node joins the Chord ring, it should be placed between
two nodeswith proper IDs in the ring. While the protocol in Section 4.5 placesa
new node betweentwo arbitrary nodes,the additional idea neededto maintain the
Chord ring is quite straightforward. We simply include the ID of the joining node
in the join messageand forward the join messageausing the nger pointers until the
node immediately precedingthe joining node in the Chord ring is reaced.

The protocol that maintains the Chord ring is shavn in Figure 4.20. In the
protocol, denotesthe empty string. Comparedto the protocol in Section4.5, one
noticeableyet nonessetial changeis the addition of IDs in the messaggarameters.
An alternativ e presenation of the protocol canremove the needto explicitly menrtion
IDs, but assumeghat the referenceto a node, say p, includesthe ID of p. We opt for

explicitly mentioning IDs. Comparedto the protocol in Section 4.5, seeral actions
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are substartially modi ed.

T{ The function p:genid() generatesan ID for p. We pre x genid() by \p:" to
indicate that, in cortrast to the contact() function, which is a global function,
genid() is locally implementable. We assumethat every call to genid() gives
a unique ID. This assumption can be provided with high probability, if not
absoluteguarartee, using somesecurehashfunction like SHA-1. The contact()
function returns a pair, a non-out node and its ID, if there is such a node;
it returns the calling node and its ID otherwise. A join messageakes three
parameters, the joining node, the ID of the joining node, and the ID of the
receiver of the join message.The reasonfor including the ID of the receiver
is as follows. Since we only assumereliable delivery of messageswhen a
join messageis in transmission, the receiver may leave the ring, and then
rejoins with a dierent ID. Hence, by including the ID of the receiwver in the
join message,the receiver can compare its current ID with the ID in the
join messageand acceptthe messageonly if they are the same. This cheding
prevents the situation wherea join messagemay be forwarded forever without
being able to read the node with the appropriate ID. An alternative method
to avoid the in nite forwarding of a join messagseis to include a time-to-live
(TTL) eld in the join message,and discard the messageonce the eld is

decremened to 0.

Té' The function p:best nger (aid) nds the best nger of p in order to reac aid.
We omit how ngers are maintained as they do not a ect correctness. Note
that the p:r is one of the ngers of p. If the best nger is p itself, then the
new node should be inserted betweenp and p:r. In our preseration, the right

neighbor is successomlnd the left neighbor is predecessor.

T4 If aleaving node has beenadknowledged,then it changesits ID to the empty
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string , sothat in action Té', an out node with an ID of always rejectsa join

request.

The correctnessproofs for the protocol in Figure 4.20 are largely similar to
those shown in Section 4.5 and hence are omitted. We remark that this protocol
can be trivially modi ed to maintain a ring where the nodes are organized based
on someother criteria (i.e., thosethat are not basedon node IDs), by changing the

implemenrtation of the best nger () function. It would be interesting to extend the

protocol to maintain ngers as well.
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pro cess p
var s:fin;out;jng;Ivg; busyg; r:l:t;a: Ve id:rid:lid :identi er
int s=out*r=I1=t=nil"id =rid = lid =
begin
T] s=out! id:= p:genid(); ha;aidi := contact();
if a=p! r;rid;l;lid;s:= p;id;p;id;in
[a6 p! s:=jng; send join (p;id;aid) to a
T, [s=in!
if l=p! r;rd;l;lid;s;id := nil; ; nil; ; out;
_ [16 p! s:=Ivg; send leave(r;rid) to |
Té [l rev join(a;aid;pid) from q!
if id 6 pid! send retry() to a
[[id = pid ! ho;bidi := p:best nger (aid);
if b=p~s=in! send grant(a;aid) to r;
r;rid;s;t:= a;aid;busy,r
[b=p~rs6in! sendretry() to a
[[b6 p! send join(a;aid;bid) to b
T) [ rcv leave(a;aid) from q!
if s=in~r=q! send grant(r;id) to a;
r;rid;s;t:= a;aid; busy,r
[s6in_r6 q! sendretry() to g
T3 [l rev grant(a;bid) from q!
if | =qg! send ack(l;lid;id) to a; I;lid := a;bid
16 g! send ack(nil; ; ) to a;
I;lid := q; bid
Ty [| rev ack(a;aid;qid) from q!
if s=jng! r;rid;l;lid;s:= q;qid;a;aid;in; send done&() to |
[[s=1Ivg! send dong() to I;
r;rid;l;lid;s;id = nil; ; nil; ; out;
Ts [l rev dong() from q! s;t:=in;nil
Te [l rev retry() from q!
if s=jng! s;id = out;
[s=1Ivg! s:=in
end

Figure 4.20: The protocol that maintains the Chord ring.
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Chapter 5

Main tenance of Ranch

In this chapter, we presen atopology maintenanceprotocol for Ranch. The protocol
usesthose presenred in Chapter 4 as a building block. The protocol handles both
joins and leaves concurrertly and actively. The protocols presered in this chapter
are simple. For example, the join protocol for Ranch, discussedin Section 5.2, is
much simpler than the join protocols for other topologies(e.g., [5, 22, 37]). Since
we are unaware of other protocols that handle both joins and leaves actively, a
comparisonin that regard cannot be made. We again usean assertional method to
prove the correctnessof the protocols.

The rest of this chapter is organized as follows. Section 5.1 provides some
preliminaries. Section 5.2 discusseshow to handle joins for unidirectional Ranch.
Section 5.3 discusseshow to maintain bidirectional Ranch under both joins and

leaves.

5.1 Preliminaries

We extend the de nition of the ring function introducedin Chapter 4 asfollows. A

set of processess form a (unidirectional) ring via their x neighborsif forall u;v2 S
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(which may be equalto ead other), there is an x-path of positive length from u to

v and u:x 2 S. Formally,
rng (S;x) = h8u;v:u;v2 S:u:x 2 S” path™ (u; v;x)i;

where path™ (u; v; x) is similarly de ned asin Section4.1. We use biring (S;x; y) to
meanthat a setof processess form a bidirectional ring via their x and y neighbors,

formally,
biring (S;x;y) = ring (S;x) A ring (S;y)* h&:u2 S:uxXxy = u”™ wy:x = ui:
A set of nodesS form a unidirectional Ranch via their arrays of x neighbors if
ranch(S;x) = h8 :ring(S ;x[j jDi
holds, and S form a bidirectional Ranch via their arrays of x and y neighbors if
biranch(S;x;y) = h8 :: biring (S ;x[j jl;yl jDi

holds, where S is the set of nodesin S pre xed by

The key to maintaining Ranch, therefore, is the joining or leaving of a single
ring: a node generatesthe next bit of its ID and joins an additional ring; it removes
the last bit of its ID and leavesthe ring with the longestbit string, among all the

rings in which the node participates.

5.2 Joins for Unidirectional Ranch

A processjoins Ranch ring by ring: it rst calls the contact() function to join the
0-ring. After it hasjoined the -ring, for some |, if it intendsto join onemorering,
it generatesthe next bit d of its identi er and joins the d -ring. But how doesthe
processnd an existing processin the d -ring? Note that we can no longer usethe

contact() function for this purpose.
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5.2.1 A Basic Proto col

The ideato overcomethis di cult y is asfollows. Supposethat processu intends to
join the 0-ring, wherej 0j = i. Processu sendsa join (u;i; 0) messagdo u:r[i  1].
This join messagés forwarded around the -ring. Upon receivingthe join message,

a processp makesone of the following decisions:

If a= p (i.e., the join messageoriginates from p and comesbad), then the

0-ring is empty and p createsthe 0-ring by setting p:r[i] = p.

If pisin the -ring but is not in the 0-ring, then p forwards the join message

to pirfi 1]

If pis not in the -ring, or p itself is also trying to join the O0-ring, then p

sendsa retry messageo a.

If pisin the 0-ring, then p sendsa grant messagedo a, informing a that p is

its r[i] neighbor.

Figure 5.1 shaws the join protocol for unidirectional Ranch. Here, we assume
that the contact() function returns a processu where u:s[0] & out if there is such a

process,and returns the calling processotherwise.

5.2.2 Pro of of Correctness

We next identify an invariant of this protocol. We rst introduce a few notations.
Recall that path* (u;v;x) denoteshd :i > 0: u:x' = vi. Let dist(u;v;x) denotethe
smallest such i. Note that by de nition, dist(u;v;x) > 0 and dist(u;v; x) is unde-
ned if such ani doesnot exist. In what follows, we use,for example,# join (u; ; )
to denotethe number of join messages all the channelswith u asthe rst param-
eter and arbitrary secondand third parameters(i.e., \ " means\don't care"). We

use, for example, u:r[i:;j ] 6 nil asa shorthand for h& :i k| : ur[k] 6 nili,
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pro cess p
var id : dynamic bit string; s: dynamic array of fout;in;jngg;
r : dynamic array of V& a:V® i :integer, d: 0::1
init  id = ~ s[0]= out
begin
T1 s[k] = out _ s[k] = in !
if s[k]=out! a;d:= contact();any
[ slk]=in! a;d:= r[k];random; id := p:grow(id;d) ;
if a=p! rlk];slk]:= p;in
a6 p! s[k]:= jng; send join (p;k;d) to a
T [l rev join(a;i; d) from q!
if a=p! rlk];slk]:= p;in
laé pri>0rsfi9=in~r(k<i_id[i96 d)!
send join (a;i; d) to r[i9
Jaé p” ((i=0~7s[i]6in)_(i> 0" (s[i96 in
_(k i7id[i9=d~s[i]6in))) ! send retry() to a
Ja6 pr(i=0_(si9=in~k irid[i9=d)) " s[i]=in!
send grant(r[i]) to a; r[i] ;= a
T3 [l rev grant(a) from qg! r[Kk];s[k] := a;in
Ty [l rev retry() from g! s[k] := out;
if k>0! id:= p:shrink(id)
[k=0! skip
end

Figure 5.1: The basicjoin protocol for unidirectional Ranch. The contact() func-
tion returns a processa suc that a:s[0] & out, and it returns the calling process
otherwise. A call to grow(id;d) appendsbit d to id; a call to shrink(id) removes
the last bit from id. We pre x the callsto grow and shrink by \ p:" to indicate that,

in cortrast to contact(), which is a global function, they are locally implementable.
We usek and i° as shorthands for jidj and i 1, respectively. The arrays s and r

have range [0::k]. When s and r grow, their new elemerts are initialized to out and
nil, respectively.
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I = AAB"CAD"R
A = (usfukl=ijng fu=2Drfu) 1
B: = uws[j]=in wr[j]6 nil
B, = us[0:uk) =in” (u:k = 0_ u:s[uk] = injjng)
Ci1 = (#grant(nil) = 0)
C, = #join(u;j;e)>0) j=uk”r(j=0_e=uid[j9)
C3 = m (join(u;j; );v)>0) u v jA((j=0ru6v)_virY9e nil
D1 = u62( v)_v62( u)
D, = v2 (u*virQuk]6 nil) how:w2 Vgig » w62( u) :wir[uk] & nili
R = ranch(U;r9

Figure 5.2: An invariant of the join protocol for unidirectional Ranch. We usej °asa
shorthand forj 1. For the sake of brevity, we have omitted the 8 quanti cation. All
the predicates above are quantied by 8 with appropriate dummies. For example,
B = h&u: Bi” Boi.

and u:sfi:;j ) = in asa shorthand for h& :i  k < j : u:s[k] = ini. We introduce
the following de nitions:
e g X if i=uwk”™m (grant;u)= 12 m (grant(x);u) =1
urti) = z urfi] otherwise,
8
Vaig \ fw:0< dist(u; w; rqu:k9) < dist(u;v;rqu:k9)g
% if uuk> 0" #join(u; ; )=1m (join(u; ; );v)=1
(u)= % A path* (u; v; rqu:k9)

otherwise,

f(u)
U

#join(u; ; )+ m (grant;u) + m (retry;u);

fu:ur9 j]6 nilg:
An invariant of this protocol is shavn in Figure 5.2.
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Theorem 5.2.1 invariant I.

Proof. Sincel clearly holds initially , it su ces to show that every action presenes
every conjunct of . We obsene that C; is trivially presened becausethe only
action that sendsa grant messages the last branch of T,, and the guard and B;

imply that r[i] & nil.

flg Ty flg: Supposethat s[k] = out and a = p. By Bo, we have k = 0. [A] This
action presenesp:s[0] 6 jng. [B] This action establishesu:s[0] = in * u:r[0] 6 nil.
[C2:3] Unaected. [D4] This action presenes ( p) = ;. [D2] The de nition of the
contact() function and the de nition of imply that " h8u :: ( u) = ;i . Hence,
this action does not truthify the anteceden. Since this action adds p to U and

establishesr[0] & nil, it doesnot falsify the consequeh [R] We obsene that

"

contact() returns p
) f def. of contact(); B»g
" h&u::uk = 07 u:s[0] = outi
) factiong
# pr[0]= p~ p:g0]=inh8u:ué p:uk=0" us[0]= outi
) fdef. of ranch, r%
# ranch(U;r9:

flg T1 flg: Supposethat s[k] = out and a & p. [A] This action establishesp:s[0] =

jng andf (p) = 1. [B] This action presenesp:s[0] 6 in. [C,.3] This action establishes
#join(p;0; ) = 1 and m (join(p;0; );a) > 0; the consequets clearly also hold.

[D; R] Una ected.

flg T, flg: Supposethat s[k] = in and then a = p. Let denote the old p:id.
[A] Una ected. [B] This action establishesp:s[j dj] = in and p:r[j dj] = p. [C2]
It follows from A that | #join(p; ; ) = 0. [C3] This action does not falsify the
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consequeh becauseit grows p:id and establishesp:rqj dj] 6 nil. [D4] This action
may add p to ( u) for someu, but it presenesD; because( p) remains;. [D>]
Sincethis action presenes ( p) = ;, it may truthify the anteceden only if v=p
and for someu 6 psudithat " u2 V g™ uk = j dj. But this is impossiblebecause
"pslj jl=in®prfj]=prp2V,andR impliesthat " u62v _ ur9j j]= nil
This action doesnot falsify the consequeh becauseit increasesV ¢ and establishes

p:r[j dj] & nil. [R] We obsene that

prrfi j1=p” pisfj j]=in
) fA; def. of rYy

"prdiil=p
) fR; B; def. of r%

"U =fpghUg=;
) factiong

#Ugq="fpg” pirqj dij=p
) fRg

# 1ing (U ¢;r 9 dj]):

flg Ty flg Supposethat s[k] = in anda & p. [A] This action establishesp:s[p:k] =
jng, increased (p) from 0to 1, and incremerts p:k by 1. [B] This action establishes
p:s[p:k] = jng and incremerts p:k by 1. Note that the new elemen p:r[p:k] is
initialized to nil. [C,] This action establishes# join (p;p:k; p:id[p:K]) > 0. [C3] It
follows from B that a & nil (i.e., the join messagds sert to a nhon-nil process).Let
" be the old p:k. This action establishesm (join(p;” + 1;d);a) > 0. We obsene

that

" prl]=arpsg]=in
) fdef. of rY
" prf]=a
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) fR; action; guard of the secondif statemertg

| arT]6nil~"p a “"~a6p:

This action doesnot falsify the consequeh becauseit grows p:id. [D 1] This action
presenes ( p) = ;. Thus, ewen if this action falsies p 62 ( v) for somev, it
presenesv 62( p). [D2] Let bethe old p:id. This action doesnot truthify the
anteceden because# p:r9j dj] = nil. This action does not falsify the consequen

becauseit enlargesV 4. [R] Una ected.

flg T, flg: SupposeT, takesthe rst branch (i.e., self). [A] This action changes
p:§[p:K] from jng to in and decreased (p) from 1 to 0. [B] This action establishes
both p:g[p:k] = in and p:r[p:k] & nil. [C,] This action removes a join message
and presenes p:id. [C3] This action removes a join message. It does not falsify
the consequeh becauseit establishesp:ryp:k] 6 nil. [D1] This action establishes
(p =;. [Dy] It follows from C, and C3 that | = p:k > 0. Let pid = d. We

obsene that beforethis action

#join(p; ; )=12m (join(p; ; );p) =1
) fB; def. of r® Rg

path™ (p; p;r9j 1)
) fdef. of ; B; def. ofr%

( p)= Vpia nfpg
) fD1g

h8u:u2 Vpig : p62( u)i:

Therefore, this action doesnot truthify the antecedernt. This action doesnot falsify
the consequen either becauseit establishesboth ( p) = ; and p:r[p:k] 6 nil. [R]

By the derivation for D, above, we have
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( P) = Vpia nfpg
) fD,; A; def. of r'%

" h8u:u2 Vpig : wrgpik] = nili
) factiong

# ring (Up;iq ; r Yp:K]):

flg T, flg: SupposeT, takes the secondbranch (i.e., forward). [A;B;C5] Un-
aected. [C3] Let w be pir[i9. Then Cz, B, and the de nition of r®imply that
p:k i w 6 nil (i.e., the join messageis forwarded to a non-nil process).
This action establishesm (join(a;i; );w) > 0. It follows from C3 and R that
wrrJi96 nil~a p i~p w i. This action doesnot falsify the consequeh [D 1]
This action presenes ( a), dueto the guard of this branch and the de nition of .

[D2] This action presenes ( a). [R] Una ected.

flg T, fl g SupposeT, takesthe third branch (i.e., retry). [A] This action decre-
mernts #join(a; ; ) by 1 and incremerts m (retry;a) by 1, preservingf (a). [B]
Una ected. [Cy,3] This action removesa join message.[D] This action establishes

( @ = ;. [R] Unaected.

flg T, flg: Supposethis action takes the fourth branch (i.e., grant). [A] This
action decremetts # join (@) by 1 and incremerts m (grant; a) by 1, preservingf (a).
[B] This action presenes p:r[i] & nil, due to the guard of this branch and C,,
which implies that a 6 nil. [Cy3] This action removes a join message truthi es

a:r9i] 6 nil, and presenesp:rJi] 6 nil. [D1] This action establishes ( a) = ;. [D>]
This action establishesboth ( a) = ; and a:r9a:k] 6 nil. Hence,it may truthify

the anteceden only if v = a and u:k = ak, for someu 6 a. If p62( u), then p
is the w that satis es the consequeh If p2 ( u), then there exists somew 6 p
that satis es the consequeh becausep 2 ( u) * p:rJu:k] 6 nil. This action does

not falsify the consequeh becauset establishes( a) = ; and presenesp:r[i] 6 nil.
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[R] This action changesa:rJa:k] from nil to the old p:ra:k] and changesp:rJa:K]

to a. Hence,it presenesring (Ua.iq; rlja:idj]).

flg T3 flg: [A] This action falsi es p:g[p:K] = jng and decreased (p) from 1to O
by decremening m (grant;p) by 1. [B] This action establishesboth p:s[p:k] = in
and p:r[p:k] & nil. [Ca.3;D1] Una ected becauseby the de nition of rC this action
presenes p:rgp:k], which is non-nil. [D»] This action establishesp:r[p:k] 6 nil and
presenes p:rdp:k] 6 nil. Henceit doesnot truthify the anteceden or falsify the

consequeh [R] This action presenesp:rqp:K].

flg T4 flg: [A] This action falsies p:s[p:k] = jng and decreased (p) from 1 to
0 by decremerting m (retry;p) by 1. [B] This action shrinks p:id by one bit. It
follows from B and the action that # p:r[0::p:k] 6 nil. [C»] This action shrinks p:id,
but " m (retry;p) > 0 and A imply that | #join(p; ; ) = 0. [C3] This action
doesnot falsify the consequeh because" p:r9p:k] = nil. It shrinks p:id but A and

"“m (retry;p) imply that | #join(p; ; ) = 0. [D1.2, R] Una ected.

Therefore, | is an invariant. ]

The protocol in Figure 5.1 satis es two progressproperties. Firstly, onceall
the grant messagesre delivered, by the de nition of r® we have h&u :: u:r = u:r§
and henceranch(S;r), whereS = fu : u:s[0] = ing. Secondly a join messagewill
eventually be granted, be declined, or go bad to its originator. To seethis, we only
needto reasonthat if a join messages not granted or declined during its traversal
on the, say, -ring, then it will evertually come bad to its originator. This is
true becausewhile the expansionof the -ring may prevert the join messagegrom
coming badk to its originator, the -ring hasto stop expanding evertually because

there are only a nite number of nodes.
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5.2.3 Avoiding Livelocks

The join protocol in Figure 5.1, though correctly maintains the Ranch topology,
may get into the following livelock situation. Supposethat processesu and v are
in the -ring and they both intend to join the 0-ring, which is empty. The join
messagefrom u and that from v may read ead other at the sametime and they
are both rejected. Then u and v may try to join the 0-ring again. This situation
can repeat forever. Hencea livelock. On the other hand, we cannot forward both
of the join messagedecausethat may causethe creation of two 0-rings.

The aforemertioned livelock problem partly results from the symmetry of u
and v: they have the sameidentier. To overcomethis problem, we use an idea
similar to leader election on a ring. We assumea total order on the processes.
There are many ways to adiieve such a total order. For example, the processes
can generatea su cien tly large random number, or they can generatein advance
a su cien tly long identier sothat all identi ers are unique. We do not concern
ourseheswith the method of achieving sud a total order in this dissertation.

With the total order in place, upon receiving a join (a;i; d) messageon the

-ring, if processu is alsotrying to join the d -ring, then it comparesitself with a
basedon the total order. If u < a, then u forwards the join messageand sets u:c,
a local variable, to a (i.e., u recordsthat a processwith higher order is also trying
to join the d -ring). If u > a, then u sendsa retry messagdo a. If the join (a;i; d)
messagecomesbad to processesa, then a rst comparesa:.c with a. If a.c > a,
then a withdraws the current attempt to join. If a:c &, then a forms a singleton
ring.

Figure 5.3 shawvs a join protocol, which we refer to asthe fancy join protocol,
that realizesthis idea. This protocol also correctly maintains the Ranch topology;
we omit its correctnessproofs becausethey are similar to those preseried in Sec-

tion 5.2.1. Weremark that this leaderelectionalgorithm is not a seriousperformance
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pro cess p
var id : dynamic bit string; s: dynamic array of fout;in;jngg;
r : dynamic array of V% a;c: V% i :integer, d: 0:1
init id = * s[0]= out
begin
T1 s[k] = out _ s[k] = in !
if s[k]= out! a;d:= contact();any
[ slk]=in! a;d:= r[k];random; id := p:grow(id;d) ;
if a=p! rlk];slk]:= p;in
a6 p! s[k];c:= jng;p; send join (p;k;d) to a
To [l rev join(a;i; d) from q!
if a=p~rc=p! r[k];sk];c:= p;in;nil
[a=p~c6 p! g[k];c:= out;nil; id := p:shrink(id)
Naé pri>0~rsfi9=in~(k<i_id[i96 d
_(id[i9=d~ s[i]6 in)) ! send join (a;i; d) to r[iY;
if k i7id[i9=d! c:= max(c;a)
Tk<i_id[i96 d! skip
Jaé p” ((i=0"s[i]6in)_(i>0"s[iq6 in))!
send retry() to a
Ja6 pr(i=0_(si9=in~k i7id[i9=d)) " s[i]=in!
send grant(r[i]) to a; r[i] ;= a
T3 [l rev grant(a) from qg! r[K];s[k];c:= a;in;nil
Ty [l rev retry() from q! s[k];c:= out;nil;
if k>0! id:= p:shrink(id)
[k=0! skip
end

Figure 5.3: The fancy join protocol for unidirectional Ranch. The notational con-
vertions are similar to those usedin Figure 5.1.

drawbadk: the algorithm is invoked only when multiple nodesare competing to join
an empty ring, which doesnot happen often, becausein practice, to acieve good
performance (i.e., logarithmic network diameter), a processjoins as many rings as
possibleuntil the smallestring to which it belongsconsistsof only a (small) constart
number of processes.Hence,only a constart number of processesompete to join

an empty ring.

Theorem 5.2.2 The fancy join protocol is livelock-free.
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Proof idea: We obsene that an attempt to join, say, the 0-ring may only fail due
to one of the following two reasons: (1) the -ring is expanding, or (2) there is a
processwith a higher order also attempting to join the 0-ring. Sincethere are only
nite number of processesand rings, attempts to join a ring leadsto the expansion
of somering (although maybe a di erent ring). Hence,the systemis livelock-free.

5.3 Main tenance of Bidirectional Ranch

Similar to Section 4.5, our approad to designinga protocol that maintains bidi-
rectional Ranch under both joins and leavesis to rst designa join protocol and a
leave protocol, and then combine them. As it turns out, while handling both joins
and leavesfor a ring requiresan additional conjunct, handling both joins and leaves

for Ranch is much more complicated than handling them separately

5.3.1 Joins for Bidirectional Ranch

The join protocol for bidirectional Ranch is a simple combination of the ideasin
Sections4.3 and 5.2. Figure 5.4 shaws the protocol. We omit its correctnessproofs

asthey are subsumedby thoseto be presenred in Section5.3.3.

5.3.2 Leaves for Bidirectional Ranch

A procesdeavesRand ring by ring, starting from the ring with the longestbit string
among all the rings in which the node participates. The leave protocol for bidirec-
tional Ranch is a straightforward extension of the leave protocol in Section 4.4.
Figure 5.5 shows the protocol. We omit its correctnessproofs asthey are subsumed

by thoseto be presered in Section5.3.3.
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pro cess p
var id : dynamic bit string; s: dynamic array of fout;in;jng;busyg;
r:1;t : dynamic array of V¢ a: V% i :integer, d: 0:1
init  id = ~ s[0]= out
begin
T1 s[k] = out _ s[k] = in !
if s[k]= out! a;d:= contact();any
[ s[k]=in! a;d:= r[k];random; id := p:grow(id;d)
if a=p! rlk];I[K];s[k] := p;p;in
a6 p! s[k]:= jng; send join (p;k;d) to a
T [l rev join(a;i; d) from q!
if a=p! r[K];IK]sK]:= p;p;in
laé pri>0rs[i9=in~r(k<i_id[i96 d)!
send join (a;i; d) to r[i9
Jaé p” ((i=0~"s[i]6in)_(i> 0" (s[i96 in
_(k inid[i9=d~ g[i]6in))) ! send retry() to a
faé pr(i=0_(si9=in~k i7id[i9=d)) " s[i]=in!
send grant(r[i]) to a; r[i]; s[i];t[i] ;= a;in;r]i]
T3 [l rev grant(a;i) from q! send ack(l[i]) to a; I[i]:= a
Ty [l rev ack(a) from qg! r[k];l[k]; s[K] := g;a;in; send done(k) to I[K]
Ts [l rev done(i) from q! g[i];t[i] := in;nil
Te [l rev retry() from g! s[k] := out
if k> 0! shrink(id)
[k=0! skip
end

Figure 5.4: The join protocol for bidirectional Ranch. The notational conventions
are similar to thoseusedin Figure 5.1.

108



pro cess p
var id : dynamic bit string; s: dynamic array of fout;in;jngg;
r : dynamic array of V¢ a: V% i :integer, d: 0:1
init  s[0:k] = in
begin
T1 [l s[k]=in!
if I[K]=p! r[k];1[k];s[k] := nil;nil;out;
if k>0! id:= p:shrink(id)
[k=0! skip
I1Ik] & p! s[k]:= Ivg; send leave(r[Kk]; k) to I[K]
To [l rev leave(a;i) from q!
if sli]=in~rf[i]=q! send grant(qg;i) to a;
rli]; sfi];t[i] ;= a;busy;r|[i]
[ s[i]6in_r[i]6 q! send retry() to g
T3 [l rev grant(a;i) from q! send ack(nil) to a; I[i]:= q
Ty [l rev ack(a) from g! send done(k) to I[k];
r[k]; I[K]; s[k] := nil; nil; out;
if k>0! id:= p:shrink(id)
[k=0! skip
Ts [l rev done(i) from q! g[i];t[i] := in;nil
Te [l rev retry() from g! s[k]:= in
end

Figure 5.5: The leave protocol for bidirectional Ranch. The notational convertions
are similar to those usedin Figure 5.1.

5.3.3 Joins and Leaves for Bidirectional Ranch

Designing a protocol that handlesboth joins and leavesis a much more challenging
problem than designingtwo that handle them respectively. In particular, there are
two subtleties.

The rst subtlety is asfollows. Supposethat thereisajoin (a;j 0j; 0) message
in transmission from u to v, both of which are in the -ring. Sincewe only assume
reliable delivery, when this join messages in transmission,v may leave the -ring,
and ewven worse, v may join the -ring again, but at a dierent location. If this
happens, then the join messagemay \skip" part of the -ring, which may contain

someprocessesn the 0-ring. Therefore, if the join messagecomesbadk to process
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a, it causesa to form a singleton ring, resulting in two 0-rings, which violates the
de nition of Randh. Figure 5.6 describesthis subtlety.

The secondsubtlety is asfollows. Supposethat u and v belongto the -ring
and w is the only processin the 0-ring. Then u decidesto join the 0-ring and
sendsout a join (u;j 0j;0) message.But when this messagehas passedv but has
not reached w, v also decidesto join the 0-ring and sendsout a join (v;j 0j;0)
message.Since we only assumereliable delivery, the join (v) messaganay reacd w
earlier than the join (u) messagaloes. Hence,v is granted into the 0-ring, but then
w may leave the O0-ring. Therefore, the join (u) messagedoes not encourter any
processin the 0-ring beforeit comesbad to u, causingu to create the O0-ring.
This violates the Ranch de nition, becausethe 0-ring already exists and consists
of v. Figure 5.7 describesthis subtlety.

We usethe following idea to overcomethesetwo subtleties. When u decides
to join, say, the O0-ring. It changesu:s[j j] (from in) to wtg (waiting), a new state.
Upon receiving a join (u; i; 0) messageprocessv rst chedksif vis[i 1]= in. If so,
v takesappropriate decisionasbefore,and if it needsto forward the join messagey
changesv:s[i 1]to wtg. If not, v sendsa retry messageo u. After u receiveseither
agrant or aretry messageit sendsan end messagewhich is forwarded on, to change
the state of those processesvhich has beenset to wtg by its join messagebadk to
in. Intuitiv ely, changing a state to wtg prevens a processfrom performing certain
join or leave operation that may jeopardize an ongoing join operation. Figure 5.8
describes this idea. The protocol that realizesthis idea is shown in Figures 5.9
and 5.10.
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Figure 5.6: The rst subtlety in maintaining bidirectional Ranch under both joins
and leaves: (a) u sendsa join message(b) v leavesthe 01-ring; (c) v joins badk the
01-ring but at a di erent location; (d) the join messagdrom u is forwarded bad to

u.
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(e) ®

Figure 5.7: The secondsubtlety in maintaining bidirectional Ranch under both
joins and leaves: (a) u sendsa join (u) message(b) v forwards the join (u) message
becausev has not decidedto join the 01-ring yet; (c) v decidesto join the 01-ring
and sendsa join (v) messagejd) the join (v) messagearrivesw before the join (u)
messagaloesand v is granted into the 01-ring; (e) all the nodes,exceptv, leave the
01-ring; (f) the join (u) messagecomesbad to u.
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Figure 5.8: Changing nodesto the wtg (waiting) state.

5.3.4 Pro of of Correctness

We next identify an invariant for this protocol. In what follows, we use k° as a

shorthand for k 1. We rst introduce somede nitions.

f(u) = #join(u; ; )+ m*(leave;u) + #grant(u; )+ m (ack;u)
+ m (retry;u);
g(u;i) = m*(grant( ;i);u) + m (done(i);u) + h(u;i);
h(u:i) = g m(ack; u:t[i]; u:r[i]) + m(ack; w:r[i]; u:t[i]) if u:t[i] & nil ~ u:r[i] 6 nil
20 otherwise,
8
v if w:s[i] = jng ™ #grant(u;i) = 1~ m (grant(u;i);v) = 1
% Y, if u:s[i] = jng ™ # grant(u;i) =0
urqi = Am (ack;u) = 1~ m(ack;v;u) = 1

% nil if w:sfi]= Ivg”™ #grant(u;i) + m (ack;u) =1

urr[i] otherwise,
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pro cess p
var id : dynamic bit string;
s : dynamic array of fin;out;jng; Ivg; busy, wtgg;
r:1;t : dynamic array of V& a: V% i:integer, d:[0::1]
init id =~ s[0]= out
~ begin
T] s[k] = out _ s[k] = in !
if s[k]= out! a;d:= contact();any
[ s[k]=in! a;d:= r[k];random; id := grow(id;d)
if a=p! r[k];[K]; s[k] := p;p;in
a6 p! s[k]:= jng; send join (p;k;d) to a;
if k>0! s[kq:= wtg
[k=0! skip
T] [ slk] = in!
if I[K]=p! r[k];1[k];s[k] := nil;nil;out;
if k>0! id := shrink(id)
[k=0! skip
_ k] & p! s[k]:= Ivg; send leave(r[k]; k) to I[K]
TS [ rev join (a;i; d) from q!
if a=p! riI[i};s[i] = p;p;in;
if i>0! s[iq:=in; send end(p;i9 to rl[iY
[i=0! skip
fJaé pri>0rsiQ=in~(k<i_id[i96 d)!
s[iq := wtg; send join (a;i; d) to r[iY
la6 p”((i=0~"s[i]6in)_(i> 0" (s[iY6 in
_(k i7id[iQ=d~ s[i]6in)) ! send retry() to a
Ja6 pr(i=0_(si9=in~k i~id[i9=d)) " s[i]=in!
send grant(a;i) to r[i]; r[i]; s[il;t[i] ;= a;busy;r|i]
Figure 5.9: The combined protocol for bidirectional Ranch (to be cortinued in
Figure 5.10). We usek, k® and i®asshorthandsfor jidj, k 1,andi 1, respectively.

The arrays s;r;1;t all have range[0::k]. When s grows, the new elemert is initialized
to out; whenr;l;t grow, the new elemeris are initialized to nil.
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T) [ rev leave(a;i) from q!
if s[i]=in~rf[i]=q! send grant(q;i) to a;
riil; sli];tfi] ;= a;busy;r|i]
[ s[i]6é in_r[i]6 q! send retry() to g
[l rev grant(a;i) from q!
if 1[il=qg! send ack(l[i]) to a; I[i]:
[1[i16 q! send ack(nil) to a; I[i]:

Ty [l rev ack(a) from q!
r[k]; I[k]; slk] := q; a;in; send done(k) to I[K];

if s[k] = jng!
if k> 0! s[kq:=in; send end(a;k9 to r[k9

[k=0! skip
[l s[k]=Ilvg! send done(k) to I[K]; r[K];1[K];s[k] := nil;nil; out;

if k> 0! id := shrink(id)

[k=0! skip
Ts [l rev done(i) from q!
Ts [l rev retry() from q!

if s[k]=jng! s[k]:= out;
if k> 0! id:= shrink(id); s[k]:= in; send end(q; k) to r[k]
[ k=0! skip
[ s[k]=1Ivg! s[k]:=in

[l rev end(a;i) from q!
if p6 a! sfi]:= in; send end(a;i) to rJi]

[ p=a! skip

a
q

T3

s[i]; t[i] := in;nil

T7
end
Figure 5.10: The conmbined protocol for bidirectional Ranch (continuing from Fig-

ure 5.9).
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: v if u:sfi]= jng ™ #grant(u;i) = 1~ m* (grant(u;i);v) = 1
X if u:s[i]= jng ™ #grant(u;i) = 0 m (ack;u) =1
Am (ack(x);u) = 1
nil if u:s[i]= Ilvg”™ #grant(u;i) + m (ackju) =1
wlfil= _ x if #grant(u;i) + m (ack;u) = 0~ m (grant( ;i);u) = 1~
m (grant(x;i);u) = 1~ x:s[i] = jng
Y if #grant(u;i) + m (ack;u) = 0 m (grant( ;i);u) = 1"
m(grant(x;i);v;u) = 1" x:s[i] = Ivg

u:lfi] otherwise,
8
X ifuk>0Mus[ukl=jng"rf(u=1

Am (join (u; ; );v) = 17 path* (u;v;rquik9)
X ifuk>0Mus[ukl=jng”f(u)=1
A m* (grant(u; );v) = 17 path* (u;v; rqu:k9)
(u=_ X ifusukl]=jng”f(u)=1
Am (ack(v);u) = 1/ path™ (u;v;rJu:k9)
X ifusfukl]=jng~rf(u)=1
A m(retry;v;u) = 1~ path™ (u;v; rqu:k9)
. otherwise,
where

X = fug[ fw:0< dist(u;w;rqu:k9) < dist(u;v;rJu:k9ya:

Weuse and to denoteinstancesof the end messageand, with a slight abuseof
notation, we use ! to denotethe rst parameterof and we use 2 to denotethe

secondparameter of . For ewery instance of the end messagewhere is being
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settouand '=v,dene ( ) to be:

8
% fug[ fw:0< dist(u;w;rq 2] < dist(u;v;rq ?))g
()= if path* (u;v;rq 2)~ué v

otherwise.

An invariant of the combined protocol is shown in Figure 5.11. In order to reusethe
proofsin Section 4.5, we do not strive to simplify the invariant in Figure 5.11. For
example,the C and F conjuncts can be combined, but we do not do so becausethe
C conjunct is almost identical to the C conjunct of the invariant for the conbined

protocol for a singlering preseried in Section4.5.
Theorem 5.3.1 invariant I|.

Proof: It suces to chedk that ewvery action presenes every conjunct of . We

obsene that conjunct D is trivially presened by ewvery action.

flg T{ flg: [A1] If ajoin messagas sert, then this action establishesboth p:s[p:k] =
jng and f(p) = 1. If no join messageis sert, then this action presenes both
p:g[p:K] & jngjlvg andf (p) = 0. [A2] This action presenesp:s[p:k] 6 busy. [A3] This
action either presenesp:k = 0 or incremerts p:k by 1; in either case,it establishes
p:g[p:K] = injjng. [B1] If a join messages sert, then # p:s[p:k] = jng * p:r[p:K] =
p:A[p:K] = nil. If nojoin messages ser, then # p:s[p:k] = in " p:r[p:K] = p:l[p:K] = p.
[B2] This action changesa state from outjin to injjng. [C] Similar to the proof for a
ring. [Ejl] Supposethat ajoin messages sen. If p:k remainsO0, then the consequen
clearly holds. If p:k becomespositive, then this action establishesp:s[p:kq = wtg
and sendsthe join messageo p:r[p:k9, and R implies that path* (p;p;rqp:k9). [E}]
This action presenesm™ (leave; p) = 0. [E,] This action may falsify the consequen
only if x = p. But A; implies that | # grant(p; ) = 0. [Ej, E!S] This action may
truthify the antecederts or falsify the consequets only if v = p. But A; implies that
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ANBACADAMEAFAR

A1 = (ws[uk]=jngjlvg f(u =21 fu) 1
Az = (us[j]=busy g(uj)=1"g(uj) 1
Az = ws0:u:k) = injbusyjwtg ™ (u:k = 0_ u:s[u:k] & out)
B: = (us[j]6 outjjng ur[j]6 nil ™ w:l[j] & nil)
A(wr[j16 nil  wlfj]6 nil)
B, = uws[j]= busy ut[j]é nil
C'1 = m*(leave(x;j);u) > 0) wk=j us[j]=Ivg” urfj]= x
C'2 = m(grant(x;j);u;v) > 0~ x:s[j]=jng) uwt[jl=vArvi[j]l=u
Ch = m(grant(x;j);u;v) > 0~ x:s[j]= Ivg
) uwtfjl=xMwrfjl=vArvi[j]l=x~xlI[j]=u
cg = m(ack(xX);u;v) > 0" vis[vik] = jng) xit[vikl]= u”® xirjvik]= v
Cl = m(ack(x);u;v) > 0" vis[vik] = Ivg
) x = nil * vi[vik]:t[vik] = v~ vil[vik]ir[vik] = u
Cs = m(done(j);u;v) > 0) v:it[j]6 nil
D1 = #grant(nil; )=0
D, = #join(u;j;€)>0) j=uk”(j=0_e= wid[j 9
E! = m(oin(w;j; );u;v) >0
) ((=02u6v)_(us[9=wtg” wr[j9= v~ path* (w;u;rq9)
E, = m(grant(x;j);u;v) >0
_ ) j=xk(=0_xs[j]=Ivg_path* (x;u;r99)
E} = m(ack(x);u;v) > 072 vis[vik] = jng A vik 1) path® (v;x; rqvik9)
EL = m(retry;u;v) > 02 vis[vik] = jng * vik 1) path* (v;u;rqvik9)
Ee = m (end(v;j);u)>0) u=v_path* (u;v;rgI)
Fi1. = uk=vk) (uw\ (v)=;
Foo = 2= 2) ()\ ()=
F3 = 2=uk® (uw\ ()=;
Fa = (u)\ Upig fug
Fs = v2 (u)) vsukq=wtg
Fe = u2 ( )) us[ ?]= wtg
R = biranch(U;r%19

Figure 5.11: An invariant of the combined protocol for bidirectional Ranch. For the
sale of brevity, we have omitted the 8 quanti cation. All the predicatesabove are
quanti ed by 8 with appropriate dummies. For example,B = h&8u:: B1”" Bai.
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I m (ack;p) + m (retry;p) = 0. [Eg] This action doesnot falsify the consequeh
becauset doesnot falsify path* (u; v;r9j]) for any u;v;j. [F1.4] This action presenes
( p) = ;. [F2:3] This action doesnot generateor remove any end messagejt does
not falsify path™ (u;v;r9j]) for any u;v;j andit presenes ( p) = ;. [Fs] This action
presenes ( p) = ; and doesnot falsify v:s[j] = wtg for any v;j. [Fg] This action
doesnot truthify the anteceden because,if a join messages sen, then all the r©
values are presened, and if no join messagds sert, then after the action, p is the
only processwith somer °value becomesp. This action doesnot falsify u:s[j] = wtg
for any u;j. [R] If this action doesnot send a join messagethen it createsthe

-ring, where is the new p:id. If this action sendsa join messagethen it does

not a ect R.

flg T{ flg [A{] Similar to the proof for a ring. [Az] Similar to the proof for a
ring. [As] Let * be the new p:k. The rst branch either establishesp:s[0] = out
or p:['] = injbusyjwtg (by As). The secondbranch changesp:s['] from in to Ivg.
[B1] Similar to the proof for aring. [B2] Similar to the proof for a ring. [C] Similar
to the proof for aring. [D»] By A1, | #join(p; ; ) = 0. [Ej, rst branch] Let °
be the old p:k. By R, beforethis action, p is the only processwhoser '] value is
p. Hence,this action may falsify the consequen only if u = p. But " p:g['] = in.
[Ej , secondbranch] This action doesnot falsify the consequeh becauset presenes
p:s['] 6 wtg. [E!, rst branch] By A;, | m*(leave;p) = 0. [E!, secondbranch]
This action establishesm™ (leave(p;p:k);p) > 0. [E», rst branch] This action may
falsify the consequenh only if x = p, but A1 implies that | # grant(p; ) = 0. [E>,
secondbranch] This action presenesp:g[p:k] 6 jng. [Ej, rst branch] This action
may falsify the consequeh only if x = p. But A implies that | # ack(p) = O. [Ej ,
secondbranch] This action presenesp:s[p:k] 6 jng. [Ej, rst branch] This action
may falsify the consequeh only if u = p. But C3 implies that | m (retry;p) = O.
[Ej , secondbranch] This action presenesp:s[p:k] 6 jng. [Es] This action may falsify
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the consequen only if u = v = p. [F1, rst branch] Let bethe old p:id. Since
beforethis action, p is the only processon the -ring, removing p from the -ring
doesnot aect any value. [F1, secondbranch] Una ected. [F,, rst branch] By
Eg, if p hasany incoming end(u; ') messagethen u = p. Hence,removing p from
the -ring presenesthe emptinessof the value of those messages.[F», second
branch] Una ected. [F3, rst branch] This action presenesall the and values.
It may truthify the anteceden only if u= p, but I ( p) = ;. [Fs, secondbranch]
Una ected. [F4] This action presernes ( p) = ; and the rst branch establishes
U = ; where is athe old piid. [Fse] This action presenesall the  and

valuesand presenesp:s[ ] 6 wtg. [R, rst branch] This action removesp from the

singleton -ring. [R, secondbranch] Una ected.

flg Té' flg: Supposethat this action takesthe rst branch (i.e., self). [A1] This
action decreased (p) from 1 to 0 and establishesp:s[p:k] = in. [A2] This action
doesnot truthify p:g[j] = busyfor any j. [A3] This action changesp:g[p:k] from jng

to in, and changesp:s[p:k 1] from wtg to in if necessary [B 1] This action changes
p:§[p:K] from jng to in and truthies both p:r[p:k] 6 nil and p:l[p:k] & nil. [B>]
This action presenesp:s[p:k] 6 busy. [C'l] By A and " #join(p; ; ) > 0, we have
| m*(leave;p) = 0. [Cy3] This action truthies p:r[p:k] & nil and p:l[p:k] & nil.

Henceit doesnot falsify any of the consequets. [C4] Una ected. [D»] This action
removes a join messageand falsi es both p:s[p:k] = jng and p:s[p:kq = wtg if
necessary [Ejl] This action removes a join message.lt may falsify the consequeh
only if u = pandj = p:k. We obsene that there is no outgoing join (x; p:k; )

messagdrom p, for any x, becauseotherwise, by the de nition of and by El, p2

( p"rp2 ( x), conradicting F;. [E2] This action doesnot falsify the consequeh
becauset presenesp:s[p:k] 6 Ivg and truthi es p:rqp:k] 6 nil. [Ej, Eg] This action
falsi es p:s[p:k] = jng and truthies p:rqp:k] 6 nil. [Eg] This action doesnot falsify

the consequeh becausat truthi es p:r9p:k] 6 nil. [F1] This action presenesp:k and
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truthies ( p) = ;. [F2] Let S bethe old ( p). This action createsa new instance
of the end messageand ( ) = Snfpg. Thus, by F3, this action presenesF».

[F3] By F1, this action presenesFj3. [F4] Let be pid. By R and the de nition

of , " ( P) = Vpidpo:pkoy- Hence,F4 and " p:rgp:k] = nil imply that " U = ;.
This action puts p into U but establishes ( p) = ;. [Fs] This action does not
truthify the anteceden becauset establishes( p) = ;. This action may falsify the

consequeh only if v = p and u:k = p:k. But F1 implies that p does not belong
to ( u) of any u such that u:k = p:k and u 6 p. [Fg] This action createsa new
instance of the end messagesuch that ( ) = Snfpg where S is the old ( p).

Hence,by Fs, this action presenesFg. [R] This action createsa singleton -ring.

flg T% flg: Supposethat this action takesthe secondbranch (i.e., forward). [A{]
This action presenesf (a) = 1. [A,] Una ected. [A3] Unaected. [B1] Una ected.
[B,] Una ected. [C] Una ected becausethis action changesp:s[i9 from in to wtg.
[D»] This action forwards the join messagainchanged. [Ejl] This action establishes
both m(join (a;i; );p;p:r[i%) > 0 and p:s[iq = wtg. By E}, " path* (a;q;r%i9) »
qr%i9 = p. Hence,# path* (a;p;r4i%). [E2;EL;EL] This action presenesp:s[i9 6
jing. [Es] Una ected. [F;] This action addspto ( a), and F; is presened due to
Fs. [F2] Una ected. [F3] This action addspto ( a), and F3 is presened dueto Fg.
[F4] This action addspto ( a), but dueto the guard of this branch, p 62U,.iq. [F5]
This action addspto ( a) and truthies p:sfa:kq = wtg. [Fe] This action truthi es
p:s[id = wtg. [R] Una ected.

flg T% f1g: Supposethat this action takesthe third branch (i.e., retry). [A1] This
action presenesf (a). [A2] Unaected. [Az] Unaected. [B;] Unaected. [Bj]
Una ected. [C] Unaected. [D»] This action removes a join message.[Ejl] This
action removesa join message.[E»; E  Eg] Una ected. [Eg] This action truthi es
m(retry;p;a) > 0, and Ejl implies that if axk 1, then path* (a;p;r9a:k9). [F]

Una ected because( p) is presened. [R] Una ected.
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flg Té' flg. Supposethat this action takes the fourth branch (i.e., grant). [A1]
Similar to the proof for a ring. [A2] Similar to the proof for a ring. [A3] This action
changesp:g[i] from in to busy. [B1] Similar to the proof for a ring. [B2] Similar to
the proof for a ring. [C] Similar to the proof for a ring. [D2] This action removes
a join message.[Ejl] This action removes a join message.It does not falsify the
consequeh because' p:s[iY 6 wtg and this action doesnot falsify path* (w; u;r9j 9)
for any w; u;j becauset changesp:rJi] to a and changesa:rJa:k] from nil to the old
p:r9i]. [E2] Let w bethe old p:r[i]; B1 implies that w & nil. This action establishes
m(grant(a;i);p;w) > 0. By D, i = aikk” a:g[i] = jng, and by EL ifi 1, then
path* (a;p;r9iY9). This action does not falsify the consequeh becauseit presenes
p:k and p:g[i] 6 jng, and this action doesnot falsify path* (x; u;r9j 9) for any x; u;j .
[Ej , Ejs] This action presenesp:s[i] 6 jng and doesnot falsify path™ (v; x;j) for any
V;X;j. [Eg] This action does not falsify path* (u;v;r9j]) for any u;v;j. [F1] This
action presenes ( a). Since" p:g[i] = in ™ a:g[i] = jng, by Fs, neither of them is in
( w) wherew:k = i + 1. Hence, changing p:rJi] and a:r9i] doesnot a ect any
value. [F2] Since" p:g[i] = in ~ a:g[i] = jng, by Fg, neither of themisin ( ) where
:k = i. Hence,changing p:rqi] and a:r9i] doesnot a ect any value. [F3] Similar
to F1. Unaected. [F4] Let be aid. This action presenes ( a). It truthies
a:rr9a:k] 6 nil and henceaddsa to U . [Fs] This action presenesboth ( a) and
p:gli] 6 wtg. [Fs] Similar to F», all valuesare presened, and this action presenes

p:gi] 6 wtg. [R] Similar to the proof for a ring.

flg T) flg: [A1] Similar to the proof for aring. [A,] Similar to the proof for aring.
[A3, rst branch] This action changesp:s[i] from in to busy. [A3, secondbranch]
Una ected. [B3] Similar to the proof for a ring. [B»] Similar to the proof for a
ring. [C] Similar to the proof for a ring. [D»] Either branch presenesp:id. [Ej,
rst branch] This action may falsify the consequen only if u = poru = a. But

" p:gli] 6 wtg and " a:s[i] 6 wtg. [Ej , secondbranch] Una ected. [E», rst branch]
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Let w be the old p:r[i]. This action establishesm(grant(q;i); p;w) > 0. By C!, we
havei = gk. This action may falsify the consequenonly if u= gandj®= gk. But
A1 and C'2 imply that | m* (grant( ;qg:k+ 1);0) = 0. [E», secondbranch] Una ected.
[Ej, rst branch] This action presenesp:s[i] 6 jng. It may falsify the consequenh
only if x = g. But C3z implies that | # ack(qg) = 0. [Ej, secondbranch] Una ected.
[Ej, rst branch] This action presenesp:s[i] 6 jng. It may falsify the consequen
only if u = g But " p:gi] = in. [Ej, secondbranch] This action establishes
m(retry;p;q) > 0, but g:s[gk] & jng. [Eg, rst branch] This action may falsify the
consequehonly if v=qandj = gk. If " m (end(q; gk);w) > 0 for somew, then
by Fe, " p:s[a:k] = wtg because' p2 ( ) for some , contradicting " p:s[g:k] = in.
[Es, secondbranch] Una ected. [F1, rst branch] Since” p:s[i] = in ~ g:s[i] = Ivg,
by Fs, we have p 62( w) and q 62( w) for any w such that w:k = i + 1. Hence,
this action presenes all the  values. [F1, secondbranch] Una ected. [Fp, rst
branch] By Fg, we obsene that this action presenesall the values. [F,, second
branch] Una ected. [F3] Similar to F; and F,. This action presenesall the and
values. [F4, rst branch] This action presenesall the valuesand removesq from
Ugid. [F4, secondbranch] Unaected. [Fs, rst branch] This action presenes all
the valuesand presenesboth p:gfi] 6 wtg and g:s[i] 6 wtg. [Fs, secondbranch]

Una ected. [Fg] Similar to Fs. [R] Similar to the proof for a ring.

flg T3 flg: [A1] Similar to the proof for a ring. [A,] Similar to the proof for a
ring. [As] Una ected. [B1] Similar to the proof for aring. [B2] Similar to the proof
for a ring. [C] Similar to the proof for a ring. [D>] Una ected. [Ejl] Una ected.
[E2] This action removesa grant message.[Ej , rst branch] This action establishes
m(ack(qg);p;a) > 0. By E,, we have " path* (a;q;rJa:k9). [Ej , secondbranch] We
obsene that " a:gfi] = Ivg. [Eg] Una ected. [Eg] Unaected. [F] Unaected. [R]

Similar to the proof for a ring.
flg T4 flg. Supposethat this action takesthe rst branch. [A1] Similar to the
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proof for a ring. [A2] Similar to the proof for a ring. [A3] This action changes
p:s[p:k] from jng to in and changesp:s[p:kY from wtg to in if necessary[B 1] Similar
to the proof for a ring. [B»] Similar to the proof for a ring. [C] Similar to the
proof for a ring. [D»] This action may falsify the consequeh only if u = p. But
A1 implies that | #join(p; ; ) = O. [Ejl] This action may falsify the consequeh
only if u= pandj = p:k. But p hasno outgoing join (w; p:k; ) messagefor any
w becausethat makesp 2 ( p) and p 2 ( w), violating F;1. [E»] This action
presenes p:s[p:k] 6 Ivg. [EjS] This action removes an ack messageand falsi es
p:gp:K] = jng. [Ej5] This action falsi es p:g[p:k] = jng. [Es] Let w be p:r[p:k9. This
action establishesm(end(a; p:k9;w) > 0. If a6 w, then by E, and " p:rp:k9 = w,
we have # path* (w; a;r9qp:k9). [F1] This action establishes ( p) = ;. [F»] Let S
be the old ( p). This action createsan instance of the end messagesuc that
( ) = Snfpg. Hence, by F3, this action presenesF,. [F3] By Fi, this action
presenes F3. [F4] This action establishes ( p) = ;. [Fs] This action establishes
( p) = ; and falsi es p:s[p:k9 = wtg. By F1, we obsene that p 62( w) for any w
such that w:k = p:k. [Fg] By Fs, this action presenesFg. [R] Similar to the proof

for aring.

flg T4 flg: Supposethat this action takesthe secondbranch. [A41] Similar to the

proof for a ring. [A2] Similar to the proof for a ring. [A3] This action changes
p:g[p:K] from Ivg to out, and shrinks p:id if necessary [B 1] Similar to the proof for

a ring. [B>] Similar to the proof for a ring. [C] Similar to the proof for a ring.

[D2] This action may falsify the consequet only if u = p, but A1 implies that

| join(p; ; ) = 0. [Ejl] This action presenesp:§['] 6 wtg, where " is the old p:k.

[E2] This action falsi es p:g[p:k] = Ivg. [EjS] This action removes an ack message
and presenes p:s[p:k] 6 jng and decreasesp:k by 1. [Eg] This action presenes
p:g[p:k] 6 jng. [Es] Unaected. [F] Unaected. Note that this action presenes
p:g[p:k] 6 wtg. [R] Similar to the proof for a ring.
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flg Ts flg: [A1] Similar to the proof for aring. [A2] Similar to the proof for a ring.
[A3] This action changesp:s[i] from busyto in. [B1] Similar to the proof for a ring.
[B2] Similar to the proof for a ring. [C] Similar to the proof for aring. [D2;E;F]

Una ected. [R] Similar to the proof for a ring.

flgTe flg: Supposethat this action takesthe rst branch. [A1] Similar to the proof
for aring. [A»] Similar to the proof for aring. [A3] This action changesp:s[p:k] from

jng to out and p:s[p:k9 from wtg to in if necessary [B1] Similar to the proof for a
ring. [B2] Similar to the proof for a ring. [C] Similar to the proof for a ring. [D ]

This action may falsify the consequehonly if u= p. But A and" m (retry;p) > 0
imply that | #join(p; ; ) = 0. [Ejl] This action falsi es p:9['] = wtg if necessary
where * is the new p:k. We obsene that p has no other outgoing join (w;"; )

messagebecauseotherwise™ p2 ( p)* p2 ( w), violating F;. [E2] This action

may falsify the consequeh only if x = p. But A7 and " m (retry;p) > 0 imply

that | #grant(p; ) = 0. [EL] This action falsi es p:s[p:k] = jng. [EL] This action

removesa retry messageand falsi es p:g[p:k] = jng. [Eg] Let = be the new p:k and

let w be p:r[']. This action establishesm(end(qg; );w) > 0. If g6 wand ™~ 1,

then by EL, we have path* (w; q:rT']). [F1] This action establishes ( p) = ;. [F>]

Let S bethe old ( p). Then this action createsan instance of the end message
such that ( ) = Snfpg. Then by F3, this action presenesF,. [F3] By F1, this

action presenesFs. [F4] This action establishes( p) = ;. [Fs] This action falsi es

p:s['] = wtg. But F; implies that " p62( w) for any w such that w:k = ~ + 1. [Fg]

This action falsi es p:g['] = wtg. But F3 impliesthat " p62( ) for any sud that

:k = ". [R] Similar to the proof for a ring.

flg Tg fl g: Supposethat this action takesthe secondbranch. [A] Similar to the
proof for a ring. [A2] Similar to the proof for a ring. [A3] This action changes
p:s[p:K] from Ivg to out and shrinks p:id if necessary [B1] Similar to the proof for

a ring. [B»] Similar to the proof for a ring. [C] Similar to the proof for a ring.
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[D2] This action may falsify the consequet only if u = p, but A1 implies that
| join(p; ; )= 0. [Ejl] This action presenesp:s[p:k] 6 wtg. [E»] This action may
falsify the consequeh only if x = p. But A; implies that | # grant(p; ) = 0. [Eg]
This action presenesp:s[p:k] 6 jng. [Ej5] This action presenesp:s[p:k] 6 jng. [Eg]

Una ected. [F] Una ected. [R] Similar to the proof for a ring.

flgT7flg If p= a, then | istrivially presened becausethis action only removes
an end message.Supposethat p6 a. [A; B] By Fg, this action changesp:s[i] from
wtg to in. [C] By Fg, this action changesp:g[i] from wtg to in. [D»] It follows
from A that | #join(p; ; ) = 0. [Ejl] This action falsi es p:g[i] = wtg. But F3
implies that p does not have any outgoing join (w;i + 1; ) message. [Ez;Ej;Ejs]
This action presenes p:s[i] 6 Ivg and p:g[i] 6 jng. [Ee] This action establishes
m (end(a;i);p:r[i]) > 0. If a6 p:r[i], then Eg implies that # path™ (p:r[i]; a;r9i]).
[F1] Una ected. [F»] This action removes an instance , and createsan instance
0 of the end message,such that ( ) = ( Y[ fpg. [F3] Similar to Fo. [F4]
Una ected. [Fs] This action falsi es p:s[i] = wtg. But F3 implies that p 62 ( w)
such that w:k = i + 1. [Fg] This action falsies p:g[i] = wtg. But F, implies that
p62( ) sud that :k = i. [R] Una ected.

Therefore, | is an invariant. ]

The protocol in Figures 5.9 and 5.10 satisfy progressproperties similar to
those stated in Section5.2.2. That is, the protocol restoresthe bidirectional Ranch
topology oncerelevant messagesre delivered,and a join or an end messagewill not
be forwarded forever. The reasoningis similar to that preseried in Section5.2.2. To
seethat an end messagewill not be forwarded forever, consideran end(v;i) message
with senderu. Note that every node w on the path from u to v satis es w:s[i] = wtg
and hencecannot changeits r[i]. Hence,the end messagewill be forwarded until v

is encourtered, where the end messagds removed.
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5.3.5 Discussions

A desirableproperty for a topology maintenanceprotocol is that a processthat has
left the network doesnot have any incoming messagerelated to the network. This
property, howewer, is not provided by the protocol in Figures 5.9 and 5.10if we only
assumereliable, but not ordered delivery. On the other hand, if we assumereliable
and ordereddelivery of messagesnd we extend the protocol using a method similar
to the one suggestedin Section 4.6, then the extended conmbined protocol provides
this property.

This combined protocol in Figures 5.9 and 5.10is not livelock-free. In fact,
as pointed out in Section4.4, the leave protocol for a singlering is not livelock-free.
We remark that this property is not provided by existing work either; seea detailed
discussionin Chapter 2 and in [33]. Lynch et al. [39] have noted the similarity
betweenthis problem and the classicaldining philosophersproblem, for which there
is no deterministic symmetric solution that avoids starvation [29]. Howewer, one
may usea probabilistic algorithm similar to the onein [29] to provide this property,
or, asin the Ethernet protocol, a processmay delay a random amourt of time before

sendingout another leave request.
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Chapter 6

Simulation Results

This chapter preseris some preliminary simulation results. Our main focus is on

the scalability and locality awarenessof Ranch.

6.1 Simulation Setup

We have implemented in C++ a simulator for Ranch. All experiments are done
on a Dell Dimension 340 with Intel Pentium 4 CPU and 512MB memory. All

experimental results are the averageof 10 runs.

6.2 Scalabilit y Prop erties

This section evaluates the scalability properties of Ranch. We evaluate node node
ID lengths, node degrees.e ciency of joins, and lookup hops.

As shaown in Section3.3, node ID lengths are O(log n) whp. Figure 6.1 shavs
the ID lengths. The x axis is the number of nodesin the network; we simulate up
to 219 = 524 288 nodes. The y axis is the ID lengths divided by Ign. The gure

shaws v e plots:

128



max —+—
99 percentile --->---

2.2

1.8 k- e i

ID length (* log N)
[2=Y
»
X
X

x

1000 10000 100000
number of nodes

Figure 6.1: ID lengths.

max: maximum ID length among all the nodesin the network;
99 percertile: 99% of the node IDs are below this plot;

avg: the averagenode IDs;

1 percenile: 1% of the node IDs are below this plot.

min: minimum ID length amongall the nodesin the network.

We use the e cient implemenation in our experimens (i.e., every node
keepsthe right neighbors and ip neighbors). Figure 6.2 shows the in-degreesof
the nodes. Figure 6.3 shows the out-degreesof the nodes. Figure 6.4 shows the
number of messageexpendedfor joins. Figure 6.5 shaws the number of messages
expendedfor lookups. The meaningsof the plots are similar to those of Figure 6.1.

Figure 6.5 shaws the distribution of the number of messagesor lookups. Thesesim-
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Figure 6.2: In-degrees.

ulation results con rm our theoretical results on the scalability of Ranch, analyzed

in Section 3.3.

6.3 Locality Aw areness

Ranch exploits locality by correlating the nodesin the rings to the physical locations
of the nodes. This section evaluates the e ectivenessof this approad. Clearly,
the e ectivenessdepends on the underlying metric space. To make our case,we
only investigate a simple metric space: the 2-dimensional Euclidean metric space.
In particular, we randomly put n points on a1 1 square. To investigate the
e ectiv enessof Randch, we comparethe averagelookup distancein Ranch with that
in Chord and with that in PRR. We choosethese two topologiesbecausePRR is

cost-minimizing, while Chord ignoreslocality, at least in its basic construction.
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Figure 6.4: E ciency of joins.
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Clearly, for Ranch to exploit locality e ectively, Ranch needsto create a
\good ring". A simple way to create suc a ring is to use the minimum-spanning
tree approximation algorithm to construct a travelling salespersontour. (See,e.g.,
the CLRS book [15] for a description of this algorithm.) It is worth noting that
the MST algorithm only createsa ring within a factor of two of the optimum. In
fact, many known algorithms can produce a ring within only a few percert of the
optimum. (See,e.g., [28] for sud algorithms.) Howewer, the point we are trying
to make is that Ranch neednot rely on an optimal ring to be locality-e ective; a
reasonablygood ring su ces.

Figure 6.7 shaws the averagelookup distance for Ranch, PRR, and Chord.
There are two plots for Ranch. One is \random”, which meansRand simply orga-
nize the nodesinto a random ring, disregardingtheir actual locations. The other is
\MST", which meansRanch usesthe MST algorithm to organizethe nodesinto a
ring. Figure 6.7 shaws that a reasonablygood ring signi cantly reducesthe aver-
agelookup distance. In practice, many methods or heuristics can be employed to

construct a locality-aware ring.
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Chapter 7

Concluding Remarks

In this dissertation, we have preserted Randch, a simple dynamic network topology
for structured peer-to-peer networks. Ranch has a number of desirable properties,
including scalability, locality awareness,and fault tolerance. We have addressed
topology maintenance, a certral problem for structured peer-to-peer networks. We
have designed,and proved the correctnessof, protocolsthat maintain the ring topol-
ogy, the basis of sewral structured peer-to-peer networks. The protocols handle
both joins and leaves and they maintain the ring topology actively (i.e., they up-
date neighbor variables oncea join or a leave occurs). We have usedan assertional
method to prove the correctnessof the protocols. Using the protocol that maintains
aring asa building block, we have presentied protocols, along with their assertional
proofs, that actively maintain the Ranch topology under both joins and leaves.

In Chapter 3, we have pointed out that Ranch exploits locality by correlating
the logical rings with the physical location of the nodes. It remains an open prob-
lem how to construct the logical rings that has provable locality properties, under
arbitrary classesof metric spaces.lIt is well-known that PRR is a cost-minimizing
topology. How well does Ranch compareto PRR? For example, given any metric

space,how to construct the logical rings sud that the averagelookup distance in
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Ranch is within a constart factor of that in PRR?

Our work on topology maintenanceis only the rst step towards providing
practical topology maintenanceprotocolsthat have rigorous theoretical foundations.
Firstly, the protocolswe preseried maintain topologiesin the fault-free ervironment.
In practice, topology maintenance protocols should be fault-tolerant. Extending
our protocols to handle various kinds of faults would be an interesting researt
problem. Secondly it would be interesting to obtain macdine-chedked proofs for
our protocols, using a general-purposetheorem prover like ACL2 [26]. Thirdly, it
would be interesting to investigate whether certain techniques such as reduction
and composition can help to reducethe proof lengths. Fourthly, as pointed out in
Chapters 4 and 5, our protocols do not provide certain progressproperties. Hence,

it would be interesting to designprotocolsthat provide those progressproperties.
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App endix A

Taill Bounds for the Binomial

Distribution

In this section we state se\eral standard bounds on the tail of the binomial distri-
bution. See,for example, the text by Alon and Spencer[2] for derivations of these
inequalities.

Let n be a nonnegative integer and let p be a real [0;1]. Let X denote the
random variable corresponding to the total number of successesn n independert
Bernoulli trials, ead of which succeedswith probability p. The random variable X
is said to be binomially distributed with parametersn and p. Note that E[X] = np;
let denoteE[X].

The following pair of inequalities are useful for bounding the upper tail of

the binomial distribution. The rst is valid for all in [O;1]:

Prix (1+ )] e =3 (A1)
The secondholds for all 0:
!
Prix (1+ © A2

137



The following inequality is useful for bounding the lower tail of the binomial distri-

bution; it is valid for all in [O; 1].

Prix (1 )] e =2 (A.3)
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App endix B

On the Atomicit y of Actions

We assumethat actions, which usually consistsof a number of steps(to be de ned
below), are atomic. We justify in this sectionthat this assumption doesnot weaken
our concurrency results.

Every action consistsof a number of steps,wherea stepis oneof the following
three statemerts: a local statemert (i.e., an assignmem to a local variable), a send
statemert, and a receive statemert. A receiwe statemert can only be the rst step
of an action. We assumethat every step is atomic. An execution of a protocol is
equivalent to a sequenceof steps. Given an arbitrary sequenceof steps where the
stepsbelongingto di erent actions may be interleaved, our goalis to establishthat
this sequencecalled an interleaving execution, is equivalent to somesequenceavhere
the stepsof ewvery action are cortiguous, called a sejuential execution. Subsequeh
results of this dissertation hold for arbitrary sequettial executions,and this theorem
implies that those results also hold for any execution, interleaving or sequetial.

There is, howewver, one exception. Note that in action T4, the contact() func-
tion is invokedto nd an existing processin the ring. Supposethat the ring hasno
process,and if two processe® and g call contact() at the sametime, then contact()

returns p and g to them, respectively, causingthe creation of two rings. Hence,we
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assumethat two executionsof T; do not interleave. The only situation that may
causea problem is when the ring is empty and two nodescall contact() simultane-
ously. Therefore, if the ring is nonempty, then even T, actions can interleave with

ead other.

Theorem B.0.1 Every interleaving execution of the protocol is equivalent to some

sajuential execution of the protocol.

Proof. It suces to shaw that the nonrst stepsof an action, if separatedby steps
in other actions, can be left moved to be adjacert to the rst step of the action.
Consider two adjacert stepss and t in the interleaving execution, where s and t
belongto dierent actions and t is not the rst step of its action. First note that
s and t belongto dierent processedecausea processcompletesan action before
executing another one. Our goalis to show that st = ts (i.e., executings rst andt
next is equivalert to executingt rst ands next). Considerthe following casegnote
that t cannot be a receiwe statemert). If t is a local statemert, then clearly st = ts.
If t is a sendstatemert, then: (1) if s is a send statemert, sinces and t belongto
di erent processesthesetwo sendsa ect di erent channels,and hencest = ts; (2)
if s is a local statement, then clearly st = ts; (3) if s is a receiw statemert, since
the receiwe statemert successfullyreceives some message,putting t before s does

not prevernt t from receiving that messageand hencest = ts. [
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App endix C

Notations

The following notations are usedthroughout this dissertation.

Vv set of all the nodes
nil a special node not belongingto V
Vo V[ fnilg
u;v;w nodes(i.e., processes)pof type V
XY,z neighbor variables, of type V°

; bit strings
i length of

[i] bit i of ,where0 <] j

[i:] ] bit string from [ijto [j]

[i::)) bit string from [iJto [ 1];empty stringi i=|j
u:id the identi er of node u
uk the length of u:id (i.e., u:k = ju:idj)
u:db the local name databaseat node u
u:dim the dimensionof u
u:sim the similarity neighbors of u

141



the best match set for bit string
n number of nodesin the network

the longestcommon pre x of bit strings and

W (u;i) shorthand for Vy.igo::i]
\% the set of nodesin V whoselDs are pre xed by
ring (x) boolean predicate meaningthat all the nodesin V form

a unidirectional ring
via their x neighbors

biring (X; y) boolean predicate meaning all the nodesin V form
a bidirectional ring
via their x and y neighbors

ranch(S;x) the set of nhodes S form a unidirectional Ranch via
their x neighbor arrays

biranch(S;x;y) the setof nodesS form a unidirectional Ranch via
their x and y neighbor arrays

path™ (u; v; X) boolean predicate meaningthat there is an x-path

of positive length from u to v

m(msg; u; v) number of message®f type msg from u to v

m™* (msg; u) number of outgoing message®f type msg from u

m (msg; u) number of incoming message®f type msgto u

# msg number of message®f type msgin all channels

" shorthand for \b eforethis action”, \after this action”,

and \b eforeand after this action”, respectively
Ign log, n

k%iGjo shorthandsfork 1,i 1,j 1, respectively
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