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1. Administrati via
1.1 Who wrotethis FAQ? Who is Stuart Staniford anyway?

This FAQ waswritten by StuartStaniford,presidenpf Silicon Defense Silicon Defensds aninnovative InternetSecurity
rm thatsellsworm containmensolutionsanddoesresearclon wormsandworm containmentStuartis anexperton worm
spreacandworm containmentvho hasauthoreda numberof widely citedresearctpaperson the subject.

The FAQ coverswormsandworm containmentWhile they represenbur opinionatedsiew of things,wetry to keepthem
free of salespitch andjust give usefulinformation. We even mentionothervendorsproductsfavorably! Silicon Defensehas
a productsuite, CounterMalicethat doesworm containmentandyou cango to the CounterMaliceweb pageif you would
like samesalespitch;-)

1.2 Wheredo | sendsuggestionscomplaints, etc?
stuart@silicondefense.com
1.3 When wasthis documentlast updated?
October15th,2003
1.4 What should | doif I don't know enoughsecurity terminology to understand this document?

Following at leastsomeportionsof this documenwill requirea generalsenseof how the Internetworks, anda rough
understandin@f network security Eg. we throw aroundtermslike "port”, "IP address”;exploit”, "vulnerability”, or "syn
paclet” fairly freely. If thisis gobbledgookto you, you might try this over view of InternetSecurity We don't assumeyou

know muchaboutworms.

2. Worm Basics

2.1 What is aworm?

A Worm is acomputeprogramwhich, whenit runs, nds othercomputerghatarevulnerableandbreaksnto themacross
thenetwork. It thencopiesitself over, startsitself runningon the new hosts,anddoesthe samething from there. Thusit can
spreadexponentiallylike andepidemicof humandiseasepr anuclearchainreactionamongstssionableatoms.

Theworm hasseveralimportantaspects a spreadalgorithmfor nding otherhosts,oneor moreexploits allowing it to
breakinto othercomputergemotely anda payload,which is whatit doesto your computerafterit's brokeninto it, other
thanjustusingit to spread.

2.2 Is aworm the sameasa virus?

No. Howeverthey arebothmaliciouscodethatpropagatearoundthe network. Theboundarybetweenvormsandviruses
is alittel gray, andthereis not a consensuf the securityindustryon whereit lies. For the purposeof this FAQ, we de ne
thedifferenceasfollows

| If themaliciouscodecanbreakinto anothercomputerandstartitself runningthereimmediatlywith no humaninter
vention,thenit'saworm.

| If the maliciouscodegetscarriedaroundin someother contentand then may or may not start running on other
computerslependingpn whenandwhethorhumansdecideto procesghatcontentthenit'savirus.

In short,we make the distinctionbasedon whetheror not the maliciouscodeis self activating. By this de nition, Code
Red,SlammerandBlasterareworms.| Love YouandSoBigareviruses.Nimdahadbothviral andworm spreachlgorithms.



From an operationalperspectie, the biggestdifferenceis that worms can spreadsigni cantly faster which hasstrong
implicationsfor defensesgainsthem. Virusesare morecommon,however. By andlarge, existing anti-viral defensesre
adequatagainstirusesaslong aspeopledeploy andupdatethemproperly( of coursethey don't alwaysdo this). However,
antiiral defensesrefairly uselesagainstwvorms(atleastduringtheinitial spreadf theworm).

2.3 Wheredid the term worm comefrom?

It wascoinedby researcherat Xerox Parcwho usedbenignwormsto do systemmaintenancéasks.They wereapparently
inspiredby aJohnBrunnernovel” The Shockvwave Rider” which featureda "tapevorm” program.

2.4. What are somefamousworms?

The InternetWorm of 1988 put worms on the map by disruptingthe Internetfor several days,and overloadingmary
systemsThis wasbackwhentherewereonly 60,000hostson theInternet.

Themoderneraof wormresearchbeganwith CodeRedin 2001,arapidly spreadingvormwhich exploitedavulnerability
in Microsoft's IIS Web Sener. This wasfollowed by Nimbda, a highly sophisticatedvorm/virusthat spreadvery rapidly
throughmultiple modesandwasthe rst wormto have a dedicatedre wall tunnelingcapabilities.

In 2003,we hadthe Slammerworm, a tiny single packet UDP worm on Microsoft's SQL sener. It is the fastesto date,
with an early doublingtime of lessthanseconds.Later in the yearwasthe Blasterworm, followed by the Welchiaworm
which attemptedo x thevulnerabilitiesusedby Blasterbut causednorechaos.

Therehave beenmary otherwormsof lessersigni cancewhich we don't notehere.

2.5. What are somefamousthings that aren't worms?
TheEiffel Tower?Also, virusessuchasChernobyl Melissa,l Love You, SirCam,Klez, andSoBig.
2.6. Wherecanl| nd out moreaboutviruses?

Youmighttry theexcellentVirus Bulletin. Also, theanti-virusvendorsmake lots of goodinformationpublically available.
SymantecNetwork Associates,iendMicro, andSophosareall good.

2.7. What payloadscanaworm have?

Payloadsthathave beenseerto dateon wormsinclude:

| Installingbackdoorgo laterallow control of the computer

| Defacingwebsites.

I Installingpatcheg socalledgoodworms)

| Conductingdistributeddenialof service(DDOS) attacksagainsibthersites.

Onthewhole,thewormsto datehave beenremarlebly benign,all thingsconsidered Most of the harmthey have done
hasjust comefrom overloadingnetworks. with trafc, or renderingthe infectedcomputersnoperatve for their intended
purpose Somethingsthatwe fearaspossiblepayloads:

| Extensvedeletionor corruptionof dataon harddrives

| Damageo thehardware(eg by re ashingthebiosof the computer)

| LargescaleretagetableDDOS attacksagainstmary importanttargestsimultanenously
| Searchfor commerciallyor militarily signi cantinformationon theinfectedcomputers.
| Theftof personainformation(eg creditcardnumbersfrom infectedsystems.

| Saleof accesdo personaktomputers.



2.8 What papersshould| readto nd out more aboutworms?

Herearesomesuggestion$ alsolook in the bibliography).

| GeneSpaford's paperonthe 1988worm: TheInternetWorm Program:An Analysis

I Ourown How to Ownthelnternetin Your SpareTime (if you'll indulgethe promotionof our own work)
| CAIDA's studyof CodeRed

|  TheSapphire/Slammaeaanalysis

3. How Worms Spread
3.1 What is a random scanningworm?

Every worm hasto have a spreadalgorithm,andspeci cally a Target Acquisition Function. Thisis the partof theworm
codethat nds thenext victim to try andinfect. Themostpopularmethodis calledrandomscanningtheworm simply picks
arandomlP addressomavherein the InternetAddressspaceandthentries to connectto it andinfectit. Therearesome
variationshere:in somecasesa TCPworm attemptsa full threeway handshak with the choseraddresaisinga TCP layer
connect()all, or it couldsendsynsto randomaddressesdtigh speedandthenonly try to completethe handshakandsend
the exploit in thosecaseswvhereit getsa syn-ackback. In the UDP case the exploit andworm may beinsidea single UDP
pacletwhich getssentto therandomlychoseraddresg lik e the Slammemworm).

Randomscanningworms have a characteristicspreadpattern. They rst spreadexponentially doublingand doubling
graduallytill thereis a decentpopulationof worms. This phasesnto a stagewherethe wormsinfect mostof the network in
arapidlinearrise. Finally, theworm takesquitealongtimeto nish nding thelastvulnerablemachinegsaturating) since
justguessingandomaddresseis notavery ef cient whenmostmachinesarealreadyinfected. Themathematic®f random
scanningvorm spreads coveredin moredetailin How to OwntheInternetin Your SpareTime.

Here's a picture of the inboundscanratedueto CodeRedat onesite. The proberateis proportionalto the numberof
infectedworm instancessothis givesa senseof the characteristiavay in which randomscanningvormsspread.

Randomscanningvormsarevery noisyandtendto wastea lot of network bandwidthscanning.Thisis becaus¢hegreat
bulk of therandomscansdon't do arnything: not mary addressearevulnerableto begin with ( the vulnerability densityis
low) so mostscansare wastedeven at the startof the worm. Plusthe wormsusually keepscanningong after everything
is infected. Whena randomscanningworm is scanningon the Internet,everyones accessink to the netgetsdelugedwith
scans. Often much of the harmthe worm doescomesjust from this wasteof bandwidth- preventinglegitimate network
applicationsfrom working and crashingroutergwhich often die if their cpu usagegoesto 100%for ary length of time).
However, randomscannings a simpleandrobustapproacto worm spreadsoworm writerskeepusingit.

3.2 What is saturation of aworm?

Saturationrefersto the worm infecting all the systemsthat were potentially vulnerableto the exploit(s) it has. Once
saturationoccurs,thereis no more value in the worm continuingto try and spread,and things aboutworms and worm
containmentreoften expressedn termsof saturation:time to saturationrand X% saturated.Saturationcould eitherbe on
thelnternet,or with respecto someparticularinternalnetwork.

In practice,saturation's somavhatfuzzy sincevulnerablecomputersare constantlybeingturnedon andoff for reasons
thathave nothingto do with the worm. Additionally they may getpatchedprior to infection, cleanedup afterinfection,and
thenpossiblyreinfected. They alsochangelP addresslueto dialuplines, DHCP leasesxpiring, etc. Thusthe conceptof
a staticpopulationof vulnerablemachinesvhich the worm simply compromisesteadilyuntil saturationis reacheds a bit
cleanerthanthe real world. However, it's still a usefulapproximationfor somepurposesgspeciallyfor very fastworms
whereotherprocessedon't have muchtime to affectthe dynamicsof theworm spread.



3.3 What is subnetscanning?

Worms suchas CodeRedor Slammerthat scanary old addreson the Internetareinef cient in several ways. On the
Internetthey areinef cient becauséhegreatbulk of scansrossthenetwork core. This meanghatthe scansareslower than
they otherwisewould be just becausef lateng, andcongestiorof the network. On enterprisenetworks, scanningandom
addressess inef cient becausenostof theaddresspacas notin usebehindthe re wall.

Thus,we presumethe worm writers cameup with subnetscanningo solve theseproblems.In this approachthe worm
differentially picks addressesloserto itself. For example,CodeRedll pickedarandomaddressvithin its own classB 3/8
of thetime. It pickedarandomaddresdrom its own classA 1/2 of thetime, andonly pickeda completelyrandomaddress
1/8 of the time. On the Internet,this meandessof the worm spreads happeningacrossthe core,and more acrosslocal
networks. In enterprisenetworks, it meanghatawormis likely to compromisehe enterprisé¢ar morequickly. For example,
saythe enterprisenastwo classB networks. A worm thatfalls into on of themandusesthe CodeRedalgorithmwill only
fall into the populatedspacel in attempts By contrastthe CodeRedIl algorithmwill pick anaddressn thelocal class
B (‘andthereforein the populatedspace)3/8 of thetime. This will dramaticallyimprove theworm's ability to saturatehe
enterprisenetwork.

3.4 What is a Warhol worm?

The Warholworm wasa term madefamousby our colleagueNick Wearer for a worm that could spreadn lessthan15
minutes( thusrecallingAndy Warhol's quoteabouthow everyonecouldhave 15 minutesof fame). Thewormis atheoretical
designthathasnt beenseenin thewild, but wasdescribedn Nick's original writeupandour subsequerpaper

TheWarholwormreliedonthreestratgies,two simpleandonevery clever. Thecleveronewasco-ordinategermutation
scanningthe subjectof the next FAQ item. The rst simpleonewasto usea hitlist: insteadof startingat a singlelocation,
thereleasenf theworm assemblea list of vulnerablemachinesn advance andthenstartstheworm atall thosehitlist sites
almostsimultaneouslyThis avoidsa numberof generationsvhile theworm grows to the sizeof thehitlist, andthusshorten
thetotal spreadime considerably The secondsimpletechniquewvassimply to scanfaster Many of the wormshave hada
really modestscanrate( the numberof IPs persecondheworm is ableto check),andsothis canbeimprovedgreatlyby a
betterdesign.

Back of the envelopecalculationssuggesthat with the implementatiorof all threetechniquesthe worm could saturate
thelnternetin signi cantly lessthan15 minutes.

3.5. What is co-ordinated permutation scanningthen?

Theideasis asfollows. Supposall the wormssharea randompermutatiorof the InternetAddressspace.(ie They can
all generatahe exactsequencef proceedinghroughall the addresseen the Internetin a randomorder, but in which each
addresss only visitedonce.Sucha permutatiorcanbeimplementediia certainkindsof randomnumbergeneratorg suchas
linearcongruentiabeneratorsdr via agoodencryptioncipher It'simportantthatall thewormsknow the samepermutation.

Now aworm begins scanninghroughthe permutation.This will still look randomto defendersHowever, theworm has
asecondrick upit's sleeve. Whenthe worm scansan addresswhich is alreadyinfected,the secondnstancerespondgo
thescanin the sameway thatletsthe rst instanceknow the worm hasalreadyinfectedthataddresg eg by sendingbacka
specialmagicnumberin oneof the elds of the syn-ackresponsgaclet). A wormthatrealizesanaddresshatit scanneds
compromiseatansafelyconcludethatanothemworm instancas scanninghroughthis region of the permutationandthereis
not pointin continuing.Henceit canswitchto anotherandomlychosermpartof the permutatiorto seeif thereis unchecled
sequencesf addressethere.

It turnsout thatthis approactcleansup the lasthostsbeforesaturatiorsigni cantly quicker thanpurerandomscanning.
It also givesthe worm a reasonablyef cient way to know whenit is done. Eachinstancecan only switch partsof the
permutationthreetimes, say andthen gure out it is doneswitch to someother more productive actvity (whaterser the
payloadis for example).Nick Weaver hasshavn thatthis approachdoessucceedn saturatingbut signi cantly quicker.

3.6. What isa ash worm?

A ash wormis aworm thatusesthe following hypotheticaklgorithm( no ash wormshave yetbeenseenin the wild).
Theworm releaseiscansthe network in advanceanddevelopsa completehitlist of all vulnerablesystemson the network.



Theworm carriesthisaddresdist with it, andspread®utthroughthelist usinga precomputedpreadnap. The rst infected
machineinfectsthreemore(say),andgiveseachof them1/3 of the addresdist. They eachinfectthreemachinedrom their
list, andgive thosel/3 of the 1/3,andsoon.

Thustheinfectionoccursin timethatis basicallythelogarithmof thenumberof machinego beinfectedtimesthelateng
for eachgeneratiorof infecting a few machines.This canbe potentiallyvery fast: tensof secondgor the Internet,andless
thana secondor anenterprise Flashwormsarealsohardto contain. A morethoroughanalysisof themis in How to Own
thelnternetin your Sparetime.

3.7. What is a topological Worm?

A topologicalworm is aworm thatrelieson informationit nds on theinfectedhostin orderto locatefurther potential
victimsto infect. Theoriginal InternetWorm of 1988wasatopologicalworm. Modernwormshave all beenscanningvorms
- relying on guessingaddressegatherthanon usinginformationfrom the host. To give anexample,atopologicalwebsener
worm might searchthe pagesof theinfectedwebsener for URLs of otherseners. It would thentry andinfectthem.

Topologicalwormsareprobablysomeavhatintermediatebetweenscanningvormsand ash wormsin speeddiffculty of
containmentand robustness.Scanningis a very simple, robust stratey, but is ratherinef cient andvery noisy; giving a
strongbasisfor detectiorandcontainmenbf theworm. Flashwormsarecompletelyef cient andquick but requireelaborate
reconnaisancandpreperationTopologicalwormsmake far fewer connectiongerinfectionthanscanningvorms,but must
searchthedisk or memoryof theinfectedmachinefor new links, which maybetime consuming Not all protocolsaresuited
to topologicalworms;theremustberich enoughinformationaboutothersenersto supportaworm spreadingvell.

3.8 What is a metasewnver worm?

A metasererwormis aspecialcaseof atopologicalwormin whichthevulnerableprotocolis suchthata smallnumberof
metasererscontaininformationaboutthelocationof all the othervulnerablemachinesSomelnternetgamesarestructured
this way. A worm that can either legitimately query the metaserers for the locationsof all the seners, or failing that
compromisghe metaserers,cantheninfect everythingelsein avery shortorder

3.9 What is r ewall penetration?

Somewormshave hadfunctionality particularlydesignedustto getthemacrosghe re wall sothey cangeta startinside.
The prototypicalcaseof this wasNimda. Generally theseare viral modes. The worm infectsweb senerson the Internet
andhopesusersinside the organizationswill browsethemandbecomeinfectedalso, or the worm sendsinfectiousemail,
hopingusersbehind re walls will readit. Whata worm canpotentiallydo however (asdistinctfrom a virus), is spreadon
thelnternetinsideminutesandthenbeginits re wall penetratiorbeforeary any-virus updateoccut

4. FamousWorms
4.1 PleaseGrandad, tell me about the original Inter net Worm.

The InternetWorm of 1988wasthe rst worm thatcausednajorproblems.It wasreleasedn the earlyevening(Eastern
UStime) of November2nd, 1988,andspreadall acrosshe Internetin the courseof the next 24 hours. It led to widespread
disruptiionof computersattachedo the public network for severaldaysfollowing. At thetime, the Internetonly had60,000
computersmostlyusedby researcherandhigh-techcompaniessothe potentialdamagevasmuchlessthanin recentworm
incidents.

Thewormwasreleasedy RobertMorris Jr, angranduatestudentat Cornell Universitywho alsohappenedo betheson
of the chief scientistof the National ComputerSecurityCenter(thenthe NSA's centerfor researchin computersecurity).
Morris was ned andsentencedo communityservicefor releasingheworm, but hassincerehabilitatehimselfandis now a
respecte@omputemetworking researcher

Thewormwasatopologicalwormthatreadavarietyof systemcon guration les to nd informationaboutotherhoststo
attack,aswell asrunningutilities to look at currentnetwork connectiongor cluesaboutothermachinesOncehaving found
amachinejt hadfour method<f attack:



| A buffer over ow in ngerd ( aoncecommonbut now rarely usedutility for determiningwho wasactive on a given
computer).

| Useof the DEBUG commandin sendmail( the Unix mail transferprogram),which intentionally allowed arbitrary
commandgo be executedon a machinerunning sendmailwith this option enabled. The option shouldhave been
disabledn productionuse,but oftenwasnt.

| Crackinguserpasswrdsandthentrying themon othermachines.

| Exploiting trustrelationshipghatallowed usersof onemachineto log into anothemwithout giving a passverd (Unix.
rhostsand/hosts.equi les).

Thewormwascapableof infectingseveralvariantsof BSD Unix, andconsistedf two pieces asmallbootstraprogram
passedsa C sourcecodeandthencompiledandexecutedwhich thenpulled over the mainworm.

Estimatesof the numberof systemghatgot infectedvary from about1000to 6000; theredoesnt seemto be a reliable
basisto theseestimategthey comefrom extrapolatingfrom infection ratesat small numberof sites). Thereareno reliable
dataonthespreadprogressionbut chronologieof eventsrecordedn theliteraturesuggesspreadook around24 hours.The
worm hadno intentially damagingrayload but causedlenialof serviceof thecomputersdy overloadingthemwith somary
copiesof itself thatthey couldn't function. Thewormwasquiteingeniousin severalways,but alsocontainechumerousugs
andlots of sloppy programmingpractices.

Theworm led directly to the creationof CERT/CC.

4.2 What happenedwith CodeRed?

TheCodeRedincidentwasthe biggestwormincidentby far afterthe 1988InternetWorm. It causeda hugestir becausét
spreadsofastandsowidely, andreally putwormsbackonthemap.It alsosparledlots of researclandproductdevelopment.

Therewereat leastthreeseperateahingscalled CodeRed. The rst versionwasinitially seenin thewild on July 13th,
2001,accordingto Eeye Digital Security who disassembletheworm codeandanalyzedts behaior. Theworm spreadby
compromisingMicrosoft IS web senersusingthe .ida vulnerability CVE-2001-0500.0nceit infecteda host, Code-Red
spreadoy launching99 threadswhich generatedandomlP addressandthentried to compromisehoselP addressessing
thesamevulnerability. A hundredthithreaddefacedthewebsenerin somecases.

However, the rst versionof the worm analyzedby Eeye, which cameto be known asCR 1v1, handan apparentug.
The randomnumbergeneratomwasinitialized with a x ed seed,sothatall copiesof te worm in a particularthread,on all
hosts,generatecdndattemptedo compromiseexactly the samesequenc®f IP addresses( Thethreadidenti er is partof
the seeding so the worm hada hundreddifferentsequencethatit exploresthroughthe spaceof IP addresseshut it only
exploredthosehundred.)ThusCRv1hadalinearspreadandnever compromisednary machines.

On July 19th, 2001, a secondversionof the worm beganto spread. CodeRed| v2 wasthe samecodebases CRv1
in almostall respects- the only differenceswere xing the bug with the randomnumbergenerationan endto website
defacementsanda DDOS payloadtargetingthe IP addresf http://www.whitehouse.ga this wasthe versionthatspread
sorapidly andglobally until almostall vulnerabldIS senersontheInterenetverecompromisedIt stoppedrying to spread
at midnightUTC dueto aninternalconstraintin the worm thatcausedt to turnitself off. It thenreactvatedon Augustist,
thoughfor a whicle its spreadwas suppressetdy competitionwith CodeRedIl. However, CodeRed|l died by designon
Octoberl, while CodeRed| hascontinuedto make a monthly resugenceto this day. CodeRedfollowedthetheoryof a
randomscanningvorm pretty closely

The CodeRed Il worm was releasedn SaturdayAugust4th, 2001 and spreadrapidly. The worm codecontaineda
commentstatingthatit was”Code RedIl” but it wasan unrelatedcodebase. It did usethe samevulnerability, however.
Whensuccessfulthe payloadinstalleda root backdoorallowing unrestrictedemoteaccesdo theinfectedhost. Theworm
exploit only worked correctlywhenllS wasrunningon Microsoft Windows 2000;0n Windows NT it causeda systenmcrash
ratherthananinfection.

Thewormwasalsoasingle-stagscanningvormthatchoserandomP addresseandattemptedo infectthem.However, it
usedsubnesscanningwhereit wasdifferentiallylik ely to attemptto infectaddressesloseto it. Speci cally, with probability
3/8 it chosea randomIP addresgrom within the classB addresspaceg(/16) of the infectedmachine.With the probability
1/2it choserandomlyfrom its own cassA (/8 network). Finally with probability 1/8 it would choosearandomaddresgrom
thewholelnternet.



CodeRedll suppressetheincidenceof CodeRed1 v2 onceit cameout, but bothcontinueto be presenbn the Internet
todayin smallnumbers.

More detail on Code Red canbe foundin the CERT Advisory, in How to Own the Internetin Your SpareTime, and
CAIDA's excellentanalysis.

4.3 What happenedwith Nimda?

Nimdabeganon Septembed 8th, 2001, just aboutexactly oneweekafterthe 9/11 incident,and spreadvery rapidly. It
spreadextensiely behind re walls, andillustratesthe ferocity and wide reachthat a multi-modeworm canexhibit. The
wormis thoughtto have usedatleast ve differentmethodgo spreadtself:

| By infectingWebSenersfrom infectedclientmachinewia active probingfor aMicrosoftll Vulnerability(CVE-2000-
0884)

| By bulk emailingof itself asanattachmenbaseddn theemailaddressedeterminedrom theinfectedmachine.
| By copying itself acrossopennetwork shares

| By addingexploit codeto Webpageson compromisedenersin orderto infect clientswhich browsethe page.

| By scanningor backdoordeft behindby CodeRedll andalsothesadmindworm.

Thereis anadditionalsynegy in Nimda's useof multiple infectionvectors:mary re wall allow mail to passuntouched,
relying on the mail senersto remove pathogens.Yet sincemary mail senersremove pathogendasedon signaturesthey
arent effective duringthe rst few minutesto hoursof anoutbreak giving Nimdaa reasonablheffective meansof crossing

re wallsto invadeinternalnetworks.

Nimdawasalsointerestingin anotheright: it containedcodeto deleteall the dataon harddrivesof infectedmachines,
but thatsectionof the codewasturnedoff.

Theres moreinformationin the CERT Advisory on Nimda.

4.4 What happenedwith Slammer?

The Slammemworm occuredat almostexactly 9:30pm(Paci ¢ Time) on Friday January24th,2003. Theworm exploited
a known vulnerabiltyin Microsoft's SQL sener runningon port 1434. The worm sentitself in the form of a single UDP
pacletwith 376 bytesof data( 404 bytesincludingheaders)This pacletincludedthe exploit andthe assemblyanguageof
thewormi itself. Whenit hit a vulnerablelP/port combination it would over ow a buffer andimmediatelybegin execution
withoutrequiringary furtherinteractionwith theinfectingmachine As such,it wasthe smallestwormto date.

It wasalsothefastest.Thewormsatin atight loop sendingout copiesof itself to randomlP addresseéin classicrandom
scanningworm fashion). We obsened scanratesfrom 3000 paclets per secondgo 30000pps, massvely fasterthanary
otherworm to date. This resultedin a very dramaticspread the infectionwasinitially doublingin lessthanten seconds.
Later, theworm becameébandwidthlimited: notall theworm's pacletscould t throughnetworks,andspreadsloveddown.
Still, it wasmostly saturatedaftertenminutes.

The worm had no maliciouspayload,but causedsigni cant disruptionnonethelessgither by blocking networks or by
infecting and making unavailable SQL senersthat were performingcritical tasks. The mostnotabledamagewasloss of
servicefrom Bankof Americas ATM network for mostof a day.

ThewormwasalsocalledSapphirg our favorite name),anda moredetailedanalysisof its spreads here.

4.5, TCP worms couldn't be nearly asfast asSlammer, right?

Actually, they could be evenfaster A properly designedscannemwould sendout syn paclets at nearline rate, listen
asynchronouslyor syn-ackresponsesand only sendthe whole worm in the casethat the exploit worked. At a typical
Internetvulnerability densitiesof 0.001%-0.01%the costof sendingout the syn pacletsconsiderablyexceedsthe costof
sendingoutthewormsfor areasonablgizedworm. A fastmachinewill beableto sendout40byte synpacketsconsiderably
fasterthan 404 byte Slammerpaclets. (Note that a goodimplementationis going to write forged paclketsdirectly at the
link-layer andbypasghe stackaltogethor).

Now, the worm hasto do sometricky thingsto managecongestiongspeciallywhenmultiple instancesare sharingthe
samdink to asite,but it canbedone.We' keepthe detailsto oursehes.



4.6. What happenedwith Blaster and Welchia?

The Blasterworm beganon or aboutAugust11th, 2003. It wasa scanningworm that spreadvia Microsoft's DCOM
RPCmechanismandthuswaspotentiallyableto infect mostWindows XP andWindows 2000systemg a hugepopulation).
Theworm spreadover the courseof several days. No detailedanalysisof its spreads availableat this time, but anecdotal
evidencesuggest# spreadvery widely.

The spreadalgorith was random-startsequentiakearch. That s, it picked a randomplaceto begin, but thenscanned
upwardssequentiallythroughlP addresses40% of the time, it picked a startwithin its own classB, and60% of the time,
it pickeda completlyrandomstartingplace. The mathematic®f this is kind of spreadarent known at this time; it's likely
similar to randomscanningn the beginningandthen nishes up fasterat the end. (However, it's easierto containbecause
inboundscanblockingwill work againsthis scanalgorithm,whereast won't againstregularrandomscanning.

The worm's main payloadwas a denial of serviceattackagainstwindowsupdate.comHowever, sincethe worm gave
Microsoft several daysbeforeinitiating the attack,they wereableto avertit. Theworm alsoinstalleda backdoorcommand
shellthatwasremotelyavailable. Theworm hadno dedicatedre wall crossingunctionality, but nonethelessmanagedo get
into mary organizationrandcausewidespreagroblems.Finally, thereis someevidencethatthe worm may have hadarole
in the NorthEastpower outageof August2003. Seethis ComputerVérld storyfor moredetail.

The Welchiaworm was an exampleof an attemptedyood worm that patchedWindows systemsvulnerableto Blaster
andalsoremovedBlaster It beganabouta weekafer Blaster In fact, it considerablyworsenedhe harmby taking down
networks with excessve traf ¢ - indeedanecdotakvidencesuggestshat Welchiadid more harmthanthe Blasterworm it
waspresumablymeantto cure. Welchiawasalsoa randomstartsequentiascanneibut checled with ICMP whetherthe IP
waslive beforeattemptingo infecttheaddress.

5. The Future of Worms
5.1 How fast could a worm compromisethe Inter net?

The worstcaseis a ash worm with a precomputedpreadmap optimizedwith knowledgeof the Internettopology It
couldalmostcertainlysaturatethe vulnerablepopulationconnectedat the time in lessthanthirty second.SeeHow to Own
thelnternetin Your SpareTime for moreinformation.

The fastestworm to datewas Slammer( a randomscanner)which saturatedn not muchmorethantten minutes. The
TCPrandomscanningvormshave all takena numberof hours( or evendays)to saturateput that's becauséheir scanners
wereinef cient: they couldbedesignedo go asfastasSlammer

5.2 How fast could a worm compromisemy enterprise?

Theworstcasesrea ash worm ( assumingsomeondadgoneto thetroubleof mappingyour enterprisérom theinside
in advance),or atopologicalworm wherethe topologicalinformationwasin memory(asopposedo ondisk). Suchaworm
couldsaturatehevulnerablepopulationinsideanenterprisén afew hundrednmilliseconds.

The morecommoncaseof a randomscanneicanvary from secondgo hours,depending nthestructureof the address
spaceand the vulnerability density Theres a discussionof this point in Containmeniof ScanningWormsin Enterprise
Networks. Notethatif thewormhasadecenguessattheaddresspace sayit rst scanghelocal ClassB andthathappens
to beyourwholeaddresspace)jt needonly to take afew secondgo do thatat Slammerscanningspeeds.

In generalyou shouldassumeéhataworm canfully compromise/our network beforeyouasahumancan gure outwhat
is happeningandbeforeany vendorcanproducea signatureupdate.

5.3 How long canworms last?
Therearestill quite a few infectedinstanceof CodeRedandNimda scanningon the Internetnow, several yearsafter

thosewormswerereleasedSeethis graph(thanksto VernPaxsonatICSI/LBNL). Socertainlywormscanpotentiallbecome
endemicandlastfor years- aslong asthe vulnerabilitylasts.



5.4. Ar e the worms to date any good?

Someof themshaw signi cany hackingskills andclevernesswith assemblyprogramming.The 1988InternetWormwas
very innovative, andis still the only worm to usea zero-dayexploit (however it alsocontainedmary sloppy programming
errors,reportedly).Nimdawasquite slick andinnovative andbetrayeda sophisticaeéuthor CodeRed!l cameup with the
cleverideaof local subnetscanning However, mostof thewormsto datehave shavn a poorgraspof how to spreacoroadly
and quickly, and most have had somesigni cant errorsin them. The scannerdesignscould be much faster(except for
Slammer) andthey have all achievedfar lower penetrationshanthe numberof unpatchedystemsnightleadoneto expect
- suggestinghatthe exploits areusuallyfragile anddon't work on all the putatively vulnerablesystems.Plusthe payloads
have oftenfailed, eg the DDOS of CodeRedagainsthe White Housewaseasilycircumwventable Blasterwasa particulart
ineptworm - it could have beena devastatingattackagainstMicrosoft update,but it spreadso slowly that Microsoft had
plenty of time to counterit. Overall,theworm writerscoulddo muchbetterif they studiedbetter workedharder andtested
properly It'slazy thatthey keepusingold exploitsinsteadof guring outnew ones.

5.5. Why do peoplewrite worms?

Mostto dateappeato have beenwritten for motivationsthatlie alongthespectrunfrom "creatinggrafti onthelnternet”
to” carryingoutahugeglobalprank”to” this wasmy studentproject”. It's thelack of seriousintentto harmon the partof
thewormwritersthathassavedusfrom muchfurtherdamageTheworstof it hasbeenthetrojansandbackdoorsywhich can
leadto latercompromiseof personalnformationandidentity theft. Nimdaappearednoresophisticatedtherewerea series
of variants andit hadthe avor of someonexploring thetechnologyfor lateruse.

5.6. How hard isit to write aworm? Do you needa BS/CSor a PhD?

Any half competenprogrammercanwrite awormif they puttheirmindto it. They cangetexploitsfor old vulnerabilities
onthenet. Eventprettylousywormswill spreachtthemoment.Having advancechackingskills: ie theability to nd anovel
vulnerabilityandwrite a setof highly portableexploits for it, will allow theworm writer to createsomethinghatwill spread
far fasterand morewidely. Having the kind of discipline that software engineeringcourseseachwill help to ensurethe
wormis well designedwell written, andproperlytestedn advance.To engineeawell testedvorm capableof scanningast,
breachingre walls reliably, andcausinga globaldisastelis probablybeyondthe skills of mostamateursHaving advanced
degreeswill help to understandhe mathematicof worm spreadandworm containmentwhich in turn would allows the
creationof atruly superiorworm thatwould spreadik e lighteningeverywhere petoo obfuscatedo easilyreverseengineer
anddefeateventthe mostadvanceddefenses.

Someonereatingthe Uberworm would likely put togethora teamwith a scientistwho hasstudiesthe worm literature,
a handful of good software engineerqfamiliar with operatingsysteminternals,networking, andintrusion detection)and
a vulnerability researchecapableof developingexploits for novel vulnerabilities. Plusa well equippedab with a lot of
differentsystemso testagainst.Giventhoseingredientsijt's probablyonly a few monthswork, with mostof thetime going
onthetesting.

5.7. 1 want to write aworm. Can you help me?

Therehave certainlybeendayswhenwe've beentempted githerto write wormsor helpthosethatdo. Pioneeringa new
eld hasbeenfrustratingattime. However, the Silicon DefenseCoreValuesrun strongin our blood andrestrainus. So, no,
we can't helpyou, andwe try to avoid providing detailsthatwill mainly be usefulto worm writers. However, ary aspiring
wormwriter shouldcertainlystudythe literatureon worms,andthis samplingis a goodplaceto start.

5.8 Is it legalfor meto launch a goodworm?

A worm by de nition breaksinto computers.Thatis now a crime in almostevery jurisdiction. Thereforelaunchinga
worm, with ary purposewvhatsoeer, is likely to be committinga widespreadrimein mary placesatonce.Youknew it was
goingto breakinto systemssoyou hada criminal intent. Sometimegeoplearetemptedto write "good” wormsthatwill
patchsystemsratherthancausingharm.Don't doit:



| It'sillegal. If youarecaughtyou couldgoto jail for alongtime.

| The network trafc from your worm could disruptcritical infrastructuresgvenif the worm itself hasno malicious
payload.Eg. seeWelchiawhich wasa supposedlygoodworm thattook out the US- Navy-Marine Intranet.

| Patchessometimeslestabilizeéhe computeror causeotherside-efects. It's up to the ownerof thecomputerto decide
whetherthey wantto take thatrisk.

5.9 How much do worms costsociety?

Needlesgo say this isn't easyto measure.However, the market researchrm ComputerEconomicsproduceswidely
citedestimate®f thetotal costof majorworm andvirus incidents.Herearetheir gures for therecentworms:
CodeRed || $2.62billion
Nimda $0.64billion
Slammer || $1.25billion
Blaster[1] || $2.0billion
[1]: Blastercostincludesthe costof the nearsimultaneousobig.Fvirus.

5.10 What is the Uberworm? How bad could a worm be?

The Uberworm s the of cial Silicon Defensetermfor the really big badworm thatis goingto causemajor widespread
harmsomedayandthatwe hopeto mitigateby developingworm containmentechnologyandeducatingpeopleaboutworms
beforeit happens.

Thinking change®n whatthe Uberworm might do. A while back,DARPA asled usto studywhattheworstreasonably
likely worm incidentcoulddo. This resultedin the Worst CaseWorm report. In that,we investigatedvhata terroristgroup
or anationstatecoulddoif they wantedto attackuswith aworm. Our answewasroughly:

| useathreestageworm with fastscanningspreadontheInternet, rw all penetrationandthentopologicalor scanning
worm spreadingn enterprises.

| robustportableexpoit affectinga broadrangeof Windows systems
| wipeoutthedataon a sizeabldractionof all theharddriveson the country

| damagehehardwareon asmallerfractionof thecomputers.

Thatwould bebad.
However, we thoughtthat wasthe worst casewhenwe usedto think that the power grid was probablyinvulnerableto
worms.

5.11 Is the power grid vulnerable to worms?

It ratherappearghatit might be. Many Internetsecurityexpertsusedto assumeahatthe SCADA systemshat control
power generationand transmissiorequipmentwere a foreign world that didn't interactwith our world, and couldn't be
affectedby wormsandother problemsof the Internet. Following the Blasterincidenthowever, which overlappedwith the
2003 power grid outageon the eastcoast,it emegedthatsomeSCADA systemsawverein factrunningon top of Windows
DCOM ( the servicevulnerableto the worm), and thus were potentially vulnerableto the worm if it oncegot into the
intranetsin question(andit's hardto keepa worm out with completecertainty). Theres also someindicationthat worm
traf ¢ interferedwith communicatiorbetweerthe playersduringthe outage.

Theres no proof at this point that Blasterplayeda key role in the 2003 outage but theredoesseento be enoughinfor-
mationto concludethataworm couldinterferewith operationof the power grid - evena generainternetworm notdesigned
speci cally for interferingwith power. A worm (or seriesof worms)designediy someonewith insideknowledgeof power
grid informationsystemsould presubabldefairly devastating.

A new storyworthreadingis this onefrom Computerverld.



5.12 Is Al Qaedawriting worms to destroy civilization?

Theres beenno evidenceof this in the openliterature.A WashingtorPostarticlein 2002did suggesthatAl Qaedawvas
researchingyberattacksput directattackson critical infrastructureratherthanworms. However, who really knows?

5.13 Is Country X writing worms to destroy civilization?

A numberof countriesare know to have active programsdeveloping cyberwar attacks. The United Statesis almost
certainly investingthe mostin this, andis probablythe mostdangerousadersaryto anyone elses cyberinfrastructure.
However, China,Russiaandthe major Europearcountriesall have givenconsiderableéhoughtto the area.Public detailsof
thestrengthandphilosophyof their capabilitiesarenaturallyratherimited. TherearesomeindicationsthatChinahaspicked
cyberattacksasoneof the majorwaysin which they might offsetUS military superiorityin corventionalforces(they have
doctrine elding thewonderfullynamed’Peoples InformationArmy”).

In generalthe stateof network defenses soabysmatelative to the capabilitiesof attaclersthatany moderatlydeveloped
countrythatputsa seriouseffor into it shouldbe ableto developdevastatingoffensive cyberwar capabilities.

If asinglelosercanperpetratea majorglobalwormincident,whatcoulda professionabperationdo?

5.14 Why would a country releasea worm -wouldn't it hurt them just asmuch?

Not necessarilyTherearesomefairly simpletechniquegor limiting the damageo particulartargetcountrieshatwould
work mostof thetime. The basicobsenationis thatcomputergenerallyhave a settingfor the languageof the user andfor
thetimezonethe computeiis situatedin. If aworm containscodeto only executethe payloadon computersdetweerb and
8 hoursbehindUTC andwith US Englishasthe languagethenthe worm's harmwill be overwhelminglycon ned to the
US and Canada.Whereasijf someonavantedto attackFrance they'd choosethe languageo be Frenchandthetimezone
asUTC plusonehour. Thered be somecollateraldamagéan Africa, but by andlarge, this would hit the Frenchandnot the
English,or the Chinese.

It' salsopossibleto gaingeographicainformationfrom IP addressedut thisis lessreliable,especiallywith intranetswvere
addressemay often not be the publically routableonemanagedy the variousregionaladdressinguthorities.However, it
hasthebene tthatknowing thegeographyf IP's allows thewormto avoid eveninfectingcomputersn thewrongcountries,
ratherthaninfectingthemandthenjust not executingthe payload.

5.15 Aaagh- what can| doto protectmy critically important network?
Well, that's the subjectof the next section,on worm containment!!
5.16 I'm ajour nalist or a policymaker. What are someideasfor solvingthe worm problem?

Anything that causesrendorsto shio fewer vulnerabilities,causesisersto patchtheir systemdaster or leadsto better
technicalworm containmentefensesvould be good. Herearre someideasalongthoselines. Most of thesewould make
thelnternetsigni cantly safer but would be MUCH LESSFUN thanthe currentmodusoperandi andlikely lesspro table
for the variouspartiesalso). They will not be politically feasibleuntil the damagerom wormshasworsenedsigni cantly
further.

| Make softwarevendorssubjectto productliability laws sothatshipping a ws becomesnuchmorecostlyto them.

| Setup a governmentageng to ne vendorswho ship vulnerabilities. Reg/cle someof the mongy to independent
bountyhuntersthat nd new vulnerabilitiesandreportthemto thegovernmentageng.

| Requiresoftware engineergo be licensedlike civil engineers.Thatway, tyros just out of college won't be writing
critical or widespreadpplicationswvithoutaclue.

| Have agovernmentageny scanthe nationaladdresspace.Give x-it ticketxsto peoplewith vulnerablecomputers.
Finethemif they haven't patchedheir systemtwo weekslater.



|  Moreresearchiunding. Oddly, underthe Bushadministrationtherehasbeenamassve contractiorin researchiunding
into InternetSecurity A lot of theresearcltommunitythatexistedthreeyearsagohasdriedup andblown away. More
fundingwould begood(hopefullyHSARFA will stepupto theplatehereeventually).In particulayr worm containment
researcthis still avery new eld, andthereis alot moreto be done. Fundingshouldbe allocatedbasedon merit as
determinedy peerreview.

| MandatethatISP's do notallow scanningout of their network. Also mandateegressltering.

| Make sitesliable for damagecausedy compromisednachineson their network, sothey have anincentive notto get
hacled.

|  Mandatorydisclosurdaws for securityincidents.

I  Mandateworm containmentechnologieg notthatwe'd have ary nancial interestin this lastidea!).
6. Worm Containment

6.1 What is worm containment?

Worm containmentis the art, scienceandengineeringliscipline of preventingwormsfrom spreading.The worm con-
tainmentperspectie assumeshat therewill alwaysbe vulnerabilitiesin widespreadsoftware,andalwaysbe someparties
wit h maliciousintentwho will releasevorms,andaskshow to ensurethatthe releaseof sucha worm will not resultin a
widespreaepidemic.Thede ning characteristiof worm containmentasdistinctfrom anti-virustechnologyis thatit must
beall automatedvith no humanin theloop. Otherwisejt mayverywell betoo slow to beuseful.

We cantalk aboutworm containmenbn the internet,wherewe assumesomeonamaliciousreleasedhe worm at oneor
moreplacesandnow we muststopit. We canalsostudyit on the enterprisenetwork, wherewe assumehatsomeha the
worm gotastartontheinternalnetwork, andnow we mustpreventit from infectingeverythingelsein the organization Most
of therestof the FAQ is concernedvith the enterprisecase( whichis alot morepromising).

Worm containments alsosometimesalledworm quarantine.

6.2 Shouldn't the vendorsjust x their software and the problemwould go away?

It's not so simple. Softwareis written by humans. Humansmake mistales. So softwarewill alwaysinitially contain
o ws, someof which will be securitysigni cant. Experiencegrogrammersvorking in anengineeringculturewith a high
commitmentto quality and a good knowledgeof securityissueswill createfewer security problems,but they still won't
produceperfectsoftwarewith zerosecurityproblems.

Sothenit comesdown to testing.Softwareengineeringesearchersave foundthatthe numberof defectsn agivenpiece
of softwareis, at best,inverselyproportionalto the amountof time spenttestingit (to put somecomplex resultsin asimple
form). Soif you testyour softwarewell for tentimeslonger, it will have 10% asmary defectsin. If you testit 100times
longer; it will have 1% asmary defectsin. Whatis not possibleis to eliminateall the defectsin ary reasonablemountof
time.

Giventhatsoftwarevendorsoperatdan afree marketwhereplayerswho arelateto marketgenerallygetcrushedit's easy
to seewhy softwareusuallyshipswith lots of defectdn. Evenopensourcesystemsompetdan thesensehatif suchasystem
doesnt evolve new featuresfastenough,userswill switchto somethingelseandthe programmersvill losetherecognition
and senseof meaningthat motivatedthemto write the system. So theretoo, software facestime pressureshat make for
limited testing.But evenmassive amountf effort on softwarequality would not eliminateall vulnerabilities.

Sinceeveryvulnerabilitycreateghe possibilityof aworm spreadindy exploiting the vulnerability, we canexpectworms
to bewith usfor alongtime.

Having saidthat, notall vendorsareequal. Somehave betterengineeringulturesthanothersandproducefewer defects.
Also worth notingis therelative sizeof differentapplications Somevendorg(notablyMicrosoft) favor producingextremely
largeandcomplex applicationsandoperatingsystemsNo matterhow carefulsuchvendorsare,very largecomplec systems
inevitablehave mary defects.sothereis valuein pressingzendorgo producesimplet bettertestedsystemsFewer vulnera-
bilities would be betterthanmorevulnerabilities,evenif we cannever getto zerovulnerabilities.Similarly, vendorsshould
provide x espromptlyandmale it easyfor usersto install them,sothatwhena vulnerability is discovered,the window of
time availablefor large scaleexploitationof it is minimized.



6.3 Doesn't anti-virus software do worm containment?

Anti-virus softwareworks by checkingcontent(executableattachmentsfor speci ¢ signsthatre ect paticularviruses-
the setof signsfor aparticularvirusis generallyknown asa signature Whena new virus releasedtheanti-viruscompanies
obtaincopiesof it, analyzdt, generate new signatureanddisseminatét to their customersWhile they have gotvery good
atthis, it remainsa problemwhichinvolvesa certainamountof humananalysisanddecision-makingn responséo thevirus
incidentasit develops.Thetakeshoursor evendays.This wasperfectlyadequategainstmostviruses.

The problemwormsposefor this approachs their speed.Wormscanspreadylobally in substantiallylessthanan hour,
and perhapseven in essthana minute. This is fasterthanary reasonabldhumanmediatedprocesscan producea new
signatureanddisseminatét. Thusanti-virussystemscannotsolve the worm problem(thoughthey remaina very valuable
andimportantpartof anorganizations network securitydefenses).

6.4. Do r ewallshelp with worms? Ar e they enough?

Firewalls arecritical rst line of defense.Without a properlycon gured re wall on all accesdinks to the Internet,and
all links to businesartnerswormscanfreely scaninto the enterprisewhich makesit very hardto control them. Every
addres®n the network canbehit multiple timesfrom outsidethe enterpriselt' s essentiathat re walls bein positionandbe
correctlycon guredsothatscanscanonly nd ahandfulof carefullyhardenecdindadministerednachinesn DMZ's.

However, it's notlik ely that re walls alonecanpreventwormsgettinginto enterprisenetworks. Therearetoo mary ways
around.

6.5 What aboutinternal r ewalls? Router/Switch ACLs?

Excellentideas. The moreyou can re wall off piecesof the enterprisenetwork, andthe moreyou can lter trafc, the
harderit is for wormsto spreadacrosst. In fact,if you getthingsto the pointwhereevery hostis only ableto seelessthan
oneothervulnerablehost,thenyou have anadequatalternatve to dedicatedvorm containmentHardto creatandmaintain
that,however.

6.6. What about intrusion detectionsystems?Intrusion prevention?

Intrusiondetectionsystemgust detectincidents.They will oftendetectworms,but by itself thatis of limited valuesince
thewormis likely to spreadfastenoughthatmerelynotifying humanswill not causea usefulresponseintil afterthe worm
hascompletedts spread.

Intrusionpreventionsystemsarebasicallyintrusiondetectiorsystemshatautomaticallyblock thethingsthey detect.If an
intrusionpreventionsystemblocksscansthenit canbe usedasaworm containmentievice, if suitabledeployed(according
to the guidancediscusseclsevherein this document) However, generalpurposentrusionpreventioninvolvesmary time-
consumingcalculations Thatrequireseitherrunningintrusionpreventionsoftwareon ageneraprocessofin which casethe
systemwill bequiteslow), or runningdedicatechardwaredevelopedjust for intrusionprevention( in which casethe system
will bequiteexpensve). Someintrusionpreventionsystemsave beenknown to just stopoperatingandstartemittingsmole
duringthemajorwormincidentswhichisn't exactly the desiredoehaior.

Thusthereis value in using dedicatedworm containmentsystems which can be much faster/cheapemand therefore
allow of a broaderand ner-graineddeployment. Also, worm containmensystemsarelikely to have interfacesandother
supportingtools more directly helpful to blocking worms, andlesscompleity associatedvith handlingother classesof
intrusions(which aregenerallyrareron internalnetworks).

It may well be usefulto combinea worm containmentsystemwith a more generalintrusion prevention or detection
solutionin front of key asset®f the organizationthatmight attracthumanattaclers.

6.7. What are somewaysworms can getinside my enterprise?

I Mobile machinesnay getinfectedwhile connectedithomeor connectedo othernetworks,andthenbring theinfes-
tationinto the corporatenetwork.

| Peoplemay dialup to outsidelSP's while also connectedo the internal network (eg to checkand alternateemail
addres®r circumventsome re wall policy they nd incorvenient)andgetinfectedvia the ISP connection.



I Wirelessnetworksfrequentlyoverlapmultiple organizationsandmayallow peopleoutsidethe organizatiorto connect
to theinternalnetwork, andpossibleinfectit (eitherdeliberatelyor inadwertantly).

| Alternatively, aninternalmachinemay be miscon guredandconnectto an externalwirelessnetwork from which it
canbescanneandinfected.

I Homemachinesnaybeconnectedo thelnternetandthe corporatenetwork andcauseanfectionsthatway.
| Poorlycon gured re wallsandDMZ' s canallow scanningvormsfrom theoutsideto getafootholdinsidetheintranet.

I Unrewalled connectiongor inadequatelyre walled connections)o businesspartnerscan allow scanningworms
insidethe businesgartnerto crossinto the enterprisenetwork.

I  Wormscanhaveviral re wall crossingmethodgdmuchasNimdadid). For example.
| They cansendthemselesin emailthatmight be openedoy workersinsidethe organization.
| They caninfect Internetwebsitesor othersenerswith contentthatwill infect browsersinsidethe organization.

I InfectedDNS, NTP, or othersenersor infrastructurecomponent®utsidethe organizationcould infect their internal
peerswhenqueried.

6.8 Vendor ABC told metheir systemwould preventall worms entering my network. What should| think?

VendorABC lies. It's beyondthe stateof theartto reliably detectandblock novel wormson all possiblewaysthe worm
cangetin. Thisis notto saythatperimeterdefensesrenot useful- gooddefensegancertainlylower the probability of the
wormentering.They' Il keepoutthedumbestvorms.However sophisticatedvormswill getin someof thetime. Thisis why
it'sworth consideringnetwork worm containmenbn theinternalnetwork aspartof adefensen depth- if theworm doesget
in, worm containmenimay preventit spreading.Worm containmentechniquesare not perfecteither, but atleastthey have
guanti able performancdor the mostcommonclasse®f worms.

6.9 What is this vulnerability densitity you keeptalking about?

The vulnerability densityis the proportionof IP addressesn somenetwork that are vulnerableto a particularworm.
Note, it's usuallyde ned asthe proportionof addressesjot of computerspr computerswith someparticularkind of OS
or application.Thevulnerability densityis thusthe probability thata randomscanningvorm scanningexactly thatnetwork
would succeedn hitting a vulnerablesystemon the rst probe. We cantalk abouthe vulnerability densityof the Internet,
or the vulnerability densityon particularenterprisenetworks behindtheir re walls. In the former caseit's the total number
of vulnerablesystemdlividedby , while in thelatter casewe divide by the size of the addresspacethe enterprisauses
internally.

Obsenred vulnerability densitieshave beensurprisinglylow. For example,CodeRedon theinternethada vulnerability
densityof lessthanlin 10,000addressewerevulnerable Most otherwormshave hadsimilar or lowervulnerability
densitiesTheworm mayor may notactuallysucceedn saturatinghe vulnerablepopulationdependingn theworm spread
algorithmandary containmentneasureghataretaken.

6.1Q What is the epidemicthr esholdfor a containmentsystem?

The epidemicthresholds oneof themostcritical conceptsn worm containmentThewormiis trying to spreadexponen-
tially. Left alone,eachworminstancewill nd anumberof otherworm instancego infect, eachof which will nd further
worm instancedat leastin the early stagesof spreadwhenthereare plenty of uninfectedvulnerablesystemso nd). A
worm containmensystemattemptgo identify worm instancesiia somemechanisnmandthenpreventthenfrom spreading.
Theworm writer hopegthathiswormwill be ableto identify andinfectenoughtthersystemdeforeit is containedhatthe
wormwill spread.

The epidemicthresholdis the condition at which a worm instance on average,can nd 1.0 othervulnerablemachines
to infect beforebeingcontained.Below the threshold the worm instancecan nd fewerthan1.0 vulnerablemachinesand
thewormwill notbeableto spread.Saywe startwith four worm instancesbut they canonly nd 0.5vulnerablemachines



beforecontainmenkicks in andstopsthemin their tracks. Sothe four worm instanceswill createtwo children,which will
createonegrandchildandthatwill likely be the endof the infection. Contrastthatto the situationin which the worm can
nd 2.0vulnerablemachine.In thatcasefour worminstancebecome®ight,andthensixteenandthenthirty two, andonit
goesfor alongtime with ahugenumberof machinesompromisedin generaljf theaveragenumberof childrenis lessthan
one,the total numberof infecteeswill be modestadntherewill be no exponentialgrowth. If it's morethanone,the worm
will grow exponentiallyandlarge numbersof machineswill beinfected. Thisis theimportanceof the epidemicthreshold.

6.11 Can scanningworms be contained?

Yes- this is technicallyquite feasible. All oneneedsto dois putin placesoftware/d@icesthat cut off scanningon the
network. To ensurehata scanningvorm is below the epidemicthresholdwe have to putin a systemwhich canensurethat
scanswill generallynd fewerthanonevulnerablemachineonthenetwork. Thenascanningvorm cannotspread Anything
thatdetectsandblocksportscanganpotentiallybe usedfor this purposéf deplojedwidely enough.Sincerandomscanning
wormsarequite noisyandinef cient. It's generallypossibleto detectandblock a scanbeforeit nds avulnerablemachine.
Many intrusionpreventionsystemsshouldbe adaptabldor this purposethoughthereareafew issues.

6.12 Sowhat'sthe bad news?

Thebadnewsis this. Scanblockingasa meansof worm containmentvorks muchbetteroutboundrom neartheinfected
machinethanit doesat preventinga machineacrossthe network from infecting somethingbehindbut closeto the worm
containmensystenwia inboundscans Consider:

I Whena network worm containmensystemis watchingthe outboundbehaior of anaddresst is closeto, it cansee
mostor all of its behaior. Therefore,it candraw the conclusionthatit is scanningearly in the scan. If the system
is monitoringan addreson the otherside of the network, it only seesa smallfraction of the scanningandtherefore
cannotdecideit is ascanuntil alot of scanninghashappened.

I  Whena containmensystemis blocking anaddressif it is doing outboundblocking of anaddresst is in front of, it
canblock mostor all of thescanning.If it is blockingaremoteaddressit only blocksthe smallamountof scanning
thathappengo attemptto crossthis particulardevice.

| If containments inbound,theworm getsat leastafew triesat every partof the network, andasmary triesasit wants
atary partsof the network thatdon't have containmentiefensedn front of them. It hasanexcellentchanceof hitting
avulnerablemachinesomavhere. Thenthat one getsto repeatthe process.You gettheidea. Overall, it's very hard
to getsucha systembelow the epidemicthreshold.(Without lots of correlationfrom all over the network, which has
the problemof beingtoo slow acting,andagainallowing the worm to escapeand propagatéeforethe containment
systemacts).

| Fromtheperspectie of anindividual defendingsystemthe worm appeargo propogateall overthe network andthen
hit it from mary pointsat once. The systemblocksbadIP's, but thenmoreand moreshav up andeventuallyoneis
goingto getthroughbeforeit canbeblocked.

Theotherbadnewsis thatworm containmenheeddo befairly completelydeployed. If muchof thennetwork is left with
no worm containmentlefensen front of it, thenif thatpartgetsinfected,it cansite andtry to infect the restof the network
asmuchasit likes,andit's hardto preventit from succeeding.

Thusscan-blockingbasedworm containmenneedsto seperateup the network into cells. and preventthe wormsfrom
breakingout of thosecells.

6.13 Is it better to do worm containmenton end systemsor in network devices?

AS usualin life, it's a trade-of. If it's doneon the end systemstheres such ner grainedvisibility, no problemwith
addressspoo ng, and the possibility of ne-grained response.But deploymentis a nightmare(and you needtcomplete
deployment),andthe mechanisnis potentiallyvulnerableto beingdisabledoy awormthatknew aboultit. It somesensethis
is like network work network containmnetvith a cell sizeof 1 address.

Doingit in the networks makesdeploymentcheapebut is coarsemgrainedandcruder Thewormwill have a hardertime
juststraightdisablingthe mechanismbut cantry to fool it by addressnungingtricks, scanningwithin thecell rst, etc.



6.14 What'sacell?

Network layerworm containmenbperatesdy preventingwormsfrom spreadingrom oneinfectedhostto others.To do
this, it's necessarthattheinfectedhostnot be ableto getoutto therestof the network by any paththadoesnt have aworm
containmenteviceinline. Thustheworm containmentleviceshave to breakthe network into pieceghatarewalledoff from
on another We referto theseascells. Thenthe worm containmenpreventsescapeof the worm from theintitial cell into
othercells. It' s similar to shipswhich aredesignedvith a seriesof watertightinternalcompartmentseparatety bulkheads.
If onecompartmenis breachedvhenthe shipstrikesarock, the bulkheadsgreventall theothersfrom lling with waterand
sinkingtheship.

Designinga deploymentinvolveschoosingthe size of the cells. Theres a tradeof here: relatively small cellswill give
muchbetterprotectionasthe worm will be con nedto avery smallinitial partof the network, andwill be muchlesslikely
to breachthe containmentlevices.However, this involvesdeplgying, con guring, andmanagingvorm containmenat mary
pointsin the network whichis expensve.

Ontheotherhand Jargecellswill bemuchcheapeto deploy andmaintain.However, in theeventof aworm,thewormcan
spreadhroughouthelargecell, infectingall thevulnerablesystemswithin it. Additionally, thosesystemsanall try to infect
outthroughthe containmentevicesatthecell boundary Thatwill resultin ahigherlikelihoodof abreach.In generalworm
containmentvill notwork (ie keepthe worm below the epidemicthreshold)at nearlysucha large vulnerability densitiesf
thecellsarelargeasit would if they weresmall.

Cells shouldnot necessarilyall be the samesize. Wherea rangeof addresspacecontainsfew systemspr few systems
with ary servicesvisible, or systemghatareotherwisebelievedto be invulnerableto worms,cellscanbelarge. In areasof
the network with denselypacledsystemawith potentialvulnerableservicegurnedon, cellsshouldbe smaller

6.15 What about hostintrusion prevention systems- do thosecontain worms?

Yesand no. Host intrusion prevention systems(someof which are now being marketedas anti-worm solutions)are
softwaresystemghatrun on endhostsandattemptto eitherpreventanattackfrom succeedingn exploiting a vulnerability,
or it can,preventthe compromisegrocessrom doing arything it wouldn't normally do. Therearesomegoodtechniques
for doing this, evenwithout prior knowledgeof the speci c vulneraility, andthesesystemsare valuable especiallyfor key
seners. Thereis somehasslan the careandfeedingof thesesystemsNetwork Computinghasanicereview of thespacéan
October2002.

From the perspectie of a systemsuchasthis, asworm is just like ary otherattacler. To the extentthe systemworks,
it canpreventor limit the harmthe worm doesto the systemst runson. However, it's likely to be prohibitive for most
enterprise®f ary sizeto producea completedeploymentof suchdevices. With anincompletedeployment,the worm can
potentiallyspreadn theunprotectedbut vulnerablesystemsandthengetfrustratedandDOSthehell out of the systemghat
wereprotected Unlike with network worm containmenttheres nofallbackto thecrudebut usefulapproactof largecellsin
theeventof partialdeployment.

Thushostintrusion preventionsystemsare not a realistic enterprisevorm containmenstratey by themseles,though
they certainlyhave their placeaspartof defensean depth.

As usualtheresatradeof betweerdoingworm containmenbn endsystemsanddoingit in thenetwork. Doingit onthe
hostis theoreticallythe bestway, but TCO is overwhelmingandthe cruderbut cheapeapproactof doingit onthe network
hasa placealso.Additionally, network systemgendto be lessopento subversionby the attacler/worm.

6.16 Arethere productsthat can help with this?

Well of course. In mostcasesit's fairy unclearat this point how the productswork, andwhich onewill really work
correctly You're goingto have to testthemyourself.

| Silicon Defensehasthe patentpendingCounterMalicevorm containmensystem.
| IBM hasannouncedechnologythatthey will hopefullyshortlybring to market. Seethis story.

| Severalintrusionpreventioncompaniesincluding Tipping Point and CaptusNetworks mentionthat their appliances
stopworms. Ditto several of the DDOS/trafc managementompaniesuchas Arbor and Mazu. Detailsare very
sketchy...



I Mostrecently ForeScouhasannouncedechnologyto block wormson theinternalnetwork.
6.17. | should concentratemy worm containmentsystemsn front of key servers, right?

No. Remembethebadnews abouthow worm containmenworksbestoutbound.This meanghatinsteadf concentrating
theworm containmentlevicesin front of key seners,whatyou shouldactuallydo is concentratéhe devicesin front of the
worstadministeredyealestsecurity mustvulnerablepartsof the network.

The onething you might wantto do differentlywith worm containmentn front of key senersis tuneit alittle loser(set
thresholdshigher). Falsepositivesherewill bebad.

6.18 Sowhat are someplacesl should concentratemy worm containmentsystems?

Anywherethevulnerability densityis lik ely to be high. For example,considerfocussingn front of:
| Placesvhereaddressearedenselyused andmary servicesareon.

| dial-upmodempools,or otherplacesvhereremoteaccesslevicescomeontothe network

| wirelessnetworks

| connectiongrom smallof ces with no adminstaf

| connectiongrom businesaunitsthatdon't take securityseriouslyor areunderstdied.

| connectiongrom businesgartners.

Theseareplaceso make cellssmaller In contrastjf you have partsof theaddresspacewith few addresseksve, or where
every machinehasatight personalre wall shoving no servicedo therestof theworld, you canafford verylargecells.

6.19 Can't | just have a single IDS on my network that that tells switchesto tur n off ports, and contain
worms that way?

While we won't saythis is completelyuseless it mightwork sometimeandit's atleastaway to preventworm instances
from DOSingthe network for extendedperiods,it certainlyis not a reliable engineeredvay to containworms. Thereare
threeproblems.

The rst problemis thatthe worm migh succeedn scanninga vulnerablehoston the network beforeit scansthe IDS
enoughto trigger a detection( therebybeing above the epidemicthreshold)So for this to work, the IDS(s) needto be
monitoringa crosssectionof the network thatis signi cantly largerthanall the potentially vulnerablehostsput togethor
This s possiblewith enoughdeployment,or perhapswith someroutingtricks - if thereareenoughchunksof unusedspace
onyour network, routethemall to anIDS andtriggeronthat(thisis calleda network telescope).

Butthesecondroblemis lateng. Considethatquiteafew Slammeiinfectedhostsachiezedscarnratesof 30000scanger
secondandit wasa singlepaclketworm. If thevulnerabilitydensityis 1 in 1000,thatmeangheworm can nd avulnerable
hostafter scanghatmake it throughthe switchin about30 ms. Soto preventthe spreadthe IDS hasto detectthe worm,
produceanalert, poll the switchto gure outtheright port, andthentell the switchto block the port. All this tendsto take
se/eralsecondsnot 30 ms. Soit' stoo slow to work reliably.

Thethird problemis thatthe worm hasa somegoodworkaroundswithout doingall thatmuchwork. Oneis to scanclose
to itself rst. Thatway, it hasa decentchanceof spreadingbeforeimpingingontheIDS. Anotheris to pretendto have alot
morelP/Maccombinationghanthe box normally should.Thatway; it canspreadutthe load of scanningover anumberof
inferenceunitsfrom the standpoinof the IDS, delayingthe work of detectingandblockingtheright port.

Ideally, worm containmentvould be donein the switch. In the meantimegdoingit well impliesdeploying worm contain-
mentinfrastructurewith cellsassmallaspracticle.



6.20 How do | designenterprise deploymentof worm containmentsystems?

| If youdon't alreadyknow, gure outwhataddresspaceyour organizationhas,andwhatthe network topologyis. If
it'simpossibleto gure outthelatter, atleast gure it outenoughto know wherechoke pointsare.

| Scanyouraddresspaceon all importantports. A vulnerability scannewill tell you currentlyknown vulnerabilities,
but you alsoneedto know all openservicesn caseserviceghatarent now known to be vulnerableturn out later to
have weaknessesFigure out the highestopenservicedensityof ary service(ie this is the worst casevulnerability
density- thoughit seemdo berarein practicefor all potentiallyvulnerablemachinego actuallybevulnerable).

| Getasmary servicegurnedoff or re walled aspossibleto lower the potentialvulnerability density Thelower it is,
thebettera containmentlefensewill work.

| Figureoutthebudgetandstafng for the project. It maybe easierto sell this to managemerif youit in stages start
outwith amodesdeploymentandthenafteryou've provenyoudidn't bring thenetwork to its kneesgo backfor more
fundsto do a betterjob. Figureout how mary worm containmentlevices/licensegou canrealisticallydeploy.

| Decidewhereto dropthedevicesinline into the network. Thegoalsare

| Ensurethatthe network is completelydividedinto separateellsby thedevices.

| Everycell is closedoff by asfew devicesaspossible(so eachof themseesasmuchof the outboundtrafc as
possible).

| All cellshave roughlyequalnumberof vulnerabilitiesor potentialvulnerabilitiesin them.

| Deploy andcon gure the devices. Figure out what the scanthresholdis (how mary probesgetthroughbeforethe
device blocksa scan). You ideally want the following equationto hold. If T is the scanthreshold,v is the average
vulnerability densityon the network, andc is the averagenumberof vulnerabilitiesin a cell, youwould like Tc j 1/v.
Thatwill meanthe systemis below its epidemicthreshold.

Onenaturalway to do a coarsegraineddeploymentis to usethe WAN asthe basisfor dividing up the network - every
remoteof ce hasadeviceto preventscanningoutof it. Of coursethisdoesnt helpif theheadquarteris 80%of thenetwork.
Thenit'samatterof guring outchoke pointsin the headquartersetwork. A ne graineddeploymentwould involve putting
aworm containmentevice in front of every switch thatconnectdo wall ports. Thatwill give avery smallcell size- only
thenumberof wall ports(plusary lessof cial switchesandhubsthathangoff thewall ports).

Theresalot moreaboutthemathematic®f scanningspreadasa functionof cell size,scanningalgorithm,etcin Contain-
mentof ScanningNormsin EnterpriseNetworks.

6.21 How do | know my containment systemwill really work? | don't want to loosea real worm on my
network to testit?

Thereis away to testa systems ability to containat leastscanningvormswithout actuallyreleasingone. The basicidea
is this. We wantthe systemto assureus thatthe worm will fall below the epidemicthresholdwhich in turn meangshatan
instanceof a scanningvorm would not be ableto nd morethanone othervulnerablesystemto compromisebeforebeing
blocked.

Follow this sequencef steps:

| Chooseaserviceto test

| Useyour favorite scanningool (eg Nmapis a popularfree scanner)Pick a scanspeedandpattern(it would be better
to usearandomscanningpatternthana sequentiakcansincesequentiascansaremucheasietto detectandstop).

| Foreachof asequencef randomlychoserP'sin thenetwork, generatea scanwith thatalgorithmuntil it is stoppediy
thecontainmensystem.Counthow mary machinesvith agivenoperatingsystem(or applicationjf moreappropriate)
andthechoserserviceopenwereseen.Resethe containmensystemblock andrepeat.

| Computetheaveragenumberof machinesith agivenOSandserviceopenvisible throughthe scanningsystemfrom
eachlocation.



| Repeatsdesiredfor otherservicesptherscanspeedsandalgorithms.

For eachsuchtrial, if on average morethanonemachinewith the serviceopenandthe sameoperatingsystemcanbe
seenthecontainmensystenis inadequatén thatpartof thenetwork, andthereis arisk of anepidemic.Thesystenis above
the epidemicthreshold. If the containmensystemcanroutinely ensurethat a scancanseean averageof fewer thanone
machinewith a particularservice/operatingystemcombination thenthe containmensystemis adequateanda scanning
wormwith thatalgorithmwill notbeableto propogatehroughit becausét is belowv the containmenthreshold.

Doing thisthoroughlyis abit tricky however, becauséheres alot differentscanalgorithmsthe worm couldemploy, and
dependingon how the worm containmensystemanddeploymentweredesignedsomemight make it throughwhile others
arestopped.Youreally wantto testfrom multiple placesin thenetwork also,especiallywherereryou suspectheweakspots
in your containmentefensesre.

6.22 Worm containmentis too complicated. Is there an alternative?

Thiswill work for scanningvorms(not topologicalworms),butit's alot of trouble:

| Keepall systempatchedully upto date.

I Turnoff or rewall all serviceghatarent strictly needed

| Divide your enterprisenetwork thoroughlyup with re walsand/orswitchandrouterACLSs.

| Ensureby thismeanghatevery systenon the network canonly reachthe smallnumberof othersystemst really need
to reach.A systemshouldbe ableto seefewer otherlPsthantthe inverseof the highestpossiblevulnerability density
onthenetwork.

| Maintainthis situationasyour organizatiorandnetwork changes.

Or you canjusttoleratethe occasionalvorm thatmakesit through.Do rememberboutthe possiblepayloadshough.
6.23 What' sthe prospectfor worm containmenton the Inter net itself?

Well, atatechnicallevel, it' s quitefeasibleto containscanningvormson the Internet.However, from a political/business
perspectie it's ratherchallenging. The basicproblemarisesfrom the bad news that worm containmentworks bestout
outboundandrequiresbroaddeploymentanda lot of co-operatiorto work. Securityexpertshave beentrying to getpeople
to take the mostsimplebasicsecurityprecautionsn orderto protectthe network for years,with very limited successlt's
beenstriking that we have major virus incidentshappeninggven thoughanti-virus companieshave beenselling excellent
defensesgainstvirusesfor overadecade.

Sol'm notvery optimisticthatwormswill getcontainedntheinternetrealsoon.| think it will take internationatreaties
andregulationto bring it about,and probablythe pain dueto wormswill have to get signi cantly higherbeforethat can
occur

In the meantime we canall focus on preventingworm spreadon enterprisenetworks, which is much simplerfrom a
political standpoint(an enteprisecantake a rational view of protectingthe whole internal network), andis thuslikely to
presenbetterbusinessnodelsfor vendors.Solvingthis problemwill gainuslots of experiencehatwe canlaterputto work
ontheInternetitself wheneer societyis readyto do that.

6.24 What's a network telescope?

Theterm (which | believe is dueto the guysat CAIDA) refersto beingableto monitora large setof addresses order
to study (or reactto) the straytrafc cominginto them. This hasbeenvery usefulfor studyingboth wormsand DDOS
attacks. Several groupshave managedo setup telescope®n the Internetthat capturetraf ¢ from a whole /8 or more. A
distributedtelescopés evenbetter- this consistof anumberof pre x esall of whichgetroutedto thetelescopénfrastructure.
Telescopesanbe usedfor earlydetectionof worms,aswell asspreaccharacterization.

You cansetup your own telescopeon your internalnetwork. Choosea bunchof unallocatecaddresspaceandtell you
routersto sendall traf ¢ to thoseaddressangego anlDS boxin thecornerof your of ce. Whenit startsto smole, youknow



theres aworm onthe network. Notethatthis will only ever work for scanningvormshowever - telescopesareintrinsically
incapableof picking up topologicalworms.

Can ash or topologicalwormsbe contained?This is anareaof very active researclanddevelopmeniat Silicon Defense
aswell aselsavhere.SinceGrIDS, therehave beentechniquedor detectinghesekindsof worms,we arent awareof current
containmensystemdor thesespreadalgorithmsthathave a quanti able performanceExpectthemto emegeoverthe next
few years.

6.25 | want to study my MS/PhD thesison worms/worm containment. Where should| study?

The coolestacademigroupsworking onworms(in our none-too-humblepinion)are:

| Thefolks at UC SanDiego (Stefan Savageandcolleaguesn the CS departmentandDavid Moore andcolleaguesat
CAIDA).

|  Don Towsley's groupat University of Massachusettst Amherst.

| Also, Karl Levitt, Jef Rowe and compary at UC Davis have madea numberof seminalcontributionsin practicle
InternetSecurity andlately have donemorewormwork.

| Finally, onecould go to UC-Berlelely andthen seeif it waspossibleto internat ICIR with Vern Paxsonand Nick
Weaver.

6.26 What papersshould| readto nd out more about worm containment?

We have a bibliographyof course put if you justwantto reada few papersve recommend:

| David Mooreandco. InternetQuarantineRequirementgor ContainingSelf-PropogatingCode

I Matthen Williamson. Throttling Viruses:RestrictingPropogatiorio DefeatMobile MaliciousCode(we'll forgivehim
for callingwormsviruses)

I andif you'll forgive usblowing our own horn,Containmenbf ScanningNVormsin EnterpriseNetworks.



