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1. Administrati via

1.1. Who wrote this FAQ? Who is Stuart Staniford anyway?

ThisFAQ waswrittenby StuartStaniford,presidentof SiliconDefense.SiliconDefenseis aninnovativeInternetSecurity
�rm thatsellswormcontainmentsolutionsanddoesresearchonwormsandworm containment.Stuartis anexpertonworm
spreadandwormcontainmentwhohasauthoreda numberof widely citedresearchpaperson thesubject.

TheFAQ coverswormsandwormcontainment.While they representouropinionatedview of things,wetry to keepthem
freeof salespitchandjust giveusefulinformation.We evenmentionothervendorsproductsfavorably! Silicon Defensehas
a productsuite,CounterMalicethatdoesworm containment,andyou cango to theCounterMalicewebpageif you would
likesamesalespitch ;-)

1.2. Wheredo I sendsuggestions,complaints,etc?

stuart@silicondefense.com

1.3. When wasthis documentlast updated?

October15th,2003

1.4. What should I do if I don't know enoughsecurity terminology to understand this document?

Following at leastsomeportionsof this documentwill requirea generalsenseof how the Internetworks, anda rough
understandingof network security. Eg. we throw aroundtermslike ”port”, ”IP address”,”exploit”, ”vulnerability”, or ”syn
packet” fairly freely. If this is gobbledegookto you,you might try this overview of InternetSecurity. We don't assumeyou
know muchaboutworms.

2. Worm Basics

2.1. What is a worm?

A Wormis acomputerprogramwhich,whenit runs,�nds othercomputersthatarevulnerableandbreaksinto themacross
thenetwork. It thencopiesitself over, startsitself runningon thenew hosts,anddoesthesamething from there.Thusit can
spreadexponentiallylikeandepidemicof humandisease,or anuclearchainreactionamongst�ssionableatoms.

Theworm hasseveral importantaspects- a spreadalgorithmfor �nding otherhosts,oneor moreexploits allowing it to
breakinto othercomputersremotely, anda payload,which is what it doesto your computerafter it' s broken into it, other
thanjust usingit to spread.

2.2. Is a worm the sameasa virus?

No. Howeverthey arebothmaliciouscodethatpropagatesaroundthenetwork. Theboundarybetweenwormsandviruses
is a littel gray, andthereis not a consensusin thesecurityindustryon whereit lies. For thepurposeof this FAQ, we de�ne
thedifferenceasfollows

l If themaliciouscodecanbreakinto anothercomputerandstartitself runningthereimmediatlywith no humaninter-
vention,thenit' sa worm.

l If the maliciouscodegetscarriedaroundin someother contentand then may or may not start running on other
computersdependingonwhenandwhethorhumansdecideto processthatcontent,thenit' sa virus.

In short,we make thedistinctionbasedon whetheror not themaliciouscodeis self activating. By this de�nition, Code
Red,Slammer, andBlasterareworms.I LoveYouandSoBigareviruses.Nimdahadbothviral andwormspreadalgorithms.



From an operationalperspective, the biggestdifferenceis that wormscanspreadsigni�cantly faster, which hasstrong
implicationsfor defensesagainstthem. Virusesaremorecommon,however. By andlarge,existing anti-viral defensesare
adequateagainstvirusesaslongaspeopledeploy andupdatethemproperly( of course,they don't alwaysdo this). However,
antiviral defensesarefairly uselessagainstworms(at leastduringtheinitial spreadof theworm).

2.3. Wheredid the term worm comefr om?

It wascoinedby researchersatXeroxParcwhousedbenignwormsto dosystemmaintenancetasks.They wereapparently
inspiredby aJohnBrunnernovel ” TheShockwaveRider” which featureda ”tapeworm” program.

2.4. What aresomefamousworms?

The InternetWorm of 1988put wormson the mapby disruptingthe Internetfor several days,andoverloadingmany
systems.Thiswasbackwhentherewereonly 60,000hostson theInternet.

Themoderneraof wormresearchbeganwith CodeRedin 2001,arapidlyspreadingwormwhichexploitedavulnerability
in Microsoft's IIS Web Server. This wasfollowed by Nimbda,a highly sophisticatedworm/virusthat spreadvery rapidly
throughmultiplemodesandwasthe�rst wormto havea dedicated�re wall tunnelingcapabilities.

In 2003,we hadtheSlammerworm, a tiny singlepacket UDP worm on Microsoft's SQL server. It is thefastestto date,
with an early doublingtime of lessthanseconds.Later in the yearwasthe Blasterworm, followed by the Welchiaworm
whichattemptedto �x thevulnerabilitiesusedby Blasterbut causedmorechaos.

Therehavebeenmany otherwormsof lessersigni�cancewhichwedon't notehere.

2.5. What aresomefamousthings that aren't worms?

TheEiffel Tower?Also, virusessuchasChernobyl,Melissa,I LoveYou,SirCam,Klez, andSoBig.

2.6. Wherecan I �nd out moreabout viruses?

Youmight try theexcellentVirusBulletin. Also, theanti-virusvendorsmakelotsof goodinformationpublicallyavailable.
Symantec,Network Associates,TrendMicro, andSophosareall good.

2.7. What payloadscana worm have?

Payloadsthathavebeenseento dateonwormsinclude:

l Installingbackdoorsto laterallow controlof thecomputer.

l Defacingwebsites.

l Installingpatches( socalledgoodworms)

l Conductingdistributeddenialof service(DDOS)attacksagainstothersites.

On thewhole, thewormsto datehave beenremarkebly benign,all thingsconsidered.Most of theharmthey have done
hasjust comefrom overloadingnetworks. with traf�c, or renderingthe infectedcomputersinoperative for their intended
purpose.Somethingsthatwe fearaspossiblepayloads:

l Extensivedeletionor corruptionof dataonharddrives

l Damageto thehardware(eg by re�ashingthebiosof thecomputer)

l LargescaleretargetableDDOSattacksagainstmany importanttargestsimultanenously.

l Searchfor commerciallyor militarily signi�cant informationon theinfectedcomputers.

l Theft of personalinformation(eg creditcardnumbers)from infectedsystems.

l Saleof accessto personalcomputers.



2.8. What papersshould I readto �nd out moreabout worms?

Herearesomesuggestions( alsolook in thebibliography).

l GeneSpafford'spaperon the1988worm: TheInternetWorm Program:An Analysis

l Ourown How to OwntheInternetin YourSpareTime( if you'll indulgethepromotionof ourown work)

l CAIDA'sstudyof CodeRed

l TheSapphire/Slammeranalysis

3. How Worms Spread

3.1. What is a random scanningworm?

Every worm hasto have a spreadalgorithm,andspeci�cally a TargetAcquisitionFunction.This is thepartof theworm
codethat�nds thenext victim to try andinfect. Themostpopularmethodis calledrandomscanning:thewormsimplypicks
a randomIP addresssomewherein the InternetAddressspaceandthentries to connectto it andinfect it. Therearesome
variationshere:in somecasesa TCPworm attemptsa full threeway handshakewith thechosenaddressusinga TCPlayer
connect()call, or it couldsendsynsto randomaddressesathighspeed,andthenonly try to completethehandshakeandsend
theexploit in thosecaseswhereit getsa syn-ackback. In theUDP case,theexploit andworm maybeinsidea singleUDP
packetwhichgetssentto therandomlychosenaddress( like theSlammerworm).

Randomscanningwormshave a characteristicspreadpattern. They �rst spreadexponentially, doublinganddoubling
graduallytill thereis a decentpopulationof worms.This phasesinto a stagewherethewormsinfectmostof thenetwork in
a rapidlinearrise.Finally, thewormtakesquitea long time to �nish �nding thelastvulnerablemachines(saturating)- since
justguessingrandomaddressesis notaveryef�cient whenmostmachinesarealreadyinfected.Themathematicsof random
scanningworm spreadis coveredin moredetail in How to Own theInternetin YourSpareTime.

Here's a pictureof the inboundscanratedueto CodeRedat onesite. The proberateis proportionalto the numberof
infectedworm instances,sothis givesa senseof thecharacteristicway in which randomscanningwormsspread.

Randomscanningwormsareverynoisyandtendto wastea lot of network bandwidthscanning.This is becausethegreat
bulk of the randomscansdon't do anything: not many addressesarevulnerableto begin with ( thevulnerabilitydensityis
low) so mostscansarewastedeven at the startof the worm. Plusthe wormsusuallykeepscanninglong after everything
is infected.Whena randomscanningworm is scanningon theInternet,everyone'saccesslink to thenetgetsdelugedwith
scans.Often muchof the harmthe worm doescomesjust from this wasteof bandwidth- preventinglegitimatenetwork
applicationsfrom working andcrashingrouters(which often die if their cpu usagegoesto 100%for any lengthof time).
However, randomscanningis a simpleandrobustapproachto wormspread,soworm writerskeepusingit.

3.2. What is saturation of a worm?

Saturationrefersto the worm infecting all the systemsthat werepotentially vulnerableto the exploit(s) it has. Once
saturationoccurs,thereis no more value in the worm continuingto try and spread,and things aboutworms and worm
containmentareoftenexpressedin termsof saturation:time to saturationandX% saturated.Saturationcouldeitherbeon
theInternet,or with respectto someparticularinternalnetwork.

In practice,saturationis somewhat fuzzy sincevulnerablecomputersareconstantlybeingturnedon andoff for reasons
thathave nothingto do with theworm. Additionally they maygetpatchedprior to infection,cleanedup after infection,and
thenpossiblyreinfected.They alsochangeIP addressdueto dialup lines,DHCPleasesexpiring, etc. Thustheconceptof
a staticpopulationof vulnerablemachineswhich theworm simply compromisessteadilyuntil saturationis reachedis a bit
cleanerthanthe real world. However, it' s still a usefulapproximationfor somepurposes,especiallyfor very fastworms
whereotherprocessesdon't havemuchtime to affect thedynamicsof theworm spread.



3.3. What is subnetscanning?

WormssuchasCodeRedor Slammerthat scanany old addresson the Internetareinef�cient in severalways. On the
Internet,they areinef�cient becausethegreatbulk of scanscrossthenetwork core.Thismeansthatthescansareslower than
they otherwisewould be just becauseof latency, andcongestionof thenetwork. On enterprisenetworks,scanningrandom
addressesis inef�cient becausemostof theaddressspaceis not in usebehindthe�re wall.

Thus,we presume,theworm writerscameup with subnetscanningto solve theseproblems.In this approach,theworm
differentiallypicksaddressescloserto itself. For example,CodeRedII pickeda randomaddresswithin its own classB 3/8
of thetime. It pickeda randomaddressfrom its own classA 1/2 of thetime, andonly pickeda completelyrandomaddress
1/8 of the time. On the Internet,this meanslessof the worm spreadis happeningacrossthe core,andmoreacrosslocal
networks.In enterprisenetworks,it meansthatawormis likely to compromisetheenterprisefarmorequickly. For example,
saytheenterprisehastwo classB networks. A worm that falls into on of themandusestheCodeRedalgorithmwill only
fall into thepopulatedspace1 in

�����

attempts.By contrast,theCodeRedII algorithmwill pick anaddressin thelocal class
B ( andthereforein thepopulatedspace)3/8 of thetime. This will dramaticallyimprove theworm's ability to saturatethe
enterprisenetwork.

3.4. What is a Warhol worm?

TheWarholworm wasa termmadefamousby our colleagueNick Weaver for a worm thatcouldspreadin lessthan15
minutes( thusrecallingAndy Warhol'squoteabouthow everyonecouldhave15minutesof fame).Thewormis atheoretical
designthathasn't beenseenin thewild, but wasdescribedin Nick'soriginalwriteupandoursubsequentpaper.

TheWarholwormreliedonthreestrategies,two simpleandoneveryclever. Thecleveronewasco-ordinatedpermutation
scanning,thesubjectof thenext FAQ item. The�rst simpleonewasto usea hitlist: insteadof startingat a singlelocation,
thereleaserof thewormassemblesa list of vulnerablemachinesin advance,andthenstartstheworm atall thosehitlist sites
almostsimultaneously. This avoidsa numberof generationswhile theworm grows to thesizeof thehitlist, andthusshorten
thetotal spreadtime considerably. Thesecondsimpletechniquewassimply to scanfaster. Many of thewormshave hada
really modestscanrate( thenumberof IPspersecondtheworm is ableto check),andsothis canbeimprovedgreatlyby a
betterdesign.

Backof theenvelopecalculationssuggestthatwith the implementationof all threetechniques,theworm couldsaturate
theInternetin signi�cantly lessthan15minutes.

3.5. What is co­ordinatedpermutation scanningthen?

Theideasis asfollows. Supposeall thewormssharea randompermutationof theInternetAddressspace.(ie They can
all generatetheexactsequenceof proceedingthroughall theaddresseson theInternetin a randomorder, but in which each
addressis only visitedonce.Suchapermutationcanbeimplementedvia certainkindsof randomnumbergenerators( suchas
linearcongruentialgenerators)or via agoodencryptioncipher. It' s importantthatall thewormsknow thesamepermutation.

Now a worm beginsscanningthroughthepermutation.This will still look randomto defenders.However, theworm has
a secondtrick up it' s sleeve. Whenthe worm scansan addresswhich is alreadyinfected,the secondinstancerespondsto
thescanin thesameway that letsthe�rst instanceknow theworm hasalreadyinfectedthataddress( eg by sendingbacka
specialmagicnumberin oneof the�elds of thesyn-ackresponsepacket). A worm thatrealizesanaddressthatit scannedis
compromisedcansafelyconcludethatanotherworminstanceis scanningthroughthis regionof thepermutation,andthereis
notpoint in continuing.Henceit canswitchto anotherrandomlychosenpartof thepermutationto seeif thereis unchecked
sequencesof addressesthere.

It turnsout that this approachcleansup the lasthostsbeforesaturationsigni�cantly quicker thanpurerandomscanning.
It also gives the worm a reasonablyef�cient way to know when it is done. Eachinstancecan only switch partsof the
permutationthreetimes, say, and then �gure out it is doneswitch to someother more productive activity (whatever the
payloadis for example).Nick Weaver hasshown thatthisapproachdoessucceedin saturating,but signi�cantly quicker.

3.6. What is a �ash worm?

A �ash worm is a worm thatusesthefollowing hypotheticalalgorithm( no �ash wormshave yet beenseenin thewild).
Theworm releaserscansthenetwork in advanceanddevelopsa completehitlist of all vulnerablesystemson thenetwork.



Thewormcarriesthisaddresslist with it, andspreadsout throughthelist usingaprecomputedspreadmap.The�rst infected
machineinfectsthreemore(say),andgiveseachof them1/3 of theaddresslist. They eachinfect threemachinesfrom their
list, andgive those1/3of the1/3,andsoon.

Thustheinfectionoccursin timethatis basicallythelogarithmof thenumberof machinesto beinfectedtimesthelatency
for eachgenerationof infectinga few machines.This canbepotentiallyvery fast: tensof secondsfor theInternet,andless
thana secondfor anenterprise.Flashwormsarealsohardto contain.A morethoroughanalysisof themis in How to Own
theInternetin yourSparetime.

3.7. What is a topologicalWorm?

A topologicalworm is a worm that relieson informationit �nds on the infectedhostin orderto locatefurtherpotential
victimsto infect. Theoriginal InternetWormof 1988wasatopologicalworm. Modernwormshaveall beenscanningworms
- relyingonguessingaddressesratherthanonusinginformationfrom thehost.To giveanexample,a topologicalwebserver
wormmight searchthepagesof theinfectedwebserver for URLsof otherservers.It would thentry andinfect them.

Topologicalwormsareprobablysomewhatintermediatebetweenscanningwormsand�ash wormsin speed,diffculty of
containment,androbustness.Scanningis a very simple,robust strategy, but is ratherinef�cient andvery noisy, giving a
strongbasisfor detectionandcontainmentof theworm. Flashwormsarecompletelyef�cient andquickbut requireelaborate
reconnaisanceandpreperation.Topologicalwormsmakefar fewerconnectionsperinfectionthanscanningworms,but must
searchthediskor memoryof theinfectedmachinefor new links, whichmaybetimeconsuming.Not all protocolsaresuited
to topologicalworms;theremustberich enoughinformationaboutotherserversto supportaworm spreadingwell.

3.8. What is a metaserver worm?

A metaserverwormis aspecialcaseof atopologicalwormin whichthevulnerableprotocolis suchthatasmallnumberof
metaserverscontaininformationaboutthelocationof all theothervulnerablemachines.SomeInternetgamesarestructured
this way. A worm that can either legitimately query the metaservers for the locationsof all the servers, or failing that
compromisethemetaservers,cantheninfecteverythingelsein a veryshortorder.

3.9. What is �r ewall penetration?

Somewormshavehadfunctionalityparticularlydesignedjust to getthemacrossthe�re wall sothey cangetastartinside.
The prototypicalcaseof this wasNimda. Generally, theseareviral modes.The worm infectsweb serverson the Internet
andhopesusersinsidethe organizationswill browsethemandbecomeinfectedalso,or the worm sendsinfectiousemail,
hopingusersbehind�re walls will readit. Whata worm canpotentiallydo however (asdistinct from a virus), is spreadon
theInternetinsideminutesandthenbegin its �re wall penetrationbeforeany any-virusupdateoccur.

4. FamousWorms

4.1. PleaseGrandad, tell me about the original Inter net Worm.

TheInternetWorm of 1988wasthe�rst worm thatcausedmajorproblems.It wasreleasedin theearlyevening(Eastern
US time) of November2nd,1988,andspreadall acrosstheInternetin thecourseof thenext 24 hours.It led to widespread
disruptiionof computersattachedto thepublicnetwork for severaldaysfollowing. At thetime, theInternetonly had60,000
computers,mostlyusedby researchersandhigh-techcompanies,sothepotentialdamagewasmuchlessthanin recentworm
incidents.

Theworm wasreleasedby RobertMorris Jr, angranduatestudentat CornellUniversitywhoalsohappenedto betheson
of the chief scientistof the NationalComputerSecurityCenter(thenthe NSA's centerfor researchin computersecurity).
Morris was�ned andsentencedto communityservicefor releasingtheworm,but hassincerehabilitatehimselfandis now a
respectedcomputernetworking researcher.

Thewormwasatopologicalwormthatreadavarietyof systemcon�guration�les to �nd informationaboutotherhoststo
attack,aswell asrunningutilities to look at currentnetwork connectionsfor cluesaboutothermachines.Oncehaving found
amachine,it hadfour methodsof attack:



l A buffer over�ow in �ngerd ( a oncecommonbut now rarelyusedutility for determiningwho wasactive on a given
computer).

l Useof the DEBUG commandin sendmail( the Unix mail transferprogram),which intentionallyallowed arbitrary
commandsto be executedon a machinerunningsendmailwith this option enabled. The option shouldhave been
disabledin productionuse,but oftenwasn't.

l Crackinguserpasswordsandthentrying themonothermachines.

l Exploiting trustrelationshipsthatallowedusersof onemachineto log into anotherwithout giving a password (Unix.
rhostsand/hosts.equiv �les).

Thewormwascapableof infectingseveralvariantsof BSDUnix, andconsistedof two pieces- asmallbootstrapprogram
passedasaC sourcecodeandthencompiledandexecuted,which thenpulledover themainworm.

Estimatesof thenumberof systemsthatgot infectedvary from about1000to 6000; theredoesn't seemto be a reliable
basisto theseestimates(they comefrom extrapolatingfrom infectionratesat smallnumberof sites).Thereareno reliable
dataonthespreadprogression,but chronologiesof eventsrecordedin theliteraturesuggestspreadtookaround24hours.The
wormhadno intentiallydamagingpayload,but causeddenialof serviceof thecomputersby overloadingthemwith somany
copiesof itself thatthey couldn't function.Thewormwasquiteingeniousin severalways,but alsocontainednumerousbugs
andlots of sloppy programmingpractices.

Theworm leddirectly to thecreationof CERT/CC.

4.2. What happenedwith CodeRed?

TheCodeRedincidentwasthebiggestwormincidentby farafterthe1988InternetWorm. It causedahugestir becauseit
spreadsofastandsowidely, andreallyputwormsbackonthemap.It alsosparkedlotsof researchandproductdevelopment.

Therewereat leastthreeseperatethingscalledCodeRed. The �rst versionwasinitially seenin thewild on July 13th,
2001,accordingto Eeye Digital Security, who disassembledtheworm codeandanalyzedits behavior. Theworm spreadby
compromisingMicrosoft IIS web serversusingthe .ida vulnerability CVE-2001-0500.Onceit infecteda host,Code-Red
spreadby launching99 threadswhich generatedrandomIP address,andthentried to compromisethoseIP addressesusing
thesamevulnerability. A hundredththreaddefacedthewebserver in somecases.

However, the �rst versionof the worm analyzedby Eeye, which cameto be known asCR 1v1, handan apparentbug.
Therandomnumbergeneratorwasinitialized with a �x edseed,so thatall copiesof te worm in a particularthread,on all
hosts,generatedandattemptedto compromiseexactly thesamesequenceof IP addresses.( The threadidenti�er is partof
theseeding,so the worm hada hundreddifferentsequencesthat it exploresthroughthespaceof IP addresses,but it only
exploredthosehundred.)ThusCRv1hada linearspreadandnevercompromisedmany machines.

On July 19th, 2001,a secondversionof the worm beganto spread. CodeRedI v2 was the samecodebaseasCRv1
in almostall respects– the only differenceswere �xing the bug with the randomnumbergeneration,an end to website
defacements,anda DDOSpayloadtargetingtheIP addressof http://www.whitehouse.gov. this wastheversionthatspread
sorapidlyandgloballyuntil almostall vulnerableIIS serversontheInterenetwerecompromised.It stoppedtrying to spread
at midnightUTC dueto aninternalconstraintin theworm thatcausedit to turn itself off. It thenreactivatedon August1st,
thoughfor a whicle its spreadwassuppressedby competitionwith CodeRedII. However, CodeRedII diedby designon
October1, while CodeRedI hascontinuedto make a monthly resurgenceto this day. CodeRedfollowedthe theoryof a
randomscanningwormprettyclosely.

The CodeRed II worm was releasedon SaturdayAugust4th, 2001 andspreadrapidly. The worm codecontaineda
commentstatingthat it was”Code RedII” but it wasan unrelatedcodebase. It did usethe samevulnerability, however.
Whensuccessful,thepayloadinstalleda root backdoorallowing unrestrictedremoteaccessto theinfectedhost. Theworm
exploit only workedcorrectlywhenIIS wasrunningonMicrosoftWindows2000;OnWindowsNT it causeda systemcrash
ratherthananinfection.

Thewormwasalsoasingle-stagescanningwormthatchoserandomIPaddressesandattemptedto infectthem.However, it
usedsubnetscanning,whereit wasdifferentiallylikely to attemptto infectaddressescloseto it. Speci�cally, with probability
3/8 it chosea randomIP addressfrom within theclassB addressspace(/16) of the infectedmachine.With theprobability
1/2 it choserandomlyfrom its own cassA (/8 network). Finally with probability1/8 it wouldchoosearandomaddressfrom
thewholeInternet.



CodeRedII suppressedtheincidenceof CodeRed1 v2 onceit cameout,but bothcontinueto bepresenton theInternet
todayin smallnumbers.

More detail on CodeRedcanbe found in the CERT Advisory, in How to Own the Internetin Your SpareTime, and
CAIDA'sexcellentanalysis.

4.3. What happenedwith Nimda?

Nimdabeganon September18th,2001,just aboutexactly oneweekafter the9/11 incident,andspreadvery rapidly. It
spreadextensively behind�re walls, and illustratesthe ferocity andwide reachthat a multi-modeworm canexhibit. The
worm is thoughtto haveusedat least� vedifferentmethodsto spreaditself:

l By infectingWebServersfrom infectedclientmachinesvia activeprobingfor aMicrosoft II Vulnerability(CVE-2000-
0884)

l By bulk emailingof itself asanattachmentbasedon theemailaddressesdeterminedfrom theinfectedmachine.

l By copying itself acrossopennetwork shares

l By addingexploit codeto Webpagesoncompromisedserversin orderto infect clientswhichbrowsethepage.

l By scanningfor backdoorsleft behindby CodeRedII andalsothesadmindworm.

Thereis anadditionalsynergy in Nimda's useof multiple infectionvectors:many �re wall allow mail to passuntouched,
relying on themail serversto remove pathogens.Yet sincemany mail serversremove pathogensbasedon signatures,they
aren't effective duringthe�rst few minutesto hoursof anoutbreak,giving Nimdaa reasonablyeffectivemeansof crossing
�re walls to invadeinternalnetworks.

Nimdawasalsointerestingin anotherlight: it containedcodeto deleteall thedataon harddrivesof infectedmachines,
but thatsectionof thecodewasturnedoff.

There'smoreinformationin theCERT AdvisoryonNimda.

4.4. What happenedwith Slammer?

TheSlammerworm occuredat almostexactly9:30pm(Paci�c Time) onFridayJanuary24th,2003.Theworm exploited
a known vulnerabiltyin Microsoft's SQL server runningon port 1434. The worm sentitself in the form of a singleUDP
packetwith 376bytesof data( 404bytesincludingheaders).Thispacket includedtheexploit andtheassemblylanguageof
theworm itself. Whenit hit a vulnerableIP/portcombination,it would over�ow a buffer andimmediatelybegin execution
without requiringany furtherinteractionwith theinfectingmachine.As such,it wasthesmallestworm to date.

It wasalsothefastest.Thewormsatin a tight loopsendingoutcopiesof itself to randomIP addresses(in classicrandom
scanningworm fashion). We observed scanratesfrom 3000packetsper secondsto 30000pps,massively fasterthanany
otherworm to date. This resultedin a very dramaticspread- the infectionwasinitially doublingin lessthantenseconds.
Later, theworm becamebandwidthlimited: notall theworm'spacketscould�t throughnetworks,andspreadsloweddown.
Still, it wasmostlysaturatedaftertenminutes.

The worm hadno maliciouspayload,but causedsigni�cant disruptionnonetheless,eitherby blocking networks or by
infecting andmakingunavailableSQL serversthat wereperformingcritical tasks. The mostnotabledamagewaslossof
servicefrom Bankof America'sATM network for mostof a day.

Theworm wasalsocalledSapphire( our favoritename),anda moredetailedanalysisof its spreadis here.

4.5. TCP worms couldn't benearly asfast asSlammer, right?

Actually, they could be even faster. A properlydesignedscannerwould sendout syn packetsat nearline rate, listen
asynchronouslyfor syn-ackresponses,and only sendthe whole worm in the casethat the exploit worked. At a typical
Internetvulnerabilitydensitiesof 0.001%-0.01%,thecostof sendingout thesyn packetsconsiderablyexceedsthecostof
sendingout thewormsfor areasonablysizedworm. A fastmachinewill beableto sendout40bytesynpacketsconsiderably
fasterthan404 byte Slammerpackets. (Note that a good implementationis going to write forgedpacketsdirectly at the
link-layerandbypassthestackaltogethor).

Now, the worm hasto do sometricky thingsto managecongestion,especiallywhenmultiple instancesaresharingthe
samelink to a site,but it canbedone.We' keepthedetailsto ourselves.



4.6. What happenedwith Blaster and Welchia?

The Blasterworm beganon or aboutAugust11th, 2003. It wasa scanningworm that spreadvia Microsoft's DCOM
RPCmechanism,andthuswaspotentiallyableto infectmostWindowsXP andWindows2000systems( ahugepopulation).
Theworm spreadover thecourseof severaldays. No detailedanalysisof its spreadis availableat this time, but anecdotal
evidencesuggestsit spreadverywidely.

The spreadalgorith wasrandom-start,sequentialsearch.That is, it picked a randomplaceto begin, but thenscanned
upwardssequentiallythroughIP addresses.40%of the time, it pickeda startwithin its own classB, and60%of the time,
it pickeda completlyrandomstartingplace.Themathematicsof this is kind of spreadaren't known at this time; it' s likely
similar to randomscanningin thebeginningandthen�nishes up fasterat theend. (However, it' s easierto containbecause
inboundscanblockingwill work againstthis scanalgorithm,whereasit won't againstregularrandomscanning.

The worm's main payloadwasa denialof serviceattackagainstwindowsupdate.com.However, sincethe worm gave
Microsoft severaldaysbeforeinitiating theattack,they wereableto avert it. Theworm alsoinstalleda backdoorcommand
shellthatwasremotelyavailable.Thewormhadnodedicated�re wall crossingfunctionality, but nonethelessmanagedto get
into many organizationandcausewidespreadproblems.Finally, thereis someevidencethattheworm mayhave hada role
in theNorthEastpoweroutageof August2003.Seethis ComputerWorld storyfor moredetail.

The Welchia worm wasan exampleof an attemptedgoodworm that patchedWindows systemsvulnerableto Blaster
andalsoremovedBlaster. It beganabouta weekafer Blaster. In fact, it considerablyworsenedthe harmby taking down
networkswith excessive traf�c - indeedanecdotalevidencesuggeststhatWelchiadid moreharmthantheBlasterworm it
waspresumablymeantto cure. Welchiawasalsoa randomstartsequentialscannerbut checkedwith ICMP whethertheIP
waslivebeforeattemptingto infect theaddress.

5. The Future of Worms

5.1. How fast could a worm compromisethe Inter net?

The worst caseis a �ash worm with a precomputedspreadmapoptimizedwith knowledgeof the Internettopology. It
couldalmostcertainlysaturatethevulnerablepopulationconnectedat thetime in lessthanthirty second.SeeHow to Own
theInternetin YourSpareTime for moreinformation.

The fastestworm to datewasSlammer( a randomscanner),which saturatedin not muchmorethanttenminutes.The
TCPrandomscanningwormshave all takena numberof hours( or evendays)to saturate,but that's becausetheir scanners
wereinef�cient: they couldbedesignedto goasfastasSlammer.

5.2. How fast could a worm compromisemy enterprise?

Theworstcasesarea �ash worm( assumingsomeonehadgoneto thetroubleof mappingyourenterprisefrom theinside
in advance),or a topologicalworm wherethetopologicalinformationwasin memory(asopposedto ondisk). Sucha worm
couldsaturatethevulnerablepopulationinsideanenterprisein a few hundredmilliseconds.

Themorecommoncaseof a randomscannercanvary from secondsto hours,dependingo nthestructureof theaddress
spaceand the vulnerability density. There's a discussionof this point in Containmentof ScanningWorms in Enterprise
Networks.Notethatif thewormhasadecentguessat theaddressspace( sayit �rst scansthelocalClassB andthathappens
to beyourwholeaddressspace),it needonly to takea few secondsto do thatat Slammerscanningspeeds.

In general,youshouldassumethatawormcanfully compromiseyournetwork beforeyouasahumancan�gure outwhat
is happening,andbeforeany vendorcanproducea signatureupdate.

5.3. How long canworms last?

Therearestill quite a few infectedinstancesof CodeRedandNimda scanningon the Internetnow, several yearsafter
thosewormswerereleased.Seethisgraph(thanksto VernPaxsonat ICSI/LBNL). Socertainlywormscanpotentiallbecome
endemicandlastfor years- aslong asthevulnerabilitylasts.



5.4. Ar e the worms to dateany good?

Someof themshow signi�cany hackingskills andclevernesswith assemblyprogramming.The1988InternetWorm was
very innovative,andis still theonly worm to usea zero-dayexploit (however it alsocontainedmany sloppy programming
errors,reportedly).Nimdawasquiteslick andinnovativeandbetrayeda sophisticaedauthor. CodeRedII cameup with the
clever ideaof local subnetscanning.However, mostof thewormsto datehaveshown a poorgraspof how to spreadbroadly
andquickly, and most have had somesigni�cant errorsin them. The scannerdesignscould be much faster(except for
Slammer),andthey haveall achievedfar lowerpenetrationsthanthenumberof unpatchedsystemsmight leadoneto expect
- suggestingthat theexploits areusuallyfragile anddon't work on all theputatively vulnerablesystems.Plusthepayloads
have oftenfailed, eg theDDOSof CodeRedagainsttheWhite Housewaseasilycircumventable.Blasterwasa particulart
inept worm - it could have beena devastatingattackagainstMicrosoft update,but it spreadso slowly that Microsoft had
plentyof time to counterit. Overall, theworm writerscoulddo muchbetterif they studiedbetter, workedharder, andtested
properly. It' s lazy thatthey keepusingold exploits insteadof �guring outnew ones.

5.5. Why do peoplewrite worms?

Most to dateappearto havebeenwrittenfor motivationsthatlie alongthespectrumfrom ”creatinggraf�ti on theInternet”
to ” carryingout a hugeglobalprank” to ” this wasmy studentproject”. It' s thelackof seriousintentto harmon thepartof
thewormwritersthathassavedusfrom muchfurtherdamage.Theworstof it hasbeenthetrojansandbackdoors,whichcan
leadto latercompromiseof personalinformationandidentity theft. Nimdaappearedmoresophisticated:therewerea series
of variants,andit hadthe�a vor of someoneexploring thetechnologyfor lateruse.

5.6. How hard is it to write a worm? Do you needa BS/CSor a PhD?

Any half competentprogrammercanwrite awormif they put theirmindto it. They cangetexploits for old vulnerabilities
onthenet.Eventprettylousywormswill spreadat themoment.Having advancedhackingskills: ie theability to �nd anovel
vulnerabilityandwrite asetof highly portableexploits for it, will allow thewormwriter to createsomethingthatwill spread
far fasterandmorewidely. Having the kind of disciplinethat softwareengineeringcoursesteachwill help to ensurethe
wormis well designed,well written,andproperlytestedin advance.To engineerawell testedwormcapableof scanningfast,
breaching�re walls reliably, andcausinga globaldisasteris probablybeyondtheskills of mostamateurs.Having advanced
degreeswill help to understandthe mathematicsof worm spreadandworm containment,which in turn would allows the
creationof a truly superiorworm thatwould spreadlike lighteningeverywhere,betooobfuscatedto easilyreverseengineer,
anddefeateventthemostadvanceddefenses.

SomeonecreatingtheUberworm would likely put togethora teamwith a scientistwho hasstudiestheworm literature,
a handfulof goodsoftwareengineers(familiar with operatingsysteminternals,networking, and intrusiondetection)and
a vulnerability researchercapableof developingexploits for novel vulnerabilities. Plusa well equippedlab with a lot of
differentsystemsto testagainst.Giventhoseingredients,it' sprobablyonly a few monthswork, with mostof thetimegoing
on thetesting.

5.7. I want to write a worm. Can you help me?

Therehave certainlybeendayswhenwe've beentempted,eitherto write wormsor helpthosethatdo. Pioneeringa new
�eld hasbeenfrustratingat time. However, theSilicon DefenseCoreValuesrun strongin our bloodandrestrainus. So,no,
we can't helpyou, andwe try to avoid providing detailsthatwill mainly beusefulto worm writers. However, any aspiring
wormwriter shouldcertainlystudytheliteratureonworms,andthis samplingis a goodplaceto start.

5.8. Is it legal for me to launch a goodworm?

A worm by de�nition breaksinto computers.That is now a crime in almostevery jurisdiction. Thereforelaunchinga
worm,with any purposewhatsoever, is likely to becommittinga widespreadcrimein many placesat once.Youknew it was
going to breakinto systems,soyou hada criminal intent. Sometimespeoplearetemptedto write ”good” wormsthatwill
patchsystems,ratherthancausingharm.Don't do it:



l It' s illegal. If you arecaught,youcouldgo to jail for a long time.

l The network traf�c from your worm could disruptcritical infrastructures,even if the worm itself hasno malicious
payload.Eg. seeWelchiawhichwasa supposedlygoodworm thattookout theUS-Navy-MarineIntranet.

l Patchessometimesdestabilizethecomputeror causeotherside-effects.It' s up to theownerof thecomputerto decide
whetherthey wantto take thatrisk.

5.9. How much do worms costsociety?

Needlessto say, this isn't easyto measure.However, the market research�rm ComputerEconomicsproduceswidely
citedestimatesof thetotal costof majorwormandvirus incidents.Herearetheir �gures for therecentworms:

CodeRed $2.62billion
Nimda $0.64billion
Slammer $1.25billion
Blaster[1] $2.0billion

[1]: Blastercostincludesthecostof thenearsimultaneousSobig.Fvirus.

5.10. What is the Uberworm? How bad could a worm be?

TheUberworm is theof�cial Silicon Defensetermfor the really big badworm that is going to causemajorwidespread
harmsomeday, andthatwehopeto mitigateby developingwormcontainmenttechnologyandeducatingpeopleaboutworms
beforeit happens.

Thinking changeson whattheUberworm might do. A while back,DARPA askedusto studywhattheworst reasonably
likely worm incidentcoulddo. This resultedin theWorstCaseWorm report. In that,we investigatedwhata terroristgroup
or anationstatecoulddo if they wantedto attackuswith a worm. Ouranswerwasroughly:

l usea threestageworm with fastscanningspreadon theInternet,�rw all penetration,andthentopologicalor scanning
worm spreadingonenterprises.

l robustportableexpoit affectinga broadrangeof Windowssystems

l wipeout thedataona sizeablefractionof all theharddriveson thecountry

l damagethehardwareonasmallerfractionof thecomputers.

Thatwould bebad.
However, we thoughtthat wasthe worst casewhenwe usedto think that the power grid wasprobablyinvulnerableto

worms.

5.11. Is the power grid vulnerable to worms?

It ratherappearsthat it might be. Many Internetsecurityexpertsusedto assumethat the SCADA systemsthat control
power generationand transmissionequipmentwere a foreign world that didn't interactwith our world, and couldn't be
affectedby wormsandotherproblemsof the Internet. Following theBlasterincidenthowever, which overlappedwith the
2003power grid outageon theeastcoast,it emergedthat someSCADA systemswerein fact runningon top of Windows
DCOM ( the servicevulnerableto the worm), and thus were potentially vulnerableto the worm if it oncegot into the
intranetsin question(andit' s hardto keepa worm out with completecertainty). There's alsosomeindicationthat worm
traf�c interferedwith communicationbetweentheplayersduringtheoutage.

There's no proof at this point thatBlasterplayeda key role in the2003outage,but theredoesseemto beenoughinfor-
mationto concludethatawormcouldinterferewith operationof thepowergrid - evena generalinternetwormnotdesigned
speci�cally for interferingwith power. A worm (or seriesof worms)designedby someonewith insideknowledgeof power
grid informationsystemscouldpresubablebefairly devastating.

A new storyworth readingis this onefrom Computerworld.



5.12. Is Al Qaedawriting worms to destroy civilization?

There'sbeenno evidenceof this in theopenliterature.A WashingtonPostarticlein 2002did suggestthatAl Qaedawas
researchingcyber-attacks,but directattacksoncritical infrastructureratherthanworms.However, who really knows?

5.13. Is Country X writing worms to destroy civilization?

A numberof countriesare know to have active programsdeveloping cyberwar attacks. The United Statesis almost
certainly investingthe most in this, and is probablythe most dangerousadversaryto anyone else's cyber-infrastructure.
However, China,Russia,andthemajorEuropeancountriesall have givenconsiderablethoughtto thearea.Publicdetailsof
thestrengthandphilosophyof theircapabilitiesarenaturallyratherlimited. TherearesomeindicationsthatChinahaspicked
cyberattacksasoneof themajorwaysin which they might offsetUS military superiorityin conventionalforces(they have
doctrine�elding thewonderfullynamed”People's InformationArmy”).

In general,thestateof network defenseis soabysmalrelativeto thecapabilitiesof attackersthatany moderatlydeveloped
countrythatputsa seriouseffor into it shouldbeableto developdevastatingoffensivecyberwarcapabilities.

If a singlelosercanperpetrateamajorglobalworm incident,whatcoulda professionaloperationdo?

5.14. Why would a country releasea worm ­wouldn't it hurt them just asmuch?

Not necessarily. Therearesomefairly simpletechniquesfor limiting thedamageto particulartargetcountriesthatwould
work mostof thetime. Thebasicobservationis thatcomputersgenerallyhave a settingfor thelanguageof theuser, andfor
thetimezonethecomputeris situatedin. If a worm containscodeto only executethepayloadon computersbetween5 and
8 hoursbehindUTC andwith US Englishasthe language,thenthe worm's harmwill be overwhelminglycon�ned to the
US andCanada.Whereas,if someonewantedto attackFrance,they'd choosethe languageto beFrenchandthe timezone
asUTC plusonehour. There'd besomecollateraldamagein Africa, but by andlarge,this would hit theFrenchandnot the
English,or theChinese.

It' salsopossibleto gaingeographicalinformationfrom IP addresses,but thisis lessreliable,especiallywith intranetswere
addressesmayoftennot bethepublically routableonemanagedby thevariousregionaladdressingauthorities.However, it
hasthebene�t thatknowing thegeographyof IP'sallowsthewormto avoid eveninfectingcomputersin thewrongcountries,
ratherthaninfectingthemandthenjustnotexecutingthepayload.

5.15. Aaagh ­ what can I do to protectmy critically important network?

Well, that's thesubjectof thenext section,onworm containment!!

5.16. I'm a jour nalist or a policymaker. What aresomeideasfor solving the worm problem?

Anything that causesvendorsto shio fewer vulnerabilities,causesusersto patchtheir systemsfaster, or leadsto better
technicalworm containmentdefenseswould be good. Herearresomeideasalongthoselines. Most of thesewould make
theInternetsigni�cantly safer, but would beMUCH LESSFUN thanthecurrentmodusoperandi( andlikely lesspro�table
for thevariouspartiesalso). They will not be politically feasibleuntil thedamagefrom wormshasworsenedsigni�cantly
further.

l Makesoftwarevendorssubjectto productliability lawssothatshipping�a wsbecomesmuchmorecostlyto them.

l Setup a governmentagency to �ne vendorswho ship vulnerabilities. Recycle someof the money to independent
bountyhuntersthat�nd new vulnerabilitiesandreportthemto thegovernmentagency.

l Requiresoftwareengineersto be licensedlike civil engineers.That way, tyros just out of college won't be writing
critical or widespreadapplicationswithout aclue.

l Have a governmentagency scanthenationaladdressspace.Give �x-it ticketxsto peoplewith vulnerablecomputers.
Finethemif they haven't patchedtheirsystemtwo weekslater.



l Moreresearchfunding.Oddly, undertheBushadministration,therehasbeenamassivecontractionin researchfunding
into InternetSecurity. A lot of theresearchcommunitythatexistedthreeyearsagohasdriedupandblown away. More
fundingwouldbegood(hopefullyHSARPA will stepupto theplatehereeventually).In particular, wormcontainment
researchis still a very new �eld, andthereis a lot moreto be done. Fundingshouldbe allocatedbasedon merit as
determinedby peer-review.

l MandatethatISP'sdonotallow scanningoutof their network. Also mandateegress�ltering.

l Make sitesliable for damagecausedby compromisedmachineson their network, sothey have anincentivenot to get
hacked.

l Mandatorydisclosurelaws for securityincidents.

l Mandateworm containmenttechnologies( not thatwe'd haveany �nancial interestin this lastidea!).

6. Worm Containment

6.1. What is worm containment?

Worm containmentis theart, science,andengineeringdisciplineof preventingwormsfrom spreading.The worm con-
tainmentperspective assumesthat therewill alwaysbevulnerabilitiesin widespreadsoftware,andalwaysbe someparties
wit h maliciousintent who will releaseworms,andaskshow to ensurethat the releaseof sucha worm will not resultin a
widespreadepidemic.Thede�ning characteristicof wormcontainment,asdistinctfrom anti-virustechnology, is thatit must
beall automatedwith nohumanin theloop. Otherwise,it mayverywell betooslow to beuseful.

We cantalk aboutworm containmenton the internet,wherewe assumesomeonemaliciousreleasedtheworm at oneor
moreplacesandnow we muststopit. We canalsostudyit on theenterprisenetwork, wherewe assumethatsomehow the
wormgotastartontheinternalnetwork,andnow wemustpreventit from infectingeverythingelsein theorganization.Most
of therestof theFAQ is concernedwith theenterprisecase( which is a lot morepromising).

Worm containmentis alsosometimescalledworm quarantine.

6.2. Shouldn't the vendorsjust �x their softwareand the problemwould goaway?

It' s not so simple. Softwareis written by humans.Humansmake mistakes. So softwarewill always initially contain
�o ws,someof which will besecuritysigni�cant. Experiencedprogrammersworking in anengineeringculturewith a high
commitmentto quality anda goodknowledgeof securityissueswill createfewer securityproblems,but they still won't
produceperfectsoftwarewith zerosecurityproblems.

Sothenit comesdown to testing.Softwareengineeringresearchershavefoundthatthenumberof defectsin agivenpiece
of softwareis, at best,inverselyproportionalto theamountof time spenttestingit (to put somecomplex resultsin a simple
form). So if you testyour softwarewell for ten timeslonger, it will have 10%asmany defectsin. If you testit 100 times
longer, it will have 1% asmany defectsin. What is not possibleis to eliminateall thedefectsin any reasonableamountof
time.

Giventhatsoftwarevendorsoperatein a freemarketwhereplayerswhoarelateto marketgenerallygetcrushed,it' seasy
to seewhy softwareusuallyshipswith lotsof defectsin. Evenopensourcesystemscompetein thesensethatif suchasystem
doesn't evolve new featuresfastenough,userswill switchto somethingelseandtheprogrammerswill losetherecognition
andsenseof meaningthat motivatedthemto write the system. So theretoo, softwarefacestime pressuresthat make for
limited testing.But evenmassiveamountsof effort onsoftwarequalitywould noteliminateall vulnerabilities.

Sinceeveryvulnerabilitycreatesthepossibilityof awormspreadingby exploiting thevulnerability, wecanexpectworms
to bewith usfor a long time.

Having saidthat,notall vendorsareequal.Somehavebetterengineeringculturesthanothersandproducefewerdefects.
Also worth notingis therelativesizeof differentapplications.Somevendors(notablyMicrosoft) favor producingextremely
largeandcomplex applicationsandoperatingsystems.No matterhow carefulsuchvendorsare,very largecomplex systems
inevitablehavemany defects.sothereis valuein pressingvendorsto producesimpler, better-testedsystems.Fewervulnera-
bilities would bebetterthanmorevulnerabilities,evenif we cannevergetto zerovulnerabilities.Similarly, vendorsshould
provide �x espromptlyandmake it easyfor usersto install them,sothatwhena vulnerability is discovered,thewindow of
timeavailablefor largescaleexploitationof it is minimized.



6.3. Doesn't anti­virus softwaredo worm containment?

Anti-virus softwareworksby checkingcontent(executable,attachments)for speci�c signsthatre�ect paticularviruses-
thesetof signsfor a particularvirus is generallyknown asa signature.Whena new virus released,theanti-viruscompanies
obtaincopiesof it, analyzeit, generateanew signature,anddisseminateit to theircustomers.While they havegotverygood
at this, it remainsaproblemwhich involvesacertainamountof humananalysisanddecision-makingin responseto thevirus
incidentasit develops.Thetakeshoursor evendays.This wasperfectlyadequateagainstmostviruses.

Theproblemwormsposefor this approachis their speed.Wormscanspreadglobally in substantiallylessthananhour,
and perhapseven in essthan a minute. This is fasterthan any reasonablehumanmediatedprocesscan producea new
signatureanddisseminateit. Thusanti-virussystemscannotsolve theworm problem(thoughthey remaina very valuable
andimportantpartof anorganization'snetwork securitydefenses).

6.4. Do �r ewallshelp with worms? Ar e they enough?

Firewalls arecritical �rst line of defense.Without a properlycon�gured �re wall on all accesslinks to the Internet,and
all links to businesspartners,wormscanfreely scaninto the enterprise,which makesit very hardto control them. Every
addresson thenetwork canbehit multiple timesfrom outsidetheenterprise.It' sessentialthat�re wallsbein positionandbe
correctlycon�guredsothatscanscanonly �nd a handfulof carefullyhardenedandadministeredmachinesin DMZ' s.

However, it' snot likely that�re wallsalonecanpreventwormsgettinginto enterprisenetworks.Therearetoomany ways
around.

6.5. What about internal �r ewalls?Router/Switch ACLs?

Excellentideas.The moreyou can�re wall off piecesof the enterprisenetwork, andthemoreyou can�lter traf�c, the
harderit is for wormsto spreadacrossit. In fact,if you getthingsto thepoint whereeveryhostis only ableto seelessthan
oneothervulnerablehost,thenyouhaveanadequatealternativeto dedicatedwormcontainment.Hardto creatandmaintain
that,however.

6.6. What about intrusion detectionsystems?Intrusion prevention?

Intrusiondetectionsystemsjust detectincidents.They will oftendetectworms,but by itself that is of limited valuesince
theworm is likely to spreadfastenoughthatmerelynotifying humanswill not causea usefulresponseuntil after theworm
hascompletedits spread.

Intrusionpreventionsystemsarebasicallyintrusiondetectionsystemsthatautomaticallyblockthethingsthey detect.If an
intrusionpreventionsystemblocksscans,thenit canbeusedasa worm containmentdevice, if suitabledeployed(according
to theguidancediscussedelsewherein this document).However, generalpurposeintrusionpreventioninvolvesmany time-
consumingcalculations.Thatrequireseitherrunningintrusionpreventionsoftwareonageneralprocessor(in whichcasethe
systemwill bequiteslow), or runningdedicatedhardwaredevelopedjust for intrusionprevention( in whichcasethesystem
will bequiteexpensive).Someintrusionpreventionsystemshavebeenknown to juststopoperatingandstartemittingsmoke
duringthemajorworm incidents,which isn't exactly thedesiredbehavior.

Thus thereis value in using dedicatedworm containmentsystems,which can be much faster/cheaper, and therefore
allow of a broaderand�ner -graineddeployment. Also, worm containmentsystemsarelikely to have interfacesandother
supportingtools more directly helpful to blocking worms, and lesscomplexity associatedwith handlingother classesof
intrusions(whicharegenerallyrareron internalnetworks).

It may well be useful to combinea worm containmentsystemwith a more generalintrusion prevention or detection
solutionin front of key assetsof theorganizationthatmightattracthumanattackers.

6.7. What aresomewaysworms canget insidemy enterprise?

l Mobile machinesmaygetinfectedwhile connectedat homeor connectedto othernetworks,andthenbring theinfes-
tationinto thecorporatenetwork.

l Peoplemay dialup to outsideISP's while also connectedto the internal network (eg to checkand alternateemail
addressor circumventsome�re wall policy they �nd inconvenient)andgetinfectedvia theISPconnection.



l Wirelessnetworksfrequentlyoverlapmultipleorganizations,andmayallow peopleoutsidetheorganizationto connect
to theinternalnetwork, andpossibleinfect it (eitherdeliberatelyor inadvertantly).

l Alternatively, an internalmachinemay be miscon�guredandconnectto an externalwirelessnetwork from which it
canbescannedandinfected.

l Homemachinesmaybeconnectedto theInternetandthecorporatenetwork andcauseinfectionsthatway.

l Poorlycon�gured�re wallsandDMZ' scanallow scanningwormsfrom theoutsideto getafootholdinsidetheintranet.

l Un�rewalled connections(or inadequately�re walled connections)to businesspartnerscan allow scanningworms
insidethebusinesspartnerto crossinto theenterprisenetwork.

l Wormscanhaveviral �re wall crossingmethods(muchasNimdadid). For example.

l They cansendthemselvesin emailthatmightbeopenedby workersinsidetheorganization.

l They caninfect Internetwebsitesor otherserverswith contentthatwill infectbrowsersinsidetheorganization.

l InfectedDNS, NTP, or otherserversor infrastructurecomponentsoutsidetheorganizationcould infect their internal
peerswhenqueried.

6.8. Vendor ABC told metheir systemwould preventall worms entering my network. What shouldI think?

VendorABC lies. It' s beyondthestateof theart to reliably detectandblock novel wormson all possiblewaystheworm
cangetin. This is not to saythatperimeterdefensesarenotuseful- gooddefensescancertainlylower theprobabilityof the
wormentering.They' ll keepout thedumbestworms.Howeversophisticatedwormswill getin someof thetime. This is why
it' sworthconsideringnetwork wormcontainmenton theinternalnetwork aspartof adefensein depth- if thewormdoesget
in, worm containmentmayprevent it spreading.Worm containmenttechniquesarenot perfecteither, but atleastthey have
quanti�ableperformancefor themostcommonclassesof worms.

6.9. What is this vulnerability densitity you keeptalking about?

The vulnerability densityis the proportionof IP addresseson somenetwork that arevulnerableto a particularworm.
Note, it' s usuallyde�ned asthe proportionof addresses,not of computers,or computerswith someparticularkind of OS
or application.Thevulnerabilitydensityis thustheprobabilitythata randomscanningworm scanningexactly thatnetwork
would succeedin hitting a vulnerablesystemon the �rst probe.We cantalk abouthevulnerabilitydensityof the Internet,
or thevulnerabilitydensityon particularenterprisenetworksbehindtheir �re walls. In theformercaseit' s thetotal number
of vulnerablesystemsdividedby

�����

, while in the lattercasewe divide by thesizeof theaddressspacetheenterpriseuses
internally.

Observedvulnerabilitydensitieshave beensurprisinglylow. For example,CodeRedon the internethada vulnerability
densityof 	�

�����

�

lessthan1 in 10,000addresseswerevulnerable.Mostotherwormshavehadsimilaror lowervulnerability
densities.Thewormmayor maynotactuallysucceedin saturatingthevulnerablepopulationdependingon thewormspread
algorithmandany containmentmeasuresthataretaken.

6.10. What is the epidemicthr esholdfor a containmentsystem?

Theepidemicthresholdis oneof themostcritical conceptsin worm containment.Theworm is trying to spreadexponen-
tially. Left alone,eachworm instancewill �nd a numberof otherworm instancesto infect, eachof which will �nd further
worm instances(at leastin the early stagesof spreadwhenthereareplenty of uninfectedvulnerablesystemsto �nd). A
worm containmentsystemattemptsto identify worm instancesvia somemechanismandthenpreventthenfrom spreading.
Theworm writer hopesthathisworm will beableto identify andinfectenoughtothersystemsbeforeit is containedthatthe
wormwill spread.

The epidemicthresholdis the conditionat which a worm instance,on average,can�nd 1.0 othervulnerablemachines
to infect beforebeingcontained.Below thethreshold,theworm instancecan�nd fewer than1.0vulnerablemachines,and
theworm will not beableto spread.Saywe startwith four worm instances,but they canonly �nd 0.5vulnerablemachines



beforecontainmentkicks in andstopsthemin their tracks.Sothefour worm instanceswill createtwo children,which will
createonegrandchildandthatwill likely be theendof the infection. Contrastthat to thesituationin which theworm can
�nd 2.0vulnerablemachine.In thatcase,four worminstancesbecomeseight,andthensixteen,andthenthirty two, andonit
goesfor a longtimewith ahugenumberof machinescompromised.In general,if theaveragenumberof childrenis lessthan
one,the total numberof infecteeswill bemodestadntherewill beno exponentialgrowth. If it' s morethanone,theworm
will grow exponentiallyandlargenumbersof machineswill beinfected.This is theimportanceof theepidemicthreshold.

6.11. Can scanningworms becontained?

Yes- this is technicallyquite feasible.All oneneedsto do is put in placesoftware/devicesthat cut off scanningon the
network. To ensurethata scanningworm is below theepidemicthresholdwe have to put in a systemwhich canensurethat
scanswill generally�nd fewerthanonevulnerablemachineonthenetwork. Thenascanningwormcannotspread.Anything
thatdetectsandblocksportscanscanpotentiallybeusedfor thispurposeif deployedwidely enough.Sincerandomscanning
wormsarequitenoisyandinef�cient. It' s generallypossibleto detectandblock a scanbeforeit �nds a vulnerablemachine.
Many intrusionpreventionsystemsshouldbeadaptablefor thispurpose,thoughtherearea few issues.

6.12. Sowhat's the bad news?

Thebadnews is this. Scanblockingasameansof wormcontainmentworksmuchbetteroutboundfrom neartheinfected
machinethanit doesat preventinga machineacrossthe network from infecting somethingbehindbut closeto the worm
containmentsystemvia inboundscans.Consider:

l Whena network worm containmentsystemis watchingtheoutboundbehavior of anaddressit is closeto, it cansee
mostor all of its behavior. Therefore,it candraw theconclusionthat it is scanningearly in the scan. If the system
is monitoringanaddresson theothersideof thenetwork, it only seesa small fractionof thescanning,andtherefore
cannotdecideit is ascanuntil a lot of scanninghashappened.

l Whena containmentsystemis blockinganaddress,if it is doingoutboundblockingof anaddressit is in front of, it
canblock mostor all of thescanning.If it is blockinga remoteaddress,it only blocksthesmallamountof scanning
thathappensto attemptto crossthis particulardevice.

l If containmentis inbound,theworm getsat leasta few triesat everypartof thenetwork, andasmany triesasit wants
at any partsof thenetwork thatdon't havecontainmentdefensesin front of them.It hasanexcellentchanceof hitting
a vulnerablemachinesomewhere.Thenthatonegetsto repeattheprocess.You get the idea. Overall, it' s very hard
to getsucha systembelow theepidemicthreshold.(Without lots of correlationfrom all over thenetwork, which has
theproblemof beingtoo slow acting,andagainallowing theworm to escapeandpropagatebeforethecontainment
systemacts).

l Fromtheperspectiveof anindividualdefendingsystem,theworm appearsto propogateall over thenetwork andthen
hit it from many pointsat once.ThesystemblocksbadIP's, but thenmoreandmoreshow up andeventuallyoneis
goingto getthroughbeforeit canbeblocked.

Theotherbadnewsis thatwormcontainmentneedsto befairly completelydeployed.If muchof thennetwork is left with
no worm containmentdefensein front of it, thenif thatpartgetsinfected,it cansiteandtry to infect therestof thenetwork
asmuchasit likes,andit' shardto preventit from succeeding.

Thusscan-blockingbasedworm containmentneedsto seperateup the network into cells. andprevent the wormsfrom
breakingoutof thosecells.

6.13. Is it better to do worm containmenton endsystemsor in network devices?

AS usualin life, it' s a trade-off. If it' s doneon the endsystems,there's such�ner grainedvisibility, no problemwith
addressspoo�ng, and the possibility of �ne-grained response.But deployment is a nightmare(and you needtcomplete
deployment),andthemechanismis potentiallyvulnerableto beingdisabledby awormthatknew aboutit. It somesense,this
is likenetwork work network containmnetwith a cell sizeof 1 address.

Doing it in thenetworksmakesdeploymentcheaperbut is coarsergrainedandcruder. Theworm will havea hardertime
juststraightdisablingthemechanism,but cantry to fool it by addressmungingtricks,scanningwithin thecell �rst, etc.



6.14. What' s a cell?

Network layerworm containmentoperatesby preventingwormsfrom spreadingfrom oneinfectedhostto others.To do
this, it' snecessarythattheinfectedhostnotbeableto getout to therestof thenetwork by any paththadoesn't havea worm
containmentdeviceinline. Thusthewormcontainmentdeviceshaveto breakthenetwork into piecesthatarewalledoff from
on another. We refer to theseascells. Thentheworm containmentpreventsescapeof theworm from the intitial cell into
othercells. It' ssimilar to shipswhicharedesignedwith aseriesof watertightinternalcompartmentsseparatedby bulkheads.
If onecompartmentis breachedwhentheshipstrikesa rock, thebulkheadspreventall theothersfrom �lling with waterand
sinkingtheship.

Designinga deploymentinvolveschoosingthesizeof thecells. There's a tradeoff here: relatively small cellswill give
muchbetterprotectionastheworm will becon�ned to a very small initial partof thenetwork, andwill bemuchlesslikely
to breachthecontainmentdevices.However, this involvesdeploying, con�guring, andmanagingwormcontainmentatmany
pointsin thenetwork which is expensive.

Ontheotherhand,largecellswill bemuchcheaperto deploy andmaintain.However, in theeventof aworm,thewormcan
spreadthroughoutthelargecell, infectingall thevulnerablesystemswithin it. Additionally, thosesystemscanall try to infect
out throughthecontainmentdevicesat thecell boundary. Thatwill resultin ahigherlikelihoodof abreach.In general,worm
containmentwill not work (ie keeptheworm below theepidemicthreshold)at nearlysucha largevulnerabilitydensitiesif
thecellsarelargeasit would if they weresmall.

Cellsshouldnot necessarilyall be thesamesize. Wherea rangeof addressspacecontainsfew systems,or few systems
with any servicesvisible, or systemsthatareotherwisebelievedto beinvulnerableto worms,cellscanbelarge. In areasof
thenetwork with denselypackedsystemswith potentialvulnerableservicesturnedon,cellsshouldbesmaller.

6.15. What about host intrusion prevention systems­ do thosecontain worms?

Yes and no. Host intrusion prevention systems(someof which are now being marketedas anti-worm solutions)are
softwaresystemsthatrun on endhostsandattemptto eitherpreventanattackfrom succeedingin exploiting a vulnerability,
or it can,preventthecompromisedprocessfrom doinganything it wouldn't normallydo. Therearesomegoodtechniques
for doing this, evenwithout prior knowledgeof thespeci�c vulneraility, andthesesystemsarevaluable,especiallyfor key
servers.Thereis somehasslein thecareandfeedingof thesesystems.Network Computinghasanicereview of thespacein
October2002.

From theperspective of a systemsuchasthis, asworm is just like any otherattacker. To the extent the systemworks,
it canprevent or limit the harmthe worm doesto the systemsit runson. However, it' s likely to be prohibitive for most
enterprisesof any sizeto producea completedeploymentof suchdevices. With an incompletedeployment,theworm can
potentiallyspreadontheunprotectedbut vulnerablesystems,andthengetfrustratedandDOSthehell outof thesystemsthat
wereprotected.Unlikewith network wormcontainment,there'sno fallbackto thecrudebut usefulapproachof largecellsin
theeventof partialdeployment.

Thushost intrusionpreventionsystemsarenot a realisticenterpriseworm containmentstrategy by themselves,though
they certainlyhave their placeaspartof defensein depth.

As usual,there'sa tradeoff betweendoingworm containmentonendsystemsanddoingit in thenetwork. Doing it on the
hostis theoreticallythebestway, but TCO is overwhelmingandthecruderbut cheaperapproachof doingit on thenetwork
hasa placealso.Additionally, network systemstendto belessopento subversionby theattacker/worm.

6.16. Ar e thereproductsthat canhelp with this?

Well of course. In mostcases,it' s fairy unclearat this point how the productswork, andwhich onewill really work
correctly. You'regoingto haveto testthemyourself.

l SiliconDefensehasthepatentpendingCounterMaliceworm containmentsystem.

l IBM hasannouncedtechnologythatthey will hopefullyshortlybring to market. Seethisstory.

l Several intrusionpreventioncompanies,includingTipping Point andCaptusNetworksmentionthat their appliances
stopworms. Ditto several of the DDOS/traf�c managementcompaniessuchasArbor andMazu. Detailsarevery
sketchy....



l Most recently, ForeScouthasannouncedtechnologyto blockwormson theinternalnetwork.

6.17. I shouldconcentratemy worm containmentsystemsin fr ont of keyservers,right?

No. Rememberthebadnewsabouthow wormcontainmentworksbestoutbound.Thismeansthatinsteadof concentrating
theworm containmentdevicesin front of key servers,whatyou shouldactuallydo is concentratethedevicesin front of the
worstadministered,weakestsecurity, mustvulnerablepartsof thenetwork.

Theonething you might wantto do differentlywith worm containmentin front of key serversis tuneit a little loser(set
thresholdshigher).Falsepositivesherewill bebad.

6.18. Sowhat aresomeplacesI shouldconcentratemy worm containmentsystems?

Anywherethevulnerabilitydensityis likely to behigh. For example,considerfocussingin front of:

l Placeswhereaddressesaredenselyused,andmany servicesareon.

l dial-upmodempools,or otherplaceswhereremoteaccessdevicescomeontothenetwork

l wirelessnetworks

l connectionsfrom smallof�ces with noadminstaff

l connectionsfrom businessunitsthatdon't takesecurityseriouslyor areunderstaffed.

l connectionsfrom businesspartners.

Theseareplacesto makecellssmaller. In contrast,if youhavepartsof theaddressspacewith few addresseslive,or where
everymachinehasa tight personal�re wall showing noservicesto therestof theworld, youcanafford very largecells.

6.19. Can't I just have a single IDS on my network that that tells switchesto tur n off ports, and contain
worms that way?

While we won't saythis is completelyuseless- it mightwork sometime,andit' sat leastaway to preventworm instances
from DOSingthe network for extendedperiods,it certainlyis not a reliableengineeredway to containworms. Thereare
threeproblems.

The �rst problemis that the worm migh succeedin scanninga vulnerablehoston the network beforeit scansthe IDS
enoughto trigger a detection( therebybeing above the epidemicthreshold)So for this to work, the IDS(s) needto be
monitoringa crosssectionof the network that is signi�cantly larger thanall the potentiallyvulnerablehostsput togethor.
This is possiblewith enoughdeployment,or perhapswith someroutingtricks - if thereareenoughchunksof unusedspace
onyournetwork, routethemall to anIDS andtriggeron that(this is calleda network telescope).

But thesecondproblemis latency. Considerthatquiteafew Slammerinfectedhostsachievedscanratesof 30000scansper
secondandit wasa singlepacket worm. If thevulnerabilitydensityis 1 in 1000,thatmeanstheworm can�nd a vulnerable
hostafterscansthatmake it throughtheswitch in about30 ms. So to prevent thespread,the IDS hasto detecttheworm,
produceanalert,poll theswitchto �gure out theright port, andthentell theswitchto block theport. All this tendsto take
severalseconds,not30ms.Soit' s tooslow to work reliably.

Thethird problemis thatthewormhasa somegoodworkaroundswithout doingall thatmuchwork. Oneis to scanclose
to itself �rst. Thatway, it hasa decentchanceof spreadingbeforeimpingingon theIDS. Anotheris to pretendto havea lot
moreIP/Maccombinationsthanthebox normallyshould.Thatway, it canspreadout theloadof scanningovera numberof
inferenceunitsfrom thestandpointof theIDS, delayingthework of detectingandblockingtheright port.

Ideally, worm containmentwould bedonein theswitch. In themeantime,doingit well impliesdeploying worm contain-
mentinfrastructurewith cellsassmallaspracticle.



6.20. How do I designenterprise deploymentof worm containmentsystems?

l If you don't alreadyknow, �gure out whataddressspaceyour organizationhas,andwhatthenetwork topologyis. If
it' s impossibleto �gure out thelatter, at least�gure it outenoughto know wherechokepointsare.

l Scanyour addressspaceon all importantports.A vulnerabilityscannerwill tell you currentlyknown vulnerabilities,
but you alsoneedto know all openservicesin caseservicesthataren't now known to bevulnerableturn out later to
have weaknesses.Figureout the highestopenservicedensityof any service(ie this is the worst casevulnerability
density- thoughit seemsto berarein practicefor all potentiallyvulnerablemachinesto actuallybevulnerable).

l Getasmany servicesturnedoff or �re walledaspossibleto lower thepotentialvulnerabilitydensity. The lower it is,
thebettera containmentdefensewill work.

l Figureout thebudgetandstaf�ng for theproject. It maybeeasierto sell this to managementif you it in stages- start
outwith amodestdeploymentandthenafteryou'veprovenyoudidn't bringthenetwork to its knees,gobackfor more
fundsto doabetterjob. Figureouthow many worm containmentdevices/licensesyoucanrealisticallydeploy.

l Decidewhereto dropthedevicesinline into thenetwork. Thegoalsare

l Ensurethatthenetwork is completelydividedinto separatecellsby thedevices.

l Every cell is closedoff by asfew devicesaspossible(so eachof themseesasmuchof theoutboundtraf�c as
possible).

l All cellshaveroughlyequalnumberof vulnerabilitiesor potentialvulnerabilitiesin them.

l Deploy andcon�gure the devices. Figureout what the scanthresholdis (how many probesget throughbeforethe
device blocksa scan). You ideally want the following equationto hold. If T is the scanthreshold,v is the average
vulnerabilitydensityon thenetwork, andc is theaveragenumberof vulnerabilitiesin a cell, you would like Tc ¡ 1/v.
Thatwill meanthesystemis below its epidemicthreshold.

Onenaturalway to do a coarsegraineddeploymentis to usetheWAN asthebasisfor dividing up thenetwork - every
remoteof�ce hasadeviceto preventscanningoutof it. Of course,thisdoesn't helpif theheadquartersis 80%of thenetwork.
Thenit' samatterof �guring outchokepointsin theheadquartersnetwork. A �ne graineddeploymentwould involveputting
a worm containmentdevice in front of every switchthatconnectsto wall ports. Thatwill give a very smallcell size- only
thenumberof wall ports(plusany lessof�cial switchesandhubsthathangoff thewall ports).

There'sa lot moreaboutthemathematicsof scanningspreadasafunctionof cell size,scanningalgorithm,etcin Contain-
mentof ScanningWormsin EnterpriseNetworks.

6.21. How do I know my containment systemwill really work? I don't want to loosea real worm on my
network to test it?

Thereis a way to testa system'sability to containat leastscanningwormswithout actuallyreleasingone.Thebasicidea
is this. We want thesystemto assureus that theworm will fall below theepidemicthreshold,which in turn meansthatan
instanceof a scanningworm would not beableto �nd morethanoneothervulnerablesystemto compromisebeforebeing
blocked.

Follow this sequenceof steps:

l Choosea serviceto test

l Useyour favoritescanningtool (eg Nmapis a popularfreescanner).Pick a scanspeedandpattern(it would bebetter
to usea randomscanningpatternthanasequentialscansincesequentialscansaremucheasierto detectandstop).

l For eachof asequenceof randomlychosenIP'sin thenetwork,generateascanwith thatalgorithmuntil it is stoppedby
thecontainmentsystem.Counthow many machineswith agivenoperatingsystem(or application,if moreappropriate)
andthechosenserviceopenwereseen.Resetthecontainmentsystemblock andrepeat.

l Computetheaveragenumberof machineswith agivenOSandserviceopenvisible throughthescanningsystemfrom
eachlocation.



l Repeatasdesiredfor otherservices,otherscanspeedsandalgorithms.

For eachsuchtrial, if on average,morethanonemachinewith the serviceopenandthesameoperatingsystemcanbe
seen,thecontainmentsystemis inadequatein thatpartof thenetwork,andthereis arisk of anepidemic.Thesystemis above
the epidemicthreshold. If the containmentsystemcanroutinely ensurethat a scancanseean averageof fewer thanone
machinewith a particularservice/operatingsystemcombination,thenthecontainmentsystemis adequate,anda scanning
wormwith thatalgorithmwill notbeableto propogatethroughit becauseit is below thecontainmentthreshold.

Doing this thoroughlyis a bit tricky however, becausethere'sa lot differentscanalgorithmstheworm couldemploy, and
dependingon how theworm containmentsystemanddeploymentweredesigned,somemight make it throughwhile others
arestopped.Youreallywantto testfrom multipleplacesin thenetwork also,especiallywhereveryoususpecttheweakspots
in yourcontainmentdefensesare.

6.22. Worm containment is too complicated. Is therean alternative?

This will work for scanningworms(not topologicalworms),but it' sa lot of trouble:

l Keepall systempatchedfully up to date.

l Turn off or �re wall all servicesthataren't strictly needed

l Divideyourenterprisenetwork thoroughlyupwith �re walsand/orswitchandrouterACLs.

l Ensureby thismeansthateverysystemonthenetwork canonly reachthesmallnumberof othersystemsit reallyneed
to reach.A systemshouldbeableto seefewer otherIPsthanttheinverseof thehighestpossiblevulnerabilitydensity
on thenetwork.

l Maintainthissituationasyourorganizationandnetwork changes.

Or youcanjust toleratetheoccasionalwormthatmakesit through.Do rememberaboutthepossiblepayloadsthough.

6.23. What' s the prospectfor worm containmenton the Inter net itself?

Well, ata technicallevel, it' squitefeasibleto containscanningwormson theInternet.However, from apolitical/business
perspective it' s ratherchallenging. The basicproblemarisesfrom the bad news that worm containmentworks bestout
outboundandrequiresbroaddeploymentanda lot of co-operationto work. Securityexpertshave beentrying to getpeople
to take themostsimplebasicsecurityprecautionsin orderto protectthenetwork for years,with very limited success.It' s
beenstriking that we have major virus incidentshappening,even thoughanti-viruscompanieshave beenselling excellent
defensesagainstvirusesfor overa decade.

SoI'm notveryoptimisticthatwormswill getcontainedon theinternetrealsoon.I think it will take internationaltreaties
andregulationto bring it about,andprobablythe pain dueto wormswill have to get signi�cantly higherbeforethat can
occur.

In the meantime we canall focuson preventingworm spreadon enterprisenetworks, which is muchsimpler from a
political standpoint(an enteprisecantake a rationalview of protectingthe whole internalnetwork), and is thus likely to
presentbetterbusinessmodelsfor vendors.Solvingthisproblemwill gainuslotsof experiencethatwecanlaterput to work
on theInternetitself wheneversocietyis readyto do that.

6.24. What' s a network telescope?

Theterm(which I believe is dueto theguysat CAIDA) refersto beingableto monitora largesetof addressesin order
to study(or reactto) the stray traf�c coming into them. This hasbeenvery useful for studyingboth wormsandDDOS
attacks.Severalgroupshave managedto setup telescopeson the Internetthat capturetraf�c from a whole /8 or more. A
distributedtelescopeis evenbetter- thisconsistsof anumberof pre�xesall of whichgetroutedto thetelescopeinfrastructure.
Telescopescanbeusedfor earlydetectionof worms,aswell asspreadcharacterization.

You cansetup your own telescopeon your internalnetwork. Choosea bunchof unallocatedaddressspaceandtell you
routersto sendall traf�c to thoseaddressrangesto anIDS boxin thecornerof yourof�ce. Whenit startsto smoke,youknow



there'sa worm on thenetwork. Notethat this will only ever work for scanningwormshowever - telescopesareintrinsically
incapableof pickingup topologicalworms.

Can�ash or topologicalwormsbecontained?This is anareaof veryactive researchanddevelopmentat Silicon Defense
aswell aselsewhere.SinceGrIDS,therehavebeentechniquesfor detectingthesekindsof worms,wearen't awareof current
containmentsystemsfor thesespreadalgorithmsthathavea quanti�ableperformance.Expectthemto emergeover thenext
few years.

6.25. I want to study my MS/PhD thesison worms/worm containment. Whereshould I study?

Thecoolestacademicgroupsworking onworms(in our none-too-humbleopinion)are:

l Thefolks at UC SanDiego (StefanSavageandcolleaguesin theCSdepartment,andDavid Mooreandcolleaguesat
CAIDA).

l DonTowsley'sgroupat Universityof Massachusettsat Amherst.

l Also, Karl Levitt, Jeff Rowe andcompany at UC Davis have madea numberof seminalcontributions in practicle
InternetSecurity, andlatelyhavedonemoreworm work.

l Finally, onecould go to UC-Berkelely andthenseeif it waspossibleto intern at ICIR with Vern PaxsonandNick
Weaver.

6.26. What papersshould I readto �nd out moreabout worm containment?

We havea bibliographyof course,but if you justwantto reada few paperswerecommend:

l David Mooreandco. InternetQuarantine:Requirementsfor ContainingSelf-PropogatingCode

l Matthew Williamson.ThrottlingViruses:RestrictingPropogationto DefeatMobile MaliciousCode(we'll forgivehim
for callingwormsviruses)

l andif you'll forgiveusblowing ourown horn,Containmentof ScanningWormsin EnterpriseNetworks.


