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User Input Validation

ememewmos| [Bisht et al. "NoTamper: Automatic Blackbox Detection of Parameter
Tampering Opportunities in Web Applications”. CCS 2010]

@ Request
i Response
Browser

€ Web applications need to reject invalid inputs
e "Credit card number should be 15 or 16 digits”
e "Expiration date in the past is not valid”

® Traditionally done at the server
e Round-trip communication, increased load

@ Better idea (?): do it in the browser using
client-side JavaScript code
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Client-Side Validation

O B N T B B Y I TS S B Y P i TS B A el W P Y ST B Al R Pl [BISht et a|]

__________________ .
:onSubmit= :
1 validateCard(); :
Checkout I validateQuantities(); :

1  Kitchenaid 5-Quart Mixer, Red ($399.99) Va||dat|0n Ok?
1

All-Clad Copper Core 14-Piece Set ($1,999.95)

Yes No

send inputs reject
to server inputs
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Problem: Client Is Untrusted

O T Y T S e B i T B S W I P I TS B S P [B|sht et a|]

TN v 1234-5678-9012-3456 | Previously rejected

values sent to server

7890-1234-5678-9012

Delivery Instructions

Inputs must be
re-validated at
server!
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Online Shopping

O B N T B B Y I TS S B Y P i TS B A el W P Y ST B Al R Pl [BISht et a|]

) Client-side constraints:
Checkout CodeMicro.com

(;';‘e"\“ Rt p—— - 4 quantltyl Z 0

\1 All-Clal opper Core 14-Piece Set ($1,999.95)
|

« quantity2 = 0

Total Price: 399.95

(o1 Ree Tl v 1234-5678-9012-3456 [

7890-1234-5678-9012 -

Delivery Instructions

Server-side code:
total = quantityl * pricel +
quantity2 * price2

Vulnerability: malicious client submits negative quantities

for unlimited shopping rebates

Two items in cart: pricel = $100, price2 = $500
quantityl = -4, quantity2 = 1, total = $100 (rebate of $400 on price2)
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Online Banking

O P i+ T A P A T B I P TN B S W P Y ST B R PO [BISht et a|]

Transfer Funds

o T - - -
. . F———~ Client-side constraints:
rom Account:

— —\" from IN (Accntl, Accnt2)
= I_to IN (Acentl, Acent2)
Server-side code:

transfer money from = to

[ Transfer ][ Reset ]

SelfRellance.com

Vulnerability: malicious client submits arbitrary account

numbers for unauthorized money transfers
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IT Support

AN P P G ST B e W P S S ST B e W P TP O G T B e W R P O G ST A W O RV PR O [ B | S h t et a I . ]

OpeniT-Editing Client-side constraints:
o ] [l _=={" userld == 96 (hidden field)

ZHidde ™ _om=—" -
( Field™ P _
\ P [ouests  [7] Server-side code:

p _g55wurd: . . .

otes: Update profile with id 96
with new details

Vulnerability: update arbitrary account

Inject a cross-site scripting (XSS) payload in admin account,
cookies stolen every time admin logged in
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Content Management

AN P P G ST B e W P S S ST B e W P TP O G T B e W R P O G ST A W O RV PR O [ B | S h t et a I . ]

Server-side code:
D‘ I_% n \RATED #1 in WEI o ]
fORTALLS > F‘fpowerv privilege = non-admin;

Content Management System

| e g sumees 1T ( _COOKIE['make_install_prn’]

8 News Register —_— 1 )
B Annoucements Resistrati ot
egistration 1s free.

Uermane | | You have to provide a valid e-m prIVI Iege —_ ad m | n;

your account after registration.
Passwordi [ ] c__
I Remember Me!
Name |

< Male © Female

| IRV S T . R —

Vulnerability: malicious client sets make_install_prn cookie,

creates fake admin account
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Cashler -as-a-Service

RO

N

B

[Wang et al. “"How to Shop for Free Online: Security Analysis of
Cashier-as-a-Service Based Web Stores”. Oakland 2011]

N Web store

Joint decision:
is an order
appropriately paid?

PayPal, Amazon Payments,
Google Checkout, etc.

slide 9




nopCommerce + Amazon Simple Pay

€ Anyone can register an Amazon
seller account, so can Chuck

e Purchase a $25 MasterCard gift
card by cash, register under a fake
address and phone number

e Create seller accounts in PayPal,
Amazon and Google using the card

& Chuck’s trick =l

e Check out from Jeff, but pay to
“Mark” (Chuck himself) =
e Amazon tells Jeff that payment %‘
has been successful Shopper Chuck

e Jeff is confused, ships product (and seller Mark)

Amazon (Caa\s)

i T B e T B T B |
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Interspire + PayPal Express

AN P P G ST B e W P O S ST B e VS T P S G T B S W T R P O G ST A W YRR [Wa n g et a I . ]

Session 1: pay for a cheap order (orderID1), Session 2: place an expensive order
but prevent the merchant from finalizing it  (orderID2) , but skip the payment step
by holding Message B gore store

< >4 « <
)‘

&
N

Message A

Message A
Message B
Message A redirects to Message A redirects to
store.com/finalizeOrder?[orderID1] . store.com/finalizeOrder?[orderID2 ],
Message B calls store.com/finalizeOrder?[orderID1],. [orderID2],.

Expensive order is checked out but the cheap one is paid! e 11



Slde Channel Leaks

wewmaswmccnmmssi [Chen et al. “Side-Channel Leaks in Web Applications:
a Reality Today, a Challenge Tomorrow”. Oakland 2010]

@ Request
Response
Browser
encrypted!

privacy problems solved?

Attacker can still see the number of packets,
size of each packet, time between packets...
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Google blng YaHoO!

AN P P G ST B e W P O S ST B e VS T P S G T B S W T R P O G ST A W YRR [Chen et al ]

# Search using encrypted Wi-Fi (WPA / WPA2)
OExampIe: user types “l-i-s-t” on his laptop...

% test - Google Search - Windows Internet Explor [ e
@@ u oo \ \XH_I £~
g Favorites | 8] test e Search ‘ | &~ A E@ Safety v v
Web Images Videos Maps News Shopping Gmail more v = =

|mewire

€ 931

I
Web [ Show optiq ;

lil wayne * (%] (0.14 seconds)
lif t
;Er:j;;l?mmm\gz g“f I::ec::':’oefs oe( 6‘.\0 rograms Online. 8 2 3
o e >

Test.comis Web Bas . f
For Individuals - For ¢ liINksys

www test.com - Cacl |jpp %% 6 9 9 5
Speakeasy Spee little caesars 0

Speed Test. Choose| |ifetime fitness 6 5y Speed Test

requires Flashv7 orH . . 8 2 4
www _speakeasy.net/: lifetime i

[T »
@ Internet | Protected Mode: On v R®125% v e 1 O O 7

<

Attacker’s effort linear in the size of query
Consequence: any eavesdropper knows our search queries
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Online Medical Application

I P T P N T S B P i o AT B Y PR Y T B A W P [Chen et al]

® Entering health records
e By typing — auto-suggestion
e By mouse — a tree structure of elements
® Finding a doctor
e Dropdown list

o Health - Windows Internet Explor_. |- —- | - (=) [t
Pl (3 ; o I
(o)™ | 2] https/me_. ~ g | ‘y | X || 24| goagle he

“ Health - Windows Internet Explorer . L= o) ] o
i D e i L E L ISpSptpTpEpRS R B LT L Favorites 2 I T
@‘k_,-‘ [ hitps//www.google comeats© ENTET @ condition or symptom " o e Heatth =
. - s
S e et : @c [+Add || Find a doctor
[ . Acanthasis Migricans o — Specialty — -
Conditions  Medications  Allet Cerebrovascular Accident (CVA) . P -
SJ | Acetabular Labrum Tear . ;Eg:::riz ;:ﬁfmﬁ:ﬂnn i s of location a
| Enter a condition or symptom: i ECetahmlnop;henhT‘om_mty E Pediatric Rheumatology |
eprmnmnmnes |poriadcalAChaAsH : || Pediatric Sports Medicine  geles, CA 3
- B 0 . Pediatric Surge
Example: diabetes '~... Achilles Tendinitis : F"EdiEltric.fAd;?asrgem Psychit assachusetts
., Achilles Tendon Rupture . Pediatrics
M Select from the list ". Watery diarrhea, hypokalemia, achlorhydria (WDHA) syndrome I Physical Medicine and Rehe :E‘ew York, NY
ABCDEFGHIJKL " Achondrogenesis K] Physical Therapy
|=2=====-=22"'=2%= .‘-.................................. sssgesnnnnnunn® Plastic and Reconstructive <
Waardenbura Svndrome - f Add = 1] Plastic Surgery

Waterhouse-Friderichsen Syndrome Add _| | Pulmonary
| a8t i ot i bbb AAICILLA L b LS d EETRE Radiation Oncology l .
| “Radiology il | fadabrid B
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Tax Preparation Application

AN P P G ST B e W P P S S S T B R VT TP i G T B S T R P O G ST B A O R [Ch e n et a I .]

& Wizard-style questionnaire
e Tailor the questions based on previous inputs

@ Which forms you work on reveal filing status,
big medical bills, adjusted gross income...

® Knowing the state machine of the application
the eavesdropper can infer sensitive information

e Especially by combining information learned from
multiple state machines
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Child Credit State Machine

AN P P G ST B e W P O S ST B e VS T P S G T B S W T R P O G ST A W YRR [Ch e n et a I .]

Entry page of

3| deductions &

credits

All transitions have unique traffic patterns

\
Summary of
deductions & Not eligible
credits
Full credit

Partial credit

N\

Consult the IRS instruction:
$1000 for each child
Phase-out starting from $110,000. For every $1000 income, lose $50 credit.
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Student Loan Interest State Machine

AN P P G ST B e W P O S ST B e VS T P S G T B S W T R P O G ST A W YRR [ C h e n et a I . ]

Even worse, most decision procedures for credits/deductions have

asymmetric paths: eligible — more questions, not eligible — no more questions

Entry page of
3| deductions &
credits

Summary of
deductions &
credits

/

N

Not eligible

>

Enter your paid
interest

Partial credit

N\

\

<

Full credit
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Some Identifiable AGI Thresholds

B T B B Y T S B I i o T B W I P i o ST B el [( hen et a|]

>

Disabled Credit

: $24999
Earned Income Credit

$41646
Retirement Savings

College Expense 553000

11
IRA Contribution $116000

Student Loan Interest $85000 $105000
$115000 $145000

Child Credit
$110000 $130000 or $150000 or $170000 ...

First-time Homebuyer Credit $150000 $170000

Adoption Expense $174730 $214780
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Online Investments

PR Y o« AT B R N P Y S AT B M P T 2 T B A A P Y i+ T B A S P [Chen et a|]

| Mutual Funds |

FundA B o _ i i
S Which funds you invest in?
sws zw ot “l~ © 4 Each price history curve is a
FundB _ GIF image from MarketWatch
Price $32.15  09/09/2009 N - ' _
Value  Quantity e ° Anyone in the world can get
e L them from this website
'FundC | Vs ] ]
Price $28.80  09/09/2009 2l oanS € Just compare the image sizes!
Value Quantity -
$11111 386

J Investments I

Your Investment Portfolio Your investment allocation?

" FundA:35.1% # Can see the size of the pie
chart, but hundreds of pie
charts have the same image...

» Fund B: 34.2%

» Fund C: 30.7%
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80000 charts

~y

Change Over Time Is Revealing!

AN P P G ST B e W P O S ST B e VS T P S G T B S W T R P O G ST A W YRR [Ch e n et a I .]

Financial institution updates your pie chart every day after market close.
Mutual fund prices are public knowledge.

_ S —_—
i > > l >
(] O B (4]
- .. O .. O . O
o N g M o . .¢ )
Y > O > L > _I-S
@) o + o + {o]
T T Y= o "'6
O « ©O « ©O —
= o 0 o w o wu
)] ) Q Q 8 () 8
N o N = N o
N a n a n a
~ 800 charts ~ 80 charts ~ 8 charts 1 chart
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Roundlng? Padding?

SR IS R S AT S SR s e s nose snnswecesss. [Chen et al. ]

@ Still have the asymmetric path problem

@ Google's responses are compressed, destination
networks may or may not uncompress responses

e For example, Microsoft gateways uncompress and
inspect Web traffic, but university does not

e Round before compression — university still sees
distinguishable sizes; after compression — Microsoft does
€ Random padding is not appropriate

o If user checks several times, repeated random padding
of the same responses quickly degrades effectiveness

e Images come from MarketWatch, not site itself
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Trends in Software Design

D P i G ST B W T PR i S ST T

[Jana and Shmatikov. "Memento: Learning Secrets

from Process Footprints”. Oakland 2012]

@ Applications rely on OS abstractions to improve

their safety and reliability

e "Process”, "User’

4

# Case study: Web browsers

Fork a new
process

Fork a new

: % process
quickdate.com

€

bt Y
E :—5

OS isolation
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Unintended Consequences

Good Bad

e Better isolation Leaks more info to
e Better re||ab|||ty concurrent processes

— Others not affected if
one process crashes

 Better safety
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ProcFS in Mult| User OS

S TP G TN S N T TP O G ST e N T TP P G ST B R P P S G ST B S W O RV PR N G ST A

cat
/proc/1/
status

- I\ Y

L-?.L
] Tom Killian
Introduced in the 1980s "Processes as Files”

(1984)

slide 24



“Noone Uses Mult| User OS Anymore

CINDO=ROID
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Multi-User Isolation

AN P e G ST B e W P S S ST e VT T TP S G ST S N T I O G ST B R N TV PR O S ST R A

cat
/proc/1/
status

UNIX multi-users in the 1980s
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Andr0|d Sandboxmg

W P R G T B S N I AT P AT O F LR R L TA NS b N LR AR L AN S W LR

/proc/1/
status

Android “multi-users” today
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Andr0|d Apps as “Users”

O PR i G ST B A W Y R ALY

SE AP ENG WP S N LA L AN S R O

o ST B N Y PR O i

e Different apps run as different users

133892
146824
152096
135552
128732

129460
140412
131828
127760
128752

20256
23516
27220
20148
19748
20368
20508
20740
18434
20652

fFffffff afe0dadd
ffrffrff afe0dal4
frEfffff afe0dald
fFfEfFffEEf afeddald
fffrfff afe0dadd
ffffffff afe0dal4
FrfEffEeft afeOdald
ffffffff afe0dad4
ffffffff afe0dald
FrEfffff afeOdatd

&

Android uses OS
“user” abstraction
to isolate applications

VimTuunnummunununonnounonm

¥

-

com.android. inputmethod. latin

com.android. phone
android.process.acore
com.android.settings
com.android.alarmclock
android.process.media
com. android.mms
com.android.emai)

com. Xysecvs

com. xXysecvd
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ProcFS Did Not Go Away

W TP G ST e N T TP G T e N T P O G TN B W P P O S ST B S W O RV PR N G ST A

ProcFS API is still unchanged!

cat
/proc/1/
status

Android “multi-users” today
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This Is Not Just About Android

AN P e G ST B e W P S S ST e VT T TP S G ST S N T I O G ST B R N TV PR O S ST R A
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What Can Be Learned from ProcFS?

AN P e G ST B e W P S S ST e VT T TP S G ST S N T I O G ST B R N TV PR O S ST R A

€ No permissions needed to read any world-
readable file in ProcFsS ...
o [P addresses of network connections 4= WTF?!
e Value of stack pointer 4m "“Peeping Tom” attacks

e Various statistics  1cp sequence g
— Packet count

rs <4m number inference —
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Putti
tting Memory Streams Together

Vg
rl/;”_lé

A L N b‘

Photograp ' Spars Murder [nvestigation

Motel Customer Disappears; Leaves Suspicious Photog ats and Questions
s st ¥

raph, Gun, Docume!

By SEAN O MEARA
GAZETTE STAFF WRITER who had beent staying 1o the room, ¥
Wdentified by potice, a5 Leonard September of 1008, Burt Hadley
Municipal police initiated 2 Shelby. formerly of San Francisco. manager at U Discount Intt, who
Wednesday California, ot been seen by had contact with Shelby on several
f days. police occasions, said he was “polite, but o

ha
motel staf for several
hat Shelby 18 weird, forgetful”
Warren said
q

which jnclude what
ubject of & manhunt

motel roon,
lice are deseribing 38 a currently the st
photograph of dead body. “We by local and state authorities. have  beett s
e fy the. body of the While searching the room, residents 10 establish if they had
Police found dozens” £ any contact with Shelby He also
hat they are hard at work

i can't identify
feture; but we're “doz of
phmugmphsci people and vehicles, said
d trying to put 3

location in the i g

confident that some sort of foul play '3

is involved.” said Police Chief Joel an unrel red handgun, an 4

warren, “We're trying 1 piece \arge quantity ‘of documents. many possible yictim.

together what happened.” of them purned of 10 fragments,

Police were called in o0 Monday Warren said.

sfter cleaning staff at the Discount Tittle is known abous shelby  Killing. S0 ¥

lnn reported finding suspicious himself, but 2 by the same  name OF picture W
the other may qals

m
items in 00¢ of the rooms. Theman  hame was reporte

name tor their

“The documents

Shelby's tooml  a
ge

L
vietim's
ay be found in

suggest  some

i
S
e
g

nan by
1 missing from &
-

d

v

'SPECIAL FEATURES

o [FC Interview wi
ith Writer/Dir
! ectos.Chris
° }‘heulrw.\l Trailer and TV Spu(“ )
« “Following” Trailer
 Tattoa Gallery
« Director &Cast Biographies

. l‘nlerulwe Maotion Menus. \
+ Scene Selections
Memento Website Y
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Memprmt Stream of Memory Usage

AN P P G ST e W TP O S T B e VS T P O G S T B e S T TP R G ST B A N W RV PR O G TN

10568KB e kg 49380 KB
65948 KB 11632 KB 48996 KB

60280 KB 60820 KB 59548 KB
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Sniffing Memory Footprints

AN P e G ST B e W P S S ST e VT T TP S G ST S N T I O G ST B R N TV PR O S ST R A

browser T

process
alloc 1 H alloc 2 J

Parsing JavaScript..:
Rendering images...

OS free page pool

memprint

Zero-permission 2050
malicious process

used page count
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Sniffing Memory Footprints

AN P e G ST B e W P S S ST e VT T TP S G ST S N T I O G ST B R N TV PR O S ST R A

browser — T @

process
( alloc 1 J alloc 2 J

Parsing JavaScript..: -
Rendering images... \ \ rk/mmap

OS free page pool

memprint used page count

Zero-permission 20502056
malicious process
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Sniffing Memory Footprints

AN P e G ST B e W P S S ST e VT T TP S G ST S N T I O G ST B R N TV PR O S ST R A

browser T
process

alloc 1 (allocz J

Parsing JavaScript..:

Rendering images... brk/mmap

OS free page pool

memprint

Zero-permission 20502056 2080(
malicious process

used page count
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Loading BeNaughty.com in Chrome

CAN I P i G ST B A W W TV PR R

Memory usage variation in kB (Google Chrome)

70000

60000

50000

40000

30000

20000

10000

e K.tAi

Ak

10 15 20 25
Samples

45

ST S VN T TP G T e N T P O G ST B A N W VPR O G SIS A

ane

(_

x

[ The best of online dating «

) www.benaughty.com
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Loading BeNaughty.com in Chrome

N P T 2 T B P S T B P I S T B P I T B W P I N B
SO The best of online dating «
« X www.benaughty.com :{

70000 T T T T T T
@ Nombre de Usuario sananans
£
<] 60000
=4
o
L
8’ -
g 50000 JPPUOEA REGISTRATE AHORA GRATIS
© |
el | Soy / Somos:
= I

40000 4
é : Eg;;:lg:m: mes s dia 3  afo s
5 1
= 1 D =
2 i ireccion de email:
o 30000 | . )
m | Contrasefia:
w
= I
> I City / Zip Code:
Q I
£ 20000 | | 1
g | =
= Ak

Ak
10000 Lol
0 5 10 15 20 25 30 35 40 45
Samples
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Loading BeNaughty.com in Chrome

ORI i i T B A W D T PR O G ST B A W T R O D ST P A O P RO L ST A R PR R I ST AN

70000

40000

30000

20000

Memory usage variation in kB (Google Chrome)

60000

50000

10000

A
A

/
kY
AAR kAAdAA & dkA-AA X i khh

f—A

15 20 25 30 35 40
Samples

45

ano

& The best of online dating

= &

K ey

) www.benaughty.com I

Nombre de Usuario sessnans

REGISTRA

Soy / Somos:

Fecha de
nacimiento:

Direccién de email:

Contrasefia:

City / Zip Code:
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Full Attack

AN P e G ST B e W P S S ST e VT T TP S G ST S N T I O G ST B R N TV PR O S ST R A

browser

HE
L

Zero-permission
app

S§* |memprint

9 :
A i

S .
’ &] memapiint

databDase
] /proc/pid/statm

A 2

OS isolation

gl

||

-

,' |
v_/_/
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Why the Attack Works

W TP G ST e N T TP G T e N T P O G TN B W P P O S ST B S W O RV PR N G ST A

& Mem prints are uniq U€ - for up to 43% of Alexa top 100,000 pages
e Can tune recognition to achieve zero false positives

€ Memprints are stable across repeated visits to the
same page

&

memprints are

- OS/browser-
dependent but

Machine- K
independen )

rate (in %) of distinguishable pages
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Cross-Page S|m|Iar|ty

O R i T B A W T PR O G ST P A T

100

80}

web page ID

20

Similar to |

themselves o

(=)
=]
I

L b N LR AR L AN S S O N LR A S A TN

CE PRI ST A

distinguishable

.'= -‘F'-I ;- 'r
B4

r &

m|  similarity =
Jaccard index
of memprints

Different from

o others

0

20

40

60

80

web page ID

100
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Other Privacy Leaks

AT S S TP O G T e W W TV PR O S ST B A

# Fine-grained memory dynamics reveal
membership in dating sites, interest in medical
conditions, etc.

€ Dynamics of CPU scheduling reveal individual
keystrokes

® General problem: fine-grained resource usage
statistics are correlated with secrets
e These statistics are visible across isolation boundary
e Their dynamics are a high-bandwidth side channel
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