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ABSTRACT

The reachabilityproblem for cryptographicprotocolswith non-
atomickeys canbe solved via a simpleconstraintsatisactionpro-
cedure.

1. INTRODUCTION

Marny protocolsecuritypropertiecanbecharacterizedsreach-
ability problems. This is the casefor propertiessuchas secrey,
wherethe objectie of protocolanalysisis to searchor a statethat
violatesa particularinvariant,suchasa statein which somesecret
datahasbeenreleasegublicly by anattacler or dishonesparty

It is known that reachabilityis undecidablefor cryptographic
protocolsin the generalcase[9, 5]. Undecidabilityresultsfrom
a context wherethe numberof distinctprocessesstantiatingoro-
tocol rolesis unboundedandthereis an active attaclker who can
interceptandforge messagedt hasbeendemonstratethatreach-
ability is decidablefor the nite numberof processefl, 13].

The main contritution of this paperis to develop a complete
andpracticaldecisionprocedurdor thereachabilityproblemin the
presencef constructednon-atomickeys. Supportor constructed
keys is importantfor formal analysisof “real-world” protocols,as
it is fairly commonin protocoldesignto constructsymmetrickeys
from sharedsecretsand other dataexchangedas part of the pro-
tocol - seefor example,SSL3.0[7]. Someof thetechniquegor
constructingsymmetrickeys involve commutatve operatorssuch
asxor or Dif e-Hellman exponentiationandthuslie beyondthe
scopeof the unmodi ed free-algebrapproachastakenin this pa-
per

We shav how to convert the reachabilityprobleminto a con-
straintsolving problemandpresent relatively simpledecisional-
gorithm for the latter that is easyto understandcand justify. The
algorithmis soundandcomplete.We usethe standardDolev-Yao
attacler modelwith a free term algebrafor messagesanddo not
imposeary boundson the sizeof termsor cryptographidunction
applicationgshy the attacler. Our cryptographigorimitivesinclude
symmetric-ley encryptionwith arbitrarynon-atomickeys, public-
key encryption signaturesandhashesThereis asmall,fastProlog
implementation.
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Protocolprocessesre speci ed hereasinstancef roles, us-
ing the parametricstrandsformalism. In the original strandspace
model[16, 15], messagearegroundterms,but subsequentevel-
opmentandapplicationsof theapproacH4, 14] allow message®
containvariables(parameters}o that a single schemacanrepre-
sentall possiblestrandsfor a particularrole in a protocol. Givena

nite setof parametricstrandsrepresentinggrocessesunningcon-
currently they canbe meigedin a nite numberof possibleways
into a singleeventsequenceFromsucha sequenceye generatea
sequencef symbolicconstraintghatcanbe solved ef ciently .

Relatedwork. Formalmethodshave beenextensiely appliedto
security protocol analysis. Typically, the tradeof is betweenin-
completenesge.g., for nite-state checking,it is necessaryo im-
posea boundon both attacler capabilitiesand numberof proto-
col instancesandpossiblenon-terminatior(e.g., in mary methods
basedon theoremproving). Our work is closestin spirit to the
approacheghatusesymbolictechniquedo enumeratehein nite
statespacegeneratedby a limited numberof participants.

Huima[10] developeda methodfor symbolicstate-spacexplo-
ration,usingatermalgebrawith canonicateductionge.g., decryp-
tion cancelencryption).Completeneswasclaimedbut full details
of the decisionalgorithmwerenot in the workshoppaper and,to
the bestof our knowledge,never published.

Amadio, Lugiez, and Vanaclere[1, 2] alsousesymbolictech-
niguesto characterizéheunboundedetof possiblemessagegen-
eratedby the attacler. Thesetechnigquesaresimilar to oursin that
they combinethe use of variablesin messageschemasand con-
straintsde ning the allowable setof substitutionsfor thosevari-
ables. Amadio et al. proved decidabilityin the bounded-process
case,but only for atomic encryptionkeys (with variablesin key
positionshandledby exhaustve substitutionsandusinga simpler
free term algebra. Fiore and Abadi [6] and Boreale[3] present
algorithmsfor computingsymbolictracesof in nite-state crypto-
graphicprotocols. Both methodsaretechnicallyinvolved, and,in
[6], completenests provedonly for atomickeys. Rusinavitch and
Turuani[13] shav the problemto be NP-completewith afreeterm
algebraandconstructedeys.

Our useof the strandspacemodelis similar to that of Athena
[14]. Athena,however, only supportsatomic keys. Another dif-
ferenceis that Athenausespenetratorstrandsas speci ed in the
original strandspacemodel, while in our approach,no penetra-
tor strandsare constructed.Instead we usea term closureopera-
tor basedon messageonstructorssimilar to Paulsons synth and
analz [12], to characterizattacler capabilities . Theresultis anex-
tremelyconciserepresentationf theproblemandacleantransition
from the procesaspect®f the protocolmodelto a pureconstraint-
solvingproblem.



2. PROTOCOL MODEL

2.1 Parametric strandsand reachability

Protocolroles are speci ed with parametricstrands,in which
messagéeéermsmay containvariables.Differentstrandsaredistin-
guishedby differentvaluesfor the setof variableg(parametersas-
sociatedwith arole. For example theinitiator role of Lowe's x ed
versionof the Needham-Schroedgublic-key protocolhandsha&
(NSL) [11] canbespeci edas:

Init

Theresponderole Resp

and areinterchanged.

Thenotationabore uses for public-key encryptionof
usingthepublickey of principal . Thesigns and denotemes-
sagessentandreceved, respectiely, anda sentmessagés called
anode.Termvariablesn messagearedenotedy capitalletters.

The protocolasgiven above is actually slightly differentfrom
Lowe's; the rst messagén the originalis , with the
nonce rst in theencryptedeld. This apparentlyinconsequential
differencdeadsto anattack,asshavn belowv in Section6.

Our constraintsolving procedureanalyzesa set of parametric
strands,in which someof the parametersnay be instantiatecby
constants. A setof parametricstrandsis called a semitundle in
the Athenapaper[14]. The sequenc®f nodesin eachstrandof a
semilundleimplicitly speci esthe statesequencingelation in
thestrandspacemodel. Thus,for example,

is the sameexceptthat

Init Resp

is asemilundle. A strandin asemilundleneednot be completejt
may beaninitial subsequencef thefull nodesequencef arole.

A semitundlecanbe completedo a bundleby supplyingthe at-
tacker computationsand the communicationcausalityrelation
betweenreceized messagesnd sentmessagesCompletionof a
semitundle implies that the network statedescribedby the bun-
dleis reachabldrom anemptyinitial state.Somesemilundlesare
not completable.The taskof reachabilityanalysisis to determine
whetherasemitundleis completableor not,and,if so,whatsubsti-
tution (instantiatinghe semitundlevariables)s necessario make
it possible.Therepresentatioof securityattacksasbundlesis dis-
cussedn Section2.4.

2.2 Theterm algebra

Messagesndmessageelds arerepresentedstermsin a free
algebrageneratetby theoperatorsn Fig. 1 from a nite setof sym-
bolic constantsWe do not distinguishdifferenttypesof constants,
e.g., nonceskeys, andprincipalnamesput suchtypescouldbein-
troducedf desired Analysisof particularsemitundleswill dictate
how mary distinctconstant@areneededOneparticularconstanis
alwaysavailable,the nameof theattacler,

Thetermalgebraallows any termto beusedasanencryptionkey
bothfor public-key andsymmetricencryption.We malke, however,
a (fairly realistic) assumptiorthat private keys are never leaked.
Also, while themodelsupportsonstructedkeys, theonly construc-
tion operatorghatcanbe usedarethose,suchashashingthatcan
be expressedn a free term algebra. Supportfor operatorswith
associatie and commutatie propertiessuchasxor , explicit de-
cryptionoperatorsandrelaxingthe secureprivatekeys assumption
will requireusto addanequationatheoryto thetermalgebra.This
is atopic of currentresearch.

Theattacler or aprincipalcompromisedy theat-
tacler (constant)

Pairing

pk Messagesencryptedwith this public key canbe
decryptedby  usingits correspondingprivate
key. We assumehat the private key of a public-
privatekey pairis never transmittecaspartof the
protocol, or compromisedn ary way that might
male it available as initial knowledge of the at-
taclker. Therefore,the attacler can only decrypt
termsencryptedwith its own public key

Hash(modeledasa one-way function)

Term encryptedwith usinga symmetricalgo-
rithm. Keys arenotrequiredto beatomicterms.

Term encryptedwith usinga public-key algo-
rithm. Any termcanbe usedasif it werea public

key.
sig Public-key signatureof term thatis validatedus-
ing key Since private keys of a key pair are

never leaked, the attacler can only constructits
own signaturesig

Figure 1: Messageerm constructors

2.3 The attacker model

In strandspacemodels,attacler computationsare represented
by penetratosstrands.In this paper we usea term setclosureop-
eration,insteadto characterizattacler capabilities.Givenatime
orderingof nodesconsistentwith , a minusnodeis realizable
iff its messageanbe synthesizedy the attacler from the setof
messagesentin prior plusnodes.A semitundleis completableff
it hasanodeorderingin which every minusnodeis realizable.

We usethestandardolev-Yaomodelfor attacler computations.
The attacler cansimply passalonga sentmessageor constructa
new messagdy decomposinghe previously sentmessageto
their partsandrecombiningthoseparts.

In thefollowing de nition we assumehat is a setof ground
terms.If isatermand is asetof terms,we write rather
than to avoid notationalclutter, sinceit is unambiguous.

The fake operation is de ned asthe smallestset con-
taining andclosedunderthefollowing termsetoperators:
Analysis
split = !f
pdec = if
sdec = if
Synthesis
pair = if
penc = if
senc = if
hash = if
sig = sig if
Encryptionhiding
open if

hide if



Encryptionhidingoperatorareatechnicaldevice neededo sup-
portanalysisof constructedkeys. They areexplainedin moredetail
in sections4 and5.

A operatorcanbe appliedto atermsetwheneer the setcon-
tainsa “target” termwith the appropriatestructure.Onecanshav
that is a closureoperation:it is idempotent,monotonic(with
respecto setinclusion),andextensve (a setis a subsef its clo-
sure).

characterizesttacler capabilitiesin the sensethat, for any
non-emptytermset is the (in nite) setof termsthatcan
be constructedy theattaclerfrom . A recevedmessage can
besynthesizedrom aset of sentmessages andonly if it canbe
derivedthrough ,i.e, for some

Dene synth pair penc senc hash sig » @Nd anaiz

split pdec sdec - IN Paulsons method[12], couldbeex-
pressedassynth analz wheresynth andanalz are,respec-
tively, sequencesf gynthand anazOperatorsbut this formulais
notgeneraknoughwhenkeys canbeconstructedConsiderfor ex-
ample, where but synth analz

It is importantto keepin mind thatthe characterizatioof the at-
tacker capabilityas worksonly when(1) is asetof ground
terms,and (2) we have chosena time orderingof nodesto estab-
lish which sentmessageare“prior” to areceved messagandare
thereforeincludedin

It is not dif cult to seehow ary operatorassumedvailable to
the Dolev-Yao attacler canbe representeeither asone of the
term setoperatorsn thede nition of , or a penetratostrandin
the conventional strandspacemodel. The formal presentatiorof
the attacler modeldoesnot, in itself, imply ary differencein at-
tacker capabilitiesbetweerthetermclosureapproactandthe pen-
etratorstrandapproach. With respectto the classof attacksthat
canberepresentedsareachabilityproblemfor aninstantiationof
a single protocoltrace(e.g., secreg and authentication)the two
approachesareequialent- if anattackcanbe discoveredby one,
it canbe discoreredby the other Moreover, our model supports
“programmable’attacler capabilitiesby changing operatorsn a
way thatis similarto penetratostrands Extendingthe modelwith
new messagéermconstructorandcorresponding operatorwill,
however, affect our ability to solve the generatedonstraintsets.

2.4 Sececyand authentication goals

A sececygoal statesthat somedesignatednessagehouldnot
be madepublic. Compromiseof a secretmessageanbe detected
by addinganarti cial secreteceptionstrandto thesemitundle.In
the caseof NSL, if the respondemwantsto keep secret,we
would add the one-nodestrand to the semilundle. Then
the problemof determiningwhetherthe secretis compromiseds
equivalentto decidingif the semilundlewith the secretreception
strandis reachablg¢completablen ourterminology).

Secrey is violatedif the secretis madepublic at ary time, not
justafterall honesstrandshave completechormally Thus,to ana-
lyze secreg, onemustconsidersemitundlesin whichrole strands
terminateprematurely“Secret”is a relative term,in the sensdhat
thereis nosecurityviolation if a“secret”is generatedby, or know-
ingly givento, theattacler. In orderto associata secretwith hon-
estprincipals,weinstantiatehe secreandtheprincipalswith sym-
bolic constantsin the NSL example we supplyconstantén there-
spondesstrandfor theresponder , theinitiator with
whom intendsto sharehis secretandthe secretnonce .

In proof terms,this is a skolemizationstep. A proof of reacha-
bility or non-reachabilityappliesto all possiblevaluesof the con-
stants,subjectto the implicit assumptiorthat constantswith dif-
ferentnamesareunequal. Skolemizationis usedin generalto in-

stantiatea noncein the strandthat generateshe nonce(or other
session-speci data).

In strandspacemodels,authenticationis typically expresseds
theunreachabilityof a bundlethatcontainsa strandthatrecevesa
messagéo beauthenticatetiut doesnot containanothetegitimate
strandthatsendst [16, 14]. A goalof thiskind canbetestecby a
procedureo determinecompletabilityof semitundlesthatcontain
theauthenticatedtrandbut no authenticatingtrand.

2.5 The origination assumption

In our model,strandsn a semilundlesatisfytheorigination as-
sumption namely thata variablealwaysoccursfor the rst timein
ary strandin a minusnode. This assumptiorhelpsusto stateand
prove secreyg goals,andit playsarolein proving completenesef
the decisionprocedure. It is satis ed for noncesand sessiorse-
cretsbecaus®f skolemization.For non-secresessiorparameters,
suchasprincipals,we canmale it true by pre xing a strandwith
an arti cial receved messageontainingthe variablesthat would
otherwisebe sent rst. Becausethey are variables,this doesnot
constraintheir values,and becausehey are not secret,exposing
themin a messageloesno harmanddoesnat, in principle, affect
implementabilityof the attack.

In ourNSL example theinitiator strandcontainghevariables
for the initiator principal,and for the responderchosenby that
principal. We addthe node to the begginning of the node
sequencesothatit satis esthe originationassumption.

3. CONSTRAINT GENERATION

Constraintarecreatedrom anodesequenceonsistentvith the
givensemilundle,obtainedby interleaving thestrandsn ary of the
possiblewvays. Theresultmaybeviewedasasingletonsemitundle.
Forexample,onepossiblemeigeof theNSL initiator andresponder
strandss:

This node sequencencludesthe secretreceptionstrandconsist-
ing of the single node , and omits the last respondemode
becausét cannotaffectthe outcome.

3.1 Enumeration of interleavings

Differentinterleavings give rise to differentconstraintsets,and
we attemptto solve eachconstraintsetuntil we nd onethathas
a solutionor shav that noneof themare satis able. The number
of possibleinterleaved nodesequencesanbe very large. In gen-
eral, the numberof interleavings of a sequencef length  and
oneof length (if the elementsare distinct) is , yielding
an exponentialnumberof cases.However, it is not necessaryo
considerall possibleinterleavings, becausesomeinterleavingsare
dominatedby others,in the sensethatary solutionto oneis a so-
lution to the other Dominatedinterlearings areredundantandan
optimizationtechniquewould eliminatethem. For example,one
canshav thatoncea sendnodeis enabledthereis no needto con-
siderinterleavings in which it is delayeduntil after later sendor
receve nodes.With this optimization,the numberof interleavings
is determinedyy the numberof receve nodesalone. Furtheropti-
mizationsarepossibleaswell. Sincetherearecasesvherediffer-
entinterleavingsleadto incompatibleconstraintsetswith different
solutioncharacteristicsyye mustdealwith particularinterleavings
(ratherthanjust the partial orderof nodesgiven by a semikundle)
beforeproceedingo the constrainsolvingphase.



3.2 Generation of a constraint set

A constaint is a pair where isatermand isa
termset. Thetermsetrepresentshe setof messageknown to the
attacler. Theconstraint assertshattheattacler mustbeable
to synthesizéaerm from thetermset

A sequencef constraintandterm setsis constructedrom the
sequenc®f nodes.Eachplus nodeexpandsthe lastterm setwith
its messageandeachminusnodecreates constraint where

isthemessagén thenodeand is thelasttermset.

The rst termset  containsgroundtermsassumedknown to
theattacler. This shouldincludeconstantsepresentingprincipals,
including at leastthe attacler's identity , andtheir public keys,
including at least . For example,we couldhave = alice,
bob,srv, , pk(srv), or = , pk( ), pk(), , .
The rst exampleassumeghat the sener srv will deliver public
keys on request,or that they are madeavailable in the protocol
throughcerti cates or someother way so that they neednot be
known initially.

Thenodesequencabove generateshe following term setsand
constraints:

Note thatthe term setsarenon-decreasingn this order sothat
for all . Thisis aspecialcaseof aninvariantproperty
calledmonotonicityin Section5.1.
Let beasubstitutionof groundtermsfor all thevariablesand
let be a setof constraints. We saythat is a
solutionof ,or satises |, if by thede nition

Decidingsatis ability of the constraintsetinducedby the protocol
requiresreasoningabout  setsthatcanbegeneratedrom a setof
arbitraryterms,possiblyinvolving variables.
As ashorthandin thecontet of aparticular , we'll write
if ( CIf and ,
then

4. SOLVING THE CONSTRAINT SET

In generala constraintsetis solved by thereductionprocedure
in which eachapplicationof areductionrule replacesr eliminates
someconstraint.(We will oftenreferto a constraintsequenceasa
constraintsetwhenwe do not needto emphasizehe ordering.) A
sequencef reductiongerminatesuccessfullywhentheconstraint
setis reducedo asimpleset,in whichtheleft sideof eachremain-
ing constraint,if ary areleft, is a variable. Suchsetsare always
satis able(seesectiond.4). A sequencef reductionscanalsoter-
minateunsuccessfullypy producinga constraintsetthatis neither
simple,norreducible.

A constraintsetmay be reduciblein morethanoneway. The
reductionprocedurethereforecreatesa directedtreerootedin the
initial constraintset . Set  hasa solution (i.e., thereexists
a successfuattackon the protocol)if atleastonepathin thetree
leadsto a simpleconstraintset.

Thereductionproceduras terminating,soundandcomplete as
proved in section5. Therefore substitution is a solution of the
initial constraintsetif andonly if it is a solutionof thesimplecon-
straintsetattheendof atleastonepathin thetree.

= initial constraintsequence

repeat
let bethe rst constrainin C
s.t. isnotavariable
if notfound
output Satis able!
applyrule (elim)to  until nolongerapplicable

if  isapplicableto
createnddewith ;add edge
push
= pop
until  emptystack

Figure 2: Reductionprocedure P

4.1 Reductionprocedure

A reductiontree hasreductionstatescontainingconstraintsets
asnodes,andinstancesf reductionrules as edges. The root of
the treeis the initial constraintsetinducedby the protocol. The
reductiontree is createdby the reductionprocedue P in Fig. 2
where(elim) is the variableeliminationrule (seesection4.2) and

is the setof reductionrules(seesection4.3).

Procedurd® nds the rst constrainwheretheleft side isnot
avariable( may containvariablesinside terms). We will call
the constraintselectedby P active It thenappliesrule (elim) re-
peatedlyto remove all standalonevariablesfrom the term seton
theright side of the active constraint. Then onereductionrule is
applied, andthe procedures repeated. If morethanonerule is
applicableto the active constraintthereductiontreebranchesRe-
ductionrulesmaintaintherelative orderingof the constraintsThis
is necessaryor variableeliminationto be sound(seesection4.2).

The stateof the reductionis representedy a pair where

is the currentconstraintsetand is a partial substitutionfor
variablesthatoccurredn theinitial constraintset. Theinitial state
is associatedvith a null substitution.If applicationof areduction
rule requiresa substitutionthat instantiatessomeof the variables,
we apply the substitutionimmediatelyto the entire constraintset
andaddit to (seerules(un)and(ksub)in sectiord.3). Theaccu-
mulatedsubstitutionis thuscarriedwith thereducedconstraintset
alongevery pathin the reductiontree. If the pathterminatesn a
satis ableconstraintset, containsvariableinstantiationghatthe
attacler hasto make in orderto stagea successfuattack.

In therule de nitions below, we referto all constraints
precedinghe active constraint as ,andto all constraints

following as

4.2 Variable elimination

Rule (elim) remoresa standaloneariablefrom thetermsetof a
constraint.P appliesit asmary timesasnecessaryo eliminateall
standalonevariablesfrom thetermsetof the active constraint.

isavariable

(elim)

Thisruleis formally justi ed by proposition5.1. Informally, re-
moving astandaloneariable fromatermset doesnotchange
for ary . By theoriginationassumptioneachvari-
ableappeardor the rst time on the left side of someconstraint.
SinceP selectsaastheactive constrainthe rst constraintwherethe



(un)
where mgu
(pair)
(hash)
(penc)
(senc)
sig
(sig)
(split)
(pdec)
(ksub)
where mgu
(sdec)
Note: uni es with iff s.t.
Figure 3: Reductionrules
left sideis not a variable,it mustbe the casethat is

precededy aconstraint . We canshaw that ,
thus ary term that might be usedto instantiate caninsteadbe
constructedlirectly from

4.3 Constraint reductionrules

Reductionrulesarelistedin Fig. 3. They shouldbe understood
asrewrite ruleson the constraintset,andreadfrom top to bottom.
To facilitateexplanationwe gave matchingnameso termsetoper
ators andreductionrules.Eachreductionrule appliesto thesame
term(s)asthecorrespondingermsetoperator

Noticethatanalysisoperatorcorrespondo reductionrulesthat
decomposeometermin the term seton the right side of a con-
straint, while synthesisoperatorscorrespondo rulesthat decom-
posethetermontheleft of a constraint.

4.3.1 Unication

The uni cation rule attemptsto recognize
, by unifying  with somenon-\ariableterm

as a memberof
, usingthe

mostgeneraluni er. Informally, applicationof this rule represents
“replay” of atermknown to theattacler. For example theattacler
canreplayan encryptedermevenif it hasnot beenableto break
theencryption.Differentsuccessfuthoicesfor resultin different
branchesn thereductiontree. A successfulini cation may cause
oneor morevariablesto beinstantiatedin both  and , andthis
substitutionis appliedto every constraintin the set. A successful
uni cation eliminatesthe currentconstraint.

The uni cation rule (un) is appliedonly to constraints
where is notavariabledueto theway P selectghe active con-
straint.Notethat doesnotcontainary standaloneariablessince
P appliesrule (elim) to beforeapplyingary reductionrule,
including (un). Uni cation doesnotdistinguish and terms,
ie, uni es with iff unieswith ,and with

Since hasalreadybeenappliedto theconstrainset,neither
nor containsary variablesin thedomainof , thusthedomains
of and aredisjoint. If themostgeneraluni er mgu does
notexist, theruleis notapplicable Notethatif  is aconstantthe
rule will succeeanly if

4.3.2 Decomposition

Decompositiorrules (pair), (hash) (penc) (senc) (sig) model
thecasewhenterm canbe constructedrom componentsvhich
aresynthesizablédrom termsin . Intuitively, therulesshouldbe
read“backwards’ For example,rule (penc)canbeinformally un-
derstoodas“one of thewaysthe attacler canconstructerm
is by constructingerms and , andthenencrypting with
Notethatthe attacler canconstrucionly its own public-key signa-
ture.

4.3.3 Analysis

Analysisrules (split) and (pdec)attemptto breakup termson
theright side of the constraintasfar aspossiblewithout variable
instantiation.If atermis encryptedwith a public key which does
not belongto the attacler, it cannotbe decryptedsinceour model
assumethatprivatekeys areneverleaked. Symmetric-ley decryp-
tion is handledby the (sdec)rule.

4.3.4 Key substitution

Applicationof thekey substitutiorrule (ksub)correspondso the
casewhentheattacler decryptsatermencryptedwvith apublic key,
i.e., theright sideof theactive constrainfmustcontaina term.
The rule is applicableonly if term in the key position uni es
nonidenticallywith theattacler's public key (thecasewhen

is coveredby the (pdec)rule). The attacler canonly
decrypttermsencryptedwith its own publickey sinceit is assumed
that the private key of a key pair is never lealed. If doesnot
unify with , thismeanghatterm is not encryptedwith the
attacler's public key, andtherule doesnot apply

The domainsof and aredisjoint since hasalreadybeen
appliedto the constraintset. Note that successfubpplicationof
rule (ksub)enablegule (pdec)which canreplace by on
theright sideof thecurrentconstraintaswell asall thosecontaining
termsencryptedwvith  beforethe substitution.

”

4.3.5 Symmetric-& decryption

The symmetric-ley decryptionrule (sdec)canbe appliedwhen
theright sideof theactive constraintontainsatermencryptedvith
a symmetrickey. This correspondso the casewhenthe attacler
succeedi decryptinga symmetricallyencryptedermby synthe-
sizingtheright key.

As far as uni cation and satis ability are concernedthe spe-
cial term is indistinguishabldrom . Its purposeis purely



technical:to “hide” the symmetricallyencryptedterm in or-
derto avoid subsequenapplicationof the samerule to the newly
addedconstraint . Theintuition behindthis is thatdecrypt-
ing termsencryptedwith  is never necessarjn orderto construct
. Thetermasawhole maystill be necessaryConsiderconstraint

wherethe entireterm mustbe used,without
beingdecryptedtself, to decryptanothetermandextract . Note
that is replacedn the term setof the original constraintby
and . Addition of tothetermsetis soundif constraint is

satis able,asprovedin proposition5.3.

4.4 Checking satis ability

Every pathin the reductiontree generatedy procedureP ter
minateseitherin a constraintsetto which no rule canbe applied,
or in asimpleset thathasonly variableson the left, i.e.,

. A simple constraintsetis always satis -
ableaslong asthe attacler hasat leastone constantin its initial
termset. Onecancheckby inspectinghereductionrulesthatsuch
constantgemainin the term setof every constraint. If is such
a constant, satis esall constraints.In the
future,we maywishto distinguishdifferenttypesof constantsWe
will ensurghenthatthe attacler knows oneconstanof eachtype.

We have not performeda detailedanalysisof the complity of
the constraintsolving algorithm. Rusinavitch and Turuani[13]
demonstratethatthe problemis NP-completan a similar setting
(free term algebrawith arbitrary termsas symmetricencryption
keys). Theproofof NP-completeness [13] reliesonguessinghe
right substitutionfor variablesandthe right sequencef attacler
operatorghatderives from for eachconstraint tis
likely that while our algorithm hasthe sameworst-casecomplex-
ity, it is signi cantly more efcient in practicesincein our case
substitutionsare performedonly whenthey may possiblyresultin
satisfyinga constraint(rules (un) and (ksub), and generationof
thesequencesf operatorderiving from is drivenby the
structureof theterms.

5. SOUNDNESSAND COMPLETENESS

In this section,we prove that P terminatesandthatit preseres
all solutionsof  withoutintroducingary new ones.

5.1 Invariant propertiesof p

Let bethesetof all constraintsequencegeneratedby P.

Theoriginationassumptior{seesection2.5)impliesthat,in the
initial sequencef constraintseachvariableappeardor the rst
time ontheleft sideof aconstraintandnotin theright sideof that
constraint.This origination propertyis aninvariant.

Theorem (Invariance of Origination) satis es
theorigination property.

Proofin AppendixA.1.

Considerconstraint in which variable appearsfor
the rst time. By the originationproperty ~ doesnot mention ,
or ary variablethatappeardaterthan . A constraintsequencés
monotonic if, for ary constraint s.t. mentionsvariable

, suchthat doesnotmention or ary variablethat
appeardaterthan , and . Furthermore,

Monotonicity captureghefactthatthe attacler never forgetsin-
formation. Every messageeceved by the attacler canonly add
to its knowvledgeand cannotpossiblyremove ary termsit already
knows. If atsomepointtheattaclerhadaccessotermsin , then
at ary later point theseterms, possiblytransformedn a way that
preseres , arestill availableto the attacler.

Theorem (Invariance of Monotonicity) is mono-
tonic.
Proofin AppendixA.2.

ProPOSITION 5.1. If is the activeconstaint, then

Clearly, , soit sufces to shav that . By
the originationproperty thereexists an earlierconstraint
where appeardor the rst timein . It mustbe the casethat
, sinceconstraintsearlier thanthe active constrainthave
standaloneariableson theleft.

Suppose . We mustshaw that It
sufces to shaw that , since isidempotent.
Since , wejustneed

By monotonicityof the constraintsequence ,
suchthat doesnotmention and . In particular
, SO

PrRoOPOSITION 5.2. If ,then

Follows immediatelyfrom thefactthat is closedunder open

and hide-
PROPOSITION 5.3. Suppose L f s.t.
and , then
Let L f s.t. and ,
then and, since is closed,
. Since s closedunder ggecand seng
By
de nition,
5.2 Termination
Theterminationmeasuref a constraintsetis a tuple
where is the numberof distinctvariablesand  is a special

expansiomrmeasureTuplesareorderedexicographically
To de ne the expansionmeasure,rst de ne the structuresize
of aterm to bethenumberof operatorapplicationgplusthe
numberof constantandvariablesn it (the numberof nodesn the
parseree). Theexpansiormeasuref a constrainsetis the sumof
the expansionmeasuresf the constraintsThe expansionrmeasure
of aconstraint is where is de ned asfollows:

if isavarorconstant
sig

We have to shav that eachrule reducesthe terminationmea-

sure. Checkingthe rulesone by one,we seethat: (elim) reduces
by eliminating a factor ; (un) either eliminatesa

variableby substitutionandhencereduces , or matchesa con-
stantontheleft withouta substitutionwhichleaves  unchanged
but reduces by eliminatingthe constraint;(sig), (pair), (hash)
(penc) and(senc)reduce byleaving alonebut decomposing
the left sideinto componentsvith a smallerstructuresum; (split)
and(pdec)reduce by decreasing factor ; and (ksub)in-
stantiatesa variableandthusreduces . The mostinteresting
caseis (sdec) which replaces with expansionmea-
sure by and
with total expansionmeasure
measurds smallerbecauseahat
terminates.

. This
Hence,P



5.3 Soundness

A constraintreductionprocedures soundif reductionrulesdo
notintroducenew solutions.To prove soundnesst is sufcient to
shaw for everyrule that implies . Eachreduction
ruleis sound(proofin AppendixA.3). By inductionoverthelength
of thereductionsequenceR is sound.

5.4 Completeness

The basicideaof completenesss to shav thatary solution of
theinitial constraintsetis presered alongat leastone pathin the
reductiontree. If  is a substitutionsuchthat , thenP is
completeif, amongall the simple, satis able constraintsetspro-
ducedby P, thereis atleastoneset suchthat

Our proof of completeness quite delicate. In particular com-
pletenessdoesnot hold inductively for ary constraintset,i.e., it
is not alwaysthe casethat if , thenthereis arule such
that . Considerconstraint .
Applying reductionrule (hash)to this constraint,we obtain con-
straint . This constraints satis ablesince

by applying openon to obtain
, andthen ggecON and to obtain . Unfortu-
nately thereis noreductiorrulein sectiord.3thatcanbeappliedto

. Theproblemariseshecause canbe“opened’by openand
subsequentlgecryptedvhencomputing , but thereis no corre-
spondingreductionrule thatcouldbe appliedto the constraint.

Obsere, howvever, that completenesss not violatedin this ex-
ample. Thereexists anotherrule thatis applicableto , namely
(un), whichuni es with andsuccessfullyeliminatesthe
constraint. This obsenation is the intuition behind our proof of
completeness.

Theorem (Completenessfor any substitution sud that

, P will genemtea simpleconstaintset sud that .

Details of the proof canbe foundin AppendixA.4. The proof
consistsof two parts. First, we shav that completenesioldsin-
ductively for ary constraint suchthat do not con-
tain terms. Then, we shav that the r st time a constraint

suchthat containsa termappearsn the reduction
sequencethereexists, givenary solution , anapplica-
ble sequencef reductionrules , suchthat
where  doesnot contain

terms.

Informally, the proof canbe understoodsfollows. Procedurd®
may generaté’bad” stateswhich are satis able but not reducible,
thusviolating completenessHowever, “bad” statescannotappear
in anarbitraryplacein the reductiontree. We shav thatthey ap-
pearonly in branchesootedin “bad-root” statesof a particular
type, namely thosegeneratedy the (sdec)rule. For each“bad-
root” statewe prove that, given ary solution, therealways exists
atleastonebranchout of the statethat preseresthis solutionand
leadsto a “good” state. This will guaranteecompletenesssince
ary solutionof theinitial constraintset(but not necessarilyof ev-
ery setgeneratedy P) is presered alongat leastonepathin the
reductiontree.

6. EXAMPLES

The NSL protocol, as modi ed, was analyzedusing a Prolog
programbasedntheconstrainreductionrulesin Sectior4.3. The
programwas given several semitundlesto look at, with as mary
asfour legitimate strands. On a semitundle with two responder
strandsijt foundaninterlearing with a solvableconstraintset.One
constraintreductionpathleadingto a solution(andhenceanattack)
is tracedbelow.

Considerthe interleaving of strandsfor responders andsome

, in which expectsto share  with a particular . The last
reply in eachstrandhasbeenomittedfor simplicity, but the secret-
receptionstrand is addedto testsecreg of . The actual
analyzedsemilundlehadmorestrandsandthey werecomplete.

tob

frombtoa

to anyA fromanyB
fromAtoB
secetreception

The constrainsetfrom thisinterlearing is:

We will follow one pathleadingto a solution. Note that we are
treatingconcatenatioasabinaryright-associatie operation First,

apply (penc)to (1):

Eliminate(1.1) with (un) andexpand(1.2) with (pair):

Eliminate(1.2.1)with (un)andskip (1.2.2)becausé hasavariable
on the left. Apply (un) to (2) with the substitutions ,
and , eliminating(2).

Finally, apply (ksub)to (3) with . It shouldbe clearafter
thisthat  will beexposedandthesolutioncanbe nished up eas-
ily. Installingthe substitutionsnto the original semitundleyields
theattack.

The attackrequirestwo somevhatimplausiblebut notimpossi-
ble type confusions: in the rst messageés occupying a nonce
eld, and in the rst messagef the strandis alsooccu-
pying anonce eld. This couldwork if agentnamesarethe same
lengthasnoncesandthe protocolcould handletwo sizesof nonce
(single or double). The point is not that this is a realistic attack,
but thatit illustratesthe power of theanalysigechniqueo nd sur
prisingresults,in this caseby permittingatype aw. Protocolscan
alsobe encodedn sucha way asto re ect type protection,if the
implementatioris believedto work thatway.

To illustrate how the algorithm handlesconstructedkeys, we
presenpartialanalysisof atoy, faulty mutualauthenticationproto-
col inspiredby Gong's mutualauthenticatiorprotocol[8] (we did
notdiscover ary bugsin theoriginal protocol).



The goal of the protocolis to presere the secrey of the key
sharecbetween and
Oneof the possibleinterleavings of the protocolandthe secret
receptionstrand givesriseto thefollowing constraint:

Rule (sdec)transformshis constraininto:

Rules(hash)and(un) disposeof the rst constraint(this corre-
spondsto the factthat canbe constructedhy the
attacler who knows and ) and(un)dispose®f thesec-
ond constraint. Therefore the constraintsetis satis able, proving
thatthe secretreceptionsemitundleis reachable.

7. CONCLUSION

By usingthe strandspacemodelonly for honestprocessesnd
the term set closure characterizatiorof the attacler, our model
achievesacleantransitionfrom the processnodelto the constraint
solving problem.Modelsthat putindividual attacler actions(such
asin penetratostrands)n the processside mustmix thetwo, be-
causethey cannotpredictwhich actionsthe attacler will perform.
In termsof attacler capabilities the term setclosurecharacteriza-
tion of theattaclerresultsin thesame(in nite) setof synthesizable
messageaspenetratostrands.

Usingthefreetermalgebrasimpli es the model,enablingusto
handleconstructedkeys evenin case®f self-encryptionHowever,
without cryptographiaeductionrules,we cannothandleprotocols
wherebothkeys in a public-privatekey pair areusedexplicitly. A
free algebraalsofails to representhe propertiesof encryptionop-
erationswith associatie andcommutatve characteristicssuchas
xor andDif e-Hellman exponentiation.We arecurrentlyinvesti-
gatinghow the constraintsolvingalgorithmpresentedh this paper
may be extendedo supportsuchoperations.

The nite semilundlenode-mege generatiorandthe constraint
reductionruleslendthemseleswell to implementatiorin Prolog,
with its built-in depth- rstsearctstrategy anduni cation. We have
implementedhe decisionprocedureén XSB (SUNY Story Brook)
Prolog,andit oftenrunsin a smallfraction of a secondon the ex-
ampleswve have tried, evenwhenthevulnerabilitysearcHails. The
programis lessthanthreepages.Theapproactcanbe extendedn
a naturalway to unboundegrocessanalysisby iteratively adding
strandgto the initial nite set,thoughthereis no guaranteef ter-
minationif thisis done.
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APPENDIX
A. PROOFS

A.1 Invariance of origination

The origination property for a constraintsequencestatesthat
eachvariableappeardor the rst time on the left side of a con-
straint,and not in the right side of that constraint. This property
canonly beviolatedby a reductionrule which, given a constraint

, changest to suchthat containsavariable but
thereis no precedingconstrainthathas  only ontheleft side.

With the exceptionof rules(un) and(ksub) constraintreduction
rulesdonotinstantiatexisting variablesor introducenew variables
or changethe orderof constraints.Therefore they cannotviolate
the origination property Rules(un) and (ksub) may introducea
new variableon the right sideasa resultof applying substitution

. Considerconstraint suchthat mentionsvariable ,
andsubstitution suchthat mentionssomeothervariable . If
the origination propertyis true for the constraintsetto which the
rule is applied,thenthereexists anotherconstraint that
precedes in the chronologicallyorderedconstraintist such
that is mentionedn butnotin . Considerntwo cases.

By the origination propertyfor the constraintsetbefore
rule application,thereexists preceding
suchthat is mentionedn butnotin . Butthis



constraintmustalsoprecede and,therefore, ,
sinceneither (un), nor (ksub)changeshe relative order of
constraints. Application of doesnot substitute , other
wise would notappeain . Therefore, is mentioned
in but notin , thusthereexists a constraintpre-
ceding , hamely thatmentions only
ontheleft side.

Then mentions , but doesnot. Therefore,
thereexistsa constraintpreceding , hamely
suchthat is mentionednly ontheleft side.

By inductionover thelengthof thereductionsequencetheorig-
ination propertyis truefor all constraintgeneratedby P.

A.2 Invariance of monotonicity

Theinitial constraintsetis monotonicby simpletermsetinclu-
sion. To prove thatall constrainsetsproducedy P aremonotonic,
it is sufcient to shav thatmonotonicityis invariantwith respecto
every reductionrule from sectiond.3.

Rule(elim) eliminatesoneof  from but doesnotaffect

Rules(split) and (pdec)do not introducenew variablesanddo
not affect for ary . For example,if

,then .

Rules(pair), (hash) (penc) (senc) (sig) donotaffect atall.

Rule (ksub)doesnot introduceary new variablesor termsto
and,thereforecannotchange

Rule (sdec)doesnot introducenew variables. Suppose

. Since s closedunder openand sgeo for ary
is not affectedif is replacecby or
This follows from propositionss.2and5.3.
Finally, considerule (un). Suppose includessubstitution

for somevariables where isanarbitrarytermmen-
tioning . Eventhough mayintroduce into sometermsof
thatdid not mention  before,we'll prove thateithertheseterms
arenotin , or , whenappliedto the entire constraintset, re-
places with in someconstraint preceding and
malesthat constrainthe rst constraintmentioning . We'll also
shawv that mustcontainasupersebf  whichis not affectedby

, thuspreservingnonotonicity Consideitwo cases.

By de nition, doesnot mention , and doesnotin-

troduce to
By the origination property  constraint

preceding suchthat doesnotmention or
By the inductionhypothesisthe constraintsetto which rule

(un)is appliedis monotonic.Therefore, suchthat
. Obsere that since containsall
termsof thatdonotmention , while
containsall termsof  thatdo not mention only.
Substitution doesnot affect ary termsin sincethey do
notmention . Therefore, .
After is appliedto the constraintset,
Note that mentions
Therefore, andnot is now the rst constraintthat
mentions . But suchthat  doesnotmention

and

By inductionover thelengthof the reductionsequenceall con-
straintsetsgeneratedby procedure® aremonotonic.

A.3 Soundness

For rule (elim), soundnesfollows from proposition5.1.
Rules(split) and (pdec)are soundbecause is closedunder
pair@nd pdec FOr example,in caseof rule (pdec)

. Thereforejf

, then
For rule (un), considerthat if , then
. Also, because mgu ,
thus by de nition of the mostgeneraluni er. Therefore,

For rules(pair), (hash) (penc) (senc) and(sig), soundnes$ol-
lows from thefactthat is closedunderthe corresponding op-
erator For example,considerrule (penc) If penc

is satis able, then S.t. and

. Since s closedunder peng
. Therefore, .
For rule (ksub) if , then
Finally, consider sdec
where . Clearly, . By

, thus . Given ,
by proposition5.3. Therefore,

proposition5.2,

It follows that

A.4 Completeness

This proof is long becauseit requiresconsiderationof mary
cases.Becauseof spacelimitations, andin the interestsof read-
ability, whatfollowsis a fairly detailedproof sketch.

A.4.1 Completeneswithoutencryptionhiding

Suppose is the active constraintand containno
termsof form. For ary , we
shaw that thereis arule  suchthat (i) is applicableto ,
and (ii) . Note that the solution doesnot have to be

presered in every possiblereduction. As long asin every state
thereis at leastonerule that preseresthe solution,completeness
will hold. The proof thatan applicablerule canalways be found
relieson the existenceof a normalderivationfor ary termthatcan
be constructedy the attacler.

A.4.1.1 Normalderivation.
For ary groundterm andsetof groundterms , whereneither
,hor containary occurrencesf termsof form, we prove
thatif , thenthereexists a normal derivationof from
which eitherendswith an operatorfrom  gyn, Startswith an
operatorfrom  anha5 OF Startswith a sequencef operatorsfrom
synth followedby  sgecwhichis appliedto atermfrom

ProPOSITION A.l. If andneither , nor contain

anyoccurrencesf terms thenthere existsa normalsequence
sud that . Asequencés normaliff

oneof thefollowing conditionsholds:
- synth OF
- analz OF
- sdecfor some synth @nd  is applied
to term for some

Suppose . Since is de ned asa closureof term

setoperators (seesection2.3), this meanshat either , or

whereeach is oneof theterm setoperators
de ning . For notationalcorvenience,let , andlet
standfor forary .

Stepl. First,weobserethat with nohiddentermscanbederived

without openand pige Operatorssinceary operatorapplication

usinga hiddenencryptioncould be replacedby oneusingthe cor

respondingordinaryencryption.

Step2. Following Step1, we obtaina sequence s.t.
synth OF  anaiz and Cf , the



propositionholds. If , the propositioncanonly be violated

if, for some anaizand synth for

Since analz split pdeo OF sdec First, consider
thecasewhen split OF  pdeo andlet bethetermto
which isapplied.If ,then couldbemoveduptothe

position. Otherwise wascreatedoy oneof the gy, Operations
andthe 4naz0perationis redundanandcanberemoved.
Now, considethecaseof sdec appliedtoterms
forsome . Therearetwo possibilitiesfor term :ei-
ther (in this casethe proof is complete),or
for some . In this casealso, wascreatedrom its

componentdy oneof the  synenoperationsandthe  sgecoperation
is redundanandcanberemoved.

A.4.1.2 Findinganapplicablerule.

Considerthe active constraint anda satisfyingsubstitu-
tion . Givenanormalderiation of from , we must nd
areductionrule applicableto thatis compatiblewith

By de nition of the active constraint(seesection4.1), is not
avariableand doesnot containary standalonevariablesafter

applicationof the (elim) rule. Suppose , e,
. Then, by propositionA.1, either , or there
existsanormalderivation s.t.
and synth» OF analz OF for some
and sdecappliedto
If , thenthe uni cation rule (un) canbe appliedto
the constraint,and sincethe rule appliesthe mostgen-

eraluni er, it will be consistenwith . Otherwise,anapplicable
reductionrule canbe found by patternmatchinggiventhe normal
derivationwhich satis esoneof thethreeconditionsgivenabove.
First, considetthe caseof analz Thereductionrule corre-
spondingto  will beapplicableto . It mustbethe casethat
containsa “target” term suchthat operateon . There
areno standalonevariablesin ~ , so hasthe necessaryop-level
structure. The caseof synth IS handledsimilarly. Since
is theresultof applying musthave the corresponding
structure.Since  is not a standalonevariable, musthave the
sametop-level structureas  , andthe correspondinglecomposi-
tion ruleis applicableto
Finally, considerthe casewhen sdec and contains
a term. Sincethereare no standalonevariablesin
mustalsocontaina term,andthe (sdec)rule canbe applied
to

A.4.1.3 Preservinghesolution.
The proof that the applicablerule preseresthe solution of the
constraintsetproceedson casesof  if analz and if
synth- FOr brevity, we omit the detailsandexplain the proof
for the caseof sdec
By the applicability agument,
and andrule (sdec)is applicableto

for someterms
. It will reduce to

. Obsenre that
(otherwise, ggecwould

By proposition5.2,
where
notbeapplicableto ). Therefore,
In thiscaseaccordingo proposition5.3,
Thisimpliesthatif ,then
Therefore,

A.4.2 Completeneswith encryptionhiding

Theinitial constraintsetcontainsno terms. The rst time
an term canappeatrin the reductionsequencas asa result

of (sdec)application,which generates constraintof the form
. Wewill shav thatsuchaconstraintanbesolvedwithout
applying(sdec)to the hiddenterm.

is satis ableand  con-
is satis able without

PROPOSITION A.2. Suppose
tainstermsof theform . Then
decrypting

Assumethe statemenbf the propositionis not true. Thenevery
constructiorof usingtermsfrom  mustinvolve anapplication
of sgecON for some . Below, we annotateeachapplicationof

sdecWith theencryptedermonwhich it operatessothatif gqec

is appliedto , Wewrite  ggec .

If the assumptioris true, thenfor ary solution and

anysequence suchthat ,
suchthat sdec for some . Considettheshortest
suchsequence.

Let . Since ggec canbe ap-
pliedto it mustbethecasethat and . This
implies that where

sdec . This contradictsthe shortest-sequenassumption

andcompleteghe proof of the proposition.

Now considerconstraint createdy (sdec)applica-
tion. Since is closedunder openand pge,
iff . By propositionA.2, s.t.
and sdec . Note that
containsno termsof form. By the sameargu-
mentaswasusedin normalderiation constructionwe canshov
that openOf' pige- Thisimplies  thatif operates
onthe term, s alsoapplicableto the termbecause
the only operatorgthat distinguishbetween and are
sdec and hige , andthesequenceéoesnotcontain
ary suchoperators.
Giventhat  maynotcontain asasubtermwe conclude
that iff
. Moreover, each  hasthe correspondingeductionrule
sincethatareno openOr pige in the sequence Be-
cause sdec , honeof  are (sdec)appliedto
By induction over the length of the
derivation, every reductionrule is applicableto its respectie
constraint,and , if , then
where
is the constraintset after the rst applicationof rule (sdec) So-
lution is presered alongthe reductionsequence
by the sameinductive agumentasin the caseof term setswith-
out encryptionhiding. Sinceconstraint is satis able,
by the end of the reductionsequencell constraintsderived from
it will be disposedf (eithereliminatedby uni cation, or reduced
to where is variable),andno uni cations involve substi-
tuting for avariablesinceit appearsasa standalongermin
. Therefore, containsnotermsof the
form , andtheinductive completenesarguments truefor the
reductionsequencerootedin
To summarizewheneer rule (sdec)introducesaconstraintcon-
taining to the constraintset,for ary solution thereexistsa
sequencef reductionrulesthatpreseres . Noneof therulesin
thesequenceequire terms.Thereforethe sequencés appli-
cableto constraint andleadsto a constraint

setin whichthereareno terms.



