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ABSTRACT
The reachabilityproblem for cryptographicprotocolswith non-
atomickeys canbesolvedvia a simpleconstraintsatisfactionpro-
cedure.

1. INTRODUCTION
Many protocolsecuritypropertiescanbecharacterizedasreach-

ability problems. This is the casefor propertiessuchassecrecy,
wheretheobjective of protocolanalysisis to searchfor a statethat
violatesa particularinvariant,suchasa statein which somesecret
datahasbeenreleasedpublicly by anattacker or dishonestparty.

It is known that reachabilityis undecidablefor cryptographic
protocolsin the generalcase[9, 5]. Undecidabilityresultsfrom
a context wherethenumberof distinctprocessesinstantiatingpro-
tocol roles is unbounded,andthereis an active attacker who can
interceptandforgemessages.It hasbeendemonstratedthatreach-
ability is decidablefor the�nite numberof processes[1, 13].

The main contribution of this paperis to develop a complete
andpracticaldecisionprocedurefor thereachabilityproblemin the
presenceof constructed(non-atomic)keys. Supportfor constructed
keys is importantfor formal analysisof “real-world” protocols,as
it is fairly commonin protocoldesignto constructsymmetrickeys
from sharedsecretsandotherdataexchangedaspart of the pro-
tocol - see,for example,SSL 3.0 [7]. Someof the techniquesfor
constructingsymmetrickeys involve commutative operatorssuch
asxor or Dif �e-Hellman exponentiation,andthuslie beyond the
scopeof theunmodi�ed free-algebraapproachastaken in this pa-
per.

We show how to convert the reachabilityprobleminto a con-
straintsolvingproblemandpresenta relatively simpledecisional-
gorithm for the latter that is easyto understandand justify. The
algorithmis soundandcomplete.We usethestandardDolev-Yao
attacker modelwith a free term algebrafor messages,anddo not
imposeany boundson thesizeof termsor cryptographicfunction
applicationsby theattacker. Our cryptographicprimitivesinclude
symmetric-key encryptionwith arbitrarynon-atomickeys, public-
key encryption,signatures,andhashes.Thereis asmall,fastProlog
implementation.
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Protocolprocessesarespeci�ed hereas instancesof roles,us-
ing theparametricstrandsformalism. In theoriginal strandspace
model[16, 15], messagesaregroundterms,but subsequentdevel-
opmentandapplicationsof theapproach[4, 14] allow messagesto
containvariables(parameters)so that a singleschemacanrepre-
sentall possiblestrandsfor a particularrole in a protocol.Givena
�nite setof parametricstrandsrepresentingprocessesrunningcon-
currently, they canbemergedin a �nite numberof possibleways
into a singleeventsequence.Fromsucha sequence,we generatea
sequenceof symbolicconstraintsthatcanbesolvedef�ciently .

Relatedwork. Formalmethodshave beenextensively appliedto
securityprotocol analysis. Typically, the tradeoff is betweenin-
completeness(e.g., for �nite-state checking,it is necessaryto im-
posea boundon both attacker capabilitiesandnumberof proto-
col instances)andpossiblenon-termination(e.g., in many methods
basedon theoremproving). Our work is closestin spirit to the
approachesthatusesymbolictechniquesto enumeratethe in�nite
statespacegeneratedby a limited numberof participants.

Huima[10] developeda methodfor symbolicstate-spaceexplo-
ration,usingatermalgebrawith canonicalreductions(e.g., decryp-
tion cancelsencryption).Completenesswasclaimedbut full details
of thedecisionalgorithmwerenot in theworkshoppaper, and,to
thebestof ourknowledge,never published.

Amadio, Lugiez, andVanack�ere [1, 2] alsousesymbolictech-
niquesto characterizetheunboundedsetof possiblemessagesgen-
eratedby theattacker. Thesetechniquesaresimilar to oursin that
they combinethe useof variablesin messageschemasand con-
straintsde�ning the allowable setof substitutionsfor thosevari-
ables. Amadio et al. proved decidability in the bounded-process
case,but only for atomic encryptionkeys (with variablesin key
positionshandledby exhaustive substitutions)andusinga simpler
free term algebra. Fiore and Abadi [6] and Boreale[3] present
algorithmsfor computingsymbolictracesof in�nite-state crypto-
graphicprotocols.Both methodsaretechnicallyinvolved,and,in
[6], completenessis provedonly for atomickeys. Rusinowitch and
Turuani[13] show theproblemto beNP-completewith a freeterm
algebraandconstructedkeys.

Our useof the strandspacemodel is similar to that of Athena
[14]. Athena,however, only supportsatomickeys. Anotherdif-
ferenceis that Athenausespenetratorstrandsas speci�ed in the
original strandspacemodel, while in our approach,no penetra-
tor strandsareconstructed.Instead,we usea term closureopera-
tor basedon messageconstructors,similar to Paulson's synth and
analz [12], to characterizeattackercapabilities.Theresultis anex-
tremelyconciserepresentationof theproblemandacleantransition
from theprocessaspectsof theprotocolmodelto apureconstraint-
solvingproblem.



2. PROTOCOL MODEL

2.1 Parametric strandsand reachability
Protocol roles are speci�ed with parametricstrands,in which

messagetermsmaycontainvariables.Differentstrandsaredistin-
guishedby differentvaluesfor thesetof variables(parameters)as-
sociatedwith arole. For example,theinitiator roleof Lowe's �x ed
versionof theNeedham-Schroederpublic-key protocolhandshake
(NSL) [11] canbespeci�edas:
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The protocolasgiven above is actually slightly different from
Lowe's; the�rst messagein theoriginal is
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, with the
nonce�rst in theencrypted�eld. This apparentlyinconsequential
differenceleadsto anattack,asshown below in Section6.

Our constraintsolving procedureanalyzesa set of parametric
strands,in which someof the parametersmay be instantiatedby
constants.A set of parametricstrandsis called a semibundle in
theAthenapaper[14]. Thesequenceof nodesin eachstrandof a
semibundleimplicitly speci�esthestatesequencingrelation ' in
thestrandspacemodel.Thus,for example,
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is a semibundle.A strandin a semibundleneednot becomplete;it
maybeaninitial subsequenceof thefull nodesequenceof a role.

A semibundlecanbecompletedto a bundleby supplyingtheat-
tacker computationsandthe communicationcausalityrelation /

betweenreceived messagesandsentmessages.Completionof a
semibundle implies that the network statedescribedby the bun-
dle is reachablefrom anemptyinitial state.Somesemibundlesare
not completable.Thetaskof reachabilityanalysisis to determine
whetherasemibundleis completableor not,and,if so,whatsubsti-
tution(instantiatingthesemibundlevariables)is necessaryto make
it possible.Therepresentationof securityattacksasbundlesis dis-
cussedin Section2.4.

2.2 The term algebra
Messagesandmessage�elds arerepresentedastermsin a free

algebrageneratedby theoperatorsin Fig.1 from a�nite setof sym-
bolic constants.We do not distinguishdifferenttypesof constants,
e.g., nonces,keys,andprincipalnames,but suchtypescouldbein-
troducedif desired.Analysisof particularsemibundleswill dictate
how many distinctconstantsareneeded.Oneparticularconstantis
alwaysavailable,thenameof theattacker, 0 .

Thetermalgebraallowsany termto beusedasanencryptionkey
bothfor public-key andsymmetricencryption.Wemake,however,
a (fairly realistic) assumptionthat private keys are never leaked.
Also,while themodelsupportsconstructedkeys,theonly construc-
tion operatorsthatcanbeusedarethose,suchashashing,thatcan
be expressedin a free term algebra. Supportfor operatorswith
associative andcommutative propertiessuchasxor , explicit de-
cryptionoperators,andrelaxingthesecureprivatekeysassumption
will requireusto addanequationaltheoryto thetermalgebra.This
is a topicof currentresearch.
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Figure1: Messageterm constructors

2.3 The attacker model
In strandspacemodels,attacker computationsare represented

by penetratorstrands.In this paper, we usea termsetclosureop-
eration,instead,to characterizeattacker capabilities.Givena time
orderingof nodesconsistentwith ' , a minusnodeis realizable
iff its messagecanbe synthesizedby the attacker from the setof
messagessentin prior plusnodes.A semibundleis completableiff
it hasanodeorderingin whichevery minusnodeis realizable.

WeusethestandardDolev-Yaomodelfor attackercomputations.
Theattacker cansimply passalonga sentmessage,or constructa
new messageby decomposingthe previously sentmessagesinto
their partsandrecombiningthoseparts.

In the following de�nition we assumethat E is a setof ground
terms. If
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taining E andclosedunderthefollowing termsetoperators:
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Encryptionhidingoperatorsareatechnicaldeviceneededto sup-
portanalysisof constructedkeys. They areexplainedin moredetail
in sections4 and5.

A
L

operatorcanbeappliedto a termsetwhenever thesetcon-
tainsa “target” termwith theappropriatestructure.Onecanshow
that J is a closureoperation: it is idempotent,monotonic(with
respectto setinclusion),andextensive (a setis a subsetof its clo-
sure).

J characterizesattacker capabilitiesin the sensethat, for any
non-emptytermset E , J �&EK
 is the(in�nite) setof termsthatcan
beconstructedby theattacker from E . A receivedmessage� can
besynthesizedfrom asetE of sentmessagesif andonly if it canbe
derivedthroughJ , i.e., �
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notgeneralenoughwhenkeyscanbeconstructed.Consider, for ex-
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It is importantto keepin mind thatthecharacterizationof theat-
tackercapabilityas J-�&E 
 worksonly when(1) E is asetof ground
terms,and(2) we have chosena time orderingof nodesto estab-
lish whichsentmessagesare“prior” to a receivedmessageandare
thereforeincludedin E .

It is not dif�cult to seehow any operatorassumedavailable to
the Dolev-Yao attacker canbe representedeitherasoneof the

L

term setoperatorsin thede�nition of J , or a penetratorstrandin
the conventionalstrandspacemodel. The formal presentationof
the attacker modeldoesnot, in itself, imply any differencein at-
tacker capabilitiesbetweenthetermclosureapproachandthepen-
etratorstrandapproach.With respectto the classof attacksthat
canberepresentedasa reachabilityproblemfor aninstantiationof
a singleprotocol trace(e.g., secrecy andauthentication),the two
approachesareequivalent- if anattackcanbediscoveredby one,
it canbe discoveredby the other. Moreover, our modelsupports
“programmable”attacker capabilitiesby changing

L

operatorsin a
way thatis similar to penetratorstrands.Extendingthemodelwith
new messagetermconstructorsandcorresponding

L

operatorswill,
however, affect ourability to solve thegeneratedconstraintsets.

2.4 Secrecyand authentication goals
A secrecygoal statesthat somedesignatedmessageshouldnot

bemadepublic. Compromiseof a secretmessagecanbedetected
by addinganarti�cial secretreceptionstrandto thesemibundle.In
the caseof NSL, if the responderwants to keep �
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secret,we
would add the one-nodestrand
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to the semibundle. Then
the problemof determiningwhetherthe secretis compromisedis
equivalent to decidingif the semibundlewith the secretreception
strandis reachable(completablein our terminology).

Secrecy is violatedif thesecretis madepublic at any time, not
justafterall honeststrandshavecompletednormally. Thus,to ana-
lyze secrecy, onemustconsidersemibundlesin which role strands
terminateprematurely. “Secret”is a relative term,in thesensethat
thereis nosecurityviolation if a “secret”is generatedby, or know-
ingly givento, theattacker. In orderto associatea secretwith hon-
estprincipals,weinstantiatethesecretandtheprincipalswith sym-
bolic constants.In theNSL example,wesupplyconstantsin there-
sponderstrandfor theresponder�

*

�
	 , theinitiator �
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with
whom 	 intendsto sharehissecret,andthesecretnonce�
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� .
In proof terms,this is a skolemizationstep. A proof of reacha-

bility or non-reachabilityappliesto all possiblevaluesof thecon-
stants,subjectto the implicit assumptionthat constantswith dif-
ferentnamesareunequal.Skolemizationis usedin generalto in-

stantiatea noncein the strandthat generatesthe nonce(or other
session-speci�cdata).

In strandspacemodels,authenticationis typically expressedas
theunreachabilityof a bundlethatcontainsa strandthatreceivesa
messageto beauthenticatedbut doesnotcontainanotherlegitimate
strandthatsendsit [16, 14]. A goalof this kind canbetestedby a
procedureto determinecompletabilityof semibundlesthatcontain
theauthenticatedstrandbut no authenticatingstrand.

2.5 The origination assumption
In our model,strandsin a semibundlesatisfytheoriginationas-

sumption, namely, thatavariablealwaysoccursfor the�rst time in
any strandin a minusnode.This assumptionhelpsus to stateand
prove secrecy goals,andit playsa role in proving completenessof
the decisionprocedure. It is satis�ed for noncesandsessionse-
cretsbecauseof skolemization.For non-secretsessionparameters,
suchasprincipals,we canmake it trueby pre�xing a strandwith
an arti�cial received messagecontainingthe variablesthat would
otherwisebe sent�rst. Becausethey arevariables,this doesnot
constraintheir values,and becausethey are not secret,exposing
themin a messagedoesno harmanddoesnot, in principle,affect
implementabilityof theattack.

In ourNSL example,theinitiator strandcontainsthevariables�

for the initiator principal,and � for the responderchosenby that
principal. We addthe node

�

�

�����
�

to the beginningof thenode
sequence,sothatit satis�estheoriginationassumption.

3. CONSTRAINT GENERATION
Constraintsarecreatedfrom anodesequenceconsistentwith the

givensemibundle,obtainedby interleaving thestrandsin any of the
possibleways.Theresultmaybeviewedasasingletonsemibundle.
Forexample,onepossiblemergeof theNSL initiatorandresponder
strandsis:
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This nodesequenceincludesthe secretreceptionstrandconsist-
ing of the single node
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� , and omits the last respondernode
�
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�

becauseit cannotaffect theoutcome.

3.1 Enumeration of interleavings
Differentinterleavingsgive rise to differentconstraintsets,and

we attemptto solve eachconstraintsetuntil we �nd onethat has
a solutionor show that noneof themaresatis�able. The number
of possibleinterleavednodesequencescanbevery large. In gen-
eral, the numberof interleavings of a sequenceof length � and
oneof length � (if the elementsaredistinct) is �����

�

�

�

, yielding
an exponentialnumberof cases.However, it is not necessaryto
considerall possibleinterleavings,becausesomeinterleavingsare
dominatedby others,in thesensethatany solutionto oneis a so-
lution to theother. Dominatedinterleavingsareredundant,andan
optimizationtechniquewould eliminatethem. For example,one
canshow thatoncea sendnodeis enabled,thereis noneedto con-
sider interleavings in which it is delayeduntil after later sendor
receive nodes.With this optimization,thenumberof interleavings
is determinedby thenumberof receive nodesalone.Furtheropti-
mizationsarepossibleaswell. Sincetherearecaseswherediffer-
entinterleavingsleadto incompatibleconstraintsetswith different
solutioncharacteristics,we mustdealwith particularinterleavings
(ratherthanjust thepartialorderof nodesgivenby a semibundle)
beforeproceedingto theconstraintsolvingphase.



3.2 Generationof a constraint set
A constraint is a pair ���

E where � is a term and E is a
termset.Thetermsetrepresentsthesetof messagesknown to the
attacker. Theconstraint���

E assertsthattheattackermustbeable
to synthesizeterm � from thetermset E .

A sequenceof constraintsandtermsetsis constructedfrom the
sequenceof nodes.Eachplusnodeexpandsthe last termsetwith
its message,andeachminusnodecreatesaconstraint���

E where
� is themessagein thenodeand E is thelasttermset.

The �rst term set E�� containsgroundtermsassumedknown to
theattacker. This shouldincludeconstantsrepresentingprincipals,
including at leastthe attacker's identity 0 , and their public keys,
includingat least 6 79�:0;
 . For example,we couldhave E � =

(

alice,
bob,srv, 0 , pk(srv), 6879�:0 
�. or E�� =

(
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), pk(	 ), 0 , 6879�:0;
�. .
The �rst exampleassumesthat the server srv will deliver public
keys on request,or that they are madeavailable in the protocol
throughcerti�cates or someother way so that they neednot be
known initially.

Thenodesequenceabove generatesthefollowing termsetsand
constraints:
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Note that the term setsarenon-decreasingin this order, so that
E��
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for all � . This is a specialcaseof aninvariantproperty
calledmonotonicityin Section5.1.
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Decidingsatis�ability of theconstraintsetinducedby theprotocol
requiresreasoningaboutJ setsthatcanbegeneratedfrom asetof
arbitraryterms,possiblyinvolving variables.

As ashorthand,in thecontext of aparticular
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4. SOLVING THE CONSTRAINT SET
In general,a constraintsetis solvedby thereductionprocedure

in whicheachapplicationof areductionrule replacesor eliminates
someconstraint.(We will oftenreferto a constraintsequenceasa
constraintsetwhenwe do not needto emphasizetheordering.)A
sequenceof reductionsterminatessuccessfullywhentheconstraint
setis reducedto asimpleset,in which theleft sideof eachremain-
ing constraint,if any areleft, is a variable. Suchsetsarealways
satis�able(seesection4.4). A sequenceof reductionscanalsoter-
minateunsuccessfullyby producinga constraintsetthat is neither
simple,nor reducible.

A constraintsetmay be reduciblein more thanoneway. The
reductionprocedurethereforecreatesa directedtreerootedin the
initial constraintset 
�� . Set 
�� hasa solution (i.e., thereexists
a successfulattackon theprotocol)if at leastonepathin the tree
leadsto a simpleconstraintset.

Thereductionprocedureis terminating,soundandcomplete,as
proved in section5. Therefore,substitution	 is a solutionof the
initial constraintsetif andonly if it is a solutionof thesimplecon-
straintsetat theendof at leastonepathin thetree.
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Figure2: ReductionprocedureP

4.1 Reductionprocedure
A reductiontreehasreductionstatescontainingconstraintsets

asnodes,and instancesof reductionrulesasedges. The root of
the tree is the initial constraintset inducedby the protocol. The
reductiontree is createdby the reductionprocedure P in Fig. 2
where(elim) is the variableeliminationrule (seesection4.2) and

!
is thesetof reductionrules(seesection4.3).
ProcedureP �nds the�rst constraintwheretheleft side � is not

a variable( � may containvariablesinside terms). We will call
the constraintselectedby P active. It thenappliesrule (elim) re-
peatedlyto remove all standalonevariablesfrom the term seton
the right sideof the active constraint.Thenonereductionrule is
applied,and the procedureis repeated.If more than one rule is
applicableto theactiveconstraint,thereductiontreebranches.Re-
ductionrulesmaintaintherelative orderingof theconstraints.This
is necessaryfor variableeliminationto besound(seesection4.2).

The stateof the reductionis representedby a pair 


#

	 where

 is the currentconstraintset and 	 is a partial substitutionfor
variablesthatoccurredin theinitial constraintset.Theinitial state
is associatedwith a null substitution.If applicationof a reduction
rule requiresa substitutionthat instantiatessomeof thevariables,
we apply the substitutionimmediatelyto the entireconstraintset
andaddit to 	 (seerules(un)and(ksub)in section4.3).Theaccu-
mulatedsubstitutionis thuscarriedwith thereducedconstraintset
alongevery pathin the reductiontree. If the pathterminatesin a
satis�ableconstraintset, 	 containsvariableinstantiationsthatthe
attacker hasto make in orderto stageasuccessfulattack.
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4.2 Variable elimination
Rule(elim) removesa standalonevariablefrom thetermsetof a

constraint.P appliesit asmany timesasnecessaryto eliminateall
standalonevariablesfrom thetermsetof theactive constraint.
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ableappearsfor the �rst time on the left sideof someconstraint.
SinceP selectsastheactiveconstraintthe�rst constraintwherethe
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Figure3: Reduction rules

left side is not a variable,it mustbe the casethat � �

(�GHE is
precededby a constraint(

�

E��
O


1+ . We canshow that E��

�

E ,
thus any term that might be usedto instantiate( can insteadbe
constructeddirectly from E .

4.3 Constraint reduction rules
Reductionrulesarelisted in Fig. 3. They shouldbeunderstood

asrewrite ruleson theconstraintset,andreadfrom top to bottom.
To facilitateexplanation,wegavematchingnamesto termsetoper-
ators

L

andreductionrules.Eachreductionruleappliesto thesame
term(s)asthecorrespondingtermsetoperator.

Noticethatanalysisoperatorscorrespondto reductionrulesthat
decomposesometerm in the term seton the right sideof a con-
straint,while synthesisoperatorscorrespondto rulesthat decom-
posethetermon theleft of a constraint.

4.3.1 Uni�cation
The uni�cation rule attemptsto recognize� as a memberof

E , by unifying � with somenon-variableterm
1

O
E , usingthe

mostgeneraluni�er. Informally, applicationof this rule represents
“replay” of a termknown to theattacker. For example,theattacker
canreplayanencryptedtermeven if it hasnot beenableto break
theencryption.Differentsuccessfulchoicesfor

1

resultin different
branchesin thereductiontree.A successfuluni�cation maycause
oneor morevariablesto be instantiated,in both � and

1

, andthis
substitutionis appliedto every constraintin the set. A successful
uni�cation eliminatesthecurrentconstraint.

The uni�cation rule (un) is appliedonly to constraints� �

E

where � is not a variabledueto theway P selectstheactive con-
straint.Notethat E doesnotcontainany standalonevariablessince
P appliesrule (elim) to �'�

E beforeapplyingany reductionrule,
including(un). Uni�cation doesnot distinguish Q

R

and
�

�

=

terms,
i.e., Q

%SR

P uni�es with
� %

*

� =

P	� iff
%

uni�es with
%

*

, and M with M

*

.
Since	 hasalreadybeenappliedto theconstraintset,neither� ,

nor
1

containsany variablesin thedomainof 	 , thusthedomains
of � and 	 aredisjoint. If themostgeneraluni�er mgu�

�

�

1


 does
notexist, therule is notapplicable.Notethatif � is aconstant,the
rulewill succeedonly if �

O E .

4.3.2 Decomposition
Decompositionrules(pair), (hash), (penc), (senc), (sig) model

thecasewhenterm � canbeconstructedfrom componentswhich
aresynthesizablefrom termsin E . Intuitively, therulesshouldbe
read“backwards.” For example,rule (penc)canbeinformally un-
derstoodas“oneof thewaystheattacker canconstructterm

�

�

�&� >

is by constructingterms � and ? , andthenencrypting� with ? .”
Notethattheattacker canconstructonly its own public-key signa-
ture.

4.3.3 Analysis
Analysis rules (split) and (pdec)attemptto breakup termson

the right sideof the constraintasfar aspossiblewithout variable
instantiation.If a term is encryptedwith a public key which does
not belongto theattacker, it cannotbedecryptedsinceour model
assumesthatprivatekeysarenever leaked.Symmetric-key decryp-
tion is handledby the(sdec)rule.

4.3.4 Key substitution
Applicationof thekey substitutionrule(ksub)correspondsto the

casewhentheattackerdecryptsatermencryptedwith apublickey,
i.e., theright sideof theactive constraintmustcontaina

� 1

�:�
> term.

The rule is applicableonly if term ? in the key position uni�es
nonidenticallywith theattacker's public key 687 �:0 
 (thecasewhen

? � 6 79�:0;
 is coveredby the (pdec)rule). The attacker canonly
decrypttermsencryptedwith its own publickey sinceit is assumed
that the private key of a key pair is never leaked. If ? doesnot
unify with 6879�:0 
 , this meansthat term

1

is not encryptedwith the
attacker's public key, andtheruledoesnot apply.

The domainsof � and 	 aredisjoint since 	 hasalreadybeen
appliedto the constraintset. Note that successfulapplicationof
rule (ksub)enablesrule (pdec)which canreplace

� %

�:�

��� �A@

�

by
%

on
theright sideof thecurrentconstraintaswell asall thosecontaining
termsencryptedwith ? beforethesubstitution.

4.3.5 Symmetric­key decryption
Thesymmetric-key decryptionrule (sdec)canbeappliedwhen

theright sideof theactiveconstraintcontainsatermencryptedwith
a symmetrickey. This correspondsto the casewhenthe attacker
succeedsin decryptinga symmetricallyencryptedtermby synthe-
sizingtheright key.

As far as uni�cation and satis�ability are concerned,the spe-
cial term Q

1CR

> is indistinguishablefrom
� 1

��=
> . Its purposeis purely



technical: to “hide” the symmetricallyencryptedterm
� 1

�

=

> in or-
der to avoid subsequentapplicationof the samerule to the newly
addedconstraint?

�

E

> . The intuition behindthis is thatdecrypt-
ing termsencryptedwith ? is never necessaryin orderto construct

? . Thetermasa wholemaystill benecessary. Considerconstraint
?

�

Q

1CR

>

�

�

? � = � �����

�

wheretheentireterm Q

1CR

> mustbeused,without
beingdecrypteditself, to decryptanothertermandextract ? . Note
that

� 1

�&= >
is replacedin the termsetof theoriginal constraintby

1

and ? . Addition of ? to thetermsetis soundif constraint?

�

E

> is
satis�able,asprovedin proposition5.3.

4.4 Checkingsatis�ability
Every path in the reductiontreegeneratedby procedureP ter-

minateseitherin a constraintsetto which no rule canbeapplied,
or in a simpleset 
 that hasonly variableson the left, i.e., 
 �

(

2

�

E

2

��B�B�B!� (

�

�

E

�

. A simpleconstraintset is alwayssatis�-
ableas long as the attacker hasat leastoneconstantin its initial
termset.Onecancheckby inspectingthereductionrulesthatsuch
constantsremainin the term setof every constraint. If � is such
a constant,	 �

�

�

�

(

2

��B�B�B!� �

�

(

�

� satis�esall constraints.In the
future,wemaywishto distinguishdifferenttypesof constants.We
will ensurethenthattheattacker knows oneconstantof eachtype.

We have not performeda detailedanalysisof thecomplexity of
the constraintsolving algorithm. Rusinowitch and Turuani [13]
demonstratedthat theproblemis NP-completein a similar setting
(free term algebrawith arbitrary termsas symmetricencryption
keys). Theproofof NP-completenessin [13] reliesonguessingthe
right substitutionfor variablesand the right sequenceof attacker
operatorsthatderives � from E

�

for eachconstraint���

E

�

. It is
likely that while our algorithmhasthe sameworst-casecomplex-
ity, it is signi�cantly more ef�cient in practicesincein our case
substitutionsareperformedonly whenthey maypossiblyresultin
satisfyinga constraint(rules (un) and (ksub)), and generationof
thesequencesof

L

operatorsderiving � from E

�

is drivenby the
structureof theterms.

5. SOUNDNESSAND COMPLETENESS
In this section,we prove thatP terminatesandthat it preserves

all solutionsof 
�� without introducingany new ones.

5.1 Invariant propertiesof P

Let �	� bethesetof all constraintsequencesgeneratedby P.
Theoriginationassumption(seesection2.5) implies that,in the

initial sequenceof constraints,eachvariableappearsfor the �rst
time on theleft sideof aconstraint,andnot in theright sideof that
constraint.Thisoriginationpropertyis aninvariant.

Theorem (Invariance of Origination) � 

O

�
�$�2
 satis�es
theoriginationproperty.

Proofin AppendixA.1.

Considerconstraint �

�

�

E
� in which variable ( appearsfor

the �rst time. By theoriginationproperty, E�� doesnot mention ( ,
or any variablethatappearslater than ( . A constraintsequenceis
monotonic, if, for any constraint� �

E s.t. E mentionsvariable
( , � E�� �

�

E suchthat E�� � doesnot mention ( or any variablethat
appearslaterthan ( , and E��

�

E�� � . Furthermore,E��

�

E .
Monotonicitycapturesthefactthattheattacker never forgetsin-

formation. Every messagereceived by the attacker canonly add
to its knowledgeandcannotpossiblyremove any termsit already
knows. If atsomepoint theattackerhadaccessto termsin E

� , then
at any later point theseterms,possiblytransformedin a way that
preserves J-�&E

�

 , arestill availableto theattacker.

Theorem(Invarianceof Monotonicity) ��
 O � � �2
 is mono-
tonic.

Proofin AppendixA.2.

PROPOSITION 5.1. If � �

E G4( is theactiveconstraint, then
E

�

�

E G5( .

Clearly, E

�

E G�( , so it suf�ces to show that E G�(

�

E . By
theoriginationproperty, thereexistsanearlierconstraint�

�

�

E �

where ( appearsfor the �rst time in �

� . It mustbe the casethat
�

�H�3( , sinceconstraintsearlier thanthe active constrainthave
standalonevariableson theleft.

Suppose	4�5
 . Wemustshow that J ��	 �&E G�( 
�


�

J-��	 EK
)B It
suf�ces to show that 	 �&ETG4( 


�

JI��	 EK
 , since J is idempotent.
Since	 E

�

J-��	!EK
 , we justneed	 ( O J-��	 EK
 .
By monotonicityof the constraintsequence
 , ��E ��

�

E G (

suchthat E�� � doesnot mention( and E��

�

E
� � . In particular, E�� �

�

E , so 	�( O J-��	!E�� 


�

J-��	 EK
 .

PROPOSITION 5.2. If E

�

� E G

� 1

��= > , then E

�

�

�

ETGTQ

1CR

>

Follows immediatelyfrom thefact that J is closedunder
L

open
and

L

hide.

PROPOSITION 5.3. Suppose
� 1

�&=
>

O
E . If � 	 s.t. 	 � ?

�

E

>

and E

>

�

E , then E

�

�

�&E��

� 1

�
=
>


 G

1

G-?

Let E ��� E G

� 1

��= >
. If � 	 s.t. 	 � ?

�

E

> and E

>

�

E ,
then 	�?

O
J-��	 EK
 and, since J is closed, J-��	 EK
N� J-��	�� E G

�

	

1

��=

�

> G 	 ? 
 � J
� . Since J

� is closedunder
L

sdec and
L

senc,
J��T� JI��	�� E G

�

	

1

�
=
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> G 	 ? G 	

1


 � JI��	�� E G 	�? G 	

1


)B By
de�nition, E

�

�

�&E��

� 1

��=
>�
!G

1

G ? .

5.2 Termination
Theterminationmeasureof a constraintsetis a tuple ��� � ����� 


where � � is the numberof distinct variablesand ��� is a special
expansionmeasure.Tuplesareorderedlexicographically.

To de�ne the expansionmeasure,�rst de�ne the structuresize
�

�

�

of a term � to bethenumberof operatorapplicationsplusthe
numberof constantsandvariablesin it (thenumberof nodesin the
parsetree).Theexpansionmeasureof aconstraintsetis thesumof
theexpansionmeasuresof theconstraints.Theexpansionmeasure
of a constraint���

E is
�

�

�����

�&E 
 where
�

is de�ned asfollows:
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1
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is a var or constant
�

�

� 1

�&� >

#�

�

�

1




���

�

�

(

1)2

��BABABA�

1

�

.;
��

�

�

132




����� �

�

1

�




�

� Q

1 R

>


#�

�

�

�

� 132

�

1�4

�

��

�

�

132




�

�

1�4




�!�

�

� sig
>

�

1


�
��

�

�

1




�"�

�

�

� 1

�
=

>�
#�

�

�

1




�

��? 


�

�

?

�

�!�

�

�

<

�

1


�
 �

�

�

1




�!�

We have to show that eachrule reducesthe terminationmea-
sure. Checkingthe rulesoneby one,we seethat: (elim) reduces

��� by eliminating a factor
�

��( 
 �#� ; (un) either eliminatesa
variableby substitutionandhencereduces�

� , or matchesa con-
stantontheleft withoutasubstitution,whichleaves � � unchanged
but reduces�

� by eliminatingtheconstraint;(sig), (pair), (hash),
(penc), and(senc)reduce��� by leaving E alonebut decomposing
the left sideinto componentswith a smallerstructuresum;(split)
and(pdec)reduce��� by decreasinga factor

�

�

1


 ; and(ksub)in-
stantiatesa variableand thus reduces� � . The most interesting
caseis (sdec), which replaces� �

E G

� 1

�&=
> with expansionmea-

sure
�

�

� �

�&E 
3�

�

�

1
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��? 
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 by ?

�

E G�Q
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> and ���

E G

1

G$?

with total expansionmeasure
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1




�
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 . This
measureis smallerbecausethat
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�%$&�

�

�
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 . Hence,P
terminates.



5.3 Soundness
A constraintreductionprocedureis soundif reductionrulesdo

not introducenew solutions.To prove soundness,it is suf�cient to
show for everyrule  that 	4�  8�$
 
 implies 	
��
 . Eachreduction
ruleis sound(proofin AppendixA.3). By inductionoverthelength
of thereductionsequence,P is sound.

5.4 Completeness
The basicideaof completenessis to show that any solutionof

the initial constraintsetis preservedalongat leastonepathin the
reductiontree. If 	 is a substitutionsuchthat 	 � 
 � , thenP is
completeif, amongall the simple,satis�able constraintsetspro-
ducedby P, thereis at leastoneset 
 suchthat 	4�5
 .

Our proof of completenessis quitedelicate.In particular, com-
pletenessdoesnot hold inductively for any constraintset, i.e., it
is not always the casethat if 	 � 
 , thenthereis a rule  such
that 	 �  �$
 
 . Considerconstraint���

<

��? 


�

Q:?

R

�

�

>

�

G

<

��?8
 .
Applying reductionrule (hash)to this constraint,we obtaincon-
straint �

*

�"?

�

Q:?

R

�

�

>

�

G

<

��? 
 . This constraintis satis�ablesince
? O J-� Q:?

R

�

�

>

�

G

<

��? 
�
 by applying
L

open on Q:?

R

�

�

>

�

to obtain
�

? � =�

�

>

�

, andthen
L

sdecon
�

? � =�

�

>

�

and
<

��?8
 to obtain ? . Unfortu-
nately, thereis noreductionrulein section4.3thatcanbeappliedto

�

*

. TheproblemarisesbecauseQ

%SR

P canbe“opened”by
L

openand
subsequentlydecryptedwhencomputingJ , but thereis no corre-
spondingreductionrule thatcouldbeappliedto theconstraint.

Observe, however, that completenessis not violatedin this ex-
ample. Thereexists anotherrule that is applicableto � , namely,
(un), whichuni�es

<

��? 
 with
<

��?8
 andsuccessfullyeliminatesthe
constraint. This observation is the intuition behindour proof of
completeness.

Theorem (Completeness)For anysubstitution	 such that 	 �


�� , P will generatea simpleconstraint set 
 such that 	
��
 .
Detailsof the proof canbe found in AppendixA.4. The proof

consistsof two parts. First, we show that completenessholdsin-
ductively for any constraint � �

E suchthat �

�CE do not con-
tain Q

%SR

P terms. Then, we show that the �r st time a constraint
� �

�
E suchthat

�
E containsa Q

%SR

P term appearsin the reduction
sequence,thereexists,givenany solution 	��

� �

�E , anapplica-
ble sequenceof reductionrules  

2

��B3B�B �  

�

,  ��$�  �����	�
 suchthat
	 �

�

*

�

E

*

�3 

�

�CB�B3B  

2

�

� �

�E 
�
 where E

*

doesnot contain
Q

%SR

P terms.
Informally, theproof canbeunderstoodasfollows. ProcedureP

may generate“bad” stateswhich aresatis�ablebut not reducible,
thusviolating completeness.However, “bad” statescannotappear
in an arbitraryplacein the reductiontree. We show that they ap-
pearonly in branchesrootedin “bad-root” statesof a particular
type, namely, thosegeneratedby the (sdec)rule. For each“bad-
root” statewe prove that, given any solution, therealwaysexists
at leastonebranchout of thestatethatpreservesthis solutionand
leadsto a “good” state. This will guaranteecompleteness,since
any solutionof theinitial constraintset(but not necessarilyof ev-
ery setgeneratedby P) is preserved alongat leastonepathin the
reductiontree.

6. EXAMPLES
The NSL protocol, as modi�ed, was analyzedusing a Prolog

programbasedontheconstraintreductionrulesin Section4.3.The
programwasgiven several semibundlesto look at, with asmany
as four legitimate strands. On a semibundle with two responder
strands,it foundaninterleaving with a solvableconstraintset.One
constraintreductionpathleadingto asolution(andhenceanattack)
is tracedbelow.

Considerthe interleaving of strandsfor responders	 andsome
� , in which 	 expectsto share �

� with a particular
�

. The last
reply in eachstrandhasbeenomittedfor simplicity, but thesecret-
receptionstrand

�

�

� is addedto test secrecy of �

� . The actual
analyzedsemibundlehadmorestrands,andthey werecomplete.
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to anyA fromanyB
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Theconstraintsetfrom this interleaving is:
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We will follow onepath leadingto a solution. Note that we are
treatingconcatenationasabinaryright-associativeoperation.First,
apply(penc)to (1):
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Eliminate(1.1)with (un)andexpand(1.2)with (pair):
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Eliminate(1.2.1)with (un)andskip(1.2.2)becauseit hasavariable
on the left. Apply (un) to (2) with the substitutions��� / �

	
,

����� /

�

�

�

��	
�
and ��� /

�

, eliminating(2).
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.

Finally, apply(ksub)to (3) with �
	

�/ 0 . It shouldbeclearafter
this that �

� will beexposedandthesolutioncanbe�nished upeas-
ily. Installing thesubstitutionsinto theoriginal semibundleyields
theattack.

Theattackrequirestwo somewhat implausiblebut not impossi-
ble type confusions: 0 in the �rst messageis occupying a nonce
�eld, and

�

�

�

��	
�

in the �rst messageof the
�

strandis alsooccu-
pying a nonce�eld. This couldwork if agentnamesarethesame
lengthasnoncesandtheprotocolcouldhandletwo sizesof nonce
(singleor double). The point is not that this is a realisticattack,
but thatit illustratesthepowerof theanalysistechniqueto �nd sur-
prisingresults,in thiscaseby permittinga type�a w. Protocolscan
alsobe encodedin sucha way asto re�ect type protection,if the
implementationis believedto work thatway.

To illustrate how the algorithm handlesconstructedkeys, we
presentpartialanalysisof a toy, faultymutualauthenticationproto-
col inspiredby Gong's mutualauthenticationprotocol[8] (we did
notdiscover any bugsin theoriginal protocol).
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The goal of the protocol is to preserve the secrecy of the key

�	!� �

<

�

�

� � ���
	��D� ��
�	 � 
 sharedbetween� and � .
Oneof thepossibleinterleavings of the protocolandthe secret

receptionstrand��	 
 	!� givesriseto thefollowing constraint:
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Rule(sdec)transformsthis constraintinto:
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 	 � �

<

�

�

������� � ��� � 
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Rules(hash)and(un) disposeof the �rst constraint(this corre-
spondsto the fact that

<

�

�

��� �D� � ��� � 
 canbe constructedby the
attacker who knows ����� � � and � � ) and(un) disposesof thesec-
ondconstraint.Therefore,theconstraintsetis satis�able,proving
thatthesecretreceptionsemibundleis reachable.

7. CONCLUSION
By usingthestrandspacemodelonly for honestprocessesand

the term set closurecharacterizationof the attacker, our model
achievesacleantransitionfrom theprocessmodelto theconstraint
solvingproblem.Modelsthatput individual attacker actions(such
asin penetratorstrands)in theprocesssidemustmix the two, be-
causethey cannotpredictwhich actionstheattacker will perform.
In termsof attacker capabilities,the termsetclosurecharacteriza-
tion of theattackerresultsin thesame(in�nite) setof synthesizable
messagesaspenetratorstrands.

Usingthefreetermalgebrasimpli�es themodel,enablingusto
handleconstructedkeysevenin casesof self-encryption.However,
without cryptographicreductionrules,we cannothandleprotocols
wherebothkeys in a public-privatekey pair areusedexplicitly. A
freealgebraalsofails to representthepropertiesof encryptionop-
erationswith associative andcommutative characteristics,suchas
xor andDif�e-Hellman exponentiation.We arecurrentlyinvesti-
gatinghow theconstraintsolvingalgorithmpresentedin thispaper
maybeextendedto supportsuchoperations.

The�nite semibundlenode-mergegenerationandtheconstraint
reductionruleslend themselveswell to implementationin Prolog,
with its built-in depth-�rst searchstrategy anduni�cation. Wehave
implementedthedecisionprocedurein XSB (SUNY Stony Brook)
Prolog,andit oftenrunsin a small fractionof a secondon theex-
ampleswehave tried,evenwhenthevulnerabilitysearchfails. The
programis lessthanthreepages.Theapproachcanbeextendedin
a naturalway to unboundedprocessanalysisby iteratively adding
strandsto the initial �nite set,thoughthereis no guaranteeof ter-
minationif this is done.
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APPENDIX

A. PROOFS

A.1 Invariance of origination
The origination property for a constraintsequencestatesthat

eachvariableappearsfor the �rst time on the left sideof a con-
straint,andnot in the right sideof that constraint. This property
canonly beviolatedby a reductionrule which, givena constraint

���

E , changesit to �

*

�

E

*

suchthat E

*

containsavariable(

*

but
thereis noprecedingconstraintthathas(

*

only on theleft side.
With theexceptionof rules(un)and(ksub), constraintreduction

rulesdonotinstantiateexistingvariablesor introducenew variables
or changetheorderof constraints.Therefore,they cannotviolate
the origination property. Rules(un) and (ksub)may introducea
new variableon the right sideasa resultof applyingsubstitution

� . Considerconstraint � �

E suchthat E mentionsvariable ( ,
andsubstitution� suchthat �

( mentionssomeothervariable(

*

. If
the originationpropertyis true for the constraintsetto which the
rule is applied,thenthereexistsanotherconstraint�

��( 


�

E � that
precedes� �

E in thechronologicallyorderedconstraintlist such
that ( is mentionedin �

��( 
 but not in E�� . Considertwo cases.

(

*

O
E

� By the originationpropertyfor the constraintsetbefore
rule application,thereexists �

��(

*




�

E

�

� preceding�

��( 


�

E
� suchthat (

*

is mentionedin �

��(

*


 but not in E

�

� . But this



constraintmustalsoprecede� �

E and,therefore,�

*

�

E

*

,
sinceneither (un), nor (ksub)changesthe relative order of
constraints. Application of � doesnot substitute(

*

, other-
wise (

*

would not appearin �

E . Therefore,(

*

is mentioned
in � �

��(

*


 but not in �

E

�

� , thusthereexistsa constraintpre-
ceding�

*

�

E

*

, namely, � �

��(

*




� �

E

�

� thatmentions(

*

only
on theleft side.

(

*

�

O E�� Then � �

��( 
 mentions(

*

, but �

E�� doesnot. Therefore,
thereexistsa constraintpreceding�

*

�

E

*

, namely, � �

��( 


�

�

E�� suchthat (

*

is mentionedonly on theleft side.

By inductionover thelengthof thereductionsequence,theorig-
inationpropertyis truefor all constraintsgeneratedby P.

A.2 Invarianceof monotonicity
Theinitial constraintsetis monotonicby simpletermsetinclu-

sion.To provethatall constraintsetsproducedby P aremonotonic,
it is suf�cient to show thatmonotonicityis invariantwith respectto
every reductionrule from section4.3.

Rule(elim)eliminatesoneof ( � from E but doesnotaffect E�� �

� .
Rules(split) and(pdec)do not introducenew variablesanddo

not affect JI��	 E�� �

�


 for any (
�

� 	 � 
 . For example,if
� 1

�&�

��� �A@

�

O

E
��

� , then E
��

�

�

�

�&E
��

�

�

� 1

�
�

����� @

�


!G

1

.
Rules(pair), (hash), (penc), (senc), (sig) donotaffect E at all.
Rule (ksub)doesnot introduceany new variablesor termsto E

and,therefore,cannotchangeE�� �

� .
Rule (sdec)doesnot introducenew variables.Suppose

� 1

�:=
>

O

E
� �

� . Since J is closedunder
L

open and
L

sdec, J-��	!E
� �

�


 for any
	 � ?

�

E

>

�2
 is not affectedif
� 1

�
=>

is replacedby Q

1CR

> or
1

GI? .
This follows from propositions5.2and5.3.

Finally, considerrule(un). Suppose� includessubstitution(

-

�/

1

��( � 
 for somevariables( ��� (

- where
1

��( �,
 isanarbitrarytermmen-
tioning (

� . Eventhough � mayintroduce(
� into sometermsof E

thatdid not mention ( � before,we'll prove thateithertheseterms
arenot in E�� �

� , or � , whenappliedto the entireconstraintset,re-
places(

- with
1

��(
�


 in someconstraint� preceding�

��(
�




�

E
� and

makesthat constraintthe�rst constraintmentioning( � . We'll also
show that E mustcontaina supersetof E�� which is not affectedby

� , thuspreservingmonotonicity. Considertwo cases.
���

� By de�nition, E
��

� doesnot mention (

- , and � doesnot in-
troduce(

�
to E�� �

� .
�

$

� By the originationproperty, � constraint� �

�

��(

-




�

E

-

preceding�

��( �,


�

E�� suchthat E

- doesnotmention ( � or (

- .
By the inductionhypothesis,theconstraintsetto which rule
(un) is appliedis monotonic.Therefore,� E

����

�

E suchthat
E

-

�

E
� �
� . Observe that E�� �

�

�

E
� �

� since E�� �
� containsall

termsof E thatdonotmention(

-

��B�B3B � ( �C��B�B B � (

> , while E
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�

containsall termsof E thatdo not mention (
�

�3B�B�B!� (

> only.
Substitution� doesnot affect any termsin E�� �

� sincethey do
notmention(

- . Therefore,E�� �
�

�

�

E .
After � is appliedto theconstraintset, �
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�
�

�
�

��(
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�

E
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�

�
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1

��( �,
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�

E

- . Note that �

�

1

��( � 
�
 mentions ( � .
Therefore,�

*

andnot �

�

�

E
� is now the �rst constraintthat

mentions( � . But � E
��

�

�

�

E suchthat E
��

� doesnotmention
(

-

�3B�B�B!� (
�

��B�B3B � (

> and �

E

-

� E

-

�

E�� �
� .

By inductionover thelengthof thereductionsequence,all con-
straintsetsgeneratedby procedureP aremonotonic.

A.3 Soundness
For rule (elim), soundnessfollows from proposition5.1.
Rules(split) and (pdec)are soundbecauseJ is closedunder

L

pair and
L

pdec. For example,in caseof rule(pdec), J-��	!E�G1	

1
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JI��	 E G 	

1

G 	
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 + �2
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� �
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G �E because�

� mgu�
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 ,
thus � �

�

�

1

by de�nition of themostgeneraluni�er. Therefore,
	 G

�

��
 .
For rules(pair), (hash), (penc), (senc), and(sig), soundnessfol-

lows from thefact that J is closedunderthecorresponding
L

op-
erator. For example,considerrule (penc). If penc�$
 
 � 
 + �D?
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E �

� �

E � 
 0 is satis�able, then � 	 s.t. 	 � 
1+#� 
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JI��	 EK
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 . Therefore,	4�5
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For rule (ksub), if 	 �
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Finally, consider	 � sdec�$
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G E . Clearly, 	 � 
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proposition5.2, E
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E , thus 	 � ?
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G ? by proposition5.3.Therefore,	4�
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It follows that 	
��
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�3�

E �2
 0 � 
 .

A.4 Completeness
This proof is long becauseit requiresconsiderationof many

cases.Becauseof spacelimitations, andin the interestsof read-
ability, whatfollows is a fairly detailedproofsketch.

A.4.1 Completenesswithoutencryptionhiding
Suppose� �

E

�

is theactive constraintand �

�CE

�

containno
termsof Q

%SR

P form. For any 	 � 
 �'

+

�

� �

E

�

�2
10 , we
show that thereis a rule  

� suchthat (i)  

� is applicableto 
 ,
and (ii) 	 �  

�

�$
 
 . Note that the solution doesnot have to be
preserved in every possiblereduction. As long as in every state
thereis at leastonerule thatpreservesthesolution,completeness
will hold. The proof that an applicablerule canalwaysbe found
relieson theexistenceof a normalderivationfor any termthatcan
beconstructedby theattacker.

A.4.1.1 Normalderivation.
For any groundterm

1

andsetof groundtermsE , whereneither
1

, nor E containany occurrencesof termsof Q

%SR

P form, we prove
that if

1

O
J �&EK
 , thenthereexists a normal derivationof

1

from
E which eitherendswith an operatorfrom

�

synth, startswith an
operatorfrom

�

analz, or startswith a sequenceof operatorsfrom
�

synth, followedby
L

sdecwhich is appliedto a termfrom E .

PROPOSITION A.1. If
1

O
JI�&EK
 andneither

1

, nor E contain
anyoccurrencesof Q
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P terms,thenthereexistsa normalsequence
L
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� B�B�B!�
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such that
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�CB3B�B
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�&EK
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 . A sequenceis normaliff
oneof thefollowing conditionsholds:
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synth, or
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sdecfor some� ,
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��B�B�B!�
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�
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to term
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�&=

P

O
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�CM .

Suppose
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O
J-�&EK
 . Since J is de�ned as a closureof term

setoperators
L

(seesection2.3), this meansthat either
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O
E , or
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de�ning J . For notationalconvenience,let E � � E , and let E
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L

�
�CB�B3B

L

2

�&E�� 
�
 for any � .
Step1. First,weobserve that

1

with nohiddentermscanbederived
without

L

open and
L

hide operators,sinceany operatorapplication
usinga hiddenencryptioncouldbereplacedby oneusingthecor-
respondingordinaryencryption.
Step2. Following Step1, we obtaina sequence
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propositionholds. If
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pdec, or
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sdec. First, consider
thecasewhen
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2 bethetermto
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position. Otherwise�
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synth operations
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analzoperationis redundantandcanberemoved.
Now, considerthecaseof
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� %
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for some� . In this case,also,
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componentsby oneof the
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synthoperationsandthe
L

sdecoperation
is redundantandcanberemoved.

A.4.1.2 Findinganapplicablerule.
Considertheactive constraint� �

E

�

anda satisfyingsubstitu-
tion 	 . Givena normalderivationof 	

� from 	 E

�

, we must�nd
a reductionruleapplicableto E

�

thatis compatiblewith 	 .
By de�nition of theactive constraint(seesection4.1), � is not

a variableand E

�

doesnot containany standalonevariablesafter
applicationof the (elim) rule. Suppose	 �

� �

E

�

, i.e., 	

�

O

J-��	!E
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 . Then,by propositionA.1, either 	
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If 	

�

O
	 E

�

, thenthe uni�cation rule (un) canbe appliedto
the � �

E

�

constraint,andsincethe rule appliesthe mostgen-
eral uni�er, it will beconsistentwith 	 . Otherwise,anapplicable
reductionrule canbe foundby patternmatchinggiven thenormal
derivationwhich satis�esoneof thethreeconditionsgivenabove.

First,considerthecaseof
L

2

O

�

analz. Thereductionrulecorre-
spondingto

L

2

will beapplicableto 	 E

�

. It mustbethecasethat
	 E
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containsa “target” term
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operateson 	
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areno standalonevariablesin E
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, so
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hasthenecessarytop-level
structure. The caseof
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� is theresultof applying
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, 	

� musthave thecorresponding
structure.Since � is not a standalonevariable, � musthave the
sametop-level structureas 	

� , andthecorrespondingdecomposi-
tion rule is applicableto ���

E
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.
Finally, considerthe casewhen
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�
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=
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to ���

E
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A.4.1.3 Preservingthesolution.
The proof that the applicablerule preservesthe solutionof the

constraintsetproceedson casesof
L
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if
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analz, and
L
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if
L��
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synth. For brevity, we omit thedetailsandexplain theproof
for thecaseof
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A.4.2 Completenesswith encryptionhiding
The initial constraintsetcontainsno Q

%SR

P terms.The �rst time
an Q

%SR

P term canappearin the reductionsequenceis asa result

of (sdec)application,which generatesa constraintof the form ?

�

E�G Q

1CR

> . Wewill show thatsuchaconstraintcanbesolvedwithout
applying(sdec)to thehiddenterm.

PROPOSITION A.2. Suppose?

�

E

> is satis�able and E

> con-
tains termsof theform

� 1

�

=

> . Then �

1

?

�

E

> is satis�ablewithout
decrypting

� 1

�&= > .

Assumethestatementof thepropositionis not true. Thenevery
constructionof ? usingtermsfrom E

> mustinvolve anapplication
of

L

sdecon
� 1

�

=

> for some
1

. Below, weannotateeachapplicationof
L

sdecwith theencryptedtermon which it operates,sothat if
L

sdec
is appliedto

� %

� =

P , wewrite
L

sdec
"

� %

� =

P

%

.
If theassumptionis true, thenfor any solution 	 � ?

�

E

> and
anysequence

L

2

� B�B3B �

L�


suchthat 	 ? O

L�


�CB3B�B

L

2

��	!E

>


�
 , � � O

�

BAB  suchthat
L

� �

L

sdec
"

�

	

1

�

=

�

>

%

for some
1

. Considertheshortest
suchsequence.

Let E � �

L

� �

2

�CB�B�B

L

2

��	 E

>


�
 . Since
L

sdec
"

�

	

1

� =

�

>

%

canbe ap-
plied to E�� , it mustbethecasethat

�

	

1

�&=

�

> O E�� and 	�? O E�� . This
implies that 	 ? O

L

� �

2

�CB�B�B

L

2

��	!E

>


�
 where �

�

O

�

B B �

�

�

L

-

�

�

L

sdec
"

�

	

1

��=

�

>

%

. This contradictsthe shortest-sequenceassumption
andcompletestheproof of theproposition.

Now considerconstraint?

�

E G Q

1CR

> createdby (sdec)applica-
tion. Since J is closedunder

L

open and
L

hide, 	 �T?

�

E G"Q

1 R

>

iff 	 � ?

�

E G

� 1

��= >
. By propositionA.2, �

L

2

�3B�B B �

L

> s.t. 	 ?
O

L

>

�CB�B3B

L

2

��	!E G 	

� 1

�

=

>

�
 and ���

L

�

�

�

L

sdec
"

	

� 1

�

=

>

%

. Note that
	 E G4	

� 1

�&=
> containsno termsof Q

%SR

P form. By the sameargu-
mentaswasusedin normalderivation construction,we canshow
that ���

L

�

�

�

L

open or
L

hide. This implies ��� that if
L

� operates
on the 	

� 1

�
=

> term,
L

� is alsoapplicableto the 	 Q

1CR

> termbecause
the only operatorsthat distinguishbetween	

� 1

�
=>

and 	+Q

1CR

> are
L

sdec
"

�

	

1

�

=

�

>

%

and
L

hide
"

�

	

1

�

=

�

>

%

, andthesequencedoesnotcontain
any suchoperators.

Giventhat 	�? maynotcontain	

� 1

�&=
> asasubterm,weconclude

that 	�?
O

L

>

�CB3B�B

L

2

��	!E G 	+Q

1CR

>


�
 iff 	 ?
O

L

>

�CB�B�B

L

2

��	 E G

	

� 1

��= >

�
 . Moreover, each

L

� hasthe correspondingreductionrule
 

�
�  �

L

�

 sincethat areno

L

open or
L

hide in the sequence.Be-
cause���

L

�

�

�

L

sdec
"

	

� 1

�

=
>

%

, none of  
� are (sdec)applied to


1+��

�

*

�

E

*

G

� 1

*

�
=

> �2

0

. By induction over the length of the
derivation, every reductionrule  

� is applicableto its respective
constraint,and � �

O

�

BAB ? , if 	 �3 ��	�

2

�CB�B�B  

2

�$
 
�
 , then 	 �

 
�

�� 
�	�

2

�CB�B�B 
 
�
 where 
 � 
1+ ��?

�

E G Q

1 R

>

�

�3�

ETG

1

G ?9� 

0

is the constraintsetafter the �rst applicationof rule (sdec). So-
lution 	 is preserved alongthe reductionsequence 

>

�CB�B B  

2

�$
 
�


by the sameinductive argumentas in the caseof term setswith-
out encryptionhiding. Sinceconstraint?

�

ETG Q

1CR

> is satis�able,
by the endof the reductionsequenceall constraintsderived from
it will bedisposedof (eithereliminatedby uni�cation, or reduced
to (

�

E where ( is variable),andno uni�cations involve substi-
tuting Q

1 R

> for a variablesinceit appearsasa standaloneterm in
E GHQ

1CR

> . Therefore,
 � �  

>

�CB�B�B  

2

�$
 
�
 containsnotermsof the
form Q

%SR

P , andtheinductive completenessargumentis truefor the
reductionsequencesrootedin 
 � .

To summarize,whenever rule(sdec)introducesaconstraintcon-
taining Q

%SR

P to theconstraintset,for any solution 	 thereexistsa
sequenceof reductionrulesthatpreserves 	 . Noneof therulesin
thesequencerequire

� %

�&=

P terms.Therefore,thesequenceis appli-
cableto constraint?

�

�&E

�

�

� %

�
=

P


 G Q

1 R

> andleadsto aconstraint
setin which thereareno Q

%SR

P terms.


