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Abstract. A contractsigningprotocol lets two partiesexchangedigital signa-
tureson a pre-agreedtext. Optimisticcontractsigningprotocolsenablethesign-
ersto dosowithout invokingatrustedthird party. However, anadjudicatingthird
partyremainsavailableshouldoneor bothsignersseektimely resolution.Wean-
alyzeoptimisticcontractsigningprotocolsusinga game-theoreticapproachand
prove a fundamentalimpossibilityresult:in any fair, optimistic,timely protocol,
an optimistic playeryields an advantageto the opponent.The proof relieson a
carefulcharacterizationof optimistic play that postponescommunicationto the
third party. Sinceadvantagecannotbecompletelyeliminatedfrom optimisticpro-
tocols,we arguethatthestrongestpropertyattainableis theabsenceof provable
advantage,i.e., abuse-freenessin thesenseof Garay-Jakobsson-MacKenzie.

1 Intr oduction

A variety of contractsigning protocolshave beenproposedin the literature,includ-
ing gradual-releasetwo-party protocols[5, 7,12] and �x ed-roundprotocolsthat rely
on an adjudicating“trusted third party” [2, 3,18,23,26]. In this paper, we focus on
�x ed-roundprotocolsthat usea trustedthird party optimistically, meaningthat when
all goeswell, the third party is not needed.The reasonfor designingoptimistic pro-
tocols is that if a protocol is widely or frequentlyusedby many pairsof signers,the
third partymaybecomea performancebottleneck.Dependingon thecontext, seeking
resolutionthroughthethird partymaydelaytermination,incur �nancial costs,or raise
privacy concerns.Obviously, thevalueof anoptimisticprotocol,asopposedto onethat
requiresa third party signatureon every transaction,lies in the frequency with which
“optimistic” signerscancompletetheprotocolwithout usingthethird party.

Someusefulpropertiesof contractsigningprotocolsarefairness, whichmeansthat
eitherbothpartiesgetasignedcontract,or neitherdoes,andtimeliness, whichgenerally
meansthateachpartyhassomerecourseto avoid unboundedwaiting. Thereasonfor
usinga trustedthird party in �x ed-roundprotocolsis a basiclimitation [14,24] related
to thewell-known impossibilityof distributedconsensusin thepresenceof faults[17]:
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no �x ed-lengthtwo-partyprotocolcanbefair. Althoughthereis a trivial protocolwith
a trustedthird party, in which both signersalwayssendtheir signaturesdirectly to it,
protocolsthatarefair, timely, andusefullyminimizedemandson the third partyhave
provensubtleto designandverify.

This paperre�nes previous models,formalizespropertiesfrom the literatureon
�x ed-roundtwo-partycontractsigningprotocols,andestablishesrelationshipsbetween
them.We usethe set-of-tracessemanticsfor protocols,de�ning eachinstanceof the
protocolasthesetof all possibleexecutiontracesarrangedin a tree.Our chosennota-
tion is multisetrewriting [10], but theresultswould hold for otherformalismswith the
samebasicexecutionmodel.

Model for optimism.Onemodelinginnovation is an untimednondeterministicsetting
thatprovidesa set-of-tracessemanticsfor optimism.Intuitively, optimisticbehavior in
contractsigningis easilydescribedasa temporalconcept:an optimistic signeris one
who waitsfor someperiodof time beforecontactingthetrustedthird party. If Alice is
optimistic,andBob choosesto continuetheprotocolby responding,thenAlice waits
for Bob's messageratherthancontactthe third party. Sincethevalueof anoptimistic
protocollies in what it offers to an optimisticplayer, we evaluateprotocolssubjectto
theassumptionthatoneof theplayersfollowsanoptimisticstrategy. As adirectwayof
mathematicallycharacterizingoptimisticplay, weallow anoptimisticplayerto givehis
opponentthechanceto signal(out of band)whetherto wait for a message.This gives
usa relatively easyway to de�ne thesetof tracesassociatedwith anoptimisticsigner,
while stayingwithin thetraditionalnondeterministic,untimedsetting.

Impossibilityresult.In evaluatingprotocolperformancefor optimisticplayers,weprove
that in every fair, timely protocol,anoptimisticplayersuffersa disadvantageagainsta
strategic adversary. The importanceof this result is that optimistic protocolsareonly
usefulto theextentthatsignersmaycompletetheprotocoloptimisticallywithout con-
tacting the third party. In basicterms,our theoremshows that to whatever degreea
protocolallows signersto avoid the third party, the protocolproportionallygivesone
signerunilateralcontrolover theoutcomeof theprotocol.

To illustrateby example,consideranonlinestocktradingprotocolwith signedcon-
tractsfor eachtrade.Supposethebrokerstartstheprotocol,sendinghercommitmentto
sell stockto thebuyerat aspeci�c price,andthebuyerrespondswith hiscommitment.
To ensuretimely termination,thebrokeralsoenjoystheability to aborttheexchangeby
contactingthetrustedthird party(TTP) if thebuyerhasnot responded.Oncethebuyer
commitsto thepurchase,hecannotusethecommittedfundsfor otherpurposes.Even
if he hastheoption to contacttheTTP immediately, anoptimistic buyerwill wait for
someperiodof time for thebroker to respond,hopingto resolve thetransactionamica-
bly andavoid theextracostor potentialdelayassociatedwith contactingtheTTP. This
waiting periodmaygive thebroker a usefulwindow of opportunity. Onceshehasthe
buyer's commitment,the broker canwait to seeif sharesareavailablefrom a selling
customerat a matchingor lower price. The longer the buyer is inclined to wait, the
greaterchancethebroker hasto pair tradesat a pro�t. If thebroker �nds thecontract
unpro�table,shecanabortthetransactionby falselyclaimingto theTTPthatthebuyer
hasnotresponded.Thisbrokerstrategy succeedsin proportionto thetimethatthebuyer
optimisticallywaitsfor thebroker to continuetheprotocol;this time interval, if known



exactly or approximately, givesthebroker a periodwhereshecandecideunilaterally
whetherto abortor completetheexchange.

Abuse-freeness.Sinceadvantageagainstanoptimisticplayercannotbeeliminated,the
most a protocol can do is prevent the opponentfrom proving that he hasan advan-
tage.For example,even thoughthe broker in our examplehascontrol over deciding
whetherthe salehappens,the protocolmay still be ableto preventher from showing
thebuyer'scommitmentto otherparties.Suchprotocolshavebeencalledabuse-freein
theliterature[18]. Weuseaformalrepresentationof knowledgederivedfrom epistemic
logic [19,16] to formalizethe“ability to prove” andanalyzeabuse-freenessasthelack
of provableadvantage.

The paperis organizedas follows. In section2, we brie�y summarizeour semantic
framework and de�ne the classof two-party contractsigning protocolswith trusted
third party. In section3, we formalizeprotocolpropertiessuchasfairness,optimism,
andtimeliness.In section4,weformalizeoptimisticbehavior of aparticipant,andshow
that theoptimisticparticipantis at a disadvantagein any fair, optimistic,timely proto-
col. In section5, we formalizeprovableadvantageandabuse-freeness.Relatedwork is
discussedin section6. We summarizeour resultsin section7.

Acknowledgments.We areparticularlygrateful to D. Malkhi for pointing out thevul-
nerabilityof optimisticplayersin fair exchange.We alsothankI. Cervesato,S. Even,
D. Gollmann,S. Kremer, J.F. Raskin,C. Meadows, andJ. Millen for interestingand
helpfuldiscussions.

2 Model

2.1 Multiset rewriting formalism

Ourprotocolformalismis multisetrewriting with existentialquanti�cation,MSR[10],
which canbeseenasanextensionof somestandardmodelsof computation,e.g., mul-
tiset transformation[4] andchemicalabstractmachine[6]. This formalismfaithfully
expressestheunderlyingassumptionsof theuntimed,nondeterministic,asynchronous
model.A protocolde�nition in MSRde�nesthesetof all possibleexecutiontracesfor
any instanceof theprotocol.A numberof otherformalismsthatdo so,suchas[1,15]
andothers,would have suitedour purposesaswell, andin this senseour mainresults
are independentof the MSR formalism.The synchronousmodelwith a global clock
doesnot seemappropriatefor our investigationbecause�x ed-roundcontractsigning
protocolsin theliterature[2,3,18,23,26] donot rely onaglobalclock.

MSR syntaxinvolvesterms,facts,andrules.To specifya protocol,�rst choosea
vocabulary, or �r st-ordersignature. Weassumethatourvocabularycontainssomebasic
sortssuchas���������
	 �
��� for publickeysand ������� for protocolmessages.As usual,the
termsoverasignaturearethewell-formedexpressionsproducedby applyingfunctions
to argumentsof thecorrectsort.A fact is a �rst-order atomicformulaover thechosen
signature,without freevariables.Therefore,a fact is theresultof applyinga predicate
symbolto groundtermsof thecorrectsort.A stateis a �nite multisetof facts.

A statetransitionis arule writtenusingtwo multisetsof �rst-order atomicformulas
andexistentialquanti�cation,in thesyntacticform �

�����������

����� �"!$#

�%�����

!$#
&

� ' ���������



'�� . Themeaningof this rule is thatif somestate
�

containsfactsobtainedby aground
substitution� from �rst-order atomicformulas�

�����������

� � , thenonepossiblenext state
is thestate

���

thatis similarto
�

, but with factsobtainedby � from �

��������� �

� � removed
andfactsobtainedby � from ' � ������� � ' � added,where#

� ���������

# & arereplacedby new
symbols.If therearefreevariablesin therule �

� ���������

� � � � !$#

� �����

!$# &

� ' � �������

' � , thesearetreatedasuniversallyquanti�ed throughouttherule. In anapplicationof
a rule, thesevariablesmaybereplacedby any groundterms.

As anexample,considerstate���
	��
	������

�

�
	 ����� andrule �
	 #�� � �"!��

���

	��
	�#��

�

��� .
Thenext stateis obtainedby instantiatingthis rule to �
	��
	������ � � !��

� �

	��
	��
	������

�

��� .
Applying therule,wechooseanew value	 for � andreplace�
	��
	������ by �

	��
	��
	������

�

	�� ,
obtainingthenew state�

�

	��
	��
	������

�

	��

�

�
	 ��� � .

Timersignals.In ourmodel,timersareinterpretedaslocal signals,usedby participants
to decidewhen to quit waiting for a messagefrom the other party in the protocol.
They do not refer to any global time or imply synchronicity. Timersareformalizedby
binarytimerpredicates, whose�rst argumentis of thesort ���������
	 �
��� andidenti�es the
participantwho receivesits signal,while thesecondargumentis oneof the following
threeconstantsof thesort ! �
���#" �#!$��! � : ��% ���#! , ���&! , and ! �
� ��' (��)! .

Cryptography. Contractsigningprotocolsusuallyemploy cryptographicprimitives.In
general,the purposeof cryptographyis to provide messagesthat are meaningfulto
someparties,but notsubjectto arbitrary(non-polynomial-time)computationby others.
For example,encryptionprovidesmessagesthat aremeaningfulto any recipientwith
thedecryptionkey, but notsubjectto decryptionby any agentwhodoesnotpossessthe
decryptionkey. The logic-basedformalismof MSR cannotcapturesubtledistinctions
between,for example,functionscomputablewith high probabilityandfunctionscom-
putablewith low or negligible probability. Instead,we mustmodelfunctionsaseither
feasiblycomputable,or not feasiblycomputable.

For eachoperationusedin a protocol,we assumethereis someMSR characteriza-
tion of its computabilityproperties.To give a concreteframework for presentingthese
rules,let usassumesomesetof predicates*,+-�&�/.10 2 is any sort� . Sincethesort 2

is determinedby thesortof theargumentsto �

.

, we will not write thesortwhenit is
eitherirrelevant,or clearfrom context. Intuitively, a ruleof theform
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�

�
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�
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� ���������

��& � �5�
	�!
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�

���������

�
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�

�

�

�

� ���������

� &

meansthat if an agentpossessesdata �

��������� �

�&3 , thenunderconditionsspeci�ed by
facts �

�����������

� & , it is computationallyfeasiblefor him to also learn !

��������� �

!

� . For
example,herearethefamiliar “Dolev-Yao” [13,25] rulesgivenin [10]:

�
	�#��

�
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	 �7� � �5�
	 encrypt	 �

�

#����

�
	 encrypt	 �

�

#����

�

�
	 ��8

�

�

� Keypair	 �

�

�98

�

� � �5�
	�#��

In the remainderof the paper, we assumesome�x ed theoryPossessof rulesthat
characterizethecomputationallyfeasibleoperationson messages.As a disclaimer, we
emphasizethat the resultsin this paperareaccuratestatementsabouta protocolusing
cryptographicprimitivesonly to the extent that Possessaccuratelycharacterizesthe
computationallyfeasibleoperations.In particular, protocolsthat distinguishbetween



low-orderpolynomialcomputationandhigh-orderpolynomialcomputation,or rely on
probabilisticoperationsin someessentialway, mayfall outsidethescopeof ouranalysis
andmayconceivablyviolatesomeof our results.

2.2 Protocolmodel

We saythat a protocol � is a contract signingprotocol if it involvesthreeparties,�

(originator),� (responder),and � (trustedthird party),andthegoalof theprotocolis to
enable� (respectively, � ) to obtain � 'ssignature(respectively, � 'ssignature)onsome
pre-agreedtext. For brevity, we will saysignature asa shorthandfor “signatureon the
pre-agreedtext,” usetermscontract signingandsignature exchange interchangeably,
andreferto � and � assigners. We specifytheprotocolby a setof MSR rules,which
we call a theory. Any sequenceof rules consistentwith the theorycorrespondsto a
valid executiontraceof aprotocolinstance.If executiontracesarenaturallyarrangedin
trees,thentheMSR theoryde�nes thesetof all possibleexecutiontracesasa forestof
trees.To obtaintheimpossibilityresult,wechooseanycontractsigningprotocol � and
�x it. We assumethat the contracttext for eachinstancecontainsa uniqueidenti�er,
andconsideronly a singleinstanceof � .

A protocol theory � for the given protocol is the disjoint union of six theories:
�

��� ���	� �

��

����������
��

���



����������
��

, and �



����������
��

. We will refer to
�

��� ���	� asrole
theories. Eachrole theoryspeci�esoneof the protocolrolesby giving a �nite list of
rolestatepredicatesthatde�ne theinternalstatesof theparticipantplayingthatroleand
the rulesfor advancingfrom stateto state.Role theoryalsocontainsanother, disjoint
list of timer predicatesdescribingthe rulesfor the participant's timers.A participant
mayadvancehisstateby “looking” at thestateof his timersor thenetwork (i.e., a timer
or anetwork predicateappearsontheleft sideof therule).Hemayalsosethis timerby
changingthetimer's statefrom ��% ���&! to ���&! , but hemaynot changeit to ! �
� ��' (��)! .

A timeoutrule is a rule of theform � 	 �

�

���&!�� ��� 	 �

�

! �
� ��' (���!�� , where � is the
publickey of theparticipantassociatedwith timer � . In theprotocoltheory,

� 

����������
��

,
�



����������
��

, and �



����������
��

arethesetsof timeoutrules for all timersof � , � , and � ,
respectively. For simplicity, wewill combinetherole theoryandthetimeoutsof � , and
call it �

+

�!�#"$�



����������
��

.

Communication.Following thestandardassumptionthattheadversarycontrolsthenet-
work andrecordsall messages,wemodelcommunicationbetween� and � by aunary
networkpredicate% whoseargumentis of thesort � ����� . Oncea fact % 	 � � for some

� is addedto the state,it is never removed.As in contractsigning protocolsin the
literature[3,18], we assumethat channelsbetweensignersand � are inaccessibleto
theadversaryandseparatefrom thenetwork between� and � (by contrast,[20] con-
siderssecurityof contractsigningprotocolsunderrelaxedassumptionsaboutchannel
security).Channelsbetweensignersand � aremodeledby ternary�#� � 	'&7��% % ��� pred-
icates, whoseargumentsareof thesort ������� � 	 �
��� , ���������
	 �
��� and ������� , respectively.
For example,! 	'( 	 �)(

�

��*

�

� � modelsthechannelbetween� and � carryingmessage� .

Threat model.We areinterestedin guaranteesprovidedby contractsigningprotocols
whenoneof the signersmisbehavesin an arbitraryway. � is assumedto be honest.
We will call themisbehaving signertheadversary. Theadversarydoesnot necessarily



follow theprotocol,andmayignorethestateof thetimersor stopprematurely. Hemay
gathermessagesfrom the network, storethem,decomposethem into fragmentsand
constructnew messagesfrom thefragments.Theseabilitiesareformalizedby theories

� 
����
���'


and �


����
��� 


containingdishonestrules for � and � , respectively. Eachrule
modelsaparticulardishonestoperation.

A protocolde�nition consistsof theprotocoltheory � , theories
� 
���� ���'


and �


����
��� 


,
Possesstheorywhichmodelscomputationallyfeasibleoperationsonmessages,andthe
initial set of facts

�
	

which containsthe initial statesof all participantsand timers.
Formal de�nition of protocol theory can be found in appendixA. Non-probabilistic
�x ed-roundcontractsigningprotocolsin theliteraturesuchas[3,18] canall bede�ned
in this way.

2.3 Tracesand continuation tr ees

A stateis a �nite multisetof facts.For example,the initial state
�

	

may includefacts
�

	

	 �)(

�

�

8

�

(

�

���

�

�9� and �

	

	 ���

�

�

8

�

�

�

�)(

�

��� modelingthe initial statesof the originator
andthe responderin protocol � : eachknows his own public andprivatekeys, andthe
opponent's public key. A tracefrom state

�

is a chainof nodes,with the root labeled
by

�

, eachnodelabeledby a state,andeachedgelabeledby a triple
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�

�

����� . Here
� is oneof �

�

, � , � ,
�



����������
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, �



����������
��

,
�


����
��� 


, �


����
���'


� , !��

� is a state
transitionrule,and � is a groundsubstitution.If




!

�

�

����� labelstheedgefrom a node
labeledby

�

� to a nodelabeledby
�

� , it mustbe thecasethat theapplicationof ! to
�

�

� produces
�

� . Any statelabelinganodein thischainis saidto bereachablefromS.
We will simplysaythatastateis reachableif it is reachablefrom theinitial state

�
	

.
An edgeis adishonestmoveof � if it is labeledby some!��

�

���� ���'


. � is saidbe
honestin thetraceif thereareno dishonestmovesof � in thetrace.If

�

is reachable
by a tracein which � is honest,then

�

is reachablebyhonest� . Thede�nitions for �

aresymmetric.Assumingthatdishonestparticipants,if any, makeonly a �nite number
of dishonestmoves,let continuationtree 	 ! " at state

�

bethe�nite treeof all possible
tracesfrom

�

. This treecanbe thoughtof asa gametreethat representsthecomplete
setof possibleplays.Let 	�! "�� �
� bethetreeobtainedfrom 	�! " by removing all edgesin

�

"

��
����
���'


alongwith their descendants.Intuitively, 	 ! "�� ��� is thesetof all possible
playsif � stopsparticipatingin theprotocol.De�nition of 	 ! "�� ��� is symmetric.Wewill
saythatany edge� in 	�! " that is labeledby a rule in

�

or
� 
����
��� 


(respectively, � or
�


����
���'


), is under� ' scontrol (respectively, � 'scontrol).To modeloptimismof honest
signers(seesection4), wewill alsoassumethatsomeedgesin

� 

����������
��

"!�



����������
��

areundercontrolof thedishonestparticipant.

3 Propertiesof Contract SigningProtocols

MSR de�nition of the protocolde�nes the setof all possibleexecutiontracesin the
form of a continuationtree.To de�ne protocolpropertiessuchasfairness,optimism,
timeliness,andadvantage,we view thecontinuationtreeasa gametreecontainingall
possibleplays,andadaptthenotionof strategy from classicalgametheory.



For theremainderof thepaper, wewill assumethatonlyoneof thesignersis honest.
We will use � to refer to thehonestsigner, i.e., � refersto either � , or � , depending
onwhichof themis honest.We'll use� to referto theother, dishonestsigner.

3.1 Strategies

Following [11], we formalizestrategiesastruncatedcontinuationtrees.Givena setof
edges� , let �����	�
� be the treeobtainedfrom continuationtree ����� by removing the
edgesin � alongwith their descendants.Intuitively, if � is a subsetof edgesof �����

under � 's control, then �����
�
� is thesetof possibleplaysthat resultif � doesnot use
transitionsin � . Similarly, we cande�ne 	�! "�� �����
� (recall that 	 ! "�� ��� is the treeof all
playsif � stopsparticipatingin theprotocol).

De�nition 1. Let
�

be a reachablestateand let 	 ! " be the continuationtreefrom
�

.
Let ��� ���

�

�

�

��� .
1. If � is a subsetof edgesof 	 ! " such thateach edge in � is underthecontrol of some

� ��� , then �����
�
� is saidto bea strategy for thecoalition � . If therearenodishonest
movesof any � ��� in �����
�
� , then �����
�
� is saidto beanhoneststrategy.
2. If � is a subsetof edgesof 	 ! "�� ��� such that each edge in � is underthecontrol of
some� ��� , then 	 ! "�� �����
� is saidto bean � -silentstrategy for thecoalition � .

This de�nition correspondsto the standardgame-theoreticnotion of strategy. �

representstheplaysthat thecoalition � considersunfavorable,and 	 ! "	�
� represents
thecontinuationsthat � prefers.At any givenstate

���

in 	 ! "	�
� , anedgecomingoutof
thenodelabeledby

�
�

indicatesthenext move for � in accordancewith thestrategy
	 ! "	�
� . If the edgeis not under � 's control, thenthe next move for � is idling, i.e.,
waiting for othersto move.

To de�ne fairnessandotherproperties,we areinterestedin strategiesin which the
coalition � drivestheprotocolto astatein whichsomepropertyholds:

De�nition 2. If thereis a strategy 	 ! "	�
� from
�

for coalition � such thatall leafnodes
of 	 ! "	�
� arelabeledbystates

���

thatsatisfysomeproperty � 	

���

� , then � hasastrategy
from

�

to reacha statein which � holds.

Thede�nition for � -silentstrategiesis similar.
Sincetheplayers'objective in thegameis to obtaineachother'ssignatures,we are

interestedin thestateswhere� possesses� 'ssignatureandtheoneswhere� possesses
� 'ssignature.Formally, � possessessometerm � in areachablestate

�

if � isderivable,
usingthe rulesin Possess, from the termsin � 's internalrole statepredicate��� in

�

and � 'sadditionalmemoryin
�

givento him by thethreatmodel.Possessionis always
monotonic.The de�nition for � is symmetric,except that the threatmodeldoesnot
have to beconsidered.

De�nition 3. If thereis a strategyfor coalition � such thatall leafnodesin thestrategy
are labeledby statesin which � possesses� ' s signature, then � hasa strategy from

�

to give ��� 's signature. Moreover, if �5+ ��� � , then � is saidto havea strategy to
obtain � 's signature.



3.2 Fairness,optimism, timeliness,and advantage

We now usethenotion of strategy to de�ne what it meansfor a contractsigningpro-
tocol to befair, optimistic,andtimely, andwhat it meansfor a participantto enjoy an
advantage.Thede�nitions arequitesubtle.For example,we needto draw thedistinc-
tion betweenastrategy for achieving someoutcome,andapossibilitythattheoutcome
will happenunderthe right circumstances.This requiresintroductionof a four-valued
variableto characterizethedegreeof eachplayer'scontrolover theprotocolgame.

Fairness.Fairnessis thebasicsymmetrypropertyof anexchangeprotocol.Thereis a
known impossibility result[14,24] demonstratingthatno deterministictwo-partypro-
tocol canbe fair. Therefore,fairnessrequiresintroductionof at leastoneotherparty,
e.g., the trustedthird party � . Our de�nition is equivalentto a commonde�nition of
fairnessin termsof statereachability[18,11]. Intuitively, a protocolis fair for thehon-
estsigner � , if, whenever � hasobtained� 's signature,� hasa strategy in coalition
with � to obtain � 's signature.

De�nition 4. A protocol is fair for honest� if, for each state
�

reachableby honest
� such that � possesses� ' s signature in

�

, the coalition of � and � hasan honest
strategy from

�

to give � � ' s signature for all boundson thenumberof movesthat a
dishonest� makes.

Advantage. Intuitively, fairnesssaysthat either both playersobtain what they want,
or neitherdoes.This is not always suf�cient, however. A player's ability to decide
unilaterallywhetherthe transactionhappensor not canbe of greatvaluein scenarios
whereresourcecommitmentis important,suchasonlinetradingandauctionbidding.

To characterizethe degreeto which eachparticipantcontrolsthe outcomeof the
protocolin a givenstate,we now de�ne a pair of values �

�����

�

�

�

������� associatedwith
eachreachablestate.We areinterestedin whata participantmaydo in theworsepos-
sible case.Therefore,despiteour assumptionthat � is honest,we will consider� 's
dishonestmoveswhenreasoningabout� 's ability to controltheoutcome.

De�nition 5. De�ne �

�����

� for anyreachablestate
�

asfollows:
�

�����

�

	

�

� +	� , if � hasa strategy to obtain � ' s signature for all boundson
thenumberof dishonestmovesof � ,

+�
 , if �

�����

�

	

�

�
� +�� , but � hasa � -silent strategy to reach state
� �

such that �

�����

�

	

� �

� +�� ,
+

�

� , if �

�����

�

	

�

��� + ��


�

��� , but there is state
���

reachablefrom
�

such that �

�����

�

	

�
�

� +�� , and no transition on the
�

�

�
�

pathis in �

"

�


����
��� 


,
+�� , otherwise.

Thestrategiesneednotbehonest.De�nition of �

�����
� is symmetric.

Intuitively, �

�����
�

	

�

� +�� if � canobtain � 's signatureno matterwhat � does,


if � canobtain � 's signatureprovided � stopscommunicatingandremainssilent,
�

� if
thereis apossibility(but nostrategy) for � to obtain � 'ssignaturewhen � is silent,and

� meansthat � cannotobtain � 's signaturewithout � 's involvement.The difference
between
 and

�

� is essential.For example, �

�������

	

�

� +�
 if � canobtain � 's signature



by sendingamessageto � aslongas � is silent,while �

�������

	

�

� +

�

� if � is silent,but
somepreviously sentmessageis alreadyon thechannelto � , andtheoutcomeof the
protocoldependson theraceconditionbetweenthis messageand � 's message.

Givenaninitial state
�
	

, we assumethat �

�����

�

	

� 	

� + �

����� �

	

� 	

� +�� . Thesigna-
tureexchangeproblemis notmeaningfulotherwise.

De�nition 6. � hasan abortstrategy in
�

if � hasa strategy to reach a state
���

such
that �

�����

�

	

� �

� + � . � hasa resolve strategy in
�

if � hasa strategy to reach a state
� � �

such that �

�������

	

� � �

� + � . � hasan advantagein
�

if � hasbothanabort strategy
anda resolvestrategy.

If � hasanadvantagein
�

, then � doesnothaveanadvantagein
�

, andviceversa.

Optimism.Intuitively, a protocol is optimistic if it enablestwo honestpartiesto ex-
changesignatureswithout involving thetrustedthird party, assumingthey do not time
out waiting for eachother's messages.Suchprotocolspotentiallyprovide a practical
meansof fair exchangebetweenmistrustingagentswithout relying on a third party in
mostinstances.

We saythat � doesnot senda message to � in the transitionfrom
�

to
���

if (i)
thetransitionis anapplicationof a rule in

�

"

� 
����
��� 


, and(ii) no factcreatedby the
transitionmatchesa termin theleft handsideof a rule in � .

De�nition 7. A fair protocolis optimisticfor � if, assuming� is honestand � controls
thetimeoutsof both � and � , � hasanhoneststrategyat

� 	

such that
1) nomessagesare sentbyanysignerto � ;
2) everyleafnodeis labeledbya statein which � possesses� ' s signature;
3) there is a tracefrom

�
	

to a leafnodethat involvesonly thetransitionsin
�

"

� .
Any trace in this strategy is an optimistic trace. De�nition of optimistic for � is

symmetric.A protocolis optimisticif it is optimisticfor bothsigners.

Our de�nition of optimismimplies that the protocolspeci�cationdoesnot permit
honestparticipantsto contact � nondeterministically, i.e., every rule that resultsin a
messagesentto � is conditionalonsometimer timing out.

Timeliness.We now formalizethefollowing intuition [3]: “one playercannotforcethe
otherto wait for any lengthof time— afair andtimely terminationcanalwaysbeforced
by contactingthethird party.” Timelinesshasbeenemphasizedby thedesignersof fair
exchangeprotocols,sinceit is essentialfor practicaluse.In any stateof theprotocol,
eachparticipantshouldbeableto terminatetheexchangeunilaterally. If hehasnotbeen
ableto obtaintheother's signature,hecanalwaysreacha terminalstatewherehecan
stopandbesurethattheopponentwill notbeableto obtainhis signature,either.

De�nition 8. A fair, optimistic protocol is timely for � if in every stateon an opti-
mistic trace � hasan � -silentstrategy to reach a state

���

such that �

�����

�

	

���

� + � or
�

�����
�

	

� �

� +�� . A protocolis timelyif it is timelyfor bothsigners.

To illustratetheimportanceof timeliness,consideraprotocolthatis not timely, e.g.,
Boyd-Fooprotocol[8]. In thisprotocol,originator � releasessomeinformationthatcan
beusedby responder� to obtain � 's signaturefrom � at somelaterpoint. If � stops



communicating,� is at his mercy. He may have to wait, possiblyforever, beforehe
learnswhethertheexchangehasbeensuccessful.

For therestof this paper, we assumethattheprotocolis fair, timely, andoptimistic
for bothsigners.

4 Impossibility of Balancein Optimistic Protocols

As explainedin theintroduction,optimisticcontractsigningprotocolsareonly valuable
insofarasthey offer bene�t to anoptimisticparticipant.We saythatthehonestpartici-
pant � is optimisticif, in any statewhereheis permittedby theprotocolspeci�cation
to contacttrustedthird party � , hewaitsfor � 's responsebeforecontacting� .

Thepropensityof theoptimisticparticipantto wait for theopponent'sresponsebe-
forecontacting� canbeexploitedby theopponent.Recallthatde�nition 7 impliesthat
anhonestparticipantonly contacts� aftersometimer timesout.We usethis to model
optimismof � by giving � theability to schedulethe timeoutrulesof � by an“out-
of-band”signal.In any implementationof the protocol, � doesnot actuallyschedule

� 's timers.This is simplya technicaldeviceto restrictthesetof executiontracesunder
considerationto thosethatmayoccurwhenoneof theparticipantsis optimistic.

De�nition 6 canthusbeextendedto caseswhere � is optimisticby permitting � 's
strategy to includecontrol over timeoutsof � and � . If � doesnot have a strategy
for reachinga statewherehe hasan advantageover an optimistic � , we saythat the
protocol is balancedfor an optimistic � . As we will now show, balancecannotbe
achievedby any fair, timely, optimisticprotocol.

The �rst observationunderlyingour proof is that, in the interleaving semanticsof
concurrency usedby our model,the orderof applicationof statetransitionrulesthat
affect independentpartsof thesystemcanbecommuted.Thesecondobservationis that
thestrategiesavailableto thedishonestplayerarenot negatively affectedby messages
sentto himby thehonestplayeror by thehonestplayer'stimeoutsbecausethedishonest
playeris freeto ignoreboth.

We startwith anauxiliaryproposition,which followsdirectly from de�nition 5.

Proposition1. Let
�

�

�

�

bea statetransitionnot in �

"

�


����
���'


. If �

����� �

	

�

� + � ,
then �

�����
�

	

� �

��+�� . If �

�����

�

	

�

� + � , then �

�����

�

	

���

� +�� .

Proposition1 implies that if �

�����

�

	

�

� + � and �

�����

�

	

� �

��� � , thenthe
�

�

� �

transitionmustbein �

"

�


����
��� 


. Similarly, if �

����� �

	

�

� +�� and �

����� �

	

� �

��� � , then
�

�

� �

is in
�

"

� 
����
���'


. Intuitively, a playeracquiressomedegreeof controlover
theoutcomeof theprotocolfor the�rst time only becauseof theotherplayer'smove.

Justlikewede�ned 	 ! "�� ��� to bethetreeobtainedfrom 	 ! " by removing all edgesin
�

"

� 
����
���'


, wede�ne 	 ! "�� ��� � to bethetreeobtainedfrom 	 ! " by removing all edges
in

�

"

� 
����
���'


"

� 

����������
��

. If � is aselectionof edgesin 	 ! "�� ��� � under� 's control,
then 	�! "�� ��� ���
� is a strategy availableto � if � remainssilentandno timerstime out.
We will call sucha strategy weak� -silentstrategy.

Proposition2. Let
�

�

���

bea statetransitionin
� 

����������
��

. � hasa weak � -silent
abort [resolve]strategy at

���

if and only if � has a weak � -silent abort [resolve]
strategyat

�

.



Theproofof proposition2 relieson thefactthatthemovesof � and � thatconsti-
tutea weak � -silentstrategy cannotdependon thestateof � 's timers.

Proposition3. � hasan � -silentabort [resolve]strategy at
�

if andonly if � hasa
weak� -silentabort [resolve]strategyat

�

.

In the proof, we useproposition2 to constructan � -silent strategy from a weak
� -silentstrategy by inductionon theheightof thecontinuationtree.Proposition3 es-
tablishesthatthestrategiesavailableto thedishonestplayerarenotnegatively affected
by thehonestplayer's timeouts.We now show that they arenot affectedby thehonest
player'smessagesto thedishonestplayer.

Lemma 1. Let
�

�

���

be a transition in
�

"

� 
���� ���'


. If � hasan � -silent abort
[resolve]strategy in

�

, and � doesnot senda message to � in the
�

�

���

transition,
then � hasan � -silentabort [resolve]strategy in

� �

.

Proof. Theproof, illustratingour generalproof techniques,is in appendixB.

We uselemma1 to show that for eachstrategy conditionalon � remainingsilent,
thereis anequivalentstrategy in which � is not silent,but � simply ignores� 's mes-
sages.Thestrategy worksaslong as � doesnot try to talk to � .

Lemma 2. If � hasan � -silentabort [resolve]strategyat
�

, and � doesnotsendany
messagesto � , then � hasanabort [resolve]strategy.

Proof. (Omittedfor spacereasons).

We now show that a strategy conditionalon � not talking to � works againstan
optimistic � sincehewaitsfor � 'smessagesinsteadof trying to contact� .

Lemma 3. Let
�

bea statethatdoesnot contain � 	 �

�

! �
� ��' (��)!�� for anytimerpred-
icate � . If � hasan � -silentabort [resolve]strategy in state

�

, then � hasan abort
[resolve]strategyagainstoptimistic � in

�

.

Proof. (Sketch)De�nition 7 implies thatan optimistic � contacts� only whensome
timer timesout. � controlsthe timeoutsof an optimistic � . Hence � canprevent �

from sendingany messageto � . We thenapplylemma2.

Theorem1 (Impossibility of Balance).Let � be a fair, optimistic, timely protocol
betweensigners � and � . If � is optimistic,thenthere is a non-initial state

�

�

such
that � hasanadvantageagainstanoptimistic � at

�

�

.

Proof. (Sketch)By de�nition 7, thereis an optimistic tracefrom the initial state
� 	

which containsonly thetransitionsin
�

"

� andleadsto
���

suchthat �

�����
�

	

���

� + � .
Considerthe�rst transition

�

�

�

�

onthistracesuchthat �

�����
�

	

�

� +��

�

�

�����
�

	

�

�

���

� . Proposition1 impliesthat this mustbea transitionin
�

"

� 
����
��� 


. By de�nition 7,
� doesnot sendamessageto � anywherein thetrace,includingthis transition.

By de�nition 8, � hasan � -silentstrategy to reachastate
��� �

suchthat �

�����

�

	

��� �

� +

� or �

����� �

	

� � �

��+	� . Since �

����� �

	

�

��+	� , it mustbethecasethat �

�����

�

	

� � �

��+	� , i.e.,



� hasan � -silentabortstrategy. By lemma1, � hasan � -silentabortstrategy in
�

�

.
Therefore,by lemma3, � hasanabortstrategy againstoptimistic � in

�

�

.
By de�nition 7, � hasa strategy at

� 	

to obtain � 's signaturesince � controls
the timeoutsof � and � . Because

�

�

is reacheda part of this strategy (recall that
the

�

�

�

�

transitionis on an optimistic trace), � alsohasa strategy to obtain � 's
signatureat

�

�

. Hence� hasaresolvestrategy againstoptimistic � in
�

�

. Since� has
bothabortandresolvestrategies,� hasanadvantageagainstanoptimistic � in

�

�

. ��

We'd like to emphasizethattheresultof theorem1 is not a trivial “second-mover”
advantage.� and � arenot protocolroles,but simply notationfor thehonestanddis-
honestparticipant,respectively. An optimisticparticipantis atadisadvantageregardless
of therole heplaysin theprotocol.Evenif hechoosestheresponderrole,hewill lose
controlovertheoutcomeof theprotocolatsomepointaslongasheremainsoptimistic.
For example,in Garayet al.'s abuse-freecontractsigningprotocol[18], theoriginator
enjoystheadvantageovertheresponder, eventhoughtheresponderis the�rst to receive
informationthatpotentiallyenableshim to obtaintheoriginator'ssignature.

5 Abuse-FreeProtocolsand ProvableAdvantage

Theorem1 statesthat any fair, optimistic, timely protocolnecessarilyprovidesa dis-
honestparticipantwith control over the outcomeagainstan optimistic opponent.The
problemmaybealleviatedby ensuringthatnoparticipantcanproveto anoutsideparty
thathecontrolstheoutcome.Suchprotocolshave beencalledabuse-freein the litera-
ture [18], andconcreteprotocols[3, 18] have beenconstructedusingzero-knowledge
cryptographictechniquessuchasveri�able signatureescrows anddesignated-veri�er
proofs.To formalize“ability to prove,” we rely on a knowledge-theoreticframework
borrowedfrom epistemiclogic [19,16].

Reasoningabout knowledge. Given a participant � and a reachablestate
�

, let � 's
view of

�

bethesubmultisetof
�

containingall thefactscorrespondingto rolestatesin
therole theoryof � , timersof � andmessageson � 's channelsto otherparticipants.
Intuitively, this setrepresentsall that � may observe in

�

. Given a trace ! " from the
initial state

�
	

to
�

, constructa new labeledchainby relabelingthenodesby � 's view
of

�

. Relabelthe edgesnot associatedwith � by � , which indicatesthat somebody
other than � may have moved.Since � cannotobserve otherplayers' moves,insert
an � betweenany two consecutive edgeslabeledby rules of � (duplicatethe node
connectingtheseedges)aswell asat the start andendof the trace.If thereare two
or moreconsecutive � edges,but � 's view doesnot changewhenmoving acrossone
of them,thendeletethatedge.Theresultingchain ���

�

is called � 's observationof the
protocol, ���

�����

	

�

�

��� � . Intuitively, � 'sobservationis just � 'sown historyin thetrace.
In the spirit of algorithmic knowledge [16,22], observations ���

���
�

	

�

�

��� � and
���

���
�

	

�

�

�

���

�

� areequivalentif they arecomputationallyindistinguishableby � .

De�nition 9. Givena trace ��� from
�

	

endingin
�

, wesaythat � knowsin 	

�

�

����� that
logical formula � is true if
i) � is true in

�

, and



ii) for each trace ���

�

from
� 	

to
�

�

such that ���

�����

	

�

�

�

���

�

� is indistinguishableby
� from ���

�����

	

�

�

��� � , � is true in
�

�

.

Intuitively, � knowsthat � is trueif � holdsin all possibleexecutionsof thepro-
tocol consistentwith � 's observations.

Abuse-freeness.To reasonaboutabuse-freeness,we augmenttheprotocolwith anout-
side party � andconsiderhis knowledgeat differentstagesof the protocol. � does
notpossessthesigners'or thethird party'sprivatekeys,andobtainsall of his evidence
abouttheprotocolfrom oneof theprotocolparticipants,e.g., � , whoforwardsarbitrary
messagesto � in anattemptto cause� to knowthat � is participatingin theprotocol.

De�nition 10. � hasprovableadvantageagainst � in state
�

if
i) � hasanadvantageover � at

�

, and
ii) � canprovideinformation,derivedfromtheprotocolexecutionup to

�

, that causes
� to know that � is participatingin theprotocol.
A protocolis abuse-freefor � if � hasnoprovableadvantagein anyreachablestate.

De�nition 10 is weaker thanonemight expect.If � enjoysanadvantageat
�

, then
in order for � to enjoy provableadvantage,� merelyhasto prove � 's participation
in theprotocol. � may succeedeven if his protocolwith � is alreadyover. But since
we areconcernedwith makingtheprotocolassafeaspossiblefor anoptimistic � , the
weaker de�nition is acceptablesinceit makesabuse-freeness(its negation)stronger.
Combiningtheorem1 andde�nition 10,weobtain

Corollary 1. In anyfair, optimistic,timely, abuse-freeprotocolbetween� and � , there
is a trace ! " from

�
	

to state
�

such that
i) � hasanadvantageoveroptimistic � at

�

,
ii) � doesnotknowin 	

�

�

! " � that � is participatingin theprotocol,i.e., thereis another
trace ! "

�

from
�

	

to some
���

such that ���

�����

	

� �

�

���

�

� is indistinguishableby � from
���

���
�

	

�

�

��� � , and � is notparticipatingin ! "

�

.

6 Relatedwork

Previousgame-theoreticapproachesto thestudyof fair exchange[11,20,21] focused
onformalizingfairnessfor thestrongestpossiblehonestplayerwithouttakingoptimism
into account.In [20], fairnessis formalizedastheexistenceof adefensestrategy for the
honestplayer, whichis notsuf�cient if thehonestplayerfacesnondeterministicchoices
in theprotocol,asis thecasein the abuse-freeprotocolof Garayet al. [18]. Another
game-theoreticmodelwasdevelopedin [9], but it focusesmainlyoneconomicequilib-
ria in fair exchange.Cryptographicproofsof correctnessby protocoldesigners[2,3,18]
focuson basicfairnessandignoretheissuesof optimismandfundamentalasymmetry
of communicationbetweenthesignersandthetrustedthird party.

To thebestof ourknowledge,wearethe�rst to applyanepistemiclogic framework
to formalizethe “ability to prove” andthusabuse-freeness.In [27], belief logic SVO
is usedto reasonaboutcorrectnessof the non-repudiationprotocol [26], but it is not
clearhow belief logicsmight applyto fairnessandabuse-freeness.[21] modelsadvan-
tage,but not the conceptsof proof andknowledge,which we believe provide a more
compellingcharacterizationof abuse-freeness.



7 Conclusionsand Further Work

We have studiedcontractsigningprotocolsin a game-theoreticmodel,giving precise,
formal de�nitions of propertiessuchasfairnessandtimeliness.We characterizedop-
timism of honestprotocolparticipantsusinga form of out-of-bandsignal that forces
the optimistic playerto wait for the opponent.While the out-of-bandsignaldoesnot
correspondto any realisticmechanismin distributedcomputation,it accuratelyreduces
the setof protocol tracesto thosewherethe optimistic playerwaits for the opponent
insteadof contactingthetrustedthird party.

Our mainresultis that in any fair, optimistic,timely protocol,anoptimisticplayer
yieldsanadvantageto his opponent.This meansthat theopponenthasbotha strategy
to completethe signatureexchangeanda strategy to keepthe playersfrom obtaining
eachother's signatures.Sincethe protocolis fair, the outcomefor both playersis the
same,but the playerwith an advantagecanchoosewhat this outcomeis. This holds
regardlessof whethertheoptimisticplayeris the�rst or secondmover.

Sinceadvantagecannotbe eliminated,the besta protocolcando to protectopti-
mistic participantsis prevent the opponentfrom proving to any outsideparty that he
hasreacheda positionof advantage.This propertyis known asabuse-freeness.We de-
�ne abuse-freenessusingtheconceptof algorithmicknowledgeadaptedfrom epistemic
logic to formalizewhatit meansto “prove” somethingto anoutsideobserver.

Onedirectionfor furtherinvestigationinvolvesthenotionof trustedthird partyac-
countability. Therelationshipbetweenourde�nitions andthecryptographicde�nitions
of fairness[3] mayalsomerit furtherstudy. Finally, webelievethatour techniqueswill
proveusefulfor investigatingmulti-partycontractsigningprotocols.
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A Roleand ProtocolTheories

Weassumethatthevocabularycontainsthefollowingbasicsorts:��� (for publickeys),
�

(for messages),� (for pre-agreedcontracttexts), ��� (for protocolinstances),and
�

� (for globally uniqueinstanceidenti�ers, sincewe assumethat eachprotocol in-
stancehassuchan identi�er). We alsoassumea function




� � � � ���

����� �����

���	� �
�

�

� �5��� , i.e., aprotocolinstanceis determinedby thesigners'publickey,
thekey of thetrustedthird party, pre-agreedcontracttext, theanduniqueidenti�er. For
example,� +




� (

�

���

�

��*

�

�

�

%

� describesa protocolinstance,identi�ed as % , in which
signerswith public keys � ( and ��� exchangesignatureson thepre-agreedtext � with
thehelpof thetrustedthird partywhosekey is � * .



De�nition 11. Theory
�

is a role theoryfor participant� with public key ��� , where
��� is a constantof thesort ��� , if it satis�esthefollowing:
i) � includesa �nite list of predicates�

	

���������

�

� , called role statepredicates, anda
�nite list of timerpredicates,calledtimersof � . Thetwo lists aredisjoint.
ii) �

	

is a binary predicatewhoseargumentsare of thesort ��� and ��� , respectively.
We call �

	

theinitial rolestatepredicate.
iii) For each rule � �5" in

�

,

1. There is exactly oneoccurrenceof a role statepredicatein � , say � � , andexactly
oneoccurrenceof a role statepredicatein " , say � & . Furthermore, it is the case
that �

��� . If �

	

occurs in � , then �

	

	 � �

�

�9��� � for someterm � of thesort ��� .
2. If � & is a � -ary role statepredicateoccurring in � , and � & is an � -ary role state

predicateoccurring in " , then � � � . Furthermore, if � � 	 �

� ���������

� � � � � and
� & 	��

� ���������

� 3 ��� � , then �	� and �
� are thesametermsfor all 
���
�� � .
3. Let � ��	��

�
������� �

�
3

����� , �
&

	��

�
���������

�
3

� � " . Let ����� bethesetof terms� such
that % 	 � � or ! 	 	 �

�
�

�

�
�

� � � � for someTTPchannelpredicate! 	 . For each 
 , ��� is
derivablefrom �

�
���������

�
3 and ����� usingtherulesin Possess.

4. For each timer � of � ,
i) � and " each containat mostoneoccurrenceof � . Occurrencesare of theform

� 	 �
�

�

! ��� , where ! � is a constantof thesort ! �
� �&" �#!$��! � . If � occurs in " , thenit
occurs in � .
ii) If � 	 ���

�

��% ���#!�� ��� , theneither � 	 ���

�

��% ���&!���� " , or � 	 ���

�

���&!���� " .
iii) If � 	 ���

�

���#!�� � � , then � 	 ���

�

���&!���� " .
iv) If � 	 ���

�

! �
� ��' (���!�� ��� , then � 	 ���

�

! �
���&' (��)!���� " .
5. If % 	 � ��� � , where % is a networkpredicateand � is term of the sort

�

, then
% 	 � � � " . If ! 	 	 �

� �

�

� �

�9� � � , where ! 	 is a TTPchannelpredicate, and terms
�

� �

�

� �

� are of thesort ���

�

���

�

�

, respectively, then ! 	 	 �

� �

�

� �

�9��� " .
6. For anypredicate* other thana role state, timer, network,or TTPchannelpredi-

cate, atomicformula * 	6!

����� � � �

!

�

� hasthesameoccurrencesin � asin " .

De�nition 12. If � is a timer of theparticipantwith public key ��� , then � 	 ���

�

���&!�� �

� 	 ���

�

! � ����' (���!�� is thetimeoutruleof � .

De�nition 13. Theory � is a protocol theory for signers � and � and trustedthird
party � with public keys �)(

�

���

�

��* , respectively, where �)(

�

���

�

� * are constantsof the
sort ��� , if � +

���

�

�

�
�

� �


����������
��

�

�


�� ��������
��
�

�



����������
��

, where

1.
�

��� ���
� are role theoriesfor, respectively, �

�

�

�

� with publickeys �
(

�

�
�

�

�
* .

2. At mostoneTTPchannelpredicate, say ! 	
( , occurs in

�

. Each occurrenceof ! 	
( is

of theform ! 	
(

	 �
(

�

�
*

�

� � , where � is of thesort
�

, and ! 	
( maynotoccurin � .

3. At mostoneTTPchannelpredicate, say ! 	
� , occurs in � . Each occurrenceof ! 	

� is
of theform ! 	

�
	 �

�

�

�
*

�

� � , where � is of thesort
�

, and ! 	
� maynotoccurin

�

.
4. If someTTPchannelpredicateoccurs in �

� , thenit alsooccurs in
�

or � .
5. Therole statepredicatesand the timers of � (respectively, R) do not occur in �

(respectively,
�

) and �
� . Therolestatepredicatesandthetimersof � donotoccur

in
�

or � .
6.

��

����������
��

���



����������
��

� and �


�� ��������
��

are thesetsof timeoutrulesof all timersof
� , � , and � , respectively.



B Proof of Lemma 1

Proof. We rely on theobservationthatstatetransitionrulesaffectingindependentparts
of thesystemmaybecommuted.Intuitively, movesof � and � areindependentof � 's
internalstate.Therefore,aslong as � doesnot sendany messagesto � , � mayignore
any messagesentto him by � andfollow thesamestrategy in

���

asin
�

. In light of
proposition3, all weneedto show is that � hasaweak � -silentabort[resolve] strategy
at

� �

if � hasa weak � -silentabort[resolve] strategy at
�

. We provethis by induction
on theheightof thecontinuationtreeat

�

.
Basecase:Theheightof thecontinuationtreeat

�

is � . Thelemmais vacuouslytrue.
Inductionhypothesis:Supposethelemmais truefor all states

�

suchthattheheightof
thecontinuationtreeat

�

is � % .
Inductionstep:Considerstate

�

suchthat i) theheightof thecontinuationtreeat
�

is
%���
 , andii) � hasaweak � -silentabort[resolve] strategy at

�

.
Considerthecontinuationtreeat

���

, andremoveall edgesthatarein
�

"

�

����
��� 


"

�


����������
��

alongwith their descendants.For eachremainingedge � from
���

to some
state

� � �

, let ! bethestatetransitionrule labeling � andconsiderthefollowing cases:

Case
 : !��

� . Sincenomessageis sentto � in the
�

�

���

transition,! canbeapplied
at

�

aswell, resultingin somestate
�

�

. Observe that:
i) theheightof thecontinuationtreeat

�

�

is � % ;
ii) � hasa weak � -silentstrategy at

�

�

;
iii)

� � �

canbeobtainedfrom
�

�

by thesametransitionthatlabels
�

�

���

: simplycom-
mute

�

�

� �

and
� �

�

� � �

transitions.
By theinductionhypothesis,� hasaweak � -silentstrategy at

��� �

. Replacethecontin-
uationtreeat

��� �

by this strategy.

Case� : ! � �

"

�


����
��� 


. Therearethreepossibilities:
2.1) ! cannotbeappliedat

�

. Removeedge� alongwith its descendants.
2.2) ! canbeappliedat

�

, but it is notapartof the � -silentstrategy at
�

. Removeedge
� alongwith its descendants.
2.3) ! canbeappliedat

�

, andit is apartof the � -silentstrategy at
�

. Then,asin Case

 , replacethecontinuationtreeat

��� �

by this strategy.

Case� : ! � �



����������
��

. If ! is not a partof the � -silent strategy at
�

, remove edge�

alongwith its descendants.If it is apartof the � -silentstrategy, replacethecontinuation
treeat

� � �

by thisstrategy.
By constructingtheright continuationtreefor any immediatedescendantof

� �

, we
have constructeda weak � -silentstrategy at

���

. It remainsto show that it is indeedan
abort[resolve] strategy. Therearetwo possibilities:

CaseA: The heightof theconstructedstrategy is � . From the construction,it follows
that theheightof the weak � -silent abort[resolve] strategy at

�

is also � . Therefore,
�

�����

�

	

�

��+ � [ �

�����
�

	

�

� +�� ]. By proposition1, �

�����

�

	

� �

� +�� [ �

�����
�

	

� �

��+�� ].

CaseB: Theheightof theconstructedstrategy is ��� . By construction,all leaf nodes
arelabeledby states

�

�

suchthat �

�����

�

	

�

�

� +�� [ �

�������

	

�

�

� +�� ].

Weconcludethat � hasaweak � -silentabort[resolve] strategy at
���

, whichcompletes
theinduction. ��


