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Abstract. A contractsigning protocollets two partiesexchangedigital signa-
tureson a pre-agreedext. Optimisticcontractsigningprotocolsenablethe sign-
ersto do sowithoutinvoking atrustedthird party However, anadjudicatinghird
partyremainsavailableshouldoneor bothsignersseektimely resolution We an-
alyzeoptimistic contractsigningprotocolsusinga game-theoretiapproachand
prove afundamentalmpossibility result:in ary fair, optimistic, timely protocol,
an optimistic playeryields an adwantageto the opponent.The proof relieson a
carefulcharacterizatiomf optimistic play that postponesommunicatiorto the
third party Sinceadvantagecannotbecompletelyeliminatedfrom optimisticpro-
tocols,we aguethatthe strongespropertyattainables the absencef provable
adwantagej.e., aluse-freenesin the senseof Garay-Jakbsson-Macknzie.

1 Intr oduction

A variety of contractsigning protocolshave beenproposedn the literature,includ-
ing gradual-releasewvo-party protocols[5, 7,12] and x ed-roundprotocolsthat rely
on an adjudicating“trusted third party” [2,3,18,23,26]. In this paper we focuson
x ed-roundprotocolsthat usea trustedthird party optimistically, meaningthat when
all goeswell, the third party is not needed.The reasonfor designingoptimistic pro-
tocolsis thatif a protocolis widely or frequentlyusedby mary pairsof signers,the
third party may becomea performanceottleneck Dependingon the contet, seeking
resolutionthroughthe third party may delaytermination,incur nancial costs,or raise
privacy concernsObviously, thevalueof anoptimistic protocol,asopposedo onethat
requiresa third party signatureon every transactionlies in the frequeng with which
“optimistic” signerscancompletethe protocolwithout usingthethird party.
Someusefulpropertieof contractsigningprotocolsarefairness which meanghat
eitherbothpartiesgetasignedcontractor neitherdoesandtimelinesswhich generally
meanghat eachparty hassomerecourseto avoid unboundedvaiting. The reasorfor
usingatrustedthird partyin x ed-roundprotocolsis a basiclimitation [14,24] related
to thewell-known impossibility of distributedconsensu the presencef faults[17]:

The authorsare partially supportecby OSD/ONR CIP/SW URI 2Software Quality and In-
frastructureProtectionfor DiffuseComputing%asONR GrantN00014-01-1-0795Additional
supportfor Mitchell from NSF Grant CCR-0121403)TR/SY @ComputationalLogic Tools
for ResearclandEducatior?, for Scedre from NSF GrantCCR-0098096andfor Shmatilov
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no x ed-lengthtwo-partyprotocolcanbefair. Althoughthereis atrivial protocolwith
a trustedthird party, in which both signersalways sendtheir signaturedirectly to it,
protocolsthat arefair, timely, andusefully minimize demandsn the third party have
provensubtleto designandverify.

This paperre nes previous models,formalizespropertiesfrom the literature on
x ed-roundwo-partycontractsigningprotocols,andestablisheselationshipdbetween
them.We usethe set-of-tracessemanticgor protocols,de ning eachinstanceof the
protocolasthe setof all possibleexecutiontracesarrangedn atree.Our chosemota-
tion is multisetrewriting [10], but the resultswould hold for otherformalismswith the
samebasicexecutionmodel.

Modelfor optimism.One modelinginnovationis an untimednondeterministicetting
that providesa set-of-tracesemanticgor optimism.Intuitively, optimisticbehaior in
contractsigningis easilydescribedasa temporalconcept:an optimistic signeris one
who waits for someperiodof time beforecontactingthe trustedthird party. If Alice is
optimistic,andBob choosedo continuethe protocol by respondingthenAlice waits
for Bob's messageatherthancontactthe third party. Sincethe value of an optimistic
protocollies in whatit offersto an optimistic player we evaluateprotocolssubjectto
theassumptiorthatoneof the playersfollows anoptimisticstrateyy. As adirectway of
mathematicallycharacterizingptimisticplay, we allow anoptimistic playerto give his
opponenthe chanceto signal(out of band)whetherto wait for a messageThis gives
usarelatively easyway to de ne the setof tracesassociateavith anoptimistic signer
while stayingwithin thetraditionalnondeterministicuntimedsetting.

Impossibilityresult.In evaluatingprotocolperformancdor optimisticplayerswe prove
thatin everyfair, timely protocol,anoptimistic playersuffersa disadwantageagainsta
stratgyic adversary The importanceof this resultis that optimistic protocolsare only
usefulto the extentthat signersmay completethe protocoloptimistically without con-
tacting the third party. In basicterms,our theoremshaows that to whatever degreea
protocolallows signersto avoid the third party, the protocol proportionallygivesone
signerunilateralcontrol over the outcomeof the protocol.

Toillustrateby example consideranonline stocktradingprotocolwith signedcon-
tractsfor eachtrade.Supposéehebroker startsthe protocol,sendinghercommitmento
sell stockto thebuyerataspeci ¢ price,andthe buyerrespondsvith his commitment.
To ensurdimely termination thebrokeralsoenjoystheability to abortthe exchangeby
contactingthe trustedthird party (TTP) if the buyerhasnot respondedOncethe buyer
commitsto the purchasehe cannotusethe committedfundsfor otherpurposesEven
if he hasthe optionto contactthe TTP immediately an optimistic buyerwill wait for
someperiodof time for the brokerto respondhopingto resohe thetransactioramica-
bly andavoid the extra costor potentialdelayassociatedvith contactinghe TTP. This
waiting periodmay give the broker a usefulwindow of opportunity Onceshehasthe
buyer's commitment.the broker canwait to seeif sharesareavailablefrom a selling
customerat a matchingor lower price. The longerthe buyer is inclined to wait, the
greaterchancethe broker hasto pair tradesata pro t. If the broker nds the contract
unpro table,shecanabortthetransactiorby falselyclaimingto the TTP thatthe buyer
hasnotrespondedThis broker stratgy succeeds proportionto thetime thatthebuyer
optimisticallywaitsfor the brokerto continuethe protocol;this time interval, if known



exactly or approximatelygivesthe broker a periodwhereshecandecideunilaterally
whetherto abortor completetheexchange.

Abuse-feenessSinceadvantageagainstan optimistic playercannotbe eliminated the
mosta protocol cando is prevent the opponentfrom proving that he hasan advan-
tage.For example,even thoughthe broker in our examplehascontrol over deciding
whetherthe salehappensthe protocolmay still be ableto preventher from shaving
thebuyer'scommitmento otherparties.Suchprotocolshave beencalledabuse-feein
theliterature[18]. We useaformalrepresentationf knowledgederivedfrom epistemic
logic [19,16] to formalizethe“ability to prove” andanalyzealuse-freenesasthelack
of provableadvantae.

The paperis organizedasfollows. In section2, we brie y summarizeour semantic
framewvork and de ne the classof two-party contractsigning protocolswith trusted
third party. In section3, we formalize protocol propertiessuchasfairnessoptimism,

andtimelinessin sectiord, we formalizeoptimisticbehaior of aparticipantandshowv

thatthe optimistic participantis at a disadwantagen ary fair, optimistic, timely proto-

col. In sections, we formalizeprovableadvantageandabuse-freenesfelatedwork is

discussedn section6. We summarizeour resultsin section?.
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2 Model

2.1 Multiset rewriting formalism

Our protocolformalismis multisetrewriting with existentialquanti cation, MSR[10],
which canbe seenasan extensionof somestandardnodelsof computationg.g., mul-
tiset transformatior4] and chemicalabstractmachine[6]. This formalism faithfully
expresseshe underlyingassumption®f the untimed,nondeterministicasynchronous
model.A protocolde nition in MSR de nesthesetof all possibleexecutiontracesfor
ary instanceof the protocol. A numberof otherformalismsthatdo so,suchas[1, 15]
andothers,would have suitedour purposesaswell, andin this senseour main results
areindependentf the MSR formalism. The synchronousnodelwith a global clock
doesnot seemappropriatefor our investigationbecausex ed-roundcontractsigning
protocolsin theliterature[2, 3,18,23,26] do notrely on aglobal clock.

MSR syntaxinvolvesterms,facts,andrules. To specifya protocol, rst choosea
vocahulary, or r st-odersignatue. We assumehatourvocahulary containssomebasic
sortssuchas _  for publickeysand for protocolmessageds usual the
termsoverasignaturearethewell-formedexpressiongroducedy applyingfunctions
to agumentsof the correctsort. A factis a rst-order atomicformulaover the chosen
signaturewithout free variables.Thereforeafactis the resultof applyinga predicate
symbolto groundtermsof thecorrectsort. A stateis a nite multisetof facts.

A statetransitionis arule written usingtwo multisetsof rst-order atomicformulas
andexistentialquanti cation,in thesyntactidorm



. Themeaningof thisruleis thatif somestate containgactsobtainedoy aground

substitution from rst-order atomicformulas , thenonepossiblenext state
isthestate thatissimilarto , butwith factsobtainedoy from removed
andfactsobtainecby from addedwhere arereplacedy new

symbols.If therearefreevariablesn therule

, thesearetreatedasuniversallyquanti ed throughoutherule. In anapplicationof
arule, thesevariablesnaybereplaceddy any groundterms.

As anexample,considerstate andrule
The next stateis obtainedby instantiatingthis rule to .
Applyingtherule,wechoosenew value for andreplace by ,
obtainingthe new state

Timer signals.In ourmodel,timersareinterpretedaslocal signalsusedby participants
to decidewhento quit waiting for a messagdrom the other party in the protocol.
They do notreferto ary globaltime or imply synchronicity Timersareformalizedby

binarytimerpredicateswhoserst arguments of thesort _ andidenti esthe
participantwho recevesits signal,while the secondargumentis one of the following
threeconstant®f the sort - : , ,and -

Cryptagraphy Contractsigningprotocolsusuallyemploy cryptographigorimitives.In
general,the purposeof cryptographyis to provide messageshat are meaningfulto
someparties but notsubjectto arbitrary(non-polynomial-timefomputatiorby others.
For example,encryptionprovidesmessagethat are meaningfulto ary recipientwith
thedecryptionkey, but not subjectto decryptionby ary agentwho doesnot possesthe
decryptionkey. Thelogic-basedormalismof MSR cannotcapturesubtledistinctions
betweenfor example,functionscomputablewith high probability andfunctionscom-
putablewith low or negligible probability. Instead we mustmodelfunctionsaseither
feasiblycomputablepr not feasiblycomputable.

For eachoperationusedin a protocol,we assumehereis someMSR characteriza-
tion of its computabilitypropertiesTo give a concreteframework for presentinghese
rules,let us assumesomesetof predicates is arny sort . Sincethe sort
is determinedby the sortof theagumentgo , we will notwrite the sortwhenit is
eitherirrelevant,or clearfrom context. Intuitively, arule of theform

meansthatif an agentpossessedata , thenunderconditionsspeci ed by
facts , it is computationallyfeasiblefor him to alsolearn . For
example,herearethefamiliar “Dolev-Yao” [13, 25] rulesgivenin [10]:

encrypt
encrypt Keypair

In the remainderof the paper we assumesome x ed theory Posses®f rulesthat
characterizéhe computationallyfeasibleoperationn messagesAs a disclaimerwe
emphasizehatthe resultsin this paperareaccuratestatementabouta protocolusing
cryptographicprimitives only to the extent that Possessaccuratelycharacterizeshe
computationallyfeasibleoperationsin particular protocolsthat distinguishbetween



low-orderpolynomialcomputatiorandhigh-orderpolynomialcomputationpr rely on
probabilisticoperationsn someessentialvay, mayfall outsidethescopeof ouranalysis
andmay concevably violate someof ourresults.

2.2 Protocolmodel

We saythata protocol is a contract signing protocol if it involvesthreeparties,
(originator), (responder)and (trustedthird party),andthegoalof theprotocolis to
enable (respectiely, )toobtain 'ssignaturgrespectiely, 'ssignaturepnsome
pre-agreedext. For brevity, we will saysignatue asa shorthandor “signatureon the
pre-agreedext,” usetermscontract signingand signatue exchange interchangeably
andreferto and assignes. We specifythe protocolby a setof MSR rules,which
we call a theory Any sequencef rules consistentwith the theory correspondgo a
valid executiontraceof a protocolinstancelf executiontracesarenaturallyarrangedn
trees thenthe MSR theoryde nesthesetof all possibleexecutiontracesasa forestof
trees.To obtaintheimpossibilityresult,we chooseany contractsigningprotocol and
X it. We assumehat the contracttext for eachinstancecontainsa uniqueidenti er,
andconsidernly a singleinstanceof

A protocoltheory  for the given protocolis the disjoint union of six theories:

, and . We will referto asrole

theories Eachrole theory speci es oneof the protocolrolesby giving a nite list of
role statepredicateghatde ne theinternalstatesf the participantplayingthatroleand
therulesfor advancingfrom stateto state.Role theoryalso containsanothey disjoint
list of timer predicatesdescribingthe rulesfor the participants timers. A participant
mayadvancehis stateby “looking” atthestateof histimersor thenetwork (i.e., atimer
or anetwork predicateappear®ntheleft sideof therule). He mayalsosethistimer by

changinghetimer's statefrom to , buthemaynotchanget to -
A timeoutrule is arule of theform _ , Where isthe
publickey of the participantassociateavith timer . In theprotocoltheory ,
,and arethe setsof timeoutrulesfor all timersof , ,and |,

respectiely. For simplicity, we will combinetherole theoryandthetimeoutsof , and
callit

CommunicationFollowing the standarcassumptiorthattheadwersarycontrolsthe net-
work andrecordsall messagesye modelcommunicatiorbetween and byaunary
networkpredicate whoseargumentis of the sort . Onceafact for some
is addedto the state,it is never removed. As in contractsigning protocolsin the
literature[3, 18], we assumehat channeldbetweensignersand areinaccessibléo
the adwersaryandseparatérom the network between and (by contrast[20] con-
siderssecurityof contractsigning protocolsunderrelaxed assumptiongboutchannel

security).Channeldetweersignersand aremodelecby ternary pred-
icates whoseargumentsareof thesort -, _ and , respectiely.
Forexample, modelsthechannebetween and carryingmessage .

Threatmodel.We areinterestedn guaranteeprovided by contractsigning protocols
whenone of the signersmisbehaesin anarbitraryway. is assumedo be honest.
We will call themisbehaing signertheadvesary. The adwersarydoesnot necessarily



follow theprotocol,andmayignorethe stateof thetimersor stopprematurelyHe may
gathermessagefrom the network, storethem, decomposeheminto fragmentsand
constructnen messagefrom the fragmentsTheseabilitiesareformalizedby theories

and containingdishonestulesfor and , respectiely. Eachrule
modelsa particulardishonesbperation.

A protocolde nition consistf the protocoltheory |, theories and
Possessheorywhich modelscomputatlonalI)fea3|bleoperat|on$n messagesandthe
initial setof facts  which containsthe initial statesof all participantsand timers.
Formal de nition of protocol theory can be found in appendixA. Non-probabilistic
x ed-roundcontractsigningprotocolsin theliteraturesuchas[3, 18] canall bede ned
in thisway.

2.3 Tracesand continuation tr ees

A stateis a nite multisetof facts.For example,theinitial state mayincludefacts

and modelingthe initial statesof the originator
andthe respondein protocol : eachknows his own public and privatekeys, andthe
opponents public key. A tracefrom state is a chainof nodeswith theroot labeled

by , eachnodelabeledby a state,and eachedgelabeledby atriple . Here
isoneof , , , , , is a state
transitionrule,and is a groundsubstitution If Iabelsthe edgefrom anode

labeledby  to anodelabeledby it mustbethe casethatthe applicationof to
produces . Any statelabelinga nodein this chainis saidto bereahablefromS.

We will simply saythata stateis reatableif it is reachabldrom theinitial state

An edgeis adishonesmoveof if it is labeledby some . issaidbe
honestin the traceif thereareno dishonestmovesof in thetrace.lf s reachable
by atracein which is honestthen isreadablebyhonest . Thede nitions for
aresymmetric Assumingthatdishonesparticipantsjf arny, make only a nite number
of dishonestoves,let continuationtree  atstate bethe nite treeof all possible
tracesfrom . Thistreecanbethoughtof asa gametreethatrepresentshe complete

setof possibleplays.Let bethetreeobtainedrom by removing all edgesn
alongwith their descendantdntuitively, is the setof all possible

playsif  stopsparticipatingin theprotocol.De nition of is symmetric We will

saythatarny edge in  thatis labeledby arulein  or (respectiely, or

),isunder 'scontrol (respectiely, 'scontrol).To modeloptimismof honest
signergseesectiond), we will alsoassumehatsomeedgesn
areundercontrol of thedishonesparticipant.

3 Propertiesof Contract Signing Protocols

MSR de nition of the protocolde nes the setof all possibleexecutiontracesin the
form of a continuationtree. To de ne protocolpropertiessuchasfairnessoptimism,
timeliness andadvantagewe view the continuationtreeasa gametree containingall
possibleplays,andadaptthe notionof stratgy from classicagametheory



For theremaindenof thepaperwewill assumehatonly oneof thesignerds honest.
We will use to referto thehonestsigneri.e.,, refersto either , or , depending
onwhich of themis honestWe'll use to referto the other dishonessigner

3.1 Strategies

Following [11], we formalize strat@iesastruncatedcontinuationtrees.Given a setof
edges , let be the tree obtainedfrom continuationtree by removing the
edgesin  alongwith their descendantdntuitively, if  is a subsetof edgesof
under 'scontrol,then is the setof possibleplaysthatresultif  doesnot use
transitionsin . Similarly, we cande ne (recallthat is thetreeof all
playsif  stopsparticipatingin the protocol).

De nition 1. Let beareadablestateandlet be the continuationtree from

Let .

1.1f isasubsebfedgesof sudithateachedgin isunderthecontmwol of some
, then is saidto bea stratey for thecoalition . If there are nodishonest

movesof any in , then is saidto bean honeststrateyy.

2.1f is a subsetof edgesof suct thateac edgein  is underthe control of

some , then is saidto bean -silentstratey for the coalition

This de nition correspondgo the standardgame-theoreticotion of strateyy.
representshe playsthatthe coalition  consideraunfavorable,and represents
thecontinuationghat prefers At ary givenstate in , anedgecomingout of
thenodelabeledby indicatesthe next movefor  in accordancevith the stratgy

. If the edgeis notunder 's control,thenthe next movefor s idling, i.e.,
waiting for othersto move.

To de ne fairnessandotherpropertiesye areinterestedn stratgiesin which the
coalition drivestheprotocolto a statein which somepropertyholds:

De nition 2. If thereis a strategy from forcoalition sudthatall leafnodes
of arelabeledbystates thatsatisfysomeproperty ,then hasastratgy
from toreachastatein which holds

Thede nition for -silentstratgiesis similar.

Sincetheplayers'objective in the gameis to obtaineachother's signaturesye are
interestedn thestatesvhere possesses'ssignatureandtheoneswhere possesses
‘'ssignatureFormally, possessesometerm inareachabletate if isderivable,

usingtherulesin Possessfrom thetermsin 'sinternalrole statepredicate in
and ‘'sadditionalmemoryin givento him by thethreatmodel.Possessiors always
monotonic.The de nition for  is symmetric,exceptthat the threatmodel doesnot
have to beconsidered.

De nition 3. If thereis a strategyfor coalition sudthatall leafnodesn thestrategy
are labeledby statesin which  possesses 's signatue, then hasa stratgyy from

to give 's signature Moreover; if ,then is saidto havea stratgy to
obtain 'ssignature



3.2 Fairnesspptimism, timeliness,and advantage

We now usethe notion of stratgy to de ne whatit meangfor a contractsigningpro-
tocol to be fair, optimistic,andtimely, andwhatit meandor a participantto enjoy an
adwantage The de nitions arequite subtle.For example,we needto draw the distinc-
tion betweena strategy for achieving someoutcome anda possibilitythatthe outcome
will happenunderthe right circumstancesThis requiresintroductionof a four-valued
variableto characterizéhe degreeof eachplayer's controloverthe protocolgame.

Fairness.Fairnesds the basicsymmetrypropertyof an exchangeprotocol. Thereis a
known impossibility result[14,24] demonstratinghat no deterministictwo-partypro-
tocol canbe fair. Therefore fairnessrequiresintroductionof at leastone otherparty;
e.g., thetrustedthird party . Our de nition is equivalentto a commonde nition of
fairnesdn termsof statereachability[18, 11]. Intuitively, a protocolis fair for the hon-
estsigner , if, whenever hasobtained 'ssignature, hasa strategy in coalition
with  toobtain 'ssignature.

De nition 4. A protocolis fair for honest if, for eact state reacdableby honest

sud that possesses'ssignatuein , thecoalitionof and hasanhonest
strategy from  to give 's signatue for all boundson the numberof movesthat a
dishonest males.

Advantae. Intuitively, fairnesssaysthat either both playersobtain what they want,
or neitherdoes.This is not always sufcient, however. A player's ability to decide
unilaterallywhetherthe transactiorhappenor not canbe of greatvaluein scenarios
whereresourcecommitments important,suchasonlinetradingandauctionbidding.
To characterizehe degreeto which eachparticipantcontrolsthe outcomeof the
protocolin a given state,we now de ne a pair of values associateavith
eachreachablestate.We areinterestedn whata participantmaydo in the worsepos-
sible case.Therefore,despiteour assumptiorthat  is honest,we will consider 's
dishonesmoveswhenreasoningabout 's ability to controlthe outcome.

De nition 5. De ne for anyreahablestate asfollows:
, if  hasa strategy to obtain 's signatue for all boundson
thenumberof dishonesmovesof

 if ,but hasa -silentstrategy to reac state
sud that ,
-, if , but there is state  readhablefrom
sud that , and no transition on the
pathisin ,
, otherwise
ThestrategiesneednotbehonestDe nition of is symmetric.
Intuitively, if canobtain 'ssignatureno matterwhat does,

if canobtain ‘'ssignatureprovided stopscommunicatingandremainssilent, - if
thereis apossibility(but nostratgyy) for toobtain 'ssignaturevhen issilent,and
meansthat cannotobtain 's signaturewithout 'sinvolvement.The difference
between and- is essentialFor example, if canobtain 'ssignature



by sendingamessagéo aslongas is silent,while - if issilent,but
somepreviously sentmessagés alreadyon the channelto , andthe outcomeof the
protocoldepend®n theraceconditionbetweerthis messagand 's message.

Givenaninitial state , we assumehat . Thesigna-
ture exchangeproblemis not meaningfulotherwise.

De nition 6. hasanabortstratgyin if hasastrategytoreac astate sudth

that . hasaresolhestratgyin if hasa strategyto reac a state
suc that . hasanadwantagen if hasbothanabortstrategy
andaresolvestrategy.

If hasanadwantageén ,then doesnothaveanadwantageén ,andviceversa.

Optimism.Intuitively, a protocolis optimistic if it enablestwo honestpartiesto ex-
changesignaturewithout involving the trustedthird party, assuminghey do nottime
out waiting for eachother's messagesSuch protocolspotentially provide a practical
meansof fair exchangebetweemistrustingagentswithout relying on a third partyin
mostinstances.

We saythat doesnotsenda messgeto in thetransitionfrom to if (i)
thetransitionis anapplicationof arulein , and(ii) nofactcreatedoy the
transitionmatchesatermin theleft handsideof arulein

De nition 7. Afair protocolis optimisticfor if, assuming ishonestand contmols
thetimeoutsof both and , hasanhoneststrateggyat  sud that
1) no messgesare sentby anysignerto ;
2) everyleafnodeis labeledby a statein which ~ possesses's signatue;
3)therisatracefrom to aleafnodethatinvolvesonlythetransitionsin

Any tracein this strategy is an optimistic trace De nition of optimisticfor is
symmetricA protocolis optimisticif it is optimisticfor bothsignes.

Our de nition of optimismimpliesthatthe protocolspeci cation doesnot permit
honestparticipantsto contact nondeterministicallyi.e., every rule thatresultsin a
messageentto  is conditionalon sometimer timing out.

TimelinessWe now formalizethe following intuition [3]: “one playercannotforcethe
otherto wait for ary lengthof time— afair andtimely terminationcanalwaysbeforced
by contactingthe third party” Timelinesshasbeenemphasizedby the designerf fair
exchangeprotocols,sinceit is essentiafor practicaluse.ln ary stateof the protocol,
eachparticipantshouldbeableto terminateheexchangeaunilaterally If hehasnotbeen
ableto obtainthe other's signature he canalwaysreacha terminalstatewherehe can
stopandbesurethatthe opponentwill notbeableto obtainhis signaturegither

De nition 8. A fair, optimistic protocolis timely for  if in every stateon an opti-
mistictrace hasan -silentstrategyto reat a state sud that or
. A protocolis timelyif it is timelyfor bothsignes.

Toillustratetheimportanceof timelinessgconsidera protocolthatis nottimely, e.g.,
Boyd-Fooprotocol[8]. In thisprotocol,originator releasesomeinformationthatcan
beusedby responder toobtain 'ssignaturefrom atsomelaterpoint.If  stops



communicating, is at his merg/. He may have to wait, possiblyforever, beforehe
learnswhetherthe exchangehasbeensuccessful.

For therestof this paperwe assumehatthe protocolis fair, timely, andoptimistic
for bothsigners.

4 Impossibility of Balancein Optimistic Protocols

As explainedin theintroduction,optimisticcontractsigningprotocolsareonly valuable
insofar asthey offer bene t to anoptimistic participant.We saythatthe honestpartici-
pant is optimisticif, in ary statewhereheis permittedby the protocolspeci cation
to contacttrustedthird party , hewaitsfor 'sresponséeforecontacting .

The propensityof the optimistic participantto wait for the opponentsresponséde-
forecontacting canbeexploitedby theopponentRecallthatde nition 7 impliesthat
anhonestparticipantonly contacts after sometimer timesout. We usethis to model
optimismof by giving theability to schedulghetimeoutrulesof by an“out-
of-band”signal.In any implementatiorof the protocol, doesnot actuallyschedule

'stimers.Thisis simply atechnicaldevice to restrictthe setof executiontracesunder
considerationio thosethatmayoccurwhenoneof the participantds optimistic.

De nition 6 canthusbe extendedto casesvhere is optimisticby permitting 's
strat@y to include control over timeoutsof and . If  doesnot have a stratgy
for reachinga statewherehe hasan advantageover an optimistic , we saythatthe
protocolis balancedfor an optimistic . As we will now shaw, balancecannotbe
achievedby ary fair, timely, optimistic protocol.

The rst obsenrationunderlyingour proofis that, in the interleaving semanticf
concurreng usedby our model, the orderof applicationof statetransitionrulesthat
affectindependenpartsof thesystemcanbecommutedThesecondbsenationis that
the stratgyiesavailableto the dishonesplayerarenot negatively affectedby messages
sentto him by thehonesplayeror by thehonesplayer'stimeoutsbecaus¢hedishonest
playeris freeto ignoreboth.

We startwith anauxiliary proposition which follows directly from de nition 5.

Proposition1. Let be a statetransitionnotin f ,
then f , then
Propositionl implies that if and , thenthe
transitionmustbein . Similarly, if and , then
isin . Intuitively, a playeracquiressomedegreeof control over
the outcomeof the protocolfor the rst time only becaus®f the otherplayer's move.
Justlikewe de ned to bethetreeobtainedrom by remaoving all edgesn
,wede ne to bethetreeobtainedrom by removing all edges
in .If  isaselectionof edgesn under 'scontrol,
then is astratgyy availableto if remainssilentandnotimerstime out.

We will call suchastratgyy weak -silentstrategy.

Proposition2. Let be a statetransitionin . hasaweak -silent
abort [resolve]strategy at  if andonly if hasa weak -silent abort [resolve]
strategy at



The proof of proposition2 relieson thefactthatthemovesof and thatconsti-
tuteaweak -silentstratgly cannotdependnthestateof 'stimers.

Proposition3. hasan -silentabort[resolve]strategy at if andonlyif hasa
weak -silentabort[resolve]strategy at

In the proof, we useproposition2 to constructan -silent strateyy from a weak
-silent strategyy by inductionon the heightof the continuationtree.Proposition3 es-
tablisheghatthe stratgiesavailableto thedishonesplayerarenot negatively affected
by the honestplayer's timeouts.We now shav thatthey arenot affectedby the honest
players message® the dishonesplayet

Lemmal. Let be a transitionin .If hasan -silentabort
[resolve]strategyin ,and doesnotsenda messgeto inthe transition,
then hasan -silentabort[resolve]strategyin

Proof. Theproof,illustratingour generaprooftechniquesis in appendixB.

We uselemmal to show thatfor eachstratgy conditionalon remainingsilent,
thereis anequialentstratgy in which  is notsilent,but simplyignores 's mes-
sagesThestratgy worksaslongas doesnottry to talk to

Lemma?2. If hasan -silentabort[resolve]strategyat ,and doesnotsendany
messgesto ,then hasanabort[resolve]strategy.

Proof. (Omittedfor spacereasons).

We now show that a stratgly conditionalon nottalkingto  works againstan
optimistic  sincehewaitsfor 's messagemsteadof trying to contact .

Lemma3. Let bea statethatdoesnotcontain - for anytimer pred-
icate .If hasan -silentabort[resolve]strategyin state ,then hasanabort
[resolve]strategy againstoptimistic  in

Proof. (Sketch)De nition 7 impliesthatan optimistic contacts only whensome
timer timesout.  controlsthe timeoutsof an optimistic . Hence canprevent
from sendingary messagéo . Wethenapplylemma2.

Theorem1 (Impossibility of Balance).Let be a fair, optimistic, timely protocol
betweersignes and .If s optimistic,thenthereis a non-initial state  sud
that hasanadvantaje againstanoptimistic at

Proof. (Sketch)By de nition 7, thereis an optimistic tracefrom the initial state
which containsonly thetransitionsin andleadsto  suchthat
Considethe rst transition onthistracesuchthat
. Propositionl impliesthatthis mustbe atransitionin . By de nition 7,
doesnotsendamessagéo arnywherein thetrace,includingthistransition.
By de nition 8, hasan -silentstrateyytoreachastate suchthat
or . Since , it mustbethe casethat ,l.e,



hasan -silentabortstratgy. By lemmal, hasan -silentabortstratgy in
Thereforepy lemma3, hasanabortstratgy againsioptimistic in

By de nition 7, hasastratgy at  to obtain 's signaturesince controls
the timeoutsof and . Because is reacheda part of this stratgy (recall that
the transitionis on an optimistictrace), alsohasa stratgy to obtain 's
signatureat .Hence hasaresol\estratgy againsoptimistic in .Since has
bothabortandresole stratgies, hasanadwantageagains@anoptimistic in

We'd like to emphasizehattheresultof theoreml is not a trivial “second-maer”
adwantage. and arenot protocolroles,but simply notationfor the honestanddis-
honesparticipantyespectrely. An optimisticparticipants atadisadwantageegardless
of therole he playsin the protocol.Evenif he choosedheresponderole, hewill lose
controlovertheoutcomeof the protocolat somepointaslong asheremainsoptimistic.
For example,in Garayet al.'s abuse-freecontractsigningprotocol[18], the originator
enjoystheadwantageovertherespondereventhoughtherespondeis the rst toreceve
informationthat potentiallyenablesim to obtainthe originator's signature.

5 Abuse-FreeProtocolsand Provable Advantage

Theorem1 statesthatary fair, optimistic, timely protocol necessarilyprovidesa dis-
honestparticipantwith control over the outcomeagainstan optimistic opponent.The
problemmaybealleviatedby ensuringhatno participantcanproveto anoutsideparty
thathe controlsthe outcome.Suchprotocolshave beencalledabuse-feein the litera-
ture [18], and concreteprotocols[3, 18] have beenconstructedising zero-knavledge
cryptographictechniquessuchasveri able signatureescravs and designated-gri er

proofs. To formalize “ability to prove; we rely on a knowledge-theoretidramevork
borrovedfrom epistemidogic [19, 16].

Reasoningaboutknowled@. Given a participant anda reachablestate , let 's
viewof bethesubmultisebf containingall thefactscorrespondingo role statesn
theroletheoryof ,timersof andmessagesn 'schanneldo otherparticipants.
Intuitively, this setrepresentsll that mayobserein . Givenatrace from the
initial state to , constructa new labeledchainby relabelingthe nodesby 'sview
of . Relabelthe edgesnot associatedvith by , which indicatesthat somebody
otherthan may have moved. Since cannotobsenre other players' moves,insert
an betweenary two consecutie edgeslabeledby rulesof  (duplicatethe node
connectingtheseedges)as well asat the startand end of the trace.If therearetwo
or moreconsecutie edgeshbut 'sview doesnot changewhenmaving acrossone
of them,thendeletethatedge.Theresultingchain  is called 'sobservatiorof the
protocol, . Intuitively, 'sobsenationisjust 'sown historyin thetrace.
In the spirit of algorithmic knowledge[16,22], obsenations and
areequialentif they arecomputationallyindistinguishabldy

De nition 9. Givenatrace from endingin ,wesaythat knowsin that
logical formula s trueif
i) istruein ,and



ii) foreacdhtrace from to  sudthat is indistinguishableby
from , istruein

Intuitively, knowsthat istrueif holdsin all possibleexecutionsof the pro-
tocol consistentvith  'sobsenations.

Abuse-feenessTo reasoraboutaluse-freenessye augmenthe protocolwith anout-
sideparty andconsiderhis knowledgeat differentstagesof the protocol. does
not possesshesigners'or thethird party's privatekeys, andobtainsall of his evidence
aboutthe protocolfrom oneof theprotocolparticipantse.g., , whoforwardsarbitrary
message® in anattemptto cause toknowthat is participatingin the protocol.

De nition 10. hasprovableadvantageagainst in state if

i) hasanadvantgeover at ,and

i)  canprovideinformation,derivedfromthe protocolexecutionupto , thatcauses
toknow that is participatingin the protocol.

A protocolis aktuse-fredor if hasnoprovableadvantayein anyreadablestate

De nition 10is wealerthanonemightexpect.If  enjoysanadwantageat ,then
in orderfor  to enjoy provableadvantage, merelyhasto prove 's participation
in the protocol. may succeecdvenif his protocolwith s alreadyover. But since
we areconcernedvith makingthe protocolassafeaspossiblefor anoptimistic , the
wealer de nition is acceptablesinceit makes aluse-freeneséits negation) stronger
Combiningtheoreml andde nition 10, we obtain

Corollary 1. Inanyfair, optimistictimely, abuse-feeprotocolbetween and ,there

isatrace from tostate sud that

i) hasanadvantaye overoptimistic at ,

i) doesnotknowin that is participatingin theprotocol,i.e., thereis another

trace from tosome sudthat is indistinguishabldoy  from
,and isnotparticipatingin

6 Relatedwork

Previous game-theoretiapproacheso the studyof fair exchange11, 20,21] focused
onformalizingfairnesdor thestrongespossiblehonesplayerwithouttakingoptimism
into accountln [20], fairnesss formalizedastheexistenceof a defensestratayy for the
honesplayer, whichis notsufcient if thehonesplayerfacesnondeterministichoices
in the protocol,asis the casein the aluse-freeprotocolof Garayet al. [18]. Another
game-theoretimodelwasdevelopedn [9], but it focusesnainly oneconomicequilib-
riain fair exchangeCryptographigroofsof correctnesby protocoldesigner$2, 3,18]
focuson basicfairnessandignoretheissuesof optimismandfundamentahsymmetry
of communicatiorbetweerthe signersandthetrustedthird party.

Tothebestof ourknowledge we arethe rst to applyanepistemidogic framework
to formalizethe “ability to prove” andthusabuse-freenesdn [27], belief logic SVO
is usedto reasonaboutcorrectnes®f the non-repudiatiorprotocol[26], but it is not
clearhow belieflogics might applyto fairnessandahbuse-freenes$21] modelsadwvan-
tage,but not the conceptsof proof and knowledge,which we believe provide a more
compellingcharacterizationf aluse-freeness.



7 Conclusionsand Further Work

We have studiedcontractsigningprotocolsin a game-theoretienodel,giving precise,
formal de nitions of propertiessuchasfairnessandtimeliness.We characterizeap-

timism of honestprotocol participantsusinga form of out-of-bandsignalthat forces
the optimistic playerto wait for the opponentWhile the out-of-bandsignal doesnot

correspondo ary realisticmechanisnin distributedcomputationit accuratelyeduces
the setof protocoltracesto thosewherethe optimistic playerwaits for the opponent
insteadof contactingthetrustedthird party.

Our mainresultis thatin ary fair, optimistic,timely protocol,an optimistic player
yieldsanadwantageo his opponentThis meanghatthe opponenthasboth a stratgy
to completethe signatureexchangeand a stratgyy to keepthe playersfrom obtaining
eachother's signaturesSincethe protocolis fair, the outcomefor both playersis the
same,but the playerwith an advantagecan choosewhat this outcomeis. This holds
regardlesof whethertheoptimistic playeris the rst or secondmover.

Sinceadwantagecannotbe eliminated,the besta protocol cando to protectopti-
mistic participantsis prevent the opponentfrom proving to ary outsideparty that he
hasreached positionof advantageThis propertyis known asakuse-freenes§Ve de-

ne aluse-freenesssingtheconcepbf algorithmicknowledgeadaptedrom epistemic
logic to formalizewhatit meango “prove” somethingo anoutsideobserer.

Onedirectionfor furtherinvestigatiorinvolvesthe notion of trustedthird party ac-
countability Therelationshipbetweerour de nitions andthecryptographiale nitions
of fairnesq3] mayalsomeritfurtherstudy Finally, we believe thatour techniquewwill
prove usefulfor investigatingmulti-party contractsigningprotocols.
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A Roleand Protocol Theories

We assuméhatthevocahulary containghefollowing basicsorts: (for publickeys),
(for messages), (for pre-agreedontracttexts), (for protocolinstances)and
(for globally uniqueinstanceidenti ers, sincewe assumethat eachprotocolin-

stancehassuchanidenti er). We alsoassumea function _ _ _ _ _

, i.e., aprotocolinstancds determinedy the signers'public key,
thekey of thetrustedthird party, pre-agreedontracttext, theanduniqueidenti er. For
example, describes protocolinstancejdenti ed as , in which
signerswith publickeys and exchangesignatureonthe pre-agreedext  with
thehelpof thetrustedthird partywhosekey is



De nition 11. Theory is arole theoryfor participant with publickey , whee
is a constantof the sort , if it satis esthefollowing:

i) includesa nite list of predicates , calledrole statepredicatesand a

nite list of timer predicatesgcalledtimersof . Thetwo lists are disjoint.

i) is a binary predicatewhoseargumentsare of the sort and ,respectively

Wecall theinitial role statepredicate

iii)y For each rule in

1. Ther is exactly oneoccurrenceof a role statepredicatein , say , andexactly
oneoccurrenceof a role statepredicatein , say . Furthermoe, it is the case

that .If  occussin ,then for someterm of thesort
2. If isa -aryrolestatepredicateoccurringin ,and isan -ary role state
predicateoccurringin , then . Furthermog, if and
,then and arethesametermsfor all
3. Let , . Let bethesetofterms sud
that or for someTTPdannelpredicate .Foread , is
derivablefrom and usingtherulesin Possess

4. For eadhtimer of
i) and ead containat mostoneoccurrenceof . Occurencesare of theform

, Whee is a constantof the sort - .If occussin |, thenit
occuisin .
i) If , theneither ,or
i) If ,then
iv) If - ,then - .
5. If , whee is a networkpredicateand is termof thesort |, then
f , where is a TTPhannelpredicate and terms
are of thesort , respectivelythen .
6. For anypredicate otherthana role state timer, network,or TTPhannelpredi-
cate atomicformula hasthesameoccurrencesn asin

De nition 12. If isatimer of theparticipantwith publickey , then
_ is thetimeoutrule of

De nition 13. Theory is a protocoltheoryfor signes and and trustedthird

party  with public keys , respectivelywhee are constantsof the

sort  if , whee

1. arerole theoriesfor, respectively with public keys

2. AtmostoneTTPdannelpredicatesay ,occursin . Each occurrenceof  is
of theform ,whee isofthesort ,and maynotoccurin

3. AtmostoneTTPdannelpredicatesay ,occuisin . Ead occurrenceof  is
of theform ,whee isofthesort ,and maynotoccurin

4. If someTTPdannelpredicateoccuisin  , thenit alsooccursin = or

5. Therole statepredicatesand thetimers of  (respectivelyR) do not occurin
(respectively )and . Therolestatepredicatesandthetimersof donotoccur
in or

6. and are thesetsof timeoutrulesof all timers of

, ,and ,respectively



B Proofof Lemmal

Proof. We rely ontheobsenationthatstatetransitionrulesaffectingindependenparts
of thesystemmaybe commutedIntuitively, movesof and areindependentf 's
internalstate.Thereforeaslongas doesnotsendary message® , mayignore
ary messageentto him by andfollow the samestratggy in  asin . In light of
proposition3, all we needto shav isthat hasaweak -silentabort[resol\e] stratey
at if hasaweak -silentabort[resole]stratgyat .We provethisby induction
ontheheightof the continuationtreeat
Basecase:Theheightof thecontinuationtreeat is . Thelemmais vacuoushtrue.
InductionhypothesisSuppose¢helemmais truefor all states suchthatthe heightof
thecontinuatiortreeat is
Inductionstep: Considerstate suchthati) the heightof the continuationtreeat is
,andii) hasaweak -silentabort[resole] stratey at
Considetthecontinuatiortreeat , andremoveall edgeshatarein

alongwith their descendantdor eachremainingedge from to some

state ,let bethestatetransitionrule labeling andconsiderthefollowing cases:

Case : . Sincenomessagés sentto  in the transition, canbeapplied
at aswell, resultingin somestate . Obserethat:

i) the heightof thecontinuatiortreeat is ;

i) hasaweak -silentstratgyat ;

iii) canbeobtainedfrom by the sametransitionthatlabels : simply com-
mute and transitions.

By theinductionhypothesis, hasaweak -silentstratgyyat .Replacehecontin-
uationtreeat by this stratayy.

Case : . Therearethreepossibilities:

2.1) cannotbeappliedat .Remweedge alongwith its descendants.

2.2) canbeappliedat ,butit is notapartofthe -silentstratgyat .Remweedge
alongwith its descendants.

2.3) canbeappliedat ,andit isapartof the -silentstratgyat .Then,asin Case
, replacethe continuatiortreeat by this strateyy.

Case : . If isnotapartof the -silentstrategy at , remove edge
alongwith its descendantdf it isapartof the -silentstratey, replacehecontinuation
treeat by thisstratayy.

By constructingheright continuationtreefor ary immediatedescendantf , we
have constructedaweak -silentstratgyy at . It remainsto shaw thatit is indeedan
abort[resole] strateyy. Therearetwo possibilities:

CaseA: The heightof the constructedstrateyy is . Fromthe constructionjt follows
thatthe heightof the weak -silentabort[resolwe] stratgy at is also . Therefore,

[ ]. By proposition1, [ ].
CaseB: The heightof the constructedstrata@y is . By constructionall leaf nodes
arelabeledby states  suchthat [ ]

Weconcludethat hasaweak -silentabort[resole] stratgyat , whichcompletes
theinduction.



