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Abstract. W e prop ose a practical abuse-resilien t transaction escro w

sc heme with applications to priv acy-preserving audit and monitoring of

electronic transactions. Our sc heme ensures correctness of escro ws as

long as at least one of the participating parties is honest, and it ensures

priv acy and anon ymit y of transactions ev en if the escro w agen t is cor-

rupt or malicious. The escro w ed information is secret and anon ymous,

but the escro w agen t can e�cien tly �nd transactions in v olving some user

in resp onse to a subp o ena or a searc h w arran t. Moreo v er, for applica-

tions suc h as abuse-resilien t monitoring of un usually high lev els of certain

transactions, the escro w agen t can iden tify escro ws with particular com-

mon c haracteristics and automatically ( i.e. , without a subp o ena) op en

them once their n um b er has reac hed a pre-sp eci�ed threshold.

Our solution for transaction escro w is based on the use of V eri�able

Random F unctions. W e sho w that b y tagging the en tries in the escro w

database using VRFs indexed b y users' priv ate k eys, w e can protect

users' anon ymit y while enabling e�cien t and, optionally , automatic de-

escro w of these en tries. W e giv e a practical instan tiation of a transaction

escro w sc heme utilizing a simple and e�cien t VRF family secure under

the DDH assumption in the Random Oracle Mo del.

1 In tro duction

Massiv e collection of p ersonal and business data is increasingly seen as a nec-

essary measure to detect and th w art crime, fraud, and terrorism. F or example,

all U.S. banks m ust rep ort transactions o v er $10,000. Regulations of the U.S.

Securities and Exc hange Commission e�ectiv ely require �nancial �rms to store

all emails in case they are subp o enaed in some future in v estigation. Go v ernmen t

authorities often demand that �nancial transactions, in ternal corp orate comm u-

nications, and so on b e escro w ed with la w enforcemen t or regulatory agencies in

?
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suc h a w a y that the escro w agency can op en the data p ertaining to some user

within the time p erio d for whic h a subp o ena or searc h w arran t has b een issued,

or mine the collected data without a w arran t for evidence of suspicious activit y .

Existing tec hniques. Information stored in the escro w agency's database m ust

b e protected b oth from abuse b y the escro w agency's emplo y ees and from exter-

nal attac ks. Unfortunately , existing escro w sc hemes sacri�ce either user priv acy ,

or e�ciency of the escro w op eration. Moreo v er, existing tec hniques allo w mining

of the escro w ed data for evidence of suspicious activit y only b y letting the escro w

agency de-escro w an y en try at will.

Key escro w tec hniques [Mic92 ,KL95 ] implicitly assume that escro w ed data

are tagged b y the k ey o wner's iden tit y or address. This enables e�cien t de-escro w

of a subset of records p ertaining to some user ( e.g. , in resp onse to a subp o ena),

but fails to protect anon ymit y of records against malicious emplo y ees of the

escro w agency who can learn the n um b er and timing of transactions p erformed

b y a giv en p erson, �nd correlations b et w een transactions of di�eren t p eople, and

so on. On the other hand, if escro ws are not tagged, then there is no e�cien t

pro cedure for op ening the relev an t escro ws in resp onse to a subp o ena. Eac h en try

in the escro w database m ust b e decrypted to determine whether it in v olv es the

subp o enaed user. This is prohibitiv ely ine�cien t, esp ecially if the decryption k ey

of the escro w agency is shared, as it should b e, among a group of trustees.

Our con tribution. W e prop ose a veri�able tr ansaction escr ow (VTE) sc heme

whic h o�ers strong priv acy protection and enables e�cien t op eration of the es-

cro w agen t. Our sc heme furnishes transaction participan ts with a pro v ably secure

priv acy guaran tee whic h w e call c ate gory-pr eserving anonymity . W e sa y that t w o

transactions b elong to the same category if and only if they w ere p erformed b y

the same user and are of the same typ e ( e.g. , b oth are money transfers). An

escro w sc heme is c ate gory-pr eserving anonymous if the only information ab out

an y t w o transactions that the (malicious) escro w agen t can learn from the corre-

sp onding escro w en tries is whether the transactions fall in to the same category

or not. The agen t cannot learn which category either transaction b elongs to.

Of course, a malicious participan t ma y rev eal the transaction to the escro w

agen t. Ho w ev er, regardless of the user's transactions with dishonest parties who

leak information to the escro w agen t, all of his transactions with honest parties

remain priv ate in the sense of category-preserving anon ymit y | ev en if they

b elong to the same category as compromised transactions. While it do es not

pro vide p erfect anon ymit y , category-preserving anon ymit y seems to giv e out no

useful information, esp ecially if transaction v olume is high. (If v olume is lo w,

there ma y b e undesirable information leaks, e.g. , the escro w agen t ma y observ e

that only one category is ev er used, and deduce that only one user is activ e.)

W e presen t a VTE sc heme with t w o v arian ts. The �rst v arian t has an inexp en-

siv e escro w proto col, but do es not ac hiev e full category-preserving anon ymit y .

The priv acy guaran tees it do es o�er migh t b e acceptable in practice, ho w ev er.

The second v arian t ac hiev es category-preserving anon ymit y at the cost of adding

an exp ensiv e cut-and-c ho ose zero-kno wledge pro of to the escro w proto col.



Our VTE sc heme supp orts b oth (1) e�cien t iden ti�cation and op ening of

escro ws in resp onse to a subp o ena, and (2) e�cien t automatic op ening of escro ws

that fall in to the same category once their n um b er reac hes some pre-sp eci�ed

threshold. The sc heme is also tamp er-r esistant in the sense that a malicious

escro w agen t cannot add an y v alid-lo oking escro ws to the database. Finally , our

sc heme ensures correctness of the escro w en try as long as at least one participan t

in the escro w ed transaction is honest. Note that there is no w a y to ensure escro w

of transactions b et w een parties who co op erate in concealing the transaction.

Our sc heme emplo ys V eri�able Random F unctions. W e sho w that b y tagging

en tries in the escro w database using VRFs indexed b y users' priv ate k eys, w e en-

able e�cien t and, if necessary , automatic de-escr ow ( disclosur e ) of these en tries,

while pro viding category-preserving anon ymit y for the users. W e instan tiate our

sc heme with a practical construction based on a simple and e�cien t (shareable)

VRF family secure under the DDH assumption in the Random Oracle Mo del.

Applications. A VTE sc heme can b e used in an y scenario where transaction

data m ust b e escro w ed but should remain priv ate and anon ymous. F or example,

a �nancial regulatory agency ma y collect escro ws of all money transfers to ensure

a v ailabilit y of evidence for future in v estigations of money laundering. Unless a

court w arran t is obtained, the agency should not b e able to extract an y useful

information from the escro ws, not ev en participan ts' iden tities. A t the same

time, the automatic op ening capabilit y of our VTE sc heme can also supp ort a

scenario where the agency needs to iden tify all transfers whic h are made from

the same accoun t and share the same t yp e, e.g. , all in v olv e a certain organization

or coun try , or more than a certain amoun t. These transactions should b e secret

and anon ymous un til their n um b er reac hes a pre-sp eci�ed threshold, in whic h

case the authorit y gains the abilit y to extract all corresp onding plain texts.

Related w ork. The problem of e�cien t classi�cation and op ening of escro ws

is related to the problem of searc h on encrypted data [SWP00 ,BCOP03 ]. In the

latter problem, ho w ev er, there is no notion of a malicious user who submits in-

correct ciphertexts or in terferes with record retriev al. Moreo v er, their tec hniques

require the user to generate searc h-sp eci�c trap do ors, while w e are also in ter-

ested in scenarios where the escro w agen t is able to op en all escro ws in a giv en

category not b ecause he receiv ed some category-sp eci�c trap do or but b ecause

the numb er of escro ws within a category reac hed a pre-sp eci�c threshold.

P ap er organization. In section 2, w e de�ne v eri�able transaction escro w and

describ e its securit y prop erties. In section 3, w e presen t the simpler v arian t

of our VTE construction, whic h is practical but do es not ac hiev e full category-

preserving anon ymit y . In section 4, w e presen t another v arian t whic h do es ac hiev e

category-preserving anon ymit y , but emplo ys an exp ensiv e cut-and-c ho ose zero-

kno wledge proto col. In section 5, w e sho w ho w to extend either construction to

supp ort automatic de-escro w capabilit y . F or lac k of space, w e omit all pro ofs

from these pro ceedings. The full v ersion of the pap er, including all pro ofs, will

b e made a v ailable on eprint [JS04 ].



2 De�nition of a V eri�able T ransaction Escro w Sc heme

A V eri�able T r ansaction Escr ow (VTE) system in v olv es an escro w A gent and

an y n um b er of users. W e assume that eac h transaction o ccurs b et w een a User

and a Counterp arty . The t w o roles are naturally symmetric (users ma y act as

coun terparties for eac h other), but in some applications the escro w agen t ma y

only b e in terested in monitoring users ( e.g. , bank clien ts), but not the coun ter-

parties (banks).

W e assume that eac h transaction is adequately describ ed b y some bitstring m ,

and that there is a public and easily computable function T y pe , where T y pe ( m )

of transaction m is application-sp eci�c, e.g. , \this transaction is a money trans-

fer," or \this transaction is a money transfer b et w een $1,000 and $10,000." The

c ate gory of a transaction is the h user iden tit y ,t yp e i pair.

2.1 Basic prop erties of a V eri�able T ransaction Escro w sc heme

A VTE sc heme is a tuple ( AK G; U K G; U

1

; A; U

2

; C ; U

3

; J ) of the follo wing prob-

abilistic p olynomial-time (PPT) algorithms:

� AK G and U K G are key gener ation algorithms, whic h on input of a securit y

parameter � generate, resp ectiv ely , Agen t's k ey pair ( k

A

; pk

A

) and, for eac h User,

k ey pair ( k

U

; pk

U

).

� ( U

1

; A ) are in teractiv e algorithms whic h de�ne an escr ow pr oto c ol . Its aim is to

add an escro w of a transaction to the Agen t's database in exc hange for a r e c eipt

whic h will b e later v eri�ed b y the transaction Coun terpart y . The proto col runs

b et w een User ( U

1

) and Agen t ( A ), on public input of Agen t's public k ey pk

A

.

User's priv ate input is ( k

U

; m ), where m is the transaction description. Agen t's

priv ate input is ( k

A

; D ) where D is the state of Agen t's escro w database. User's

output is a receipt r cpt , and Agen t's output is an escr ow item e , whic h de�nes

a new state of Agen t's database as D

0

= D [ f e g .

� ( U

2

; C ) are in teractiv e algorithms whic h de�ne a veri�c ation pr oto c ol . Its aim

is for the Coun terpart y to v erify the receipt certifying that the transaction w as

prop erly escro w ed with the Agen t. The proto col runs b et w een User ( U

2

) and

Coun terpart y ( C ), on public input ( pk

U

; m; pk

A

). User's priv ate input is k

U

; r cpt .

Coun terpart y outputs decision d = accept = reject .

� ( U

3

; J ) is a pair of in teractiv e algorithms whic h de�nes a subp o ena pr oto c ol . Its

aim is to iden tify all transactions of a giv en t yp e in whic h the user participated,

and only those transactions. The proto col runs b et w een User ( U

3

) and a public

Judge ( J ), on public inputs ( pk

U

; T ; D ), where pk

U

; T iden tify the h user,t yp e i

category to b e subp o enaed, and D is Agen t's database. User's priv ate input

is k

U

. Judge has no priv ate inputs. Algorithm J outputs M , whic h is either

a sym b ol contempt if the User refuses to co op erate, or a (p ossibly empt y) list

( m

1

; m

2

; ::: ) of transactions of t yp e T in v olving user pk

U

.

Completeness. If parties follo w the proto col, then ev ery escro w ed transaction

can b e de-escro w ed in the subp o ena. In other w ords, for all k eys ( k

A

; pk

A

) and



( k

U

; pk

U

) generated b y AK G and U K G , and for ev ery m; D ; D

0

, if h U

1

( k

U

,

m ) ; A ( k

A

; D ) i ( pk

A

) outputs ( r cpt; e ) then h U

2

( k

U

; r cpt ) ; C i ( pk

U

; m; pk

A

) out-

puts d = accept and h U

3

( k

U

) ; J i ( pk

U

; T y pe ( m ) ; D

0

[ f e g ) outputs M s.t. m 2 M .

F or notational con v enience, w e de�ne predicate P r op ( e; m; pk

U

) to b e true if

and only if h U

3

( k

U

) ; J i ( pk

U

; T y pe ( m ) ; D

0

[ f e g ) outputs M s.t. m 2 M .

V eri�abilit y . The escro w agen t receiv es a correct escro w of the transaction as

long as at least one part y in the transaction is honest. In particular, a malicious

User has only negligible probabilit y

3

of getting an honest Coun terpart y to ac-

c ept in an escro w proto col unless the User giv es to the Agen t a prop er escro w.

F ormally , for ev ery PPT algorithms U

�

1

; U

�

2

, for ev ery D ; m ,

Pr [ P r op ( e; m; pk

U

) j ( k

A

; pk

A

)  AK G (1

�

); ( k

U

; pk

U

)  U K G (1

�

);

( r cpt

�

; e )  h U

�

1

( k

U

; m ) ; A ( k

A

; D ) i ( pk

A

);

accept  h U

�

2

( r cpt

�

) ; C i ( pk

U

; m; pk

A

) ] � 1 � negl ( � )

E�cien t and una v oidable subp o ena. The subp o ena pro cedure is unavoid-

able in the sense that the user is either publicly iden ti�ed as refusing to co op erate,

or all en tries in the escro w database whic h in v olv e the user and the sp eci�ed t yp e

are publicly rev ealed. Namely , for ev ery PPT algorithm U

�

3

, for ev ery D

0

, m , e ,

for T = T y pe ( m ),

Pr [ M = contempt _ m 2 M j ( k

A

; pk

A

)  AK G (1

�

); ( k

U

; pk

U

)  U K G (1

�

);

M  h U

�

3

( k

U

) ; J i ( pk

U

; T ; D

0

[ f e g ); P r op ( e; m; pk

U

)] � 1 � negl ( � )

Moreo v er, the subp o ena proto col is e�cient in the sense that its running time

is linear in the n um b er of escro ws of the subp o enaed h user,t yp e i category in the

database D , rather than in the size of the whole escro w database D .

T amp er resistance. A malicious Agen t can't add en tries to the escro w database

whic h w ould b e iden ti�ed as transactions in v olving some user during the public

subp o ena pro cess, unless that user created these escro ws himself. Namely , for

ev ery PPT algorithm A

�

, for random k eys k

U

; pk

U

generated b y U K G , if A

�

has access to user oracles O

U

1

( � ; � ), O

U

2

( � ; � ; � ), and O

U

3

( � ; � ), where O

U

1

( m; pk

A

)

follo ws the U

1

proto col on ( k

U

; m ) and pk

A

, O

U

2

( m; r cpt; pk

A

) follo ws the U

2

pro-

to col on ( k

U

; m; r cpt ) and pk

A

, and O

U

3

( T ; D ) follo ws the U

3

proto col on k

U

and

( pk

U

; T ; D ), then there is only negligible probabilit y that A

�

O

U

1

;U

2

;U

3

( � ; � ; � )

( pk

U

)

pro duces T

�

; D

�

s.t. M  h U

3

( k

U

) ; J i ( pk

U

; T

�

; D

�

) where M con tains some

message m

�

s.t. A

�

did not run oracle O

U

1

( � ; � ) on m

�

and some pk

A

.

Category-preserving anon ymit y . By default, the only information learned

b y a malicious Agen t ab out an y t w o instances of the escro w proto col is whether

the t w o transactions fall in to the same c ate gory , i.e. , corresp ond to the same

3

W e sa y that a function f ( � ) is ne gligible if for an y p olynomial p ( � ), there exists �

0

s.t. for ev ery � � �

0

, f ( � ) < 1 =p ( � ). W e denote a negligible function b y negl ( � ).



h user,t yp e i pair or not. Moreo v er, neither the transactions op ened in the sub-

p o ena proto col, nor transactions rep orted to the Agen t b y some malicious Coun-

terparties, should help the malicious Agen t to crac k the priv acy of transactions

done with honest Coun terparties and whic h w ere not subp o enaed.

F ormally , consider the follo wing game b et w een an y PPT algorithms A

�

; C

�

and the VTE system. First, p olynomially man y user k eys f ( k

i

; pk

i

) g are gen-

erated b y the U K G algorithm. Then, if A

�

has access to 
exible user oracles

O

U

1

( � ; � ; � ), O

U

2

( � ; � ; � ; � ), and O

U

3

( � ; � ; � ), where O

U

1

( i; m; pk

A

) follo ws the U

1

pro-

to col on ( k

i

; m ) and pk

A

, O

U

2

( i; m; r cpt; pk

A

) follo ws the U

2

proto col on ( k

i

; r cpt )

and ( pk

i

; m; pk

A

), and O

U

3

( i; T ; D ) follo ws the U

3

proto col on k

i

and ( pk

i

; T ; D ),

the follo wing holds:

Pr [ b = b

0

j ( i

0

; i

1

; m

0

; m

1

; st; pk

A

)  A

�

O

U

1

;U

2

;U

3

( � ; � ; � ; � )

( pk

1

; :::; pk

p ( � )

);

b  f 0 ; 1 g ; ( r cpt

b

; st

0

)  h U

1

( k

i

b

; m

b

) ; A

�

( st ) i ( pk

A

);

b = : b ; ( r cpt

b

; st

00

)  h U

1

( k

i

b

; m

b

) ; A

�

( st

0

) i ( pk

A

);

( st

000

)  h U

2

( k

i

0

; r cpt

0

) ; C

�

( st

00

) i ( pk

i

0

; m

0

; pk

A

);

( st

0000

)  h U

2

( k

i

1

; r cpt

1

) ; C

�

( st

000

) i ( pk

i

1

; m

1

; pk

A

);

b

0

 A

�

O

U

1

;U

2

;U

3

( � ; � ; � ; � )

( st

0000

); ] �

1

2

+ negl ( � )

where the test tr ansactions ( i

0

; m

0

) and ( i

1

; m

1

) and the queries of A

�

to O

U

1

and O

U

3

oracles are restricted as follo ws:

(1) The test transactions are not subp o enaed, i.e. , O

U

3

is not queried on either

( i

0

; T y pe ( m

0

)) or ( i

1

; T y pe ( m

1

)).

(2) If an y of the h user,t yp e i pairs in v olv ed in the test transactions are seen b y

the Agen t in some query to O

U

1

or O

U

3

, then the t w o test transactions m ust

ha v e the same h user,t yp e i pairs, i.e. , if for an y � = 0 ; 1, either O

U

3

w as queried

on ( i

�

; T y pe ( m

�

)) or O

U

1

w as queried on ( i

�

; m

0

�

) s.t. T y pe ( m

0

�

) = T y pe ( m

�

),

then i

0

= i

1

and T y pe ( m

0

) = T y pe ( m

1

).

2.2 Additional desirable prop erties of a VTE sc heme

Automatic threshold disclosure. A VTE sc heme ma y supp ort automatic

op ening of escro ws in v olving transactions with the same h user,t yp e i once their

n um b er reac hes some threshold v alue, pre-set for transactions of this t yp e. W e

sho w an example of suc h extension in Section 5.

Key managemen t. In practice, a VTE sc heme requires a Key Certi�c ation

A uthority serving as strong PKI. If a user's k ey is lost or compromised, the CA

m ust not only rev ok e that k ey and certify a new one, but also reconstruct the

old k ey to facilitate the subp o ena of transactions whic h w ere escro w ed under

it. T o a v oid a single p oin t of failure, the CA should implemen t this key escr ow

functionalit y via a group of trustees using standard threshold tec hniques. W e

stress that although ma jorit y of the CA trustees m ust b e trusted, this is not

a sev ere limitation of the prop osed sc heme b ecause CA is in v ok ed only when



a new user enrolls in the system, or when the k ey of some user is subp o enaed

and he refuses to co op erate. Moreo v er, the se cr et keys of the CA trustees need

only b e used during reconstruction of some user's k ey in the case of k ey loss

and/or user's refusal to co op erate with a subp o ena, b oth of whic h should b e

relativ ely infrequen t ev en ts. In terestingly , while PKI is often view ed as a threat

to priv acy , in our sc heme it actually helps priv acy . Without PKI, escro w can

only b e implemen ted via a public-k ey sc heme that cannot guaran tee b oth user

anon ymit y and e�cien t op eration of the escro w sc heme.

3 Basic Construction of a VTE Sc heme

W e presen t the simpler v arian t of our VTE sc heme. As w e explain in section 3.1,

this sc heme do es not ac hiev e full category-preserving anon ymit y , but its priv acy

protection can b e go o d enough in practice. In section 4, w e sho w a v arian t of

the same VTE sc heme whic h do es ac hiev e full category-preserving anon ymit y .

Both v arian ts use cryptographic primitiv es of veri�able anonymous encryption ,

veri�able anonymous tagging , and anonymous signatur es , whic h w e de�ne and

implemen t in section 3.2. In section 3.3, w e discuss k ey managemen t issues.

VTE construction o v erview. In our VTE construction, an escro w consists

of (1) an encryption of the transaction plain text, (2) a signature, and (3) a

deterministically computed tag whic h is an output of a pseudorandom function

indexed b y the user's priv ate k ey and applied to the typ e of the transaction.

The tags enable the Agen t to group en tries in the escro w database in to \bins"

corresp onding to tag v alues. Because a pseudorandom function assigns outputs to

inputs deterministically , escro ws corresp onding to the same h user,t yp e i category

are alw a ys placed in the same bin, enabling e�cien t iden ti�cation of the escro w ed

en tries of a giv en category during the subp o ena. Ho w ev er, the pseudorandomness

helps to ensure that the tags rev eal no more information than p ermitted b y

c ate gory-pr eserving anonymity , i.e. , the only information learned b y the escro w

agen t ab out an y t w o escro ws is whether they b elong to the same category .

The signature is included to disable Agen t's tamp ering with the escro w ed

en tries. The encryption and the tag m ust preserv e se cr e cy of the transaction

plain text against c hosen-plain text attac k, b ecause a malicious Agen t can cause

a user to participate in transactions of Agen t's c hoice and see the corresp onding

escro w en tries (see the de�nition of category-preserving anon ymit y). The whole

escro w m ust also protect user's key privacy against the same c hosen-plain text

attac k. T o enable v eri�cation that an escro w is correctly formed, b oth the tag, the

ciphertext, and the signature m ust b e veri�able b y the transaction coun terpart y ,

i.e. , giv en the transaction plain text and the user's public k ey .

Initialization: Ev ery user is initialized with a public/priv ate k ey pair imple-

men ted as in section 3.2. The escro w agen t is initialized with a k ey pair of an y

CMA-secure signature sc heme.

Escro w proto col: W e assume that b efore the escro w proto col starts, the user

and the coun terpart y agree on transaction description m of t yp e T = T y pe ( m ).



1. The user sends to the escro w agen t an escr ow e = ( c; t; s ) s.t.:

(a) c = Enc

k

f m g is a veri�able anonymous symmetric encryption of m .

(b) t = T ag

k

f T g is an output of a veri�able anonymous tagging function .

(c) s = sig

k

f c; t g is an anonymous signatur e on the (ciphertext,tag) pair.

2. The agen t places escro w e in the escro w database in the bin indexed b y the

tag t , and sends his signature r cpt on e to the user.

V eri�cation proto col:

1. The user forw ards the escro w e and the agen t's signature r cpt to the coun-

terpart y , together with a pro of that:

(a) c is a ciphertext of m under a k ey k corresp onding to the public k ey pk .

(b) t is a tag computed on t yp e T under k ey k corresp onding to pk .

(c) s is an anon ymous signature computed on ( c; t ) under the public k ey pk .

2. The transaction coun terpart y accepts if he v eri�es the agen t's signature on

e and the correctness of the ab o v e three pro ofs.

Subp o ena proto col: The proto col pro ceeds on a public input of an y subset

D of the escro w database, the t yp e T of the subp o enaed transactions, and the

iden tit y pk of the subp o enaed user:

1. The user computes tag t = T ag

k

f T g and pro v es its correctness under pk .

2. En tries ( e

1

; e

2

; ::: ) in D whic h are indexed b y tag t are publicly iden ti�ed,

and for eac h e

i

= ( c

i

; t; s

i

), the user v eri�es the signature s

i

on ( c

i

; t ).

(a) If the signature do es not matc h, the user pr ovably denies that the signa-

ture is v alid under pk , and if the pro of is correct the en try is skipp ed.

(b) If the signature matc hes, the user publishes the transaction plain text m

i

b y decrypting the ciphertext c

i

under k , and pro ving correctness of the

decryption under k ey k corresp onding to pk .

3. If the user co op erates, the output includes all (and only) transactions of the

subp o enaed t yp e for that user. If an y of the ab o v e pro ofs fails, the public

output is the sp ecial sym b ol contempt .

F rom the prop erties of the cryptographic primitiv es used in this VTE con-

struction, the follo wing theorem follo ws:

Theorem 1. The b asic VTE scheme satis�es (1) veri�ability, (2) e�cient and

unavoidable subp o ena, and (3) tamp er r esistanc e.

3.1 Priv acy leak age of the basic VTE sc heme

In the ab o v e sc heme, the user presen ts the (ciphertext, tag, signature) tuple to

b oth the agen t and the coun terpart y . This allo ws a malicious coun terpart y and

a malicious agen t to link their views of the escro w and v eri�cation proto cols,

and since the coun terpart y kno ws the user iden tit y and the message plain text, a

malicious agen t can learn an asso ciation b et w een a tag and a h user,t yp e i pair.

This w ould violate category-preserving anon ymit y , b ecause with this kno wledge

the escro w agen t can learn the t yp e and user iden tit y of al l transactions with

the same tag, ev en those conducted with other, honest coun terparties.



In practice, priv acy protection can b e increased b y allo wing the typ e of the

transaction to range o v er some small set, for example of a h undred constan ts.

If the index of the constan t used for a giv en transaction is c hosen b y hash-

ing the coun terpart y's iden tit y , then there is only 1% c hance that a dishonest

coun terpart y can endanger the anon ymit y of transactions of the same t yp e with

an y other honest coun terpart y . On the other hand, when a user is subp o enaed

on a giv en t yp e, he has to iden tify a h undred categories instead of one. Suc h

priv acy/e�ciency trade-o� ma y b e acceptable in some applications.

3.2 De�nitions and constructions for cryptographic primitiv es

Let p; q b e large primes s.t. p = 2 q + 1, and let g b e a generator of Z

�

p

. The secu-

rit y of our constructions relies on the hardness of the Decisional Di�e-Hellman

(DDH) problem in subgroup QR

p

of quadratic residues in Z

�

p

, whic h sa ys that

tuples ( h; h

a

; h

b

; h

ab

) are indistinguishable from tuples ( h; h

a

; h

b

; h

c

) for h 2 QR

p

and random a; b; c in Z

q

(see, e.g. , [Bon98 ]). Our securit y argumen ts follo w the

so-called \Random Oracle Mo del" metho dology of [BR93 ]. Namely , w e assume

an \ideal hash function" H : f 0 ; 1 g

�

! Z

�

p

whic h can b e treated as a random

function in the con text of our constructions.

V eri�able random functions. A VRF family [MR V99] is de�ned b y three

algorithms: a k ey generation algorithm K Gen outputing priv ate k ey k and public

k ey pk , an ev aluation algorithm Eval ( k ; x ) = ( y ; � ) whic h on input x outputs the

v alue of the function y = f

k

( x ) and a pro of � that the v alue is computed cor-

rectly , and a v eri�cation algorithm V er whic h can v erify � on inputs ( pk ; x; y ; � ).

The VRF is secure if it is infeasible to distinguish an in teraction with function

f

k

, for a randomly c hosen k ey k , from an in teraction with a purely random func-

tion whic h outputs uniformly distributed v alues in the same range. Moreo v er,

the VRF needs to b e v eri�able, in the sense that an y pro of will b e rejected

unless the returned v alue y is indeed f

k

( x ). The VRF concept and construc-

tions w ere originally prop osed for the standard mo del [MR V99,Lys02 ,Do d03],

i.e. , without assuming ideal hash functions, but ev aluation/v eri�cation cost for

these constructions in v olv es 
 ( � ) cryptographic op erations. In con trast, in the

Random Oracle Mo del, a simple VRF family can b e constructed based on the

DDH assumption, with ev aluation and v eri�cation cost of 1-3 exp onen tiations.

Similar or iden tical constructions w ere used b efore [CP92 ,NPR99 ,CKS00 ], with-

out explicitly noting that the result is a VRF family .

W e relax (sligh tly) the standard de�nition of VRF [MR V99] b y replacing the

uniqueness requiremen t with a computational soundness requiremen t.

De�nition 1. A VRF family (for a gr oup family f G

i

g

i =1 ; 2 ;:::

) is given by a

tuple of p olynomial-time algorithms ( K Gen , Eval , V er ) wher e K Gen (1

�

) outputs a

p air of keys ( k ; pk ) , Eval is a deterministic algorithm which, on any x , outputs

( y ; � )  Eval ( k ; x ) s.t. y 2 G

n

, and V er ( pk ; x; y ; � ) outputs 0 or 1 , which satisfy

the fol lowing r e quir ements:

1. Completeness: F or every � and x , if ( k ; pk )  K Gen (1

�

) and ( y ; � ) =

Eval ( k ; x ) then V er ( pk ; x; y ; � ) = 1 .



2. Soundness: F or any pr ob abilistic p olynomial-time algorithm A , for any values

pk and x , the fol lowing pr ob ability is ne gligible:

Pr [ V er ( pk ; x; y ; � ) = V er ( pk ; x; y

0

; �

0

) = 1 ^ y 6= y

0

j ( y ; y

0

; � ; �

0

)  A ( pk ; x )]

3. Pseudorandomness: F or al l pr ob abilistic p olynomial-time algorithms A

1

; A

2

,

Pr [ b = b

0

j ( k ; pk )  K Gen (1

�

); ( x; st )  A

O

Eval

( k ; � )

1

( pk ); y

0

 Eval ( k ; x );

y

1

 G

n

; b  f 0 ; 1 g ; b

0

 A

O

Eval

( k ; � )

2

( st; y

b

) ] �

1

2

+ negl ( � )

wher e A

1

and A

2

ar e r estricte d fr om querying or acle O

Eval

( k ; � ) on the chal-

lenge input x chosen by A

1

.

Construction: Let H : f 0 ; 1 g

�

! Z

�

p

b e an ideal hash function (mo deled as

a random oracle). F ormally , the k ey generation pic ks a triple ( p; q ; g ) as ab o v e

s.t. the hardness of the DDH problem in QR

p

is go o d enough for the securit y

parameter. F or ease of discussion, w e treat ( p; q ; g ) as c hosen once and for all.

W e will construct a V R F function family indexed b y suc h triples, whose range

is the group of quadratic residues QR

p

. The k ey generation algorithm pic ks a

secret k ey k 2 Z

�

q

and the public k ey pk = g

2 k

mo d p . The ev aluation algorithm

Eval ( k ; x ) returns y = h

2 k

mo d p where h = H ( x ), and a non-in teractiv e zero-

kno wledge pro of � of equalit y of discrete logarithm x = DL

h

( y ) = DL

g

( pk ).

This is a standard ZKPK pro of of discrete-log equalit y whic h can b e made non-

in teractiv e in the R OM mo del, e.g. , [CS97 ].

Theorem 2. A lgorithms ( K Gen ; Eval ; V er ) de�ne a V eri�able R andom F unction

family, under the DDH assumption in the R andom Or acle Mo del.

V eri�able anon ymous tagging function. W e de�ne a v eri�able anon ymous

tagging function simply as a VRF, and w e implemen t it as T ag

k

f x g = f

k

( x ).

It is easy to see that tags T ag

k

f T g giv e no information ab out the category

they represen t, i.e. , user's iden tit y pk and the transaction t yp e T , except that,

whatev er category this is, it is iden ti�ed with tag T ag

k

f T g . It is also easy to see

that a VRF has go o d enough collision-resistance so that escro ws of t w o categories

go to di�eren t bins. In fact, a m uc h stronger prop ert y holds:

Theorem 3. Under the discr ete lo g assumption, in the R andom Or acle Mo del,

the VRF family ( K Gen ; Eval ; V er ) has a str ong c ol lision r esistanc e pr op erty in the

sense that it is infe asible to �nd p air ( k ; x ) 6= ( k

0

; x

0

) s.t. Eval ( k ; x ) = Eval ( k

0

; x

0

) .

V eri�able anon ymous symmetric encryption. F or escro ws to b e anon y-

mous, the symmetric encryption Enc used b y the user m ust b e not only c hosen-

plain text secure, but also key-hiding . F ollo wing [Fis99 ,BBDP01 ], w e com bine

these in one de�nition that implies sev eral natural anon ymit y prop erties. Ev en

an adv ersary who decides who encrypts what, cannot tell, for ciphertexts cre-

ated outside of his con trol, whether the messages and k eys satisfy an y non-trivial

relation this adv ersary is in terested in. F or example, the adv ersary cannot tell if



a ciphertext is an encryption under an y giv en k ey , if t w o ciphertexts are encryp-

tions under the same k ey , if t w o ciphertexts encrypt related messages, etc.

Let ( K Gen ; Enc ; Dec ) b e a symmetric encryption sc heme. In our exp erimen t,

�rst the k ey generation algorithm is executed p ( � ) times where p ( � ) is some

p olynomial and � is the securit y parameter. Denote the k eys as k

i

, for i 2

f 1 ; p ( � ) g . Adv ersary can query the follo wing 
exible encryption oracle O

Enc

( � ; � ):

on input ( i; m ), i 2 f 1 ; p ( � ) g and m 2 f 0 ; 1 g

�

, O

Enc

( i; m ) outputs Enc ( k

i

; m ).

De�nition 2. We say that a symmetric encryption scheme ( K Gen ; Enc ; Dec ) is

(chosen-plaintext-se cur e) anon ymous if, for any p olynomial p ( � ) and pr ob abilistic

p olynomial-time adversary A

1

; A

2

,

Pr [ b = b

0

j ( k

1

; :::; k

p ( � )

)  ( K Gen (1

�

))

p ( � )

; ( i

0

; i

1

; m

0

; m

1

; st )  A

O

Enc

( � ; � )

1

(1

�

);

b  f 0 ; 1 g ; c  Enc ( k

b

; m

b

); b

0

 A

O

Enc

( � ; � )

2

( st; c )] �

1

2

+ negl ( � )

W e also extend the notion of (CP A-secure and anon ymous) symmetric en-

cryption b y a veri�ability prop ert y . W e stress that this prop ert y is di�eren t from

what is referred to as v eri�able encryption in the con text of asymmetric encryp-

tion sc hemes [ASW98 ,CD00]. W e require that the secret k ey k of an anon ymous

encryption b e generated together with a c ommitment to this secret k ey , whic h

w e will call a public key pk . This public k ey , ho w ev er, is used not to encrypt but

to enable e�cien t v eri�cation that a giv en ciphertext is a correct encryption of

a giv en plain text. In fact, our v eri�abilit y prop ert y for symmetric encryption is

v ery similar to the v eri�abilit y prop ert y of VRFs. Namely , w e require that the

encryption pro cedure Enc is augmen ted so that along with output c = Enc

k

f m g

it pro duces a pr o of � of correct encryption ev aluation. W e also require an e�-

cien t pro cedure V er whic h tak es as inputs message m , ciphertext c , and a pro of � .

The algorithms ( K Gen ; Enc ; Dec ; V er ) m ust then satisfy an ob vious c ompleteness

prop ert y , i.e. , that a correctly computed pro of alw a ys v eri�es, and a sound-

ness prop ert y , whic h sa ys that it is in tractable, for an y ( k ; pk ), to �nd a tuple

( m; m

0

; c; � ; �

0

) s.t. m 6= m

0

but V er ( pk ; m; c; � ) = V er ( pk ; m

0

; c; �

0

) = 1.

Construction: Instead of using our VRF family to encrypt directly , w e replace

the hash function in our VRF construction with a F eistel-lik e padding sc heme

pad

H

( m j r ) similar to the O AEP padding [BR94 ,Sho01 ]. Assume message length

is j m j = �

1

= j p j � 2 � � 2 where � is the securit y parameter. W e de�ne our padding

sc heme as pad

H

( m j r ) = ( h

1

j h

2

) for h

1

= H

1

( r ) � m and h 2 = H

2

( h

1

) � r , where

hash functions H

1

; H

2

output bit strings of length �

1

and 2 � , resp ectiv ely , and r

is a random string of length 2 � . Note that ( m j r ) can b e reco v ered from ( h

1

j h

2

).

This padding is simpler than the O AEP padding and its v arian ts b ecause our

(symmetric, anon ymous) encryption needs only c hosen plain text securit y rather

than c hosen ciphertext securit y .

Using suc h padding w e can encrypt as follo ws. K Gen is the same as in the VRF

sc heme. Enc

k

( m ) = o

2 k

mo d p where o = pad

H

( m j r ) is treated as an elemen t in

Z

�

p

. The decryption Dec

k

( c ) computes candidates o

0

and � o

0

mo d p for o , where

o

0

= c

k

0

mo d p , and k

0

= � � k

� 1

mo d q where � = ( q + 1) = 2 (in in tegers). T o



decrypt w e tak e as o either o

0

or � o

0

mo d p , dep ending on whic h one is smaller

than 2

j p j� 2

. W e then reco v er m j r b y in v erting the padding sc heme pad

H

on o .

The pro of of correct encryption consists of the randomness r and a pro of � of

discrete-log equalit y DL

o

( c ) = DL

g

( pk ).

Theorem 4. The ab ove scheme is a veri�able anonymous symmetric encryption

scheme se cur e under the DDH assumption in R OM.

Anon ymous signatures. An anonymous signatur e is an undeniable signature

sc heme [CP92 ] with an additional prop ert y of key-privacy . Recall that an un-

deniable signature sc heme requires that the recipien t of a signature s pro duced

under public k ey pk on message m cannot pro v e to a third part y that this is

a v alid signature under pk . Instead, the third part y m ust ask U to v erify the

signature v alidit y or in v alidit y via an in teractiv e pro of proto col. Here w e addi-

tionally require key privacy in the sense corresp onding to the CP A-securit y of

the anon ymous symmetric encryption, i.e. , that it is infeasible to tell from a

(message,signature) pair what public k ey w as used in computing it.

Construction: An y VRF family immediately yields an anon ymous signature

sc heme. In fact, the undeniable signature construction of [CP92 ] already has

the required prop erties, b ecause it is implicitly constructed from the same VRF

construction as here. F or b etter concrete securit y , w e sligh tly mo dify the [CP92 ]

construction. The signature on m is a pair s = ( r ; ~s ) where r is a random string

of length 2 � , and ~s = f

k

( m j r ) = H ( m j r )

2 k

mo d p . The pro of of (in)correctness

of a signature under public k ey pk is a zero-kno wledge pro of of (in)equalit y of

discrete logarithm ( e.g. , [CS03 ]) b et w een tuples ( g ; pk ) and ( H ( m j r ) ; ~s ).

3.3 Key managemen t for discrete-log based VTE sc hemes

The discrete-log based k eys used in our sc heme can b e e�cien tly secret-shared

b y the user with the CA trustees using F eldman's v eri�able secret sharing (see,

e.g. , [GJKR99 ] for an exp osition). Using recen t tec hniques of [CS03], the user can

deliv er a secret-share to eac h trustee encrypted under the trustee's public k ey ,

and the trustee can v erify the share's correctness without the use of the trustee's

priv ate k ey . The resulting shares can then b e e�cien tly used b y the trustees in the

subp o ena pro cess. F or example, if the user refuses to co op erate, the CA trustees

can e�cien tly compute the tag t = ( H ( T y pe ))

2 k

mo d p for the subp o enaed user

and t yp e via threshold exp onen tiation proto col suc h as [GJKR99 ]. The trustees

can also use the same proto col to v erify signatures on and decrypt the escro ws.

4 VTE Sc heme with Unlink able Receipts

As explained in section 3.1, category-preserving anon ymit y is hard to ac hiev e un-

less the escro w agen t and the transaction coun terpart y are someho w prev en ted

from linking their views of the escro w and the v eri�cation proto cols. W e sho w

ho w to ac hiev e suc h separation of agen t's and coun terpart y's views b y replacing



the standard signature sc heme used b y our basic VTE sc heme with the CL sig-

natur e sc heme of [CL01 ,CL02 ], whic h enables the user to pro v e his p ossession of

the agen t's receipt to the coun terpart y in zero-kno wledge. T o in tegrate CL signa-

tures in to our VTE sc heme, in section 4.1 w e in tro duce a no v el zero-kno wledge

pro of of kno wledge of c ommitte d key and plaintext (CKP-ZKPK).

Diophan tine commitmen ts. T o use the CL signature sc heme, w e need a com-

mitmen t sc heme of [F O98 ,DF01] whic h allo ws a commitmen t to inte gers rather

than to elemen ts in a �nite �eld. Consider a sp ecial RSA mo dulus n = p

0

q

0

,

where p

0

; q

0

; ( p

0

� 1) = 2 ; ( q

0

� 1) = 2 are all prime and j p

0

j ; j q

0

j are p olynomial in

the securit y parameter � . Consider also a random elemen t b of group QR

n

of

quadratic residues mo dulo n , and a random elemen t a of the subgroup generated

b y b in Z

�

n

. The commitmen t to an inte ger v alue m is C = a

m

b

m

0

mo d n where

m

0

is c hosen uniformly in Z

n

. This commitmen t sc heme is statistically hiding,

and it is binding if strong RSA assumption holds for n [F O98 ,DF01].

CL signatures. The public k ey in CL signature consists of a sp ecial RSA mo d-

ulus n as ab o v e, and three uniformly c hosen elemen ts a; b; d in QR

n

. Let l

m

b e

a parameter upp er-b ounding the length of messages that need to b e signed.

The public k ey is ( n; a; b; d ). The signature on m is a triple ( v ; e; s ) where

v

e

= a

m

b

s

d mo d n and 2

l

e

> e > 2

l

e

+1

where l

e

� l

m

+ 2. This signature

sc heme is CMA-secure under the strong RSA assumption [CL02 ].

The CL signature comes with t w o proto cols: (1) the CL signing pr oto c ol ,

in whic h the signer can issue signature ( v ; e; s ) on m 2 f 0 ; 1 g

l

m

giv en only a

commitmen t C

m

to m ; and (2) the CL veri�c ation pr oto c ol whic h is a zero-

kno wledge pro of in whic h the pro v er can pro v e the kno wledge of a signature on

m to the v eri�er who kno ws only a commitmen t to m .

The commitmen ts to m used in proto cols (1) and (2) can b e indep enden t

of the CL signature public k ey . Ho w ev er, for simplicit y , in our application the

instance of the Diophan tine commitmen t sc heme used in the CL signing proto col

will b e formed b y v alues ( n; a; b ) whic h are parts of the CL signature public k ey .

Before w e sho w ho w to use them, w e need to mak e t w o mo di�cations to the

CL signatures as sho wn ab o v e. First, w e use the [CL02 ] extension of the ab o v e

sc heme to signing a blo ck of three messages ( m

1

; m

2

; m

3

). This is done simply

b y including three random elemen ts a

1

; a

2

; a

3

in QR

n

instead of one a in the

public k ey of the CL signature sc heme. The signature is a triple ( v ; e; s ) where

v

e

= a

m

1

1

a

m

2

2

a

m

3

3

b

s

d mo d n . In the CL signing and v eri�cation proto cols adapted

to a blo c k of three messages, b oth the signer and the v eri�er kno w three separate

commitmen ts on these messages.

Second, w e note that if in the CL signature v eri�cation proto col the v eri�er

kno ws the message m itself instead of a commitmen t to it, the proto col still w orks

and ev en gets easier. Similarly , if the v eri�er kno ws not the ab o v e Diophan tine

commitmen t to m , but g

m

mo d p (also a commitmen t to m ), the proto col still

w orks, but the pro v er only sho ws kno wledge of a signature on some in teger m

0

s.t.

m

0

= m mo d 2 q (recall that p = 2 q + 1, p; q are primes, and g is a generator of Z

�

p

).

The same holds for the CL v eri�cation proto col extended to a blo c k of messages

( m

1

; m

2

; m

3

). In our case, the v eri�er will kno w messages m

1

and m

2

, and a



commitmen t g

m

3

mo d p to message m

3

, and the pro v er will sho w p ossession of

CL signature on blo c k of messages ( m

1

; m

2

; m

0

3

) s.t. m

0

3

= m

3

mo d q .

VTE sc heme with unlink able receipts. W e recall the VTE construction of

section 3, where k is the user's secret k ey , pk = g

2 k

mo d p is the public k ey ,

and m is the transaction plain text. The escro w is a triple e = ( c; t; s ) where c =

o

2 k

mo d p , t = h

2 k

mo d p , s = ( r ; ~s ), ~s = H (( c; t ) j r )

2 k

mo d p , h = H ( T y pe ( m )),

o = pad

H

( m j r

0

), and r ; r

0

are random strings of length 2 � .

Let l

m

, the maxim um message length, b e j p j , enough to represen t elemen ts in

either Z

�

p

or Z

�

q

. The public k ey of the escro w agen t is the public k ey ( n; a; b; c ) of

the CL signature sc heme, except that a is c hosen at random from the subgroup

generated b y b in Z

�

n

. If the escro w agen t generates his k ey himself, he m ust

pro v e kno wledge of i s.t. a = b

i

mo d n .

The user sends e = ( c; t; s ) = ( c; t; ( r ; ~s )) to the escro w agen t as in the

basic VTE sc heme, but here he also includes three diophan tine commitmen ts

C

o

; C

h

; C

k

on inte ger v alues o; h; k using ( n; a; b ) as the instance of the commit-

men t sc heme. Using the zero-kno wledge pro of CKP-ZKPK of c ommitte d key and

plaintext (see section 4.1), the user then pro v es his kno wledge of in teger v alues

( o

0

; h

0

; k

0

) s.t. o

0

; h

0

; k

0

are committed to in C

o

; C

h

; C

k

, and c = ( o

0

)

2 k

0

mo d p ,

t = ( h

0

)

2 k

0

mo d p , and ~s = H (( c; t ) j r )

2 k

0

mo d p . If the pro of succeeds, the user

and the escro w agen t run the CL signing proto col on the commitmen ts C

o

; C

h

; C

k

at the end of whic h the user holds a CL signature on the blo c k ( o

0

; h

0

; k

0

) of the

committed messages.

In the v eri�cation phase, the user sends to the transaction coun terpart y

v alues ( o; r

0

), together with the transaction plain text m and his public k ey

pk = g

2 k

mo d p . The coun terpart y computes h = H ( T y pe ( m )) and v eri�es if

o = pad

H

( m j r

0

). The user and the coun terpart y then run the CL v eri�cation

proto col in whic h the user pro v es p ossession of a CL signature on in teger v alues

o; h; k

0

where the v eri�er kno ws o and h and pk = g

2 k

0

mo d p .

If the user passes b oth pro ofs, the �rst with the escro w agen t as the v eri�er

and the second with the transaction coun terpart y as the v eri�er, then under the

strong RSA assumption needed for the diophan tine commitmen t to b e binding,

o

0

= o , h

0

= h , and k

0

= k mo d q , th us the escro w en try e = ( c; t; s ) is com-

puted correctly . F urthermore, the escro w agen t learns only the (ciphertext,tag)

pair ( c; t ) = ( o

2 k

mo d p; h

2 k

mo d p ) and the signature s , while the coun terpart y

learns only the v alues o; h asso ciated with the plain text m and the public k ey

pk = g

2 k

mo d p .

F rom the prop erties of the basic VTE sc heme and the CKP-ZKPK pro of

system (see section 4.1), the follo wing theorem follo ws:

Theorem 5. The VTE scheme with unlinkable r e c eipts satis�es (1) veri�ability,

(2) e�cient and unavoidable subp o ena, (3) tamp er r esistanc e, and (4) c ate gory-

pr eserving anonymity, under the DDH and str ong RSA assumptions in R OM.

4.1 Zero-kno wledge pro of of committed k ey and plain text

W e presen t the ZK pro of proto col required b y the unlink able-receipt VTE con-

struction of the previous section. Recall that the user needs to pro v e in zero-



kno wledge to the escro w agen t his kno wledge of in teger v alues o; h; k s.t. o; h; k

are committed to in C

o

; C

h

; C

k

, and c = o

2 k

mo d p , t = h

2 k

mo d p , and ~s =

H (( c; t ) j r )

2 k

mo d p . The public inputs in this pro of are v alues ( p; q ; g ), ( n; a; b ),

( C

o

; C

h

; C

k

), and ( c; t; r ; ~s ). The pro v er's inputs are o; h 2 Z

�

p

, k 2 Z

�

q

, and the

decommitmen t v alues o

0

; h

0

; k

0

in Z

n

.

ZKPK of Committed Key and Plain text

Pro v er's Input: k 2 Z

�

q

, the secret k ey

o 2 Z

�

p

, the \plain text"

o

0

; k

0

2 Z

n

, the decommitmen t v alues

Common Input: ( p; q ; g ), the discrete-log group setting

( n; a; b ), the instance of a diophan tine commitmen t sc heme

C

k

= a

k

b

k

0

mo d n , commitmen t to k

C

o

= a

o

b

o

0

mo d n , commitmen t to o

c = o

2 k

mo d p , the ciphertext

1. Pro v er P pic ks ~o  Z

�

p

and ~o

0

 Z

n

, and sends C

~o

= a

~o

b

~o

0

mo d n , and

~c = ( ~ o )

2 k

mo d p to the V eri�er V

2. V eri�er V sends to P a random binary c hallenge b = 0 or 1

3. P resp onds as follo ws:

b = 0: (a) P sends ( s; s

0

) = ( ~ o; ~o

0

) to V

(b) P p erforms a standard ZKPK pro of of kno wledge ( e.g. , [CM99 ])

of ( k ; k

0

) s.t. a

k

b

k

0

= C

k

mo d n and s

2 k

= ~c mo d p

b = 1: (a) P sends s = o � ~o mo d p to V

(b) P p erforms a standard ZKPK pro of of kno wledge ( e.g. , [CM99 ])

of ( k ; k

0

) s.t. a

k

b

k

0

= C

k

mo d n and s

2 k

= c � ~c mo d p

(c) P p erforms a ZKPK giv en b y [CM99 ], of kno wledge of v alues

( o; o

0

; ~o; ~o

0

) s.t. a

o

b

o

0

= C

o

mo d n , a

~o

b

~o

0

= C

~o

mo d n , and o � ~o =

s mo d p

4. In b oth cases V accepts only if the appropriate ZKPK pro ofs v erify . Addi-

tionally , if b = 0, V c hec ks also if a

s

b

s

0

= C

~o

mo d n .

Fig. 1. Binary c hallenge pro of system CKP-ZKPK

T o simplify the presen tation, w e will sho w a ZKPK system for a sligh tly sim-

pler problem, namely the ZK pro of of kno wledge of c ommitte d key and plaintext

(CKP-ZKPK). Namely , the public v alues are ( p; q ; g ) ; ( n; a; b ) ; ( C

o

; C

k

; c ) and the

pro v er pro v es kno wledge of inte ger v alues o; k s.t. (1) they are committed to in

C

o

; C

k

under commitmen t instance ( n; a; b ), and (2) c = o

2 k

mo d p . One can

see that the required ZKPK system is created b y running three pro ofs in paral-

lel: (i) one CKP-ZKPK pro of for secrets o; k and public ( C

o

; C

k

; c ), (ii) another

CKP-ZKPK pro of for secrets h; k and public ( C

h

; C

k

; t ), and (iii) a standard

ZKPK pro of of kno wledge ( e.g. [CM99 ]) of k s.t. H (( c; t ) j r )

2 k

= ~s mo d p and k

is committed to in C

k

, where the public inputs are ( C

k

; c; t; r ; ~s ).



W e presen t the CKP-ZKPK pro of proto col in Figure 1. W e note that this is a

binary c hallenge proto col with 1 = 2 soundness error, so to get securit y parameter

� this pro of should b e rep eated � times, or in the Random Oracle Mo del it can

b e made non-in teractiv e b y preparing the � instances of it in indep enden tly in

parallel, except that the c hallenge bits are computed b y hashing together the

�rst pro v er's messages of all these � instances. The resulting proto col in v olv es

O ( � ) exp onen tiations for b oth the pro v er and the v eri�er, whic h unfortunately

mak es this proto col quite exp ensiv e in practice.

Note that b oth ZKPK pro ofs referred to in the CKP-ZKPK proto col can

b e non-in teractiv e in the Random Oracle Mo del considered here, and that they

in v olv e a small constan t amoun t of exp onen tiations. W e remark that the proto col

pro of system of [CM99 ] used in step (c) of case b = 1 for pro ving mo dular

m ultiplication on committed v alues, can b e simpli�ed in our case, b ecause here

the m ultiplicativ e factor s = o � ~o and the mo dulus p are publicly kno wn, in

con trast to the general case considered b y [CM99 ], where the v eri�er kno ws s

and p only in a committed form.

Theorem 6. CKP-ZKPK pr o of system is c omputational zer o-know le dge if the

DDH pr oblem for gr oup QR

p

is har d.

Theorem 7. CKP-ZKPK pr o of system is a pr o of of know le dge with soundness

err or 1 = 2 if the str ong RSA pr oblem in gr oup Z

n

is har d.

5 VTE Sc heme with Automatic Threshold Disclosure

W e describ e an extension of the VTE sc heme whic h enables the escro w agen t to

automatically op en escro ws that (1) fall in to the same bin , i.e. , share the same

h user,t yp e i category , and (2) their n um b er is no less than some �xed thresh-

old, pre-sp eci�ed for transactions of this t yp e. This can b e used, for example,

to implemen t o v ersigh t of �nancial transactions whic h the follo wing disclosure

condition: if some user requests more than 10 transfers, via an y set of banks, to

some pre-sp eci�ed \o�shore ha v en," the plain texts of the corresp onding escro ws

m ust b e automatically disclosed to the o v erseeing authorit y .

Using F eldman's non-in teractiv e v eri�able secret sharing sc heme [F el87 ], w e

mo dify the VTE sc heme of section 3 as follo ws. T o create an escro w of plain text

m under k ey k , the user computes the tag t = T ag

k

f T g where T = T y pe ( m )

as in section 3, but the ciphertext is computed di�eren tly . Let d b e the publicly

pre-sp eci�ed threshold disclosure v alue that corresp onds to this T . The user

pic ks a unique d -degree se cr et-sharing p olynomial f ( � ) b y applying d + 1 times

a pseudorandom function indexed b y the secret k , i.e. , k

i

= H ( k ; T ; i ) for i =

0 ; : : : ; d , where H : f 0 ; 1 g

�

! Z

q

, and setting f ( x ) = k

0

+ k

1

x + : : : k

d

x

d

mo d q .

A set of v alues f C

0

; : : : ; C

d

g where C

i

= g

2 k

i

mo d p serv es as public veri�-

c ation information for this secret-sharing p olynomial, The ciphertext is no w

c

0

= ( c; f C

i

g

i =0 ::d

; x; f ( x ) ; d ), where c = Enc

k

0

f m g , � is the pro of that c is a cor-

rect encryption of m under the \quasi-one-time" priv ate k ey k

0

(and its public

coun terpart C

0

= g

2 k

0

mo d p ), and x is some unique v alue corresp onding to this



transaction, e.g. , x = H ( c ). The user computes the priv ate signature s = ( r ; ~s )

on ( c

0

; t ), and hands the escro w e = ( c

0

; t; s ) to the escro w agen t.

The escro w agen t c hec ks that ( x; f ( x )) is a true data p oin t on the p olynomial

committed to in set f C

i

g

i =0 ::d

b y v erifying that g

2 f ( x )

= ( C

0

) � ( C

1

)

x

� : : : �

( C

d

)

x

d

mo d p . Moreo v er, if the bin tagged with tag t in the escro w database has

other en tries, the agen t c hec ks that the argumen t x has not b een used b efore

with the tag t , and the v alues f C

0

; : : : ; C

d

g are the same for this t as b efore. The

agen t then releases his signature on the escro w e to the user. The user presen ts

it to the coun terpart y , who v eri�es it as b efore, except that correctness of the

ciphertext c = Enc

k

0

f m g is v eri�ed on ( C

0

; m; c; � ) instead of ( pk ; m; c; � ), and

it is c hec k ed that d is the threshold v alue corresp onding to t yp e T .

T o prev en t the coun terpart y and the escro w agen t from linking their views,

the same mec hanism as in section 4 ma y b e deplo y ed. The user sends com-

mitmen ts C

o

; C

h

; C

k

on v alues o; h; k to the escro w agen t (note the di�erence

b et w een C

o

and C

0

), pro ving his kno wledge of o; h; k ; k

0

s.t. c = o

2 k

0

mo d p ,

C

0

= g

2 k

0

mo d p , t = h

2 k

mo d p , and ~s = H (( c

0

; t ) j r )

2 k

mo d p . The same zero-

kno wledge proto col as in section 4 ma y b e used, and is ev en sligh tly simpler

since C

0

is a simpler commitmen t to k

0

than the Diophan tine commitmen t. Af-

ter c hec king the pro ofs, the user and the escro w agen t p erform the CL signing

proto col to giv e the user a CL signature on the blo c k of messages ( o; h; k ; d ).

The user then sends to the coun terpart y v alues ( o; r

0

) as in section 4, together

with d . The coun terpart y c hec ks that o is prop erly formed and d is the prop er

threshold v alue for the giv en transaction t yp e, and they run the CL v eri�cation

proto col to pro v e the user's kno wledge of a CL signature on v alues ( o; h; k ; d )

where the v eri�er kno ws o; h; d and pk = g

2 k

mo d p .
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