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Abstract. Sev eral related researc h e�orts ha v e led to three di�eren t w a ys of sp ecifying proto col se-

curit y prop erties b y sim ulation or equiv alence. Abstracting the sp eci�cation conditions a w a y from the

computational framew orks in whic h they ha v e b een previously applied, w e sho w that when async hronous

comm unication is used, univ ersal comp osabilit y , blac k-b o x sim ulatabilit y , and pro cess equiv alence ex-

press the same prop erties of a proto col. F urther, the equiv alence b et w een these conditions holds for an y

computational framew ork, suc h as pro cess calculus, that satis�es certain structural prop erties. Similar

but sligh tly w eak er results are ac hiev ed for sync hronous comm unication.

1 In tro duction

One app ealing and relativ ely natural w a y to sp ecify securit y prop erties is through sim ulation or equiv alence.

F o cusing on proto cols and equiv alence, w e can sa y what proto col P should ac hiev e b y giving an ideal

functionalit y Q and sa ying that P b e equiv alen t to Q in the face of attac k. F or example, P ma y b e a k ey

exc hange proto col that op erates o v er a public net w ork, and Q an idealized proto col that uses some assumed

form of priv ate c hannel to generate and distribute shared k eys. If no adv ersary can mak e P b eha v e di�eren tly

from Q , then since Q is imp ervious to attac k b y construction, w e are assured that P cannot b e successfully

attac k ed. While this in tuitiv e approac h ma y seem clear enough, more precise form ulations in v olv e a n um b er

of details. F or example, w e ma y w an t to use one form of \ideal k ey exc hange" with few messages to study

sev eral comp eting proto cols. This ideal k ey exc hange proto col is distinguishable from k ey exc hange proto cols

that use di�eren t n um b ers of messages, but w e can construct a sim ulator that uses the ideal k ey exc hange

primitiv e to pro duce additional messages. Th us a natural v ariation is not to exp ect P to b e equiv alen t to

Q , but ask that P b e equiv alen t to some extension of Q that sim ulates P and retains the functionalit y of

Q . Another issue is that w e w an t users of the proto col to ha v e the same p ositiv e outcome under all use

scenarios.

The main adv an tage of sp eci�cation b y sim ulation or equiv alence is comp osabilit y: if proto col P is indis-

tinguishable from ideal b eha vior Q , and proto col R is similarly indistinguishable from S , then P comp osed

with R is indistinguishable from Q comp osed with S . Since man y forms of securit y do not comp ose, the

imp ortance of comp osabilit y should not b e underestimated. Another adv an tage is generalit y: sim ulation and

equiv alence are meaningful when the proto col and the adv ersary op erate in probabilistic p olynomial time,

and meaningful with nondeterministic computation and idealized cryptograph y .

W e examine three similar sp eci�cation approac hes, and compare the metho ds o v er an y computational

framew ork satisfying familiar prop erties of pro cess calculus. In this setting, w e pro v e a v ery general cor-

resp ondence: univ ersal comp osabilit y , blac k-b o x sim ulatabilit y , and pro cess equiv alence express the same

prop erties of a proto col, assuming async hronous comm unication. Since our pro ofs hold for an y pro cess cal-

culus that satis�es certain equational principles, our results are robust and not dep enden t on sp ecialized

prop erties of an y sp eci�c computational setting. Ho w ev er, our results do not immediately apply to T uring

mac hine mo dels [7{11] or IO Automata mo dels [18, 4] unless the assumed structural prop erties can b e es-

tablished for these mo dels. If sync hronous comm unication is a v ailable, one part of the equiv alence b ecomes

w eak er b ecause sync hronous comm unication allo ws pro cesses to detect an in termediate pro cess acting as a

bu�er.
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Although our results ma y b e most useful to researc hers concerned with one of the three metho ds, some

high-lev el p oin ts ma y b e understo o d more broadly . First, rather than �nding tec hnical di�erences b et w een

comp eting approac hes, w e �nd that three approac hes based on essen tially similar in tuition are in fact tec hni-

cally equiv alen t. Someone b eginning to study this literature can therefore start with an y of the approac hes.

Second, results pro v ed ab out one form of sp eci�cation ma y b e transferred to other forms, simplifying the

lik ely future dev elopmen t of this topic. Third, w e b eliev e that the equiv alence of three di�eren t tec hnical

de�nitions, and the fact that this equiv alence holds for a broad range of computational mo dels, strongly

suggests that there is a robust, fundamen tal notion underlying the three de�nitions.

Univ ersal comp osabilit y [7{9, 11, 10] in v olv es a proto col to b e ev aluated, an ideal functionalit y , t w o adv er-

saries, and an en vironmen t. The proto col has the ideal functionalit y if, for ev ery attac k on the proto col, there

exists an attac k on the ideal functionalit y , suc h that the observ able b eha vior of the proto col under attac k

is the same as the observ able b eha vior of the idealized functionalit y under attac k. Eac h set of observ ations

is p erformed b y the same en vironmen t. Blac k-b o x sim ulatabilit y [18, 12, 4] is a formally stronger notion in

whic h the t w o attac ks m ust b e related in a uniform w a y . Blac k-b o x sim ulatabilit y in v olv es a proto col to b e

ev aluated, an ideal functionalit y , a sim ulator, one adv ersary , and an en vironmen t. The proto col has the ideal

functionalit y if there exists a sim ulator suc h that the proto col and sim ulation are indistinguishable b y an y

user en vironmen t in the face of an y net w ork adv ersary . The di�erence b et w een univ ersal comp osabilit y and

blac k-b o x sim ulatabilit y is that in the �rst case, for ev ery attac k on the proto col, there m ust b e an attac k

on the ideal functionalit y . In the second case, the same is true, but the second attac k m ust b e the same as

the �rst attac k, in teracting with the the ideal functionalit y through a �xed sim ulator. An essen tial di�erence

b et w een the adv ersary and the en vironmen t is that the adv ersary only has access to net w ork comm unication,

while the en vironmen t in teracts with the system through input/output connections that are not accessible

to the adv ersary .

While the �rst t w o metho ds w ere dev elop ed using sets of comm unicating T uring mac hines and probabilis-

tic I/O automata, the third metho d w as dev elop ed using pro cess calculus. In the third metho d, asso ciated

with spi-calculus [2, 3], applied � -calculus [1], and a probabilistic p olynomial-time pro cess calculus [16, 14,

17, 19], a proto col P satis�es sp eci�cation Q if P is observ ationally equiv alen t to Q . The sp eci�cation Q

ma y b e the result of com bining some ideal pro cess and a sim ulator. Observ ational equiv alence is a standard

notion from the study of programming languages and concurrency theory [15]. Pro cess P is observ ationally

equiv alen t to Q , written P

�

=

Q if, for ev ery con text C [ ] consisting of a pro cess with a place to insert P

or Q , the observ able b eha vior of C [ P ] is the same as C [ Q ]. The reason observ ational equiv alence is relev an t

to securit y is that w e can think of the con text as an attac k. Then P

�

=

Q means that an y attac k on P

m ust succeed equally w ell on Q , and con v ersely . In [16, 14, 17, 19], an asymptotic form of pro cess equiv alence

is used, making observ ational equiv alence the same as asymptotic indistinguishabilit y under probabilistic

p olynomial-time attac k.

Our main results are that with sync hronous comm unication, pro cess equiv alence implies blac k b o x sim-

ulatabilit y , and blac k b o x sim ulatabilit y is equiv alen t to univ ersal comp osabilit y . With async hronous com-

m unication, all three notions are equiv alen t. These results are demonstrated using formal pro ofs based on

standard pro cess calculus prop erties suc h as asso ciativit y of parallel comp osition, comm utativit y , renaming

of priv ate c hannels, scop e extrusion, and congruence, together with a few facts ab out pro cesses that bu�er

or forw ard messages from one c hannel to another. Since our pro ofs are based on relativ ely simple axioms, the

pro ofs carry o v er to an y pro cess calculus that satis�es these reasonable and w ell-accepted equational princi-

ples. Although the lik ely equiv alence b et w een univ ersal comp osabilit y and blac k-b o x sim ulatabilit y has b een

men tioned in other w ork [7], w e b eliev e this is the �rst general pro of of a precise relationship; an indep enden t

pro of of the equiv alence of blac k-b o x sim ulatabilit y and univ ersal comp osabilit y is presen ted for a sp eci�c

mo del (I/O automata) in [5], whic h app eared b et w een the time w e submitted this pap er for publication and

the time it app eared. Previous w ork on univ ersal comp osabilit y and blac k-b o x sim ulatabilit y is not situated

in pro cess calculus, making the kind of general result w e presen t here, and comparison with pro cess equiv-

alence metho ds, di�cult. In future w ork, w e hop e to extend our analysis to include comm unicating T uring

mac hines (as in [7] and other w ork on univ ersal comp osabilit y) and I/O automata (as in [18, 4] and related

w ork).

The rest of the pap er is organized as follo ws. Section 2 describ es pro cess calculus syn tax, the equational

principles used in the rest of the pap er, and the di�erences b et w een sync hronous and async hronous comm u-



nication. In Section 3, w e de�ne univ ersal comp osabilit y , blac k-b o x sim ulatabilit y and pro cess equiv alence

as relations on pro cess calculus. Section 4 pro v es that univ ersal comp osabilit y is equiv alen t to blac k-b o x

sim ulatabilit y . Section 5 sho ws that while pro cess equiv alence and blac k-b o x sim ulatabilit y are equiv alen t

with async hronous comm unication, the implication holds in one direction only with sync hronous comm uni-

cation. The pro ofs presen ted in these sections rely just on the equational principles set forth in Section 2

and hence hold for an y calculus in that class. Section 6 sho ws that t w o concrete calculi (the probabilistic

p olytime pro cess calculus of [19, 20] and the spi-calculus [3]) satisfy the assumed equational principles and

therefore the theorems hold for them. Finally , in Section 7, w e summarize our conclusions and men tion some

directions for future w ork.

2 Pro cess Calculus

Pro cess calculus is a standard language for studying concurrency [15, 21] that has pro v ed useful for reasoning

ab out securit y proto cols [3, 20]. Tw o main organizing ideas in pro cess calculus are actions and c hannels.

A ctions o ccur on c hannels and are used to mo del comm unication 
o ws. Channels pro vide an abstraction of the

comm unication medium. In practice, c hannels migh t represen t the comm unication net w ork in a distributed

system en vironmen t or the shared memory in a parallel pro cessor. In this section, w e describ e a family of

pro cess calculi b y giving a sample syn tax and a set of equational principles. Tw o example calculi that satisfy

our equational assumptions, spi-calculus [3] and the probabilistic p olynomial-time pro cess calculus of [20],

are discussed Section 6.

A pro cess calculus pro vides a syn tax and an asso ciated seman tics. F or concreteness, w e will use the syn tax

de�ned b y the follo wing grammar, although additions to the language or c hanges in syn tactic presen tation

are not lik ely to a�ect our results.

P ::= 0 (termination)

�

c

( P ) (priv ate c hannel)

in [ c ; x ] : ( P ) (input)

out [ c ; T ] : ( P ) (output)

[ T

1

= T

2

] : ( P ) (matc h)

( P j P ) (parallel comp osition)

!

f ( x )

:

�

P

�

(b ounded replication)

In tuitiv ely 0 is the empty pr o c ess taking no action. An input op erator in [ c ; x ] : P w aits un til it receiv es a v alue

on the c hannel c and then substitutes that v alue for the free v ariable x in P . Similarly , an output out [ c ; T ] : P

ev aluates the term T , transmits that v alue on the c hannel c , and then pro ceeds with P . Channel names that

app ear in an input or an output op eration can b e either public or priv ate, with a c hannel b eing priv ate if

it is b ound b y a � -op erator and public otherwise. F or con v enience, w e alw a ys � -rename c hannel names so

that they are all distinct. The matc h op erator [ T

1

= T

2

] executes the pro cess follo wing i� T

1

ha v e the T

2

v alue. The b ounded replication op erator has b ound determined b y the function f a�xed as a subscript. The

expression !

f ( x )

:

�

P

�

is expanded to the f ( x )-fold parallel comp osition P j � � � j P b efore ev aluation.

Since an output pro cess out [ c ; T ] : ( P ) only pro ceeds when another pro cess is ready to receiv e its input, this

pro cess calculus has sync hronous comm unication. F or maximal generalit y , w e pro ceed using a sync hronous

calculus, constructing async hronous c hannels when desired b y inserting bu�er pro cesses. In an async hronous

setting, inserting an additional bu�er on a c hannel w ould presumably ha v e no e�ect, and our results w ould

therefore remain v alid.

2.1 Equational Principles

A pro cess calculus syn tax and seman tics giv e rise to an equiv alence relation

�

=

called observational e quiva-

lenc e . Informally , t w o pro cess calculus expressions are observ ationally equiv alen t if they pro duce the same

observ ations, when executed in an y con text. T raditionally , observ ations are actions on public c hannels, with

actions on a c hannel c b ound b y �

c

() priv ate and unobserv able.

W e will assume the standard equational principles collected in T able 1. Rules T R N , S Y M , and C O N G

state that observ ational equiv alence is a congruence. Rule R E N AM E renames b ound c hannels and S C O P E



allo ws us to \extrude" the scop e of a priv ate c hannel. In tuitiv ely , with c hannels alpha-renamed apart, w e can

enlarge the scop e of a c hannel binding without c hanging the observ able b eha vior of the pro cess. Rule Z E R O

sa ys that the zero pro cess pro duces no observ able activit y . Rules C O M and AS C re
ect the asso ciativit y

and comm utativit y of parallel comp osition.

P j Q

�

=

Q j P (COM)

( P j Q ) j R

�

=

P j ( Q j R ) (ASC)

0 j P

�

=

P (ZER O)

� ( c ) = � ( d )

�

c

( P )

�

=

�

d

( P

[ d=c ]

)

(RENAME)

c 62 C hannel s ( C [ 0 ])

�

c

( C [ P ])

�

=

C [ �

c

( P )]

(SCOPE)

P

�

=

Q ; Q

�

=

R

P

�

=

R

(TRN)

P

�

=

Q

Q

�

=

P

(SYM)

P

�

=

Q

8C [ ] 2 C on : C [ P ]

�

=

C [ Q ]

(CONG)

T able 1. Equiv alence Principles

F or reasons that will b ecome clear in later sections of the pap er, w e partition the set of public c hannel

names in to t w o in�nite sets: the net w ork c hannels and the input-output c hannels. W e use the abbreviation

net to refer to net w ork c hannels and io for input-output c hannels. The di�erence b et w een these t w o sets is

that net w ork c hannels will carry comm unication accessible to the adv ersary , while io c hannels allo w users

(the en vironmen t) to pro vide inputs to and observ e the outputs pro duced b y the proto col. W e use �

net

to

indicate binding �

n 1

; : : : ; �

nk

of all net w ork c hannels in a pro cess, and similarly �

io

for binding all io c hannels.

Throughout the pap er, w e use P , F , A , and S (with sup erscripts if necessary) for pro cesses that represen t

a real proto col, an ideal functionalit y , an adv ersary and a sim ulator. These ma y b e arbitrary pro cesses, except

that w e imp ose restrictions on the names of public c hannels that eac h ma y con tain. Sp eci�cally , all public

c hannel names in a proto col P , an ideal functionalit y F , and an adv ersary A m ust b e net w ork or input-output

c hannels, while all public c hannel names in a sim ulator S m ust b e net w ork c hannels. F or an y giv en proto col

P , the io c hannels of an adv ersary A attac king P m ust b e disjoin t from the io c hannels of P . The purp ose

of these restrictions is to allo w the adv ersary , for example, to connect to the net w ork c hannels of a proto col

or ideal functionalit y , but not to its input-output c hannels. Also, b y making all net w ork c hannels priv ate

when a proto col P is com bined with an adv ersary A , w e ensure that only the io c hannels are accessible to

the en vironmen t.

2.2 Bu�ers, dumm y adv ersaries, and async hronous comm unication

One of the main di�erences b et w een pro cess equiv alence and the t w o other relations is that pro cess equiv a-

lence only in v olv es one form of con text (surrounding pro cesses in teracting with the proto col), as opp osed to

separate adv ersary and en vironmen t con texts in the other t w o relations. Therefore, while in v estigating the

connection b et w een pro cess equiv alence and the other relations, w e will replace the adv ersary in the other

de�nitions b y a \dumm y adv ersary" that do es nothing but pass messages to the surrounding con text. Also,

since the underlying pro cess calculus is assumed to b e sync hronous, w e in terp ose \bu�ers" b et w een pro cesses

to enforce async hronous comm unication when desired. Consequen tly , our pro ofs require certain equational

prop erties of bu�ers and simple pro cesses that forw ard messages from one c hannel to another.

F or an y pair a and b of disjoin t lists of c hannel names, b oth of the same length, w e assume t w o pro cesses

D

b

a

and B

b

a

, whic h w e will call a dumm y adv ersary and a bu�er pro cess, resp ectiv ely . In tuitiv ely , the axioms



ab out D

b

a

and B

b

a

b elo w state that these pro cesses forw ard data b et w een c hannels a

1

; : : : ; a

k

and b

1

; : : : ; b

k

,

resp ectiv ely . A dumm y adv ersary ma y need to preserv e message order to satisfy Axiom 1, but a bu�er need

not preserv e message order. W e assume that D

b

a

and B

b

a

ha v e the c hannel names a

1

; : : : ; a

k

and b

1

; : : : ; b

k

free, and no other free c hannel names.

Axiom 1 (Dumm y Adv ersary (DUMMY )). L et P b e a pr oto c ol and A b e an adversary. Then �

net

( P j

A )

�

=

�

net;dummy

( P j D

dummy

net

j A

[ dummy =net ]

) wher e dummy is a set of fr esh channels of c ar dinality j net j

use d to c ommunic ate b etwe en the dummy adversary and the mo di�e d adversary.

Axiom 2 (Double Bu�ering (DBLBUF )). L et B

b

a

, B

c

b

and B

c

a

b e thr e e bu�ers, for disjoint lists of

channel names a , b , c of the same length. Then, �

b

( B

b

a

j B

c

b

)

�

=

B

c

a

.

Axiom 3 (Dumm y and Bu�er (DUMBUF)). L et B

b

a

, B

c

b

and B

c

a

b e thr e e bu�ers and let D

c

b

and D

b

a

b e

dummy adversaries, for disjoint lists of channel names a , b , c of the same length. Then, �

b

( B

b

a

j D

c

b

)

�

=

B

c

a

and �

b

( D

b

a

j B

c

b

)

�

=

B

c

a

In tuitiv ely , Axiom 1 states that the in teraction b et w een a proto col and adv ersary through the net w ork is

indistinguishable from a situation when the comm unication b et w een the proto col and the adv ersary is routed

through the dumm y adv ersary . Axiom 2 states that t w o bu�ers placed on a c hannel are indistinguishable from

one bu�er on that c hannel and Axiom 3 states that placing a dumm y adv ersary and a bu�er in sequence on a

c hannel is equiv alen t to just ha ving a bu�er on that c hannel. Sp eci�c bu�er and dumm y adv ersary pro cesses

are presen ted in Section 6.

3 Securit y De�nitions

In this section, w e de�ne three relations on pro cesses, univ ersal comp osabilit y , blac k-b o x sim ulatabilit y and

pro cess equiv alence. These de�nitions are �rst presen ted in the sync hronous form, then mo di�ed at the end

of the section to assume async hronous comm unication b y placing bu�ers b et w een pro cess, adv ersary , and

en vironmen t.

De�nition 4. Universal Comp osability: A pr oto c ol P is said to se cur ely r e alize an ide al functionality F if

for any adversary A attacking the pr oto c ol, ther e exists an adversary A

�

attacking the ide al functionality,

such that no c ontext c an distinguish whether it is inter acting with P and A or with F and A

�

. F ormal ly,

8A : 9A

�

: �

net

( P j A )

�

=

�

net

( F j A

�

)

Figure 1 pro vides further in tuition. The proto col as w ell as the ideal functionalit y comm unicate with the

resp ectiv e adv ersary pro cesses o v er the net w ork c hannels (denoted net in the �gure). These c hannels are

not visible to the con text (or \en vironmen t" to use the terminology of [7, 18]). Ho w ev er, the con text gets

to comm unicate with these pro cesses o v er the input-output c hannels (denoted io in the �gure). All other

c hannels of P , A , F , and A

�

are priv ate. The in tuition b ehind the distinction b et w een c hannels is that if y ou

are a user of SSL (Secure So c k ets La y er), for example, y our bro wser comm unicates with the implemen tation

of SSL through io c hannels, while an attac k er on the net w ork has con trol of tra�c on net c hannels.

Since the t w o pro cess expressions in the de�nition of Univ ersal Comp osabilit y are observ ationally equiv-

alen t, this implies that if there is an attac k on the real proto col, then there exists an equiv alen t attac k on

the ideal functionalit y . Hence, if the ideal functionalit y is imp ervious to attac k b y construction, then a real

proto col that satis�es the ab o v e de�nition wrt the ideal functionalit y also cannot b e attac k ed. While [7{9,

11, 10] discuss an adv ersary and en vironmen t, the en vironmen t here is pro vided b y the con text used in the

de�nition of

�

=

.

In the de�nition of blac k-b o x sim ulatabilit y and pro cess equiv alence, w e use a sim ulator pro cess whose

public c hannels corresp ond to the union of the net w ork c hannels of the ideal functionalit y (denoted sim

b elo w) and the net w ork c hannels of the adv ersary (denoted net b elo w).



P A
net

io io io io

net
F A*

=

Fig. 1. Univ ersal Comp osabilit y

De�nition 5. Black-b ox Simulatability: A pr oto c ol P is said to se cur ely r e alize an ide al functionality F if

ther e exists a simulator S such that for any adversary A , no c ontext c an distinguish whether it is inter acting

with P and A or with F , S and A . F ormal ly,

9S : 8A : �

net

( P j A )

�

=

�

net

( �

sim

( F j S ) j A )

Figure 2 depicts this scenario. In e�ect, the sim ulator S uses the ideal functionalit y F to sim ulate the

real proto col P . The di�erence b et w een univ ersal comp osabilit y and blac k-b o x sim ulatabilit y is that in the

�rst case, for ev ery attac k on the proto col, there m ust b e an attac k on the ideal functionalit y . In the second

case, the same is true, but the second attac k m ust b e the same as the �rst attac k, carried out on a sim ulation

of the proto col that ma y rely on the ideal functionalit y .

P A F S A
=

net sim net

io io io io

Fig. 2. Blac k Bo x Sim ulatabilit y

De�nition 6. Pr o c ess Equivalenc e: A pr oto c ol P is said to se cur ely r e alize an ide al functionality F if ther e

exists a simulator S such that no c ontext c an distinguish whether it is inter acting with P or with F and S .

F ormal ly,

9S : P

�

=

�

sim

( F j S )

Figure 3 depicts this situation. Note that, unlik e the �rst t w o de�nitions, the con text has access to b oth

the net w ork and the input-output c hannels. In tuitiv ely , the con text used in the de�nition of observ ational

equiv alence serv es the roles of b oth the adv ersary and the en vironmen t.

F or eac h of these three relations, w e form ulate b elo w corresp onding async hronous conditions b y in terp os-

ing message bu�ers or \bags" [15] on the net w ork, input-output, and sim ulation c hannels. A bu�er is an y

pro cess satisfying the syn tactic restrictions and axioms describ ed in Section 2.2.



P

io n

F S
sim=

io n

Fig. 3. Pro cess Equiv alence

U C : 8A : 9A

�

: �

ph;pn;an;ah

( B

h

ph

j P j B

an

pn

j A j B

h

0

ah

)

�

=

�

f h;f n;sn;sh

( B

h

f h

j F j B

sn

f n

j A

�

j B

h

0

sh

)

B B : 9S : 8A �

ph;pn;h

0

;ah

0

( B

h

ph

j P j B

h

0

pn

j A j B

h

00

ah

0

)

�

=

�

f h;f n;sn;sh;h

0

;ah

0

( B

h

f h

j F j B

sn

f n

j S j B

h

0

sh

j A j B

h

00

ah

0

)

P E : 9S : �

ph;pn

( B

h

ph

j P j B

n

pn

)

�

=

�

f h;f n;sh;sn

( B

h

f h

j F j B

sh

f n

j S j B

n

sn

)

The binding of c hannels used in these de�nitions should b e in tuitiv ely clear. In the U C condition, for

example, B

h

ph

bu�ers messages on P

0

s input-output c hannels; it forw ards messages on the c hannels lab elled

h to P

0

s input-output c hannels (denoted ph ). By binding the c hannels ph , w e ensure that they are not

observ able b y the en vironmen tal con text. Similarly , B

an

pn

and B

h

0

ah

bu�er messages on the net w ork c hannels

b et w een P and A and the io c hannels of A .

4 Blac k-b o x Sim ulatabilit y and Univ ersal Comp osabilit y

In this section, w e pro v e that univ ersal comp osabilit y and blac k-b o x sim ulatabilit y are equiv alen t for b oth

sync hronous and async hronous comm unication.

Theorem 7. Universal c omp osability is e quivalent to black-b ox simulatability with synchr onous c ommuni-

c ation.

Pr o of. ( : F ollo ws immediately b y scop e extrusion ( SCOPE ), asso ciativit y of parallel-or ( ASC ) and re-

naming of priv ate c hannels ( RENAME ). The formal pro of is giv en in T able 2. A

�

is simply �

sim

( S

R

j A

R

).

Th us, the com bination of the sim ulator and the real adv ersary giv es us the ideal pro cess adv ersary demanded

b y the univ ersal comp osabilit y de�nition.

BB 9S : 8A : �

net

( P j A )

�

=

�

net

( �

sim

( F j S ) j A ) (1)

(1) ; SCOPE ; ASC 9S : 8A : �

net

( P j A )

�

=

�

sim

( F j �

net

( S j A )) (2)

(2) ; RENAME 9S : 8A : �

net

( P j A )

�

=

�

net

( F

R

j �

sim

( S

R

j A

R

)) (3)

(3) 8A : 9A

�

: �

net

( P j A )

�

=

�

net

( F

R

j A

�

) (4)

T able 2. Blac k-Bo x Sim ulatabilit y implies Univ ersal Comp osabilit y (Sync hronous Comm unication)

) : The formal pro of is in T able 3. In Figure 4, the same pro of is sk etc hed out using in tuitiv e diagrams of

the form in tro duced in Section 3. W e use standard pro cess calculus pro of rules: congruence ( CONG ), asso-

ciativit y of parallel-or ( ASC ), renaming of priv ate c hannels ( RENAME ), and scop e extrusion ( SCOPE ).

The only step in the pro of that do es not immediately follo w from our general equational principles rules

is (4). W e use the net w ork-sp eci�c equiv alence rule DUMMY (see Axiom 1) here. This rule captures the

in tuition that the en vironmen t cannot distinguish whether it is in teracting with a pro cess P and adv ersary



A or it is in teracting with P and A where the comm unication b et w een them is forw arded through a \dumm y

adv ersary", D , whic h just forw ards messages in the order in whic h it receiv es them. Naturally , a dumm y

adv ersary pro cess has to b e de�ned and the assumed equiv alence has to b e pro v en in an y concrete calculus

in whic h w e wish to apply our general results. In particular, as discussed in a later section, the notion of

a \dumm y adv ersary" is made rigorous in De�nition 16 and the equiv alence pro v ed in Lemma 18 for the

probabilistic p olytime pro cess calculus of [20].

UC 9S : �

net

( P j D )

�

=

�

net

( F j S ) (1)

(1) ; CONG 9S : 8A : �

a

0

( �

net

( P j D j A

R

))

�

=

�

a

0

( �

net

( F j S ) j A

R

) (2)

(2) ; SCOPE ; ASC 9S : 8A : �

net

( P j �

a

0

( D j A

R

))

�

=

�

a

0

( �

net

( F j S ) j A

R

) (3)

(3) ; DUMMY 9S : 8A : �

net

( P j A )

�

=

�

a

0

( �

net

( F j S ) j A

R

) (4)

(4) ; RENAME 9S : 8A : �

net

( P j A )

�

=

�

net

( �

sim

( F

R

j S

R

) j A ) (5)

T able 3. Univ ersal Comp osabilit y implies Blac k-Bo x Sim ulatabilit y (Sync hronous Comm unication)

Theorem 8. Universal c omp osability is e quivalent to black-b ox simulatability with asynchr onous c ommuni-

c ation.

Pr o of. ( : F ollo ws immediately b y scop e extrusion ( SCOPE ), asso ciativit y of parallel-or ( ASC ) and renam-

ing of priv ate c hannels ( RENAME ). The formal pro of is exactly the same as the one for the sync hronous

mo del. A

�

is simply �

sn;an

( S j B

an

sn

j A ).

) : The formal pro of is giv en in T able 4. The standard pro cess calculus rules used in the pro of are

congruence ( CONG ) and scop e extrusion ( SCOPE ). The t w o non-standard rules used are ( DBLBUF )

and ( DUMBUF ). As for ( DUMMY ) these rules need to b e pro v en in an y concrete calculus in whic h w e

wish to apply our general results. These rules are formally pro v ed for the probabilistic p olytime calculus in

Lemma 19 and Lemma 20 resp ectiv ely .

UC 9S : �

ph;pn;an;ah

( B

h

ph

j P j B

an

pn

j D

ah

an

j B

h

0

ah

)

�

=

�

f h;f n;sn;sh

( B

h

f h

j F j B

sn

f n

j S j B

h

0

sh

) (1)

(1) ; CONG 9S : 8A �

ph;pn;an;ah;h

0

;ah

0

( B

h

ph

j P j B

an

pn

j D

ah

an

j B

h

0

ah

j A j B

h

00

ah

0 )

�

=

�

f h;f n;sn;sh;h

0

;ah

0

( B

h

f h

j F j B

sn

f n

j S j B

h

0

sh

j A j B

h

00

ah

0 ) (2)

(2) ; SCOPE ; DUMBUF 9S : 8A �

ph;pn;an;h

0

;ah

0

( B

h

ph

j P j B

an

pn

j B

h

0

an

j A j B

h

00

ah

0 )

�

=

�

f h;f n;sn;sh;h

0

;ah

0

( B

h

f h

j F j B

sn

f n

j S j B

h

0

sh

j A j B

h

00

ah

0 ) (3)

(3) ; SCOPE ; DBLBUF 9S : 8A �

ph;pn;h

0

;ah

0

( B

h

ph

j P j B

h

0

pn

j A j B

h

00

ah

0 )

�

=

�

f h;f n;sn;sh;h

0

;ah

0

( B

h

f h

j F j B

sn

f n

j S j B

h

0

sh

j A j B

h

00

ah

0 ) (4)

T able 4. Univ ersal Comp osabilit y implies Blac k-Bo x Sim ulatabilit y (Async hronous Comm unication)

5 Pro cess Equiv alence and Blac k-b o x Sim ulatabilit y

Pro cess equiv alence and blac k-b o x sim ulatabilit y are equiv alen t with async hronous comm unication. With

sync hronous comm unication, ho w ev er, pro cess equiv alence implies blac k-b o x sim ulatabilit y but not con-

v ersely .
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Theorem 9. Pr o c ess e quivalenc e implies black-b ox simulatability with synchr onous c ommunic ation.

Pr o of. By de�nition, w e ha v e 9S : P

�

=

�

sim

( F j S ). Hence, b y the congruence rule, CONG , w e ha v e that

9S : 8A : �

net

( P j A )

�

=

�

net

( �

sim

( F j S ) j A ). This is precisely the de�nition of blac k-b o x sim ulatabilit y in

the sync hronous comm unication.

The reason that pro cess equiv alence is strictly stronger than blac k-b o x sim ulatabilit y in the sync hronous

case is that when the the adv ersary and en vironmen t are com bined in to one surrounding pro cess con-

text, this con text ma y use the global ordering of ev en ts on the net and io c hannels to distinguish b e-

t w een real and ideal pro cesses. This global ordering is not a v ailable when the adv ersary and the en viron-

men t are separate pro cesses as in the de�nition of blac k-b o x sim ulatabilit y . Consider the t w o pro cesses

P ::= out [ io ; � ] : out [ io ; 
 ] : out [ net ; � ] and Q ::= out [ io ; � ] : out [ net ; � ] : out [ net ; 
 ]. These t w o pro cesses

satisfy the de�nition of blac k-b o x sim ulatabilit y in a non-deterministic pro cess calculus lik e spi-calculus (us-

ing a sim ulator that just forw ards messages to the adv ersary). Ho w ev er, they do not satisfy the de�nition of

pro cess equiv alence since the global ordering of observ ables on the io and net c hannels is �; 
 ; � in one case

and �; � ; 
 in the other.

Theorem 10. Pr o c ess e quivalenc e is e quivalent to black-b ox simulatability with asynchr onous c ommunic a-

tion.

Pr o of. ) : By de�nition, 9S : �

ph;pn

( B

h

ph

j P j B

n

pn

)

�

=

�

f h;f n;sh;sn

( B

h

f h

j F j B

sh

f n

j S j B

n

sn

). Hence, b y the

congruence rule, CONG , w e ha v e 9S : 8A : �

ph;pn;an;ah

( B

h

ph

j P j B

an

pn

j A j B

h

0

ah

)

�

=

�

f h;f n;sh;sn;an;ah

( B

h

f h

j F j

B

sh

f n

j S j B

an

sn

j A j B

h

0

ah

). This is precisely the de�nition of blac k-b o x sim ulatabilit y when comm unication is

async hronous. The pro of follo ws the same line of reasoning as the one for sync hronous comm unication.

( : The formal pro of is in T able 5. Besides scop e extrusion, it uses ( DBLBUF ) and ( DUMBUF ) to

replace a dumm y adv ersary and bu�er pro cess com bination as w ell as t w o sequen tially connected bu�ers b y

a single instance of a bu�er pro cess.
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ah
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=
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(2) ; SCOPE ; DBLBUF 9S : �

ph;pn;an
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=
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f n

j S j B

h

0

sn

) (3)

T able 5. Blac k-Bo x Sim ulatabilit y implies Pro cess Equiv alence (Async hronous Comm unication)

6 Applications to sp eci�c pro cess calculi

In this section, w e demonstrate that sev eral standard pro cess calculi used for reasoning ab out securit y

proto cols (the probabilistic p olynomial-time pro cess calculus of [20], the spi-calculus [3], and the applied

� -calculus [1]) satisfy the equational principles used in the axiomatic pro ofs in the previous sections. The

pro v ed relations b et w een the v arious securit y de�nitions therefore hold in these calculi.

6.1 Probabilistic P oly-time Pro cess Calculus

A probabilistic p olynomial-time pro cess calculus (PPC) for securit y proto cols is dev elop ed in [16, 14, 17]; the

b est curren t presen tations are [19, 20]. It consists of a set of terms that do not p erform an y comm unications,



expr essions that can comm unicate with other expressions, and, channels that are used for comm unication.

T erms con tain v ariables that receiv e v alues o v er c hannels. There is also a sp ecial v ariable n called the se curity

p ar ameter . Eac h expression de�nes a set of pr o c esses , one for eac h c hoice of v alue for the securit y parameter.

Eac h c hannel name has a bandwidth p olynomial in the securit y parameter asso ciated with it b y a function

called � . The bandwidth ensures that no message gets to o large and, th us, ensures that the expression can

b e ev aluated in time p olynomial in the securit y parameter.

The class of terms used m ust satisfy the follo wing t w o prop erties:

1. If � is a term with k v ariables, then there exists a probabilistic T uring mac hine M

�

with k inputs and a

p olynomial q

�

( x

1

; : : : ; x

k

) suc h that:

(a) The term � , with a

1

; : : : ; a

k

substituted for its k v ariables, reduces to a with probabilit y p if and only

if M

�

( a

1

; : : : ; a

k

) returns a with probabilit y p ; and,

(b) F or an y c hoice of a

1

; : : : ; a

k

w e ha v e that M

�

( a

1

; : : : ; a

k

) halts in time at most q

�

( j a

1

j ; : : : ; j a

k

j ).

2. F or eac h probabilistic p olynomial-time function f : N

m

! N , there exists a term � suc h that M

�

computes

f .

Essen tially , the term language completely captures the class of probabilistic p olynomial-time T uring ma-

c hines. One example of suc h a set of terms is based on a term calculus called OSLR studied in [16] (based

in turn on [6, 13]).

Although an y probabilistic p olynomial-time function can b e computed b y a term, comm unication requires

additional syn tactic forms. Expr essions of PPC are giv en b y the grammar in Section 2. The con texts, C on ,

of PPC are obtained from the grammar b y adding a placeholder sym b ol for a \hole" to b e �lled in, as usual.

Op erational Seman tics The ev aluation of a v ariable-closed pro cess pro ceeds in three steps: reduction,

selection, and comm unication. In the r e duction step , all terms and matc hes that are not in the scop e of an

input expression are ev aluated. Since the expression is v ariable-closed and only inputs can bind v ariables, w e

kno w that ev ery term outside the scop e of an input has no free v ariables. This step sim ulates computation.

In the sele ction step , w e use a probabilistic sc heduler to select an action to p erform. Actions include the

silen t action, � ; the input action in h c; a i that reads the v alue a from the c hannel c in to the v ariable x ; the

output action out h c; a i that places the v alue a on the c hannel c ; and the sim ultaneous action � � � where

one of � and � is an input action from the c hannel c of the v alue a and the other action is an output of the

v alue a on the c hannel c obtained b y using the action pro duct � on � and � . W e will sa y that t w o actions are

of the same t yp e if they are b oth inputs, outputs, or sim ultaneous actions with the same c hannel and v alue.

The sche duler pic ks a particular t yp e of sim ultaneous action from the set of a v ailable sim ultaneous action

t yp es according to the distribution de�ning the sc heduler. Ho w ev er, silen t actions m ust b e p erformed if they

are a v ailable since silen t actions ha v e higher priorit y . Then, one action of that t yp e is pic k ed uniformly at

random from the set of a v ailable actions of that t yp e. F urther discussion ma y b e found in [19].

In the c ommunic ation step , w e p erform the indicated substitution taking care to truncate the v alue accord-

ing to the bandwidth asso ciated with the c hannel name. This is imp ortan t for preserving the p olynomial-time

prop ert y of the pro cess calculus.

W e call this three-stage pro cedure an evaluation step ; and ev aluation pro ceeds in ev aluation steps un til

the set of sc hedulable actions b ecomes empt y . W e refer the reader to [19] for more details.

Theorem 11. L et P b e a pr o c ess. Then the evaluation of P c an b e p erforme d in time p olynomial in the

se curity p ar ameter.

The pro of pro ceeds b y constructing a mac hine that ev aluates P . The time-b ound follo ws from the represen-

tation of terms and sc hedulers as probabilistic p olynomial-time T uring mac hines.

A form of we ak pr ob abilistic bisimulation o v er asymptotically p olynomial-time pro cesses, or more simply

pr ob abilistic bisimulation , is dev elop ed in [19, 20] (see also [21]). Tw o pro cesses P and Q are probabilistically

bisimilar just when

1. If P can tak e an action � and with probabilit y p b ecome P

0

, then Q m ust b e able to tak e � to b ecome

pro cesses Q

1

; : : : ; Q

k

with total probabilit y p ; and,

2. If Q can tak e an action � and with probabilit y p b ecome Q

0

, then P m ust b e able to tak e � to b ecome

pro cesses P

1

; : : : ; P

k

with total probabilit y p .



Using ' to denote the bisim ulation equiv alence relation, [19, 20] sho w that ' is a congruence.

Theorem 12. 8 P ; Q 2 P r oc: 8 C [ ] 2 C on : P ' Q = ) C [ P ] ' C [ Q ]

De�nition 13. L et P and Q b e two PPC expr essions. Then P

�

=

Q if, for su�ciently lar ge n , P

n  n

is

observational ly indistinguishable fr om Q

n  n

.

A more precise de�nition can b e found in [19, 20]. W e also ha v e the follo wing theorem, pro v ed in [19],

whic h states that if t w o pro cesses are probabilistically bisimilar, then they are observ ationally equiv alen t (in

the sense of [19]). Hence, to pro v e observ ational equiv alence, it is su�cien t to demonstrate a probabilistic

bisim ulation.

Theorem 14. P ' Q = ) P

�

=

Q .

In [19], it is pro v ed that all the equational principles of T able 1 hold in PPC. It remains to sho w that

( DUMMY ), ( DBLBUF ), and ( DUMBUF ) hold in PPC. W e giv e b elo w precise de�nitions of the dumm y

adv ersary and the bu�er pro cess in PPC, relegating pro ofs of the equiv alences to App endix A. Hence, w e can

conclude that the results pro v ed in the previous sections ab out the relationship b et w een the v arious securit y

prop erties hold for PPC.

F or simplicit y w e will construct uni-directional bu�ers, assuming that eac h public c hannel is dir e ctional

i.e. , a c hannel name is used in a pro cess only for inputs or only for outputs. W e will sa y that a c hannel is an

input c hannel (resp. output c hannel) just when it is to b e used only for inputs (resp. outputs). Bi-directional

bu�ers ma y b e constructed b y comp osing a pair of uni-directional c hannels.

De�nition 15. L et A = f a

1

; : : : ; a

k

g and B = f b

1

; : : : ; b

k

g b e two e quinumer ous sets of channel names such

that a

i

2 A is an input channel i� b

i

2 B is an output channel. We de�ne B

b

i

a

i

as

!

q ( � )

:

�

in [ a

i

; y ] : out [ b

i

; y ]

�

in the c ase that a

i

is an output channel, and

!

q ( � )

:

�

in [ b

i

; y ] : out [ a

i

; y ]

�

in the c ase that a

i

is an input channel. Then we de�ne the async hronous bu�er b et w een A and B , B

B

A

, as

the expr ession B

b

1

a

1

j � � � j B

b

k

a

k

.

Essen tially , an async hronous bu�er forw ards messages b et w een c hannels in A and c hannels in B without

preserving an y message-ordering since, for example, it is p ossible that an input on a

i

is read, then a second

input on a

i

is read and forw arded on to b

i

b efore the �rst input on a

i

is forw arded on to b

i

.

De�nition 16. L et A = f a

1

; : : : ; a

k

g and B = f b

1

; : : : ; b

k

g b e two e quinumer ous sets of channel names such

that a

i

2 A is an input channel i� b

i

2 B is an output channel. We de�ne D

b

i

a

i

as

in [ a

i

; y ] : out [ b

i

; y ] : out [ sy n

i

; 1] j !

q ( � )

:

�

in [ sy n

i

; x ] : in [ a

i

; y ] : out [ b

i

; y ] : out [ sy n

i

; 1]

�

in the c ase that a

i

is an output channel, and

in [ b

i

; y ] : out [ a

i

; y ] : out [ sy n

i

; 1] j !

q ( � )

:

�

in [ sy n

i

; x ] : in [ b

i

; y ] : out [ a

i

; y ] : out [ sy n

i

; 1]

�

in the c ase that a

i

is an input channel. Then we de�ne the dumm y adv ersary b et w een A and B , D

B

A

, as the

expr ession

�

sy n

( D

b

i

a

1

j � � � j D

b

k

a

k

)

The expression D

B

A

simply forw ards comm unications b et w een eac h c hannel a

i

2 A and b

i

2 B . The c hannel

sy n

i

is used to sync hronize b et w een the v arious inputs and outputs on the c hannel a

i

in D

B

A

to a v oid situations

where, for example, a v alue has b een read on the c hannel b

i

and, b efore it is forw arded, a new v alue is read

on the c hannel b

i

and then forw arded. Essen tially , the use of sy n

i

allo ws us to preserv e the ordering on

comm unications on a

i

b y guaran teeing that if D

B

A

receiv es the message o b efore o

0

, it will transmit o b efore

o

0

. Th us a dumm y adv ersary is just a message-order-preserving bu�er.

Theorem 17. The e quivalenc e principles ( DUMMY ) , ( DBLBUF ) , and ( DUMBUF ) hold in PPC.

W e pro v e these equiv alences b y constructing a probabilistic bisim ulation and then applying Theorem 14.

Pro of sk etc hes are a v ailable in App endix A.



6.2 Spi-Calculus and Applied � -Calculus

Spi-calculus [3] and applied � -calculus [1] are t w o other pro cess calculi that ha v e b een used to reason ab out

securit y proto cols. All the standard structural equiv alence rules: asso ciativit y of parallel comp osition ( ASC ),

renaming of priv ate c hannels ( RENAME ), scop e extrusion ( SCOPE ), congruence ( CONG ), whic h w ere

collected in T able 1, hold in these calculi. The net w ork-sp eci�c equiv alences are also satis�ed with appropriate

de�nitions of dumm y adv ersary and bu�er pro cesses. Hence the results pro v ed in Section 4 and Section 5

also hold for these calculi. A represen tativ e pro of for spi-calculus is giv en in App endix B.

7 Conclusions

W e compare three similar w a ys of sp ecifying proto col prop erties b y form ulating universal c omp osability ,

black-b ox simulatability , and pr o c ess e quivalenc e o v er pro cess calculus. Our main results are that all three

are equiv alen t when async hronous comm unication is used; with sync hronous comm unication, the �rst t w o

are equiv alen t and implied b y the third. While some pro cess calculi pro vide sync hronous comm unication, the

async hronous case is closer to computational practice. Although w e mo del async hronous comm unication b y

adding bu�ers to a sync hronous calculus, w e conjecture that the same results could also b e ac hiev ed starting

with a purely async hronous form of pro cess calculus.

Since univ ersal comp osabilit y , blac k-b o x sim ulatabilit y , and pro cess equiv alence are all based on similar

in tuition ab out sp ecifying securit y prop erties using indistinguishabilit y , it is reassuring to kno w that they can

b e pro v ed tec hnically equiv alen t. W e exp ect this equiv alence to b e useful in further researc h, since it allo ws

us to transfer results ab out one form of sp eci�cation to other forms. In addition, the equiv alence of three

di�eren t tec hnical de�nitions, and the fact that this equiv alence holds for a broad range of computational

mo dels, indicate the mathematical robustness of the underlying concept.

Our pro ofs use standard pro cess calculus pro of rules suc h as asso ciativit y of parallel comp osition, com-

m utativit y , renaming of priv ate c hannels, scop e extrusion, and congruence. The only subtlet y is that t w o

pro cesses comm unicating o v er a priv ate c hannel m ust b e observ ationally equiv alen t to t w o pro cesses com-

m unicating through a dumm y pro cess that just forw ards messages in b oth directions. Therefore, the pro ofs

will carry o v er to an y pro cess calculus that has the necessary features (suc h as priv ate c hannels) and satis�es

reasonable and w ell-accepted equational principles. In future w ork, w e hop e to extend our argumen ts to co v er

comm unicating T uring mac hines (as in [7] and other w ork on univ ersal comp osabilit y) and I/O automata

(as in [18] and related w ork).

A cknow le dgements Thanks to Andre Scedro v and P aulo Mateus for helpful discussions.
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A Pro ofs of Lemmas for PPC

Lemma 18 (Dumm y Adv ersary). L et P b e a pr oto c ol and A b e an adversary. Then �

net

( P j A )

�

=

�

net;dummy

( P j D

dummy

net

j A

[ dummy =net ]

) wher e dummy is a set of fr esh channels of c ar dinality j net j use d to

c ommunic ate b etwe en the dummy adversary and the mo di�e d adversary.

Pr o of. (Sk etc h) F rom De�nition 16, w e see that D

dummy

net

is of the form �

sy n

( D u

dummy

net

). The pro of pro ceeds

b y sho wing that for ev ery path � in the ev aluation graph of �

net

( P j A ) there is a unique path �

0

in the

ev aluation graph of �

net;dummy

( P j �

sy n

( D u

dummy

net

) j A

[ dummy =net ]

) suc h that the probabilit y of ev ery edge in

� is preserv ed b y the matc hing edge in �

0

, and vice v ersa. It is easy to see that ev ery transition of �

net

( P j A )

that do es not signify a comm unication b et w een P and A can b e iden ti�ed immediately with transitions of

�

net;dummy

( P j �

sy n

( D u

dummy

net

) j A

[ dummy =net ]

). The only concern are those comm unications b et w een P and

A . These, though, can b e sim ulated via a three stage pro cedure. Without loss of generalit y let us assume

that a message is going from A to P along a net c hannel. In the �rst stage, the message is transmitted

from A

[ dummy =net ]

to the dumm y . In the second stage, the message is transmitted along the appropriate net

c hannel to P . Finally , a sync hronization bit in the dumm y is transmitted to allo w further comm unications

to o ccur. While there is only one c hoice of transition for the �rst t w o stages, there are sev eral c hoices for

the third since an y one of the q ( i ) inputs for the sync hronization bit in the dumm y can receiv e the message.



Ho w ev er, eac h of the pro cesses obtained after the third step are structurally iden tical (they only v ary in

whic h of the q ( i ) remaining bridges b et w een the dummy c hannel and its corresp onding net c hannel accepts

the sync hronization bit). Th us w e can iden tify them and replace the �nal q ( i )-fold step with a single step.

This means that ev ery transition of �

net

( P j A ) can b e uniquely matc hed with either a transition or a

length-three path of �

net;dummy

( P j �

sy n

( D u

dummy

net

) j A

[ dummy =net ]

). The uniqueness of the mapping follo ws

from its construction. Th us w e can infer the desired bisimilarit y whic h implies observ ational equiv alence.

Lemma 19 (Double Bu�ering). L et B

b

a

, B

c

b

and B

c

a

b e asynchr onous bu�ers. Then, �

b

( B

b

a

j B

c

b

)

�

=

B

c

a

.

Pr o of. W e will sho w that �

b

( B

b

a

j B

c

b

) is probabilistically bisimilar to B

c

a

from whic h it follo ws that the t w o

expressions are observ ationally equiv alen t. F or simplicit y , w e will assume that j a j = j b j = j c j = 1. Let us also

assume that a is an input c hannel (whence c m ust b e an output c hannel). In that case B

c

a

is just

!

q ( � )

:

�

in [ a ; y ] : out [ c ; y ]

�

and �

b

( B

b

a

j B

c

b

) is just

�

b

(!

q ( � )

:

�

in [ a ; y ] : out [ b ; y ]

�

j !

q ( � )

:

�

in [ b ; y ] : out [ c ; y ]

�

)

W e will iden tify expressions equiv alen t b y virtue of the asso ciativit y and comm utativit y of j , the parallel

comp osition op erator, and the equiv alence P j 0

�

=

P . Making use of these iden ti�cations, it is easy to v erify

that the set of pairs

fh !

q ( � )

:

�

in [ a ; y ] : out [ c ; y ]

�

j !

q ( � )

:

�

out [ c ; y ]

�

;

�

b

(!

q ( � )

:

�

in [ a ; y ] : out [ b ; y ]

�

j !

q ( � )

:

�

in [ b ; y ] : out [ c ; y ]

�

) j !

q ( � )

:

�

out [ c ; y ]

�

ig

is a suitable probabilistic bisim ulation.

Lemma 20 (Dumm y and Bu�er). L et B

b

a

, B

c

b

and B

c

a

b e thr e e asynchr onous bu�ers and let D

c

b

and D

b

a

b e dummy adversaries. Then, �

b

( B

b

a

j D

c

b

)

�

=

B

c

a

and �

b

( D

b

a

j B

c

b

)

�

=

B

c

a

An async hronous bu�er just forw ards messages without preserving the message order. Th us, in tuitiv ely ,

placing it after an y structure that preserv es message order or b efore an y suc h structure should b e the same

as just using the async hronous bu�er. The formal pro of is similar to the pro of of Lemma 19 and is omitted

due to space constrain ts.

B Pro of of Equiv alence for Spi-Calculus

Theorem 21. The or em 7 and The or em 9 hold for spi-c alculus.

Pr o of. The standard equiv alence rules used in pro ving the t w o theorems: asso ciativit y of parallel-or ( ASC ),

renaming of priv ate c hannels ( RENAME ), congruence ( CONG ), and scop e extrusion ( SCOPE ) hold in

spi-calculus. The only non-standard step corresp onds to DUMMY . The pro of relies on the observ ation that

the situation in whic h pro cesses P and A comm unicate o v er a priv ate c hannel is observ ationally equiv alen t

to the one in whic h all suc h comm unication is routed through a dumm y pro cess that just forw ards messages

in b oth directions. F or simplicit y , w e consider only the case when there are t w o c hannels c

0

and c

1

b et w een

P and A . Since c hannels are directional, without loss of generalit y , w e assume that c hannel c

0

is from A to

P ( i.e. , only A outputs messages on c

0

, and only P receiv es messages on c

0

), and c hannel c

1

is from P to A .

The pro of extends directly to the m ultiple-c hannel case.

Rewriting the statemen t using spi-calculus formalism and letting A

d

stand for A [ d=c ], w e wish to demon-

strate that

( � c

0

; c

1

)( P j A ) ' ( � c

0

; c

1

; d

0

; d

1

)( P j (( � s

0

; s

1

)( D

0

j D

1

) j A

d

))

where

D

0

= d

0

( y ) : c

0

h y i : s

0

h 1 i j ! s

0

( x ) :d

0

( y ) : c

0

h y i : s

0

h 1 i

D

1

= d

1

( y ) : c

1

h y i : s

1

h 1 i j ! s

1

( x ) :d

1

( y ) : c

1

h y i : s

1

h 1 i



W e outline the pro of in the direction ( � c

0

; c

1

)( P j A ) v ( � c

0

; c

1

; d

0

; d

1

)( P j (( � s

0

; s

1

)( D

0

j D

1

) j A

d

)).

The pro of in the other direction is similar. F or our purp oses, it is su�cien t to recall that, informally , P p asses

a test ( R ; � ) if P pro duces an observ able on a c hannel named � when run in parallel with R . By de�nition,

P

1

v P

2

if, for an y test ( R ; � ) passed b y P

1

, P

2

also passes the test.

Let ( R ; � ) b e some test passed b y ( � c )( P j A ). By Prop osition 4 [3], this implies that there exist an

agen t A and a pro cess Q suc h that ( � c

0

; c

1

)( P j A ) j R

�

!

�

Q and Q

�

! A . Since w e assume that P and

A comm unicate only via c hannels c

0

and c

1

, ev ery reaction of P j A is a reaction of P , a reaction of A ,

or an in teraction b et w een P and A . In the latter case, b ecause w e assumed that c hannels are directional,

P = c

0

( x ) :P

0

; A = c

0

h m i :A

0

; P j A

�

! P

0

[ m=x ] j A

0

, or P = c

1

h m i :P

0

; A = c

1

( x ) :A

0

; P j A

�

! P

0

j A

0

[ m=x ]. T o

pro v e the lemma b y induction o v er all reactions of ( � c

0

; c

1

)( P j A ) j R , it is su�cien t to demonstrate that, if P =

c

0

( x ) :P

0

; A = c

0

h m i :A

0

; c

0

( x ) :P

0

j c

0

h m i :A

0

�

! P

0

[ m=x ] j A

0

, then c

0

( x ) :P

0

j (( � s

0

; s

1

)( D

0

j D

1

) j d

0

h m i :A

0

d

)

�

!

P

0

[ m=x ] j (( � s

0

; s

1

)( D

0

j D

1

) j A

0

d

). The pro of for the case P = c

1

h m i :P

0

; A = c

1

( x ) :A

0

; c

1

h m i :P

0

j c

1

( x ) :A

0

�

!

P

0

j A

0

[ m=x ] is symmetric.

c

0

( x ) :P

0

j (( � s

0

; s

1

)( D

0

j D

1

) j d

0

h m i :A

0

d

) =

c

0

( x ) :P

0

j (( � s

0

; s

1

)(( d

0

( y ) : c

0

h y i : s

0

h 1 ij ! s

0

( x ) :d

0

( y ) : c

0

h y i : s

0

h 1 i ) j D

1

) j d

0

h m i :A

0

d

)

�

!

c

0

( x ) :P

0

j (( � s

0

; s

1

)(( c

0

h m i : s

0

h 1 ij ! s

0

( x ) :d

0

( y ) : c

0

h y i : s

0

h 1 i ) j D

1

) j A

0

d

)

�

!

P

0

[ m=x ] j (( � s

0

; s

1

)(( s

0

h 1 ij ! s

0

( x ) :d

0

( y ) : c

0

h y i : s

0

h 1 i ) j D

1

) j A

0

d

)

�

!

P

0

[ m=x ] j (( � s

0

; s

1

)(( d

0

( y ) : c

0

h y i : s

0

h 1 ij ! s

0

( x ) :d

0

( y ) : c

0

h y i : s

0

h 1 i ) j D

1

) j A

0

d

) =

P

0

[ m=x ] j (( � s

0

; s

1

)( D

0

j D

1

) j A

0

d

)


