Efficient Multi-level Threshold Attribute Based Encryption

Abstract
Anonymous access control is a very desirable property in various applications e.g. encrypted storage
in distributed environments; and attribute based encryption (ABE) is a cryptographic scheme that is
targeted to achieve this property. ABE is an encryption mechanism that is useful in settings where the
list of users may not be known apriori, but all users may possess certain credentials which can be used in
determining access control and at the same time providing a reasonable degree of anonymity. Ciphertext
policy attribute based encryption is a scheme that gives a natural way to link the access policy with the
ciphertext, and attributes with the keys; and cleverly combine them at a later stage to provide secure
access to protected data. In most ABE schemes the size of the ciphertext is quite large and is of the order
of the number of attributes. In this work we present our approach for a multi-level threshold attribute
based encryption scheme whose ciphertext size depends only on the size of the policy and is independent
of the number of attributes.
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Introduction

There are several settings where a user would want to give access to documents based on certain credentials or
the position/role of a person. This may be comparable with ‘Views’ in a database. We would want different
kind of users of the database to be able to see only those contents that are relevant to them. Similarly,
in a distributed setting where all the data may be stored in a server, the server might allow access to files
and documents based on some predefined access control policy, for example, clients may have to provide
proper certification to retrieve specific files. In such cases, if the data(storage) in the database or server is
compromised, then although it may be in the encrypted form, anyone who has access to the database or
server may be able retrieve all information including those documents that may not be relevant to them. To
be more specific, any normal user of the database who gets his/her hands on the compromised data may
now be able to get those files which were restricted and whose access was determined by some application
in the database or server.
ABE Attributed based encryption (ABE), first introduced by Sahai and Waters [SW05, GPSW06], provides
a mechanism by which we can ensure that even if the storage is compromised, the loss of information will
only be minimal. What attribute based encryption does is that, it effectively binds the access-control policy
to the data and the users(clients) instead of having a server mediating access to files. To understand this
better, we will take a closer look into what access control is.
Access Policy. An access control policy would be a policy that defines the kind of users who would have
permissions to read the documents. e.g In an academic setting, grade-sheets of a class may be accessible
only to a professor handling the course and some teaching assistants (TAs) of that course. We can express
such a policy in terms of a predicate:
W
( (Professor ∧ CS dept.)
(M.tech student ∧ course TA ∧ CS dept.) )
We will call the various credentials (or variables) of the predicate as attributes and the predicate itself which
represents the access policy as the access-structure. In the example here the access structure is quite simple.
But in reality, access policies may be quite complex and may involve a large number of attributes.
Properties.

There are two major features to attribute based encryption:

1. It has the capacity to address complex access control policies.
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2. The exact list of users need not be known apriori. Knowledge of the access policy is sufficient.
Also, an important property that attribute based encryption schemes must satisfy is that of collusion resistance. Collusion resistance means that, if 2 or more users possessing different keys combine to decrypt the
ciphertext, they will be successful if and only if any one of the users could have decrypted it individually.
In other words, even if multiple parties collude, they should not be able to decrypt the ciphertext unless one
of them was able to decrypt it completely by herself. These properties ensure that only users possessing the
right keys have access to the information. Moreover, as the encryption is based on the access-structure it
implicitly assures anonymous access control.
Types of ABE. ABE can be categorized in to two types depending on whether the attributes are embedded
in the ciphertext or whether the access-structure is embedded in the ciphertext. The first is the Key-policy
based ABE (KP-ABE) which was infact the initial form of attribute based encryption that was developed.
It was originally introduced in [SW05] and later by Goyal et al. in [GPSW06] and by Ostrovsky in [OSW07].
In KP-ABE they encrypt the attributes along with the data and give the access structure to each user
as part of their secret key. But attribute based encryption is more applicable in the regular world if the
access-structure can be embedded in the ciphertext and the users can have their attributes saved in their
secret keys. This second form of ABE is known as ciphertext-policy based (CP-ABE) and was introduced
by Bethencourt et al [BSW07]. Both these initial schemes [GPSW06, BSW07] were largely based on the
secret sharing scheme developed by Shamir [Sha79]. However, it is ciphertext policy based ABE that has
become more popular in later schemes like [CN07, GJPS08, NYO09, GNSN10] and others. This might be
largely due to the fact that CP-ABE represents a natural and more intuitive way to view attribute based
encryption.
Contribution. In most of the previous ABE schemes, the size of the ciphertext is very large, it is usually
in the order of the number of attributes under consideration. There have been works on more efficient and
constant size CP-ABE schemes. However, the current constant size ciphertext schemes are applicable only
to some restricted access structures[ZH10, EMN+ 09] and even the most efficient scheme with expressive
access control has ciphertext size proportional to the number of attributes involved [Wat08]. In this work we
propose an approach to get a multi-level threshold CP-ABE where the ciphertext size is independent of the
number of attributes. Moreover, the access structure we use is more expressive and can be used to represent
complex access control policies.
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Related Work

The ciphertext policy ABE scheme developed by Bethencourt et al. [BSW07], which was based on secret
sharing was actually a scheme that supported multi-level threshold access structures. The scheme was
developed in a manner which could very easily be extended to support generic (monotone) access structure
by simply replacing any AND by n-out-of-n threshold gate and an OR by 1-out-of-n threshold gate. Later, the
work by Ostrovsky in [OSW07] gave a KP-ABE scheme that extended to non-monotone access structures.
The authors have mentioned ways to extend their work to get a CP-ABE scheme which supports nonmonotone threshold access structures. However, inorder to give CP-ABE schemes other properties, including
better security, the simple AND access structure became more popular. The AND access structure was
preferred by Cheung and Newport in [CN07] to give better proof of security and a similar access structure
was used by Nishide et al. in [NYO09] to make CP-ABE support recipient anonymity (partially hide the
actual access structure from the decryptor). The use of the simple AND based access structure was also
used to develop schemes that gave more efficient ciphertext size.
All the initial attribute based encryption schemes, both KP-ABE and CP-ABE had ciphertext size and
key size in the order of atleast the number of attributes involved. The first attempt to make the most efficient
ciphertext policy attribute based encryption can be credited to Waters [Wat08]. Here he proposes a scheme
in which the size of the ciphertext is equal to the number of attributes involved, with a constant additive
factor. Then in 2009, the work by Emura et al [EMN+ 09] was one of the initial attempts to obtain a constant
size ciphertext. However their scheme which was based on the access structure in [CN07] supported only
the all-AND access structure. Later, Zhou et al in [ZH10] also proposed an efficient constant size ciphertext
CP-ABE, however their access structure also supported only the AND operation. Recently, the work by
Herranz et al., [HLR10] proposes an elegant scheme for a constant ciphertext size threshold CP-ABE. Their
work makes use of a clever aggregate method proposed by Delerablée and Pointcheval in [DP08]. Although
the threshold scheme is more expressive, the aggregate function is useful as long as there is only one level in
the access structure and does not seem to be easily extendible to the multi-level threshold case.
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In this work we make use of the Aggregate function to obtain a more expressive multi-level threshold
CP-ABE which is also efficient with respect to the size of the ciphertext and the number of pairing operations
involved.
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Prelimnaries

3.1

Bilinear Pairing

Let G1 , G2 , GT be multiplicative groups of prime order p. The elements g1 ∈ G1 and g2 ∈ G2 are generators
of G1 and G2 respectively. A bilinear pairing is a map e : G1 × G2 → GT with the following properties:
1. Bilinear: e(g1 a , g2 b ) = e(g1 , g2 )ab for all g1 ∈ G1 ,g2 ∈ G2 , where a, b ∈ Zp .
2. Non-degenerate: There exists g1 ∈ G1 and g2 ∈ G2 such that e(g1 , g2 ) 6= 1; in other words, the map
does not send all pairs in G1 × G2 to the identity in GT .
3. Computability: There is an efficient algorithm to compute e(g1 , g2 ) for all g1 ∈ G1 and g2 ∈ G2 .

3.2

Lagrange Co-efficient

We recall the definition of Lagrange coefficient: ∆i,S for i ∈ Z∗p and a set, S, of elements in Z∗p : ∆i,S (x) =
Q
x−j
j∈S,j6=i i−j .

3.3

Aggregate Function

Aggregate function (as defined originally in [DP08]) does:
r

Aggregate({g γ+xi , xi }1≤i≤n ) = g

r
Qn
(γ+xi )
i=1

in O(n2 ) exponentiations.

3.4

CP-ABE Scheme Outline

• Setup. A randomized algorithm Setup(k) takes in as input a security parameter and provides a set
of public parameters (P K) and the master key values (M K).
• Encryption. The algorithm Enc(M, T , P K) is a randomized algorithm that takes as input the
message to be encrypted (M), the access structure T which needs to be satisfied and the public
parameters (P K) to output the ciphertext CT . We can say, that the encryption algorithm embeds the
access structure in the ciphertext such that only those users with attributes satisfying T will be able
to decrypt and retrieve the message M.
• Key-Generation. The KeyGen(M K, P K, A) algorithm takes as input the master key values
(M K), the public parameters (P K) and the attribute set of the user (A), and outputs for the user a
set of decryption keys SK which confirms the users possession of all the attributes in A and no other
external attribute.
• Decryption. The decryption algorithm Dec(CT , SK, P K) takes as input the ciphertext CT , the
user secret keys SK and the public parameters P K, and it outputs the encrypted message (M) if
and only if the attributes A embedded in SK satisfy the access structure T which was used while
encrypting the ciphertext CT . i.e If T (A) = 1 then message M is output else, it outputs ⊥.

3.5

Model

Here we present the model of our access tree and attributes. We denote the universe set of attributes by
P. Let m be the cardinality of P. A party who wishes to encrypt a message will specify the access control
predicate through an access tree structure, which we denote by T . Any party who wishes to decrypt the
ciphertext must be able to satisfy the access tree inorder to retrieve the message.
The tree model we follow is similar to that described in [BSW07]. We treat each individual non-leaf
node of the tree to be a threshold gate. Note that this representation of the access policy is very expressive
since an AND gate can be represented as an n-out-of-n threshold gate and an OR can be represented with
1-out-of-n threshold gate.
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Access Tree T . The tree representing the access structure is denoted by T . Let sx denote the number
of children that each node x has. We will use kx to denote the threshold value that needs to be satisfied
at node x. And by par(x) we denote the parent of the node x. The access tree T also defines an ordering
between the children of every node, that is, the children of a node are numbered from 1 to sx . The function
index(x) returns such a number associated with the node x, where the index values are uniquely assigned to
nodes in the access structure for a given key in an arbitrary manner. An important point to note is that, all
the attributes of the access policy form the leaves of the access tree. We will use the notation ψT to denote
the set of last level of non-leaf nodes (i.e. those nodes whose children are all attributes/leaves).
Satisfying the tree. Let r denote the root node of the tree. Tx denotes the subtree at the node x.
Essentially Tr is equivalent to T . If a set of attributes A satisfy the subtree Tx then we will denote it as
Tx (A) = 1. At each node x, Tx (Ax ) = 1 if and only if atleast kx (threshold of node x) of the children node
return 1 from their subtree. By this recursive definition, if the attribute set satisfies the entire tree then
T (A) = 1.

4
4.1

Construction
Setup

The setup algorithm chooses bilinear group triple (G1 , G2 , GT ) of prime order p and a bilinear map e :
G1 × G2 → GT . The algorithm also picks generators g of G1 and h of G2 . Then it chooses 3 random
exponents α, β, γ in Z∗p . It then sets u = g αγ and v = e(g α , h).
After that it chooses a suitable encoding τ sending each of the m attributes at ∈ P onto a (different)
element τ (at) = x ∈ Z∗p . It then chooses a set of m − 1 dummy attributes D = {d1 , · · · , dm−1 }. By the
notation Di for i < m − 1, we will denote the set of the dummy attributes from d1 to di .
PK (public parameters):

{ P, u, v, hβ , {hαγ i }i=0,··· ,2m−1 , D, τ }

MK (master secret key):

4.2

{ α, β, γ, g, h }

Key Generation

KeyGen(PK, A, MK)
Given a set of attributes A ⊂ P, the central authority picks an r ∈ Z∗p at random and computes the secret
key for the user as follows:

o
n
α(1−r)
r
rγ i
γ+τ
(at)
β
}at∈A , {h }i=0,··· ,m−2 , g
SKA = {g
4.3

Encryption

Enc(PK, T , M)
For every non-leaf node x of the access tree T , we choose a polynomial qx . We, proceed in a top down
manner in selecting the polynomials, starting from the root R. For a node x we set the degree of the node
dx = kx − 1, one less than the threshold value that needs to be satisfied at the gate at that node.
Now, beginning at the root, we choose a random s ∈R Z∗p and set qr (0) = s. Then choose dr other points of

the polynomial qr to define it completely. For all other non-leaf nodes x, we set qx (0) = qparent(x) index(x)
and choose dx other points to completely define qx .
For the last level of non-leaf nodes, x ∈ ψT , we compute the following two values:

Cx1 = u−qx (0)
qx (0).α

Cx2 = h

Q

at∈Sx (γ+τ (at))

Q

d∈Dm+k −1−s (γ+d)
x
x

The ciphertext is given by:
CT =

{ C̃ = M · e(g, h)αs , C0 = hβs , {Cx1 , Cx2 }∀x∈ψT , T }
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4.4

Decryption

Dec(CT, SK, PK)
Let A denote the user’s attribute set and Sx denote the set of attributes involved at each non-leaf node
x ∈ ψT . Let ASx = A ∩ Sx . Any decryptor whose attributes satisfy the access tree can decrypt the message
as follows:
For last level non-leaf nodes, x ∈ ψT do the following:
1. Compute Aggregate[HLR10]:
Aggregate



n
o
r
g γ+τ (at) , τ (at)

=g

Q

r
at∈AS (γ+τ (at))
x

at∈ASx

2. Lx = e(Aggregate, Cx2 )
Y

r·qx (0)·α·

at∈Sx \ASx

Lx = e(g, h)

Y

(γ + τ (at))

(γ + d)

d∈Dm+kx −1−sx

3. Define P(ASx ,Sx ) (γ) to be equal to

1
γ


Y

Y

(γ + τ (at)) −


at∈(Sx ∪Dm+kx −1−sx )\ASx

τ (at)

at∈(Sx ∪Dm+kx −1−sx )\ASx

4. Compute
rP(AS

e(Cx1 , h

x

,Sx ) (γ)

)

1

qx (0).r.α.Πat∈(Sx ∪Dm+k

Lx = e(g, h)

5. Now, raise the above value to the exponent 1/
to get e(g, h)α·r·qx (0) . We denote this by Fx .

x −1−sx

Q

at∈(Sx ∪Dm+kx −1−sx )\ASx

)\AS τ (at)
x

τ (at)

6. For the other nodes we consider the recursive case of moving up the tree. For all nodes z which are
children of a higher level non-leaf node x, let Fz denote the decryption upto that node. Then, for each
x we chose a set Sx consisting of kx child nodes z for whom Fz 6= ⊥. If no such set exists then Fx = ⊥
else,

Fx =

∆i,Śx (0)

Y

Fz

, where i = index(z) and Śx = {index(z) : z ∈ Sx }

z∈Sx

=

Y 

e(g, h)α·r·qz (0)

∆i,Ś

x

(0)

z∈Sx

=

Y 

e(g, h)α·r·qparent(z) (index(z))

∆i,Ś

x

(0)

, (by construction)

z∈Sx

=

Y

e(g, h)α·r·qx (i)∆i,Śx (0)

z∈Sx

= e(g, h)α·r·qx (0) , (polynomial interpolation)
Hence, we eventually get e(g, h)α·r·qx (0) which is nothing but e(g, h)αrs .
7. When then do the last few steps to un-blind the message. We compute,
e(g

α(1−r)
β

, hβs ) = e(g, h)αs−αrs

This is multiplied with e(g, h)αrs which we obtained in our previous step. This finally gives us e(g, h)αs
which is the blinding factor. We divide C̃ by this to retrieve the message M.
C̃
e(g
1 hrP(ASx ,Sx ) (γ)

α(1−r)
β

=

, hβs ) · e(g, h)αrs

M · e(g, h)αs
=M
e(g, h)αs−αrs · e(g, h)αrs

can be computed from the components given in the secret key.
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5

Example

We will analyze the scheme with the help of an example. Let’s consider a situation where we have a top
secret defence document. Say, the document can be accessed only by a personnel who is a general in the
army AND has experience in 2 out of 4 operations, namely, Op-X, Op-Y, Op-Z and Op-Star. We re-write
the access policy as follows:


^
(General ∧ Army) (2-out-of { Op-X, Op-Y, Op-Z, Op-Star })
We can represent the access policy as a tree structure as in the figure below:

AND

AND

General

2-of-4

Army

Op-X

Op-Y

Op-Z

Op-Star

Figure 1: Access tree structure for a multi-level predicate.
Let’s now look at an example where some personnel have the access rights and others whose attributes
are insufficient to satisfy the predicate.

Figure 2: Examples of access tree satisfaction.
Let’s take the case where we have 4 people each with a different attribute set. In the figure[2], we
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illustrate the case where two people have attributes that satisfy the access policy and two others who don’t.
We will show the various phases of the encryption scheme for the person who is a general in the army with
experience in operations Op-Y and Op-Z as in the figure.

5.1

Setup

The setup algorithm chooses bilinear group triple (G1 , G2 , GT ) of prime order p and a bilinear map e :
G1 × G2 → GT . The algorithm also picks generators g of G1 and h of G2 . Then it chooses 3 random
exponents α, β, γ in Z∗p . It then sets u = g αγ and v = e(g α , h).
Let the universe of attributes be P ={Army (A), Captain (C), General (G), Op-X (X), Op-Y (Y), Op-Z
(Z), Op-Star (S) }. So, m = 7. The dummy attributes are m − 1 in number, so we have D = {d1 , · · · , d6 }.
Now, for simplicity we’ll say that A,C,G,X,Y,Z,S and the di s are all values in Z∗p and the function τ when
applied on these attributes give the same value.
PK (public parameters):

{ P, u, v, hβ , {hαγ i }i=0,··· ,13 , D, τ }

MK (master secret key):

5.2

{ α, β, γ, g, h }

Generating the keys

KeyGen(PK, A, MK)
We will generate the keys for the person with attributes A ={Army, General, Op-Y, Op-Z}. Here, A ⊂ P,
the central authority picks an r ∈ Z∗p at random and computes the secret key for the user as follows:
SKA =

5.3

o
n
α(1−r)
r
r
r
r
i
{g γ+A , g γ+G , g γ+Y , g γ+Z } , {hrγ }i=0,··· ,5 , g β

Encrypting a message

Enc(PK, T , M)
For every non-leaf node x of the access tree T , we choose a polynomial qx . We, proceed in a top down
manner in selecting the polynomials, starting from the root R. For a node x we set the degree of the node
dx = kx − 1, one less than the threshold value that needs to be satisfied at the gate at that node.
Now, beginning at the root, we choose a random s ∈R Z∗p and set qr (0) = s. Then choose dr other points of

the polynomial qr to define it completely. For all other non-leaf nodes x, we set qx (0) = qparent(x) index(x)
and choose dx other points to completely define qx .
Following the procedure, we get the following tree:
For the last level of non-leaf nodes, x ∈ ψT , we compute the following values.
For node 1:

C11 = u−(s+10)
C12 = h(s+10).α.(γ+A)(γ+G)(γ+d1 )(γ+d2 )(γ+d3 )(γ+d4 )(γ+d5 )(γ+d6 )
For the second node:

C21 = u−(s+20)
C22 = h(s+20).α.(γ+X)(γ+Y )(γ+Z)(γ+S)(γ+d1 )(γ+d2 )(γ+d3 )(γ+d4 )
The ciphertext is given by:
CT =

5.4

{ C̃ = M · e(g, h)αs , C0 = hβs , {C11 , C12 , C21 , C22 }}

Decrypting the ciphertext

Dec(CT, SK, PK)
We’ll show the decryption for the case of the given secret key components. We first do the computations for
the last level non-leaf nodes, x ∈ ψT .
For node 1:
n r
o
r
r
1. Compute Aggregate: Aggregate
g (γ+G) , g (γ+A) , τ (A), τ (G)
= g (γ+G)(γ+A)
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Figure 3: Encryption - Generating shares using the Shamir’s secret sharing idea

2. L1 = e(Aggregate, C12 )
L1 = e(g, h)r·(s+10)·α·(γ+d1 )(γ+d2 )(γ+d3 )(γ+d4 )(γ+d5 )(γ+d6 )
3. Define P(AS1 ,S1 ) (γ) to be equal to:
1
((γ + d1 )(γ + d2 )(γ + d3 )(γ + d4 )(γ + d5 )(γ + d6 ) − (d1 d2 d3 d4 d5 d6 ))
γ
4.

rP(AS

e(C11 , h

x

,Sx ) (γ)

) equals

e(g, h)(s+10).r.α.((γ+d1 )(γ+d2 )(γ+d3 )(γ+d4 )(γ+d5 )(γ+d6 )−(d1 d2 d3 d4 d5 d6 ))
5. Multiplying the above with L1 , we get, e(g, h)(s+10).r.α.(d1 d2 d3 d4 d5 d6 )

1/(d1 d2 d3 d4 d5 d6 )
(γ)
rP
6. Now, F1 = e(C11 , h (ASx ,Sx ) ) · L1
= e(g, h)α·r·(s+10) .
For node 2:
1. Aggregate:

n

r

r

g (γ+Y ) , g (γ+Z) , τ (at)at={Y,Z}

o

r

= g (γ+Y )(γ+Z)

2. L2 = e(Aggregate, C22 )
L2 = e(g, h)r·(s+20)·α·(γ+X)(γ+S)(γ+d1 )(γ+d2 )(γ+d3 )(γ+d4 )
3. Define P(AS2 ,S2 ) (γ) to be equal to
1
((γ + X)(γ + S)(γ + d1 )(γ + d2 )(γ + d3 )(γ + d4 ) − (XSd1 d2 d3 d4 ))
γ
4.

rP(AS

e(C21 , h

x

,Sx ) (γ)

) equals

e(g, h)(s+20).r.α.((γ+X)(γ+S)(γ+d1 )(γ+d2 )(γ+d3 )(γ+d4 )−(XSd1 d2 d3 d4 ))
5. Multiplying the above with L2 , we get, e(g, h)(s+20).r.α.(XSd1 d2 d3 d4 )
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1/(XSd1 d2 d3 d4 )
rP
(γ)
6. Now, F1 = e(C21 , h (ASx ,Sx ) ) · L2
= e(g, h)α·r·(s+20) .
Now, we move to the next higher level of non-leaf nodes. Here, we remain with just the root. For all
nodes z which are children of a higher level non-leaf node x, let Fz denote the decryption upto that node.
So, for the root we consider F1 and F2 .

Fx =

Y

∆i,Śx (0)

Fz

, where i = index(z) and Śx = {1, 2}

z∈Sx
∆

(0)

∆

(0)

= F1 1,Ś1 · F2 2,Ś2
∆1,Ś (0) 
∆2,Ś (0)

1
2
= e(g, h)α·r·(s+10)
e(g, h)α·r·(s+20)

2 
−1
= e(g, h)α·r·(s+10)
e(g, h)α·r·(s+20)
(2α·r·(s+10))−(α·r·(s+20))

= (e(g, h))

= e(g, h)α·r·s
Now, we can unblind the message from C̃ = M · e(g, h)αs as follows:
1. e(g

α(1−r)
β

, hβs ) = e(g, h)αs−αrs

2. Multiply the above with e(g, h)αrs to get e(g, h)αs .
3. C̃/e(g, h)αs = M
Conclusion. This example show that the scheme is correct, however we still need to establish its security.
Although the scheme appears to be reliable and robust we need to formally prove it to be secure under some
hard cryptographic assumption. The secret key and public key components used in the scheme point us to
the Augmented Multi-sequence of Exponents Diffie-Hellman Problem (aMSE-DDH)[HLR10] as a potential
hardness assumption. But, based on the fact that our scheme provides extension of the threshold gate to
multiple levels as in [BSW07], we believe that the scheme can only be proved secure in the generic group
model.
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