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ABSTRACT

Mondrian memoryprotection(MMP) is a ne-grained protection
schemethat allows multiple protectiondomainsto e xibly share
memoryandexport protectedservices.In contrastto earlierpage-
basedsystems MMP allows arbitrary permissionscontrol at the
granularityof individual words. We usea compresseg@ermissions
tableto reducespaceoverheadsandempla two levels of permis-
sionscachingto reducerun-timeoverheads.The protectiontables
in our implementatioradd lessthan 9% overheadto the memory
spaceausedby theapplication.Accessingheprotectiontablesadds
lessthan 8% additionalmemaoryreferencego the accessesnade
by the application. Althoughit canbe layeredon top of demand-
pagedvirtual memory MMP is alsowell-suitedto embeddedys-
temswith a single physicaladdressspace. We extend MMP to
supportsggmenttranslationwhich allows a memory segmentto
appearat anothedocationin the addresspace.We usethis trans-
lationto implementzero-coy networking underneatlthe standard
read systemcall interface,wherepaclet payloadfragmentsare
connectedogetherby the translationsystemto avoid datacopy-
ing. Thissaves52%of thememoryreferencesisedby atraditional
copying network stack.

1. INTRODUCTION

Operatingsystemsnustprovide protectionamongdifferentuser
processesnd betweenall userprocesses&nd trustedsupervisor
code. In addition,operatingsystemsshouldsupport e xible shar
ing of datato allow applicationgo co-operateef ciently. Theim-
plementorsf earlyarchitecturesndoperatingsystemg5, 26] be-
lieved the mostnaturalsolutionto the protectedsharingproblem
wasto placeeachallocatedregionin asegment,which hasthe pro-
tectioninformation. Although this provides ne-grain permission
controland e xible memorysharingit is dif cult to implementef-

ciently andis cumbersoméo usebecauseachaddresshastwo
componentstheseggmentpointerandtheoffsetwithin thesegment.

Modern architecturesand operatingsystemshase moved to-
wardsalinearaddressingchemein which eachuserprocesasa
separatdinear demand-pagedirtual addresspace.Eachaddress
spacehasasingleprotectiondomain,shareddy all threadshatrun
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within the process.A threadcanonly have a differentprotection
domainif it runsin a differentaddresspace.Sharingis only pos-
sibly at pagegranularity wherea singlephysicalmemorypagecan
be mappednto two or morevirtual addresspacesAlthough this
addressingschemes now ubiquitousin modernOS designsand
hardware implementationsijt hassigni cant disadwantagesvhen
usedfor protectedsharing. Pointerbaseddatastructurescan be
sharednly if thesharednemoryregionresidesatthe samevirtual
addressor all participatingprocessesndall wordsonapagemust
have the samepermissionsTheinterpretatiorof a pointerdepends
on addressingcontet, and ary transferof control betweenpro-
tectedmodulesrequiresan expensve context switch. The coarse
granularityof protectionregionsandthe overheadof inter-process
communicationimit the waysin which protectedsharingcanbe
usedby applicationdevelopers.Althoughdesignerhave beencre-
ative in working aroundtheselimitations to implementprotected
sharingfor someapplications[9], eachapplicationrequirescon-
siderablecustomengineeringeffort to attainhigh performance.

We believe the needfor e xible, ef cient, ne-grainedmemory
protectionand sharinghasbeenneaglectedin moderncomputing
systems. The needfor ne-grained protectionin the sener and
desktopdomainsis clearfrom the examplesof a web sener and
awebclient. Thesesystemsvantto provide extensiblility where
new codemodulescanbe linked in to provide new functionality
Thearchitectof thesesystemdhave rejecteddesignausingthena-
tive OS supportfor a separateddresspaceper modulebecause
of thecompl«ity andrun-timeoverheadf managingnultiple ad-
drescontets. Insteadmodernwebsenersandclientshave solved
the extensiblity problemwith a plugin architecture.Pluginsallow
a userto link a nev moduleinto the original programto provide
a new service. For instance the Apacheweb sener hasa plugin
for the interpretationof perl codein web paged?2], andbrowsers
supportpluginsto interpretPDF documentg1]. Linking in code
modulesmakescommunicatiorbetweerthe sener andthe plugin
fastand e xible, but becausehereis no protectionbetweenmod-
ulesin the sameaddresspaceit is alsounsafe.Pluginscancrash
anentirebrowser or opena securityholein a sener (e.g.,from a
buffer overrun).

Embeddedsystemshave the sameproblem ssincethey are of-
tenorganizedasa setof tasks(sometimesncluding the operating
system)that sharephysically-addressethemory (seeSection7).
Without inter-task protection,an error in part of the systemcan
male the entire systemunreliable. Similarly, loadableOS kernel
modules(suchasin Linux) all runin the kernel's unprotectecad-
dressspacejeadingto potentialreliability andsecurityproblems.

Figurel illustratesa generalprotectionsystemandis basedon
thediagramsn [17] and[18]. Eachcolumnrepresentsneprotec-
tion domain[16] while eachrow represents rangeof memoryad-
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Figure 1: A visual depiction of multiple memory protectiondo-
mains within a single shared addressspace.

dresses.The addresspacecanbe virtual or physical—protection
domainsareindependenfrom how virtual memorytranslationis
done(if it is doneatall). A protectiondomaincancontainmary
threadsandevery threadis associatedvith exactly oneprotection
domainat ary onepointin its execution. Protectiondomainsthat
want to sharedatawith eachother mustshareat leasta portion
of their addressspace. The color in eachbox representshe per
missionsthat eachprotectiondomainhasto accesghe region of
memory An ideal protectionsystemwould allow eachprotection
domainto have a uniqueview of memorywith permissionseton
arbitrary-sizednemoryregions.

The systemwe presentin this paperimplementsthis ideal pro-
tectionsystem.We call this Mondrian memoryprotection(MMP)
becauset allows the grid in Figurel1 to be paintedwith ary pat-
tern of accespermissionspccasionallyresemblingworks by the
eporymousearly twentiethcenturyartist. Our designincludesall
of the e xibility andhigh-performancerotectednemorysharing
of a sgmentedarchitecturewith the simplicity andefciency of
linear addressing.The designis completelycompatiblewith ex-
isting ISAs, and caneasily supportconventionaloperatingsystem
protectionsemantics.

To reducethe spaceand run-time overhead=f providing ne-
grainedprotection, MMP usesa highly-compressegermissions
table structureand two levels of hardware permissionscaching.
MMP overheadsare lessthan 9% even whenthe systemis used
aggressiely to provide separateprotectionfor every objectin a
program.We believe theincreasen designrobustnessandthere-
ductionin applicationdesigncompleity will justify thesesmall
run-time overheads. In some cases,the newv application struc-
ture enabledby ne-grained protectionwill improve performance
by eliminating cross-contet function calls anddatacopying. We
demonstratehis by saving 52% of the memorytraf ¢ in our zero-
copy networking implementation(seeSection5.3). The network-
ing examplealsoillustratesa ne-grain sggmenttranslatiorscheme
which builds uponthe baseMMP datastructurego provide a fa-
cility to presentdataat differentaddresse differentprotection
domains. The MMP designalso hasthe desirableproperty that
the overheadis only incurredwhen ne-grain protectionis used,
with lessthan 1% overheadwhenemulatingcorventionalcoarse-
grainedprotection.

The restof the paperis structuredasfollows. In Section2 we
give a motivating exampleand discussour requiremenfor mem-
ory systemprotection.Thenwe presenthe hardwareandsoftware
componentof the MMP designin Section3. We quantitatvely
measurehe overheadof our designin ourimplementatiormodel
in Section4. We discusstranslationin Section5 anddescribeits
usein zero-coy networking. We include a discussiorof usesfor

ne-grained protectionand sharingin Section6, anda discussion
of relatedwork in Section7. We concludein Section8.

2. EXAMPLE AND REQUIREMENTS

We provide a brief exampleto motivate the needfor the MMP
system. More examplesare discussedn Section6. Considera
network stackwherewhena paclet arrives,the network carduses
DMA to placea paclet into a buffer provided to it by the kernel
driver. Insteadof the kernel copying the network payloaddata
to a usersuppliedbuffer asis normally done, the kernel makes
the paclet headersnaccessibleandthe paclet dataread-onlyand
passes pointerto the user saving the costof a copy.

Implementinghis examplerequiresamemorysystento support
thefollowing requirements:

different . Differentprotectiondomainscanhave differ-
entpermission®nthe samememoryregion.

small : Sharinggranularity can be smallerthan a page.
Puttingevery network paclet onits own pageis wastefulof
memoryif pacletsaresmall. Worse,to give the headersep-
aratepermissiondrom the payloadwould require copying
themto separatgpagesin a page-basedystem(unlessthe
payloadstartsata pageboundary).

revoke : A protectiondomainownsregionsof memoryand
is allowedto specifythe permissionghatotherdomainssee
for thatmemory This includesthe ability to revoke permis-
sions.

Previousmemorysharingmodelsfail oneor moreof theserequire-
ments.

Corventionallinear, demand-pagedirtual memorysystemsan
meetthedifferent requiremenby placingeachthreadn asep-
arateaddresspaceandthenmappingin physicalmemorypagedo
the samevirtual addressn eachaddresscontext. Thesesystems
fail thesmall requiremenbecauseermissiongranularityis at
thelevel of pages.

Page-groupsystemg16], suchasHP-PA RISC and PowerPC,
de ne protectiondomainsby which page-groupgcollectionsof
memorypages)are accessible Every domainthat hasaccesgo a
page-groupseesthe samepermissiongor all pagesin the group,
violating the different requirement. They also violate the
small requiremenbecausehey work atthe coarsegranularityof
apageor multiple pages Domain-pagesystemg16] aresimilarto
our designin thatthey have anexplicit domainidenti er, andeach
domaincanspecifya permissionvaluefor eachpage.They fail to
meetthesmall requiremenbecausgermissionsaremanagedt
pagegranularity

Capabilitysystemg10, 18] areanextensionof segmentedarchi-
tectureswherea capabilityis a specialpointerthat containsboth
location and protectioninformationfor a segment. Although de-
signedfor protectedsharing,thesefail the different require-
mentfor the commoncaseof shareddatastructuresthat contain
pointers. Threadssharingthe datastructureuseits pointers(capa-
bilities) andthereforeseethesamepermissiongor objectsaccessed
via the sharedstructure.Mary capability systemdail to meetthe
revoke requiremenbecauseevocationcanrequireanexhaustve
sweepof thememoryin a protectiondomain[7]. Somecapability
systemaneetthe different andrevoke requirementdy per
forming anindirectlookup on eachcapabilityuse[13, 29], which
addsconsiderableun-timeoverhead.

Large sparseaddresspacesrovide an opportunityfor proba-
bilistic protection[35], but this strateyy violatesthe revoke and
different requirement.
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Figure 2: The major componentsof the Mondrian memory protec-
tion system.On a memory reference,the processorcheckspermissions
in the addressregistersidecar If the referenceis out of range of the
sidecarinformation, or the sidecaris not valid, it attemptsto reloadthe
sidecarfrom the PLB. If the PLB doesnot have the permissionsinfor-
mation, either hardware or software walks the permissionstable which
residesin memory. The matching entry from the permissionstable is
cachedin the PLB and is usedto reload the addressregister sidecar
with a new segmentdescriptor

3. MMP DESIGN

Themajorchallengan aMMP systemis reducingthe spaceand
run-timeoverheadslIn thefollowing, we describepurinitial explo-
rationof thisdesignspaceandourtrial implementationTheimple-
mentationandresultsarefor a 32-bit addresspacebut MMP can
bereadilyextendedo 64-bitaddresseasdiscussedn Section3.9.

3.1 MMP Features

MMP provides multiple protectiondomainswithin a singlead-
dressspace(physicalor virtual). Addressings linearandis com-
patible with existing binariesfor currentISAs. A privileged su-
pervisorprotectiondomainis available which providesan API to
modify protectioninformation. A userthreadcanchangepermis-
sionsfor a rangeof addressesa user segment by specifyingthe
baseword addressthelengthin words,andthe desiredpermission
value. Changingmemory protectionsonly incursthe costof an
inter-protectiondomaincall (Section3.8),notafull systemcall.

In all the designsdiscussedn this section,we provide two bits
of protectioninformation per word, as shawvn in Table1. MMP
canbeeasilymodi ed to supportmore permissiorbits or different
permissiortypes.

PermValue Meaning
00 no perm
01 read-only
10 read-write
11 execute-rea

Table 1: Example permissionvaluesand their meaning

Every allocatedregion of memoryis ownedby a protectiondo-
main,andthis associations maintainedy the supervisarTo sup-
portthe constructiorof protectedsubsystemsye allow the owner
of aregion to export protectedviews of thisregion to otherprotec-
tion domains.

3.2 MMP SystemStructure

Figure 2 shavs the overall structureof an MMP system. The
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Figure 3: A sorted segmenttable (SST).Entries are keptin sorted or-
der and binary seacchedon lookup. The shadedpart containsoptional
translation information.

CPU containsa hardware control register which holds the pro-
tectiondomainID (PD-ID [16]) of the currently running thread.
Eachdomainhasa permissiongable storedin privilegedmemory
which speci esthe permissiorthatdomainhasfor eachaddressn
the addresspace.This tableis similar to the permissiongart of
a pagetable, but permissionsare kept for individual wordsin an
MMP system.AnotherCPU controlregisterholdsthebaseaddress
of theactive domains permissiongable.

The MMP protectiontable representgachusersegmentusing
oneor moretable sgmentswherea tablesegmentis a corvenient
unit for thetablerepresentatior\We usethe termblodk to meanan
addressangethatis naturallyalignedandwhosesizeis a power of
two. In someMMP variants all tablesegmentsareblocks.

Every memoryaccessnustbe checledto seeif thedomainhas
appropriateaccesspermissions. A permissiondookasidebuffer
(PLB)cache®ntriesfrom thepermissionsableto avoid longwalks
throughthe memoryresidenttable. As with a conventional TLB
miss,a PLB misscanusehardware or softwareto searchthe per
missiontables. To furtherimprove performancewe also add a
sidecarregister for every architecturalddresgegisterin the ma-
chine (in machineshathave uni ed addressanddataregisters,a
sidecarwould be neededfor every integer register). The sidecar
cacheghe lasttable sgmentaccessedhroughthis addresgegis-
ter. As discussedelaw, the informationstoredin the sidecarcan
mapawider addressangethantheindex addressangeof the PLB
entry from which it wasfetched,avoiding both PLB lookupsand
PLB misseswhile a pointermoveswithin atablesegment.Thein-
formationretrievedfrom thetablesonaPLB missis writtento both
theregistersidecarandthe PLB.

The next two subsectiongliscussalternatve layoutsof the en-
triesin the permissiongables.In choosinga formatof the permis-
sionstablewe mustbalancespaceoverheadaccessime overhead,
PLB utilization, andthe time to modify the tableswhen permis-
sionschange.

3.3 Sorted SegmentTable

A simple designfor the permissiongdableis just a linear array
of sggmentsorderedby seggmentstartaddress. Segmentscan be
ary numberof wordsin lengthandstarton ary word boundarybut
cannotoverlap. Figure3 shavs thelayoutof the sortedsegmentta-
ble (SST).Eachentryis four byteswide, andincludesa 30-bit start
addresgwhichis word aligned,so only 30 bits areneededjanda
2-bit permissionseld (the shadedartis optionalandwill bedis-
cussedn Section5). Thestartaddres®f the next sggmentimplic-
itly encodeghe endof the currentsegment,so segmentswith no
permissionsareusedto encodegapsandto terminatethe list. On
a PLB miss, binary searchis usedto locatethe sggmentcontain-
ing thedemandaddressThe SSTis a compactway of describing
the segmentstructure especiallywhenthe numberof sggmentsis



small,but it cantake mary stepgto locateasggmentwhenthenum-
ber of sgmentsis large. Becausehe entriesare contiguousthey
mustbecopiedwhenanew entryis inserted Furthermorethe SST
tablecanonly be sharedbetweendomainsin its entirety i.e., two
domainshave to have identicalpermissionsnaps.

3.4 Multi-le vel PermissionsTable

Address from program (bits 31-0)

‘ Root Index (1oi Mid Index (10)‘ Leaf Index (6* Leaf Offset (6)‘
Bits (31-22)  Bits (21-12)  Bits (11-6)  Bits (5-0)

Figure 4: How an addressindexesthe multi-level permissionstable
(MLPT).

An alternatve designis amulti-level permissionsable(MLPT).
The MLPT is organizedik e a conventionalforward mappedoage
table, but with an additionallevel. Figure4 shavs which bits of
the addressare usedto index the table, and Figure 5 shavs the
MLPT lookup algorithm. Entriesare 32-bitswide. Theroot table
has 1024 entries,eachof which mapsa 4MB block. Entriesin
themid-level tablemap4 KB blocks. Theleaflevel tableshave 64
entrieswhich eachprovide individual permissiongor 16 four-byte
words. The supervisorcanreduceMLPT spaceusageby sharing
lower level tablesacrossdifferent protectiondomainswhenthey
sharethe samepermissionsnap.

We next examinedifferentformatsfor theentriesin the MLPT.

3.4.1 PermissionvectorEntries

A simpleformat for an MLPT entry is a vector of permission
values,whereeachleaf entry has16 two-bit valuesindicatingthe
permissiongor eachof 16 words,asshavn in Figure6. Userseg-
mentsarerepresentedvith the tuple < baseaddr length, permis-
sions>. Addressesndlengthsaregivenin bytesunlessotherwise
noted. The usersggment<OxFFC, 0x50, RWs>is broken up
into three permissionvectors,the latter two of which are shavn
in the gure. We sayan addressangeownsa permissiongable
entry if looking up ary addressn the range nds thatentry For
example,in Figure6, 0x1000 —-0x103F ownsthe rst permission
vectorentryshavn.

Upper level MLPT entriescould simply be pointersto lower
level tables,but to reducespaceand run-time overheadfor large
usersggmentswe allow anupperevel entryto hold eitherapointer
to the next level tableor a permissionsrectorfor sub-blockgFig-

PERM_ENTRWLPT_lookup(addr_t addr) {
PERM_ENTRYe = root[addr >> 22];
if(is_tbl_ptr(e)) {

PERM_TABLE*mid = e<<2;

e = mid[(addr >> 12) & Ox3FF];

if(is_tbl_ptr(e))
PERM_TABLE* leaf
e = leaf[(addr

= e<<2;
>> 6) & Ox3F];

return e,

Figure 5: Pseudo-coddor the MLPT lookup algorithm. The table is
indexedwith an addressand returns a permissionstable entry, which is
cachedin the PLB. The baseof theroottable is held in adedicatedCPU
register The implementation of is _tbl _ptr dependson the encoding
of the permissionentries.

égggeess Leaf table entries
Permission Vector Owned By 0x1000-0x103|

0x1000 | [20[20[20][10[10[10][10]10]10]1010[10[10][10]10]10]

User segments

<OXFFC, 0x50, RW>
N Permission Vector Owned By 0x1040-0x107!
0x1040 [2d2d10]od od o od od 03] 01] 210 10] 20]20]10]10]

<0x1060, 0x8, RO>
i<0x1068, 0x20, RW>

0x1080

4 bytes

Figure 6: A MLPT entry consisting of a permissionsvector. User
segmentsare broken up into individual word permissions.

Type (1)
‘ 0 | Unused (1)|

Ptr to lower level table (Sd

‘ 1 |Unused (15) | Perm for 8 sub-blocks (8x2*

bool is thl _ptr(PERM _ENTRY e) return(e>>31)==0;

Figure 7: The bit allocation for upper level entries in the permis-
sions vector MLPT, and the implementation of the function usedin
MLPT _lookup.

ure 7). Permissionvectorentriesin the upperlevels containonly
eight sub-blockshecausehe upperbit is usedto indicatewhether
the entryis a pointeror a permissionsvector For example,each
mid-level permissionsectorentrycanrepresenindividual permis-
sionsfor the eight512B blockswithin the 4KB block mappedby
thisentry

3.4.2 Mini-SSTentries

Although permissionvectorsarea simpleformatfor MLPT en-
tries,they do nottake advantageof thefactthatmostusersggments
are longerthan a single word. Also, the upperlevel entriesare
inefcient at representinghe commoncaseof non-aligned,non-
power-of-two sizedusersegments.

The sortedsegmenttable demonstrateé more compactencod-
ing for akutting sggments—onlybaseand permissionsare needed
becaus¢helengthof onesegmentis implicit in thebaseof thenext.
A mini-SSTentryusesthe sametechniqueto increaseheencoding
densityof anindividual MLPT entry

‘ 11 [ ofset (5) Perm (2)] Offset (4) Perm (2)] Offset (4) Perm (2)] Offset (4) Perm (2) Len (5)‘
Type 2¢—— first —M—— midO—H—— midl—¢——— last——>

Figure 8: The bit allocation for a mini-SST permissiontable entry.

Figure8 shaws thebit encodingfor amini-SSTentrywhich can
represenup to four table segmentscrossingthe addresgangeof
anentry As with the SST, startoffsetsandpermissionsaregiven
for eachsggment,allowing length(for the rst threeentries)to be
implicit in the startingoffset of the next sggment. The mini-SST
wasbrokenupinto four sgmentshecausexperimentshavedthat
thesizeof heapallocatedbbjectswasusuallygreatethanl16 bytes.

Mini-SST entriesencodepermissiongor alargerregionof mem-
ory thanjustthe 16 words(or 16 sub-blocksat the uppertablelev-
els)thatownit. Thefirst  seggmenthasanoffsetwhichrepresent
its startpoint asthe numberof sub-blockg(0—-31)befoe the base
addressof the entry's owning range. Seggmentsmid0 and mid1l
mustbegin andendwithin this entry's 16 sub-blocks.The last
se@mentcanstartat ary sub-blockin the entry exceptthe rst (a
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Ser segments  41000-0x103F

~ | <0xFFC, 0x50, RW>

Mini-SST segmen’
owned by
0x1040-0x107F
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Space
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Figure9: An exampleof segmentrepresentationfor mini-SST entries.

zerooffsetmeanghelast segmentstartsattheendaddressf the
entry)andit hasanexplicit lengththatextendsup to 31 sub-blocks
from the endof the entry's owning range. The largestspanfor an
entryis 79 sub-blockg31 before,16in, 32 after).

The examplein Figure6 illustratesthe potentialbene t of stor
ing informationfor wordsbeyondthe owning addressange.If the
entry ownedby 0x1000 —0x103F could provide permissionsn-
formationfor memoryat 0x1040 thenwe might not have to load
theentryownedby 0x1040 .

Figure9 shavs a small exampleof mini-SST entry use. Sey-
mentswithin anSSTentryarelabelledusinga < base)ength,per
mission> tuple. Lengthsshavn in parenthesesre represented
implicitly as a differencein the baseoffsets of neighboringta-
ble sggments. The entry owned by 0x1000-0x103F hassey-
ment information going back to OxFFC, and going forward to
0x104C . Becausef theinternalrepresentatiofimits of the mini-
SSTformat,theusersggmentmappedy theentryataddressange
0x1000-0x103F hasheensplitacrosghe rst andlastmini-SST
tablesegments.

Mini-SST entriescancontainoverlappingaddressangeswhich
complicatestable updates. When the entry owned by one range
is changedary otherentrieswhich overlapwith thatrangemight
alsoneedupdating.For example,if wefreepartof theusersegment
startingat OxFFC by protectinga segmentas<0x1040, 0xC,
NONE>we needto readandwrite the entriesfor both 0x1000 —
0x103F and0x1040 —0x107F eventhoughthe sggmentbeing
written doesnot overlapthe addressangeOx1000 —0x103F . All
entriesoverlappingthemodi ed usersggmentmustalsobe ushed
from the PLB to presere consisteng

We candesignanefcient MLPT usingmini-SSTentriesasour
primary entrytype. Themini-SSTformatreseresthetop two bits
for anentrytypetag, Table2 shavs the four possibletypesof en-
try. Theuppertablescancontainpointersto lower level tables.Any
level canhave a mini-SSTentry Any level cancontaina pointer
to avectorof 16 permissionsThis is necessarpecausenini-SST
entriescanonly represenup to four akutting segments. If are-
gion containsmore thanfour akutting segments,we representhe
permissionausing a permissionvector heldin a separatavord of
storageandpointedto by theentry Finally, we have a pointerto
arecordthathasa mini-SSTentryandadditionalinformation. We
usethis extendedrecordto implementtranslationas discussedn
Section5.

3.5 Protection Lookaside Buffer

The protectionlookasidebuffer (PLB) cachesprotectiontable
entriesin the sameway asa TLB cachespagetable entries. The
PLB hardware usesa conventional ternary contentaddressable
memory (CAM) structureto hold addresgagsthat have a vary-

Type | Description
00 | Pointerto next level table.
11 | Mini-SST entry (4 sgmentsspanning/9 sub-blocks).
01 | Pointerto permissionvector(16x2b).
10 | Pointerto mini-SST+(e.g.,translation(6x32b)).

bool is _tbl _ptr(PERM _ENTRY e) return(e>>30)==0;

Table 2: The different typesof MLPT entries, and the imple-
mentation of the function usedin MLPT _lookup. Typeis the
type code.Leaf tablesdo not have type 00 pointers.

ing numberof signi cant bits (as with variable pagesize TLBs
[15]). The PLB tagshave to be somevhat wider thana TLB as
they support ner -grainaddressing26 tagbits for our examplede-
sign). Entriesare alsotaggedwith protectiondomainidenti ers
(PD-IDs).

Theternarytagsstoredin the PLB entry cancontainadditional
low-order“don't care” addressits to allow the tag to matchad-
dressedeyond the owning addressange. For example,the tag
0x10XX, where XX are don't carebits, will matchary address
from 0x1000 —-0x10FF . OnaPLBre ll, thetagis setto matchon
addressesvithin the largestnaturally aligned power-of-two sized
block for which the entry hascompletepermissionsnformation.
Referringto the examplein Figure9, a referenceo 0x1000 will
pull in the entryfor the block 0x1000 —0x103F andthePLB tag
will matchary addressin that range. A referenceto 0x1040
will bring in the entry for the block 0x1040 —0x107F , but this
entry can be storedwith a tag that matchesthe range0x1000 —
0x107F becauset has completeinformation for that naturally
alignedpower-of-two sizedblock. This techniqueincrease®ffec-
tive PLB capacityby allowing a singlePLB entryto cachepermis-
sionsfor alargerrangeof addresses.

Whenpermissionsare changedor a region in the permissions
tables,we needto ush ary out-of-datePLB entries.Permissions
modi cation occursmuchmorefrequentlythanpagetablemodi -
cationsin avirtual memorysystem.To avoid excessie PLB ush-
ing, we useaternarysearctkey for the CAM tagsto invalidatepo-
tentially staleentriesin onecycle. Theternarysearctkey hassome
numberof low order“don't care” bits, to matchall PLB entries
within thesmalleshaturallyalignedpower-of-two sizedblock that
completelyenclosegheregion we aremodifying (thisis a conser
vative schemahatmayinvalidateunmodi ed entriesthathapperto
lie in thisrange).A similar schemas usedto avoid having two tags
hit simultaneouslyn the PLB CAM structure.OnaPLBre I, all
entriesthatareinsidethe rangeof a new tag are rst searchedor
andinvalidatedusing a single searchcycle with low-order“don't
care”bits.

3.6 SidecarRegisters

Address register Sidecar

‘ Addr(32) ‘ ‘Valid (1)‘ Base (32* Bound (32)‘ Perm (2)‘ ‘Trans. offset (32#

Figure 10: The layout of an addressregisterwith sidecar The shaded
portion is optional translation information.

Eachaddresgegisterin the machinehasan associatedgidecar
registerwhich holdsinformationfor onetablesegmentasdepicted
in Figure10. Theprogramcounteralsohasits own sidecamusedfor
instructionfetches.Sidecaregistersarean optionalcomponenbf
thedesign but they helpreduceraf ¢ to thefully-associatve PLB.



OnaPLB miss,thedemandaddres$rom the processois looked
up in the permissiongable,andthe permissiongableentry thatis
returnedis enteredinto the PLB. The table sgmentthat contains
the demandaddresss alsoloadedinto the sidecarfor the address
registerthatwasusedto calculatethe effective addres®f themem-
ory load or store. All elds of the table sgmentdescriptorare
blown upto maximumlengthin theaddressidecato facilitatefast
checkingof baseandbounds For eachsubsequerbador store the
effective addresss comparedagainstthe baseandbounds. If the
addresdies within therange the sidecampermissionvalueis used
to checktheaccesslf therangecheckfails or thesidecaiis invalid,
the PLB is searchedor the correctpermissionsnformation. The
PLB in turnmightmiss,causinga Il from thepermissionsablein
memory

Sidecarsalso increasethe permissionshit rate by cachingan
entire table sggment. The PLB can often only index part of the
permissiontableentry becausdts index rangemustbe a naturally
alignedpower-of-two sizedblock. For example,in Figure9 aref-
erenceo 0x1040 will loadthesegment<OxFFC, 0x50, RW>
into the register sidecar If that registeris usedto accesdoca-
tion OXFFC we will have a permissiongheckhit from thesidecar
SendingdxFFC to the PLB will resultin apermissionsheckmiss
becausét only indexestherangeOx1000 —0x107F .

To guaranteeonsisteny, all sidecarsareinvalidatedwhenary
protectionsare changed. Sidecarsare alsoinvalidatedon protec-
tion domainswitches.Thesidecarcanbere lled rapidly from the
PLB. Permissiongableshave the samecoherencdssuesas page
tablesin a multi-processosystem.If they aremodi ed, ary pro-
cessomwhich might be cachingthe datamustbe noti ed soit can
invalidateits sidecarregistersandinvalidatethe necessargection
of the PLB.

Reagistersidecatinformationis like acapabilityin thatit haspro-
tectionandrangeinformation,but it is not managedik e a capabil-
ity becausé is ephemeraandnotuservisible. Sidecarsaresimilar
to theresohedaddressegistersin theIBM System/3§13], where
anaddressuchasthe baseof anarraywould betranslatedcached
andthenreusedo accessuccessie arrayelements.

3.7 ProcessorPipeline Implementation

MMP requiressomemodi cations to a processompipeline, but
the permissiongheckonly needgo occurbeforethe commitpoint
in the pipeline,andso shouldnot impactprocessocycle time. A
permissiongault is treatedin the sameway asary otheraddress
fault. In anin-orderprocessarthe checkis performedbeforewrite
back,andin anout-of-orderprocessothe checkis performedbe-
fore instructionretirement.A processocanspeculatrely useload
databeforepermissionis granted.Similarly, storedatalivesin the
speculatie storebuffer until permissionis grantedto committhe
store.

The sidecamegisterscanbe physicallylocatedby the load/store
unit and only needas mary readports asthe numberof simulta-
neousload andstoreinstructionssupported For bothin-orderand
out-of-ordemprocessorshearchitecturategisternumberis usedto
index the sidecarregister le. The sidecarregistersin an out-of-
order pipeline may be speculatiely re lled with the wrong data,
but the segmentdescriptomwill alwaysbefor avalid tablesggment.
An incorrectspeculatiormight bring in the wrong table segment,
but this canonly causea sidecamissto the PLB, not a protection
breach.

Themainperformanceémpactof permissiongheckingis thead-
ditional additionalmemorytraf ¢ causecy tablelookups.Thisis
quanti ed below in Section4.

3.8 Protectedcalls

The memoryprotectionstructuresof the permissiongable and
PLB aresufcient to implementcall gateq26]. Call gatesaregen-
eralizationof systencalls,andprovide anef cient mechanisnior
mutually distrustful protectiondomainsto safely call eachother's
services.

A subsystenexportsa limited numberof codeentry pointsto
client domains. Calls to theseentry points causea switch in pro-
tection domainto that of the subsystem.Thereare a numberof
waysto implementtheseprotectecentry points. The simplestis to
remove all permissionson the entry pointsso thata call will trap
into the supervisar Subsystemsegistertheir entry pointswith the
supervisarso executioncanbe restartedn the exporting domain
at the requestecentry point. Alternatively, hardware canbe used
to accelerat¢hedomainswitchby encodinghe protectiondomain
for acodeentrypointwithin the permissiongableentry

The call gatehasa minimum of semanticsFor instancethe ex-
portingdomainneeddo establishits own stackif it needsone. Pa-
rametersarepassedn registers.More elaboratedatastructuresare
passedisinga very simpli ed form of marshallingwhich consists
of the callertraversingthe datastructureand grantingappropriate
permissionto the provider domain. No datacopying is needed,
only the permissionsstructuresare affected. If two domainscall
eachotherfrequently they cancopy argumentsinto bufferswhich
areproperlyexported.

Hardware-supportedall gatesmake cross-domairallsef cient
by remaving the demultiplexing overheadof systemcalls. This
allows supervisorservicesto be implementedwith a minimum of
checking.Malloc andfree couldbeimplementecefciently by
the supervisorsinceit heedonly checkthe lengthon a malloc
andit needonly verify thepointeronafree . Thereis notransfer
of data. To further speedexecutionwithin the supervisordomain,
weassumeasmallnumberof wired entriesarereseredexclusively
for supervisomse(4 in our implementation).The supervisorcan
keep protectioninformation for its text, stack,and datain these
entriessothey do notneedto befaultedin onevery supervisorall.

3.9 Extensionto 64 bits

Althoughthis paperonly describesan MMP designfor a 32-bit
addressspace,we believe the designcan be extendedto 64 bits
in a straightforvard way, usingmary of the sametechniqueghat
were usedto extend pagetablesto a wider addressspace. Us-
ing a forward-mappedchemewe would have ve levels of table
lookup, wherethe top 3 level tableshave 4K entries,andthe last
two levels have 2K entries. To malke lookupsfaster we canhash
thetop 42 bits of the addresandindex into anaddressashtable
which haseitherpermissionentriesor pointersto the samelowest
two level tablesusedby the ve tablelookup path. The hashta-
ble is updatedwheneer a lookup fails andit is updatedwith the
entry retrieved from searchinghe ve level tablesfrom the root.
The spaceconsumptiorfor this stratey will belargerthanthe 32-
bit case put we believe thetime consumptiorcould betunedto be
closeto the 32-bitcase.

4. EVALUATION

Fine-grainmemoryprotectionis useful, but comesat a costin
both spaceandtime. The permissiontablesoccupy additional
memoryand accessinghem generatesdditionalmemorytraf c.
Thetime and spaceoverheadslependon threethings: wherethe
datais placedin memory how the programmeiprotectsthatdata,
andhow the programaccessethedata.

Data placementis governedby the executableprogramlayout
and by the operationof the heapallocator We evaluatedboth C



Benchmark | Refs Segments| Refs/Update | Cs
crafty_test 3,088 96 64,327,162 6
gcctr 1,684 20,796 161,944] 26
twolf_train 11,537 938,844 24576 8
vpr_test 506 6,274 161,191 ©
vortex_tr 1,291 211,630 12,200| 16
-compress 561 6,430 174554 14
-db 109 249,104 876 | 12
-jack 4021 1,622,330 496 | 34
-jess 245 215,460 2,275 10
-raytrace 1,596 1,243,052 2,567 20
m-jpeg_dec 1 58 45,785 6
m-mpeg2.dec 30 46 1,307,794 6
0-em3d 608 131,598 9,240 22
o-health 142 846,514 336 | 14

Table 3: The referencebehavior of benchmarks. The Refscol-
umn is total number of loads and storesin millions. The Seg-
mentscolumn is the number of segmentswritten to the table
(which is twice the number of calls to malloc sinceeachcall
effectively createstwo segments). The next column is the av-
erage number of memory referencesbetweenupdatesto the
permissionstable. Csis the number of segmentswhen run-

ning with coarse-grainedprotection. Thesecome from initial

program segmentsfrom calls to brk (extendingthe heap),or
from extendingthe stack.

andJava programs.C programswere compiledwith gcc version
egcs-1.0.3a  for a 32-bit MIPS target using-O3 optimization
andstaticlinking to generatean ELF binary The mallocfrom the
newlib library wasused. The linker and malloc libraries were
usedunmodi ed. The resultswould be signi cantly betterif the
linker wasmodi ed to align andpadprogramsectionsandif mal-
loc wasmodi ed to try to align addresseandto placeits internal
managemerstateaway from the returnedmemory The Java pro-
gramswere compiledfor a MIPS targetusingMIT' s FLEX Java-
to-natve compiler[25]. FLEX's outputwasalsolinked with the
newlib malloclibrary. The garbagecollectorin FLEX wasdis-
abledfor all of ourrunsto putaheavier loadonthememorysystem.

The biggestchallengein evaluating MMP s trying to predict
how programmersvould take advantageof word-granularitypro-
tection. In this evaluation,we consideredwo extremecases.In
the rst casewe assumedight useof the protectionfacilities. Pro-
gramswererun with the standardorotectionregionsfor Unix pro-
cessesread-onlyprogramtext, read-onlydata read-writedata,and
stack. This level of protectionis whatis provided by mostcurrent
virtual memoryoperatingsystemsIn the secondcase we assume
thatevery objectallocatedby mallocis in a separateiserseggment
andthatthe surroundingvordsareinaccessibldecausehey hold
mallocinternalstate.

To gatherdataon how programsaccesslata,we chosea mix of
benchmarkshatwerebothmemoryreferenceandmemoryalloca-
tion intensve. Table 3 lists the benchmarksisedandtheir refer
enceproperties. Benchmarknamespre xed with a “j-" are Java
programs.Benchmarkgrafty , gcc, twolf andvpr arefrom
SPEC2000, andvortex is from SPEC95. The _tr sufx in-
dicatesthe training input, and _test sufx indicatesthe testin-
put. Namespre xed“o-" arefrom the Olden[6] benchmarlksuite.
Namespre xed with “m-" are from the Mediabenchbenchmark
suite. Table 3 includesthe numberof memoryreferenceger ta-
ble update. The permissiongableis only updatedon malloc ,
realloc , andfree calls,andthe resultsshav a wide variation
in how frequentlyobjectsarecreatecanddeleted.

The programswererun on a MIPS simulatormodi ed to trace

datamemoryreferencesaswell ascalls to malloc , realloc ,
andfree . We consideredonly datareferencesdecausehe in-
structionreferencestreamremainsinsidea singletext segmentfor
thesecodesbut we put the protectioninformationfor thetext seg-
mentin the permissiondable. Thesetraceswerefed to our model
implementationof the SST andthe MLPT which keeptrack of
sizeof thetables,andthe memoryaccesseseededo searchand
updatethe tables. The implementatioralsomodelsall invalidates
of sidecarsand PLB requiredfor consisteng with table updates,
andto preventmultiple hitsin the PLB afterre lls.

We measurepaceoverheady measuringhe spaceoccupiecby
the protectiontablesanddividing it by the spacebeingusedby the
applicationfor both programtext anddataat the endof a program
run. We determinethe spaceusedby the applicationby querying
every word in memoryto seeif it hasvalid permissions.As are-
sult, the spacebetweenmallocedregionsis not countedas active
memoryeventhoughit contritutesto the addressangeconsumed
by malloc andto the protectiontable overhead. The stackstarts
at 64KB andis grown in 256KB increments. Eachcall to brk
returnsl MB.

We approximatehe effect on runtimeby measuringhe number
of additionalmemoryreferencesequiredto readandwrite the per
missiontables.Wereportoverheacasthenumberof additionalref-
erencedglivided by the numberof memoryreferencesnadeby the
applicationprogram. The performancempactof theseadditional
memoryreferencevariesgreatlywith the processoimplementa-
tion. An implementatiorwith hardware PLB re Il and a specu-
lative executionmodelshouldexperiencdower performancever-
headsastheseadditionalaccessearenotlateng critical. A system
with software PLB re Il anda simple pipelineshouldhave higher
relative time overhead.In additionto countingadditionalmemory
referencesye alsofed addresdracescontainingthetableaccesses
to acachesimulatorto measurgheincreasen missratecausedy
thetablelookups.

For the permissiongachinghierarchy we placedregisterside-
carson all 32 integerregisters. The resultsusedeithera 64-entry
or 128-entryPLB with 4 entriesresened for the supervisoranda
randomreplacemenpolicy. We do not modelthe supervisorcode
in ourexperimentsandsowereportjustthenumberof PLB entries
availableto theapplication(60 or 124).

4.1 Coarse-GrainedProtection Results

Table4 shavsthespaceandtime overheadesultsfor thecoarse-
grainedprotectionmodel. Weonly presentheresultsfor theMLPT
with mini-SST entriesand a 60-entryPLB. We contrastthe over-
headsof the permissiongable with a model of a pagetable and
TLB which would provide this samekind of protectionin a mod-
ern computersystem. The overheadsaresmallin both spaceand
timefor bothsystemsTheMLPT spaceoverheads biggerthanthe
pagetable overhead but it is lessthan0.7% for all of the bench-
marks. MLPT usesadditionalspacebecauseét mustcreatea few
leaf level tablesto accomodatesegmentswhosestartor end ad-
dressesrenot divisible by 256B. If the programsegmentswere
aligned,andgrew in alignedquantities,the MLPT andpagetable
would consumehe samespace.

The MLPT addsfewer than0.6% extra memoryreferencesand
requiresfewer tableaccessethanthe pagetablefor every bench-
mark except Mediabencts mpeg2. The mpeg2 run is so short
that writes to the permissiontable make up a large part of the ta-
ble accessesThe adwantageof the MLPT is the reachof its mid-
level mini-SSTentries.Theseentriesareownedby 4 KB of address
spaceput they cancontaininformationfor a20KB region. A con-
ventionalpagetableentry only hasinformationfor the4 KB range



Benchmark MLPT mSST60PLB PAGE+TLB Coarse Fine
X-ref | Space] Ik | X-ref | Space] Tk Benchmark SCar || SCar [ PLB | SCarElm

crafty_test 0.56% | 0.41% | 2.1 | 259% | 0.15% | 2 crafty_test 285% [ 28.5% | 0.3% 1.0%
gcctr 0.01% | 0.08% | 2.0| 0.17% | 0.03%| 2 gccitr 9.4% || 11.4% | 0.4% 3.3%
twolf_train 0.00% | 0.31% | 2.0| 0.76% | 0.11% | 2 twolf_train 155% (] 17.8% | 2.5% 1.7%
vpr_test 0.00% | 0.62% | 2.6 | 0.00% | 0.22%| 2 vpr_test 37.3% || 42.5% | 2.6% 7.2%
vortex_tr 0.02% | 0.10% | 2.0| 0.77% | 0.04% | 2 vortex_tr 12.4% || 15.0% | 0.8% 2.4%
-compress 0.00% | 0.11% | 2.1 | 2.16% | 0.04% | 2 -compress 5.6% || 22.9% | 0.0% 11.4%
-db 0.32%| 0.17% | 2.0| 0.98% | 0.06% | 2 -db 14.2% || 18.4% | 2.0% 2.6%
-jack 0.00% | 0.04% | 2.2| 0.04% | 0.02% | 2 -jack 7.3% || 9.8% | 0.8% 1.9%
-jess 0.06% | 0.18% | 2.1| 0.59% | 0.06% | 2 -jess 8.3% || 16.6% | 0.8% 1.17%
-raytrace 0.00% | 0.07% | 2.2| 0.01% | 0.03%| 2 -raytrace 0.8% || 2.5% | 0.3% 0.6%
m-jpeg_dec 0.27% | 0.61% | 2.8 0.12% | 0.22%| 2 m-jpeg_dec 7.0% || 13.2% | 0.1% 10.9%
m-mpeg2.dec | 0.01% | 0.61% | 2.3 | 0.01% | 0.22%| 2 m-mpeg2_dec 7.4% || 7.4% | 0.0% 4.2%
0-em3d 0.00%| 0.07% | 2.1| 0.02% | 0.03%| 2 0-em3d 12.8% || 13.1% | 0.7% 7.0%
o-health 0.02% | 0.12% | 2.1| 0.07% | 0.05% | 2 o-health 56% || 8.6% | 1.7% 3.8%

Table 4: The extra memory referencesX-ref and extra storage
spaceSpacerequired for a mini-SST permissionstable and 60
entry PLB usedto protect coarse-grainprogram regions. We
compare to a traditional pagetable with a 60 entry TLB. The
I/k column givesthe average number of loads required for a
table lookup, which is a measure of how much the mid level
entries are usedfor permissioninformation.

that owns it. For instance,compress , a benchmarkknown to
have poor TLB performancemallocsa 134KB hashtablewhich
is accessedniformly. Thistablerequires33 TLB entriesto map,
but would only require8 entriesin theworstcasefor the PLB. The
numberof loadsperlookupis closeto 2 indicatingthat mid level
entriesareheavily used.

We alsosimulatedan SSTwith a 60-entryPLB. This performs
much betterthat either of the previous schemeswith both time
andspaceoverheadselon 0.01%on all benchmarksThe ability
of the SSTtablesegmentsto representarge regionsresultsin ex-
tremelylow PLB missrates.Becausdherearesofew coarsegrain
segmentsthelookupandtableupdateoverheads small.

Theseresultsshav thatthe overheadfor MMP word-level pro-
tectionis very low whenit is not beingused.

4.2 Fine-Grained Protection Results

We modeltheuseof ne-grain protectionwith astandardmple-
mentationof malloc which puts 4-8 bytesof headermeforeeach
allocatedblock. We remove permission®nthemallocheadersand
only enableprogramaccesso theallocatedblock. We view this as
anextremecaseasaprotectedsubsystemill typically only export
asubsedf all thedatait accessyotits entireaddresspace.

Table 5 shaws the resultsfor the ne-grain protectionwork-
loads. While the SST organizationperformswell for somepro-
gramsjts time andspaceverheadalloonson otherprograms For
o-health  the spaceoverheadreaches14%. The binary search
lookup hasa heavy, but variable,time cost,which canmorethan
doublethenumberof memoryreferenceskorj-jack it averages
20.8loadspertablelookup, but for mpeg?2 it is only 4.8. Because
SSTmustcopy half thetableonanupdateon average updatesalso
causssigni cant additionalmemorytrafc. But SSTdoeshave sig-
ni cantly lower spaceandtime overheadshanthe MLPT for some
applicationdikegcc andcrafty . Thegcc codemallocsamod-
eratenumberof 4,072 byte regionsfor usewith its own internal
memorymanager This odd size meansthe MLPT mustuseleaf
tableswhich have limited reachin the PLB, while the SSTrepre-
sentgheseseggmentsn theirentirety We areinvestigatingadaptve
policiesthatwould switchbetweenSSTandMLPT asthe number
of sgmentsincrease.

Table 6: Measurementsof missrates for a MLPT with mini-
SSTentries and a 60 entry PLB. SCaris the sidecarmissrate.
PLB is the global PLB missrate (PLB misses/totalreferences).
SCarElim is the number of referencesto the permissionstable
that were eliminated by the useof sidecarregistersfor the ne-
grained protection workload. For coarse-grainedprotection,
the PLB missrateswere closeto zero on all benchmarksand so
are not shown here.

All MLPT organizationgake almostexactly the samespaceand
so their spaceoverheadis reportedtogetherin one column. The
spaceoverheadfor the MLPT is lessthan 9% for all permission
entry types. The mini-SSTformat canrequirea little more space
thanthe permissionvectorformatwhenprogramsusemary small
segmentsthat cannotbe representeih the mini-SSTformat. Five
of the benchmarksequiredpermissionvector escapeshut only
two requiredmorethan 30 escapesThe health benchmarke-
quired4,037pointersto permissionyectorsin theleafentries and
j-jess  332.Althoughis notlikely to representeal programbe-
havior [36], health  providesa stresgestfor our systembecause
it allocatesmary smallsegments.

We garbagecollectMLPT permissiortableswhenthey become
unused.This keepamemoryusagecloseto the overheadf theleaf
tables,whichis % becausenformationfor 16 words
is held in a single word entry Someoverheadsare higher than
6.25%becausef non-leaftables. Eachtable hasa counterwith
the numberof active entries. Whenthis counterreachesero, the
tablecanbegarbagecollected. Thereadsandwritesto updatethis
counterareincludedin thememoryreferenceoverhead.

Themini-SSTorganizationis clearly superiorto the permission
vectorformat (comparecolumnsvec 60 PLB to mSST 60 PLB).
Every benchmarlkperformsbetterandthe highestoverheadvpr )
is morethanhalved,droppingfrom 19.4%to 7.5%. Lookupsdom-
inatetheadditionalmemoryaccessesswould beexpectedjpeg
andmpeg from mediabenclaresmall programsthatdon't run for
very long so updatingthe tablesis a noticablefraction of table
memoryreferencedor thesebenchmarksj-jack  hashigh up-
dateoverheadbecausét performsmary smallallocationswith lit-
tle activity in between(from Table3 it doeslessthan500 memory
referencdn betweentable updates).Whenwe increasethe num-
ber of availablePLB entriesto 124 (columnmSST 124 PLB), the
worst casememoryreferenceoverheaddropsto 6.3%, with some
benchmarkslike vpr , bene ting greatlyfrom the increasedeach
of thePLB.

4.3 Memory Hierar chy Performance
Table 6 shaws the performanceof the permissionscachinghi-



Benchmark SST60PLB Space vec60PLB mSST60PLB mSST124PLB
Space| X-ref upd Id/lk X-ref upd Td/k | X-ref upd 1Td/lk | X-ref upd Id/lk
crafty_test 0.0% 00% 49% 741 06%| 32% 1% 21| 06% 1% 21| 00% 1% 21
gcetr 0.2% 0.7% 36% 134 40%| 36% 4% 28| 15% 13% 29| 1.0% 19% 2.9
twolf_tr 222%| 141.0% 63% 165| 6.6% | 106% 1% 30| 75% 1% 30| 63% 1% 3.0
vpr_test 0.1% 0.7% 96% 11.2] 45%|194% 1% 29| 75% 1% 29| 14% 1% 29
vortex_tr 0.8% | 105.0% 95% 16.0|] 45%| 43% 3% 28| 24% 7% 28| 1.2% 13% 29
-compress 0.2% 0.0% 54% 128 04%| 3.1% 1% 22| 01% 9% 24| 0.0% 59% 2.7
-db 16.3% | 69.1% 5% 19.2 49%| 74% 7% 29| 64% 8% 30| 56% 9% 30
-jack 235%| 20.0% 31% 20.8| 6.9%| 48% 18% 29| 3.0% 27/% 29| 21% 39% 2.9
-jess 127%| 22.0% 7% 187 48%| 34% 6% 29| 26% 8% 29| 21% 10% 3.0
-raytrace 30.5%| 10.1% 11% 214 68%| 1.1% 12% 30| 1.0% 14% 30| 0.8% 17% 3.0
m-jpeg_dec 0.0% 0.0% 75% 48] 63%| 31% 9% 29| 05% 64% 30| 04% 86% 3.0
m-mpeg2.dec || 0.0% 00% 71% 52| 72%| 01% 18% 28| 0.0% 71% 28| 0.0% 85% 2.7
0-em3d 32%]| 162% 2% 18.7] 65%| 26% 8% 3.0 21% 9% 30| 1.7% 12% 3.0
o-health 44.0%| 75.3% 12% 20.0] 83%| 76% 1I3% 30| 6.1% 1/% 30| 57% 18% 3.0

Table5: Comparison of time and spaceoverheadswith inaccessiblevords before and after every mallocedregion. The Spacecolumn
is the sizeof the permissionstable as a percentageof the application's active memory. The last thr eeorganizationsare all MLPT
and all occupy about the samespace. The X-Ref column is the number of permissionstable memory accessess a percentageof
the application's memory references.The upd colum indicatesthe percentageof table memory accessethat were performed during
table update. The remainder of the referencesare made during table lookup. The Id/Ik column givesthe averagenumber of loads

requiredfor atable lookup.

erarchyincluding the sidecarmiss rate and the PLB global miss
ratefor the ne-grainedprotectionworkload. The sidecaregisters
normally capture80—90%of all addressaccessesyhile the PLB
capturesover 97%in all cases.

We alsoshav the percentageeductionin referenceso the per
missionstablesasa resultof usingsidecaregisters.The principal
motivation for using sidecarsis to reducetrafc to the PLB, but
thereis a signi cant performancegain also (more than 10% for
two benchmarkspecausesomesidecarhits would be PLB misses
asexplainedin Section3.6.

As anotherindirect measureof performancempact, we mea-
suredthe increasein miss rate causedby the additional permis-
sionstable accesses.The resultsfor a typical L1 cache(16KB)
andatypical L2 cache(1MB) areshavn in Figure7. Both caches
are4-way setassociatie. For theL1 cache,at mostan additional
0.25%was addedto the missrate, andfor the L2 cache,at most
0.14%wasaddedo theglobalmissratebut mostappsexperienced
no differencen L2 missrates.

5. SEGMENT TRANSLATION

The MMP table structuresare effective at associatingpermis-
sionswith memoryaddressesOtherinformation canalsobe as-
sociatedwith addresseandheldin the table sggmentdescriptors.
We canmalke a sggmentof memoryappeaito residein a different
addresgangeby storing a translationoffsetin the table segment
descriptor The translationoffsetis addedin to every addres<sal-
culationwithin thetablesggments range.

Figure11 shavs anexampleof how this facility might be used.
Addressesn therangeOx1000-0x12FF actuallyreferto mem-
ory storedat the two different addressregions 0x80002000 —
0x800021FF and0x80002800 —0x800028FF . Thisis imple-
mentedby the creationof two segmentsthathave translationinfor-
mation, i.e., <Ox1000, 0x200, RO, +0x80001000> , and
<0x1200, 0x100, RO, +0x80001600> . The nal sg-
ment eld holdsthetranslationoffset.

The MMP systemdoesnot dictate policy, but one reasonable
choiceis thatonly the protectiondomainthatowns a sggmentcan
install a translation,andthe translationmustpoint to anotherseg-
mentownedby the sameprotectiondomain. This propertywould
be checledby thesupervisowhenit is calledto establisithemap-

Benchmark T6KB, 4-way TMB, 4-way
App MMP App  MMP

craftytest | 1.86% 1.87% 0.01%)|0.01% 0.01% 0.00%
gectr 4.75% 4.30% 0.06%|0.22% 0.22% 0.00%
twolf_train | 2.82% 3.04% 0.21%)|0.00% 0.00% -0.00%
vpr_test 3.37% 3.62% 0.25%)|0.00% 0.00% 0.00%
VOrtex_tr 0.71% 0.72% 0.02%)|0.10% 0.10% 0.00%
-compress | 2.82% 2.82% 0.00%|0.12% 0.12% 0.00%
-db 2.25% 2.39% 0.14%)|0.50% 0.53% 0.03%
Jack 0.54% 0.55% 0.01%)|0.24% 0.24% 0.01%
-jess 0.84% 0.86% 0.02%)|0.07% 0.07% 0.00%
“raytrace | 0.22% 0.23% 0.00%|0.03% 0.03% 0.00%
m-jpeg.dec [0.43% 0.43% -0.00%]| 0.09% 0.09% 0.00%
m-mpe2_dec| 0.20% 0.20% -0.00%]| 0.04% 0.04% 0.00%
0-em3d 0.42% 0.42% 0.01%|0.19% 0.20% 0.00%
o-health 2.44% 2.58% 0.14%)| 2.41% 2.55% 0.14%

Table 7: App is the cachemiss rate of the application bench-
mark, while MMP is the combined cachemissrate for the ref-
erencesof the benchmark and the MMP protection structur es.
is their difference. A MLPT was used with mini-SST en-
tries and a 60 entry PLB. This table holds results from two
experiments, differing only in cachesize—16KB and 1 MB.
The cachewas a 4-way set-associatie with 32-bytelines. -0.00
meansthe missrate decreasedslightly. Referencestreamswere
simulated for a maximum of 2 billion references.

pings.

Figurellshavs how translationcanbe usedto implementzero-
copy networking with a standardead systemcall interface. The
client domainpasses buffer to the kernelvia read . The kernel
becomesheownerof thebuffer, andit remapshe paclet payloads
into the buffer without copying them. Whenthe userreferences
the buffer (e.g.,0x1000 ), it is readingdatafrom 0x80002000
whichis wherethe paclet payloadresides.

Sgymenttranslationdoesnot precludeother levels of memory
translation. For an embeddedystemthat usesa physicaladdress
spaceseggymenttranslationcouldbetheonly level of memorytrans-
lation in the system.For a systemthat usesvirtual addresseshe
resultof sggmenttranslationis a virtual addresshichis translated
to a physicaladdresdy anothemechanism.Translationsare not



Client Segments

0x1000 <0x1000,0x200,RO,+0x80001000>

0x1200 <0x1200,0x100,R0O,+0x80001600>

0x1300
Kernel Packets

header ‘)

0x80002200
header
0x80002800

0x80002900

0x80002000

Figure 11: Using memory protection and segmenttranslation to im-

plement zero-copy networking. The network interface card DMAs

packetsinto the kernel. The kernel exportsthe packetsto an untrusted

client by creating segmentsfor the payload of the packets. Segment
translation is usedto presentthe illusion to the client that the packet
payloadsare contiguousin memory at 0x1000-0x12FF .

recursve, a translatedsggmentcannotbe the targetof othertrans-
lations.

5.1 Byte Granularity Translation

To allow paclet payloadgo consistof ary numberof bytes,sey-
menttranslationrmustbe doneat the bytelevel. Byte level transla-
tion creategwo issues.

The rst is thataddressewhich appeato be alignedcancreate
unalignedreferencesvhen used. The addressssuedby the pro-
cessolis the useraddresglus the translationoffset. If a segment
is translatedo an odd-byteboundary(e.g.,<0x1000, 0x200,
+0x80002003> ), thena referenceto useraddres€Dx1000 be-
comesan unalignedreferenceto 0x80003003 . Somemodern
processorsanhandleunalignedoadsfrom the samecachéine in
asinglecycle, but requiretwo cyclesfor unalignedoadsthatcross
cacheine boundaries.

The secondssueis a little morecomplex. Returningto the ex-
amplein Figurell,considethecasewherethe rst paclethasone
fewer byte of datapayload: Ox1FF bytesinsteadof 0x200 . We
canalmostrepresenthis situationwith the sggments<0x1000,
O0x1FF, RO, +0x80001000> and<Ox11FF, 0x101, RO
+0x80001601> , but the length of our sgmentsand their base
addressnustbe word aligned,they cannot be byte aligned. The
problemis with theword ataddres©x11FC. The rst threebytes
needto comefromthe rst sggment,andthelastbyteneedso come
from the secondsegment.

We call a word that spanssegment translationboundariesa
seamedvord. Seamedvords mustbe representedh the permis-
sionstable. To simplify the representatiorthey arede ned to be
singleword segmentsthatmustoccuron the rst word of two ad-
jacentsegmentsge.g.,thewordataddres®x11FC in ourexample.
We thenonly needto representhattwo adjacenseggmentshave a
seamand how mary bytesfrom the rst sggmentareused. The
remainingbytesaretakenfrom the secondsegment.

Figure12 shaws therecordusedto represenseamedvordsand
translationinformationin the mini-SST format. The recordis six
wordslong andis pointedto by a table entry which is a type 10
pointer(seeTable2). Thereare32 bits of translationfor eachsey-
ment.

The uppertwo bits, usedfor type information whenthe mini-
SSTformatis usedfor tableentries,arereallocatedn this record
to indicatethe location of seamedwvords. We can usethesebits

seam0 seaml

Y Y

seam(2first(7) mid0(6mid1(6)last(11
translation first (32)
translation mid0 (32)
translation mid1 (32)

translation last (32)

seam cross0(16) ‘ seam cross1(16)

Figure 12: The format for arecord with a mini-SST entry and trans-
lation information.

becauseve alreadyknow the type of the entry oncewe reachit.

The arrov headsindicatewhereseamedvordsare allowedto oc-

cur. Thebits areindependenandif the rst bit (seam0) is set,a
seamis betweenableseggmentsfirst  andmidO . If the second
bit is set6eam1l), a seamis betweermidl andlast . We divide

thelastword of therecordinto two 16-bit elds, whicheachrepre-
sentthe byte cross-eer point for the correspondingeamedentry

In our example,the cross-@er pointis 3 byteshecaus®x11FC—

0x11FE comefromthe rst sggmentandOx11FF comedromthe
secondsggment.

This record format restrictsthe systemto two seamedentries
in every 16 words,andrequiresthattranslatedsegmentsbe repre-
sentabldy amini-SSTentry If therearemary smallregions(e.qg.,
mary smallnetwork paclets)it is betterto copy the contentgather
thanconstructmary translatecr seamedegions.

5.2 Translation Hardware Implementation

The translationoffset sits in the addresssidecarregister (Fig-
ure10) andmustbeaddedn to every memoryaddressalculation.
This will increasethe typical two operandadd usedfor address
arithmeticto a threeoperandadd. The additional3:2 carry-sae
addemwill addafew gatedelaysto memoryaccessateng.

A seamedoadrequiresthe processohave supportto collectthe
byteswithin a single word load from differentaddressesFortu-
nately thepipelinemechanisnis almostidenticalto whatis needed
for unalignedioadsthat crosscacheline boundaries—bytefom
differentlocationsmustbe shiftedand muxed together The only
differencewith seamedoadsis thatthe two locationsbeingread
arenotwithin threebytesof eachother

Sgyment translationdoes not causecachehardware aliasing
problemspecauséranslatioroccursbeforetheaccesss sentto the
cacheandmemorysystem.Therecanbeasoftwarepointeraliasing
problemif softwareassumeshatonly numericallyequalpointers
pointto the samedata. Sinceall memorymeta-datas changedria
supervisorcalls, the supervisorcan enforcepolicies that mitigate
the nggative effectsof software pointeraliasing.Onepolicy would
be that, sincea domainmustown boththe translatecsegmentand
its image the domaincanonly export the sggment,andnot theim-
age. This preventsotherdomainsfrom seeingthe translationand
becomingconfusedput would supportapplicationdik e zero-coy
networking.

5.3 Zero-copyNetworking

There are mary proposalsin the literature for zero-coy net-
working[9, 23,30]. Mostaresuccessfuhteliminatingextracopies
in the kernel. The hardesimplementatiorissueis eliminatingthe
copy betweenthe kernelandthe user Systemdike IOLite [23]
changethe user/lernelinterface and programmingmodelto pass
aroundcollectionsof pointers. The useris aware that her data
is split into variousmemoryregionswhich complicategprogram-



ming. Anotherapproacthasuserhandlersmanagethe copy from
thenetwork interfacedirectly [20]. Directaccesso thenetwork in-

terfacerequiresspeciahardware,doesnotinteractwell with multi-

programminganddemandpaging,andresultsin the entire paclet,
not just the payload,being transferedo userspace. A nal ap-
proach[9] usespageremappingwhich canbeimplementedunder
the standardead systemcall. Theimplementatiorin [9] is lim-

ited to thehardwarepagegranularity andsoonly applicablewithin

large paclets(thelargeststandardEthernepacletis lessthan1600
bytes).

We believe the pageremappingapproachis the bestfor zero-
copy networking. MMP eliminatesthe pagesize restrictionand
extendstheapproacho datathatis splitamongmultiple paclets. It
offerstheprogrammingeaseof linearbufferswith the performance
of zerocopy networking stacks.

Thekernelbufferspacletsasthey arrive ona TCPconnectionlt
thenmapsthepayloadfrom thesepacletsinto contiguousegments
(providedby read ) whichtheusercanthenaccesgseeFigurell).
Permissionsare only given for accesgo the datapayloadso the
network stackis isolatedfrom a maliciousor buggyuser

5.3.1 Evaluation

Werecordedawebclientreceving 500KB of pacletsandsimu-
lated the action of a kerneldriver which acceptghe pacletsinto
kernel memory and then translateshe paclet payloadsegments
into a contiguoussegmentwhich is exportedto the client. The
client then streamsthroughthe entire payload. In this scenario,
thekernelreadsthe paclet headersandwritesthe permissionga-
blesto establishthe translationinformation. The client readsthe
data, causingthe systemto readthe translationand permissions
datafrom the protectiontable.

We comparethe numberof memoryreferencesequiredfor the
segmenttranslatiorsolutionwith thenumberof memoryreferences
requiredfor the standarccopying implementation.In the copying
implementationthe kernel readsthe headersand then readsthe
paclet payloadsandwritesthemto anew buffer. Theclientstreams
throughthe new buffer.

Zero-copy networking saves 52% of the memory referecesof
a traditional copying implementation. It hasa size overheadof
29.6%for the permissiontables. 61% of that 29.6% overheadis
for permissiongablesandthe remaining39%is for thetranslation
records.11% of thereferencesreunalignedandcrosscacheline
boundaries.0.5% of the referencesare seamed.If we chage 2
cyclesfor the unalignedoadsthat crosscacheline boundaries10
cyclesfor the seamedoadsanddiscountall otherinstructionsthe
translationmplementatiorstill saves46% of thereferencdime of
acopying implementation.

6. OTHER USES FOR FINE-GRAINED
PROTECTION AND TRANSLATION

We believe that ne-grained protectionoffers exciting opportu-
nities for applicationdevelopers. Appel [3] suneys someappli-
cationsthat make use of page-basedirtual memory Mary of
thesesameideascould performbetterwith ner grain protection
andwith cheapinter-protectiondomaincalls.

Fine-grainedprotection can provide supportfor fast memory
boundschecking. Buffer overrunsin unsafelanguagesrea com-
mon sourceof securityholes[32]. MMP could catcha program$
attemptto jump into writable data.lt couldalsocatchthe program
trying to write off the end of a pieceof memory Boundscheck-
ing is usefulfor programdeluggingandif implementecoy MMP
would beavailableto thekernel.

A relatedfunctionality datawatchpointg33], canbeeasilyim-
plementedvith our ne-grainedprotection.A datawatchpointgen-
eratesatrapwhenagivenword in memoryis modi ed. Somepro-
cessorsupporta handful of watchedmemorylocations[15, 14],
but our ne-grained protectionscaleso thousand®f individually
protectedwvords.

Generationabarbagecollectors[19] needto be noti ed when
older objectsareupdatedo point to youngerones. Checkingthis
in softwareis time consuming. With MMP, we canwrite protect
olderobjectsandsignalwhen&er anupdatecauses youngobject
to bereferencedy anold object.

Compilersfor unsafelanguagedik e C areoftenunableto apply
compellingoptimizationshecausef their inability to prove some-
thing aboutthe memoryreferencebehaior of the program. The
following loop illustratesthe point.

void foo(int* a, int B[) {
forint i =0; i < N; ++) {
*a += B, }

The compilercannot registerallocate*a if it cannot prove that
a andB arenotaliases With ne-grainedprotection,thecompiler
canwrite-protectB outsidethe loop andthenaccumulatefa in a
register Fix up codeis neededn caseB is written.

Flexible sub-pageprotectionenabledistributedsharednemory
systemdlike Shasta[27] andits predecessof28]. Shastafound
signi cant bene t from con gurableline sizes but sincethesdine
sizesdid not map to virtual addresspagesit performedaccess
checksin software. While the authorsof Shastausedimpressie
compiler techniquegso reducethe cost of thesesoftware access
checks,our ne-grained protectionwould reducethis costfurther
In addition, ne-grained protectioncanbe usedto performobject-
level distributedcaching ratherthanstandardlock basedcaching
whichis susceptibleo falsesharing.

6.1 Combining ne-grained protection and
translation

When ne-grained protectionis combinedwith byte level trans-
lation, we discover additionalopportunitiesfor implementingsys-
temservices We exploredoneapplicationin detail,zero-coy net-
working,in Section5.3.

A persistentproblem for supporting large numbersof user
threadsis the spaceoccupiedby eachthreads stack[11]. Each
threadneedsenougtstackto operateput reservingoo muchstack
spacewastesmemory With pagedvirtual memory stackmustbe
allocatedn pagesizedchunks.This stratey requiresalot of phys-
ical memoryto supportmary threads,even thoughmostthreads
don't needa pageworth of stackspace With MMP segmenttrans-
lation, the kernelcanstarta threadandonly translatea very small
part of its stack(e.g., 128 bytes). If the threadusesmore stack
thanthis, the kernelcantranslatethe next region of the stackto a
segmentnon-contiguouwith the rst, sothe stackonly occupies
aboutas much physicalmemoryasit is using, and that memory
doesnot have to be physicallycontiguous.

A commondatastructurethat MMP protectionandtranslation
could optimize is the mostly-read-onlydatastructure. An exam-
ple comesfrom thewidely usedNS network simulator[22]. Each
pacletis mostly read-onlydata. Whensimulatinga wirelessnet-
work, paclets are “broadcast”to nodeswhich readthe read-only
data,but alsowrite asmallnode-speci cscratchareain the paclet
(e.g.,to Il in thereceve power which is nodespeci c). Thecur
rentNS simulatorsupportghis datastructureby copying thepaclet
for eachnode. This copying reduceshe size of simulationsthat
are possiblewith a given amountof physicalmemory and takes



cyclesthatcouldbe usedfor computation Splitting the pacletinto
read-onlyandread-writesectionsandmanaginghemseparatelys
possible,but it complicatesa core datastructure. By using ne-

grain MMP translation,a single read-onlypayloadcan be made
visible at differentaddressesvithin multiple protectiondomains.
Eachdomaincanthenhave a privateread/writeregion allocatecto
run contiguougo theread-onlyview.

7. RELATED WORK

In Section2, we discussedhe problemswith page-basedirtual
memory segment-basedrchitecturesgapabilities andprobabilis-
tic protectionaddresspaces.

Single-addresspaceoperatingsystems(SASOSes)place all
processesn a single large addressspace,so ary processcan at-
temptto accessary addresawithin the space. Protectionis pro-
vided by perprocesgprotectiondomainswhich specifythe access
rightsfor regionsof memory Managemenbf protectioninforma-
tion canbe separatedrom paginginformation[16], thoughthese
areoftencombined.Thegranularityof protectionin single-address
spacesystemss usuallya pageto matchthe capabilitiesof the un-
derlying paginghardware. An adwantageof the protectiondomain
approachs thatcorventionalpointerscanbeused andpermissions
canbeeasilyrevoked by modifyingthe perprocespermissionsa-
bles. Domain-p@e systemg16] canonly setpermissionsat the
granularityof amemorypage.Page-groupystemssuchasHP PA-
RISCandPawverPC,requirethata collectionof pagesaremapped
togetherandwith thesamepermissionscrossall domaingthough
eachdomainindependentlymight or might not have accessat that

x ed permission)[16]. MMP builds uponthe SASOSprotection
domainapproachbut extendsit to word granularity MMP canbe
considerech domain-sgmentsystem.

TheApple Newton alsohadaform of page-grougystemwhere
an active processhad accesdo a setof regions (called domains)
which hadthe sameaccesgpermissionsacrossall processesThe
ARMO940T is a recentembeddedrocessothat allows the active
procesgo accesight overlappingsegmentsof the global physi-
cal addresspaceut the sggmentsmusthave powver-of-2 sizeand
alignmentwith aminimumsizeof 4KB [4].

Researclon SASOSedasconcentratedn largevirtual address
spacesvherepointersareimmutablenameg8, 12]. Anotherim-
portantapplicationareais embeddedsystems,which often have
a single small physicaladdresspace.Capabilitiesare one popu-
lar solutionfor permissionscontrol in SASOSeshut they areill
suitedto embeddeaystemshecausef the needto reusephysical
addressesvhich requiresef cient rights revocation. In contrast,
MPP is well suitedfor usewithin a single small physicaladdress
spaceembeddedystembecauseevocationis straightforvard.

There are a rangeof software techniquesfor memory protec-
tion. Softwarefault isolation[34] is a generaltechniquethat re-
stricts the addresgangeof loadsand storesby modifying a pro-
grambinary Purify [24] is a softwaresolutionfor memorybounds
checkingbasedon executablerewriting. It hasgainedwide accep-
tance,however it cant be usedin an OS kernel, or in someem-
beddeddevelopmentervironmentssincerequiredsystemservices
areoftennotavailablein theseervironmentsandthe allocatorsfor
thesesystemgendto have individual, non-standardemanticsEx-
ecutableewriting systemslegradeperformanceonsiderablySafe
langaugetechniqued31] degradeperformancdess, but are only
applicableto a giventamgetlanguage.Proof-carryingcode[21] is
a systemwhere software carriesits own proof of safetythat just
needgo bechecledatrun-time,but only worksfor smallpiecesof
code.An MMP systemcanrun arbitrarycodefor existing ISAs at
high speed.

8. CONCLUSION

We have presentedand evaluateda proposalfor ne-grained
memoryprotectionandtranslation.MMP is compatiblewith cur
rentarchitecturesindISAs. It supportse xible sharingof databe-
tweenapplicationsandsimpli es theconstructiorof protectedsub-
systems.Comparedwith previous protectiondomainapproaches,
we remove the restrictionthat permissionsare managedat page
granularity Comparedo capabilities,we provide a more e xible
permissionsmodel, fastrights revocation,and compatibility with
currentlinearly addressedSAs. Our feasibility study indicates
that the spaceand run-time overheadof providing this ne-grain
protectionis small and scaleswith the degreeto which ne-grain
protectionis used.Our zero-coy hetworking exampleshavs how
our new facilitiescanbe usedto implementef cient applications.
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