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Abstract

We shawv that 4-universalhashingcan be implementedef-
ciently usingtakulated4-universalhashingfor characters,
gainingafactorof 5 in speecdover the fastesexisting meth-
ods.We alsoconsidergeneralizatiorio -universalhashing,
andasa prime application,we considerthe approximation
of thesecondnomentof a datastream.

1 Intr oduction.

This paperis aboutfast -universalhashing,with fastdata
streamingalgorithmsbeingthe prime application. We also
considergeneralizatiorto -universalhashingfor arbitrary

For ary , let As
de nedin [19], aclass of hashfunctionsfrom into

is a -universal class of hash functionsif for ary
distinct and ary possibly identical

(1.1)

By a -universalhashfunction we meanahashfunctionthat
hasbeendrawvn at randomfrom a -universalclassof hash
functions. Our main contributionis a vefold speed-ugfor

-universalhashingof keys consistingof oneor afew words.

Hashingis typically appliedto a set of keys

from  andoftenwe considercollisionsharmful. For ary

, with -universalhashing,the expectednumberof
collisionsis boundedby collisions. However, with -
universalhashing,the variancein the numberof collisions
may be aslarge as . Ontheotherhand,asshavn
in [7], with -universalhashing,the varianceis no bigger
thanthe expectednumberof collisions. As describedn [7]
thismeanghat -universalhashingis morereliablein mary
algorithmiccontexts.

Our specialinterestin fast -universalhashingis due
to its applicationsn the processingf datastreamsanarea
thathasrecentlygatheredntenseinterestbothin thetheory
communityandin mary appliedcommunitiessuchasthose
of databaseandthe Internet(see[2, 13] andthereferences
therein). A commondatastreamscenariois asfollows. A
largestreanof itemsarrive oneby oneatarapidpace.When
anitemarrives,we haveverylittle timeto updatesomesmall
amountof local information that we maintainon the data

.com

stream.This informationis selectedwvith a certainquestion
or type of questiondgn mind. The item itself is lost before
thenext item arrives.Whenall theitemshave passedy, we
have to answemuestionon thedatastream.

A classicexampleis the secondmomentcomputation
from [1]. Eachitem hasa weight and a key and we want
to computethe secondnomentwhich is the sumover each
key of the squareof the total weight of itemswith thatkey.
Thegenericmethodusedin [1] is thatwhenanitem arrives,
a hashfunction is computedof the key, andthenthe hash
valueis usedto updatethelocal information. At any pointin
time, thelocalinformationprovidesanunbiasedstimatoiof
thesecondnomentof thedatastreamseensofar. In orderto
controlthe varianceof the estimatoythe hashfunctionused
in [1] hasto be -universal.

The genericmethodfrom [1] is usedin mary other
streamingalgorithms. Sometimeswe just use 2-universal
hashing. Other times we have a choice betweensimpler
algorithmusing -universalhashinganda morecomplicated
oneusing2-universalhashing.And nally, asin thesecond
momentexample we only have algorithmsusing -universal
hashing.

In mary of the streamingalgorithms, computingthe
hashfunction is a bottleneck. The basicreasonto prefer
2-universalhashingover -universalhashingis thatit is an
orderof magnitudefasterwith existing methods.However,
hereweimprovethespeedf -universalhashingoy afactor
of 5, makingit amoreviableoptionin timecritical scenarios.

1.1 Concreteapplication areas. Theapplication11] that
originally motivatedus for this researchwas a sniffer that
monitors paclets passingthrough a high speedinternet
backbondink at OC48speed2.48gigabitspersecond) At

suchhigh link speed,t is commonfor pacletsto arrive at
a rate of more than a million per second,thus leaving us
with lessthana microsecondger paclet. In the worst case,
whenall pacletsareof the minimum Internetpaclet size of

40 bytes (320 bits), the paclet arrival rate can be as high
as per second,leaving us
with lessthan130nanosecondgerpaclet. A critical partof

theapplicationwasto computethe secondnomentwith the
paclet key beingits singleword 32-bit IP addressandthe
pacletweightbeingits sizein bytes. Thespeed-umchieved



in this papemadethe applicationpossible.

We note that independentof computerspeeds,there
is an absolutevirtue in processingnformationwith just a
few instructions. The basicpoint is that mary streamsare
alreadypassingthrough computersoftware, hencelimited
by the actualprocessos speed. If we canprocessdatain
a few instructions,then chancesare that we are asfastas
everythingelse,hencethat we cankeepup with the stream.
An exampleof suchsoftwarelimited streamsarelP re walls
thatareoftenimplementedn software. Anotherexampleis
the o w level statisticsexportedby mostIP routers.

1.2 Tabulation basedhashing On mostof today's com-
puters the fastestway of generatinga 2-universalbit string
from a key is to divide the key into charactersyseaninde-
pendentatkulated2-universalfunctionto produceabit string
for eachcharacterandthenjustreturnthebit-wiseexclusive-
or of eachof thesestrings. This methodgoeshackto [4], and
an experimentalcomparisorwith othermethodss foundin
[16]. Morepreciselyif  isaZ2-universalclassof hashfunc-
tions from characterso bit-strings,andwe pick indepen-
dentrandomfunctions , thenthefunction

mapping
is 2-universal. Here  denotedit-wise exclusive-or. If
is 3-universal,thensois However, the schemebreaks
down above 3. Regardlessof the propertiesof , is not

-universal.

Above we used” ' aroundthe agumentsof the to

indicatethatthe aretahulatedsothatfunctionvaluesare
foundby a singlelook-upin anarray

to

1.2.1 Our results. Despitethe above obstaclesye shov
in this paperthatit is possibleto usetatulation for fast -
universalhashing.As a simpleillustration,considerthecase
wherekeys are divided into two characters.Thenwe will

shaw that

is a -universalhashfunctionif , ,and areinde-
pendent -universalhashfunctionsinto stringsof the same
length. As a slight caveatof theabove schemas thatthede-
rivedcharacter  requiresonemorebitthan and , hence
that needto be overadomainof twice the size. It would
have beennicerif we couldjustapply to instead
of , but thenwe will shawv thatthe combinedfunction
is not -universal. We canreducethe domainof by
performingthe additionover anappropriateodd prime eld.
With charactetength , we exploit that prime.
Thenthe domainof the derived character is only one
biggerthanthatof theinput characters.

The above schemecould be applied recursvely, but
then,for charactersywe would end up using hash
functions. We shav herethat we canget down to
hashfunctionswhoseoutputstringsneedto be ed. Apart
from hashing input charactersin , we hash
derived charactersver . Thederivedcharactersre
all generatedusinga total of simple operationsover

integersreturnedor freeaspartof thelook-updoneoverthe
inputcharacters.

We also presenta schemefor general
universal hashingusing -universal
hashfunctions. For , this is not as good as the
previous result, but it does have the adwvantagethat the
derived characterdiave exactly the samelengthasthe input
characters.

As atheoreticacommentwe notethatourschemeom-
pletely avoids multiplication. It only uses AC oper
ationslike addition, shifts, andbit-wise Booleanoperations
plusmemorylook-ups.For contrastwe know thatany small
spaceémplementatiorof -universahashingheedsion-AC
operationdike multiplication[12]. The spaceof our tables
allowsusto circumventthis problem.An alternatie solution
would have beento useour spaceto tatulate multiplication
of  -bit charactersand usethis tableto implementmul-
tiplication over -bit keys with AC operations.Even with
the asymptoticallyfastesimultiplication[15], we would use

look-upspermultiplicationand look-
upsfor -universalhashing. This is worsethanthe
look-upswith our solution,andit is not evenremotelyprac-
tical.

that gives -

1.2.2 Random derived characters. Recently and inde-
pendently a somavhat similar schemehasbeensuggested
[9, 5], but wherethe derived charactersare basedthem-
selveson randomhashing. As we shall seebelow, our de-
terministicallyderivedcharactersvork muchbetter

The schemein [9] takes an integer parameter , and
generates independentiniversalhashfunctions
frominputkeysto -bit charactersHere,asin [4], universal
justmeanghatfor ary inputs and ,

. For 32- and64-bit input words, sucha universalhash
functioncanbeimplementedvith amultiplicationandashift
[8]. Theoutputis de ned as

In [9, Proofof Theoremb], they shaw for arny distinctinput
andoutput

Above, the additive term is the error

relative to -universality as de ned in (1.1). In orderto
getremotely -universal,we set and acceptan
error factor of . For and

this meansthat where is the numberof hashed
charactersindtablelook-ups.This is actuallymorethanthe

deterministicallyderived charactershat
we usefor our generaperfectly -universalscheme.

Our specialschemefor -universal hashingprovides
even biggerimprovements,using only asopposed
to derivedcharacterandlook-ups,andavoiding theerror
factor . Corversely if we limit the scheme
from [9] to usethe samecomputationatesourcesaswe do,
thatis, only randomlyderived charactersand



look-ups.theerroris

For example hashings4-bitintegersto 64-integersusing16-
bit characterg9] getsanerrorfactor . In all fairness,
it shouldbe mentionedhatthe schemaen [9] is not claimed
to be practical. Also, the analysisin [9] is gearedtowards
asymptotidooundsandit maybe possibleto tightenit.

We notethat[9, 5.2]stipulateghatthey canimplement
their -universalhashingwith asinglemultiplication,though
over numbersthat are times as long as the input keys.
As mentionedpreviously, our schemeavoids multiplication
altogether

1.3 Hashing single and double words in C. The focus
of this paperis to develop efcient C codefor -universal
hashingof single and double words of 32 and 64 bits,
respectiely, producinga correspondinghumberof output
bits. Indeed,we end up gaining a factor5 in speedover
previous methods. We shall later returnto the casewhere
inputandoutputareof differentsizes.

Concerningotherkey lengths,if keys have lessthan16
bits, we canhashthemtrivially usinga completetableover
all suchkeys. If keys have betweenl6 and32 bits, we hash
themas 32 bit keys. If keys have between32 and 64 bits,
we hashthemas64 bit keys. Finally, if keys have morethan
64 bits,we rst applyfaststandarduniversalhashingnto 64
bits, andthenwe apply -universalhashingon the reduced
keys.

In the above reductionto 64 bit keys, the universal
hashingmeansthat two keys get the samereducedkey
with probability Hence, if there are
different keys in the stream, they will all have distinct
reducedkeys. However, asdetailedin [18, A3], if thetarget
is to estimatethe secondmoment,then the error is small
with high probability if mostof the massof the streamis
distributed on keys, which is most certainly the
casein ary foreseeabléuture.

We notethat our techniquesggeneralizeperfectlyto 96
and 128 bits if thatis of ary interest. The point we try
to make hereis that a more standardasymptoticanalysis
for keys of non-constantength, e.g., favoring Schbnhage-
Strassemmultiplication of large numberg[15], is muchless
relevant for the kind of streamingapplicationswe have in
mind.

Anotherpointin not consideringhe asymptoticcaseis
thatour worstcompetitormay simply beunde ned,depend-
ing onamajorunresolhedproblemin numbertheory

1.4 The opposition. When implementing -universal

hashingfrom wordsto wordsin C on a standarccomputey
ourworstcompetitoris the original functionfrom [19]:

(1.2)

for someprime with each picked randomlyfrom
If is an arbitrary prime, this methodis fairly slow

becausehe' ' is slow. However, as pointedout in
[4], we getafastimplementationf isaso-calledMersenne
prime of theform . Then(1.2) givesthefastesknown

-universalhashingon a processowwith standardarithmetic
operationsWe shallreferto thisasCWrick. In thehashing
of 32-bit integers,we canuse , andfor 64-bit
integers,we canuse

As mentioned prewously, we do not know if CW-
trick is de ned for arbitrary key lengths,for it is a major
openproblemin numbertheoryif arbitrarily largeMersenne
primesexist. Thelargestknown sofaris

Forthesecondnomentestimatiorfrom[1], it is actually
preferablethat the -universal outputis a bit string, for
theneachbit positionis a -universalbit independenof the
remainingstring. In contrastjf the outputisin aprime eld,
the bit positionsare not independentandthenwe typically
have to give up someof the mostsigni cant bits in orderto
getan approximately -universalbit string. The outputof
our -universalhashingis a bit string asdesired. Also, we
caneasilygeneratédong -universalbit-strings.All we have
to do is to put long bit-stringsin the -universalcharacter
tables,andthen thesebit-stringsaswe look themupin a
sequentiatead.

We notethataweaknessf ourtabulationbasedscheme
relative to CW-trick is that we require fairly large pre-
computedtableswhereasCW-trick just requiresaccesso

. One can easily imagine applicationswhere
it is desirableto computehashvaluesdirectly from a small
spacerepresentationf a hashfunction. However, for our
streamingapplicationsijt is not a problemto initialize some
tablesin anup-startface.

We aregoing to compareCW-trick with our takulation
basedmethodboth basedon a high level instructioncount,
andbasedon experimentson two differentcomputers.

1.4.1 With a power of . In [6] it was shavn that
(1.2) can be usedwith  an appropriatelylarge power of
two, outputtinga sufx of the resultasa -universalbit
string. For 2-universalhashing,this power-of-two scheme
hasprovedveryfast[16]. However, for -universalhashing,
the schemeneeds just to hashfrom 32 bits to
32 bits [6, Theorem10]. The multiplication of 218-bit
integersmakesthis methodmuch slower than CW-trick for
4-universalhashing.

We note that since the methodfrom [6] givesus -
universalbit strings,we coulduseit toinitialize thecharacter
tablesneededin our takulation basedmethod. Assuming
that the data streamis much bigger than the tables, the
initializationtime is notanissue.

1.5 The C-level instruction count. Besidesan experi-
mentalcomparisonye aregoing to compareour takulation
basedschemavith CW-trick usinga coarse-grainednalysis
of C code. We assumewe have a 64-bit processqrandwe
chage a unit costfor eachinstructionon oneor two 64-bit
doubleword. Of computationainstructionswe have stan-
dard arithmetic operationsuch as addition and multiplica-



tion. We notefor bothadditionandmultiplicationthatover

o w beyond the 64 bits are discarded. In particular this
meansthat multiplication is only usedto multiply integers
belovn . With CW-trick we do not needmodulusor di-
vision so we do not needto worry aboutthe slownessof
theseoperations. Of other computationainstructions,we
have regularandbit-wise Booleanoperationandshifts. Fi-
nally, we may de ne a vector of charactersver a double
word andextracta charactegt unit cost.

We notethatamongtheabove operationsinultiplication
is typically the mostexpensve. Sincemultiplicationis used
by CW-trick andnot by us,we aregenerougo the opponent
whenonly chaging oneunit for multiplication.

We assumehat our processohasa small number say
30, of registers.Hereregistersarejustthoughtof asmemory
thatis sofastthatcopying betweercellsis almostfree. Since
theregistersare controlledby the compiler, it is corvenient
to ignoreit. When running CW-trick, we assumethat all
variablesresidein registers. However, we do chage a unit
costfor memoryaccesdeyond the registers. This means
that our takulation basedmethodsare chaged a unit for
eachlook-up. Olviously, the unit costis only fair if the
tablesaresmallenoughto t in reasonablyastmemory For
example,if tablesover 16-bit charactersveretoo slow, we
couldswitchto tablesover 8-bit characters.

As a nal cost, we chage a unit for a jump. For
a conditional jump, we chage for the evaluation of the
conditionandfor the jump if it is made. All our procedure
callsareinline, sowe do notneedto chaigefor them.

We refer to the above cost as the C-level instruction
count Here“C-level” refersto the factthata ner analysis
would have to take the concretemachineand compilerinto
account.Our C-level analysiswill becomplementedvith an
experimentalevaluationon two differentcomputersandas
it turnsout, the C-level instructioncountdoesgive a fairly
accuratepredictionof the actualrunningtimes.

1.5.1 Modern processors.For the -universalhashingof
longerkeys, it is worth notingthatour algorithmsareideally
suitedfor thekind of vectoroperationsupportedsupported
on 128-bitwords by modernprocessorsik e the Pentium4
[10, 17]. In fact,we arereally codingsuchvectoroperations,
makingsurethatwe have enoughspacebetweercoordinates
thatwe do not getover ow from onecoordinateto another
For contrast,thesemodernprocessorsio not supportfull-
word multiplication,andhencethey do nothelpasmuchfor
thetraditionalmethodin (1.2).

1.6 Secondmoment estimation. The estimationof the
secondmomentis a canonicalapplicationof our takulation
based -universalhashing.We presenta new estimatorthat
givena -universalhashvalue,yieldsthe samevarianceand
spacegainsroughly a factorof 2 over the bestcombination
of previous methods[1, 5]. In [11], this speedis used,
as part of a larger application,in real time estimationof
the secondmomentover IP-addressesf packets coming
througha high speedinternetrouter Our secondmoment

estimatoris describedn 4, deferringsomedetailsto [18,
Al.

2 Tabulation basedhashing

In this section,we shov how talulation canbe usedfor fast
-universalhashing. First we presenta generalframenork
for -universal hashingalong with some simple lemmas.
Next, we presenta schemefor -universalhashingon two
input charactersthat requires3 table lookups. We then

generalizethe schemeto achieve -universalhashingon
input charactersvith tablelookups.We alsopresent
a schemefor general thatgives -universalhashingon
charactersising tablelookups.We then
compareour -universalhashingschemeawith CWtrick, the
fastesknown algorithm,bothin termsof C-level instruction
countandactualrunningtimes. Theresultssuggesthatour
tahulationbasedschemeonsistentlywins by atleastafactor
of 5.

2.1 Generalframework. Ourgeneraframework for tab-
ulationbased -universalhashingwith characterss asfol-
lows.

1. Given a vector of input characters

, , We constructa vec-

tor of derivedcharacters ,
. Someof the derived

charactersnaybeinput characters.
2. Wewill have
into

(2.3)

Thedomainof thedifferentderivedcharacterslepends
ontheapplication.Herewe justassuméghat  hasan
entryfor eachpossiblevalueof

independentabulatedhashfunctions
, andthe hashvalueis then

We will now de ne the notion of a “derived key matrix”
alongwith somesimplelemmas. Consider distinct

keys , , andletthederived
characters be . We thende ne the
derivedkey matrix as

LEMMA 2.1. Supposefor any distinct keys
, the derivedkey matrix  containssomeelement
thatis uniquein its column thenthecombinechashfunction
de nedin (2.3)is -universalif all the , are
independent -universal hashfunctions.

Proof. Considera setof distinct keys along with their
derived key matrix For ary setof hashvalues |,
, we have to shav that



By assumptionthereis an element that is unique
in column Sincethe  are independent -universal
hashfunctions, eachcharacterin eachcolumnis hashed
independently Without loss of generality we canassume
thatthehashvalueof is pickedlast. Whenall theother
charactersrrehashedye obtainhashvaluesfor eachof the
other keys. By induction,theseare hashed -
universally so

However, is hashedndependentlyy , and

Hence, , asdesired.

In our constructiondor -universalhashing,the input
charactersvill all beusedasderivedcharactersandthenwe
cansimplify the assumptiorof Lemma2.1 to dealingwith
exactly 4 keys.

LEMMA 2.2. Supposall input characters are usedas de-
rived characters andthatfor any distinctkeys

the derived key matrix ~ contains someelementthat |s
uniguein its column,thenthe combinechashfunction de-
ned in (2.3)is -universal if all the , , are
independent-universal hashfunctions.

Proof. Consider distinct keys. The distinctness
implies that somecolumn of input charactersn  hasat
leasttwo differentelementsand for , one of these
elementgnustbe uniquein its column. Hence,for ,
the conditionof Lemma2.1is satis ed if it is satis ed for

2.2 -universalhashingwith two characters.

THEOREM 2.1. If keysare dividedinto 2 characters,then

isa -universal hashfunctionif ,
dent -universal hashfunctionsinto

,and areindepen-

Proof. For ary 4 distinctkeys , ,let
By Lemma?2.2,it sufces to shav thatthederivedkey matrlx

hasan elementthatis uniquein its column. Without loss
of generality we may assumehat eachelementappearsat
leasttwice in the input columns and . Sincethe

four keys aredistinctand hasonly four rows, it is
easyto seethateach and mustappearxactly twicein
its column. Without loss of generality we canassumehe

four distinctkeys are , , , and , where
and . Thisimplies
and . Soboth
and areuniquein column
A slightcaveatof theabose schemas that requires

onemorebit than and , hencethat needso beovera
domainthatis twice aslarge. It would have beennicer if
we couldjustapply to insteadof , but then
thecombinedfunctionguarantees
, andis thereforenot -universal.
The following theoremshows that we canstill achieve
-universalhashingif we replace with additionover
an odd prime eld containing the domain for input
charactersWith concretecharacteftength ,wecan

exploit that prime. Thenthe domainof the derived
character is only one bigger than that of the input
characters.

THEOREM 2.2. Theoem?2.1still holdsif we performaddi-
tion over an odd prime eld containingthe domainfor
input characters. Thatis, if keys are dividedinto 2 charac-
tersin , then

is a -universal hash function, whese is an odd
primeand , ,and areindependent-universal hash
functionsinto

Proof. Forthisproof,weuse' 'and' ' todenoteaddition
andsubtractiorover . Asin theproofof TheorenR2.1,we
mayassumehatthe4 distinctkeys are , , ,
and , respectiely, where and . With
, weneedo shavthatsome isunique.Clearly,
. Similarly, . Hence,
if  isnotunique, ,andif  isnotunique,
Buttheseequalitiesmply
or Therefore thereexists an element
suchthat . Thisisimpossiblein
anoddprime eld, sowe concludethatsome is unique.

Notethatif we performadditionon ary even eld over
, the combinedhashfunction
is not -universal. This is becausdor ary even

eld over | therealways exists an element such
that , where0 is thezeroelementof the eld. This
means . Therefore,

cannotbe -universal.

Interestinglyhowever,
isindeed -universalif , ,and are -universalhash
functionsinto  , where is anoddprime,andadditionis
performedover . But sincein practiceit is often much
morecornvenientto dealwith bit strings,we will notgointo
detailsonthis.



2.3 -universal hashing with characters. For -
universalhashingwith morethantwo input characterswe
canrecursvely applythetwo-characteschemebut then,for
charactersywe would endup using hashfunctions.
Herewe shawv thatwe cangetdown to
Let Given input characters
, , We obtain characters
by includingthe inputcharactershemselestogethemwith
additionalcharacters derivedusing

where isa generatomatrix with the propertythat
ary squaresubmatrixof  hasfull rank,andvectorelement
additions and multiplications are performedover an odd
prime eld . We thenusethe above
generalhashingframework to combine independent
takulated -universalhashfunctions.
For small , the generatomatrix
manually In particulay if (thus

canbe constructed
), we canjust

use , which givesthe schemdn Theorem?2.2.
For large , we canusea Cauchymatrix over prime
eld (whichmandates ):

THEOREM 2.3. Let bea genemtor matrix with the
propertythat any squae submatrixof  hasfull rank over

prime eld , whee is anoddprime
Givenany characters , , let ,
, bethe additionalcharacters derivedusing

, thenthe combinedhashfunction

isa -universal hashfunctionif hashfunctions ( )
and ( ) are independent -universal hashfunctions
into
Proof. Consider distinct -character keys

, . Let

andconsiderthethederivedkey matrix

where
and

and arethe submatricesormed by vectors
, respectiely. Clearly,

By Lemma2.2,weonly needo provethatsomeelement
is uniquein its column.
Assumeby way of contradictionthat eachelementof
appearst leasttwice in its column. Theneachcolumn

mustbe eitherof type O: , in whichall 4
elementof thecolumnareequal,or oneof thethreeproper
typesin which eachelementappearsxactly twice: type

, type , andtype : .

For ,let  bethepossiblyemptysubma-
trix of  thatconsistof all columnsof type . Also, let
bethesubmatrixof  consistingof therows suchthatcol-
umn of isoftype . Finally, wede ne . Then

of

Considera speci ¢ derivedcolumn , . For
, is of type O or type asit is alinear
combinationof input columnsof type . We saytype
is presentin derivedcolumn if is of type .
We will now prove that at most one type can survive
in eachderived column , Supposefor a
contradictionthat we have at leasttwo presenttypes. By
symmetry we may assumeahat and arepresent.Then

and , sofrom
the proof of Theorem2.2, we know that
hasauniquecharacterlf is not present,
is of type , andthenwe know that hasa unique
character Otherwise,all threetypes are presentand

symmetricin thatregard.If wedon't have auniquecharacter
in , it is of sometype,say or . Thisimpliesthat
is of type

contradictingthat hasa uniguecharacter

Let bethenumberof columnsin . Next, we prove
thatif and ,then hasat most derived
columns wheretype doesnot survive. Assume

by contradictionthatthereare  or morederived columns

where  doesnot survive. We canthen nd an

submatrix of  consistingof columns suchthattype
is not presenin derivedcolumn . Then,for ary two

rows and of . However,  hasdifferent
rows so this contradictsthe fact that all squaresubmatrices
of havefull rank.

From the above results,we know that cannothave
morethan . Sincetheinput
keys aredistinct, therehasto be at leasttwo propertypes
with . Hence
However, has
desiredcontradiction.

columns,so this gives us the

2.3.1 Relaxedand ef cient computation of on .
With the above schemeywe only need tablelookups
to computethe hashvaluefor input charactersHowever,
to make the schemeuseful in practice, we still needto
compute very ef ciently, which requires

multiplicationsandadditionson  usingschoolbook
implementation. Below we describeseveral techniquego
getdownto time.

Multiplication through tabulation. Let . ,
bethe rows of thegeneratomatrix from Theorem?2.3.



Then

Therefore,we can avoid all the multiplicationsby storing

with each , notonly , butalsotheabovevector ,
denoted . Thenwecompute asthesum
of thesetakulatedvectors.

Usingregular addition. We will now arguethatfor -
universality it sufces to compute usingregu-
lar integer additionratherthanadditionover . Whatwas
shawn in the proof of Theorem2.3 wasthat someelement
of thederivedkey matrix ~ wasuniquein its column.How-
ever, all elementaverefrom  sotheuniquenessannotbe
destrgyedby addingavariablemultiplesof totheelements,
but this is exactly the effect of usingregularintegeraddition
ratherthanadditionover

Parallel additions. To make the additionsef cient, we
canexploit bit-level parallelismby packingthe into
bit-strings with bits betweenadjacentelements.
Thenwe can add the vectorsby addingthe bit stringsas
regular integers. By Bertands Postulate,we can assume

, hencethateachelementof uses bits.
Consequentlywe use bits perelement.

For ary applicationwe areinterestedn,

, andthen . This meanghat our vectorsare coded
in bit-stringsthatareat mosttwice aslong astheinputkeys.
We have assumedur input keys are containedin a word.
Hence,we canperformeachvectoradditionwith two word
additions. Consequentlywe can performall vector
additionsin time.

In our maintests thingsareevenbetter for we use -
bit character®f singleanddoublewords. For singlewords
of  bhits, this is the specialcaseof two characters. For
doublewordsof  bits, we have and .
This meanghatthe vectors arecontainedn integers
of bits, thatis, in doublewords.
Consequentlywe cancompute using regular
doubleword additions.

Compression. With regular additionin ,

thederivedcharactersnayendupaslargeas , Which
meansthat tables for derived charactersneed this mary
entries. If memorybecomesa problem,we could perform
the operatioronthe derived charactersfterwe have
doneall the additions thusplacingthe derived charactersn

. This canbe donein total time usingbit-level
parallelismlike in the vectoradditions.

However, for charactedengths , we cando
evenbetterexploiting that isaprime. Wearethen
goingto placethederivedcharactersn . Considera

vectorelement . Let
. Here denotesrightshiftand denotedbit-
wise AND. Thenit is easyto shav that and
. Adding anda variablemultiple

of to eachelementof the derived key matrix doesnot

destry the uniquenes®f an elementin a column, so our
hashfunction remains -universalwith thesecompressed
derived characters. The transformationfrom to  can
be performedin parallelfor a vectorof derived characters.
With appropriatgorecomputedonstantsthe compressioiis
performedn 5 C-level instructions.

2.4  -universal hashing with  characters. Here we
presentaschemdor general -universalhashingusing

-universalhashfunctions. For , thisis
not asgoodasthe previousresults,but it doeshave the ad-
vantagehatit allowsthederivedcharacterso havethesame
lengthastheinput characters.

Let Given input characters
( ), we derive
characters ( ) using
where isa generatomatrix with theproperty
thatary submatrixof  hasfull rankon a (possibly

even) eld with size . Matriceswith this
property are commonlyusedin coding theoryto generate
erasueresilientcoded3, 14]. For example,we canchoose
wherewhere isthe identity matrix and
isa matrix with full rankof all squaresubmatrices.
Thenwe geta schemgustlikein 2.3where canbethe
Cauchymatrix However, this time we may usean
even eld suchas , andthatgivesussomesubstantial
savingsto beexploredlater. Anotherpossiblechoiceof is
a Vandermondenatrix:

THEOREM 2.4. Let bea matrix with the
propertythat any submatrixof  hasfull rankon a
(possiblyeven) eld with size , whee is
thelengthof theinputcharacters. For anygiven characters

, , derive characters

, . Thenthe combinechashfunction

is a -universal hash function if (
independentabulated -universalhashfunctionsinto

) are

Proof. By Lemma 2.1, we only needto prove for ary

distinct keys , someelementof the

derived key matrix  is uniquein its column. Suppose

for a contradictionthat every elementappearsat leasttwice
in its column. For each column , dene

. Then

we have As the result,



. But
thereareonly different pairs( , ).
Therefore theremustexist a pair thatappearsn at
least different

Let and bethe submatriceonf and
consistingof columns with . In, rows
and areidentical, so However,
, Sothis contradictsthe factthat  is a
matrix with full rank.
2.4.1 Efcient computation of over . As men-

tioned above, we can pick and thus get a
schemdikein 2.3with beingthe concatenatiof and

. With the notationof 2.3.1,we compute asthe
sum of thetalulatedvectors . However,

this time, we may work in the even eld . Conse-
quently the elementf arein andadditionover
isjust assupportedirectlyin C withoutarny need
for carry bits. Thus, eachvector is representedsa
bit-stringof length , andwe justneedto
thesevectorsto produce . Theresultingderivedcharac-
tersareallin . Thisschemas thusin mary wayssimpler
thanour specializedchemdor -universalhashingover
However, for , our generakschemeperformsworsebe-
causeit uses derived charactersywhereasour spe-
cializedschemenly uses derivedcharactersSofar, we
do notunderstandf thisis aninherentadvantageof ~ over
, or if thereis asmartemway of exploiting

3 Performanceevaluation.

We have implementedur schemesand CWrick in C. Ta-
ble 1 comparesthe different algorithmsboth in terms of
C-level instruction count and actualrunning times on two
machineswith differentarchitectureandoperatingsystems.
OldTable is simply the standard2-universalhashingmen-
tionedin 1.2 obtainedby hashingeachcharacteindepen-
dently using 16-bit characters.This is currentlythe fastest
known methodfor 2-universalhashing henceaninteresting
benchmark.

CWitrick61 and CWitrick89 are CW-trick schemesas
describedn 1.4with Mersenngrimes and ,
respectiely. Theactualcodefor CWtrick61lis foundin 5.3
while the codefor CWtrick89is deferredto [18, B.5]. The
codefor CWtrick89 gainsspeedrom only producingthe 64
leastsigni cant bits of theresultassuminghatwe only need
thatmary hashedits.

Table and Compressdble are instancesof our new
takulationbased -universalhashingschemegrom 2.3with
16-bit input characters.With Table the derived characters
are not compressedand may be as large as with

dependingon whetherthe input is 32 or 64 bits.
With Compressable, the derived charactersare lessthan
, sothey needmuchsmallertables.Theactualcodes
for 32-bitkeysis foundin 5.2. The codefor 64-bit keysis
deferredto [18, B.3].

The C-level instructioncountcanbe readdirectly from

the codeandis thusindependenbf compilerand machine

architecture.We seethat Table gainsmorethana factor5
over CW-trick, bothfor 32 and64 bit keys.

Whenit comesto actualrunningtime, we seethatthe
C-level instruction count gives a good rough estimateof
the relative performancesyet thereis a glaring contraston
ComputerA betweenTable and Compressable on 64 bit
keys. In this case,Tableusesroughly 4 timesasmuchspace
as Compressable, soit is naturalto attribute its slowness
to useof slowver memory Similarly, the relative slovness
of CWtrick can be attributed to its use of multiplication.
All in all, for running times, we seethat Compressable
consistentlywins by a factorof 5 over CW-trick. Tableis
even fasterin most caseswhen memoryis not a problem.
Evenwhenmemorystartsto becomea problem(Tablewith
64 bit keyson Computerd), it is still morethan4 timesfaster
thanCW-trick.

Summingup, we have shovn thattakulationcanbeused
for -universalhashing,and for the importantcaseof -
universalhashingwe have gainedafactorof 5 in speecver
the previousfastesimethodsmakingit a muchmoreviable
methodfor time critical streamingapplications.

4 Secondmomentestimation.

Let be a datastream,
whereeachkey isamembemnf . Let

bethetotal weightsassociatedavith key . De ne, for
each ,

The secondmoment, , is of particularinterest,sinceit
arisesin variousapplications.

4.1 Secondmomentestimators.
Classic estimator. The classicmethodfor estimating

by Alon et. al. [1] uses counters ( ) and
independent -universalhashfunctions thatmap into
. Whenanew dataitem arrives,all  counters
are updatedusing ( ). is then
estimatedas . Following theanalysis
in [1], we have and

Count sketch basedestimator. Recently Charikaret.
al. [5] describeda data structurecalled count sketch for
keepingtrack of frequentitemsin a datastream. We can
adapt count sketch to make secondmoment estimation.

Usingthis method,we need counters ( ) andtwo
independent -universalhashfunctions and
. Whena new dataitem arrives,
a single counter is updatedusing .
is thenestimatedas . We can
provethat _ and _
. Therefore, _ achievesthe same
varianceas with substantialljower updatecost.

Fastcountsketchbasedestimator. An alternatveway
of implementingthe countsketchschemas touse  coun-
ters ( ) anda -universalhashfunction



key bits C-level runningtime (sec)
-universal | hashbits algorithm instructions| computerA | computeB
2 32 64 OldTable32 5 0.17 0.31
4 32 61 CWitrick61 41 1.82 2.95
4 32 64 Table32 8 0.30 0.55
4 32 64 Compressable32 12 0.34 0.55
2 64 64 OldTable64 11 0.35 0.48
4 64 64 CWitrick89 184 6.83 12.31
4 64 64 Table64 32 1.56 2.22
4 64 64 Compressable64 37 1.04 2.53
| Update2ndmomentin stream | 11 | 050 ] 068 |

Tablel: C-levelinstructioncountplusrunningtimesfor performing10million hashcomputation®ncomputetA (400MHz
SGIR12kprocessorunninglRIX64 6.5)andB (900 MHz Ultrasparc-lliprocessorunningSolaris5.8).

. Whena new dataitem
addedto the counter
is estimatedusingthe alternatingsum

arrives, is directly
In the end

_ achiezesthe same
varianceas _ , butis fasterbecauséehedirectup-

dateof a counterbasedon a singlehashvalueis muchsim-

pler. However, suchsimplicity comesat the costof doubling
thespace.

Our new estimator. Herewe presenta new estimator
that achiezesthe samespeedandvarianceasthe fastcount
sketchbasedestimatorwithout having to doublethe space.
Insteadof using  counters,our nev methoduses

counters ( ), anda -universalhashfunction
. Theupdatealgorithmis exactly the sameas
that of the fast count sketch basedestimator: whena newv
dataitem arrives, is addedto the counter
. But the estimationformulais quite different.
We use

Note that we do not worry aboutthe cost of adding
up countersdonein the end. Hence,it is not considereda
problemto have a morecomplex sumfor this. In [18, A],
we prove

THEOREM 4.1. If is
is -universal,

-universal, . f

4.2 Performance evaluation. The code for secondmo-
mentestimationcanbe foundin 5.4. We used ,
giving us a relative standarderror below

The last line in Table 1 shows the instruc-
tion countandthe runningtimesfor performing10 million
hashcomputatiorandcounterupdatesThis shouldbe com-
paredwith the hashcomputationalonein Table32. We see
that the additional overheadis limited. Evenin the worst
casewhenall pacletsareof the minimum IP paclet size of
40 bytes(320 bits), the counterupdatepart caneasilykeep
up with bits perseconcbnthe
slowercomputerwhichis nearlytwice asfastasOC48speed

(2.48Gbps).With enoughbuffering, if theaveragdP paclet
sizeis above 85 bytes(680bits), whichis generallythe case
in today's Internet,we canevenkeepup with OC192speed
(10Gbps).

5 Code.

In this sectionwe presensomeof the codediscussedh this
paperjustifying theconcreteC-level instructioncounts.The
remainingcodeis foundin [18, B].

5.1 Common datatypesand macros.

typedef unsigned int INT32;
typedef unsigned long long INT64;
const INT64 LowOnes = (((INT64)1)<<32)-1;

const INT32 HalfLowOnes = (((INT32)1)<<16)-1;
#define  LOW320f64(x) ((x)&LowOnes)

#define  HIGH320f64(x)  ((x)>>32)

#define  LOW160f32(x) ((x)&HalfLowOnes)
#define  HIGH160f32(x)  ((x)>>16)

5.2 Tabulation basedhashingfor 32-bit keysusing 16-
bit characters.
[* tabulation based hashing
* using 16-bit  characters.
* precomputated tables */
inline INT64 Table32(INT32 X,

T1[],INT64

for 32-bit key x
TO, T1, T2 are

INT64 TO[],
T2}

INT64

INT32 x0, x1, x2;

x0 LOW160f32(x);

HIGH160f32(x);

x0 + x1,

compress32(x2);
TO[x0] = T1[x1]

8 + 4 = 12 instructions

x1
X2
X2
return
Yo

/loptional
" T2[x2];

compression

[* optional compression  */

inline INT32 compress32(INT32 i) {
return 2 - HIGH160f32(i) + LOW160f32(i);

} /I 4 instructions

The code uses 12 instructions (8 without compression),
including 3 lookups.



5.3 CW Trick for 32-bit keyswith prime

const INT64 Prime = (((INT64)1)<<61) - 1
[* Computes ax+b mod Prime, possibly  +2*Prime,
* exploiting the structure of Prime.*/
inline INT64 MultAddPrime(INT32 X, INT64 a,
INT64 b) {

INT64 a0,al,c0,cl,c;

a0 = LOW320f64(a)*x;

al = HIGH320f64(a)*x;

c0 = a0+(al<<32);

cl = (a0>>32)+al;

¢ = (cO&Prime)+(c1>>29)+b;

return  c;
} /I 12 instructions
[* CWtrick for 32-bit key x with

* prime 2°61-1 */
inline INT64 CWitrick(INT32  x, INT64 A,
INT64 B, INT64 C,
INT64 D) {
INT64 h;
h = MultAddPrime(MultAddPrime(

MultAddPrime(x,A,B),x,C),x,D);
h = (h&Prime)+(h>>61);

if (h>=Prime) h-=Prime;
return  h;
} /I 12*3 + 5 = 41 instructions

ThecodeusesAlinstructionsancluding 6 multiplications.

5.4 Secondmomentestimation.

#define  NumCounters 32768 1
INT64 Counters[NumCounters];

(1<<15)

[* precomputed tables whose hash strings
* only use 15 least significant bits  */
INT64 *TO, *T1, *T2;
inline void StreamUpdate2nd(INT32 ipaddr,
INT32 size) {
Counters[Table32(ipaddr,T0,T1,T2)]+=size;
} /I 3 instructions plus those in Table32.
double StreamEstimate2nd() {
int i
INT64 c;
double sum = 0, sqsum = 0;
for (i = 0; i < NumCounters; i++) {
¢ = Counters]i];
sum += c;
sgsum += c*c;
}
return  sgsum + (sgsum-sum*sum)/
(NumCounters-1);
}

The codefor updatingthe countersadds3 instructionsto
thosein Table32,ncludingoneadditionallookup.
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