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Abstract
We show that 4-universalhashingcan be implementedef-
�ciently usingtabulated4-universalhashingfor characters,
gaininga factorof 5 in speedover thefastestexisting meth-
ods.We alsoconsidergeneralizationto

�

-universalhashing,
andasa prime application,we considerthe approximation
of thesecondmomentof a datastream.

1 Intr oduction.
This paperis aboutfast � -universalhashing,with fastdata
streamingalgorithmsbeingthe prime application. We also
considergeneralizationto

�

-universalhashingfor arbitrary
�

. For any ��� � , let � ���
	 �
����������������������� . As
de�ned in [19], a class � of hashfunctionsfrom � ��� into

� ��� is a
�

-universal class of hash functions if for any
distinct �! "���������#��$
%'&)(*� ��� and any possibly identical
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By a
�

-universalhashfunction, wemeanahashfunctionthat
hasbeendrawn at randomfrom a

�

-universalclassof hash
functions. Our main contribution is a � vefold speed-upfor

� -universalhashingof keysconsistingof oneor afew words.
Hashingis typically applied to a set of FHG � keys

from � ��� andoftenwe considercollisionsharmful. For any
�

�JI , with
�

-universalhashing,the expectednumberof
collisionsis boundedby F6K6D6� collisions. However, with I -
universalhashing,the variancein the numberof collisions
may be aslarge as LM7�F
N6DE�O< . On the otherhand,asshown
in [7], with � -universalhashing,the varianceis no bigger
thantheexpectednumberof collisions. As describedin [7]
this meansthat � -universalhashingis morereliablein many
algorithmiccontexts.

Our specialinterestin fast � -universalhashingis due
to its applicationsin theprocessingof datastreams,anarea
thathasrecentlygatheredintenseinterestbothin thetheory
communityandin many appliedcommunitiessuchasthose
of databasesandtheInternet(see[2, 13] andthereferences
therein). A commondatastreamscenariois asfollows. A
largestreamof itemsarriveoneby oneatarapidpace.When
anitemarrives,wehaveverylittle timeto updatesomesmall
amountof local information that we maintainon the data

stream.This informationis selectedwith a certainquestion
or type of questionsin mind. The item itself is lost before
thenext item arrives.Whenall theitemshavepassedby, we
haveto answerquestionson thedatastream.

A classicexampleis the secondmomentcomputation
from [1]. Eachitem hasa weight anda key andwe want
to computethesecondmomentwhich is thesumover each
key of thesquareof the total weightof itemswith thatkey.
Thegenericmethodusedin [1] is thatwhenanitem arrives,
a hashfunction is computedof the key, and then the hash
valueis usedto updatethelocal information.At any point in
time,thelocal informationprovidesanunbiasedestimatorof
thesecondmomentof thedatastreamseensofar. In orderto
control thevarianceof theestimator, thehashfunctionused
in [1] hasto be � -universal.

The genericmethod from [1] is used in many other
streamingalgorithms. Sometimeswe just use2-universal
hashing. Other times we have a choice betweensimpler
algorithmusing � -universalhashingandamorecomplicated
oneusing2-universalhashing.And �nally , asin thesecond
momentexample,weonly havealgorithmsusing � -universal
hashing.

In many of the streamingalgorithms, computingthe
hashfunction is a bottleneck. The basic reasonto prefer
2-universalhashingover � -universalhashingis that it is an
orderof magnitudefasterwith existing methods.However,
hereweimprovethespeedof � -universalhashingby afactor
of 5,makingit amoreviableoptionin timecritical scenarios.

1.1 Concreteapplication areas. Theapplication[11] that
originally motivatedus for this researchwas a sniffer that
monitors packets passingthrough a high speedInternet
backbonelink at OC48speed(2.48gigabitspersecond).At
suchhigh link speed,it is commonfor packets to arrive at
a rate of more than a million per second,thus leaving us
with lessthana microsecondperpacket. In theworst case,
whenall packetsareof theminimumInternetpacket sizeof
40 bytes(320 bits), the packet arrival rate can be as high
as I�P �RQTSU���"V�DEWRI4�X	ZY[P\Y4]^SH�
��_ per second,leaving us
with lessthan130nanosecondsperpacket. A critical partof
theapplicationwasto computethesecondmomentwith the
packet key beingits singleword 32-bit IP address,andthe
packetweightbeingits sizein bytes.Thespeed-upachieved



in this papermadetheapplicationpossible.
We note that independentof computerspeeds,there

is an absolutevirtue in processinginformation with just a
few instructions. The basicpoint is that many streamsare
alreadypassingthroughcomputersoftware, hencelimited
by the actualprocessor's speed. If we canprocessdatain
a few instructions,then chancesare that we are as fast as
everythingelse,hencethatwe cankeepup with thestream.
An exampleof suchsoftwarelimited streamsareIP �re walls
thatareoftenimplementedin software.Anotherexampleis
the�o w level statisticsexportedby mostIP routers.

1.2 Tabulation basedhashing. On mostof today's com-
puters,the fastestway of generatinga 2-universalbit string
from a key is to divide thekey into characters,usean inde-
pendenttabulated2-universalfunctionto produceabit string
for eachcharacter, andthenjustreturnthebit-wiseexclusive-
or of eachof thesestrings.Thismethodgoesbackto [4], and
anexperimentalcomparisonwith othermethodsis foundin
[16]. Moreprecisely, if � is a2-universalclassof hashfunc-
tions from charactersto bit-strings,andwe pick ` indepen-
dentrandomfunctions 5
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is 2-universal. Here e denotesbit-wise exclusive-or. If �

is 3-universal, then so is 5 . However, the schemebreaks
down above 3. Regardlessof the propertiesof � ,

c

5 is not
� -universal.

Above we used` � � ' aroundthe argumentsof the 5�: to
indicatethat the 5;: aretabulatedso that functionvaluesare
foundby a singlelook-upin anarray.

1.2.1 Our results. Despitethe above obstacles,we show
in this paperthat it is possibleto usetabulation for fast � -
universalhashing.As asimpleillustration,considerthecase
wherekeys aredivided into two characters.Then we will
show that

5j� dika�;	H5
 

� d"�[el5
&

� ka��em5

K

� donlka�

is a � -universalhashfunction if 5! , 5�& , and 5

K

are inde-
pendent� -universalhashfunctionsinto stringsof the same
length.As aslight caveatof theaboveschemeis thatthede-
rivedcharacterd!npk requiresonemorebit thand and k , hence
that 5

K

needto beover a domainof twice thesize. It would
have beennicer if we could just apply 5

K

to d�eqk instead
of drnsk , but thenwe will show that thecombinedfunction
is not � -universal. We canreducethe domainof d�nqk by
performingtheadditionoveranappropriateoddprime�eld.
With characterlength tu	XQv����w , weexploit that IRxEny� prime.
Thenthedomainof thederivedcharacterdrnsk is only one
biggerthanthatof theinputcharacters.

The above schemecould be applied recursively, but
then, for ` characters,we would endup using `4z {�|�}[~ hash
functions. We show herethat we canget down to I4`��
�

hashfunctionswhoseoutputstringsneedto be e ed. Apart
from hashing ` input charactersin � I

x
� , we hash `T���

derivedcharactersover � IRx•n€`
� . Thederivedcharactersare
all generatedusinga total of `pnH� simpleoperationsover

integersreturnedfor freeaspartof thelook-updoneoverthe
inputcharacters.

We also presenta schemefor general
�

that gives
�

-
universal hashingusing 7

�

�•��<�7�`^�•��<on‚�

�

-universal
hash functions. For

�

	ƒ� , this is not as good as the
previous result, but it does have the advantagethat the
derivedcharactershave exactly thesamelengthastheinput
characters.

As atheoreticalcomment,wenotethatourschemecom-
pletelyavoidsmultiplication. It only uses„…7

�

`R< AC oper-
ationslike addition,shifts,andbit-wiseBooleanoperations
plusmemorylook-ups.For contrast,weknow thatany small
spaceimplementationof

�

-universalhashingneedsnon-AC 

operationslike multiplication [12]. The spaceof our tables
allowsusto circumventthisproblem.An alternativesolution
would have beento useour spaceto tabulatemultiplication
of t�D4I -bit characters,andusethis tableto implementmul-
tiplication over † -bit keys with AC operations.Even with
theasymptoticallyfastestmultiplication[15], we would use

‡

7�`8ˆŠ‰�‹0`R< look-upspermultiplicationand ‡

7

�

`jˆŒ‰"‹•`R< look-
upsfor

�

-universalhashing. This is worsethanthe „…7

�

`R<

look-upswith our solution,andit is not evenremotelyprac-
tical.

1.2.2 Random derived characters. Recently and inde-
pendently, a somewhat similar schemehasbeensuggested
[9, Ž 5], but where the derived charactersare basedthem-
selveson randomhashing. As we shall seebelow, our de-
terministicallyderivedcharacterswork muchbetter.

The schemein [9] takes an integer parameter• , and
generates• independentuniversalhashfunctions •
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from inputkeys to t -bit characters.Here,asin [4], universal
justmeansthatfor any inputs � and “ ,

.0/

�6•�:#79�8<O	H•4:=79“;<��o	

�ED4I"x . For 32- and64-bit input words,sucha universalhash
functioncanbeimplementedwith amultiplicationandashift
[8]. Theoutputis de�ned as
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In [9, Proofof Theorem5], they show for any distinct input
�! ���PŒPŠPŒ���

’
%'& andoutput “� 4��PŒPŠPŠ�#“
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Above, the additive term 7

�

D[7Œ•—n˜��<#<�7

�

D4IRx™<

’ is the error
relative to š -universality as de�ned in (1.1). In order to
get remotely

�

-universal,we set IRx

’

	›�

$ andacceptan
error factor of

�

’�œ
&

D[7Œ••nž��< . For �Ÿ	 I6¡ and t-	›†
DE` ,
this meansthat •¢	

�

` where • is the numberof hashed
charactersandtablelook-ups.This is actuallymorethanthe

7

�

�£�4<�7�`o�€��<�nH� deterministicallyderivedcharactersthat
weusefor our generalperfectly

�

-universalscheme.
Our specialschemefor � -universal hashingprovides

even bigger improvements,using only I�`f�C� as opposed
to �"` derivedcharactersandlook-ups,andavoiding theerror
factor

�

N

b=œ
&

Di79�"`¤n¥��< . Conversely, if we limit the scheme
from [9] to usethesamecomputationalresourcesaswe do,
that is, only •q	¦I4`��¥� randomlyderived charactersand



look-ups,theerroris
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For example,hashing64-bit integersto 64-integersusing16-
bit characters,[9] getsanerrorfactor ¨

I

&

NªV . In all fairness,
it shouldbementionedthattheschemein [9] is not claimed
to be practical. Also, the analysisin [9] is gearedtowards
asymptoticbounds,andit maybepossibleto tightenit.

Wenotethat[9, Ž 5.2]stipulatesthatthey canimplement
their

�

-universalhashingwith asinglemultiplication,though
over numbersthat are ` times as long as the input keys.
As mentionedpreviously, our schemeavoids multiplication
altogether.

1.3 Hashing single and double words in C. The focus
of this paperis to develop ef�cient C codefor � -universal
hashingof single and double words of 32 and 64 bits,
respectively, producinga correspondingnumberof output
bits. Indeed,we end up gaining a factor 5 in speedover
previous methods. We shall later return to the casewhere
inputandoutputareof differentsizes.

Concerningotherkey lengths,if keys have lessthan16
bits, we canhashthemtrivially usinga completetableover
all suchkeys. If keys have between16 and32 bits, we hash
themas32 bit keys. If keys have between32 and64 bits,
we hashthemas64bit keys. Finally, if keyshavemorethan
64bits,we�rst applyfaststandarduniversalhashinginto 64
bits, andthenwe apply � -universalhashingon the reduced
keys.

In the above reduction to 64 bit keys, the universal
hashingmeansthat two keys get the samereducedkey
with probability I

%

_#N . Hence, if there are �ƒG I"~�K

different keys in the stream, they will all have distinct
reducedkeys. However, asdetailedin [18, A3], if thetarget
is to estimatethe secondmoment,then the error is small
with high probability if most of the massof the streamis
distributed on �«G*I�_�N keys, which is most certainly the
casein any foreseeablefuture.

We notethat our techniquesgeneralizeperfectly to 96
and 128 bits if that is of any interest. The point we try
to make here is that a more standardasymptoticanalysis
for keys of non-constantlength,e.g., favoring Scḧonhage-
Strassenmultiplication of large numbers[15], is muchless
relevant for the kind of streamingapplicationswe have in
mind.

Anotherpoint in not consideringtheasymptoticcaseis
thatourworstcompetitormaysimplybeunde�ned,depend-
ing ona majorunresolvedproblemin numbertheory.

1.4 The opposition. When implementing
�

-universal
hashingfrom wordsto wordsin C on a standardcomputer,
ourworstcompetitoris theoriginal functionfrom [19]:

5,7g�,<O	

$
%'&

¬
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d
:

�

:,®

‰[¯o•(1.2)

for someprime •

¨

� with each di: picked randomlyfrom
� •v� . If • is an arbitrary prime, this methodis fairly slow

becausethe ' ®

‰i¯-• ' is slow. However, as pointedout in
[4], wegetafastimplementationif • is aso-calledMersenne
primeof theform I

:

�A� . Then(1.2)givesthefastestknown
� -universalhashingon a processorwith standardarithmetic
operations.Weshallreferto thisasCW-trick. In thehashing
of 32-bit integers,we canuse •£	‚I"_

&

�U� , andfor 64-bit
integers,wecanuse•�	XI"°�Vu�l� .

As mentionedpreviously, we do not know if CW-
trick is de�ned for arbitrary key lengths,for it is a major
openproblemin numbertheoryif arbitrarily largeMersenne
primesexist. Thelargestknown sofar is I

&

~#Nª_�_aV

&=±

�€� .
For thesecondmomentestimationfrom[1], it is actually

preferablethat the � -universal output is a bit string, for
theneachbit positionis a � -universalbit independentof the
remainingstring. In contrast,if theoutputis in aprime�eld,
thebit positionsarenot independent,andthenwe typically
have to give up someof themostsigni�cant bits in orderto
get an approximately� -universalbit string. The outputof
our � -universalhashingis a bit string asdesired.Also, we
caneasilygeneratelong � -universalbit-strings.All we have
to do is to put long bit-stringsin the � -universalcharacter
tables,andthen e thesebit-stringsaswe look themup in a
sequentialread.

Wenotethataweaknessof our tabulationbasedscheme
relative to CW-trick is that we require fairly large pre-
computedtableswhereasCW-trick just requiresaccessto

dR "��P�P�P™��di$
%,& . One can easily imagineapplicationswhere
it is desirableto computehashvaluesdirectly from a small
spacerepresentationof a hashfunction. However, for our
streamingapplications,it is not a problemto initialize some
tablesin anup-startface.

We aregoing to compareCW-trick with our tabulation
basedmethodboth basedon a high level instructioncount,
andbasedonexperimentson two differentcomputers.

1.4.1 With • a power of I . In [6] it was shown that
(1.2) can be usedwith • an appropriatelylarge power of
two, outputting a suf�x of the result as a

�

-universalbit
string. For 2-universalhashing,this power-of-two scheme
hasprovedvery fast[16]. However, for � -universalhashing,
the schemeneeds•�	²I�K

&

° just to hashfrom 32 bits to
32 bits [6, Theorem10]. The multiplication of 218-bit
integersmakesthis methodmuchslower thanCW-trick for
4-universalhashing.

We note that since the methodfrom [6] gives us � -
universalbit strings,wecoulduseit to initialize thecharacter
tablesneededin our tabulation basedmethod. Assuming
that the data streamis much bigger than the tables, the
initialization time is notanissue.

1.5 The C-level instruction count. Besidesan experi-
mentalcomparison,we aregoingto compareour tabulation
basedschemewith CW-trick usingacoarse-grainedanalysis
of C code. We assumewe have a 64-bit processor, andwe
chargea unit costfor eachinstructionon oneor two 64-bit
doubleword. Of computationalinstructionswe have stan-
dard arithmeticoperationsuchas addition and multiplica-



tion. We notefor bothadditionandmultiplicationthatover-
�o w beyond the 64 bits are discarded. In particular, this
meansthat multiplication is only usedto multiply integers
below I ~�K . With CW-trick we do not needmodulusor di-
vision so we do not needto worry about the slownessof
theseoperations. Of other computationalinstructions,we
have regularandbit-wiseBooleanoperationsandshifts. Fi-
nally, we may de�ne a vector of charactersover a double
wordandextracta characterat unit cost.

Wenotethatamongtheaboveoperations,multiplication
is typically themostexpensive. Sincemultiplicationis used
by CW-trick andnot by us,we aregenerousto theopponent
whenonly chargingoneunit for multiplication.

We assumethat our processorhasa small number, say
30,of registers.Hereregistersarejust thoughtof asmemory
thatis sofastthatcopyingbetweencellsis almostfree.Since
theregistersarecontrolledby thecompiler, it is convenient
to ignore it. When running CW-trick, we assumethat all
variablesresidein registers. However, we do chargea unit
cost for memoryaccessbeyond the registers. This means
that our tabulation basedmethodsare charged a unit for
eachlook-up. Obviously, the unit cost is only fair if the
tablesaresmallenoughto �t in reasonablyfastmemory. For
example,if tablesover 16-bit charactersweretoo slow, we
couldswitchto tablesover8-bit characters.

As a �nal cost, we charge a unit for a jump. For
a conditional jump, we charge for the evaluation of the
conditionandfor the jump if it is made.All our procedure
callsareinline, sowe donotneedto chargefor them.

We refer to the above cost as the C-level instruction
count. Here“C-level” refersto the fact thata �ner analysis
would have to take theconcretemachineandcompilerinto
account.OurC-level analysiswill becomplementedwith an
experimentalevaluationon two differentcomputers,andas
it turnsout, the C-level instructioncountdoesgive a fairly
accuratepredictionof theactualrunningtimes.

1.5.1 Modern processors.For the
�

-universalhashingof
longerkeys, it is worthnotingthatouralgorithmsareideally
suitedfor thekind of vectoroperationssupportedsupported
on 128-bit wordsby modernprocessorslike the Pentium4
[10, 17]. In fact,wearereallycodingsuchvectoroperations,
makingsurethatwehaveenoughspacebetweencoordinates
thatwe do not getover�ow from onecoordinateto another.
For contrast,thesemodernprocessorsdo not supportfull-
wordmultiplication,andhencethey donothelpasmuchfor
thetraditionalmethodin (1.2).

1.6 Secondmoment estimation. The estimationof the
secondmomentis a canonicalapplicationof our tabulation
based� -universalhashing.We presenta new estimatorthat
givena � -universalhashvalue,yieldsthesamevarianceand
spacegainsroughlya factorof 2 over thebestcombination
of previous methods[1, 5]. In [11], this speedis used,
as part of a larger application, in real time estimationof
the secondmomentover IP-addressesof packets coming
througha high speedInternetrouter. Our secondmoment

estimatoris describedin Ž 4, deferringsomedetailsto [18,
Ž A].

2 Tabulation basedhashing.
In this section,we show how tabulationcanbeusedfor fast

� -universalhashing. First we presenta generalframework
for

�

-universal hashingalong with somesimple lemmas.
Next, we presenta schemefor � -universalhashingon two
input charactersthat requires3 table lookups. We then
generalizethe schemeto achieve � -universalhashingon `

input characterswith I4`o�s� tablelookups.We alsopresent
a schemefor general

�

that gives
�

-universalhashingon `

charactersusing 7

�

�£�4<a7g`¤�€�4<'nX� tablelookups.We then
compareour � -universalhashingschemewith CW-trick, the
fastestknown algorithm,bothin termsof C-level instruction
countandactualrunningtimes.Theresultssuggestthatour
tabulationbasedschemeconsistentlywinsby atleastafactor
of 5.

2.1 General framework. Our generalframework for tab-
ulationbased

�

-universalhashingwith ` charactersis asfol-
lows.

1. Given a vector of ` input characters
c

� 	

79�v h��&U�����³�
b

%'&E< , �;:¢(´� I

x

� , we constructa vec-
tor of `•nTµ derivedcharacters
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(˜� •v� , •
�

®�¹Eº

�6I"x™�a`rnHµ"� . Someof the derived
charactersmaybeinputcharacters.

2. Wewill have `vnMµ independenttabulatedhashfunctions
5

¸ into � I6¡�� , andthehashvalueis then

587

c

�,<•	X5v [�

¶

 ��ieX�����
em5
b=œ8·

%,&4�

¶

b#œ,·
%'&a�(2.3)

Thedomainof thedifferentderivedcharactersdepends
on theapplication.Herewe just assumethat 5

¸ hasan
entryfor eachpossiblevalueof ¶

¸ .

We will now de�ne the notion of a “derived key matrix”
alongwith somesimplelemmas.Consider

�v»©¼½�

distinct
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c
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b %,&
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� , andlet thederived
characters

c
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¶
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¶

:9¾
b=œ,·

%'&6< . We thende�ne the
derivedkey matrix as
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LEMMA 2.1. Supposefor any
�v»q¼É�

distinct keys
c

�
: ,

�Ê(��

�i»

� , the derivedkey matrix
¿

containssomeelement
that is uniquein its column,thenthecombinedhashfunction

5 de�nedin (2.3) is
�

-universal if all the 5

¸ , Ëf(-� `•nÌµ
� , are
independent

�

-universalhashfunctions.

Proof. Considera set of
�

distinct keys along with their
derived key matrix

¿

. For any set of
�

hashvalues +

: ,
�•(Í�

�

� , we haveto show that
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By assumption,there is an element ¶

:ŠÎ�¾

¸

Î that is unique
in column Ë  . Since the 5 : are independent

�

-universal
hashfunctions, eachcharacterin eachcolumn is hashed
independently. Without loss of generality, we can assume
thatthehashvalueof ¶

: Î ¾

¸

Î is pickedlast.Whenall theother
charactersarehashed,we obtainhashvaluesfor eachof the
other

�

�H� keys. By induction,thesearehashed7

�

�U��< -
universally, so
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�6587
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However, ¶

:ŒÎ™¾

¸

Î is hashedindependentlyby 5

¸

Î , and
.0/
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c

� : Î�<>	

+

: ÎE�
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5 : Î"�

¶

: Î ¾

¸

Îª�,	

+

: Î•esÕ

:”Ö ­,:ŠÎ

5 : �

¶

:9¾

¸

Îª�™× Ø

Ù

	C�6D�I

¡

Hence,
.•/

�E5,7

c

�;:=<>	

+

:#�,?;�@(A�

�

��<#�–	
�ED4I

$

¡ , asdesired.

In our constructionsfor � -universalhashing,the input
characterswill all beusedasderivedcharacters,andthenwe
cansimplify the assumptionof Lemma2.1 to dealingwith
exactly4 keys.

LEMMA 2.2. Supposeall input characters are usedas de-
rived characters andthat for any � distinctkeys

c

��: , �B(X� �4� ,
the derived key matrix

¿

containssomeelementthat is
uniquein its column,thenthecombinedhashfunction 5 de-
�ned in (2.3) is � -universal if all the 5

¸ , ËU(•� `rnUµ
� , are
independent� -universalhashfunctions.

Proof. Consider
��»€Ú

� distinct keys. The distinctness
implies that somecolumn of input charactersin

¿

hasat
leasttwo differentelements,and for

��»MÚ

� , oneof these
elementsmustbe uniquein its column. Hence,for

�

	½� ,
the conditionof Lemma2.1 is satis�ed if it is satis�ed for

�i»

	

�

	s� .

2.2 � -universalhashingwith two characters.

THEOREM 2.1. If keysaredividedinto 2 characters,then

5879�!“!<•	X5v R� ���iel5�&4� “"��em5

K

� �…nA“R�

is a � -universalhashfunctionif 5
 , 5

& , and 5

K

are indepen-
dent � -universalhashfunctionsinto � I4¡�� .

Proof. For any 4 distinctkeys �;:4“�: , �•(Í� �4� , let ¶

:8	X�!:"n^“�: .
By Lemma2.2,it suf�ces to show thatthederivedkey matrix

¿

	

À
Á

Â

�! Û“4 

¶

 

�'&Ü“R&

¶

&

�

K

“

K

¶

K

�

~

“

~

¶

~
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hasan elementthat is uniquein its column. Without loss
of generality, we may assumethat eachelementappearsat
leasttwice in the input columns ���

¸

� and �
“

¸

� . Sincethe

four keys �;:,“�: aredistinct and
¿

hasonly four rows, it is
easyto seethateach� : and “ : mustappearexactly twice in
its column. Without lossof generality, we canassumethe
four distinctkeys ��:6“�: are dR 
kª , dR 
k�& , di&�kª , and d�&™k�& , where

d  

Ú

d & and k  

Ú

k & . This implies d  nHk  

Ú

d  nXk &

Ú

d�&@nlk�& and dR 0n€kª 

Ú

d�&@nlkª 

Ú

d�&@n€k�& . Soboth dR 0n€kª 

and d�&@nlk�& areuniquein column �

¶ ¸

� .

A slightcaveatof theaboveschemeis that �OnM“ requires
onemorebit than � and “ , hencethat 5

K

needsto beover a
domainthat is twice as large. It would have beennicer if
we could just apply 5

K

to ��e£“ insteadof ��nX“ , but then
thecombinedfunctionguarantees5,7�����<ieÍ587g�v�4<ieA5,7����i<�e

587#�"�4<jÝH� , andis thereforenot � -universal.
The following theoremshows that we canstill achieve

� -universalhashingif we replace��nX“ with additionover
an odd prime �eld Þ ’ containing the domain for input
characters.With concretecharacterlength tu	HQ����
w , wecan
exploit that I

x
nC� prime. Thenthe domainof the derived

character�Ìn
“ is only one bigger than that of the input
characters.

THEOREM 2.2. Theorem2.1still holdsif weperformaddi-
tion over an odd prime �eld Þu’ containingthe domainfor
input characters. That is, if keysare dividedinto 2 charac-
ters in � I�x#� , then

5879�!“!<>	U5
 

� ���iel5
&

� “"�iem5

K

� �…nA“

®

‰i¯£•��

is a � -universal hash function, where •

¨

I[x is an odd
primeand 5

 , 5
& , and 5

K

are independent� -universal hash
functionsinto � IE¡#� .

Proof. For thisproof,weuse' n ' and' � ' to denoteaddition
andsubtractionover Þ

’ . As in theproofof Theorem2.1,we
mayassumethatthe4 distinctkeys �

:
“

: are d
 

k
 , d

 
k

& , d
&

k
 ,

and d�&™k�& , respectively, where d[ Aß 	�d�& and kª Aß 	�k�& . With
¶

:8	X�!:#n³“�: , weneedto show thatsome¶

: is unique.Clearly,
¶

 
	¢d

 
n£k

 
ß	¢d

 
n£k

&
	

¶

& . Similarly, ¶

 
ß	

¶

K

. Hence,
if ¶

 is notunique,¶

 u	

¶

N

, andif ¶

K

is notunique,¶

K

	

¶

~

.
But theseequalitiesimply d[ 4n¤kª 
nodR 6n¤k�&0	Hd�&�n¤kª Enod�&™n¤k�& ,
or d

 
nXd

 
	àd

&
nHd

& . Therefore,thereexists an element
á

	qdR u�Íd�&�ß 	q� suchthat á

n

á

	q� . This is impossiblein
anoddprime�eld, sowe concludethatsome¶

: is unique.

Notethat if we performadditionon any even�eld over
� I�x=� , thecombinedhashfunction 5,7g�v“;<–	«5

 
� ���;es5

&
� “R�!e

5

K

� �ÊnX“R� is not � -universal. This is becausefor any even
�eld over � I"x=� , therealways exists an elementá

ß	â� such
that á

n

á

	X� , where0 is thezeroelementof the�eld. This
means587g����<'e£587g�

á

<,e£5,7

á

��<'e£587

á>á

<0ÝC� . Therefore,5

cannotbe � -universal.
Interestingly, however, 5879�!“;<>	H5

 
� ���9n¤5

&
� “R�Än¤5

K

� ��e–“R�

is indeed� -universalif 5v , 5�& , and 5

K

are � -universalhash
functionsinto � •

»

� , where•

»

is anoddprime,andadditionis
performedover Þ©’

Ã . But sincein practiceit is often much
moreconvenientto dealwith bit strings,we will not go into
detailson this.



2.3 � -universal hashing with ` characters. For � -
universalhashingwith morethan two input characters,we
canrecursivelyapplythetwo-characterscheme,but then,for

` characters,we would endup using ` z {�| } ~ hashfunctions.
Hereweshow thatwecangetdown to I�`B�€� .

Let µã	 `A�›� . Given ` input characters
c

�ƒ	

79�v ³�'&m�����ä� b %'&E< , �!:—(›� I"xå� , we obtain `…n¥µ characters
by includingthe ` input charactersthemselvestogetherwith

µ additionalcharacters
c

“�	C79“� •“R&������'“ · %'&
< derivedusing
c

“�	

c

�–æ

where æ is a `�STµ generatormatrix with the propertythat
any squaresubmatrixof æ hasfull rank,andvectorelement
additions and multiplications are performedover an odd
prime�eld Þ ’ , •^�

®…¹4º

�6I�x™��`unmµR� . We thenusetheabove
generalhashingframework to combine `MnUµ independent
tabulated� -universalhashfunctions.

For small ` , thegeneratormatrix æ canbeconstructed
manually. In particular, if `•	½I (thus µÊ	â� ), we canjust
use æç	›7#�—�4<”è , which givesthe schemein Theorem2.2.
For large ` , we canusea `�S—µ Cauchymatrix over prime
�eld Þ©’ (whichmandates••�£`©nÍµ ):

é

b�êi·

	Jë

�

��n—Ë–nX��ì

:

2ií

båî
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¸

2ií

·#î
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Á
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Ð

·
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œ
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�����
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�����

&

Ð

b
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œ
 

œ
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&

Ð

b
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œ
&

œ
&

�����

&

Ð
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Ð

·
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œ
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THEOREM 2.3. Let æ bea `…SÊµ generator matrix with the
propertythat any square submatrixof æ hasfull rank over
prime�eld Þ

’ , where •-�

®�¹4º

�EI�x���`BnmµR� is an oddprime.
Given any ` characters

c

�ž	ï7g�
:

< , �T(‚� `
� , let
c

“q	)7g“

¸

< ,
Ëð(Í� µ
� , bethe µp	s`@�T� additionalcharactersderivedusing

c

“�	

c

�–æ , thenthecombinedhashfunction

5,7

c

�,<O	H5� [� �! ��”ef�����§er5
b

%,&4� �
b

%,&ª�åeðñ 5v "� “4 ™�”ef�����§eðñ 5
·

%,&E� “
·

%,&a�

is a � -universal hashfunctionif hashfunctions 5�: ( �¤(q� `
� )
and ñ5

¸ (Ëy(€� µ
� ) are independent� -universalhashfunctions
into � IE¡=� .

Proof. Consider � distinct ` -character keys
c

�
:

	

79�!:9¾  ^�����,�;:Ä¾
b

%'&E< , �•(A� �4� . Let
c

“�:>	¢7g“�:Ä¾  •�����,“":Ä¾
·

%'&6<O	

c

�!:�æ

andconsiderthethederivedkey matrix

¿

	

ÀÁ

Â

�
 �¾  

�����à�
 �¾

b
%,&

“
 �¾  

�����â“
 �¾

·
%,&

��&�¾  �����à��&�¾
b

%,&Ü“R&�¾  ò�����â“R&�¾
·

%,&

�

K

¾  
�����à�

K

¾
b

%,&
“

K

¾  
�����â“

K

¾
·

%,&

�

~

¾  
�����à�

~

¾
b

%,&
“

~

¾  
�����â“

~

¾
·

%,&
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	 �0ó ôõ�

where
ó

and
ô

are the submatricesformedby vectors
c

�':

and
c

“": , respectively. Clearly,
ô

	

ó

æ .

By Lemma2.2,weonlyneedtoprovethatsomeelement
of

¿

is uniquein its column.
Assumeby way of contradictionthat eachelementof

¿

appearsat leasttwice in its column. Theneachcolumn
¿

�\�Š��Ë�� mustbe eitherof type 0: 7�drdpdMdv<åè , in which all 4
elementsof thecolumnareequal,or oneof thethreeproper
typesin which eachelementappearsexactly twice: type ö :

7�dBd¤kOk
<�è , type ÷ : 7�dok>d–k6<�è , andtype ø : 7gdok•kjd!<”è .
For ù0	q�v��ö•�#÷@�#ø , let

ó�ú

bethepossiblyemptysubma-
trix of

ó

thatconsistsof all columnsof type ù . Also, let æ

ú

bethesubmatrixof æ consistingof therows Ë suchthatcol-
umn Ë of

ó

is of type ù . Finally, wede�ne
ô;ú

	

ó�ú

æ

ú

. Then
ô

	qû

ú

­, �¾ ü�¾ ý�¾ þ

ô!ú

.
Considera speci�c derivedcolumn

ô

�§�Œ�”Ë�� , Ëy(€� µ
� . For
ùp	•����ö•�#÷•�=ø ,

ô!ú

�\�Š��Ë�� is of type 0 or type ù asit is a linear
combinationof input columnsof type ù . We saytype ùMß 	¢�

is presentin derivedcolumn
ô

�\�Š��Ë�� if
ô ú

�\�Š��Ë�� is of type ù .
We will now prove that at most one type can survive

in eachderived column
ô

�§�Œ�”Ë�� , Ëà()� µ
� . Supposefor a
contradictionthat we have at least two presenttypes. By
symmetry, we may assumethat ö and ÷ arepresent.Then

ô

ü8�§�Š��Ë���	C7gdR Ed" 4kª Ekª �<�è and
ô

ýj�\�Š��Ë���	C7gd�&
k�&�di&
k�&6<�è , sofrom
the proof of Theorem2.2, we know that

ô
ü

�§�Œ�”Ë��,n

ô
ý

�§�Š��Ë��

hasa uniquecharacter. If ø is not present,
ô

 i�\�Š��Ë��in

ô

þ;�§�Š��Ë��

is of type � , and then we know that
ô

�§�Š��Ë�� hasa unique
character. Otherwise,all threetypes ß	 � are presentand
symmetricin thatregard.If wedon't haveauniquecharacter
in

ô

�§�Œ�”Ë�� , it is of sometype, say � or ø . This implies that
ô

ü
�§�Š��Ë��!n

ô
ý

�§�Œ�”Ë4�•	

ô

�§�Š��Ë��'�

ô
 

�\�Š��Ë��vn

ô
þ

�\�Š��Ë�� is of type ø

contradictingthat
ô

ü8�§�Œ�”Ë��in

ô

ýj�§�Œ�”Ë�� hasa uniquecharacter.
Let �

ú

bethenumberof columnsin
óðú

. Next, weprove
that if �

ú

¨

� and ù³ß 	¥� , then æ hasat most �

ú

�£� derived
columns

ô

�§�Œ�”Ë�� where type ù doesnot survive. Assume
by contradictionthat thereare �

ú

or morederivedcolumns
where �

ú

doesnot survive. We can then �nd an �

ú

Sm�

ú

submatrixæ

 

ú

of æ

ú

consistingof columnsË suchthat type
ù is not presentin derivedcolumn

ô

�\�Š��Ë�� . Then,for any two
rows

c

d and
c

k of
ó�ú

,
c

d[æ

 

ú

	

c

k�æ

 

ú

. However,
ó�ú

hasdifferent
rows so this contradictsthe fact that all squaresubmatrices
of æ havefull rank.

From the above results,we know that æ cannothave
morethan �

 
n

û

ú

­8ü�¾ ý�¾ þ

®�¹Eº

�
�v�#�

ú

�s�4� . Sincethe input
keys aredistinct, therehasto beat leasttwo propertypes ù

with �

ú

¨

� . Hence�' ;nÊû

ú

­jüi¾ ý�¾ þ

®…¹4º

�6�����

ú

�Ê�4�

¼

`j�fI .
However, æ has µ€	J`ð�¢� columns,so this givesus the
desiredcontradiction.

2.3.1 Relaxedand ef�cient computation of
c

�Bæ on Þ
’ .

With theabove scheme,we only needI�`¤�X� tablelookups
to computethehashvaluefor ` input characters.However,
to make the schemeuseful in practice, we still need to
compute

c

“T	

c

�Bæ very ef�ciently , which requires„…7g`6µR<–	

„…7�`EK4< multiplicationsandadditionson Þ©’ usingschoolbook
implementation. Below we describeseveral techniquesto
getdown to „…7g`R< time.

Multiplication thr ough tabulation. Let
c

æ³: . ��(•� `
� ,
be the ` rows of thegeneratormatrix æ from Theorem2.3.



Then

c

“�	

c

�oæ¥	C79�! •�����'� b %,&6<

ÀÁ

Â

c

æ  

...
c

æpb %,&
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¬

:

2ií

båî

�;:

c

æ³:

Therefore,we can avoid all the multiplicationsby storing
with each� : , notonly 5 : � � : � , but alsotheabovevector� :

c

æ : ,
denoted

c

ÿ

:#79�;:=< . Thenwecompute
c

“ asthesum û

:

2ií

båî

c

ÿ

:#79�;:=<

of thesetabulatedvectors.
Using regular addition. We will now arguethatfor � -

universality, it suf�ces to computeû

:

2ií

b”î

c

ÿ

: 79� : < usingregu-
lar integeradditionratherthanadditionover Þ©’ . Whatwas
shown in the proof of Theorem2.3 wasthat someelement
of thederivedkey matrix

¿

wasuniquein its column.How-
ever, all elementswerefrom � •v� sotheuniquenesscannotbe
destroyedby addingavariablemultiplesof • to theelements,
but this is exactly theeffectof usingregularintegeraddition
ratherthanadditionover Þä’ .

Parallel additions. To make theadditionsef�cient, we
canexploit bit-level parallelismby packingthe

c

ÿ

:=7g�!:#< into
bit-strings with � ˆŠ‰�‹

K

`�� bits betweenadjacentelements.
Then we can add the vectorsby addingthe bit stringsas
regular integers. By Bertand's Postulate,we can assume

•

Ú

I�x

œ
& , hencethateachelementof

c

ÿ

:
7g�

:
< usest@nH� bits.

Consequently, weuset

»

	Ht'n-�8n��ÄˆŒ‰"‹

K

`�� bitsperelement.
For any applicationweareinterestedin, �•n�� ˆŠ‰�‹

K

`��

¼

t , andthen t

»ä¼

I4t . This meansthatour vectorsarecoded
in bit-stringsthatareatmosttwiceaslongastheinputkeys.
We have assumedour input keys arecontainedin a word.
Hence,we canperformeachvectoradditionwith two word
additions. Consequently, we canperform all `ð�
� vector
additionsin „…7g`R< time.

In our maintests,thingsareevenbetter, for we use �
w -
bit charactersof singleanddoublewords. For singlewords
of W"I bits, this is the specialcaseof two characters.For
doublewordsof w�� bits,we have `r	H� and µr	q`–�£�³	HW .
This meansthat thevectors

c

ÿ

:
7g�

:
< arecontainedin integers

of µEt

»

	CWv7#��w¤nU�än£Ii<ä	¢]RY bits, that is, in doublewords.
Consequently, wecancomputeû

:

2ií

b”î

c

ÿ

:
7g�

:
< using W regular

doublewordadditions.
Compression.With regular addition in û

:

2ií

båî

c

ÿ

:
79�

:
< ,

thederivedcharactersmayendupaslargeas `[7§•ä�h��< , which
meansthat tables for derived charactersneed this many
entries. If memorybecomesa problem,we could perform
the ®

‰i¯r• operationon thederivedcharactersafterwehave
doneall theadditions,thusplacingthederivedcharactersin

� •v� . This canbe donein „…7gˆŒ‰"‹•`R< total time usingbit-level
parallelismlike in thevectoradditions.

However, for characterlengths tm	õQ�����w , we can do
evenbetterexploiting that •�	HI"xRnT� is aprime.Wearethen
goingto placethederivedcharactersin � IRx>nl`
� . Considera
vectorelementd

Ú

`ª• . Let d

»

	
d��-7”I�x•�s�4<,nl`³�£79���

t6<��M7�I"xv�Ê��< . Here � denotesaright shift and � denotesbit-
wiseAND. Thenit is easyto show that �

¼

“

Ú

I
x

nl` and
d

»

Ý¦dhnU` 7

®

‰i¯M•8< . Adding ` anda variablemultiple
of • to eachelementof the derived key matrix doesnot

destroy the uniquenessof an elementin a column, so our
hashfunction remains � -universal with thesecompressed
derived characters. The transformationfrom d to d

»

can
be performedin parallel for a vectorof derived characters.
With appropriateprecomputedconstants,thecompressionis
performedin 5 C-level instructions.

2.4
�

-universal hashing with ` characters. Here we
presentaschemefor general

�

-universalhashingusing 7

�

�

��<�7�`–�£��<'nH�

�

-universalhashfunctions.For
�

	U� , this is
not asgoodasthepreviousresults,but it doeshave thead-
vantagethatit allowsthederivedcharactersto havethesame
lengthastheinput characters.

Let µ«	Ü7

�

�¢I[<�7�`Ê�˜�4< . Given ` input characters
c

�A	�7g� : < ( �³(U� `
� ), we derive `¤n€µy	�7

�

�X��<�7�`p�X��<8n¥�

characters
c

¶

	C7

¶�¸

< (Ë�(A� `©nAµ�� ) using
c

¶

	

c

�
	

where	 is a `pSÌ7g`©n-µR< generatormatrixwith theproperty
that any `�S—` submatrixof 	 hasfull rank on a (possibly
even) �eld with size �

®�¹Eº

�EI"x™�a`–n€µR� . Matriceswith this
propertyare commonlyusedin coding theory to generate
erasure resilientcodes[3, 14]. For example,we canchoose

	ç	 � ��buæo� wherewhere��b is the `…SÊ` identity matrix and
æ is a `�SÊµ matrix with full rankof all squaresubmatrices.
Thenwe get a schemejust like in Ž 2.3 where æ canbe the
Cauchymatrix

é

b
êi· . However, this time we may usean
even�eld suchas ��
o7�I"x�< , andthatgivesussomesubstantial
savingsto beexploredlater. Anotherpossiblechoiceof 	 is
a `…S—7�`©nAµR< Vandermondematrix:
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THEOREM 2.4. Let 	 be a `ÌSq7g`hnCµR< matrix with the
propertythat any `�SÌ` submatrixof 	 hasfull rank on a
(possiblyeven)�eld with size �

®�¹Eº

�6IRx��a`Bnmµ"� , where t is
thelengthof theinputcharacters.For anygiven ` characters

c

��	C79�;:=< , �@(A� `
� , derive `�npµ¤	
7

�

����<�7g`;���4<�nf� characters
c

¶

	C7

¶�¸

< , Ëð(A� `änAµ
� . Thenthecombinedhashfunction

587

c

�8<O	X5
 

�

¶

 
��es�����
el5!b#œ,·

%'&
�

¶

b=œ,·
%'&

�

is a
�

-universal hash function if 5
: ( �½( � `Tn½µ
� ) are

independenttabulated
�

-universalhashfunctionsinto � I�¡�� .

Proof. By Lemma 2.1, we only need to prove for any
��»—¼ �

distinct keys
c

�
: , �s(ï�

�i»

� , someelementof the
derived key matrix

¿

is unique in its column. Suppose
for a contradictionthatevery elementappearsat leasttwice
in its column. For each column

¿

�§�Œ�”Ë�� , de�ne �

¸

	

�R7gd;�ak6<��Rd;�ak�(C�

��»

����P ��Pid

Ú

k��

¿

� d;��Ë��ä	

¿

� kE��Ë��g� . Then
we have � �

¸

�^�

��»

D�I . As the result,
û

¸

2ií

b=œ,·#î

� �

¸

�^�



7g`'nðµR<4�

�i»

D�I¤	
7#7

�

�y�4<a7g`j����<
n•��<4�

�i»

D4I

¨

7�`8�y�4<��

$

Ã

K

�

. But

thereareonly �

$

Ã

K

�

different 7�d!�ªk
< pairs( d;�ªk³(s�

��»

� , d

Ú

k ).
Therefore,theremustexist a pair 7gdi ��ªkª 4< thatappearsin at
least` different �

¸ , Ëð(Í� `unAµ
� .
Let

¿ »

and 	

»

be the `ÊSÍ` submatricesof
¿

and 	

consistingof columns Ë with 7gd[ "�akª �<Ê(��

¸ . In
¿ »

, rows
d  and k  are identical, so

c

� ��Î�	

»

	

c

� !gÎ�	

»

. However,
c

� � ÎHß 	

c

� ! Î , so this contradictsthe fact that 	
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matrixwith full rank.

2.4.1 Ef�cient computation of
c

¶ over ��
B7�IRx�< . As men-
tioned above, we can pick 	 	Å� � b æo� and thus get a
schemelike in Ž 2.3with

c

¶ beingtheconcatenationof
c

� and
c

“^	

c

�oæ . With thenotationof Ž 2.3.1,we compute
c

“ asthe
sum û
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båî
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ÿ

:#79�;:=< of thetabulatedvectors
c
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:#79�;:#< . However,
this time, we may work in the even �eld ��
–7”IRx�< . Conse-
quently, theelementsof ÿ

:=7g�!:�< arein � I"xå� andadditionover
��
o7�I

x
< is just e assupporteddirectly in C withoutany need

for carry bits. Thus,eachvector
c

ÿ

:#79�;:#< is representedasa
bit-stringof length µEtB	¥7

�

��Ii<�7g`@�^�4<”t , andwejustneedto
e thesevectorsto produce

c

“ . Theresultingderivedcharac-
tersareall in � I�x#� . Thisschemeis thusin many wayssimpler
thanourspecializedschemefor � -universalhashingover Þ

’ .
However, for

�

	X� , ourgeneralschemeperformsworsebe-
causeit usesIi7�`p�U�4< derivedcharacters,whereasour spe-
cializedschemeonlyuses̀��M� derivedcharacters.Sofar, we
donotunderstandif this is aninherentadvantageof Þu’ over

��
o7�I�x�< , or if thereis asmarterwayof exploiting �"
–7”IRx™< .

3 Performanceevaluation.
We have implementedour schemesandCW-trick in C. Ta-
ble 1 comparesthe different algorithmsboth in terms of
C-level instructioncount and actualrunning times on two
machineswith differentarchitectureandoperatingsystems.
OldTable is simply the standard2-universalhashingmen-
tionedin Ž 1.2 obtainedby hashingeachcharacterindepen-
dently using16-bit characters.This is currently the fastest
known methodfor 2-universalhashing,henceaninteresting
benchmark.

CWtrick61 and CWtrick89 are CW-trick schemesas
describedin Ž 1.4with MersenneprimesI

_

&

�T� and I

°�V

�T� ,
respectively. Theactualcodefor CWtrick61is foundin Ž 5.3
while thecodefor CWtrick89is deferredto [18, Ž B.5]. The
codefor CWtrick89gainsspeedfrom only producingthe64
leastsigni�cant bitsof theresultassumingthatweonly need
thatmany hashedbits.

Table and CompressTable are instancesof our new
tabulationbased� -universalhashingschemesfrom Ž 2.3with
16-bit input characters.With Table the derived characters
are not compressed,and may be as large as `•S€I

&

_ with
`m	›I��#� dependingon whetherthe input is 32 or 64 bits.
With CompressTable, the derived charactersare less than

I

&

_•nA` , sothey needmuchsmallertables.Theactualcodes
for 32-bit keys is foundin Ž 5.2. Thecodefor 64-bit keys is
deferredto [18, Ž B.3].

TheC-level instructioncountcanbereaddirectly from
the codeand is thus independentof compilerandmachine

architecture.We seethat Tablegainsmorethana factor5
overCW-trick, bothfor 32and64bit keys.

Whenit comesto actualrunningtime, we seethat the
C-level instruction count gives a good rough estimateof
the relative performances,yet thereis a glaring contraston
ComputerA betweenTable and CompressTable on 64 bit
keys. In this case,Tableusesroughly4 timesasmuchspace
asCompressTable,so it is naturalto attribute its slowness
to useof slower memory. Similarly, the relative slowness
of CW-trick can be attributed to its useof multiplication.
All in all, for running times, we seethat CompressTable
consistentlywins by a factorof 5 over CW-trick. Table is
even fasterin most caseswhen memoryis not a problem.
Evenwhenmemorystartsto becomea problem(Tablewith
64bit keysonComputerA), it is still morethan4 timesfaster
thanCW-trick.

Summingup,wehaveshown thattabulationcanbeused
for

�

-universalhashing,and for the important caseof � -
universalhashing,wehavegainedafactorof 5 in speedover
thepreviousfastestmethods,makingit a muchmoreviable
methodfor timecritical streamingapplications.

4 Secondmomentestimation.
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The secondmoment,
.

K

, is of particular interest,since it
arisesin variousapplications.

4.1 Secondmomentestimators.
Classic estimator. The classicmethodfor estimating.

K

by Alon et. al. [1] uses� counterst�: ( �h(•� ��� ) and �

independent� -universalhashfunctions F
: thatmap � )!� into

�R�³�����4� . Whenanew dataitem 7gd;�%$p< arrives,all � counters
are updatedusing t�:�nl	 F
:�7gd!<©�'$ ( �Ì(ç� ��� ).
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Count sketch basedestimator. Recently, Charikaret.

al. [5] describeda data structurecalled count sketch for
keepingtrack of frequentitems in a datastream. We can
adapt count sketch to make secondmoment estimation.
Usingthis method,we need� counterst

: ( �u(£� ��� ) andtwo
independent� -universalhashfunctions 5;:¤� )!�=< � ��� and

F>:B� )!�?<É�"�³�����4� . Whena new dataitem 7gd;�%$p< arrives,
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achievesthesame

varianceas
ó

0

z 2K3N3�5

0
with substantiallylowerupdatecost.

Fastcountsketchbasedestimator. An alternativeway
of implementingthecountsketchschemeis to use IE� coun-
ters t™: ( �–(H� I4��� ) anda � -universalhashfunction 5>:O� )!�O<



key bits P C-level runningtime(sec)
Q

-universal hashbits algorithm instructions computerA computerB
2 32 P 64 OldTable32 5 0.17 0.31
4 32 P 61 CWtrick61 41 1.82 2.95
4 32 P 64 Table32 8 0.30 0.55
4 32 P 64 CompressTable32 12 0.34 0.55
2 64 P 64 OldTable64 11 0.35 0.48
4 64 P 64 CWtrick89 184 6.83 12.31
4 64 P 64 Table64 32 1.56 2.22
4 64 P 64 CompressTable64 37 1.04 2.53

Update2ndmomentin stream 11 0.50 0.68

Table1: C-level instructioncountplusrunningtimesfor performing10million hashcomputationsoncomputerA (400MHz
SGIR12kprocessorrunningIRIX64 6.5)andB (900MHz Ultrasparc-IIIprocessorrunningSolaris5.8).

� I4��� . When a new data item 7�d;�%$³< arrives, $ is directly
addedto the counter t
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varianceas
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, but is fasterbecausethedirectup-

dateof a counterbasedon a singlehashvalueis muchsim-
pler. However, suchsimplicity comesat thecostof doubling
thespace.

Our new estimator. Herewe presenta new estimator
thatachievesthesamespeedandvarianceasthe fastcount
sketchbasedestimatorwithout having to doublethe space.
Insteadof using I4� counters,our new methoduses � 	

�fnH� counterst
: ( �ä(m� �h� ), anda � -universalhashfunction

5�:j� )!�T< � �h� . Theupdatealgorithmis exactly thesameas
that of the fast count sketchbasedestimator: whena new
data item 7gd;�K$³< arrives, $ is addedto the counter t
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n•	�$ . But the estimationformula is quite different.
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Note that we do not worry about the cost of adding
up countersdonein the end. Hence,it is not considereda
problemto have a morecomplex sumfor this. In [18, Ž A],
weprove
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4.2 Performance evaluation. The code for secondmo-
mentestimationcanbe found in Ž 5.4. We used �ã	àI

&XW ,
giving us a relative standarderror below Y I"Di79�½�€�4<[Z

I

%;±

Ú

��\ . The last line in Table 1 shows the instruc-
tion countandthe runningtimesfor performing10 million
hashcomputationandcounterupdates.Thisshouldbecom-
paredwith the hashcomputationalonein Table32. We see
that the additionaloverheadis limited. Even in the worst
casewhenall packetsareof theminimumIP packet sizeof
40 bytes(320 bits), thecounterupdatepart caneasilykeep
upwith W"I���SÌ�
�

±

DE�vP w"Q³	H�!P‘YMS-���"V bits persecondon the
slowercomputer, whichisnearlytwiceasfastasOC48speed

(2.48Gbps).With enoughbuffering,if theaverageIP packet
sizeis above85bytes(680bits),which is generallythecase
in today's Internet,we canevenkeepup with OC192speed
(10Gbps).

5 Code.
In thissection,wepresentsomeof thecodediscussedin this
paper, justifying theconcreteC-level instructioncounts.The
remainingcodeis foundin [18, Ž B].

5.1 Common data typesand macros.

typedef unsigned int INT32;
typedef unsigned long long INT64;

const INT64 LowOnes = (((INT64)1)<<32)-1;
const INT32 HalfLowOnes = (((INT32)1)<<16)-1;

#define LOW32of64(x) ((x)&LowOnes)
#define HIGH32of64(x) ((x)>>32)
#define LOW16of32(x) ((x)&HalfLowOnes)
#define HIGH16of32(x) ((x)>>16)

5.2 Tabulation basedhashing for 32-bit keysusing 16-
bit characters.

/* tabulation based hashing for 32-bit key x
* using 16-bit characters. T0, T1, T2 are
* precomputated tables */

inline INT64 Table32(INT32 x, INT64 T0[], INT64
T1[],INT64 T2[]){

INT32 x0, x1, x2;
x0 = LOW16of32(x);
x1 = HIGH16of32(x);
x2 = x0 + x1;
x2 = compress32(x2); //optional compression
return T0[x0] ˆ T1[x1] ˆ T2[x2];

} // 8 + 4 = 12 instructions

/* optional compression */
inline INT32 compress32(INT32 i) {

return 2 - HIGH16of32(i) + LOW16of32(i);
} // 4 instructions

The code uses 12 instructions (8 without compression),
including3 lookups.



5.3 CW Trick for 32-bit keyswith prime I _

&

�€� .

const INT64 Prime = (((INT64)1)<<61) - 1;

/* Computes ax+b mod Prime, possibly +2*Prime,
* exploiting the structure of Prime.*/

inline INT64 MultAddPrime(INT32 x, INT64 a,
INT64 b) {

INT64 a0,a1,c0,c1,c;
a0 = LOW32of64(a)*x;
a1 = HIGH32of64(a)*x;
c0 = a0+(a1<<32);
c1 = (a0>>32)+a1;
c = (c0&Prime)+(c1>>29)+b;
return c;

} // 12 instructions

/* CWtrick for 32-bit key x with
* prime 2ˆ61-1 */

inline INT64 CWtrick(INT32 x, INT64 A,
INT64 B, INT64 C,
INT64 D) {

INT64 h;
h = MultAddPrime(MultAddPrime(

MultAddPrime(x,A,B),x,C),x,D);
h = (h&Prime)+(h>>61);
if (h>=Prime) h-=Prime;
return h;

} // 12*3 + 5 = 41 instructions

Thecodeuses41 instructionsincluding6 multiplications.

5.4 Secondmomentestimation.

#define NumCounters 32768 // (1<<15)
INT64 Counters[NumCounters];

/* precomputed tables whose hash strings
* only use 15 least significant bits */

INT64 *T0, *T1, *T2;

inline void StreamUpdate2nd(INT32 ipaddr,
INT32 size) {

Counters[Table32(ipaddr,T0,T1,T2)]+=size;
} // 3 instructions plus those in Table32.

double StreamEstimate2nd() {
int i;
INT64 c;
double sum = 0, sqsum = 0;
for (i = 0; i < NumCounters; i++) {

c = Counters[i];
sum += c;
sqsum += c*c;

}
return sqsum + (sqsum-sum*sum)/

(NumCounters-1);
}

The codefor updatingthe countersadds3 instructionsto
thosein Table32,includingoneadditionallookup.
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