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ABSTRACT

Todays Internettrafc is dominatedby short Web datatransfers.
Sucha workload is well known to interact poorly with the TCP
protocol. TCP usesthe slow startprocedureto probethe network
for bandwidthboth at connectiorstartup anduponrestartafter an
idle period. Thisusuallyrequiresseveralroundtripsandis inef cient
whenthedurationof atransferis short.

In this paper we proposea new technique, which we call
TCP/SRAND, to speedup short datatransfers. In TCP/SRAND,
network performancenformationis sharedamongmary co-located
hoststo estimateeachconnectiors fair shareof the network re-
sources. Basedon suchestimationand the transfersize, the TCP
senderdetermineghe optimal initial congestionvindow size. In-
steadof doingslow start,it usesa pacingschemeto smoothlysend
out the pacletsin its initial congestionwindow. We useextensve
simulationgo evaluatethe performancef theresultingsystem.Our
resultsshav thatTCP/SRAND signi cantly reducedateng for short
transferevenin presencef multiple hearily congestedbottlenecks.
Meanwhile theperformancdene t doesnotcomeattheexpenseof
degradingthe performanceof connectionsisingthe standardTCP.
Thatis, TCP/SRAND is TCPfriendly.

1. INTRODUCTION

Numerousneasurementhav thatinternettraf ¢ is nov dominated
by shortandburstyWebdatatransferg13, 19, 21]. Suchaworkload
interactspoorlywith TCR, thedominantransporprotocolin today’s

Internet. TCP usesthe slow startprocedurg14] to probethe avail-

able network capacityboth at connectionstartup and uponrestart
after anidle period. This usuallyrequiresseveral roundtrips. For

shortWebdatatransferswhich typically spanonly afew roundtrips,
spendingsereralroundtripsin probingthe network statecanbevery

inefcient. Severaltechniquedike P-HTTP have beenproposedn

the pastto speedup shortWebtransfers.Thesetechniqueselp, but

arenotcompletesolutions.

In this paper we proposea new technique, which we call
TCP/SRAND, to effectively eliminatetheslow startpenaltyfor short
datatransfersln TCP/SRAND, network performancénformationis
sharedamongmary co-locatedhoststo estimateeachconnectiors
fair shareof the network resources.Basedon suchestimationand
the le transfersize,the TCP senderdetermineghe optimalinitial
congestiorwindow sizeat connectiorstartup anduponrestartafter
anidle period. Insteadof doing slow start,it usesa pacingscheme
to smoothly sendout the paclets in its initial windon. Onceall
the pacletsin the initial window have beenpacedout, the sender
switchesbackto the behaior of the standardr CP

We implementTCP/SRAND in the ns simulator[24] and use ex-
tensie simulationsto evaluateits performance.Our resultsshav
that TCP/SRAND signi cantly reduceslateng for short transfers
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evenin presencef multiple heaily congestedottlenecks.Mean-
while, TCP/SRAND is TCP-friendly The signi cant performance
improvementis not at the expenseof degradingthe performanceof
the connectionaisingthe standardlf CP [14]. Therefore deplg/ing
TCP/SRAND at Web senerscanprovide greatperformancéene t.
Furthermorepur systemis designedo beincrementallydeplo/able
in todays Internet.It only involvesmodi cations at the sener side.
All theclientsideapplicationscanbeleft untouched.

Therestof the paperis organizedasfollows. 2 givessomeback-
groundaboutTCR 3 overviewsthepreviouswork. In 4, we ana-
lytically derivetheoptimalinitial congestiorwindow asafunctionof
certainnetwork pathcharacteristicandthetransfersize. 5 presents
thedesigrandimplementatiorof TCP/SFAND, anincrementallyde-
ployablearchitecturehatallows usto applyour analyticalresultsto
todays Internet. 6 presentsimulationresultsto evaluatethe ef-
fectivenessf our approach.We endwith concludingremarksand
futureworkin 7.

2. BACKGROUND

TCPis currentlythe dominanttransporiprotocolin the Internetand
formsthefoundationof applicationssuchasWebbrowsing, E-mail,
le transfer andnews distribution. It is a closed-loopo w control
schemejn which a sourcedynamicallyadjustsits o w controlwin-
dow in responséo implicit signalsof network overload.Speci cally,
asourceusegheslow startalgorithmto probetheavailablenetwork
capacityby graduallygrowing its congestionwindow until conges-
tion is detectedbr its window sizereacheghe recever's adwertised
window. Theslow startis alsoterminatedf the congestiorwindow
grows beyondathreshold.In this casejt usesthe congestioravoid-
anceto furtheropenup the window until alossoccurs. It responds
to thelosshy adjustingits congestiorwindow andotherparameters.

Thesuccessf TCPreliesonthefeedbacknechanismwhereit uses
apacletlossastheindicationto adaptitself throughadjustinga va-

riety of parameterssuchasthe congestiorwindow size( ), the
slow startthreshold( ), thesmoothedoundtriptime ()

andits variance( ). However, for a feedbackmechanismto

work, a connectionshould last long enough. When transfersare
smallcomparedwith the bandwidth-delayroductof the link, such
as le transfersof several hundredkilobytes over satellitelinks or

typical-sizedvebpagesoverterrestrialinks, it is verylikely thatwe

have little or no feedback- lossindications. In this case,the con-
nections performancas primarily governedby the choiceof initial

parameters.

In the original TCP [14], the initial valuesof suchparameterare

choserto accommodata wide rangeof network conditions. They
may not be optimalfor aspeci ¢ network scenario.

3. PREVIOUS WORK



Therehave beena numberof proposalson improving the startup
and/orrestartperformancef TCP connections.

Two typical examplesof applicationlevel approachesre launch-
ing multiple concurrentTCP connectionsand P-HTTP (persistent
HTTP) [29]. Using multiple concurrentconnectionsnakes TCP

overly aggressie for mary ervironmentsandcanleadto congestie

collapsein sharednetworks [10, 9]. P-HTTPreusesa single TCP

connectionfor multiple Web transfers therebyamortizingthe con-

nectionsetupoverhead put still paysthe slow startpenalty Since
theaverageWebdocumentincludingtheinline Webobjects)is only

around30KB [21], suchpenaltyis signi cant enoughto limit the

performancéene t of P-HTTR

T/TCP[5] bypassethethree-vay handshakindpy having thesender
start transmittingdata in the rst segment sent (along with the
SYN) [1]. In addition, T/TCP proposesemporalsharingof TCP
controlblock (TCB) state includingmaximumsegmentsize(MSS),
smoothedRTT, andRTT variance[5]. [6] alsomentionsthe possi-
bility of cachinghecongestionavoidanceahresholdwithoutoffering
details.

Hoe proposes[16] to usethe bandwidth-delayproductto estimate
the initial However, they usea paclet-pair [18] like

schemeo estimateghenetwork availablebandwidth whichdoesnot

work well for FIFO networks.

Allman et. al. propose[2] to increasetheinitial window (andop-

tionally the restartwindow) to roughly 4K bytes. Therehave been
variousstudiesn supporbf [2] suchas[3] and [32]. However, since
they usea x edinitial window for all connectionsthe value hasto

beconserative, andtheimprovements still inadequatén situations
wherethe bandwidthdelayproductis muchlarger.

TCP control block interdependenc84] speci estemporalreusing
of TCP state,including carryingover congestiorwindow informa-
tion from oneconnectiorto the next. Similarto [34], Faststart[26,
27] reuseghecongestiorwindow size( ), theslow startthresh-
old ( ), thesmoothedoundtriptime () andits variance
( ). By takingadwantageof temporallocality, bothapproaches
can lead to signi cant performancegain. On the other hand, as
demonstrateth 4, the optimalinitial congestiorwindow sizede-
pendson boththe networkstateandthetransfersize Thereforedi-
rectly reusingprevious parameterss not optimal. In addition,when
network conditionchangessuchreusingcanbe overly aggressie.
FastStart[27] addressetheissueby resortingo routersupport.This
isnotthe nal solutionatleastfor todays Internet.Moreover, in both
approachemformationsharingis limited to within asinglehost(al-
thoughthe possibilityfor inter-hostsharingis mentionedn [26]).

In summaryTCPstart-upperformancéasrecevedconsiderablat-
tention.Many proposalselp,but arenotcompletesolutions.

4. MINIMIZE LATENCY BY CHOOSING
OPTIMAL INITIAL

In this section,we shav how to determinethe optimalinitial
(denotedas ) thatminimizesthe completiontime for a data
transfergiventhe transfersizeandthe network pathcharacteristics.
We rst analyticallyderive for a simplescenarian which
the network path characteristicsemainunchangedin  4.1). We
thenextend our resultsto more generalscenariody introducinga
techniquecalledthe shift optimization(in  4.2).

4.1 Derivation of for a Simple Scenario
We considerasimplenetwork modelin whichthereis only oneTCP
connectionthe network path characteristicsemainunchangedor
thedurationof theconnectionandall lossesaredueto network con-
gestion.

We usethefollowing notationsn our derivations:
Let = propagationdelay* bottlene& bandwidth
Let , where isthebuffer sizeatthebottle-
neckrouter

Clearly is the numberof pacletsthelink canhold onits own,
while is the total numberof pacletsthatthelink andthe buffer
togethercanhold.

As we know, the slow startalgorithmis designedo probethe avail-
ablenetwork capacity Thethroughputuringslow startis very low.
More speci cally, withoutdelayedACK, nomorethan pack-
etscanbe sentin  RTT's during slow start; with delayedACK,
thethroughputs evenlower because¢he congestiorwindon grovs
moreslowly. Thereforejf the network conditionis known andsta-
ble,we shouldtry to avoid slow start,andentercongestioravoidance
directly. This canbe achieved by settingthe initial to be
no morethantheinitial . Therefore we only needto consider
thecongestioravoidancephasdn orderto nd . Moreover,
we only considerthe Reno-styleeongestioravoidancebecauset is
thedominantTCP avor in todays Internet.
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Figure 1: Evolution of servicerate and congestiorwindon during
congestioravoidancefor TCP/Reno. s thedurationof anepoch.

Considera TCP/Rencconnectiorthatstartsat time 0 with aninitial
of —— andhasanin nite amountof datato send.De ne
astheservicerateit recevesattime , and asits conges-
tion window sizeat . Figurel depictsroughlyhow and
evolve with time, goingthroughperiodicalepods A similar gure
alsoappearedn [15]. (For simplicity, we ignorethe time required
by thefastretransmissioalgorithmto wait for 3 duplicatedACK's.)

Let

thedurationof anepoch

thenumberof pacletssentduringanepoch
theaveragenumberof pacletsacknavledgedby
anACK

Closeinspectionof the congestiorwindow evolution allows us to
estimate : During eachepochthe congestiorwindow sizestarts
from —— andincreasedinearlyin time,with aslopeof - pack-
etsperroundtriptime. Whenthewindow sizereaches , the
sendeiinjects pacletsinto the network. Sincethe network
canholdatmost  paclets,the last paclet will getdropped.Af-
tersendinganother  paclets(correspondingothe  ACK'sfor
thosepacletsthatarenot dropped)the senderdetectshelossby 3
duplicatedACK's andrecoversfrom it throughfastretransmission.
Thenthe window dropsbackto —— anda new epochbegins.
Thereforethetotal numberof pacletssentduringeachepochis:
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For agiventransfewith size , choosing is essentiallythe

problemof tting ablockwith size inthe cuneto minimize
the transfertime. More precisely we wantto nd to
minimize ,whichsatis es . (We canthenchoose
asour .) For this problem,we have the following
theorem:
w(t) 4 S()
cwnd_{opti

k*E t

Figure2: Minimize completiontime by having the transferend at
someepochboundary

THEOREM 1. Aslillustratedin Figure 2, we can minimizethe
completiortimefor a giventransferwith size by choosingtheini-
tial appropriatelysothatthetransferendsat an epot bound-
ary, i.e., attime , for someinteger

The detailedproof for Theoreml canbe foundin [37]. Below we
give someintuition behindthetheorem.

Considera transferthatstartsat time with a completion
time of . Clearly thereareonly two cases:(i) ,

and (i) . As illustratedin Figure 3, by comparingthe
areaof theshadedegions,it is evidentthatin bothcasegheamount
of datatransferedduringintenal is nolessthanthedata
transferedn , which is the transfersize. This meansif

we canhave theoriginal transferendattime , thecompletiontime
doesnotincrease.
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Figure 3: Fixing the width of the shadedegion to
maximizethe areaof theregion by having theregionendat

, We can

Basedon Theoreml we canfurther derive the value of
Theresultis summarizedn thefollowing theorem:

THEOREM 2. The optimal initial (
mizesthe completiontime of a given le transferwith size
bedeterminedasthelargestinteger  ( ) satisfying

) that mini-
can

)

whee isde nedin Equationl.

Thederwvationof Theoren? is givenin [37].

Notethatthe in Theoren? is derivedfor thecasen which
the transferendsat someepochboundary But endingat an epoch
boundarymeansthe connectionhasto experiencea lossduringits
nal epoch.Althoughin theory thelosscanbe detectedandrecor-
eredvery fastthroughfastretransmissionin reality it may still be
desirableto avoid suchan additionalloss. This canbe achieved by
having the transferendwith its equal insteadof
Accordingly theinitial becomeshelargestinteger ( )
satisfying

®)

4.2 Shift Optimization

We canprove thatthe given by Theorem2 minimizesthe
integer numberof roundtripsrequiredfor the given transfer The
only assumptiorwe needto male is that remainsunchanged
throughouthedurationof theconnection.

Of course,assuminga constant  is unrealisticin the real world.
But fortunately we canrelax this assumptiorthrougha technique
which we call the shift optimization More speci cally, for
determinedby Equation3, if is greaterthan

, we canreducetheinitial withoutincreasinghe
integer numberof requiredroundtripsby shifting the entiretransfer
in Figure2 towardsleft.

canbeestimatedasfollows:
. Sinceit takesroughly
to grow from

Theexactamountof reductionin
Supposeve reducetheinitial by
roundtripsfor

upto , the total amountof transfereddatais reduced
by around . Suchreductionshould
benomorethan in orderto keepthe

sameintegernumberof requiredroundtrips.This givesus

(4)

Clearly the shift optimizationdoesnt increasethe integer number
of requiredroundtrips.It doesslightly increasehe completiontime
by not more than one roundtriptime. However, we believe such
mauginal overheadis acceptablébecausean returnwe canhave a
smallerandthus saferinitial . More importantly aswe will
soondemonstratén this section,the shift optimizationmakes our
algorithmlesssensitve to the exactvalueof

A simpleexampleof the shift optimizationis illustratedin Figure4.
In this example,we have , , andtransfersize

. From Equation3, we obtain , which resultsin a
completiontime of 2 s (more precisely morethan1 but less



than 2 full 's). After the shift optimization,we get a much
smallerinitial of 5, while the completiontime becomeg full
s,whichis only slightly largerthanbeforeoptimization.

N >
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Initial cwnd=9

After Optimization
Initial cwnd=5

Figure4: A simpleexampleof the shift optimization (
. Transfersize J)

To further demonstratehe effect of the shift optimization,we keep
thetransfersizeto be 30 paclets,andplot the computednitial
with andwithout the shift optimizationas a function of
resultsaresummarizedn Figure5.
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Figure5: Theeffect of theshift optimization

We male two obserations: First, with the shift optimization,the
initial is more conserative thandirectly reusing  (corre-
spondingto curve in the gure). Secondwith the shift op-
timization, the computed is insensitve to the value of ,
especiallywhen is large. Multiple canresultin the same
initial . Suchinsensitvity allows usto computea nearoptimal
initial evenif variesovertime or if accurateestimatiorfor
is notavailable.

We have demonstratethat the shift optimizationmalesthe choice
of initial bothconserative andinsensitve to the valueof
Meanwhile,the lateng is only increasedoy a small amount(less
thananRTT). In therestof this paper we will use to refer
to the optimalinitial aftertheshiftoptimization.

Sofarwe have only consideredhon-shareaetworks,we canextend
our resultsto sharednetworks by rede ning asa connectiors
shae of the available network resourceswhich can be estimated
asonesgmentsmallerthanthe congestiorwindow sizebeforethe
TCP senderdetectsa loss during congestioravoidance. Measure-
mentstudy of Internettracesshavs thatthe WAN performanceas
reasonablgtableover termsof several minutes;meanwhile nearby
hostsexperiencesimilar or identicalthroughputperformancevithin
atime periodmeasureth minutes[25, 7, 31]. Suchlevel of stability
suggestsharingperformancénformationbothtemporarilyandspa-

tially (acrosamary co-locatechosts)canhelpto moreaccuratelyde-
terminenetwork performancein particular aconnectiors fair shae
of network resourceg ).

5. TCP/SPAND: SYSTEM DESIGN AND IM-
PLEMENTATION

In this section, we presentthe design and implementationof
TCP/SRAND, a systemthatallows applicationdike Web senersor
FTP senersto effectively avoid the slow startpenaltyby applying
thetheorywe developin 4. Ourdesignonly involvesmodi cations
to thesener side. All the client applicationscanbe left untouched.
This makesTCP/SRAND incrementallydeplo/ablein todays Inter
net.

5.1 SystemAr chitecture

Ourdesignof TCP/SRAND, similarto SFAND [31, 30], usesa per
formancegatevay that monitorsall trafc enteringandleaving an
organizations network. For eachdestinationnetwork, the gatevay
gathersnetwork performancenformationfrom all the actve TCP
o wsto thatdestinationlt thenaggregatessuchinformationto esti-
matethe currentnetwork state.

The gatevay needsto track two typesof performancenformation,
which aredescribedelaw:
, Which re ects the network resourcesvailableto a TCP

ow. It is requiredfor choosingthe optimal initial as
shavnin 4. canbe estimatedas one sgmentsmaller
thanthe currentcongestiorwindow sizewhena TCP sender
detectsa loss during congestioravoidance. For a shortdata
transfey it is possiblethat entire transfercompleteswithout
experiencingary loss.In this casejts canbeestimatedas
thecongestiorwindow sizewhenthe connectiorterminates.
The roundtrip time (RTT) information. It is usedto deter
mine the initial rate for smoothlysendingout the pacletsin
theinitial congestiorwindow, which we will discussn detail
in 5.2.5. It is alsousefulfor determiningthe initial TCP
timeoutvalue.

At connectiorstartup or uponrestartafteranidle period,the appli-
cationsittingontop of aTCPsendele.g.,aWebsener) extractsthe
currentestimatiorof  and fromtheperformancegatavay. It
thencomputes asdescribedn 4 basednsuchestimation,
aswell asthe transfersize,which is locally available. It thenuses
asetsockopt systemcall to initialize the parametersuchasthe

and for theunderlyingTCPsenderInsteadof doingslov
start,the TCPsendedirectly enterscongestioravoidance (Thiscan
be achieved by setting to beno morethan ). Mean-
while, the TCP senderusesa pacingschemeo smoothlysendout
the pacletsin theinitial window. Onceall the pacletsin theinitial
window have beenpacedout, it switchesbackto thebehaior of the
standardrCP.

5.2 Implementation Issues
Thereareanumberof questionsve needto answerin orderto actu-
ally implementTCP/SRAND:
Whatis theright scopefor informationsharingandaggrea-
tion? Thatis, amongwhichTCP o wsshouldtheperformance
informationbe sharecandaggreated?
How doesthe performancgatevay collectperformancénfor-
mationfor actve TCP o ws?
After collectingtheperformancénformation,whatalgorithms
shouldthe performancegatavay useto aggreatethe perfor
mancenformationandestimatehe currentnetwork state?



How cantheapplicationssitting ontop of TCPextractthecur
rent estimationof and from the performancegate-
way?

What pacingschemeshouldthe TCP sendersuseto sendout
pacletsin the initial congestionwindonv? How cansucha
scheméeimplemented?

In the remainderof this section,we discussthe potentialsolutions
aswell asdifferentimplementatiorstratgiesfor theseproblemsin
turn.

5.2.1 Determiningthe Scopefor Sharingand Aggre-

gation

The rst problemwe discusss how to determinetheright scopefor

informationsharingandaggreation. ldeally, we would like to share
performancénformationamong o wsthatsharehesamebottleneck
routeratthe sametime. Unfortunatelyin the currentinternetarchi-
tecturejt is verydif cult to determinavhichnetwork o wssharethe
samebottleneckbecausehereis no easyway to determinevherea
pacletwasdropped.

To getaroundsuchdif culty , we decideto useconserative approx-
imationsbasedn thedestinationP addressTwo possibleapproxi-
mationshave beenproposedn [30]: The hostlocality, thatis, o ws

thatsharethecommondestinatiorlP addressandthenetworklocal-

ity, thatis, o wsthatsharehesamedestinatiometwork. We choose
to usethelatter, which allows moresharing.

Notethatit is somevhat dif cult to determinethe network address
from an P addresdecausehe lengthof the network partcanvary:.
We usea simple heuristicwhich assumeshat IP addressesharing
themostsigni cant 24 bits belongto the samenetwork [30].

Below we evaluatethe accurag of the 24-bit heuristicusingaccess
logsrecordecat MSNBC news site[23], oneof thebusiestWebsites
in the Internettoday Our tracesarefrom busy hours(from 9:00am
to noon)on threeconsecutie weekdaygfrom TuesdayAugust03

1999to WednesdayAugust05 1999). They consistof 10,688,728
HTTPrequestso MSNBC,with requestsor inlineimagesexcluded.

For eachclient IP addresswe usereverseDNS lookup to resohe
its hostname,and take the lasttwo segmentsof the hostnameas
its domainname. We then report how often client IP addresses
sharingthe mostsigni cant 24 bits getresoledto differentdomain
namesAltogetherthereare656,559P addressem theaccesdogs,
amongwhich475,803(72.48%)canbe successfullyesoledto host
namesvia reverseDNS lookup. Of those475,803 P addresseshere
are 106,669distinct 24-bit subnetaddressesandonly 6715 (6.3%)
subnetaddressesontainlP addressethat areresohed to different
domainnames. This demonstratethe high accurag of the 24-bit
heuristic.

5.2.2 CollectingPerformancdnformation
Thesecondmportantproblemis haw the performancejatevay col-
lectsperformancénformationfrom active TCP o ws. Thereareser-
eralpossiblemplementatiorstrategiesfor this problem.

First, the TCP senderscan recordthe performancenformation as
soclet statevariables. The applicationsitting on top of TCP can
periodically get suchinformation using the getsockopt ~ system
call andthenreportto the performanceatevay by sendinga special
performancereportpaclet. Thisis similarto the approactusedin

theoriginal SFAND system.

Alternatively, it is possibleto modify TCP sothata TCP sendepig-
gybacksthe performancanformationin its normal outbounddata
paclets by introducinga new TCP option. Whenthe performance
gatevay capturesuchpaclets, it canextractthe performancenfor-
mationit needs. The TCP recevers cansimply ignorethis option.
The bandwidthand processingverheadfor the new TCP optionis
unlikely to causeaperformanceoncerrbecaus¢heperformanceén-
formationdoesnt have to bereportedvery frequently However, the
TCP sendersnay needto negotiatethe optionin adwancein order
to interoperatewith existing implementatiorof TCPrecevers[17].
A similarapproacHor piggybackinghe performancénformationis
to stealbits from normallP header$33]. This approactdoesnt re-
quireary TCPoptionnegotiationandcanbeimplementedvith only
sendersidemodi cations.

As athird alternatve, the performancegatavay itself caninfer the
performancenformationby passiely monitoringall the trafc en-
tering andleaving the organizations network andthenreconstruct-
ing the TCP protocolstate.This is similarto [22]. Comparedo the
rst two approachegshe passie approacthasthe adwantagethatit
doesnt consumeary extrabandwidthanddoesnt requireary modi-
cation to thesenders protocolstack.

5.2.3 InformationAggregation

After collectingthe performancénformation,the performanceate-
way needsto aggr@atesuchinformationto accuratelyestimatethe
currentnetwork state.

Currently we useavery simpleslidingwindow averagingalgorithm
to aggrgatetheperformancénformation.More speci cally, theper
formancegatavay keepsaslidingwindowv of  minutesin duration.
It usesthe averageof all valuesin thepast minutesasthe estima-
tion for current  and

In casethereis not enoughperformancanformationin the sliding

window, the performanceayatevay simply informsthe TCP senders

to do slow start. As partof our future researchye areinterestedn

exploringthepossibilityof exponentiallydecayingheestimatiorfor
in thiscase.

The only control parameteiin our algorithmis , the size of the
sliding window. The choiceof involvessometradeofs: Onone
hand,we want to be aslarge as possiblein orderto maximize
sharingontheotherhand,alarge meangheperformancegatavay
needsto keepa large amountof state;in addition,the choiceof
needso matchthelevel of stability reportedn theliterature.

Currently weset to 5 minutes.It clearlymatcheghelevel of sta-
bility reportedn [25, 7, 31], whichis afew minutes.Below we use
MSNBC tracesto demonstratehat a 5-minutesliding window can
achieve signi cant sharingwhile only requiringmoderateamountof
statekeptby the performanceatevay.

Figure6 shavs the cumulatie distribution of the time betweentwo
consecutie requestgrom the sameclient network. (We usethe 24-
bit heuristicdescribedearlier to determinethe client network ad-
dress.) As we can see,around90% of the time, the time elapse
betweentwo consecutie requestfrom the sameclient network is
belon 5 minutes.This suggestshatwith a5-minuteslidingwindow,
mostWebtransfersareableto bene t from the congestiorinforma-
tion accumulatedby the previoustransfers.

We alsoassesshe amountof statethe performancegatevay needs
to keep.Sincetheperformanceatevay keepsstatefor eachdestina-
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Figure6: Cumulatve distribution of thetime betweertwo consecu-
tive requestgrom the samenetwork. The 24-bit heuristicis usedto
determinghe network addresgrom anlIP address.

tion network, thetotalamountof requiredstateis proportionako the
numberof differentdestinatiometworks shaving up in a 5-minute
interval. For eachrequesin the MSNBC traceswe countthe num-
ber of differentclient networks appearedn the next 5 minutes.We

then plot the cumulative distribution for all thesenumbersin Fig-

ure 7. Fromthe gure it is evident that the performancegatavay

only needsto keepstatefor 15,000to 25,000differentdestination
networks even during busiestperiods,which canbe easily handled
by moderncomputers.
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5.2.4 Retrieving CurrentEstimationof NetworkState
Thereare at leasttwo possibleways for the applicationto retrieve
the currentestimationof and :

First,similarto SFAND, theapplicationcanexplicitly queryfor such
informationby sendinga specialperformanceanquiry paclet to the
performanceyatevay.

Alternatively, whentheperformanceyatevay infersthatsomeappli-
cationneedshe currentestimationof and , it canactively
pushsuchinformationto thehostonwhich the applicationruns.

Thereare several simple heuristicsthat can be usedby the perfor
mancegatavay to determindf anapplicationrneedssuchestimation.
For example,whenthe performanceagatavay capturesanincoming
le transferrequest(e.g. anHTTP GET request),or even simpler
whenit capturegninboundpaclet for anew TCPconnectionpr for
a connectionthat hasbeenidle for a while, it can safelyinfer that
the correspondind CP o w needsthe estimation. Theseheuristics
canbeimplementedery easily especiallywhenthegatevay already

useghe Windmill approach22] to collectperformancenformation
throughpassve monitoringandprotocolreconstruction.

5.2.5 Pacing

Lastly, wediscusgacing.ln TCP/SRAND, theTCPsenderslont go
throughtheslow startprocedurafterinitializing its . However,
the derivedin 4 canbe potentiallylarge. Sendingout all
the pacletsin theinitial congestiorwindow backto backis clearly
unacceptablédecausedt canresultin a large burst over owing the
network bottleneclkbuffer.

A naturalsolutionto this problemis to have the TCP senderuse
a pacingschemeto smoothlysendout all the pacletsin the initial

window. Onceall pacletsin theinitial window have beensent,the
sendercanswitchbackto the behaior of thestandardrCP.

Thereareseveral pacingschemegproposedn theliterature [8, 27,
35]. Herewe introduceanalternatve schemeéiasedn leaky-bucket.
In this schemea TCP sendelusesa leaky bucket (morespeci cally,
atoken bucket) to shapdts outgoingtrafc. Whenthe sendethasa
pacletto send,it rst checkshetokenbucket. If therearesufcient
tokens thepacletis sentimmediately;otherwiseijt is delayedusing
a ne-grainedtimer until thereareenoughtokens. The depthof the
token bucket canbe con guredto limit the maximumburstinessof
the outgoingtrafc. It is setto 4 sggmentsin our simulations.The
token lling rateis setto —— sothattheaveragesendingrateis no
morethan pacletsperroundtrip.

In orderto implementthe leady-lucket basedpacing scheme we

needa ne-grainedtimerto reschedule segmentfor latertransmis-
sion in casethereare no sufcient tokens. Meanwhile, sincethe
token lling rateis inverselyproportionalto , we needa rela-
tively accurateestimationof , which cannot be achieved with

the 200ms or 500 mstimer granularityin the standardlCP. In our

simulations,we usea 50 mstimer. If the TCP option
is available,it canbe usedto furtherimprove the accurag of RTT

estimation.

Thereis evidenceto suggestthat the overheadof software timers
is not likely to be signi cant with modernprocessotechnologies.
([12] reportsanoverheadf theorderof afew microseconds.More-
over, thetimer overheads unlikely to beasigni cant additionto the
costof takinginterruptsandprocessindACK's thatgoeswith ACK
clocking[27].

5.3 Implementation Status

Currently we have implementedTCP/SRAND in the ns network
simulator[24]. Ourimplementations basedn TCP NewReno[16,
11], avariantof TCP thatusespartial nev ACK informationto re-
cover from multiple pacletlossesn awindow attherateof oneper
RTT. As describedabore, the performanceyatevay usesa 5-minute
sliding window to aggregatethe performancenformation. For sim-
plicity, we assumehatthe communicatiorbetweertheperformance
gatevay andthe otherhostsin theorganizations network is instanta-
neous.Thisis reasonablehecauseomparedo the largedelayfor a
WAN connectionthecommunicatiortateng in aLAN environment
is neggligible.

6. SIMULATION RESULTS

In this section,we useextensve simulationsn thens network sim-

ulatorto studythe performancef TCP/SAND. We rst discusour

simulationtopologyandexperimentmethodologyandthenpresent
detailedresultsfor varioussimulationscenarios.



6.1 Simulation Topology

In our simulations,we usesingle-bottleneckopologiesto uncover
and illuminate the importantissues,and more realistic multiple-
bottlenecktopologiesto evaluatethe performanceof TCP/SRAND
in real-worldscenarios.

The single-bottleneckopologyis shavn in Figure8. Oneor more
burstyconnectiongreestablishetetweerasubsebf thesource®n
theleft andsinkson theright. The bottleneckbuffer is 10 KB. The
bottleneckouteruses~IFO schedulinganddrop-tailbuffer manage-
ment. All non-bottlenecKinks have 10 Mbps capacityand 1 ms
one-vay propagatiordelay We considerthreescenarioshovn in

Tablel.
Source 1 Q O Dest 1
Dest 2

Source 2

Bottleneck Link

Router S

.

10 Mbps, 1ms

Router D

Source n Q Q Destn

Figure8: Single-bottleneckopology Bottleneckbuffer is 10 KB.
Thesettingsfor bottlenecKink aresummarizedn Tablel.

The multiple-bottleneckopologyis illustratedin Figure9. In this
topology asetof  user o ws traversea congestedetwork path
that consistsof ~ hops. Crosstrafc is generatedat eachinter
mediaterouter  ( ) from  cross-trat sources.
Eachrouterhas10 KB buffer andusesFIFO schedulinganddrop-
tail buffer managementAll links otherthanthosebetweeradjacent
routershave 10 Mbpscapacityand1l msone-vay propagatiordelay
As for thelinks betweeradjacentouters we considettwo scenarios
summarizedn Table2, whichroughlycorrespondo Scenaridl and
2 for thesingle-bottleneckopology (Notethattheaggreatedbuffer
sizeis largerin the multiple-bottleneclscenario.)
C C C

Cross-Traffic Cross-Traffic Cross-Traffic
Sinks Sinks Sinks

M
: User Flow
i Sinks

Cross-Traffic
Sources

Cross-Traffic
Sources

Cross-Traffic
Sources

Figure9: The multiple-bottleneckopology Bottleneckbuffer is 10
KB. Thesettingsfor bottlenecKink aresummarizedn Table2.

For theinterestof brevity, we only includetheresultsfor Scenaridl
andScenarid in this paper Interestedeadersanreferto [37] for
resultsof theotherscenariosin generalthe performanceainusing
TCP/SRAND is higherwheneachconnectiorshareof is large.
In otherwords, TCP/SRAND yieldsevenhigherperformancdene t
for thescenario®mittedhere.

6.2 Experiment Methodology

We setup our experimentsn thefollowing way to mimic thebehar-

ior of WebtransfersEachexperimentconsistf 40 rounds.In each
roundevery sendeitransfersone le with starttime uniformly dis-

tributedarounda centralpoint by atime interval (denotedasijitter).
Betweereachroundthereis 120secondf idle time.

We usetheaveragecompletiontime of all le transfersn anexperi-
mentasour performancemnetric. For eachsimulationcon guration,
we reportthe meanof 10 runsof an experiment.We alsolooked at
the variation, but sinceit is very small comparedo the mean,we
don't reportit here.

We comparethe performanceof TCP/SRAND with the following
four variantsof TCP's:
Renowith slow startrestart(reno-ssr):TCP/Renowhich en-
forcesslow startwhenrestartingdata o w afteranidle period.
Renowithout slow startrestart(reno-nssr).TCP/Renowhich
reusesthe prior congestionwindowv upon restartingafter an
idle period(Thisis theschemausedin SunOS.).
NewReno with slow start restart (newreno-ssr):
TCP/NevRenowith restartbehaior similarto reno-ssr
NewReno without slow start restart (newreno-nssr):
TCP/NevRenowith restartbehaior similarto reno-nssr

The maximumwindow size of all TCP connectionsn our simula-
tionsis setto 100KB. The TCP segmentsizeis setto 1 KB. More-
over, in orderto remove the performancalifferencedueto different
timer granularities,all TCP avors usethe sametimer granularity
of 50 ms unlessotherwisespeci ed. Finally, justlike in [26, 27],
all the TCP protocolsin our experimentuse one-way connections
insteadof two-way connections.Thatis, TCP classeglerived from
TcpAgent areusednsteadf thosederivedfrom FullTcpAgent

in the ns simulator Consequentlythereis no overheadof 3-way
handshakingat connectionsetup. We believe remaving suchcon-
nectionsetupoverheads necessaryor usto betterunderstandhe
performancempactof the slow startprocedurewhich is the major
focus of TCP/SRAND. Avoiding connectionsetupoverheadis or-
thogonalto avoiding slow start penaltyand hasalreadybeenwell
studiedin the literature. For example,P-HTTP[29] caneffectively
amortizesuchoverheadacrosamultiple transfers.

6.3 Performance Evaluation on the Single-

Bottleneck Topology
In this section,we evaluatethe performanceof TCP/SRAND onthe
single-bottleneckopologyillustratedin Figure8. We examinethe
multiple-bottleneckopologiesn thefollowing section.

6.3.1 Performanceevaluation with many concurent

webtransfes

6.3.1.1 Varyingthenumberof competingconnections
First, we compareperformanceas the numberof competingTCP
connectionyariesfrom 1 to 30 while transfersizeis keptat 30 KB,
which is the averageWeb transfersize [21]. Five telnetsessions
competewith the main o ws to help avoid deterministicbehaior.
Theinter-arrival timesfor telnetsessionaredravn from the“tcplib”
distribution asimplementedn ns.

FigurelOshavstheresultsor Scenaridl in Tablel. Asshavnin the
gure, TCP/SRAND leadsto signi cant reductionin averagecom-
pletiontime. Comparedvith reno-ssendnenreno-ssrTCP/SRAND
reducedateny by morethan50% in most caseswhich meansa
100%improvementin averagedatarate. Comparedo reno-nssand
newreno-nssrthe completiontime reductionis smallerbut still sig-
ni cant, over 20%in mostcasesNoticethatreno-nsseandnewnreno-
nssrare well-known to be overly aggressie but still performcon-
siderablyworsethanTCP/SRAND. Therearetwo majorreasongor



Scenario| Bandwidth | Link Delay Descriptions

1 1.6 Mbps 50ms typicalterrestriaM/AN links with closeto T1 speed

2 1.6 Mbps 200ms | typical geostationargatellitelinks with closeto T1 speed

3 45 Mbps 200ms typical geostationargatellitelinks with T3 speed

Tablel: Differentsimulationscenariogor the single-bottleneckopology
Scenario| Bandwidth Link Delay Descriptions

4 1.6Mbps | 50/( ) ms | roundtriptime (RTT) similarto Scenarial
5 1.6Mbps | 200/( ) ms | roundtriptime (RTT) similarto Scenari@®

Table2: Differentsimulationscenariogor the multiple-bottleneckopology

this: rst, directly reusingprevious is not optimal; second,
sendingall the pacletsin initial window atonceis usuallytoo bursty
andcancausemorelossegshanTCP/SRAND.

Scenario 1 (transfer size=30KB)
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Figure10: Performanceomparisorfor differentnumberof connec-
tions. Bottlenecklink hassettingof Scenaridl (de nedin Tablel).

In eachround, le transfersstartwithin 10 secondqi.e. jitter=10

sec).5 telnetsessionareusedto avoid deterministidoehaior.

6.3.1.2 Varyingthetransfersize

Now we compareperformancesthetransfersizevaries.As shavn
in Figure11, TCP/SRAND reduceghe completiontime over awide
rangeof transfersizes. In percentageerms,the improvementde-
creasesisthetransfersizeincreasesThisis whatwe would expect,
becausevoiding the slow startpenaltyhasa muchbiggerimpacton
smalltransferghanon largerones.

Scenario 1 with 6 competing TCP connections
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Figure 11: Performanceomparisorfor differenttransfersizes. 6
TCP connectionscompetedor the bottlenecklink with setting of
Scenariol (de ned in Table1). In eachround, le transfersstart
within 10 seconddi.e. jitter=10 sec). 5 telnetsessiongre usedto
avoid deterministicoehaior.

is thenumberof hops.

6.3.2 Performance evaluation with ON/OFF UDP

ows ascrosstraf c
It hasbeenreportedin [28] that WWW-relatedtrafc tendsto be
self-similarin nature. In [36], it is shavn that self-similar traf-
¢ may be createdby using several ON/OFF UDP sourceswvhose
ON/OFFtimesaredravn from heavy-taileddistributionssuchasthe
Paretodistribution. Soin this section,we evaluatethe performance
of TCP/SAND with ON/OFFUDP o ws ascrosstrafc.

As before(in  6.3.1),we rst evaluateperformanceasthe num-
ber of competingconnectionssarieswhile the transfersizeis still
kept at 30KB. The simulationresultsare illustratedin Figure 12.
TCP/SRAND reducedateny by 35% to 65% comparedwith reno-
ssrand newreno-ssrwhich meansa 60% to 200%improvementin
averagedatarate. Comparedwith reno-nssiand newvreno-nssrthe
lateng reductionis around25%to 50%.

Scenario 1 with 40 competing UDPs (transfer size = 30KB)

Average Completion Time (second)

spand VI
0.2 reno-nssr -
r reno-ssr k-]
newreno-nssr - ____
0 newreno-ssr -
0 5 10 15 20 25 30

Number of Connections

Figurel2: Performanceomparisorfor differentnumberof connec-
tions with 40 ON/OFFUDP o ws ascrosstrafc. The ON/OFF
timesof the UDP sourcesaredravn from Paretodistributionswith
the “shape” parametersetto 1.2. The meanON time is 1 second
andthe meanOFFtime is 2 secondsDuring ON times,the sources
transmitwith a rate of 12 Kbps. In both (a) and (b), the jitter for
transferstarttime in eachroundis 10 seconds.

Figure 13 shaws the resultof varying the transfersizeandkeeping
the numberof connectionsonstant. Again, TCP/SAND reduces
completiontime over awide rangeof transfersizes.

6.4 Performance Evaluation on the Multiple-
Bottleneck Topology

In this section,we evaluatethe performanceof TCP/SRAND when
the underlyingnetwork pathis hearily congestecandhasmultiple
bottlenecks.

We usethe multiple-bottleneckopologyillustratedin Figure9. The
numberof hops( ) is x edto 5. At eachintermediaterouter



Scenario 1 with 40 competing UDPs (connection number=6)
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Figure13: Performanceomparisorfor differenttransfersizeswith
UDP ascrosstraf c. Settingsarethesameasin Figure12.

( ), thecrosstrafc is generatedrom ON/OFF
UDP connectionsJustlikein 6.3.2,the ON/OFFtime of the UDP
sourcesaredravn from Paretodistributionswith the“shape”param-
eterssetto 1.2. ThemeanON time is 1 secondandthe meanOFF
timeis 2 seconds.

6.4.1 Performance evaluation with 12 Kbps UDP

Souces
We rst evaluateperformancavheneachON/OFFUDP sourcegen-
erategrosstrafc atarateof 12 KbpsduringON time, whichis the
sameasfor thesingle-bottleneckasein 6.3.2.

As before,we rst keepthe transfersize at 30 KB and vary the

number of competingconnections. As illustratedin Figure 14,

TCP/SRAND leadsto signi cant reductionin completiontime: 30%

to 65% over reno-ssrand nenreno-ssr25% to 55% over reno-nssr
andnewnreno-nssrSuchperformancémprovementis comparableo

thesingle-bottleneckaseshavn in Figure12.

Scenario 4 with 12 Kbps ON/OFF UDP cross traffic (transfer size = 30KB)
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Figurel4: Performanceomparisorfor differentnumberof connec-
tions with 12 Kbps ON/OFFUDP o ws ascrosstrafc. Thejitter
for transferstarttime in eachroundis 10 seconds.

We then x the numberof competingconnectiongo 6 andvary the
transfersize. It is evident from Figure 15 that TCP/SRAND again
achievessigni cant performancemprovementsimilarto the single-
bottleneckcaseshavn in Figure13.

6.4.2 Performance evaluation with 48 Kbps UDP
Souces

Scenario 4 with 12 Kbps ON/OFF UDP cross traffic (connection number=6)
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Figure15: Performanceomparisorfor differenttransfersizeswith

12 KbpsON/OFFUDP o ws ascrosstrafc. Settingsarethe same
asin Figurel4.

To furtherinvestigatethe performancef TCP/SRAND underheary
congestionye increasehe sendingrate of the UDP sourcesduring
ON time to 48 Kbps andredoall the experiments. The simulation
resultsaresummarizedn Figure 16 andFigurel?.

From the signi cant increasein the completiontime, it is evident
thatthe underlyingnetwork pathis highly congestedBut evenun-
dersuchheary congestion,TCP/SRAND consistentlyout-performs
the other TCP avors. Of course,the performancemprovement
decreasesThis is not surprising,becausehe impactof the initial
congestiorwindow becomedesssigni cant asthenetwork becomes
highly congested.

Scenario 4 with 48 Kbps ON/OFF UDP cross traffic (transfer size = 30KB)
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Figurel16: Performanceomparisorfor differentnumberof connec-
tions with 48 Kbps ON/OFFUDP o ws ascrosstrafc. Thejitter
for transferstarttime in eachroundis 10 seconds.

6.5 TCP Friendliness

In this section,we demonstrateghe performancemprovementof
TCP/SAND doesnot comeat the expenseof degradingthe per
formanceof theconnectionsisingthe standardr CR, In otherwords,
TCP/SRAND is TCPfriendly.

We shaw this by consideringa mixture of TCP's on the single-
bottlenecktopology Onehalf of the connectionsiseTCP/SRAND,
while anequalnumberusereno-ssroneof theleastaggressie TCP
schemesWethencompareheir performancevith thecasen which
all connectionaisereno-ssr Thejitter for transferstarttime during
eachroundis setto 0.1 secondto createmaximumcontentionfor
the bottleneckbandwidth.Again 5 telnetsessionsreintroducecdto
avoid deterministidoehaior.



Scenario 4 with 48 Kbps ON/OFF UDP cross traffic (connection number=6)
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Figure17: Performanceomparisorfor differenttransfersizeswith

48 KbpsON/OFFUDP o ws ascrosstrafc. Settingsarethe same
asin Figure16.

First,we use50 mstimer granularityfor reno-ssrwhichis thesame
asTCP/SRAND. Figure18summarizeshesimulationresultswhere
thebottlenecHink is T1 link with lateny of 50ms(Scenaridl), and
thetransfersizeis keptat either30 KB.

Fromthe gure it is evidentthatthe performancef reno-ssrwhen
mixed with TCP/SRAND, is virtually the sameaswhenall connec-
tions usereno-ssr This demonstrate$ CP/SRAND is TCP-friendly
evenunderheary contention.

Also worth mentioningis that TCP/SRRAND performsalmostthe

sameasreno-ssr This is becausehe jitter is only 0.1 second. In

suchcase gachconnectiors shareof is very smalldueto heary

contention.Consequentlythe optimalinitial is very closeto

1, whichmalesTCP/SAND behae almostthe sameasreno-ssr
Scenario 1 (transfer size=30KB)
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Figure 18: TCP friendliness. 5 telnetsessionsare usedas back-
groundtrafc. Transferstarttime in eachroundhasa jitter of 0.1
sec. Transfersizeis either30 KB or 100KB. Thetimer granularity
for bothreno-ssiand TCP/SAND is 50 ms.

We also use 200mstimer granularity for reno-ssrto evaluatethe
TCP-friendlinesof TCP/SRAND. Theresultsareillustratedin Fig-
ure 19. We canseefrom the gure that TCP/SRAND signi cantly
outperformsreno-ssr Meanwhile,reno-ssrexperiencesalmostno
performancelegradationin presencef TCP/SFAND.

6.6 Summary of Simulation Results

To summarizein this sectionwe useextensve simulationso evalu-
atethe performancef TCP/SAND. TCP/SRAND consistentlyout-
performsreno-ssr nenreno-ssrreno-nssrand nevreno-nssrin all

Scenario 1 (transfer size=30KB)
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Figure 19: TCP friendliness. The con guration is the sameasin
Figure 18 exceptthatreno-ssuses200 mstimer granularityinstead
of 50ms. TCP/SRAND still usesb0 mstimer granularity

simulationscenariosevenin presencef multiple heavily congested
links. The performancebene t is greatestvheneachconnectiors
shareof is large. In suchcasesTCP/SAND canreducdateny
by 35%to 65%comparedvith reno-ssandnenreno-ssrpr by 20%
to 50%comparedvith reno-nssandnenreno-nssrMeanwhile such
signi cant performanceémprovementdoesnot comeat the cost of
degradingunenhance@ CP connectionsWe have demonstratethat
TCP/SRAND is TCP-friendlyevenunderheary contention.

Therearethreemajorfactorsthatcontrituteto thegoodperformance
of TCP/SRAND. First, by sharingand aggreating performancen-
formationamongmary co-locatechosts thesendeicanhave a quite
accurateestimatiornf currentnetwork conditions.Secondtheinitial

usedby TCP/SRAND is choserbasedn our theoreticaknal-
ysisfor optimalinitial . We alsoemplagy the shift optimization
(describedn  4) to make suchchoiceconserative andinsensitve
to theaccurag of the estimationof currentnetwork characteristics.
In thisway, TCP/SRAND canutilize availablebandwidthef ciently
andsafelywheneachconnectiors shareof is large. Whenthe
network is hearily loaded, TCP/SAND tendsto be conserative.
Particularly wheneachconnectiors shareof is lessthan 4K
bytes, the choice of initial in TCP/SAND is more conser
vative thanwhatis proposedn RFC 2414[2]. Finally, by usinga
pacingschemeo sendout pacletsin theinitial congestiorwindow,
TCP/SRAND effectively reducegheburstines®f TCPuponstart-up
andrestart.

7. CONCLUSIONS AND FUTURE WORK

In this paperwe investigatehe possibilityof speedingip shortdata
transfersby effectively avoiding the slow startpenalty By analyz-
ing the TCP start-updynamics,we derive the optimal initial con-
gestionwindow ( ) as a function of the transfersize and
a connectiors shareof network resource§ ). We thenpropose
anincrementallydeplg/ablearchitecturealledTCP/SRAND, which
accuratelyestimatesa connectiors fair shareof network resources
by sharingperformancanformationamonga large numberof co-
locatedhosts.Basedon suchestimationandthetransfersize,a TCP
sendercan further computethe optimal initial congestiorwindow
size. Insteadof doingslow start,it directly enterscongestioravoid-
anceandusesa pacingschemeo smoothlysendout the pacletsin
its initial congestiorwindow. We thendo extensvie simulationsus-
ing ns simulatorto evaluatethe performancef theresultingsystem.
Our resultsshav that TCP/SRAND signi cantly reducedateng for
shorttransfersevenin presenceof multiple heavily congestedot-



tlenecks.Meanwhilethe performancéene t doesnot comeat the
expenseof degradingthe performancef connectionsisingthe stan-
dardTCR

Therearea numberof directionsthatwe wantto furtherexplorein

the future. First of all, we planto implementTCP/SRAND in real

systemsandevaluateits performancehroughinternetexperiments.
Secondlywe wantto betterunderstandheimpactof pacingon TCP
performanceespeciallyfor shortTCP o ws. We arealsointerested
in developing effective techniquedor determiningwhich network

o ws sharea bottleneck.Finally, we planto investigatebetteralgo-

rithmsfor informationaggreation.
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