Part 2: Design Principles
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3 virtualization
7 design for scale
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6. Virtualization of networks

Virtualization of resources: a powerful abstraction in
systems engineering:

7 computing examples: virtual memory, virtual
devices

O Virtual machines: eg., java
o IBM VM OS from 1960's/70's

7 layering of abstractions: expose only the
abstraction exported by the lower layer, but not
its implementation details
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Overlay Networks

Overlay network:

7 applications, running at various sites as "nodes” on
an application-level network

7 create “logical” links (e.g., TCP or UDP
connections) pair-wise between each other

7 each logical link: multiple physical links, routing
defined by native Internet routing
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Overlay network
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What's new/what's old here?

7 routing all over again (except at application layer)

7 more security (as in VPNs). Can do more
“heavyweight" security/authentication since
application-level-router is a potentially “powerful”
computer rather than a packet router

7 can choose next hop on basis of (i) IP address (ii)
congestion status of outgoing links; performance
oriented routing

7 anonymity on TCP connection (a-la SoS routing)

7 Routing based on content - look at what is inside

packet and determine who downstream “wants" the
content
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Internet Routing

A BGP defines routes between stub networks
Internet 2

Berkeley.net

., UMass.net

UCLA E ) Utexas.net
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Internet Routing

7 BGP defines routes between stub networks
Internet 2

Berkeley.net

, UMass.net

UCLA ] Utexas.net
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Internet Routing

A BGP defines routes between stub networks

Internet 2
Berkeley.net
. UMass.net
UCLA — Utexas.net
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Internet Routing
Internet 2
Berkeley.net
. UMass.net

Congestion or
failure: Utexas
to Berkeley BGP-
determined route
may not change
(or will change
slowly)

UCLA — Utexas.net
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Internet ROUTlnq Utexas > UMass > Berkeley

O route not visible or
available via BGP!

O ISP can't route to Berkeley
Internet 2 via Internet2

Berkeley.net
g UMass.net

Congestion or
failure: Utexas
to Berkeley BGP-
determined route
may not change
(or will change
slowly)

UCLA . Utexas.net
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RON: Resilient Overlay Networks

Premise: by building application overlay network,
can increase performance, reliability of routing

Two-hop (application-level)
Utexas-to-Berkeley route
(two-hop paths achieve most of
the benefits of overlay routing)
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RON Research Issues

How to design overlay networks?
- Measurement and self-configuration
- Understanding performance of underlying net.
- Fast fail-over.
- Sophisticated metrics.

- application-sensitive (e.g., delay versus throughput) path
selection.

Effect of RON on underlying network
- If everyone does RON, are we better off?

- Interacting levels of control (hetwork- and application-
layer routing
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Virtual Private Networks (VPN)
VPNs

Networks perceived as being private networks
by customers using them, but built over shared
infrastructure owned by service provider (SP)

3 SP infrastructure:
O backbone
O provider edge (PE) devices
7 Customer:
O customer edge (CE) devices (communicating
over shared backbone)
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VPN reference architecture

Service provider
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VPN: logical view
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Leased-line VPN

Service provider
network

customer site

: : : . connects to
customer sites interconnected via static pr-ovider' edge

virtual channels (e.g., ATM VCs), leased lines
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Customer premise VPN

a All VPN functions implemented by customer

Service provider
network

customer sites interconnected via tunnels
O tunnels encrypted typically
0 SP treats VPN packets like all other packets
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Drawbacks

7 Leased-line VPN: configuration costs, maintenance
by SP: long time, much manpower

7 CPE-based VPN: expertise by customer to acquire,
configure, manage VPN

Network-based VPN

7 customer's routers connect to SP routers

7 SP routers maintain separate (independent) IP
contexts for each VPN

O sites can use private addressing
O traffic from one VPN can't be injected into another
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Network-based Layer 3 VPNs

Tunnel encapsulation/decapsulation performed
in provider edge equipment
- »  CEc

—to—PE tunnel 29

aggregating
multiple
VR-to-VR tunnels

Normal IP access to PE :
CEs are not tunneling f
multiple virtual routers

in single provider edge device
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Tunneling
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VPNs: why?

0 privacy

0 security

0 works well with mobility (looks like you are always at home)

O cost: Newer VPNs are cheaper than leased line VPNs
O ability to share at lower layers = lower cost
O Exploit multiple paths, redundancy, fault-recovery in lower layers
O Need isolation mechanisms to ensure resources are shared

appropriately

O abstraction and manageability: all machines with addresses
that are "in" are trusted no matter where they are
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