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Decryption| Encrypte

Key Payload
URL Random Payload | Random Payload | Random
Headers Part1 | Headers Part2 | Headers

*Protocol framing

*Needed to make server go down vulnerable code path
*Overwritten Return Address

*Needed to redirect execution to worm code
eDecryption routine

*Needed to decrypt main payload

*BUT, code obfuscation can eliminate patterns here
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URL Random Payload | Random Payload | Random
Headers Part1 | Headers Part 2 | Headers
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Suspicious Flow
Pool

~

Network Flow Signature Worm
Tap Classifier Generatgr  Signatures

1

Innocuous Flow
Pool
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NOP Decryptior Decryption| Encrypte
slide| Routine Key Payload

URL Random Payload | Random Payload | Random
Headers Part 1 | Headers Part 2 | Headers
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NOP Decryptior Decryption| Encrypte
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URL Random Payload | Random Payload | Random
Headers Part1 | Headers Part 2 | Headers

K $ - + J
+
' 211F 8> 211F 8>
| 211 1F 8> (11'HF 1F 8>
8C (111GF 8C

GET .* HTTP/1.1\r\n.*\r\nHost: .*\xee\xb7.*\xb2\x1e.*\r\nHost:
Fxefixa3.*\x8b\xf4.*\x89\x8b.*E\xeb. *\xff\xbf

GET .* HTTP/1.1\r\n.*\r\nHost: .*\r\nHost:.*\xff\xbf
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) $( 4
$ % %
Suspicious Pool
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e e /\
Initial / Faulty

" 0%®
\_e%®

Innocuous Pool

@ Classifier \ Learner — Classifier

Preventable; use a zero-false-positive initial classifier
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