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HTTP/1.1URL Host:
Payload
Part 1

Random
Headers

Random
Headers

Random
Headers

Decryption
Routine

Decryption
Key

Encrypted
Payload

\xff\xbf
NOP
slide

•Protocol framing
•Needed to make server go down vulnerable code path

•Overwritten Return Address
•Needed to redirect execution to worm code

•Decryption routine
•Needed to decrypt main payload
•BUT, code obfuscation can eliminate patterns here
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