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Introduction

Large amount of technical support time spent on 
troubleshooting.
Many troubleshooting cases are due to 
misconfigurations.
Misconfigurations caused by data in shared persistent 
stores like the Windows registry and UNIX resource 
files.
Authors focus on Windows registry.
Windows registry – provides hierarchical persistent 
storage for named, typed entries.



Introduction

Causes of misconfigurations?

• Seemingly innocuous changes to shared system 
configurations

• Software bugs

• Security patches might introduce incompatible 
registry settings

• Failed installation of applications

• Manual intervention



Introduction

“Golden state” – refers to a perfect configuration

Goals of a troubleshooting system

• Effectiveness – System should identify a small set of 
sick configuration candidates within a short span of 
time

• Automation – manual steps should be as minimum 
as possible



Approach

Compare the ‘sick’ machine with a ‘healthy’ machine

• Difficult to identify a healthy machine automatically

“Golden state is in the mass” – Application functions 
correctly on most of the machines; use statistics from a 
large enough set to obtain the statistical golden state. 
Combine with Bayesian estimates to identify 
misconfigurations on sick machines.



PeerPressure Architecture

Captures 
misconfiguration 

suspects

Turns user or 
machine-specific 

entries into 
canonicalized form

Database containing a 
number of machine 

snapshots
Uses Bayesian estimation to calculate probability of each suspect 

being sick. Output a ranking report based on the probability



PeerPressure Architecture

Trial-and-Error fixing – User confirms whether sickness 
is cured

Manual steps involved:

• User runs sick application to record the suspects

• User determines if sickness is cured

• “Manual steps involve only the troubleshooting user 
and not any second parties”



PeerPressure Algorithm: Intuition and 
Objectives

e1: Probably Healthy

e2: most probably sick

e3: can’t say due to “natural biological diversity”

Types of state in canonicalized entries:

1. Application configuration states.

2. Operational states.  Ex: timestamps, caches, window positions



PeerPressure Algorithm: Formulation

When m=0; P(S|V)=1 !!!

Bayesian estimation used to overcome this.

Vector pj: The probability of an event happening and its outcome being the value Vj

pj follows Direchtlet probability distribution.

nj: count vector – number of possible counts for a Vj

mj: count of number of values matching suspect value



PeerPressure Algorithm: Asymptotic 
Analysis



PeerPressure Prototype

Genebank database – Microsoft SQL Server 2000, 
contains snapshots from 87 Windows XP PCs.
PeerPressure troubleshooter implemented in C#
“Data Sanitization” – Unification of different 
representations of the same value
Dual Intel Xeon 2.4 GHz CPU workstation with 1Gb 
RAM hosts SQL Server.



Troubleshooting effectiveness: Registry 
Characteristics

Unseen – Values that are unknown to the GeneBank

No Entry – Values that don’t exist on certain machines

87% of registry entries – cardinality 2

94 % - no more than 3

97% - no more than 4

“Low cardinality contributes to excellent troubleshooting results of 
PeerPressure”



PeerPressure Performance

Real World Troubleshooting Cases used



PeerPressure Performance

Root Cause Ranking



PeerPressure Performance

False Positives

• Large cardinality of root-cause entry

• Relation between root-cause entry and other entries 
in the suspect set

• GeneBank is not pristine



PeerPressure Performance

Impact of the Sample Set Size

• Not necessary that a larger sample set results in a 
better root-cause ranking



PeerPressure Performance

Sick Machine Sensitivity Evaluation



Future Work and Discussion

Multi-gene troubleshooting – Multiple sick entries 
among the suspects

Cross-application misconfiguration

Heavy customization of applications can break the 
assumption of strong conformance in most of the 
configuration entries

GeneBank Maintenance – Privacy issue also involved



Conclusion

Automated diagnosis of misconfigurations is possible

Statistical analysis works

Ranking scheme follows power law distribution curve
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