Self-Adjusting Quorum Systems For Byzantine Fault Tolerance

by Evelyn Tumlin Pierce, B.A., M.Sc.

Dissertation Presented to the Faculty of the Graduate School of The University of Texas at Austin in Partial Fulfillment of the Requirements for the Degree of Doctor of Philosophy

The University of Texas at Austin

December 2000

To Dai

Acknowledgments

First, I would like to thank my advisor, Lorenzo Alvisi, for helping me find my path and keep my enthusiasm up when that path seemed very long. I would also like to thank Dahlia Malkhi of the Hebrew University of Jerusalem and Michael Reiter of Lucent Technologies for their cooperation and guidance in this work, and for the pioneering research that inspired it.

Thanks also to Edsger W. Dijkstra, for teaching me a new standard of beauty and elegance in reasoning; all that is best and clearest in this thesis owes something to his moral influence. In addition, I would like to thank Allen and Leisa Emerson, Ben Kuipers, Jay Misra, and Rebecca Wright, as well as the members of my dissertation committee and a host of other mentors, colleagues, friends and family without whose support this work might never have reached fruition.

Last and foremost, I would like to thank my husband, love, colleague and best friend David Pierce, for being there for me throughout the long journey and beyond.

Evelyn Tumlin Pierce

The University of Texas at Austin December 2000

Self-Adjusting Quorum Systems For

Byzantine Fault Tolerance

Publication No.

Evelyn Tumlin Pierce, Ph.D.

The University of Texas at Austin, 2000

Supervisor: Lorenzo Alvisi

The purpose of this work has been to design protocols for a data service that tolerates Byzantine server faults by shifting between multiple tolerance modes at run time, monitoring itself for faulty server behavior and dynamically adjusting its own tolerance capabilities accordingly. Our goal is a system that runs in an efficient low-fault mode most of the time, but can adjust itself to cope with new faults as they occur.

Our approach is based on the masking quorum systems of Malkhi and Reiter. Like the protocols originally proposed for these systems, our techniques are relatively economical in that updates and reads need to be performed only at a subset (“quorum”) of data servers, thus decreasing the workload on individual servers and simplifying the recovery process when failures occur. However, our protocols implement the following additional capabilities:

1. Strengthened read and write protocols for serializability of completed operations.

2. Protocols for dynamically adjusting the threshold (and thus quorum size) of threshold masking quorum systems in response to information about the number and/or probability of faults in the system.

3. Protocols for detecting Byzantine server behavior in threshold masking quorum systems.

As a subsidiary goal, we have sought to make our methods not only effective against random faulty server behavior, but also resistant to sabotage by a deliberate adversary. To this end, we have limited our use of standard assumptions, such as independence of failures and a priori limits on the number of faults, that restrict the applicability of many Byzantine fault tolerance techniques to questions of security.

Contents

Acknowledgments iii

Abstract iv

Chapter 1 Introduction 1 1.1 Contributions of This Thesis . . . . . . . . . . . . . . . . . . . . . . 2 1.2 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3 1.3 Structure of Thesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

Chapter 2 System Model and Definitions 6 2.1 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 2.2 Definitions: Byzantine Quorum Systems . . . . . . . . . . . . . . . . 7 2.2.1 Masking quorum systems . . . . . . . . . . . . . . . . . . . . 8 2.2.2 Dissemination quorum systems . . . . . . . . . . . . . . . . . 11

Chapter 3 On Atomic Semantics for Masking Quorum Systems 13 3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13 3.1.1 Related work . . . . . . . . . . . . . . . . . . . . . . . . . . . 14 3.2 Definitions: TS-Variables and Data Semantics . . . . . . . . . . . . . 14 3.2.1 Formalizing masking quorum system variables: TS-variables . 14 3.2.2 Formalizing data semantics for TS-variables . . . . . . . . . . 18 3.3 Reducing the Atomic Semantics Problem . . . . . . . . . . . . . . . 20 3.3.1 Defining the atomic protocol . . . . . . . . . . . . . . . . . . 20 3.3.2 A total order over operations on v_{atom} . . . . . . . . . . . . . 21 3.3.3 Proving v_{atom} atomic . . . . . . . . . . . . . . . . . . . . . . . 23 3.4 Implementing Pseudo-Regular Semantics . . . . . . . . . . . . . . . . 25 3.5 On the Necessity of Aborted Operations . . . . . . . . . . . . . . . . 27 3.5.1 Definitions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28 3.5.2 Nonliveness of classic b-masking protocols . . . . . . . . . . . 28 3.5.3 Non-liveness of classic protocols with bounded history . . . . 29

3.5.4 Generalizing to non-size-based systems . . . . . . . . . . . . . 30 3.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

Chapter 4 Dynamic Quorum Adjustment 32 4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32 4.1.1 Related work . . . . . . . . . . . . . . . . . . . . . . . . . . . 34 4.2 Threshold Adjustment: Problem Description . . . . . . . . . . . . . 35 4.3 Threshold Variable Protocol . . . . . . . . . . . . . . . . . . . . . . . 36 4.3.1 Correctness . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37 4.4 Ordinary Variable Protocols Under a Dynamic Threshold . . . . . . 38 4.4.1 Write protocol . . . . . . . . . . . . . . . . . . . . . . . . . . 39 4.4.2 Safe read protocol . . . . . . . . . . . . . . . . . . . . . . . . 40 4.4.3 Pseudo-regular/Pseudo-atomic read protocol . . . . . . . . . 41 4.5 Performance and Optimizations . . . . . . . . . . . . . . . . . . . . . 43 4.5.1 Comparison to static quorums . . . . . . . . . . . . . . . . . 43 4.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

Chapter 5 Detecting Byzantine Faults in Quorum Systems 45 5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45 5.1.1 Related Work . . . . . . . . . . . . . . . . . . . . . . . . . . . 47 5.2 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48 5.2.1 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . 48 5.2.2 Statistical building blocks . . . . . . . . . . . . . . . . . . . . 48 5.3 Diagnosis Using Voucher Set Sizes . . . . . . . . . . . . . . . . . . . 50 5.4 Diagnosis Using Quorum Markers . . . . . . . . . . . . . . . . . . . . 55 5.4.1 The write marker protocol . . . . . . . . . . . . . . . . . . . . 55 5.4.2 Statistical fault detection . . . . . . . . . . . . . . . . . . . . 56 5.4.3 Fault identification . . . . . . . . . . . . . . . . . . . . . . . . 60 5.4.4 A note on very large systems . . . . . . . . . . . . . . . . . . 60 5.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

Chapter 6 Conclusions and Future Work 61 6.1 Summary of Results . . . . . . . . . . . . . . . . . . . . . . . . . . . 61 6.2 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62 6.2.1 Semantics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62 6.2.2 Dynamic quorum thresholds . . . . . . . . . . . . . . . . . . . 62 6.2.3 Fault detection . . . . . . . . . . . . . . . . . . . . . . . . . . 63

Appendix A Additional Discussions 64 A.1 Dynamic Thresholds for Other b-Masking Quorum Systems . . . . . 64 A.1.1 BoostFPP quorum system . . . . . . . . . . . . . . . . . . . . 64 A.1.2 M-grid quorum system . . . . . . . . . . . . . . . . . . . . . . 65 A.2 Fault Detection for Non-Threshold Failure Assumptions . . . . . . . 66 A.2.1 Generalizing the alarm condition . . . . . . . . . . . . . . . . 66 A.2.2 Detection for a BoostFPP system . . . . . . . . . . . . . . . . 67 A.3 Detection: Choosing Alarm Lines for Large Systems . . . . . . . . . 68 A.3.1 Martingales . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69 A.3.2 Deriving the Bound . . . . . . . . . . . . . . . . . . . . . . . 69

Bibliography 71

Vita 76

Chapter 1

Introduction

As the world grows more and more interconnected, distributed data services are becoming simultaneously more necessary and more problematic. They are necessary in that a growing number of users are conducting business transactions and research online, thus increasing the demand for a variety of data that must be accessible from a variety of locations. They are problematic in that such data must be protected from accidental or malicious corruption while maintaining this high level of availability.

At minimum, a reliable data service ought to tolerate (i.e., store and retrieve data correctly in spite of) server crashes and network partitions. If the stored information is particularly critical, or if servers are particularly vulnerable to corruption or sabotage, it may also be necessary for the service to tolerate actual incorrect or misleading information from a subset of its servers.

This assortment of possible misbehaviors is modeled by the Byzantine fault model. Under this model, a faulty data server may respond to queries incorrectly (corruption), be unresponsive (crash or partition), or even sometimes respond correctly. In short, there are no real restrictions on its behavior. A data service that can tolerate server faults of this type is likely to be extremely robust. Unfortunately, Byzantine fault tolerance techniques typically require numerous up-to-date copies of each data item at various locations, i.e., replication. Such techniques are apt to be expensive, and are thus often dismissed as too impractical to be used as a precaution against a relatively rare, if potentially devastating, condition.

The purpose of this work has been to design asynchronous data service protocols that address this concern by allowing the service to shift between multiple tolerance modes at run time, monitoring itself for faulty server behavior and dynamically adjusting its own tolerance capabilities accordingly. Our goal is a system that runs in an efficient low-fault mode most of the time, but can adjust itself to cope with new faults as they occur.

As a subsidiary goal, we have striven to make our methods not only effective against random faulty server behavior, but also resistant to sabotage by a deliberate adversary. To this end, it is necessary to limit the use of standard assumptions, such as independence of failures and a priori limits on the number of faults, that would limit the applicability of our techniques to questions of security. While it may be impossible to eliminate such assumptions altogether (see note at the end of this chapter), we rely less heavily on them than do many traditional solutions to the problem of Byzantine fault tolerance.

1.1 Contributions of This Thesis

Our approach is based on masking quorum systems, first proposed by Malkhi and Reiter [MR98]. Masking quorum systems are an attractive alternative to earlier approaches to Byzantine fault tolerance in that read and write operations need to be performed only at a subset (“quorum”) of the servers, thus decreasing the workload on individual servers and simplifying the recovery process when failures occur.

Using masking quorum systems as an economical alternative for Byzantine fault tolerance requires a number of enhancements to the original approach, however. For one thing, the original read and write protocols of [MR98] do not guarantee the integrity of read operations that are concurrent with one or more write operations. Furthermore, such systems may still be expensive in that tolerating multiple faults requires large quorums.

The results presented in this document fall into three main categories:

1. Strengthening of the read and write protocols for masking quorum systems for serializability of completed operations

2. Protocols for dynamically adjusting the threshold (and thus quorum size) of threshold masking quorum systems in response to information about the number and/or probability of faults in the system

3. Protocols for detecting Byzantine server behavior in threshold masking quorum systems.

1.2 Related Work

The foremost established approach to Byzantine fault-tolerant data services is that of state machine replication, which is surveyed in detail in [Sch93]. In this approach, as in ours, each data item is stored by all members of a set of n data servers. In state machine replication, however, all copies must be kept current, and special algorithms are needed to ensure that all read and write operations on a given data item are performed in the same order. A client of such a service reads a variable value by sending a request to all n servers, and accepting a response if and only if it is returned by a sufficient number of them, e.g., b + 1 for a fault tolerance threshold of b. In spite of the overhead required to ensure the consistent ordering of operations as well as of recovering failed servers to the current system state, the state machine approach has been implemented numerous times, e.g., in Rampart [Rei95], usually with a fault-tolerance limit of ⌊^{n−1}_3 ⌋.

Castro and Liskov have recently developed a less costly variant of state machine replication, using checkpointing and view changes with occasional garbage collection [CL99]. They have further strengthened their approach by means of various features including efficient and proactive state recovery for servers that may have failed [CL00]. However, keeping the server states consistent across the system remains a necessity.

In this work we take a sharply constrasting approach to those described above by eliminating the need for all servers to maintain identical states or to process identical sequences of operations. Instead, our protocols specify that each read and write operation is performed on a subset (quorum) of the server set; the set of possible quorums is defined to have specific intersection properties that enable clients to determine the current value of any given data item. A correct system state thus inherently includes some out-of-date servers, thus simplifying recovery – provided a quorum of servers is up to date, additional failed servers may be brought back online without state update.

We summarize work related to each of our specific results in the corresponding chapters.

1.3 Structure of Thesis

Chapter 2 contains the system model and definitions that will be used throughout this thesis, including the original masking quorum system definitions and protocols from [MR98].

In Chapter 3 we give an abstract definition of a class of variables called TS-variables, to which masking quorum system variables belong. We give rigorous definitions of Lamport’s semantic properties of safeness, regularity, and atomicity [Lam86] for these variables, where safeness describes the semantics of the original protocols of [MR98] and atomicity describes the semantics of full serializability. We show how the problem of an atomic read and write protocol for masking quorum systems can be solved given a solution to the weaker problem of a regular protocol for such systems, and present a non-live solution to the latter problem, i.e., one in which certain read operations may abort. Finally, we give a simple set of defining properties that are common to the protocols we have studied, and show that any regular protocol with these properties is inherently non-live in an asynchronous environment without concurrency control.

In Chapter 4, we present protocols to change the size of the quorums of a threshold masking quorum system so that the system’s degree of fault tolerance (i.e., threshold) can be adjusted between a set minimum and maximum without blocking ordinary read and write operations. We show how to modify the read/write protocols for threshold masking quorum systems, including both the original protocols of [MR98] and the enhanced protocols presented in Chapter 3, to use the dynamically defined quorums. We show that each of the new dynamic protocols maintains the semantics of its static counterpart. This chapter is adapted from [AMPRW00].

As a complement to these protocols, in Chapter 5 we present statistical methods for monitoring the approximate number of faults in threshold masking quorum systems, as well as specifically identifying some of the faulty servers. A version of this chapter appears in published form as [AMPR00].

Chapter 6 consists of concluding remarks and directions for future work. The appendix to this document contains additional material that is closely related to the results presented in Chapters 4 and 5 and appears in the papers from which those chapters are adapted. It is included for completeness, but is primarily the work of other co-authors of these papers.

A note on security

Some researchers (e.g. [DR86]) have suggested that Byzantine fault tolerance is applicable to problems of security. Such applicability would provide a powerful motivation for the use and further exploration of techniques such as those presented in this thesis.

Unfortunately, Byzantine fault-tolerant protocols that depend on variations of a voting algorithm, such as those in this thesis as well as those of the more established approach of state machine replication are vulnerable to the worst-case scenario of Byzantine server failure: simultaneous unanimous corruption of most or all of the set of replicated servers. This vulnerability leads to one of the most cogent objections to applying the Byzantine fault model to security: the presence of a malign agent may make this worst-case scenario into an intelligently pursued goal rather than a vanishingly unlikely statistical phenomenon.

In our view, however, this objection is not fatal; although such techniques should probably not be regarded as a preventative against security breaches, they can be designed to make such breaches considerably more difficult than they would otherwise be, and may thus be considered a deterrent. One of the goals of this work has been to keep our techniques as free as possible from assumptions that would be questionable in the presence of an intelligent adversary, such as independence of failures. This is, in fact, an additional motivation for the elimination of static fault tolerance thresholds (Chapter 4).

Chapter 2

System Model and Definitions

In this chapter we describe our system model and give some of the historical definitions on which the results described in this thesis are based.

2.1 System Model

Our system consists of a set S of n server processes and an unspecified number of client processes. Server processes maintain values for a set of variables, serving and updating them in response to read and write requests received from client processes. Every server maintains a value for every variable in the system. Each client is connected asynchronously to each server via a two-way FIFO channel; no other channels are required or used by our protocols.

Each server s ∈ S stores and updates the value of each variable V in conjunction with an associated timestamp; thus, at each server, the variable state at the time a read or write request is received can be expressed as a pair ⟨val, ts⟩; we call this pair an image of V .

We stipulate that timestamps have the following properties, which justify the use of the word “timestamp” in this asynchronous context. These properties are implemented by the read and write protocols, which we will describe later.

• Each client selects the timestamp values associated with updates to a particular variable in a monotonically increasing fashion.

• The timestamp field of the image of a particular variable is monotonically nondecreasing at each server.

Servers may be either correct or faulty. A correct server behaves according to its specification, i.e., it returns its current image of a given variable upon request.

In contrast, a faulty server may behave in a Byzantine (arbitrary) fashion, e.g., by serving incorrect or outdated data or by failing to respond to queries. Clients and channels are assumed to be reliable for the scope of this work.

2.2 Definitions: Byzantine Quorum Systems

Mathematically, a quorum system is a set of pairwise intersecting sets:

Definition 1 A quorum system on a set X is a set Q ⊆ 2^X such that

∀Q_1, Q_2 ∈ Q : Q_1 ∩ Q_2 ≠ ∅

A member of Q is known as a quorum.

A data service based on the server set S can be designed as a quorum system as follows: let Q ⊂ 2^S be a quorum system, and let each read and write operation be issued to and performed on some quorum Q of Q. Hereafter we use the term “quorum system” and the label Q to refer both to the mathematical construct as defined above and to a data service based on the construct. This slight overloading is straightforward, and should not result in confusion.

If the set of servers is subject only to crash failures (i.e., unresponsive servers), the intersection property of Q ensures that each read operation has access to the value of the “most recently completed” write operation in some serialization of write operations.

A note on operations and concurrency

A read or write operation is performed by a client on a quorum of servers according to a specification called a protocol. We will present several read and write protocols in this document, all of which share the same basic structure: an operation is initiated when a client issues a corresponding request to the servers in a quorum, and is completed when the steps of the protocol have all been executed.

As indicated above, each read and write operation in a quorum system is performed on multiple servers. As we are assuming an asynchronous environment without concurrency control mechanisms, it is possible for two or more such operations to be concurrent:

Definition 2 Operations op_a and op_b are said to be concurrent if there exists a pair of servers s_1, s_2 ∈ S such that s_1 processes op_a before op_b while server s_2 processes op_b before op_a.

In proving the semantic properties of variables maintained by quorum systems, we must take such concurrency into account; we handle this problem in detail in Chapter 3.

A note on data semantics

To analyze the correctness of our protocols, we will follow the example of [MR98] by using Lamport’s notions of safe, regular, and atomic data semantics [Lam86], adapted to allow for the possibility of concurrent write operations. We give specific technical definitions of these concepts in Chapter 3, but the basic intuitions are as follows:

• safe: A read/write protocol for a variable is considered safe if it ensures that any read operation that is not concurrent with any write operation on the same variable returns the value of the most recent write to that variable.^1

• regular: A protocol is regular if it is safe and ensures that any read operation that is concurrent with one or more write operations on the same variable returns either the value of the most recent write or the value of one of the concurrent writes to that variable.

• atomic: A protocol is atomic if it ensures that all read and write operations on a given variable are serializable, i.e., that they behave as though they were performed sequentially in some order that is compatible with the partial order in which they are actually performed.

Note that under a regular protocol, one read may occur later than another, yet return the value of an earlier write; thus regularity does not imply atomicity.

Our use of these terms may appear to differ from that of [Lam86] in that we treat these properties as belonging to protocols rather than to data objects. This difference is illusory, however; a data object has a given semantic property if and only if the protocol used to access it has that property.

2.2.1 Masking quorum systems If servers may be subject to arbitrary (Byzantine) failures, the minimal intersection guaranteed by a quorum system as defined in Definition 1 is not enough to guarantee data consistency: two quorums might intersect in a single server that returned a faulty response, so that a read operation does not receive the correct up-to-date

1The monotonicity of timestamps at each server ensures that writes are serializable by timestamp; thus we may refer to the write with the highest timestamp as the “most recent” write.

value. For such services, masking quorum systems [MR98] have been proposed. We summarize the definition of these systems here.

During any given read or write operation, a server set that is subject to Byzantine failures may be partitioned into two subsets: those that behave according to their specification throughout the operation, and those that do not. Members of the latter set, which we will usually call F , may fail to respond to requests, or may respond with out-of-date or arbitrary data. We refer to such a set F as a failure configuration.

A masking quorum system is defined in terms of a failure pattern, which is a set B ⊂ 2^S such that ∀B_1, B_2 ∈ B, B_1 ⊄ B_2 In operational terms, the failure pattern defines the set of failure configurations that the system is designed to tolerate. Specifically, the system is expected to behave correctly as long as its failure configuration is contained in some element of B, i.e., if: ∃B ∈ B : F ⊂ B The definition of a masking quorum system is as follows:

Definition 3 A masking quorum system on a server set S and failure pattern B is a quorum system Q ⊆ 2^S such that:

• ∀Q_1, Q_2 ∈ Q, ∀B_1, B_2 ∈ B : (Q_1 ∩ Q_2)\B_1 ⊈ B_2 • ∀B ∈ B, ∃Q ∈ Q : B ∩ Q = ∅ If the set F of faulty servers during any given operation is contained in some element of B, and all read and write operations are performed on elements of Q, then the two bullets above ensure that:

• the intersection of any pair of quorums (e.g., a read quorum and the previous write quorum) contains a set of nonfaulty servers whose response, if unanimous, can be identified as correct.

• at least one quorum is always available even if faulty servers are nonresponsive.

In this work we will be concerned primarily with a family of masking quorum systems called b-masking quorum systems, defined below. Here and for the remainder of this dissertation, we will use the notation #(X) to denote the size of a set X.

Definition 4 A b-masking quorum system on a server set S is any masking quorum system defined on the failure pattern

B = {B ⊂ 2^S : #(B) = b}

This failure pattern encodes the assumption that all server faults are contained within some set of size b, i.e., that there are no more than b faults in the system during a given operation. (This is the standard “threshold” assumption common to many techniques for Byzantine fault tolerance.) In such systems, the requirement that

∀Q_1, Q_2 ∈ Q, ∀B_1, B_2 ∈ B : (Q_1 ∩ Q_2)\B_1 ⊈ B_2

means simply that the minimum intersection size between quorums is 2b + 1 servers.

A b-masking quorum system of particular interest to this work is the Uniform quorum system [MR98],^2 whose definition is elegantly parameterized in terms of b:

Definition 5 The Uniform quorum system for a server set S (#(S) = n) with threshold b (n ≥ 4b + 1) is the set Q, where Q = {Q ⊂ S : #(Q) = ⌈ n + 2b + 1 2 ⌉} It is easily seen that this definition satisfies Definition 3. For simplicity in our discussions, we will assume hereafter that n is odd, so that we may eliminate the ceiling operator ⌈⌉ from our formulae and calculations.

Read and write protocols

The basic read and write protocols for masking quorum systems, as originally proposed in [MR98], consist of the following steps:

Write: For a client to write value v to variable V , it performs the following steps:

1. For some Q ∈ Q and B ∈ B, query all servers in the set Q \ B to obtain the set A of images of V at those servers.^3

2. Select a new timestamp t greater than the largest timestamp appearing in any element of A and greater than any timestamp previously chosen by the client. (To avoid timestamp collisions, every client c chooses its timestamps from a unique set T_c, where c ≠ c^′ ⇒ T_c ∩ T_c′ = ∅.)

3. Send each server in some quorum Q^′ a write request containing an identifier for V and the new image ⟨v, t⟩.

A server that receives such a write request performs the update if and only if the timestamp of new image is greater than the timestamp of the current image of V . The timestamp of V at any correct server is therefore monotonically nondecreasing.

2In [MR98], this type of system was called a threshold quorum system; the name was changed for clarity in [AMPR00].

3Note that such a set necessarily intersects all quorums in at least one correct server.

Read: For a client to read variable V , it performs the following steps:

1. Query all servers in some quorum Q to obtain the set A of images of V at those servers.

2. Determine the set A^′ ⊆ A of images that are vouched for according to the definition below.

3. Select the member of A^′ with the highest timestamp, and return the corresponding value. If A^′ is empty, return ⊥ (a null value).

Definition 6 A set B^+ of servers is called a voucher set for failure pattern B if ∀B ∈ B : B^+ ⊈ B An image is vouched for during a variable read if it is returned by all members of some voucher set. A value is vouched for if it appears in an image that is vouched for.

Essentially, a voucher set is any set of servers that cannot all be faulty. If a voucher set agrees on an image, that image is not fabricated, though it may be out-of-date.

Example: For a b-masking quorum system, a voucher set is any set of b + 1 or more servers.

Remark: In our discussions of various protocols, we will sometimes refer to the voucher set for a successful read operation; by this we mean the voucher set containing all servers that return the image accepted by the read.

The read/write protocol above has safe semantics (Section 2.2). As it does not specify the behavior of read operations that are concurrent with writes, however, safeness is a relatively weak semantic property. For systems that have access to reliable third-party authentication protocols, stronger properties can be implemented by means of dissemination quorum systems [MR98].

2.2.2 Dissemination quorum systems Like masking quorum systems, dissemination quorum systems are defined in terms of a failure pattern B. They are very similar to masking quorum systems in structure as well, except that the intersection between each pair of quorums only needs to contain at least one correct server:

Definition 7 A dissemination quorum system on a server set S and failure pattern B is a set Q ⊆ 2^S such that: • ∀Q_1, Q_2 ∈ Q, ∀B ∈ B : Q_1 ∩ Q_2 ⊈ B • ∀B ∈ B, ∃Q ∈ Q : B ∩ Q = ∅ Again, the following special case is worth separate mention:

Definition 8 A Uniform dissemination quorum system on a server set S and failure pattern B = {B ⊂ S : #(B) = b} is the set: Q = {Q ⊂ S : #(Q) = ⌈ n + b + 1 2 ⌉} The smaller intersection property of dissemination quorum systems is sufficient because of the existence of authentication protocols: if every variable image written to a server is verifiable by means of, say, a digital signature, then even a Byzantine server cannot convincingly forge data; it must serve either correct or out-of-date data if it responds at all. Thus a read operation can accept the highesttimestamped response it receives as being both correct and up-to-date.

The read and write protocols originally proposed for dissemination quorum systems are almost identical to those for masking quorum systems, except that a value is vouched for even if it is returned by only a single server. The resulting protocol still provides safe semantics, with the additional property that a read that is concurrent with one or more writes returns either the value of the most recently completed write or one of the values being written; in other words, it has regular semantics (Section 2.2).

In [MR98], the protocol for dissemination quorum systems was upgraded to one with atomic semantics (Section 2.2) by the simple expedient of adding a fourth step to the end of each read operation:

4. Write the accepted image ⟨v, t⟩ back to a quorum of servers.

This final step ensures that a read that follows another read does not return an earlier value, even if both are concurrent with the same set of write operations.

Unfortunately, the type of authentication needed for dissemination quorum systems requires every client to be able to authenticate every other client, e.g., by means of public keys. Such a scheme may be impractical for systems with large numbers of clients, as it would require every client to keep track of a long and perhaps frequently changing list of keys. In the next chapter we study the problem of atomic semantics for non-authenticated masking quorum systems.

Chapter 3

On Atomic Semantics for Masking Quorum Systems

3.1 Introduction

As indicated in the previous chapter, an important limitation of masking quorum systems as originally proposed is the lack of an atomic read and write protocol for such systems. Although Malkhi and Reiter have shown how this problem can be solved for dissemination quorum systems by adding a simple writeback command to the end of the read protocol [Ph98], the implementation of atomic reads and writes for masking quorum systems has remained an open problem.

As the primary result of this chapter, we generalize the atomicity result of [Ph98] by proving that the writeback mechanism in fact reduces the problem of atomic variable semantics for masking quorum system variables to the simpler problem of regular semantics. Our result provides a “recipe” for atomic semantics in masking quorum systems without such cryptographic authentication tools; any solution to the problem of regular semantics for such systems can be upgraded to an atomic solution by simply adding a writeback step to the end of the read protocol. In fact, the correctness of the atomic protocol of [Ph98] can be viewed as a corollary of our result, as the cryptographic framework of dissemination quorum systems (sans writeback) enforces regular semantics.

In proving this result, we introduce the application of the calculational proof style [DS90, GS95, Rao95] to quorum systems. Although such proofs are often more difficult to read than prose proofs, they have two distinct advantages. First, they are readily verifiable, as the steps are neatly laid out and justified. Secondly, they are accessible to the general computer scientist who may not have the area-specific knowledge necessary to follow intuitive leaps.

As a follow-up to the result described, we present a read/write protocol that provides what we call pseudo-regular semantics (regular semantics with a possibility of aborted operations) for masking quorum systems without resorting to authentication protocols. We then show that this protocol can be combined with the writeback mechanism to provide pseudo-atomic semantics (analogously defined) for such systems.

Finally, we prove the slightly startling fact that there is a very simple set of characteristics, shared by the non-dissemination protocols we have studied thus far, that makes regularity incompatible with liveness in an asynchronous environment without concurrency control. Some form of pseudo-atomic semantics are thus the most that can be implemented by such protocols in such an environment.

3.1.1 Related work The concepts of safe, regular and atomic were presented in [Lam86] as semantic properties of hardware registers. In that paper, Lamport also gave several algorithms for constructing stronger registers from weaker ones, including one for constructing an atomic single-reader register from regular registers (which could in turn be constructed from safe registers). The problem of constructing a multi-reader atomic register was left open, but has since been solved by various researchers including [KKV87, SAG94].

These algorithms are designed in the specific context of hardware registers, and are unsuitable for large-scale distributed data services in two ways. First, they require an a priori limit on the number of users that may access a particular data element at any given time. Second, they are polynomial in this number, leading to undesirably expensive operations.

Fortunately, although these limitations are inescapable in the context of hardware registers (the solution presented in [SAG94] is asymptotically optimal), we are able to avoid them in our application by means of the convenient abstraction of unbounded timestamps. Using this mechanism, we are able to simply strengthen the read/write protocols for quorum system variables so as to provide pseudo-atomicity directly.

3.2 Definitions: TS-Variables and Data Semantics

3.2.1 Formalizing masking quorum system variables: TS-variables In order to reason formally about Byzantine quorum system variables as a class, we need an abstraction that defines the important features of such variables independently of operational details. To this end, in this section we introduce the concept of TS-variables. We begin by defining the more general concept of “timestamped variables” as well as a number of useful functions on such variables:

Definition 9 A timestamped variable is a variable of any type whose value is read and updated in conjunction with an associated timestamp, where timestamps are drawn from some unbounded totally ordered set T .

Let RW be a set of read and write operations on some timestamped variable with a given read/write protocol and a domain set D; let R ⊂ RW be the set of reads, and let W ⊂ RW be the set of writes. Then the following function definitions hold (R and B represent the set of reals and the set of booleans, respectively):

value : RW → D: For op ∈ RW , if op is a read, then value(op) is the value returned by the read; if op is a write, then value(op) is the value written.

ts : RW → T : For op ∈ RW , if op is a read, then ts(op) is the timestamp of the value returned by the read; if op is a write, then ts(op) is the timestamp assigned to the value written.

readsfrom: R × W → B: for r ∈ R, w ∈ W , readsfrom(r, w) ≡ true iff r reads the result of write w. For timestamped variables, we define this to be equivalent to: readsfrom(r, w) ≡ value(r) = value(w) ∧ ts(r) = ts(w) For the purposes of the next two functions, we postulate a global “clock” (e.g., the age of the universe in milliseconds) that provides an absolute timescale for system events. As the systems we discuss are asynchronous, individual processes do not have access to global clock values or to these functions, which are used only for reasoning purposes.

start : RW → R: The start time of the operation in global time.

end : RW → R: The end time of the operation in global time.

The purpose of these functions is to give us a convenient shorthand for reasoning about the possibility of concurrency between operations as defined in Chapter 2, without being specific about the actual (nondeterministic, in an asynchronous environment) order in which servers process requests. Essentially, if end(op1) < start(op2) ∨ end(op2) < start(op1) then op2 is not concurrent with op1, whereas if start(op2) ≤ end(op1) ∧ start(op1) ≤ end(op2) such concurrency may exist and thus needs to be resolved in any proposed serialization of op1 and op2. For simplicity, we will therefore treat the latter expression as our definition of concurrency hereafter.

In keeping with their hypothetical meaning, we stipulate that the start and end functions meet the following restriction: ∀op ∈ RW : start(op) < end(op) TS-variables

Ignoring issues of type and address, we consider a variable to be defined by the specification of the operations that may be performed on it, including at least read and write.^1 We refer to such a specification as a variable protocol. Read and write activity on a variable is described in terms of a run of its protocol:

Definition 10 A run of a variable V is a set of operations on V , all of which meet the specification of V ’s protocol. We call a run RW complete if, for all read operations r ∈ RW , there exists a write operation w ∈ RW such that readsfrom(r, w).

In this chapter we will continue to use the label RW to represent a variable run; subscripts will be used to distinguish between runs when the context is not otherwise clear. The projection of a run RW onto its read operations will be denoted R; the corresponding projection onto write operations will be denoted W .

Although some researchers use the terms “run” and “execution” interchangeably, in this work we find it useful to follow the example of [Lam86], which gives them distinct technical meanings. Specifically, an execution associates a run with a precedence relation on the operations of that run, i.e.:

Definition 11 An execution of a variable v is a pair ⟨RW, ⟩, where RW is a run of v and is a precedence relation (irreflexive partial order) on the operations in RW .

We now define two specific types of execution that are of special importance to this work:

1We do not concern ourselves with read-only variables in the context of this work.

Definition 12 An execution ⟨RW, ⟩ is said to be real-time consistent if ∀op1, op2 ∈ RW : end(op1) < start(op2) ⇒ op1 op2 Definition 13 An execution ⟨RW, ⟩ is said to be write-ordered if it satisfies the following:

1. ∀w_i, w_j ∈ W : w_i ≠ w_j : w_i w_j ∨ w_j w_i 2. ⟨W, ⟩ is real-time consistent.

In other words, (1) in a write-ordered execution, the write operations are totally ordered by , and (2) the order is consistent with the partial order of write operations in real time.

Definition 14 For all runs RW of a timestamped variable v, the relation^{ts} is defined by: 1. ∀op ∈ RW, ∀w ∈ W : op^{ts} w ≡ ts(op) < ts(w) 2. ∀w ∈ W, ∀r ∈ R : w^{ts} r ≡ ts(w) ≤ ts(r) 3. ∀r_a, r_b ∈ R : r_a^{ts} r_b ≡ ts(r_a) < ts(r_b) It is easy to see that^{ts} is irreflexive, antisymmetric and transitive. It is therefore an irreflexive partial order. (Note that operations with identical timestamps are not necessarily ordered by^{ts}.)

We now define TS-variables as follows:

Definition 15 A TS-variable is a timestamped variable v such that, for all complete runs RW of v, ⟨RW,^{ts}⟩ is write-ordered.

Note that Definitions 14 and 15 imply that writes are uniquely identified by timestamp; thus for any given read, there is at most one write with the same timestamp. We can therefore make the following observation, which provides a simplified form of the definition of readsfrom() for TS-variables: Observation 1 For any read operation r and write operation w of a complete TSvariable run, readsfrom (r, w) ≡ ts(r) = ts(w)

3.2.2 Formalizing data semantics for TS-variables We now define what it means for a write-ordered execution to be safe, regular or atomic. The definitions of safe and regular are based on the following concept, adapted from [Lam86]:^2

Definition 16 For a write-ordered execution ⟨RW, ⟩, let w_0, w_1, . . . be the ordered list of write operations from RW as defined by . Furthermore, for a given read operation r, let i be the index of the last write that precedes r, i.e., i = max{k : end(w_k) < start(r)}. Then we say that r sees W^′ ⊆ W , where: W^′ = {w_i} ∪ {w_k : start(r) ≤ end(w_k) ∧ start(w_k) ≤ end(r)} We express this relationship in predicate form as sees(r, W^′, ).

The definition of the predicate sees is based on the idea that once a write to a variable has completed, previous values of that variable should not be read. Thus the values that a read sees are those that might be legitimately returned by that read, i.e., the value of the most recently completed write w_i and the values of any concurrent writes. The fact that ⟨RW, ⟩ is write-ordered implies that all writes seen by r fall within a well-defined range:

Observation 2 For a given read r, let i be defined as in Definition 16, and let j = max{k : start(w_k) < end(r)}. Then:^3 sees(r, W^′, ) ⇒ ⟨∀w_k ∈ W^′ : i ≤ k ≤ j⟩

We now define a safe execution as follows, continuing to use w_i to denote the i^{th} write in the order defined by :

Definition 17 An execution ⟨RW, ⟩ is safe if:

• it is write-ordered, and • sees(r, {w_i}, ) ⇒ readsfrom(r, w_i) 2[Lam86] defined this concept for a single-writer register, whose write operations are thus necessarily serial. We relax this requirement, defining our version of “sees” in terms of serializable, rather than serial, writes. Thus our definition can be applied to variables with multiple writers.

3Note that the reverse is not true. It is possible for a write to fall within the given range without being seen if the “invisible” write occurs after read r, but concurrently with wj .

In other words, an execution is safe if any read that sees only one write returns the value of that write. In operational terms, a read that is concurrent with no writes returns the result of the “most recent” write according to the serialization defined by the write-ordering.

A regular execution is defined as follows:

Definition 18 An execution ⟨RW, ⟩ is regular if:

• it is write-ordered, and • ∀r ∈ R : sees(r, W^′, ) ⇒ ⟨∃w : w ∈ W^′ : readsfrom(r, w)⟩ In other words, a write-ordered execution is regular if every read returns some value that it sees. Note that a regular execution is necessarily safe.

For TS-variables, this definition has a useful consequence:

Lemma 1 Let ⟨RW,^{ts}⟩ be regular. Then ∀r ∈ R, ∀w ∈ W : end(w) < start(r) ⇒ ts(w) ≤ ts(r) The proof of this lemma consists of showing that any arbitrary write that precedes a given read has a timestamp less than or equal to that of the read. Let r be an arbitrary read, let w_i be the i^{th} write in the total order imposed by^{ts} for some arbitrary i, let W^′ be the set of writes such that sees(r, W^′,^{ts}), and let w_j be the write such that readsfrom(r, w_j ). Then: end(w_i) < start(r) ⇒ {definition of max, write-ordering of TS-variables} i ≤ max{k : end(w_k) < start(r)} ≡ {Definition 13, Observation 2} i ≤ min{k : w_k ∈ W^′} ⇒ {j ∈ W^′, Observation 2} i ≤ j ⇒ {write-ordering of TS-variables} ts(w_i) ≤ ts(w_j ) ⇒ {definition of ts() for reads} ts(w_i) ≤ ts(r)

Finally, we define an atomic execution as an execution that behaves as though the operations were totally ordered in a real-time consistent way, that is:

Definition 19 An execution ⟨RW, ⟩ is atomic if:

• is a total order on RW , • ∀r ∈ R, readsfrom(r, w_i) ⇒ i = max{k : w_k r}, and • ⟨RW, ⟩ is real-time consistent.

Note that the second and third bullets of the definition above imply that any atomic execution is also regular, while the reverse is not necessarily true.

We now define what it means for a variable to be safe, regular or atomic.

Definition 20 A variable protocol is safe (regular, atomic) with respect to a precedence relation if, for all complete runs RW of the protocol, the execution ⟨RW, ⟩ is safe (regular, atomic). A protocol is safe (regular, atomic) if it is safe (regular, atomic) with respect to some precedence relation. A variable is safe (regular, atomic) if its protocol is safe (regular, atomic).

3.3 Reducing the Atomic Semantics Problem

In this section we show how to construct an atomic TS-variable v_{atom} given a regular TS-variable v_{reg}. We accomplish this by means of the following steps:

1. Add a new operation to the protocol for v_{reg}, specify the operations of v_{atom} in terms of this expanded regular protocol, and show that the resulting v_{atom} is a TS-variable.

2. Define a total order^{ts′} on operations of v_{atom} that extends^{ts}, i.e., op_a^{ts} op_b ⇒ op_a^{ts′} op_b 3. Use Definition 20 to prove that v_{atom} is atomic with respect to^{ts′}.

3.3.1 Defining the atomic protocol Let v_{reg} be a regular TS-variable. We expand the protocol of v_{reg} by defining a third operation in addition to read and write: writeback. The writeback operation is similar to the write operation of v_{reg} except that whereas write operations calculate their own timestamps, a writeback takes its timestamp as an argument; thus writebacks are not necessarily ordered by^{ts}. We stipulate, however, that all runs RW_{exp} of the expanded protocol continue to satisfy Lemma 1, as well as the following additional property:

Property 1 For all read operations r, write operations w and writeback operations b in RW_{exp}, • end(b) < start(r) ⇒ ts(b) ≤ ts(r) • end(b) < start(w) ⇒ ts(b) < ts(w) (In masking quorum systems, as in dissemination quorum systems, both Lemma 1 and Property 1 are implemented by having a write/writeback perform a null operation at any server whose current timestamp for the variable is higher than that of the write/writeback; thus monotonicity of timestamps is enforced at each server.)

We now define our proposed atomic variable protocol v_{atom} as follows, where read_{reg} and write_{reg} are the read and write protocols of v_{reg}, and val, ts are the value and timestamp respectively of the read_{reg} operation: Write_{atom}: write_{reg} Read_{atom}: read_{reg}; writeback(val, ts) In other words, a write operation of v_{atom} consists of a single write operation of v_{reg}, while a read operation of v_{atom} consists of a read operation of v_{reg} followed by a writeback of the resulting value and timestamp. The timestamp of each Read_{atom} or Write_{atom} operation is identical to the timestamp of the underlying read_{reg} or write_{reg} operation. Because each write operation of v_{atom} consists exactly of one write operation of v_{reg}, it follows that v_{atom} is also a TS-variable. (For clarity, we will hereafter follow the convention that operations of v_{atom} are represented in boldface, while operations of v_{reg} are represented in italics.)

3.3.2 A total order over operations on v_{atom} In preparation for proving v_{atom} atomic, we specify a precedence relation that totally orders all runs RW_{atom} of v_{atom}. The^{ts} relation that we have already defined is not sufficient, as it does not order read operations that share the same timestamp. We therefore propose to define an extension^{ts′} of^{ts} using the following additional function of type O, where O is some totally ordered set:

gtf:^4 RW → O: An arbitrary function with the following three properties: • Sequentiality: ∀op_a, op_b ∈ RW : end(op_a) < start(op_b) ⇒ gtf (op_a) < gtf (op_b). • Uniqueness: ∀op_a, op_b ∈ RW : gtf (op_a) = gtf (op_b) ≡ op_a = op_b. • Read Promotion: ∀r ∈ R, w ∈ W : start(w) ≤ end(r) ≡ gtf (w) < gtf (r) 4“gtf” stands for “global time function”.

(An example of such a function is a mapping from op ∈ RW to the pair (time(op), id), where id is a unique, real-valued operation identifier whose first bit is 1 for a read or 0 for a write, and time(op) = end(op) for op ∈ R and time(op) = start(op) for op ∈ W .) The purpose of function gtf is to act as a supplement to timestamps when we define a serialization of the operations. Sequentiality ensures that the order imposed by gtf is compatible with the partial order of the operations in real-time, Uniqueness ensures that the function can act as a “tie-breaker” for operations with the same timestamp, and Read Promotion ensures that any given read operation has a higher gtf than any write that might affect it.^5

We now define^{ts′} as follows:

Definition 21 For any given run RW_{atom} of v_{atom}, ∀op_a, op_b ∈ RW_{atom} : op_a^{ts′} op_b ≡ ts(op_a) < ts(op_b) ∨ (ts(op_a) = ts(op_b) ∧ gtf (op_a) < gtf (op_b)) In other words,^{ts′} is the lexicographic ordering on the pair (ts(op), gtf (op)). It is therefore a total order by virtue of the Uniqueness property of gtf and the fact that ts and gtf have totally ordered codomains.

As a consequence of this definition, we have the following lemma and corollary, which allow us to use Definition 19 to prove atomicity: Lemma 2 ∀op_a, op_b ∈ RW_{atom} : op_a^{ts} op_b ⇒ op_a^{ts′} op_b. Proof: If op_a is a read or op_b is a write, the property follows immediately from Definitions 14 and 21. Otherwise (op_a is a write and op_b is a read) it follows from these two definitions and the Read Promotion property of gtf.

Corollary 1 All executions ⟨RW_{atom},^{ts′}⟩ of v_{atom} are write-ordered.

Proof: Write operations of v_{atom} have unique timestamps by virtue of the fact that v_{reg} is a TS-variable. Thus, by Definition 21 and Lemma 2, we have:

∀w_i, w_j ∈ W_{atom} : w_i^{ts′} w_j ≡ w_i^{ts} w_j

Therefore, since ⟨RW_{atom},^{ts}⟩ is write-ordered (again by virtue of the fact that v_{atom} is a TS-variable), it follows that ⟨RW_{atom},^{ts′}⟩ is also write-ordered.

5In fact, these properties are sufficient to allow us to define a total order strictly in terms of gtf . However, gtf alone does not specify the behavior of timestamps, and so does not allow us to reason directly about the behavior of reads via the readsfrom function. We will therefore use gtf as indicated above.

3.3.3 Proving v_{atom} atomic Our remaining goal is to prove that ⟨RW_{atom},^{ts′}⟩ is atomic for all runs RW_{atom} of v_{atom}, thus proving that v_{atom} is an atomic variable:

Theorem 1 For all runs RW_{atom} of v_{atom}, the execution ⟨RW_{atom},^{ts′}⟩ is atomic.

As we have already shown that^{ts′} write-orders RW_{atom}, our remaining obligations are to prove: • ∀r ∈ R_{atom}, readsfrom(r, w_i) ⇒ i = max{k : w_k^{ts′} r},^6 and • ⟨RW,^{ts′}⟩ is real-time consistent. Proof that ∀r ∈ R_{atom}, readsfrom(r, w_i) ⇒ i = max{k : w_k^{ts′} r}: readsfrom(r, w_i) ≡ {Observation 1} ts(w_i) = ts(r) ≡ {write-ordering} ts(w_i) = ts(r) ∧ ∀{k : k < i : w_k^{ts′} w_i} ≡ {definition of^{ts′}} ts(w_i) = ts(r) ∧ ∀{k : k < i : ts(w_k) ≤ ts(w_i)} ≡ {Definition 13} ts(w_i) = ts(r) ∧ ∀{k : k < i : ts(w_k) < ts(w_i)} ≡ {definition of max, definition of ≤} i = max{k : ts(w_k) ≤ ts(r)} ⇒ {Lemma 2 , definition of^{ts′}} i = max{k : w_k^{ts′} r} □

Proof that ⟨RW,^{ts′}⟩ is real-time consistent: Our obligation is to prove that: ∀op_a, op_b ∈ RW_{atom} : end(op_a) < start(op_b) ⇒ op_a^{ts′} op_b We prove this separately for each of the four possible cases: two writes, a write followed by a read, a read followed by a write, and two reads. For simplicity, we will use the convention that r and w (with possible subscripts) refer to operations

6According to the convention we adopted earlier, Ratom is the set of read operations from RWatom.

of RW_{atom}, while r, w, and b denote the corresponding read, write and writeback operations of the expanded regular protocol:

Case 1: two writes end(w_i) < start(w_j) ≡ {definition of v_{atom}} end(w_i) < start(w_j) ⇒ {write-ordering of TS-variables} w_i^{ts} w_j ≡ {definition of v_{atom}}

w_i^{ts} w_j ⇒ {Lemma 2}

w_i^{ts′} w_j

Case 2: write, then read end(w) < start(r) ≡ {definition of v_{atom}} end(w) < start(r) ⇒ {Lemma 1} ts(w) ≤ ts(r) ≡ {definition of^{ts}} w^{ts} r ≡ {definition of v_{atom}}

w^{ts} r ⇒ {Lemma 2}

w^{ts′} r

Case 3: read, then write end(r) < start(w) ≡ {definition of v_{atom}} end(b) < start(w) ⇒ {Property 1 of writeback} ts(b) < ts(w) ⇒ {definition of v_{atom}} ts(r) < ts(w) ≡ {definition of^{ts}} r^{ts} w

≡ {definition of v_{atom}}

r^{ts} w ⇒ {Lemma 2}

r^{ts′} w

Case 4: two reads end(r_a) < start(r_b) ≡ {Sequentiality property of gtf } end(r_a) < start(r_b) ∧ gtf (r_a ) < gtf (r_b ) ≡ {definition of v_{atom}}

end(b_a) < start(r_b) ∧ gtf (r_a ) < gtf (r_b ) ⇒ {Property 1 of writeback} ts(b_a) ≤ ts(r_b) ∧ gtf (r_a ) < gtf (r_b ) ≡ {definition of v_{atom}}

ts(r_a) ≤ ts(r_b) ∧ gtf (r_a ) < gtf (r_b ) ≡ {definition of v_{atom}}

ts(r_a) ≤ ts(r_b) ∧ gtf (r_a ) < gtf (r_b ) ≡ {definition of ts^′()}

r_a^{ts′} r_b

This completes the proof of the theorem. □

Thus we have reduced the open problem of atomic semantics for TS-variables, including those implemented by masking quorum systems, to that of regular semantics. Although the problem of regular semantics for masking quorum systems also remains open, it is less difficult in that all atomic protocols are also regular (a direct implication of Definition 19). In the next section we present a non-cryptographic regular protocol for systems that can tolerate occasional aborted reads.

3.4 Implementing Pseudo-Regular Semantics

We improve the semantics of masking quorum systems as defined in [MR98] (see Section 2.2.1) to pseudo-regular by enhancing the read protocol so that read operations abort when no seen value is vouched for. (Note that our protocol need not – and does not – always abort when a read is concurrent with a write.)

Read: For a client to read the current value of a variable V , it queries each server in some quorum Q to obtain the set A of images of V , i.e., A = {v_u, t_u}_{u∈Q}. Of the images that are vouched for, it selects the image ⟨v, t⟩ with the highest timestamp t. If there is no such image, or if ⟨v, t⟩ is countermanded as defined below, it sets v to ⊥ (i.e., it aborts).

Definition 22 A variable image ⟨v, t⟩ is countermanded for a given read if all members of some voucher set return images with timestamps greater than t. A variable value v is countermanded if all the vouched-for images in which it appears are countermanded.

This protocol provides pseudo-regular semantics by virtue of the fact that any value that is vouched for but not seen is countermanded. The full statement and proof of the theorem follow:

Theorem 2 For all runs RW consisting of non-aborted operations of the above protocol, ⟨RW,^{ts}⟩ is regular.

Proof:^7 Let W^′ ⊂ W be the set such that sees(r, W^′,^{ts}) is true for read r. Because r did not abort, there exists some w_x such that readsfrom(r, w_x). As it is not possible for an image to be vouched for before the write that writes it begins, we have start(w_x) ≤ end(r). Now, let i = max{k : end(w_k) < start(r)}. By the safeness of the protocol and the monotonicity of image timestamps, the values of all w_k such that k < i are countermanded in all reads that follow w_i, therefore x ≥ i, i.e.: x = max{k : end(w_k) < start(r)} ∨ end(w_x) ≥ start(r) By Boolean algebra, this and the result of our first paragraph imply: x = max{k : end(w_k) < start(r)} ∨ (start(w_x) ≤ end(r) ∧ end(w_x) ≥ start(r)) Therefore, by Definition 16, w_x ∈ W^′. The monotonicity of timestamps ensures write-ordering, so Definition 18 is satisfied.□

Corollary 2 There exists a pseudo-atomic protocol for masking quorum systems.

Proof: The protocol is constructed from the pseudo-regular one as described in Section 3.3, except that read operations aborted in the regular protocol are also aborted in the atomic one. □

7Because this proof is based on inspection of the protocol rather than on formal definitions and lemmata, we do not employ the calculational proof style in this case.

3.5 On the Necessity of Aborted Operations

In the previous section, we have shown how to implement pseudo-atomic semantics in an asynchronous system in which little or no concurrency control has been established. Specifically:

• Any client may send a write request to a quorum of servers at any time, using its choice of timestamp; i.e., writes are always enabled.

• No additional ordering or scheduling is imposed on read and write requests.

• Read and write requests are processed by servers in the order received, where “processing” a write request with a sufficiently high timestamp changes the state of the variable image at the server.

We describe such a system in the ensuing arguments as a nonrestricted system.

All the quorum system protocols that we have studied here, including the pseudoatomic protocol, share the following characteristics:

1. Each server maintains a single version of the variable image at any given time.

2. A read returns a non-⊥ value only if some appropriately defined voucher set of servers responds to its query with identical images.

For the remainder of this discussion, we refer to such a protocol as a classic quorum protocol. We then define:

Definition 23 A classic b-masking protocol is a classic quorum protocol whose voucher set is defined as any set of b + 1 or more servers.

In this section, we show that there is no way to implement a classic b-masking protocol that is fully regular^8 in a nonrestricted system. We do this by showing that certain possible server responses to a read query in such a system are unresolvable; i.e., the corresponding operation must either return a possibly faulty value, abort, or retry the query (leaving open the possiblity of non-termination).

We then show that the same is true even if each server maintains a bounded history of the variable images it has received.

8We use the term “fully regular” in this section to emphasize the distinction from pseudo-regular semantics: in a (fully) regular protocol, every read returns some seen value; therefore it terminates successfully rather than aborting or failing to terminate.

3.5.1 Definitions We begin with a number of useful definitions. Let P be a classic quorum protocol, and let r and w be operations under P such that r is a read operation and w is the most recently completed (as determined by timestamp) write operation as of the beginning of r. Let Q_r and Q_w be the quorums on which r and w respectively are performed.

Definition 24 The intersection set for r is the set Q_r ∩ Q_w.

Let F ⊂ Q_r be the set of servers that return faulty responses during read r.

Definition 25 The informed set for r is the set Q_r ∩ Q_w \ F .

Note that if there are no writes concurrent with r, so that no servers in the intersection set have been overwritten since w, then the informed set for r is the voucher set for r. In any case, all servers in the informed set return the results of writes that r sees (Definition 16), and in the worst case these are the only servers that do so. We can therefore observe:

Observation 3 Protocol P is fully regular iff all possible sets of responses to a read by informed sets contain identical responses from at least one voucher set.

3.5.2 Nonliveness of classic b-masking protocols Let Q be a quorum system with classic quorum protocol P defined for a fault threshold b, and let minint be the size of the smallest intersection set for Q. Then the following lemma is a straightforward consequence of the definitions above:

Lemma 3 The smallest possible informed set for a read operation on Q is minint − b.

In such a system, the smallest informed set represents the worst-case scenario for a successful read. Let v be the minimum voucher set size for P.^9 Suppose for a moment that any read operation under P is concurrent with at most k write operations. Then:

Theorem 3 P is fully regular for quorum system Q iff

⌈(minint − b)/(k + 1)⌉ ≥ v

9For example, v = b + 1 for b-masking quorum systems, and v = 1 for b-dissemination quorum systems.

Proof: For an arbitrary read operation r let I_r = {I_0, . . . , I_k} be the partitioning of the informed set such that I_0 contains the servers that return the result of the most recently completed write operation and each I_i contains the servers that return the result of the i^{th} write that is concurrent with r. In a nonrestricted system, any or all of the sets I_i may be nonempty, depending on the order in which concurrent operation requests are received at individual servers. We prove the “if” and “only if” portions of the theorem separately.

If: If ⌈(minint −b)/(k+1)⌉ ≥ v, then for any read r, some I_i ∈ I_r contains a voucher set by the Extended Pigeonhole Principle, which states that at least one member of a partition contains at least the average number of elements for the partition.

Only if: Suppose ⌈(minint − b)/(k + 1)⌉ < v. Let r be a read operation with the smallest possible informed set, and suppose that r is concurrent with exactly k writes. Furthermore, let I_r be an even partition, i.e., a partition in which every set contains either the ceiling or the floor of the average number of elements. I_r does not contain a voucher set, so r is unable to return a seen value. Since this scenario is unpreventable in a system such as that described above, the protocol is not live.□

Lemma 4 P is fully regular in a nonrestricted system^{10} iff its minimum voucher set size v is 1.

Thus, if a quorum system read protocol requires agreement between multiple servers in order to determine a correct result then it is not fully regular in an unrestricted system. Since classic b-masking protocols have this requirement by definition, we have:

Corollary 3 No classic b-masking protocol is fully regular in a nonrestricted system.

It is worth noting that benign quorum systems and dissemination quorum systems, which do not require agreement between multiple servers, are already known to be fully regular for their appropriate failure models (benign, Byzantinelimited-by-authenticated-data respectively).

3.5.3 Non-liveness of classic protocols with bounded history We define a classic b-masking protocol with bounded history as a b-masking protocol with the following characteristics:

10By definition, such a system allows arbitrary values of k

1. Each server maintains a bounded history of its images for a given variable, i.e., a list of the last m images received.

2. A read returns a non-⊥ value only if it receives identical images from at least b + 1 servers, for a specified b > 0.

Even if each server responds to every query with its entire history of m images, it remains possible for a read query to be unresolvable in a nonrestricted system, i.e.:

Lemma 5 No classic b-masking protocol with bounded history is fully regular in a nonrestricted system.

Proof: In a nonrestricted system, any given read operation may be concurrent with an unbounded number of writes. Suppose some read operation r is concurrent with m·s write operations, where m is the size of the bounded history and s is the size of the informed set for r. For 1 ≤ i ≤ s, suppose server S_i receives the first m·i write requests before receiving the request for r. Then the history of S_1 will contain the images of the first m writes, the history of S_2 will contain the images of the next m writes (which displace the first m because the history is bounded), and so forth. In response to its query, r therefore receives m·s different variable images, each from exactly one server. It is therefore unable to resolve the query.□

3.5.4 Generalizing to non-size-based systems In systems where the failure pattern is not defined by size, minimal voucher sets may not have a single well-defined size either. For example, for a masking quorum system on server set S such that the full set B is required to define the set of possible failure configurations, the set V of minimal voucher sets is defined by: V = {B ∪ {s} : B ∈ B, s ∈ S \ B} We define a generalization on classic b-masking protocols, which we will call classic masking protocols as follows:

1. Each server maintains a single version of the variable image at any given time.

2. A read can only return a non-⊥ value if all servers in some member of V respond to its query with identical images.

In this more general case, members of V may vary in size. A slightly looser version of Lemma 4 can be therefore formulated for the more general case.

Lemma 6 A classic masking protocol for a quorum system Q with failure pattern B is fully regular in a nonrestricted system iff every possible informed set under Q, B contains some singleton voucher set.

In most practical systems, this loosening is not likely to be particularly helpful, as it is not clear how to take advantage of it without postulating a trusted subset of servers. However, we include it for the sake of completeness.

3.6 Conclusion

In this chapter we have presented a reduction that allows us to promote a regular Byzantine quorum system protocol to an atomic one. This reduction has the considerable advantage of being based on an entire class of protocols, i.e., those described by our definition of TS-variables, rather than on any specific algorithm. Thus our result can be used both as a recipe for improving the semantics of masking quorum systems and as a formal correctness proof of the atomic protocol for dissemination quorum systems [Ph98]. We have also shown how to construct a pseudo-atomic protocol for masking quorum systems using this reduction. Such a protocol provides the safety properties^{11} of an atomic protocol, though it does not guarantee liveness. While such a protocol is probably not suitable for applications where variables are frequently overwritten, as it may render them often unreadable, it should be of practical value for systems with few writes and a tolerance for occasionally retrying reads. Finally, we have proven that there is a general approach behind these protocols that makes them inherently non-live in an uncontrolledly concurrent asynchronous environment.

11Not to be confused with the “safeness” used in Section 3.4

Chapter 4

Dynamic Quorum Adjustment

4.1 Introduction

In this chapter, we present a method of dynamically raising and lowering the fault tolerance limit of a Uniform masking quorum system in response to estimates of the number of server failures. (For some initial failure detection methods, see Chapter 5.) The goal of this work is to design protocols that allow a quorum system to respond without blocking to the presence or absence of detected faults. This flexibility comes at a cost: tolerating a given maximum number of faults requires more servers in our approach than in a static system. However, with a fixed number of servers, our protocols allow a system to operate in low-threshold mode with smaller quorums than a static approach would require for the same worst-case threshold. A natural way of using a dynamic quorum system is to increase the threshold when faults are detected, and decrease it again when the failures have been dealt with. The threshold could also be raised or lowered based on external evidence that the threat of an attack has increased or decreased, such as information in server logs or new information about the value of the data being stored.

The problem of dynamically adjusting a Uniform masking quorum system is not trivial. The primary difficulty can be illustrated by the following example:

Example: Consider a system consisting of n = 9 replicated servers with quorums consisting of all sets of 6 servers. This configuration ensures that every pair of quorums intersects in 3 servers or more, and can tolerate a threshold b = 1 of Byzantine server failures while still guaranteeing that the majority of every quorum intersection is correct. Now, suppose that some client, detecting a possible failure in the system, wishes to reconfigure the quorum system to raise the resilience threshold to b = 2. This can be accomplished by making every set of 7 servers a quorum, thereby guaranteeing that every pair of new quorums intersect in at least 5 servers, a majority of which are correct. However, if the client informs an old quorum of 6 servers about the new configuration (Figure 4.1), or even a newly adjusted quorum of 7 servers, then there is no guarantee that the intersection with the old quorum will contain a majority of correct servers. As a result, another client, which still uses a quorum of size 6, may obtain conflicting information by a collusion of 2 faulty servers.

Figure 4.1: Byzantine failures in quorum threshold adjustment.

Our methods address this very problem. We show how to expand the safe and pseudo-regular static-threshold read/write protocols presented in the preceding chapters in order to make them dynamically adjustable while preserving the semantics of the static version, despite the use of arbitrarily stale quorum configurations by clients. Our work is the first of which we are aware that provides data replication in the face of a varying resilience threshold in a Byzantine environment, with no reliance on any concurrency control mechanism (e.g., locking).

Our approach makes use of a threshold variable B which is coupled with the ordinary replicated variables that our system maintains, and is designated to maintain the current resilience threshold b. In order to maintain the semantics of the ordinary variables, this threshold variable should be as strong as possible; we therefore implement B with pseudo-atomic semantics. Updates to B are made to announce sets, which are generally larger than ordinary quorums and are guaranteed to be observed by clients who may be using arbitrarily old thresholds. Ordinary variable operations are accordingly modified to take B into account. Maintaining the semantics of variables is complicated by the fact that we allow reads and writes to occur simultaneously with adjustments to B. The challenge is to guarantee sufficient intersection of new quorums with previously written quorums (of unknown thresholds) without accessing too many servers in the normal case.

4.1.1 Related work Our consideration of Byzantine faults makes our work fundamentally different from most prior works on dynamic quorum reconfiguration with benign failures only. In [BHG87, Ch. 8, missing writes protocol] and [Her87, LS97], a quorum system is reconfigured by forming a write quorum in such a way that following readers learn about the reconfiguration in the course of the normal read protocol. Byzantine faults complicate this scheme in that (undetectably) faulty servers might misinform a reader. As discussed earlier, this is especially significant when increasing the resilience threshold, since the reader, which may be using an out-of-date quorum system, could be misled by an insufficient voucher set made up of colluding Byzantine faulty servers.

Quorum adaptation for crash failures is discussed in [BB98]. In their approach, if a server u fails while u is the only server contained in the intersection of two quorums Q_i and Q_j , then the intersection property is maintained by removing u from Q_i and Q_j and by substituting another correct server. Our work differs from [BB98] in two significant ways. First, the fact that we treat Byzantine failures means that we must enable on-the-fly changes not only to the set of quorums, but also to the very intersection property that defines those quorums. Second, our clients (which we assume to be potentially numerous and transient) do not communicate between themselves and cannot inform one another of changes. Our work differs from [BB98, LKD97] as well, in that our protocols can take hints on the possible level of failures in the system in order to adjust the resilience threshold, rather than relying on specific detection of server failures.

Some work in Byzantine agreement considers dynamic threshold changes during the run of the protocol. For example, Bar-Noy et al. [BDDS92] present an optimal-round agreement protocol that lowers its operating threshold midway through the protocol in order to improve efficiency while still maintaining overall the resilience of the original threshold. Our work differs from theirs in that we consider general replicated data rather than agreement protocols, but more fundamentally in that our protocols allow the fault threshold to be raised or lowered as fault-tolerance needs change. In particular, they take a detected fault as a sign that therefore there are fewer remaining faults in the system, while we may take it as a sign that the initial threshold was too optimistic and should be increased.

4.2 Threshold Adjustment: Problem Description

The read/write protocols presented in Chapters 2 and 3 provide several possible levels of variable semantics (safe to pseudo-atomic) for a Uniform masking quorum system with a static resilience threshold. The goal of this work is to extend these protocols so as to allow dynamic adaptations of quorum systems to varying resilience thresholds. The challenge is to maintain the semantics of any replicated variable in the system while dynamically performing such changes, without stopping the normal operation of the system.

To accommodate changes in the threshold setting, we introduce a new replicated variable B that contains the current threshold setting. The variable B can be written with integral values in the range [b_{min}, b_{max}]. The threshold variable has an associated timestamp T_B that follows the same rules as the timestamps of other variables: every update to the variable is stamped with a unique timestamp that is greater than any timestamp used in a previously completed operation.

A client that wishes to change the resilience threshold for the system must first write the up-to-date threshold into B, and then continue performing operations with the new resilience threshold accounted for. Intuitively, a client can update B in much the same way that it updates any other shared variable. There is one significant complication, however: because the threshold is dynamic, different clients may have different memories of its value (and thus of the correct quorum size) depending on how recently they have accessed the quorum system. It is therefore necessary that new threshold values be written to a set of servers whose intersection with all possible quorums (i.e., any set of size^{n+2b+1}_2 for b ∈ [b_{min}, b_{max}]) is sufficiently large to allow a client to determine unambiguously the correct current threshold during any given operation; the client can then continue or restart the operation accordingly. We call a server set with this enhanced intersection property an announce set.

A few issues need to be addressed in order to properly specify the problem of threshold adjustment. First, we need to specify the intersection requirement between the announce set and all ordinary quorums in such a way that threshold adjustments will be noticed by all potential clients. Second, we need to specify read and write protocols for the threshold variable. Third, we need to show how to modify static read/write protocols for ordinary variables to account for threshold adjustments. These will be the topic of discussion in the remainder of this chapter.

Since the system for which we design our protocols has a dynamically changing resilience threshold, a standard threshold constraint, e.g., “the number of faulty servers in the system during any given operation does not exceed b,” does not suffice for our purposes. Rather, in order to guarantee correctness, we need a statement that the dynamically written threshold values are correct. To this end, we adopt the following assumption for the remainder of the chapter.

Assumption 1 Let op be any operation, i.e., a threshold read, threshold write, variable read, or variable write. Let b be the minimum among (i) the value written in the last write to B preceding op (in some serialization of all preceding writes) and (ii) the values written to B in any threshold writes that are concurrent with op. Then, no quorum access issued within op returns more than b faulty responses (i.e., no more than b servers are “currently” faulty).

In practice, Assumption 1 amounts to requiring that the threshold should be changed proactively and at a reasonable rate.

4.3 Threshold Variable Protocol

We wish to design protocols in which the resilience threshold of the underlying quorum system can be dynamically adjusted to any value within some range [b_{min}, b_{max}]. The simplest way to ensure that clients always use the correct threshold is to require clients to read the threshold before any read or write, and to adopt a threshold value only if at least b_{max} + 1 servers in a quorum agree on this threshold and its associated timestamp. By Assumption 1 and the definition of b_{max}, no more than b_{max} responses to any query will be faulty. Therefore, if the announce set for a threshold change intersects every possible quorum in at least 2b_{max} + 1 servers, it follows that the response to any query will include at least b_{max} + 1 notifications of the change. (One advantage of this approach is that clients need not maintain their own copy of the current value of the threshold b. In particular, new clients can join without having to initialize a copy of the threshold.)

In order to accommodate the largest possible range [b_{min}, b_{max}] without adding the complication of a changeable announce set size, we take as announce sets all sets of size n−b_{max}, as this is the largest number of servers guaranteed to be available under any threshold setting. This value will be sufficient provided that the intersection between any quorum and any announce set is of size at least 2b_{max} + 1. That is, we need:

n + 2b_{min} + 1 2 + (n − b_{max}) − n ≥ 2b_{max} + 1 It follows that n ≥ 6b_{max} − 2b_{min} + 1, and thus we need at least 6b_{max} − 2b_{min} + 1 servers to provide a dynamic threshold quorum system whose threshold ranges from b_{min} to b_{max}. We take this as an assumption for the remainder of the chapter:

Assumption 2 n ≥ 6b_{max} − 2b_{min} + 1.

Note that Assumption 2 is a generalization of the 4b + 1 servers required by a static threshold system, i.e., one where b_{min} = b_{max} [MR98].

The protocol for raising or lowering the threshold using an announce set of size n − b_{max} is as follows:

Threshold write: For a client to set B to a new threshold value b, it performs a standard write operation (Section 2.2.1) using an announce set rather than an ordinary quorum.

Threshold read: For a client to read the current threshold value b from B, it performs a pseudo-atomic read (Section 3.4) of B using a quorum size of^{n+2bmin +1}_2 .

4.3.1 Correctness The correctness of the threshold variable follows from the following theorem and subsequent corollary.

Theorem 4 The threshold variable is pseudo-atomic.

Proof: This theorem follows from the fact that a pseudo-atomic protocol is used to maintain the variable and the fact that the minimum intersection size between an announce set and any quorum is 2b_{max} + 1.

Corollary 4 A threshold read that overlaps one or more threshold writes will either abort or return at least the minimum threshold value over those writes and the most recently completed threshold write, i.e., the b described in Assumption 1.

Proof: This follows from the definition of pseudo-atomic.

4.4 Ordinary Variable Protocols Under a Dynamic Thresh- old In a quorum system whose resilience threshold is dynamic, a change to the quorum structure may require some attention to the variables that make use of that threshold. Specifically, an increase in the threshold may compromise the integrity of previously written variables unless some specific corrective action is taken.

Suppose, for example, that the threshold of a system is increased from b to b + 3, so that the quorum size is increased from^{n+2b+1}_2 to^{n+2b+7}_2 . After this operation completes, clients performing read and write operations will learn of the new threshold and perform those operations on quorums of the new size. Unfortunately, values that have been written under the previous threshold will appear only at an old quorum of servers. The intersection between an old quorum and a new one is only guaranteed to be 2b + 4, not the 2b + 7 required for tolerating an additional 3 faults.

More generally, the main difficulty is that if a variable was last written when the threshold was smaller than the current threshold b, then reading from a quorum of size^{n+2b+1}_2 is not sufficient to ensure the existence of an informed set (Section 3.5 of at least b + 1 correct servers. In the worst case, where the write quorum for the most recently completed write was a b_{min} quorum, the intersection between the two quorums may be as small as b+b_{min} +1, in which case the informed set may contain as few as b_{min} + 1 servers, an insufficient number for any protocol to determine a correct answer when b > b_{min}. In order to ensure that this scenario does not occur, it is sometimes necessary to increase the quorum used during a read operation to n+2b+1 2 + b − b_{min}. In order to keep reads as efficient as possible, however, it is preferable to use the larger quorum size only when necessary.

A similar problem occurs when a writer accesses a quorum of servers in order to determine a timestamp for the write. The writer needs to access a quorum that guarantees intersection with the most recently written quorum in at least one correct server. The difficulty is that the latter could have a quorum size that corresponds to an arbitrarily old threshold. If the current threshold b can be determined, then a quorum of size^{n+2b+1}_2 −b_{min} suffices to intersect with any other quorum in at least b+ 1 servers, and hence in at least one correct server. However, if the threshold cannot be determined, which can happen when a write operation overlaps a threshold-write operation, then a (potentially larger) quorum of size^{n+2bmax+1}_2 − b_{min} needs to be accessed in order to determine a correct timestamp for the write operation.

We address these issues in the protocols below. We begin by presenting a modified write protocol that preserves the real-time consistency of the^{ts} ordering for writes (Section 3.2.1) in the presence of threshold adjustments. Next, we present a modification of the original read protocol of [MR98] and prove that it preserves safe semantics with regard to this ordering in spite of threshold adjustments. Finally, we present a similar modification of the more complex pseudo-regular/ pseudo-atomic read protocol presented in Chapter 3, and prove that it also performs correctly under a dynamic threshold.

4.4.1 Write protocol The protocol for writing to a variable V in a dynamic threshold masking quorum system is as follows:

Write: For a client c to write value v to variable V , it performs the following steps:

1. Perform a threshold read using the protocol in Section 4.3 to obtain the current threshold b. If b = ⊥, then use b = b_{max}.

2. Query servers in a quorum Q of size^{n+2b+1}_2 − b_{min} to obtain timestamp t_u from the image of V at each u ∈ Q.

3. Create a new timestamp t as described in the write protocol of Section 2.2.1.

4. Write ⟨v, t⟩ to the image of V at each server u in a quorum of size^{n+2b+1}_2 .

Correctness

The following theorem and corollary imply that a variable implemented with the above write operation is a TS-variable (Section 3.2.1).

Theorem 5 For any execution RW of a protocol whose writes are implemented as above, ⟨W,^{ts}⟩ is real-time consistent.

Proof: We need to prove that for any two write operations w_1, w_2 in RW end(w_1) < start(w_2) ⇒ w_1^{ts} w_2. This follows from the facts that if w_2 uses the threshold b^′, then at most b^′ faulty responses to its query in Step 2 are returned, and that a set of^{n+2b′+1}_2 − b_{min} servers intersects the quorum written in w_1 in b^′ + 1 servers (and thus, by Assumption 1, in at least one correct server).

Corollary 5 ∀w_i, w_j ∈ W : i ≠ j : w_i^{ts} w_j ∨ w_j^{ts} w_i

Proof: As timestamps are drawn from a totally ordered set (Definition 9), it suffices to prove that i ≠ j ⇒ ts(w_i) ≠ ts(w_j ).

Suppose i ≠ j. If w_i and w_j are initiated by different clients, then ts(w_i) ≠ ts(w_j) by the fact that clients draw timestamps from disjoint sets (Section 2.2.1. Otherwise ts(w_i) ≠ ts(w_j) by the theorem above and the fact that operations are serial at clients.

4.4.2 Safe read protocol The safe protocol for reading a variable V using dynamic thresholds is as follows:

Read: For a client to read variable V , it performs the following steps:

1. Perform a threshold read using the protocol in Section 4.3 to obtain current threshold b. If b = ⊥, set b = b_{max}.

2. Query servers in a quorum Q of size^{n+2b+1}_2 to obtain images ⟨v_u, t_u⟩ of V at each u ∈ Q.

3. Of the images returned by at least b_{min} + 1 servers in Q, consider the image ⟨v, t⟩ with the highest timestamp t. If no such pair exists, return ⊥ as the result of the read. If ⟨v, t⟩ appears in b + 1 identical responses, return v as the result of the read.

4. Otherwise (i.e., ⟨v, t⟩ appears at least b_{min} + 1 times but fewer than b + 1), query servers in an additional set C of size b−b_{min}, to obtain the set of images from each u ∈ Q^′, where Q^′ = Q ∪ C contains^{n+2b+1}_2 + b − b_{min} servers.

5. Of the images that appear in at least b + 1 responses from Q^′, select the pair ⟨v^′, t^′⟩ with the highest value of t^′ and return v^′ as the result of the read. If no such pair exists, return ⊥ as the result of the read.

Correctness

The following theorem states the safeness of the protocol formed by combining this read protocol with the write protocol presented previously:

Theorem 6 A read operation that overlaps no write operations to V returns the value of the most recent write to V that precedes this read, according to the^{ts} serialization of the writes.

Proof: Let r be a read operation, and let w be the highest-timestamped write operation preceding r. By Theorem 4, Step 1 of r obtains the most recently written threshold or a concurrently written one; call this threshold b. By Assumption 1, any quorum of responses obtained in r contains at most b faulty responses. As w completed at^{n+2bmin +1}_2 or more servers, its value and timestamp appear in at least b_{min} + 1 of the responses returned in Step 2 of the read protocol. It is then returned in Step 3 if it appeared in b + 1 of the responses from Step 2, or otherwise will be returned in Step 5, since reading from^{n+2b+1}_2 + b − b_{min} (Step 4) intersects any previous write quorum in at least 2b + 1 servers.□

4.4.3 Pseudo-regular/Pseudo-atomic read protocol The first two steps of the pseudo-regular protocol for reading a variable V using dynamic thresholds are the same as for the safe protocol above. The pseudo-regular protocol continues as follows:

Read: For a client to read variable V , it performs the first two steps of the previous protocol, followed by:

3. Of the images returned by at least b_{min} + 1 servers in Q, consider the image ⟨v, t⟩ with the highest timestamp t. If no such pair exists, return ⊥ as the result of the read. If ⟨v, t⟩ appears in b + 1 identical responses and is not countermanded by b_{min} + 1 or more responses, return v as the result of the read.

4. Otherwise (i.e., ⟨v, t⟩ appears at least b_{min} + 1 times but fewer than b + 1, or appears at least b + 1 times but is countermanded at least b_{min} + 1 times), query servers in an additional set C of size b − b_{min}, to obtain images from each u ∈ Q^′, where Q^′ = Q ∪ C contains^{n+2b+1}_2 + b − b_{min} servers.

5. Of the images that appear in at least b + 1 responses from Q^′, select the pair ⟨v^′, t^′⟩ with the highest value of t^′. If no such pair exists, or if it is countermanded by at least b + 1 responses, return ⊥ as the result of the read; otherwise return v.

Correctness

The following theorem states that the protocol formed by combining this read protocol with the write protocol presented previously is pseudo-regular:

Theorem 7 For any read operation r and set W^′ of write operations of the protocol such that sees(r, W^′,^{ts})^1 r returns either ⊥ or value(w) for some w ∈ W^′.

Proof: Let i = min{k : w_k ∈ W^′} By Definition 16, w_i is the highest-timestamped write such that end(w_i) < start(r). Due to Observation 2 and the fact that it is not possible for r to read from a write that does not begin before r ends, it suffices to prove that either r returns ⊥ or readsfrom (r, w_k) for some k ≥ i. By the writeordering of^{ts}, then, the theorem follows from ts(r) ≥ ts(w_i) ∨ value(r) = ⊥, which we prove below.

w_i is performed on at least a minimal quorum; that is, it completes at n+2b_{min}+1 2 or more servers. If Step 4 of the read protocol is executed during r, the number of servers in which the write protocol for w_i intersects Q^′ is: #(writequorum) + #(Q^′) − n ≥_{n+2b} min+1 2 +^{n+2b+1}_2 + b − b_{min} − n =_{2n+2b} min+2b+2 2 + b − bmin − n = 2b + 1

Let b be the threshold optained in step 1 of the read protocol. By Assumption 1, r receives no more than b faulty server responses. Therefore, of the servers in the intersection set, at least b + 1 are correct. By monotonicity of timestamps, these correct servers return values with timestamps at least ts(w_i). If at least b + 1 of these responses agree, the read returns the value agreed upon (whose timestamp is therefore at least ts(w_i)); otherwise it returns ⊥.

The only case in which Step 4 of the read protocol is not executed is if r returns a value in Step 3. By a similar argument to the above, the quorum for w_i intersects Q in at least b_{min} +1 correct servers, whose returned values therefore have timestamps ≥ ts(w_i). If a non-⊥ value is returned, then these server responses did not countermand it; ergo, its timestamp is at least ts(w_i). □

Corollary 6 A pseudo-atomic protocol for a dynamic threshold can be formed by performing a writeback of the accepted value and timestamp (if non-⊥) to a quorum of size Q(b).

1Section 3.2.1.

4.5 Performance and Optimizations

4.5.1 Comparison to static quorums When deploying a system in practice, the maximum anticipated number of failures b_{max} is typically calculated as a function of the total number of servers n, e.g., based on an analysis of the probability of each individual server failing. A disadvantage of the approach in this chapter, as compared to a static quorum system deployment, is that it can accommodate fewer values of b_{max} for a given n: ours requires n ≥ 6b_{max} − 2b_{min} + 1 servers, as opposed to only n ≥ 4b_{max} + 1 in the static case. However, for those configurations of n and b_{max} where our dynamic approach is possible, our approach performs better than a static quorum system in the common case, where there are no Byzantine failures and the system runs with a threshold of (or close to) b_{min}.

More specifically, the measure of efficiency that we consider is quorum size, since this determines the number of servers a client must access in order to perform an operation. Let Q(b) denote the quorum size for a static quorum system with threshold b; e.g., in the Uniform system, Q(b) =^{n+2b+1}_2 . For such systems, our variable read and write operations access quorums of only size Q(b_{min}) while the system runs with a threshold of b_{min} and there are no threshold write operations. This compares favorably to the Q(b_{max})-sized quorums that a static system would use.

That said, when the threshold is raised to some b > b_{min}, penalties can be experienced that exceed the costs of accessing a static system. For example, the threshold write itself accesses n − b_{max} servers; variable read operations may access quorums of size Q(2b − b_{min}); and variable writes may access quorums of size Q(b_{max}) when concurrent with threshold write operations.

In the performance discussion above, we have ignored the number of communication rounds performed by our protocols, and indeed, have not attempted to optimize for it. An obvious direction for optimization is to couple together the threshold reading with the value or timestamp reading at the beginning of variable read or write operations. Such optimizations are straightforward and do not illuminate our methods, so we do not include them in this discussion.

4.6 Conclusion

In this chapter, we have presented protocols for reading and adjusting the Byzantine fault tolerance level of a Uniform masking quorum system while preserving the variable semantics of the underlying protocol.

While the above discussion applies most directly to threshold systems, a similar approach can be used for other types of b-masking quorum systems (see Appendix A.1 for two examples). Thus, the utility of our methods is not limited to the threshold construction.

Chapter 5

Detecting Byzantine Faults in Quorum Systems

5.1 Introduction

As we have discussed, one of the most important defining properties of quorum constructions is that each update to the data is sent to only a subset, or quorum, of the servers. Designs of this type pose new challenges for monitoring the number of faulty servers, since correct servers may hold different versions of the data, and in particular, some correct servers may not hold up-to-date data. Thus, in a read operation, an inconsistent response from a server does not necessarily indicate the server’s failure.

In this chapter, we initiate the study of statistical methods for Byzantine fault detection in systems replicated using quorum methods. Specifically, we address the problem of detecting the presence (and to an extent, the identity) of servers that respond to queries with corrupt or fabricated data. Our techniques are particularly well-suited to size-based Byzantine quorum systems, including Uniform masking quorum systems and Uniform dissemination quorum systems, as well as the probabilistic threshold masking quorum systems of [MRWW98]. We will use Uniform masking quorum systems, which have been the primary focus of this dissertation, as the basis for our examples. Our approach can also be adapted to other types of quorum systems, however; see Appendix A.2. In addition, the methods we describe may shed light on Byzantine failure detection in other settings.

The methods we describe are being implemented as part of the design of a survivable and scalable data store called Fleet [MR99]. Fleet is designed to provide consistent data services in very challenging settings, where servers are dispersed over a large network and may suffer malicious penetration by attackers. Since each Fleet data object is built to tolerate some number b of server failures, it is important that the system be monitored to detect the situation in which the number of failures is approaching b. An advantage of the detection algorithms we describe here is that they interfere minimally with the normal functioning of the system.

Because this is an initial investigation into the statistical monitoring of replicated data, we simplify the problem in a few key ways. First and most restrictively, we perform our analysis in the context of read operations that are concurrent with no write operations, as observing partially completed writes during a read substantially complicates the task of inferring server failures. Second, we assume that clients are correct; distinguishing a faulty server from a server into which a faulty client has written incorrect data raises issues that we do not consider here. Third, we assume that each query is made to a fully responsive quorum; the existence of such a quorum is guaranteed by our definitions, but we regard the problem of locating it as a separate issue from those we treat here. Finally, we restrict our attention to techniques that require only small changes to the existing read and write protocols and that exploit data gathered from a single read only, without aggregating data across multiple reads. (As we will show, a surprising amount of information can be obtained without such aggregation.) Eliminating the need for any or all of these simplifications, particularly the first, is an area for possible future research. (See [MR99] for the workarounds currently used by the Fleet system.)

Our technical approach is as follows: We assume that the underlying system is accessed using quorums designed to mask up to b arbitrary server failures. We set an alarm line b_a < b with the intention of issuing a warning whenever the number of failures exceeds b_a. When a reader obtains responses from a quorum of servers, it observes the size of the voucher set for the read (see “Remark”, Section 2.2.1). Our technique determines the probability that a certain observed size indicates that the actual number of faults f exceeds b_a; an alarm is triggered if this probability is sufficiently high. We further enhance this approach with a generic tagging technique, called a write marker protocol, which tags the quorum to which an update is written, so that it can later be identified by a reader. With the write marker protocol, certain incorrect responses by faulty servers indicate without doubt that they are faulty. We again apply statistical tests to determine when such a set of detected failures indicates an unacceptably high overall failure level. In both cases, we show that if b_a is correctly selected and read operations are frequent, both methods can be expected to issue warnings in a timely fashion, i.e., within a few faulty responses by a sufficient number (less than b) of compromised servers.

Naturally enough, these methods are most effective in detecting Byzantine servers if all such servers do in fact return incorrect data. If this is not the case, i.e., if some faulty servers return correct data in response to any given query, our methods will be correspondingly less accurate. As correct responses do not affect the correct functioning of the system, however, and every incorrect response by a faulty server increases the probability of its being detected, we disregard this possibility for the remainder of our discussion.^1

An attractive feature of our approach to failure detection is that it operates within existing read and write protocols without introducing significant overheads. Furthermore, our approach makes it impossible for faulty servers to return systematically incorrect responses and yet avoid detection by our mechanisms: in response to a read request, a faulty server must either return an incorrect answer (or nothing) and risk detection, or return the correct answer.

5.1.1 Related Work Our work is most directly related to prior work on the diagnosis of faults in multiprocessor systems. Of particular relevance is the general approach introduced in [Mal80, MM81, HC81], in which the faulty or correct status of a processor is determined by comparing its responses to requests with the responses to the same requests produced by other processors. This approach has been extended for effectively diagnosing fully arbitrary faults in distributed systems (e.g., [SR87, BB93]). Like [Mal80, HC81], in which a presumed-correct system performs comparisons to discover faulty processors, this work presumes that the clients, which solicit responses from servers and perform comparisons, behave correctly. However, our work differs from all the previous work of which we are aware in two important ways. First, whereas prior work in fault diagnosis has focused only on identifying faulty processors, we also focus on evaluating a hypothesis on the total number of faulty servers based on a limited probing of the system, i.e., a single quorum access. Second, our work is targeted at a setting in which even correct servers may return inconsistent values to a read query, because updates are sent to only a quorum of servers.

Somewhat more distantly related is work on intrusion detection (e.g., [Amo99]). In host-based intrusion detection, a trusted subsystem on each host monitors events on that host for evidence of known attack patterns or anomalous behavior. Our work differs from host-based intrusion detection in that we presume a faulty server is entirely corrupted; there is no trusted subsystem on that server to monitor and

1A well-informed adversary might thus be able to avoid detection by gaining control of a majority of servers before allowing any of them to respond incorrectly. Again, it is difficult to see how this can be avoided. It remains useful, however, to ensure that an adversary cannot do less without risking detection.

report deviant behavior. A network-based intrusion detection system monitors network traffic on the network segment to which it is connected for evidence of possible attacks or anomalies. In particular, it analyzes each individual packet for anomalous features, such as the presence of certain strings, target ports, and inconsistent or dangerous headers. In contrast, our work utilizes comparisons across multiple server response messages, using enhancements to standard read protocols.

The goal of our work is substantially different from that of various recent works that have adapted failure detectors [CT96] to solve the Consensus problem [FLP85] in distributed systems that can suffer Byzantine failures [MR97, DS97, KMM97]. These works focus on the specification of abstract failure detectors that enable Consensus to be solved. Our goal here is to develop techniques for detecting Byzantine server responses specifically in the context of data replicated using quorum systems, without regard to abstract failure detector specifications or the Consensus problem.

Finally, Lin et al. [LRM98] analyze the process of gradual infection of a system by malicious entities. Their analysis attempts to project when failures exceed certain thresholds by extrapolating from observed failures onto the future, on the basis of certain a priori assumptions about the communication patterns of processes and the infection rate of the system. Our methods do not depend on these assumptions, as they do not address the propagation of failures in the system. Rather, they attempt to measure the current number of failures at any point in time.

5.2 Preliminaries

5.2.1 System Model Our system model is identical to the one we have used throughout this dissertation, except that we adopt the simplifying constraint that reads are not concurrent with writes. This constraint is not intended to be realistic; rather, it gives us a starting point for tackling an extremely difficult problem.

5.2.2 Statistical building blocks The primary goal of this work is to draw conclusions about the number f of faulty servers in the system, specifically whether f exceeds a selected alarm threshold b_a, where 0 ≤ b_a < b, using the responses obtained in the read protocol described in Section 2.2.1. To do this, we make use of a basic statistical technique called hypothesis testing.

Hypothesis testing is based on the slightly counterintuitive concept of testing for a condition by looking for evidence that its opposite is false. More specifically, we formulate the condition to be tested for as an experimental hypothesis H_E (e.g., f > b_a), and formulate its opposite as the complementary null hypothesis H_0 (e.g., f ≤ b_a). We then perform an experiment (observe the value of a random variable) whose probability distribution differs under the two hypotheses, and watch for an outcome that supports H_E while being highly improbable under H_0. (We will discuss the exact meaning of “highly improbable” below.) Such an outcome is considered evidence that H_E is true – in our context, that the number of faults in the system does exceed the alarm threshold b_a.

The most obvious random variable for our purposes would be the number of faulty server responses to a read request. If a quorum were expected to have, say, k faulty servers on average when f ≤ b_a, and we observed considerably more than k faulty responses to some query, we would naturally regard this as evidence that f > b_a. Unfortunately, the number of faults in a read quorum is usually not directly observable (though we come close with our second method; see Section 5.4).

Instead, each of our methods defines a random variable X whose value can be observed during a read operation, and whose probability distribution varies with f. As suggested above, we define H_E and H_0 as f > b_a and f ≤ b_a respectively. We treat the notion of “highly improbable” as a parameter of our detection algorithms by setting a rejection level α, 0 < α < 1. We then define the region of rejection for H_0 as the maximal range of values that:

• are “tail values” (farthest from the mean) of X if H_0 is true, but lie nearer to the mean (are more probable) given H_E, and

• have a combined probability of at most α given H_0.

Any observed value of X that falls into this region of rejection is considered to be evidence that H_0 is false and H_E is true, i.e., that the number of faults in the system exceeds b_a. Note that the rejection level α must be chosen carefully: the higher it is, the greater the chances of false positives (i.e., alarms sent when the fault level remains below b_a), but too low a value increases the chance of false negatives (failure to detect a dangerous fault level before the threshold is exceeded). However, for reasonable values of α, e.g., 0.05, we will show that the former risk can be kept to a reasonable minimum, while the latter can be made essentially negligible.^2 In this discussion we will typically choose alarm line b_a to be strictly less than the maximum assumed number b of failures in the system, as our primary goal is to detect dangerous conditions before the integrity of the data has been compromised.

2Again, assuming faulty servers do in fact return faulty data.

The “safest” value for b_a is 0, but a higher value may be desirable if small numbers of faults are common and countermeasures are expensive.

5.3 Diagnosis Using Voucher Set Sizes

Our first method of fault detection for b-masking quorum systems uses the read and write protocols described in Section 2.2.1 without alteration. As the random variable for our statistical analysis, we use the size of the voucher set for a read operation, i.e., the set of servers that return the image ⟨v, t⟩ accepted by the client in the read operation. The size of the voucher set can be as small as b + 1 if f = b, and may be as large as the read quorum if the read quorum is the same as the quorum used in the last completed write operation and contains no faulty servers.

Suppose that a read operation is performed on the system, and that the size of the voucher set for that read operation is x. We would like to determine whether this evidence supports the hypothesis that the number of faults f in the system exceeds some value b_a, where b_a < b. If for all failure configurations F where #(F ) ≤ b_a, the probability of observing a voucher set of size x is at most the rejection level α, then this suggests that the null hypothesis f ≤ b_a is false. That is, the region of rejection for the null hypothesis is defined as x ≤ highreject where highreject is the maximum value such that

highreject ∑ x=b+1 P (#((Q_1 ∩ Q_2) \ F ) = x) ≤ α (5.1)

for all F such that #(F ) ≤ b_a. Here, the probability P (#((Q_1 ∩ Q_2) \ F ) = x) is taken with respect to choices of the last write quorum Q_1 and the read quorum Q_2, according to the probability distribution on quorum choices.

Computing the region of rejection depends on the particular quorum system and strategy in use. Here we demonstrate this for a size-based quorum construction, where a quorum consists of q servers chosen uniformly at random from a universe of n servers. This template includes the Uniform construction of [MR98] (Section 2.2.1), where q =^{n+2b+1}_2 , the probabilistic construction of [MRWW98], where q = ℓb and 2 ≤ ℓ ≤ n/b, and the dissemination threshold structure, where q =^{n+b+1}_2 . For such quorum systems, rather than computing highreject directly using (5.1), it is simpler to compute highreject conservatively to be the maximum value such that b_a∑ f̂=0 highreject ∑ x=b+1 P (#((Q_1 ∩ Q_2) \ F ) = x|#(F ) = f̂) ≤ α (5.2) since P (#((Q_1 ∩ Q_2) \ F ) = x|#(F ) = f̂) is the same for any failure configuration F with f̂ failures. Note that:

max F :#(F )≤b_a highreject ∑ x=b+1 P (#((Q_1 ∩ Q_2) \ F ) = x) ≤ b_a∑ f̂=0 highreject ∑ x=b+1 P (#((Q_1 ∩ Q_2) \ F ) = x|#(F ) = f̂)

for any value of highreject. So, computing highreject according to (5.2) gives a potentially smaller region of rejection than when computed according to (5.1), i.e., one that will raise an alarm less frequently. In the remainder of this section, we compute highreject according to (5.2), and show that nevertheless the computed region effectively detects the case when f passes b_a.

Given f̂ faulty servers in the system, the probability of exactly j failures in the read quorum is the number of possible quorums with exactly j faults divided by the number of all possible quorums. This probability is expressed by the following hypergeometric distribution: (_{f̂} j )(_{n−f̂} q−j ) (_n q ) Given that the number of failures in the read quorum is j, the probability that there are exactly x correct servers in the intersection between the read quorum and the previous write quorum is formulated as follows: the number of ways of choosing x correct servers from the read quorum is (_{q−j} x ) , and the number of possible previous write quorums that intersect the read quorum in exactly those correct servers (and some number of incorrect ones) is (_{n−q+j} q−x ) . The probability that the previous write quorum intersects the read quorum in exactly this way is therefore: (_{q−j} x )(_{n−q+j} q−x ) (_n q ) To get the overall probability that there are exactly x correct servers in the intersection between the read and most recent write quorums, i.e., that the voucher set size is x, we multiply the conditional probability given j failures in the read quorum by the probability of exactly j failures in the read quorum, and sum the result for j = 0 to f̂:

P (#((Q_1 ∩ Q_2) \ F ) = x|#(F ) = f̂) = f̂∑ j=0 (_{q−j} x )(_{n−q+j} q−x )(_{f̂} j )(_{n−f̂} q−j ) (_n q )_2 (5.3)

This formula expresses the probability that a particular read operation in a bmasking quorum system will have a voucher set size of x given the presence of f̂ faults.

For a given rejection level α, then, the region of rejection for the null hypothesis f ≤ b_a is defined as x ≤ highreject, where highreject is the maximum value such that: b_a∑ f̂ =0 highreject ∑ x=b+1 f̂∑ j=0 (_{q−j} x )(_{n−q+j} q−x )(_{f̂} j )(_{n−f̂} q−j ) (_n q )_2 ≤ α

The left-hand expression above represents the significance level of the test, i.e., the probability of a false positive (false alarm).

If there are in fact f > b_a failures in the system, the probability of detecting this condition on a single read is:

highreject ∑ x=b+1 f∑ j=0 (_{q−j} x )(_{n−q+j} q−x )(_f j )(_{n−f} q−j ) (_n q )_2

If we denote this value by γ, then the probability that k consecutive reads fail to detect the condition is (1 − γ)^k. As shown in the following examples, k need not be very large for this probability to become negligible.

Example 1: Consider a Uniform quorum system of n = 101 servers, a quorum size q = 76, and a fault tolerance threshold b = 25. In order to test whether there are any faults in the system, we set b_a = 0, so that the null hypothesis H_0 is f = 0 and the experimental hypothesis H_E is f > 0. Plugging these numbers into (5.3) over the full range of x yields the results in Table 5.1. For all other values of x not shown in Table 5.1, the probability of a voucher set of size x given f = 0 is zero.

Since P (51)+P (52)+P (53) ≈ 0.019, while P (51)+P (52)+P (53)+P (54) ≈ 0.071, the region of rejection for α = 0.05 is defined as x ≤ 53; if a read operation has a voucher set of size 53 or less, the client rejects the null hypothesis and concludes that there are faults in the system. This test has a significance level of 0.019; that is, there is a probability of 0.019 that the client will detect faults when there are none. (If this level of risk is unacceptable for a particular system, α can be set to a lower value, thus creating a smaller region of rejection and a correspondingly lower probability of a false positive result.)

x P (#((Q_1 ∩ Q_2) \ F ) = x | f = 0) x P (#((Q_1 ∩ Q_2) \ F ) = x | f = 0) 51 .000243 64 0.000500 52 .002922 65 7.92 × 10^{−05} 53 .015880 66 9.68 × 10^{−06} 54 .051857 67 9.03 × 10^{−07} 55 .114087 68 6.33 × 10^{−08} 56 .179687 69 3.26 × 10^{−09} 57 .210160 70 1.20 × 10^{−10} 58 .186867 71 3.05 × 10^{−12} 59 .128273 72 5.03 × 10^{−14} 60 .068649 73 5.02 × 10^{−16} 61 .028810 74 2.65 × 10^{−18} 62 .009504 75 5.89 × 10^{−21} 63 .002464 76 3.10 × 10^{−24}

Table 5.1: Probability distribution on voucher set sizes for Example 1

Suppose that there are actually f failures in the system. The probability that this experiment will detect the presence of failures during any given read is: 53∑ x=26 f∑ j=0 (_{76−j} x )(_{25+j} 76−x )(_f j )(_{101−f} 76−j ) (_{101} 76 )_2

Figure 5.1 shows these values for 1 ≤ f ≤ 25.

Although the probability of detecting faults during a given read in this system is relatively low for very small values of f, this test is nonetheless reasonably powerful. Even for fault levels as low as 4 or 5, a client can reasonably expect to detect the presence of failures within a few reads; e.g., if f = 5, then the probability of detecting that f > b_a in only 6 reads is already 1 − (1 − .345534)^6 = .921. As the fault levels rise, the probability of such detection within a single read approaches near-certainty.

Example 2: Consider a much smaller Uniform system with n = 61 servers. The maximum tolerance threshold b for such a system is 15, with a quorum size q = 46. Furthermore, suppose that the administrator of this system does not wish to be notified if fewer than 5 failures occur, and therefore sets b_a to 5 rather than 0. In this situation, the null hypothesis H_0 is f ≤ b_a. Given α = 0.05, the region of rejection for H_0 can be computed to be x ≤ 28 by similar means to those used

Figure 5.1: Probability of single-read detection for n = 101, b_a = 0 (Example 1)

in Example 1. The probabilities of detecting this condition for actual values of f between 6 and 15 inclusive are shown in Figure 5.2.

As one might expect, error conditions are more difficult to detect when they are more narrowly defined (e.g., 5 < f < 15 vs. 0 < f < 25), as the contrast between examples 1 and 2 shows. Even in the latter experiment, however, a client can reasonably expect to detect a serious but non-fatal error condition within a small number of reads. For f = 12, the probability that the alarm is triggered within six read operations is 1 − (1 − 0.428527)^6 , approximately .965. The probability that it is triggered within ten reads is over .996. We can therefore reasonably consider this technique to be a useful diagnostic in systems where read operations are significantly more frequent than server failures, particularly if the systems are relatively large.

A similar analysis could be performed for quorum systems other than threshold systems, taking inequality (5.1) as the goal to compute. Rather than focusing on another example of this computation, however, we instead move on to a more powerful method of fault detection. The technique of the present section gives little indication of the specific number of faults that have occurred and provides little information toward identifying which servers are faulty. Our next diagnostic method addresses both these needs.

Figure 5.2: Probability of single-read detection for n = 61, b_a = 5 (Example 2)

5.4 Diagnosis Using Quorum Markers

The diagnostic method presented in this section has two distinct functions. First, it estimates the fault distribution over the whole system using a technique similar to that of the previous section, but with greater precision. Second, it pinpoints specific servers that exhibit detectably faulty behavior during a given read. The diagnostic operates on an enhanced version of the read/write protocol for masking quorum systems: the write marker protocol, described below.

5.4.1 The write marker protocol The write marker protocol uses a simple enhancement to the read/write protocol of Section 2.2.1. The image of a replicated variable V at each server takes the form of a triple <v, t, q> rather than a pair <v, t>. The third field of the triple stores an identifier for the quorum (e.g., an n-bit vector indicating the servers in the quorum) that was used to complete the write operation in which V was last written. The write protocol proceeds as in Section 2.2.1, except that the client writes (the identifier for) Q^′ to the third field of the image. We reiterate that for the purposes of this work, we assume that all of this occurs without interference by a different client’s concurrent operation.

The read protocol proceeds essentially as before using the expanded image; from among all images returned by at least b+1 servers, the client chooses the triple with the highest timestamp.

Below we describe two ways of detecting faults by making use of the set of triples returned by the servers.

5.4.2 Statistical fault detection Our revised statistical technique uses the quorum markers to determine the set of servers whose returned values are expected to match the accepted image in the absence of faults (i.e., the set of servers in the intersection between the read quorum and the previous write quorum), and the subset of those servers whose returned values actually do match that image. With this extra information, we can substantially refine the technique of Section 5.3 to yield greater accuracy. Specifically, we can use this information to determine the probability of having observed a voucher set of size x given a failure configuration F and given that the intersection of the read and previous write quorums is of a known size s. Then, following our reasoning from Section 5.3, the region of rejection for the null hypothesis is defined as x ≤ highreject where highreject is the maximum value such that

highreject ∑ x=b+1 P (#((Q_1 ∩ Q_2) \ F ) = x | #(Q_1 ∩ Q_2) = s) ≤ α (5.4)

for all F such that #(F ) ≤ b_a. Again, the probability

P (#((Q_1 ∩ Q_2) \ F ) = x | #(Q_1 ∩ Q_2) = s)

here is computed with respect to choices of Q_1 and Q_2 according to the strategy w for choosing quorums (and satisfying #(Q_1 ∩ Q_2) = s). Computing the region of rejection depends on the quorum system and access strategy in use. We illustrate this with examples in the following two subsections.

Size-based systems

To illustrate computing a region of rejection when the write marker protocol is used, we return to size-based quorum systems in which a quorum is defined as a random selection of q servers. Because of the random selection of the servers that make up the quorum for a given operation, the probability

P (#((Q_1 ∩ Q_2) \ F ) = x | #(F ) = f̂, #(Q_1 ∩ Q_2) = s) is the same for any F . Specifically, this can be expressed by the hypergeometric formula: (_{f̂} s−x )(_{n−f̂} x ) (_n s ) Following the treatment in Section 5.3 for size-based quorums, we compute a region of rejection for the null hypothesis as the highest value highreject ≤ s such that b_a∑ f̂ =0 highreject ∑ x=b+1 (_{f̂} s−x )(_{n−f̂} x ) (_n s ) ≤ α

Again, the left-hand expression represents the probability of a false alarm.

The increased strength of this method turns experiments in which b_a = 0 into a degenerate case. The presence of any faults in the intersection set is visible and invalidates the null hypothesis; the probability of a false positive in such cases is zero, as the formula above confirms. Likewise, as the number of faults increases, the probability of detecting faults within one or two reads rapidly approaches certainty.

Example 3: Consider again the system of n = 101 servers, with a fault tolerance threshold of b = 25, a quorum size of q = 76, and b_a = 0, and suppose that a given read quorum overlaps the previous write quorum in s = 57 servers (the most likely overlap, with a probability of about 0.21). Here, the only possible voucher set size under the assumption f = 0 is x = s, and hence, it is rejected for any x < s. The probability of alarm on a single read operation for various values of f < b is shown in Figure 5.3, which also illustrates the dramatically higher precision of the write marker method over the voucher set method.

The added precision of the write marker method has additional advantages when b_a is set to a value greater than 0, as shown in the next example.

Example 4: Consider again the system of n = 61 servers, with a fault tolerance threshold of b = 15, a quorum size of q = 46, and b_a = 5, and suppose that a given read quorum overlaps the previous write quorum in the common intersection size s = 34 servers. The region of rejection for the null hypothesis f ≤ 5, calculated using the formula above, is x ≤ 29. The probability of alarm on a single read operation for various values of f, b_a < f < b, is shown in Figure 5.4. Again, the increased strength of the write-marker method is evident.

Like the method presented in Section 5.3, the write-marker technique has the advantage of flexibility. If we wish to minimize the risk of premature alarms (i.e., alarms that are sent without the alarm threshold being exceeded) we may choose a

Figure 5.3: Comparison of Examples 1 and 3

Figure 5.4: Comparison of Examples 2 and 4

Figure 5.5: Probability of detection within 1-5 reads for n = 25, b_a = 2 (Example 5)

smaller α at the risk of somewhat delayed alarms. In fact, the greater precision of this method decreases the risks associated with such a course: even delayed alarms can be expected to be timely.

A note on smaller systems

Our discussion so far has centered around large systems. For the technique described in Section 5.3 this restriction is necessary, as the method is not powerful enough to reliably detect faults in small systems. As the comparisons above show, however, the write marker method is considerably stronger, and is in fact suitable for fault detection in more moderately-sized threshold systems, even when the alarm line is greater than zero.

Example 5 : Consider a system where n = 25, b = 6, q = 19, and b_a = 2. Suppose a read quorum overlaps a write quorum in the most common intersection size of 14. The probability of detecting f > 2 on a single read is moderately high; the probability of detecting the condition within k reads increases dramatically with k, as shown in Figure 5.5.

5.4.3 Fault identification The write marker protocol has an even stronger potential as a tool for fault detection: it allows the client to identify specific servers that are behaving incorrectly. By keeping a record of this list, the client can thereafter select quorums that do not contain these servers. This allows the system to behave more efficiently than it would otherwise, as well as to gather the information needed to isolate faulty servers for repair to preserve the system’s integrity.

The fault identification algorithm uses as input the set of image triples that the client obtained from servers during the read protocol, as well as the triple ⟨v, T, Q^′⟩ that the client chose as the result of the read operation. It then computes the set S \ S^′ where S = Q ∩ Q^′ and S^′ is the set of servers that returned ⟨v, T, Q^′⟩ in the read operation. The servers in S \ S^′ are identified as faulty.

Note that the fault identification protocol does not depend in any way on the specific characteristics of the quorum system, and can be applied to masking quorum systems in general.

5.4.4 A note on very large systems The analysis presented in this chapter is precise but computationally cumbersome for very large systems. For such systems, bound analysis can be used to estimate the performance of possible alarm lines. A method for doing so is described in Appendix A.3.

5.5 Conclusion

In this chapter, we have presented two methods for probabilistic fault diagnosis for services replicated using b-masking quorum systems. Our methods mine server responses to read operations for evidence of server failures, and if necessary trigger an alarm to initiate appropriate recovery actions. We have demonstrated both of our methods in the context of the threshold constructions in which quorums are chosen of size q uniformly at random. Our first method has the advantage of requiring no modifications to the read and write protocols upon which they are used. The second method requires minor modifications to these protocols, but offers better diagnosis capabilities and a precise identification of faulty servers. An attractive feature of both methods is that faulty servers risk detection in every read operation for which they return incorrect answers.

Chapter 6

Conclusions and Future Work

6.1 Summary of Results

The overall goal of this research has been to design protocols for a quorum-based data service that provides economical Byzantine fault tolerance without reliance on independence of server failures or on static threshold constraints. Specifically, we have worked to extend the capabilities of masking quorum systems [MR98] in such a way as to accomodate this goal. We have focused on the Uniform construction for these systems, which has the following attractive traits:

• simple definition

• identically sized quorums

• even distribution of servers among quorums (every server appears in the same number of quorums)

Some of our techniques can be straightforwardly adapted to other types of quorum systems; discussions of some of these adaptations can be found in the appendix.

In Chapter 3 we showed how the semantics of masking quorum systems can be strengthened to provide serializability of operations at the expense of some aborted read operations. Furthermore, we showed that for protocols of the type we are studying, occasional aborts are unavoidable in asynchronous systems where read operations may be concurrent with an unlimited number of write operations.

In Chapter 4 we showed how the strengthened protocols of Chapter 3 can be used to implement a dynamically changeable threshold so that a quorum system can change its fault tolerance level in response to perceived failures or threats. We then showed how to adapt both the original read/write protocol ([MR98]) and the protocol of Chapter 3 to use the dynamic threshold.

In Chapter 5 we supplemented the technique of Chapter 4 by giving some preliminary solutions to the problem of detecting Byzantine faults in a masking quorum system using statistical methods.

We believe that these results represent a significant step toward the use of masking quorum systems for robust, economical Byzantine fault tolerance. There is still considerable room for future research in this area, however. We give some suggestions for such research in the next section.

6.2 Future Work

The most obvious area for future work would be to expand and/or vary the techniques presented in this thesis in order to apply them to a wider variety of masking quorum system constructions. Some additional possibilities are:

6.2.1 Semantics

• It would be interesting to implement an application using the pseudo-atomic protocol of Chapter 3 so as to study its actual run-time behavior. At what relative frequency of read and write operations does such an application perform well, and at what frequency does the number of aborted reads become unacceptable?

• In systems with bounded message delays, it might it be possible to artificially limit concurrency so as to minimize or eliminate the probability of aborted read operations. For example, in a single-writer system, write operations could be spaced out in such a way that a given read operation is concurrent with at most one write.

6.2.2 Dynamic quorum thresholds • The quorum variation algorithm of Chapter 4 is significantly restricted; threshold fault tolerances can vary only between b_{min} and b_{max}, which must satisfy n ≥ 6b_{max} − 2b_{min} + 1. This means that more servers and larger quorums are needed to tolerate the same number of faults as a static system, although the technique competes well against static system performance when n and quorum sizes are compared for equal fault tolerance levels. If Byzantine failures are rare, the system is likely to operate predominantly or exclusively in b_{min} mode; in this mode the quorums make up a smaller percentage of n than the quorums in a comparable static system, thus placing less average load on the individual servers.

However, if a trusted administrator process is available^1, it may be possible improve the elasticity of a dynamic masking quorum system significantly using a lease-based protocol in which servers notify clients of changes to the quorum structure; this structure could be maintained as a variable of the form (S, b), where S is the current server set and b is the current threshold. In addition to relaxing the [b_{min}, b_{max}] range restriction, such an approach would offer two major advantages. First, a server-driven notification system such as a lease algorithm could be used to keep the client up to date on changes to S (the server set) and n, as well as to the threshold b, thus allowing us to add and subtract servers to/from the service. Secondly, such a method would lend itself well to a hybrid with our previously defined dynamic approach, in which servers would notify lease-holding clients only of changes that move b outside the range [b_{min}, b_{max}] or that alter the actual structure of S. The role of the trusted administrator would initiate and renew leases, since a client cannot read the quorum system structure directly from the system unless it already has accurate knowledge of that strucure.

6.2.3 Fault detection • The most significant limitation to the detection methods presented in Chapter 5 is the necessity of non-concurrency between reads and writes. One possible area of research would be to follow the example of [MR99] by continuing to find ways of implementing this constraint, e.g., by means of blocking during certain special “diagnostic” reads. A more difficult but possibly more exciting challenge would be to develop more sophisticated detection methods that do not rely on the non-concurrency constraint at all.

1If the reliable channels are implemented by means of session keys, such an adminsitrator may already be present in the form of the key distribution authority.

Appendix A

Additional Discussions

This appendix contains discussions related to Chapters 4 and 5. Section A.1 is taken almost verbatim from [AMPRW00], and Sections A.2 and A.3 are likewise reproduced from [AMPR00]. This material is presented as an appendix because the author of this dissertation was not directly involved in these portions of the research, which are primarily the work of Dahlia Malkhi and Michael Reiter.

A.1 Dynamic Thresholds for Other b-Masking Quorum Systems

We briefly discuss how to enhance two additional b-masking quorum systems for use in an environment with a dynamically varying resilience threshold, and how to set an appropriate announce set for changing the threshold value. Thus, the utility of the methods presented in Chapter 4 is not limited to the threshold construction.

A.1.1 BoostFPP quorum system BoostFPP masking quorum systems [MRW97a] are constructed as a composition of two quorum systems. The first is a quorum system based on a finite projective plane (FPP), suggested originally by [Mae85]. In the FPP quorum system, there are q^2 + q + 1 elements and quorums of size q + 1 (corresponding to the hyperplanes of the FPP), where q = p^r ≥ 2 for some prime p and integer r. Each pair of distinct quorums in FPP intersect in exactly one element. The second quorum system is a threshold b-masking quorum system with some system size s ≥ 4b + 1. The composition of the two systems is made by replacing each element of the FPP with a distinct copy of a threshold system. That is, the universe for a boostFPP system is U =

⋃_q2_{+q+1} i=1 U_i where each U_i is a set of s servers, and U_i ∩ U_j = ∅ for any i ≠ j.

Each U_i is called a “super element”. A quorum is selected by first selecting a quorum of super elements in the FPP, say U_{i1} , . . . , U_{iq+1} , and then selecting ⌈(s + 2b + 1)/2⌉ servers from each U_{ij} . A boostFPP is a b-masking quorum system since every pair of quorums of super elements intersect in at least one super element, say U_i, while the selection of threshold quorums within U_i guarantees intersection of 2b + 1 elements.

To employ boostFPP with a variable resilience threshold b_{min} ≤ b ≤ b_{max} , we leave the FPP construction of super elements unmodified, and change only the selection of servers within each super-element. That is, we require that s ≥ 6b_{max} − 2b_{min} + 1 and for each U_i and any threshold b, we select quorums in U_i as in the threshold system, e.g., an ordinary quorum has ⌈(s + 2b + 1)/2⌉ servers in each U_i, and an announce set comprises of s − b_{max} servers from each such U_i.

It is easily seen that such selections guarantee the required intersection size between announce sets and ordinary quorums, as well as between read and write quorums and pairs of write quorums, as in the threshold system case.

A.1.2 M-grid quorum system An M-Grid masking quorum system is described in [MRW97a]. For any resilience threshold b, where b ≤ ( √ n − 1)/2, M-Grid is constructed as follows: The universe of n servers is arranged as a √ n × √ n grid. A quorum in an M-Grid consists of any choice of √ b + 1 rows and √ b + 1 columns. Formally, denote the rows and columns of the grid by R_i and C_i, respectively, where 1 ≤ i ≤ √ n. Then, the quorum system is M-Grid(b) = ⋃ j∈J C_j ∪ ⋃ i∈I R_i : J, I ⊆ {1 . . . √ n}, |J| = |I| = √ b + 1

M-Grid maintains the requirement of b-masking quorum systems as follows: If a pair of quorums overlap in a full row or column, then there are √ n ≥ 2b + 1 elements in their intersection. Otherwise, their intersection contains the crossing points of all rows of one quorum with columns of the other, and vice versa, and hence contains at least 2 √ b + 1 √ b + 1 > 2b + 1 elements.

To make use of M-Grid quorum systems with a variable resilience threshold b_{min} ≤ b ≤ b_{max} , we need to require that b_{max} ≤ ( √ n − 1)/2. The grid arrangement remains static for all quorum systems, but the number of rows/columns in each quorum will depend on b, the current resilience threshold. For the purpose of setting the threshold variable B, we use announce sets comprising of

⌈_{(bmax +1)} √ b_{min} +1 ⌉ rows and ⌈_{(bmax +1)} √ b_{min} +1 ⌉ columns, which guarantees that they intersect any quorum ever used in 2b_{max} + 1 servers. With these announce sets, we use the same threshold write and threshold read protocols as for the threshold b-masking system (Chapter 4). Unfortunately, the read and write protocols cannot use ordinary size quorums, since in general, quorums in M-Grid(b) may not intersect quorums in M-Grid(b^′) in b + b_{min} + 1 elements as required. Hence, for Step 2 of the read protocol, we need to use quorums comprising of max{ √ b + 1,^{b+bmin +1} 2 √ b_{min} +1 } rows and columns to guarantee

intersection of b_{min} + 1 correct servers with any previously written quorum, and intersection of 2b + 1 with other quorums using the b threshold (the normal case). In Step 4 of the read protocol, we use enlarged quorums of^{b+1√}_{bmin +1} rows and^{b+1√}_{bmin +1} columns, guaranteeing intersection in b + 1 correct servers. For Step 2 of the write protocol, a quorum comprising of^{b+1}_2^√_{bmin +1} rows and^{b+1}_2^√_{bmin +1} columns is queried for timestamps, guaranteeing intersection in b + 1 servers (and hence, one correct) with any previously written quorum. Finally, it suffices to send updates to ordinary b-quorums containing √ b + 1 rows and √ b + 1 columns.

The proof of correctness is essentially identical to the threshold system case, simply making use of the intersection size statements for this construction.

A.2 Fault Detection for Non-Threshold Failure Assumptions

Fault detection using the write marker technique can be applied for failure assumptions other than the threshold one. We demonstrate this using a more sophisticated type of quorum system: the BoostFPP system. We begin by generalizing the alarm condition to account for more complex failure assumptions, then define the Boost- FPP system and show how to perform detection on it.

A.2.1 Generalizing the alarm condition We assume that the underlying system is accessed using quorums designed to mask the failure of any failure pattern in its failure assumption B. We set an alarm distance Δ with the intention of issuing a warning whenever the set of actually faulty servers F are within Δ of some element of B; i.e., there exists a set S of Δ servers such that F ∪ S ∈ B. We call such an F dangerous. When a reader obtains responses from a quorum of servers, it classifies the responding servers into those that returned answers consistent with the one it chose as the correct answer—this is called the justifying set for that answer—and those that did not. Our technique determines the probability that a certain observed justifying set indicates that F is dangerous, and an alarm is triggered if this probability is sufficiently high.

A.2.2 Detection for a BoostFPP system A BoostFPP masking quorum system is described in [MRW99]. It is constructed as a composition of two quorum systems. The first is a quorum system based on a finite projective plane (FPP), suggested originally as a quorum system by [Mae85]. In the FPP quorum system, there are q^2 + q + 1 elements and quorums of size q + 1 (corresponding to the hyperplanes of the FPP), where q = p^r ≥ 2 for some prime p and integer r. Each pair of distinct quorums in FPP intersect in exactly one element. For the second quorum system we again employ the Uniform masking quorum system [MR98] with a universe of size 4t + 1 and quorums of size 3t + 1. The composition of the two systems is made by replacing each element of the FPP with a distinct copy of a threshold system. That is, the universe for a BoostFPP system is U =

⋃_q2_{+q+1} i=1 U_i where each U_i is a set of 4t + 1 servers, and U_i ∩ U_j = ∅ for any i ≠ j. We refer to each U_i as a “super element”. A quorum is chosen by first selecting a quorum of super elements in the FPP, say U_{i1} , . . . , U_{iq+1} , and then selecting 3t + 1 servers from each U_{ij} . We adopt a uniform access strategy, assigning equal access probability to every quorum.

We use the following notation to “map” between super elements and servers and vice versa:

1. If X is a set of servers, then super(X) is the set of super elements such that U_i ∈ super(X) iff U_i ∩ X ≠ ∅.

2. If Y is a set of servers and U_i is a super-element, then [Y ]_{Ui} = Y ∩ U_i.

BoostFPP can tolerate the failure of up to t servers in each one of its super elements. Hence, the failure assumption it masks is B = {B ⊆ U | ∀i : (B ∩ U_i) ≤ t} . We now apply our techniques, using the write marker protocol of Section 5.4, to detect when F is dangerous. In this case, B = {B ⊆ U | ∃i : (B ∩ U_i) > t} . Therefore, we set a threshold t_a = t − Δ and aim to detect if any super element contains more than t_a faulty servers. More precisely, we define a region of rejection as x ≤ highreject where highreject is the maximum value such that ∑ U_i∈super(Q_1∩Q_2) highreject ∑ x=t+1 P (#(([Q_1]_{Ui} ∩[Q_2]_{Ui} )\[F ]_{Ui} ) = x | #([Q_1]_{Ui} ∩[Q_2]_{Ui} ) = s_i) ≤ α

Borrowing from the analysis of Section 5.4, this becomes ∑ U_i∈super(Q_1∩Q_2) t_a∑ f̂=0 highreject ∑ x=t+1 (_{f̂} s_i−x )(_{4t+1−f̂} x ) (_{4t+1} s_i ) ≤ α

Due to the use of the FPP system in the construction of BoostFPP, it is always the case that #(super(Q_1 ∩ Q_2)) = 1 or #(super(Q_1 ∩ Q_2)) = q + 1. We can thus exploit this fact to improve the detection accuracy by using a different highreject in each case.

Recall that our aim is to detect when the number of failures in the system approaches a failure pattern in B, i.e., when in some super element, the number of faulty servers exceeds t_a. Since the choice of quorums randomizes the choice of super elements that fall in the intersection of read and write quorums, the likelihood of detecting a dangerous condition within several reads is derived from the probability of detecting the corresponding dangerous condition within any super element.

A.3 Detection: Choosing Alarm Lines for Large Systems

The analysis of Chapter 5 is precise but computationally cumbersome for very large systems. A useful alternative is to estimate the performance of possible alarm lines by means of bound analysis. In this appendix we present an asymptotic analysis of the techniques of Sections 5.3 and 5.4 that shows how to choose an alarm line value for arbitrarily large systems.

Let Q denote the read quorum, Q^′ the write quorum, F the set of faulty servers, and f̂ ≤ t_a the hypothesized size of F (i.e., the alarm line). For every f̂ ≤ t_a, we define a random variable X_{f̂} = #((Q ∩ Q′) \ F ), where #(F ) = f̂, and #((Q ∩ Q^′) \ F ) is the voucher set size. We can compute the expectation of X_{f̂} directly. For each server u ∉ F define an indicator random variable I_u such that I_u = 1 if u ∈ (Q∩Q^′)\F and I_u = 0 otherwise. For such u we have P (I_u = 1) = q^2/n^2 since Q and Q^′ are chosen independently. By linearity of expectation,

E[X_{f̂} ] = ∑ u∈U\F E[I_u] = ∑ u∈U\F P (I_u = 1) = (n − f̂) q^2 n^2 .

Intuitively, the distribution on X_{f̂} is centered around its expectation and decreases exponentially as X_{f̂} moves farther away from that expectation. Thus, we should be able to show that X_{f̂} grows smaller than its expectation with exponentially decreasing probability. A tempting approach to analyzing this would be to use

Chernoff bounds, but these do not directly apply because the selection of individual servers in Q (similarly, Q^′) is not independent. In the analysis below, we thus use a more powerful tool, martingales, to derive the anticipated Chernoff-like bound.

A.3.1 Martingales We provide here a brief introduction to martingales, which summarizes only the necessary definitions and results from the more thorough treatment found in [MR95, Ch. 4.4].

Definition 26 A martingale sequence is a sequence of random variables X_0, X_1, . . . such that for all i > 0, E[X_i | X_0, . . . , X_{i−1}] = X_{i−1} Our goal in constructing martingale sequences is to apply the following theorem.

Theorem 8 Let X_0, X_1, . . . be a martingale sequence such that for each k, #(X_k − X_{k−1}) ≤ c where c is independent of k. Then, for t ≥ 0 and δ > 0,

P (#(X_t − X_0) ≥ δ) ≤ 2e^{− δ} 2 2tc2 The particular method that we use for constructing martingale sequences employs the notion of a filter over a finite sample space Ω, which is a nested sequence of event-sets F_0 ⊆ F_1 ⊆ · · · ⊆ F_k where F_0 = {∅, Ω}, F_k = 2^Ω, and for 0 ≤ i ≤ k, F_i is closed under complement and union. Intuitively, each F_i can be thought of as being generated by a partition of Ω into disjoint events, where F_{i+1} is generated by a more refined partition than F_i. Each block (event) of the partition generating F_i is defined by the first i choices of servers in each of two quorums. We then apply the following theorem to construct a Doob martingale:

Theorem 9 Let F_0, . . . , F_k be a filter, let X be any random variable, and define X_i = E[X | F_i], i.e., X_i is the expected value of X conditioned on the events in F_i. Then X_0, . . . , X_k is a martingale.

A.3.2 Deriving the Bound We bound the probability P (X_{f̂} < k) using the method of bounded differences, by defining a suitable Doob martingale sequence and applying Azuma’s inequality. Here, a Doob martingale sequence of conditional random variables is defined by setting X_{f̂ ,i}, 0 ≤ i ≤ q, to be the expected value of X_{f̂} after i selections are made in each of Q and Q^′. Then, X_{f̂} = X_{f̂,q} and E[X_{f̂} ] = X_{f̂ ,0}, and it is not difficult to see that #(X_{f̂ ,i} − X_{f̂ ,i−1}) ≤ 2 for all 1 ≤ i ≤ q. This yields the following bound: P (X_{f̂} < E[X_{f̂} ] − δ) ≤ 2e^{− δ} 2 8q Moreover, this bound is largest for f̂ = t_a. This is because if f̂ ≤ t_a, then E[X_{f̂} ] ≥ E[X_{ta} ], and so E[X_{f̂} ] − δ^′ = E[X_{ta} ] − δ implies δ^′ ≥ δ, and the inequality on the corresponding bounds follows. Hence, we use this formula and our desired rejection level α to determine a δ such that P (X_{ta} < E[X_{ta} ] − δ) ≤ α. This bounds our probability of a false alarm and can be diminished by decreasing α and recalculating δ. The value E[X_{ta} ] − δ defines our region of rejection (see Section 5.2.2).

In order to analyze the probability that our alarm is triggered when the number of faults in the system is f > t_a, we use the same analysis to obtain:

E[X_f ] = (n − f) q^2 n^2 < (n − t_a) q^2 n^2

= E[X_{ta} ]

An analysis similar to the above provides the following bound:

P (X_f > E[X_f ] + δ^′) ≤ 2e^{− δ} ′2 8q To summarize, these bounds can now be used as follows. For any given alarm line t_a, and any desired confidence level α, we can compute the minimum δ to satisfy 2e^{− δ} 2 8q ≤ α. We thus derive the following test: An alarm is triggered whenever the voucher set size is less than (n − t_a)^{q2}_{n2} − δ. The analysis above guarantees that this alarm will be triggered with false positive probability at most our computed bound 2e^{− δ} 2 8q ≤ α. If, in fact, f faults occur and f is sufficiently larger than t_a, then there exists δ^′ > 0 such that E[X_f ] + δ^′ = E[X_{ta} ] − δ. Then, by the analysis above, the probability of triggering the alarm is greater than 1 − 2e^{− δ} ′2 8q .

In the case of the write marker protocol, we can tighten the analysis by using the (known) intersection size between Q and Q^′ as follows. Define S = Q ∩ Q^′, s = #(S), and a random variable Y = #(S\F ). Y has a hypergeometric distribution on s, n − t_a, and n, and E[Y ] = s(n − t_a)/n. The appropriate Doob martingale sequence in this case defines Y_i, 0 ≤ i ≤ s, to be the expected value of Y after i selections are made in S. Then, #(Y_i − Y_{i−1}) ≤ 1, and so to set the region of rejection we can use P (Y < E[Y ] − δ) ≤ 2e^{− δ22s} .

Bibliography

[Amo99] E. Amoroso. Intrusion Detection: An Introduction to Internet Surveillance, Correlation, Trace Back, Traps, and Response. Intrusion.Net Books, 1999.

[AMPR00] L. Alvisi, D. Malkhi, E. Pierce and M. Reiter. Fault Detection in Byzantine Quorum Systems. IEEE Transactions on Parallel and Distributed Systems. To appear.

[AMPRW00] L. Alvisi, D. Malkhi, E. Pierce, M. Reiter and R. Wright. Dynamic Byzantine Quorum Systems. Proceedings of the International Conference on Dependable Systems and Networks, June 2000.

[BB93] R. W. Buskens and R. P. Bianchini, Jr. Distributed on-line diagnosis in the presence of arbitrary faults. In Proceedings of the 23rd International Symposium on Fault-Tolerant Computing, pages 470–479, June 1993.

[BB98] M. Bearden and R. Bianchini. A fault-tolerant algorithm for decentralized online quorum adaptation. In Proceedings of the 28th International Symposium on Fault-Tolerant Computing (FTCS 98), pages 262–271, June 1998.

[BDDS92] A. Bar-Noy, D. Dolev, C. Dwork, and R. Strong. Shifting gears: Changing algorithms on the fly to expedite Byzantine agreement. Information and Computation, 97(2):205–233, 1992.

[BDM97] Ozalp Babaoglu, Renzo Davoli, and Alberto Montresor. Group Membership and View Synchrony in Partitionable Asynchronous Distributed Systems: Specifications. Operating Systems Review, 31(2): 11-22, April 1997.

[Ba97] Rida A. Bazzi Synchronous Byzantine Quorum Systems. Proceedings of the Sixteenth ACM Symposium on Distributed Computing, August 1997.

[BHG87] P. A. Bernstein, V. Hadzilacos, and N. Goodman. Concurrency control and recovery in database systems. Addison-Wesley, 1987.

[CL99] Miguel Castro, and Barbara Liskov. Practical Byzantine Fault Tolerance.

Proceedings of the Third Symposium on Operating Systems Design and Implementation, February 1999.

[CL00] Miguel Castro, and Barbara Liskov. Proactive Recovery in a Byzantine- Fault-Tolerant System. Proceedings of the Fourth Symposium on Operating Systems Design and Implementation, October 2000.

[CT96] Tushar Deepak Chandra and Sam Toueg. Unreliable failure detectors for reliable distributed systems. Journal of the ACM, 43(2):225–267, March 1996.

[CJTC96] Tushar Deepak Chandra, Vassos Hadzilacos, Sam Toueg, and Bernadette Charron-Bost. On the Impossibility of Group Membership. iProceedings of the 15th ACM Symposium on Principles of Distributed Computing, May 1996.

[DS90] Edsger W. Dijkstra and Carel S. Scholten Predicate calculus and program semantics. Springer Verlag New York Inc, New York, 1990;

[DR86] J. E. Dobson, and B. Randell. Building Reliable Secure Computing Systems out of Unreliable Insecure Components Proceedings of the 1986 IEEE Symposium on Security and Privacy, pp. 187-193, April 1986.

[DS97] A. Doudou and A. Schiper. Muteness detectors for consensus with Byzantine processes. Technical Report TR97-230, Department of Computer Science, École Polytechnic Fédérale de Lausanne, October 1997.

[FLP85] Michael J. Fischer, Nancy A. Lynch, and Michael S. Paterson. Impossibility of Distributed Consensus with One Faulty Process. Journal of the ACM, 32(2):374-382, April 1985.

[GB85] Hector Garcia-Molina, and Daniel Barbara. How to Assign Votes in a Distributed System. Journal of the ACM, 32(4):841-862, October 1985.

[GS95] D. Gries and F. B. Schneider A Logical Approach to Discrete Math, Springer-Verlag, 1995.

[HT93] Vassos Hadzilacos, and Sam Toueg. Fault-Tolerant Broadcasts and Related Problems. Distributed Computing, 2nd ed., Mullender, Sape, ed. 1993.

[HC81] S. L. Hakimi and K.-Y. Chwa. Schemes for fault-tolerant computing: a comparison of modularly redundant and t-diagnosable systems. Inform. Contr., 49:212–238, June 1981.

[Her87] M. Herlihy. Dynamic quorum adjustment for partitioned data. ACM Transactions on Database Systems, 12(2), June 1987.

[HW90] Maurice P. Herlihy, and Jeannette M. Wing. Linearizability: A Correctness Condition for Concurrent Objects. ACM Transactions of Programming Languages and Systems, 12(3):463-492, July 1990.

[IS92] A. Israeli, and A. Shaham. Optimal Multi-Writer Multi-Reader Atomic Register. Technical Report CS-R9235, Centrum voor Wiskunde en Informatica, 1992.

[Ja95] Prasad Jayanti. Wait-free Computing. Proceedings of the 9th International Workshop on Distributed Algorithms, 1995.

[KKV87] L. M. Kirosis, E. Kranakis, and P. M. B. Vitanyi. Atomic Multireader Register. Proceedings of the 2nd International Workshop on Distributed Algorithms, pages 278-296, July 1987.

[KMM97] K. P. Kihlstrom, L. E. Moser, and P. M. Melliar-Smith. Solving consensus in a Byzantine environment using an unreliable failure detector. In Proceedings of the International Conference on Principles of Distributed Systems, pages 61–75, December 1997.

[Lam86] Leslie Lamport. On Interprocess Communication. Distributed Computing, v.1, pp. 77-101, 1986.

[Lam89] Leslie Lamport. The Part-Time Parliament. Technical Report 49, DEC Systems Research Center, 1989.

[LKD97] E. Lotem, I. Keidar, and D. Dolev. Dynamic voting for consistent primary components. In Proceedings of the 16th ACM Symposium on Principles of Distributed Computing (PODC), August 1997.

[LRM98] M. J. Lin, A. Ricciardi and K. Marzullo. On the resilience of multicasting strategies in a failure-propagating environment. UT Austin TR-1998-003.

[LS97] N. Lynch and A. Shvartsman. Robust emulation of shared memory using dynamic quorum-acknowledged broadcasts. In Proceedings of the 20th Annual International Symposium on Fault-Tolerant Computing (FTCS’97), June 1997. Seattle, Washington.

[LSM82] Leslie Lamport, Robert Shostak, and Marshall Pease. The Byzantine Generals Problem. ACM Transactions on Programming Languages and Systems, 4(3):382-401, July 1982.

[LTV96] Ming Li, John Tromp, and Paul M. B. Vitanyi. How to Share Concurrent Wait-Free Variables. Journal of the ACM, 43(4):723-746, July 1996.

[Mae85] M. Maekawa. A √ n algorithm for mutual exclusion in decentralized systems. ACM Transactions on Computer Systems 3(2):145–159, 1985.

[Mal80] M. Malek. A comparison connection assignment for diagnosis of multiprocessor systems. In Proceedings of the 7th International Symposium on Computer Architecture, pages 31–35, 1980.

[MM81] J. Maeng and M. Malek. A comparison connection assignment for selfdiagnosis of multiprocessor systems. In Proceedings of the 11th International Symposium on Fault-Tolerant Computing, pages 173–175, 1981.

[MR95] R. Motwani and P. Raghavan. Randomized Algorithms. Cambridge University Press, 1995.

[MR97] D. Malkhi and M. K. Reiter. Unreliable intrusion detection in distributed computation. In Proceedings of the 10th IEEE Computer Security Foundations Workshop, pages 116–124, June 1997.

[MR98] Dahlia Malkhi, and Michael Reiter. Byzantine Quorum Systems. The 21st Annual Symposium on Theory of Computing, 569-578, May 1997.

[MR99] D. Malkhi and M. K. Reiter. An architecture for survivable coordination in large distributed systems. IEEE Transactions on Knowledge and Data Engineering. To appear.

[MRW99] D. Malkhi, M. K. Reiter, and A. Wool. The load and availability of Byzantine quorum systems. SIAM Journal of Computing. To appear.

[Ph98] Dahlia Malkhi, and Michael Reiter. Secure and Scalable Replication in Phalanx. 17th IEEE Symposium on Reliable Distributed Systems, October 1998.

[MRW97a] Dahlia Malkhi, Michael Reiter, and Avishai Wool. Optimal Byzantine Quorum Systems. DIMACS Technical Report 97-10, April 1997.

[MRW98] Dahlia Malkhi, Michael Reiter, and Rebecca Wright. Probabilistic Byzantine Data Replication. Proceedings of the 17th ACM Symposium on Principles of Distributed Computing, May 1998.

[MRW97b] Dahlia Malkhi, Michael Reiter, and Avishai Wool. The Load and Availability of Byzantine Quorum Systems. Proceedings of the 16th ACM Symposium on Principles of Distributed Computing, August 1997.

[MRWW98] D. Malkhi, M. K. Reiter, A. Wool, and R. N. Wright. Probabilistic Byzantine quorum systems. Brief announcement in Proceedings of the 17th ACM Symposium on Principles of Distributed Computing, page 321, June 1998. Full version submitted for publication.

[PW95] David Peleg, and Avishai Wool. Crumbling Walls: a Class of High Availability Quorum Systems. Proceedings of the 14th ACM Symposium on Principles of Distrubuted Computing, 120-129, August 1995.

[Rei93] Reiter, Michael. A Security Architecture for Fault-Tolerant Systems Technical Report, Department of Computer Science, Cornell University 1993.

[Rei95] Reiter, Michael. The Rampart Toolkit for Building High-Integrity Services. Theory and Practice in Distributed Systems (LNCS938), 1995.

[Rei96] Reiter, Michael. A Secure Group Membership Model. IEEE Transactions on Software Engineering, 22(1):31-42, January 1996.

[Rao95] J. R. Rao. Extensions of the UNITY Methodology, Springer-Verlag, 1995.

[Sch93] Schneider, Fred. Replication Management Using the State Machine Approach. Distributed Computing, 2nd ed., Mullender, Sape, ed. 1993.

[SR87] K. Shin and P. Ramanathan. Diagnosis of processors with Byzantine faults in a distributed computing system. In Proceedings of the 17th International Symposium on Fault Tolerant Computing, pages 55–60, 1987.

[SAG94] Ambuj K. Singh, James H. Anderson, and Mohamed G. Gouda. The Elusive Atomic Register. Journal of the ACM, 41(2):311-339, March 1994.

[WSH94] C. J. Walter, N. Suri, and M. M. Hugue. Continual On-Line Diagnosis of Hybrid Faults. 4th IFIP Working Conference on Dependable Computing for Critical Applications, January 1994.

Vita

Lyn Pierce was born on April Fools Day in 1965, but declines to comment. She received her B.A. in Philosophy from Princeton University in 1986, and studied computer science in a non-degree track at Rutgers University from 1988 – 1990. She received her M.S. in Computer Sciences from the University of Texas at Austin in December 1993.

Permanent Address: 11604 Autumn Ridge Drive Austin, TX 78759 USA

This dissertation was typeset with L^ATEX 2ε^1 by the author.

1L^ATEX 2ε is an extension of L^ATEX. L^ATEX is a collection of macros for TEX. TEX is a trademark of the American Mathematical Society. The macros used in formatting this dissertation were written by Dinesh Das, Department of Computer Sciences, The University of Texas at Austin.