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Hybrid Automata

An execution of Hybrid Automata H
IS a sequence:

T= Sg—S;—S,— ...

Sy € a set of initial states

X

S; — Sj,1 . a discrete transition or a
continuous trajectory 101

S, Is reachable from initial sate s, iff

there exists: 3]

T= Sp—> S —... = 51— 5




BMC for Hybrid Automata

Quantifier-Free BMC for Hybrid
Automata

e dRreach uses the dReal SMT
solver

« HyComp built on top of nuXmv
that uses the MathSAT SMT
solver

 Other reachability tools: Uppaal,
HyTech, SpaceEx ,Flow*, etc.

Quantified BMC for Hybrid
Automata

* New encoding in our work

* Builds on BMC for discrete
systems using QBF solvers
Instead of SAT solvers
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Quantified BMC (QBMC) for Hybrid Automata

Quantifier-Free BMC formula:

O(K) £ 1(Vo) A AiZg TV, V) A (Vizg P(V))

Quantified BMC formula:

Q) 23V, V,,...,V, oVtaV, V' [ I(V) A T(V, V') A
/\{'{:_01 tia— [(V=V)A (V' = Vsl A (Véc:OP (V)

I(V,): an initial set of states

T(V,V") 2 D(V,V') v 7(V,V'): a transition (discrete or continuous
trajectory) between consecutive pairs of sets of states

P(V,): a safety specification at iteration i
o. a real time elapse in the trajectories

t =(ty, t, ..., tji0g,k]) - @ boOOl€an vector to index each iteration of the BMC of
hybrid automata 4



Example —
x =0 _ loc, loc,
<10
uantifier-free BMC B X<
%rmula up to k =2 x € |ay, by] X € [a,, b,]
x=>10; x:=0

D(2) £ Ig A (DyATo) A(DyATY) A (P(Vo) VPV V P(Vy))
« k=0:13=(,=loc;, Ax, =0)

« k=1(Dy):(l,=loc, ANl =1loc, AN\xy <5Axy=25NANx; = xp),
c k=1,): ([, =1locy, = (4 =l;Axy+a0<x;Ax;<x,+ b0
Ax; <5))

« k=2MDy:(l;=loc,ANl,=loc,AN\x; <5Ax;=25ANx,=xy),
e k=27):(ly=loc, - (L=l Ax;+a0<x,Ax,<x;+ b0
Ax, <5)



Example —
x=0 loc, loc,
- x<5 x <10
Quantified BMC % € [a, by] X € [a,, b,]
formula up to k = 2: Ne—o
x>10; x:==0

Q(2) 2 3V, V, ,V,, VeV, V| I(V) A T(V, V)
A=t = [(V=V) ANV =V)I}
AN —[(V=V)A NV =V}
AN{P(Vy) V P(V,)V P(V,)}
k=0:1:=(,=loc, ANx, = 0)

k=1.-t, > (l,=1loc, > (l;=lyAxy+ a0 < x Ax; < x5+ b0
Ax; <5))

k=2:—>(,=locyAl,=loc, AN\ x; <5Ax;=25ANx,=x)



Implementation in HyST

available online at:
http://www.verivital.com/hyst/cfv2015.zip

Model dReach
Transformation y
pass
p
/\ HyComp
- . N
~ HyST Intermediate -
SpaceEx XML ' Representation
" ) ‘
QOBMC in
Python
HyST available: http://verivital.com/hyst/
QBMC implementation & examples are Other tools



http://verivital.com/hyst/

Conclusion

 OBMC, a new SMT-based technigue that encodes, in a quantified form, the BMC
problem for rectangular hybrid automata

« Encompasses problem for timed automata

* QBMC can solve the BMC problem for hybrid systems such as Fischer and
i_yncf‘_h-Shawt mutual exclusion protocols including more than a thousand
ocations

» Requires less memory usage compared to dReach and HyComp

 Follow-up paper with more details: _
Luan Viet Nguyen, Djordje Maksimovic, Taylor T. Johnson, Andreas
Veneris, "Quantified ~ Bounded Model Checking for Rectangular Hybrid
Automata”, In 9th International Workshop on Constraints in Formal
Verification (CFV 2015), Austin, Texas, November 2015 (To appear)

* Future work:

« conduct additional experiments and compare the results to other tools and techniques,
such as UPPAAL

* investigate more general classes of hybrid automata, such as those with linear or
polynomial differential equations
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Boolean Satisfiability (SAT)

Given a Boolean Formula in Conjunctive Normal Form (CNF)

Is there an assignment to Boolean variables that makes the formula True?

Example:  Q(Xy, X5, X3) £ (X; V X5) A (X V =X, V aXg) A (51X, V Xy)
A2 {x;=1,%,=0, X3 =1} is SAT assignment

SAT solver: tool to find a SAT assignment

Satisfiability modulo theories (SMT) : generalization of SAT with respect to
combinations of background theories



SAT-Based Bounded Model Checking(BMC)

The reachable states in k steps are captured by:

Q(k) £ 1(Sg) A AiZg T(si, siyyy A (Vieg P(si))

ANV N

initial states - : L
transition relation safety specification

The safety property p is satisfied up to step k iff Q (k) is
unsatisfiable:
—P —P —p P —p

@ » @ @ - @ @
So Sq Sy Sk-1 Sk
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Hybrid Automata

A Hybrid Automaton H = <Loc, Var, Inv, Flow, Trans, Init>
 Loc: a finite set of discrete locations
 Var: a finite set of n continuous, real-valued variables

Inv: a finite set of invariants

Flow: a finite set of ordinary differential inclusions

Trans: a finite set of transitions between locations
» Guard : the condition enables the transition from a source location to a target location
» Update: the update map of variables for each transition

Init: a finite set of initial states

—

loc, loc,
x <95 x <10

x € [a,, b,] X € [a,, b,]

o

x=>10; x :==

x:=0 x =25
|



—> loc, loc,
x<§5 x <10

x=>10; x==20
« Timed automata: a, = b, =a, = b,

« Multirate-timed automata: a, = b, and a, = b,, but possibly a, # a,

« Rectangular hybrid automata: Otherwise

Bad States:
P2 V¥ —(loc,=loc, > x = 2.5)



Example
x =25
~—

— loc, loc,
X<5 x <10 pak e e
X € [ay, bq] X € |a,, b,] 2 Vizo (loc;=loc; » x = 2.5)
x=>10; x=0

Rectangular hybrid automata: a, =0, b; =1, a,=0, b,=2

k < 32 k < 64 k < 128
Tools L — — —
Time Mem Time Mem Time Mem
(sec) (MB) (sec) (MB) (sec) (MB)
QBMC 2 1.11 27.2 3.68 394 199 01.2
dReach 2 86.7 102.4 1176.4 284.7 20034 820.2
HyComp 2 0.4 97.3 0.6 101.8 1.44 109.3
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Fischer Mutual Exclusion Protocol

start —

« Safe version A <B

e Unsafe version: A> B

 Discrete locations: 4N

 Discrete state-spaces:
(N + 1)(4N)N

g#iNzli|>B
z[i] :=0

Number of processes

Bad States: /

o = Vi,je{l,... . NY|(i#jN qg=cs) — g #cs

16



Fischer Mutual Exclusion Protocol

=@ = QBMC-safe =-8-= QBMC-unsafe == HyComp-safe —&— HyComp-unsafe ---A-+ dReach-safe

dReach-unsafe

N=2 N=3 N=4 <10° N=5
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Fig. 4. Runtime comparison of HyComp, dReach and QBMC in solving the BMC of Fischer protocol.
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Fig. 5. Memory usage comparison of HyComp, dReach and QBMC in solving the BMC of Fischer protocol.
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Lynch-Shavit Mutual Exclusion Protocol

%<1
v :=false

Hxl' =0

e Discrete locations; 9N
 Discrete state-spaces:
(N + 1)(ON)N

Bad States:

o = Vi, j€4{l,..., N} | 0 #JAN q=cs) — q; #cs

Mahata, Pritha. "Model checking parameterized timed systems." (2005)



Lynch-Shavit Mutual Exclusion Protocol

Toole . k <4 k <8 k <16
Time Mem Time Mem Time Mem
(sec) (MB) (sec) (MB) (sec) (MB)
92 3.7 52.2 5.1 52.3 25.9 52.7
QBMC 93 15.5 65.6 31.3 87.5 10915 | 1445
9% | 256.1 702.8 | 1062.1 | 7089 | 43578 | 1196.2
92 0.8 121.9 1.33 132.8 9.5 170.5
HyComp | 93 2.7 307.9 12.81 380.8 192.8 771.4
94 63.9 2655.4 N/A M/O N/A M/O
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