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Background & Motivation

Cyber Physical Systems (CPS), e.g., automotive systems, are real-time
embedded systems.

CPS contain continuous dynamic behaviors and stochastic behaviors.

Timing constraints should be satisfied.

Most of CPS are weakly-hard real-time systemes, i.e., timing constraints
violations can be tolerated if their frequencies are bounded.
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Research Question

How to formally specify and verify timing constraints of

weakly-hard CPS with stochastic behaviors?




Approach

Step 1: Describe CPS
functional architectures
and timing constraints in
EAST-ADL/TADL2.

Step 2: Model system behaviors
in Simulink/Stateflow based on
EAST-ADL Architecture |
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Approach

Step 1: Describe CPS
functional architectures
and timing constraints in
EAST-ADL/TADL?2.

Step 2: Model system behaviors

in Simulink/Stateflow based on
EAST-ADL Architecture

Step 4: Extract information

of Simulink/Stateflow
from .mdl files.

Step 5: Translate Simulink/Stateflow
into Z3PY encodings based on the

extracted information.
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tep 7: Check validity of
timing constraints using Z3.




Experiments: Verification of Timing
Constraints using Z3 Solver

Case studies: Cooperative Automotive System (CAS) and Autonomous Vehicle (AV)
Probability Threshold: 95%
Simulation Bound: 6000 Steps
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Fig. 1. Average analysis time for verifying ETC in Z3. The simulation bound
(number of steps) ranges from 1000 to 6000 with increment as 1000.



On-going & Future work

* Translation of Simulink/Stateflow model of physical plant:
continuous dynamic behaviors, stochastic behaviors.

* Integration of Z3PY encodings of continuous physical plant
and discrete controller.

* Development of a fully automatic verification tool chain.
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