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OUR GOALS, REVISITED

1. Develop an accurate, non-idealized, formal, and
executable model of the x86 ISA

2. Develop automated procedures for reasoning about x86
machine code

» Functional correctness of machine code

» Minimize lemma construction
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FORMALIZING X86 ISA IN ACL2

» Our x86 ISA model has been formalized using an
interpreter approach to operational semantics.

» Semantics of a program is given by the effect it has on the
state of the machine.

» State-transition function is characterized by a recursively
defined interpreter.
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registers general-purpose,
segment, debug, control,
model-specific registers

rip instruction pointer

flg 64-bit flags register

mem physical memory (4096 TB)
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RUN FUNCTION

Recursively defined interpreter that specifies the x86 model

run (n, x86):

if n == 0:
return (x86)
else

if halt instruction encountered:
return (x86)

else
run (n - 1, step (x86))
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STEP FUNCTION

step (x86):
pc = rip (x86)
[prefixes, opcode, ... , imm] = Fetch—and-Decode (pc, x86)

case opcode:
#x00 -> add-semantic-fn (prefixes, ... , imm, x86)

#xFF —-> inc-—-semantic-fn (prefixes, ... , imm, x86)
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» INPUT: x86 state
Decoded components of the instruction
OUTPUT: Next x86 state

» A semantic function describes the effects of executing an
instruction.

» Every instruction in the model has its own semantic
function.
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» 64-bit mode

v

Model entire 2°2 bytes (4096 TB) of memory

v

All addressing modes

v

118 user-mode instructions (219 opcodes)

v

Execution speed: ~3.3 million instructions/second

v

+40,000 lines of code
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SYMBOLIC EXECUTION IN ACL2

» Symbolic Execution: Executing functions on symbolic
data; can be used as a proof procedure

» GL: verified framework for proving ACL2 theorems
involving finite objects

» Symbolic objects: finite objects represented by boolean
expressions

» Computations involving these symbolic objects done using
verified BDD operations
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DEMO

Automatic correctness proof for an x86 popcount binary
program, for counting the number of non-zero bits in the
bit-level representation of an unsigned integer input.
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CODE PROOFS: SYMBOLIC EXECUTION APPROACH

» No lemma construction needed; proof done fully
automatically

» Reason directly about semantics of programs (+40,000 LoC)

» Proofs of correctness of larger programs to be obtained
compositionally using traditional theorem proving
techniques
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CONCLUSION

» Executable, formal model of a significant subset of x86 ISA
» No simplification of the semantics of x86 instructions

» X86 ISA model capable of running and reasoning about
real x86 binary programs
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