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ObjectCheck Overview

* An integrated development, validation, and mode-

checking environment for software system designs;

— System designs are specified in xUML;
— xUML 1is an executable subset of UML;

e Developed in conjunction with

\_

— FormalCheck (Robert P. Kurshan, et. al.);
— SDLCheck (Vladimir Levin and Husnu Yenigun);

— Goal: Software/hardware co-design and co-verification;
* Sub-goal: Model checking of software system designs in xXUML.

/




4 N

Executable UML (xUML)

|  Has well-defined
E Execution Semantics;
<XECUTABLE UML o Utilizes UML Action
A FOUNDATION FOR Semantics recently
MODEL-DRIVEN ARCHITECTURE adopte d by OMG:
YRR CME(ioR D « Can be compiled to

| l’ procedural codes;
| * Tools provided by:

Foreword by lvar Jacobson

— Project Technologies;
— Kennedy Carter;

\ f.:':f_;'_:_','_'.e':_:_'.!: — Hyperformix (SES); /




/ Architecture and Workflow of \
ObjectCheck
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Case Study on TinyOS

* A run-time image of TinyOS, a component-based
operating system for networked sensors;

 XUML models for TinyOS components have been
constructed from their C source codes to enable:
— Model-driven development on design level,;
— Software/hardware co-design and co-verification;
* Two properties are to be checked:
— Repeated transmission on physical network;

— No consecutive ()’s 1n any sequence-number sequence.
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More on TinyOS

~

\_

An OS for networked sensors that have
— Limited computation ability and energy supply;
— High concurrency requirements;
— Diversities 1n designs and usages;
— High reliability requirement;
Is component-based

— Run-time 1mages are specialized for different sensors;

— Only necessary components are selected and composed.

More information --

/
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]'_'_,-! Tera Term - enzo.cs.utexas.edu ¥T
File Edit Setup Conkrol ‘Window Help

Sensor Output Lifecycle.grf
enzo.cs.utexas.edu%s objectbench
Setting up Objectkench Query Language
Setup completed

Please input the name of the tok file
(tyvpe "quit™ to abort the generation processg)

===
../working/sn. tob
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“emacs@enzo.cs.utexas.edu

uffers Files Tools Edit Search Mule Help

=121 x|

Mroject s2n
consistsof

domaln sZ2n

suntype Interrupt_Tupe = 1lnteger
constants [0 4] default O
endsyntype

arraytype Integer_Array = Integer
=]

endarraytype

oo

subsystem Sensor_to_Metwork
o0

internal
object Hardware
Hiy

Id “HW_ID" =*
Interrupt_Type "Cholce”

l1tem
HW_RFurning Yes 1
("HW_IO’, 1}
("Choice”, 0O)
enditem
1
0
event HWi: C_Ret { id key
event HWZ: A_Ret ({ id key
event HW3: R_Ret { id key
event HW4: T_Ret { id key

event HWS: Loop ( id key )

state HW_Eunning HW_SOL_Running

o
o

e e e

Choice = ANY({"Interrupt_Type")

if (Choice == 0) Generate CL1: HW_C_Intr (1)

if (Choice == 1) £

1f (ADC(L1).0n == TRUE) Generate AOCE: HW_A_Intr (1)

WMLoading timer...done

—-—:—— sn.tob [ Fundamental j——-L1--C0--Top
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“ emacs@enzo.cs.utexas.edu 1 = =] x|
uffers Files Tools Edit Search Mule Help Clase

B+ Logic Propositions #/
DECLARE REFM_Pending <{<SYSTEM SZ2W/BLOCK SENSOR_TO_METWORK/PROCESS RFM>> PEMDING;
DECLARE HW_Choice <<SYSTEM S2M/BLOCK SEMSOR_TO_METWORK/FREOCESS HARDWARE:»> CHOICE;

A% Propertles ¢
Repeatedly (#RFM_Pending == :
Repeatedly (#RFM_Pending != 1) ;

1

A% Assumptlons

fAssumeRepeatedly (#HW_Cholce == 0);
AssumeRepeatedly (#HW_Cholice == 1) ;
AssumeRepeatedly (#HW_Cholce == 2);
AssumeRepeatedly(#HW_Cholce == 3);
AssumeRepeatedly (#HW_Cholce == 4)

——:—— gueryl.gry { Fundamental j—-L1--C0--All
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Step-by-Step Demonstration

~

Property Specification Interface

!

Designer

v

xUML IDE

|

Property

xUML Model

!

!

xUML-to-S/R Translator

Error Visualizer

Error Report

!

|

Error Report Generator

S/R Query

S/R Model

\_

COSPAN Model Checker

Error Track

]

20



]'_'_,-! Tera Term - enzo.cs.utexas.edu ¥T

File Edit Setup Conkrol ‘Window Help

enzo.cs.utexas.edus tobisr -ob -at —-query quervl.gry sn.tob
tobZsr 13 executing...

tobZsr: Total time spent = 2500 msec.

enzo.cs.utexas. edus




“emacsi@enzo.cs.utexas.edu

=121 x|

uffers Files Tools Edit Search Mule Help

Close

(I e s s bbb b s s SHESHHHCHC SRS K RS HE R HH S OO K K
# Generated by tobZsr (Version @ 0.37.1) on Man Mar 24 14:39:00 2003

* The command line was:

* tobZsr —ob -3t —guery gueryl.gry sn.tob

e b L b b e B e b o B o B L b o b B o e B e o 3 P R o

#1f ! defined(__QUERY_LOCAL)

SRS S SHE S S SHCSHE S S S S B SRS S S SRSHSK S A SH SRS SOHOR R ok ke
Aok s0L SYSTEM DESCRIPTIOMN e
SRS SH S e HCSHEH SSHSHS HESH SR S SRS SRS KSR S s ok e

SR SRS SRS S SRS S SR K SRS K s sk ok
Aok TYPE DEFIMITIONS *
S S SRS A SRS S S SRS S SRS SRS SRS sk

# define __Dummy3ignal O
d# 1ncoming signals of processes and channels =/

define Frocess_HARDWARE_HWS
define Frocess_HARDWARE_HL4
define Frocess_HARDWARE_HW3
define Process_HeRIWARE_HWZ
define Process_HARIWARE_HW1

H o HHH
01 e D O

HWZ, Process_HARDWARE_HWZ, Process_HARDWARE_HWL )

# define Process_CLOCK_CLZ 1
# define Process_CLOCK_CL1 2
type Process_CLOCK_Signals : § __DummySignal, Process_CLOCK_CLZ, Process_CLOCK_CL1 )

# define Frocess_ADC_ADCS
# define Frocess_ADC_ADCZ
# define Frocess_ADC_ADC1
type Process_ADC_Signals @ { __DummySignal , Process_ADC_ADC3, Process_ADC_ADCZ, Process_ADC_ADCL )

Lol PO =

define Frocess_PHOTO_P4
define Frocess_PHOTO_P3
define Frocess_PHOTO_PZ
define Frocess_PHOTO_P1

#+ H#H H %
EON YR

OTO_P1 3

# define Process_SENSOR_OUTPUT_S06 1
| |# define Frocess_ SENSDR DUTPUT SDB 2

type Process_HAROWARE_Signals @ ( __DummySignal, Process_HARDWARE_HWS, Process_HARDWARE_HW4, Process_HARDWARE_“

type Process_PHOTO_Signals @  __DummySignal, Process_PHOTO_P4, Process_PHOTO_P3, Process_PHOTO_PZ, Process_PH




“emacs@enzo.cs.utexas.edu a = =] x|
uffers Files Tools Edit Search Mule Help
Process_TASK_QUEUE_MN_THHL 7 (__Sender = p_Process_HARDOWARE) |

__DummySignal
3
selvar __InputSig : Process_TASK_QUEUE_M_Signals
asgn __InputSig := __SigArrayl__SlotToBeConsumed]

end BufferProcess_TASK_QUEUE_M

#endlif
#1f ! defined(__MODEL_LOCAL)

PEEE R EE R R PR R R R
Aok HUERY FPART e
PEEE R E RS PR R R R

#define DIRECTSUMoF 2
g#include <QRY .h>

PEEE R EE E RS PR R R R
Aok USER QUERY e
S8 S SRS SRS SRS SRS SR SR R e

Ax [Query warilable definitlons #®/

#define __OW__RFM_Pending (Process_RFM.Y_PENOING)
#define __QY__HW_Choice (Process_HARIDWARE.Y_CHOICE)

S Properties =/
monitor __Property__1 : Repeatedly_ (0, (__Q¥__RFM_Pending=1])

monitor __Property__2 : Repeatedly_ (1, (__QY__RFM_Pending™~=1)]
A4 Assumptions from the guery file *®/

monitor __Assumption__1 : AssumeRepeatedly_ ((__Q¥__HW_Choice=0))
monitor __fssumption__2 : AssumeRepeatedly_ ((__GQV__HW_Choice=1}])
monitor __fssumption__3 : AssumeRepeatedly_ ((__GQV__HW_Choice=2))
monitor __fAssumption__4 : AssumeRepeatedly_ ((__Q%__HW_Cholice=31)
monitor __fssumption__ 5 : AssumeRepeatedly_ ((__Q%__HW_Cholice=4)]
#endif

—— i——  =n eryl.sr i Fundamental ) ——L3394——C0——Bot
Mark set
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File Edit Setup Conkrol ‘Window Help

Mon Apr 7 17:1e:31 CDT 2003
enzo. c2.utexas.edu [Sun0CS 5.8 zundu]: /v/filerla/v0g03l/feixie/project/OBChec
k/demo/tos/workingl

cospan -bgl -Kt -#status -#dupstvars -#time -D MODEL LOCAL sn  dqueryl.sr -D
_QUERY LOCAL =n dueryl.sr

cospan: Version 85.23.206 (Bell Laboratories) 1l Fel 200%Z

Single pass for option -gl
cospan: Verslon 5.23.206 (Bell Laboratories) 1 Felr 2002
+ time sr F -I/projects/formalcheck/COSPAN/SUN/include -#status -#dupstvars -
I/projects/formalcheck/COSPAN/SUN/include -b —-#reduction -Et -#status -#dupst
vars —-D MODEL LOCAL sn  gqueryl.sr -D  QUERY LOCAL sn gqueryl.sr -#gtree —#3t
atus -#dupstvars -#reduction -#status -#dupstvars -#gtree
sr F: -#bddversion=dl
Status: Begin parsing at 0 sec 0 megabytes.
g queryl.sr: Mon Apr 7 17:1e:17 2003
/projectzs/formalcheck/COSPAN/SUN/include/QRY.h: Mon Mar 18 10:42:35 2002
/projects/formalcheck/COSEAN/SUN/include/QRY+.h: Mon Mar 18 10:42:35 2002
Status: Begin checks and tree rewrites at 0.1 sec 0.73728 megabytes.
sn_ gqueryl.rf: list entry count:

93 pruned, 211 active, U freed bv reduction

39 data wvariables declared or with width >= -#datakbits=4

144 zelection/local wvariables

0 reszized wvarialbles

67 bounded state wvariables: 2.58eb3 states

0 unbounded state wvariakles
boolean cysets
boolean recurs
free gelection/local variables: &0 selectionszs/state

pausing processes

[ T S T S T




A Tera Term - enzo.cs.utexas.edu ¥T B =
File Edit Setup Control Window Help Close

Status: Begin tree to bdd-expr translation at 0.96 sec 0.90117 megabytes.
(-kb: 142 macro'd selvars, 2 retained selvars)

Status: Begin kbdd-expr to local bdd translation at 1 sec 3.53070 megabytes 11
64 bdd nodes.
sn dqueryl.sr: Synchronous model
Status: Begin glokal bdds at 15.85 sec 8.437760 megabytes 27089 bdd nodes.
2 1nitial states.
Status: Begin forward search at Z21.02 sec 8.43776 megabyvtes 35210 kdd nodes.
4,6494%9e+06 states reached.
State =Zet generations Z258
Status: Begin usage statistics at 9892.83 sec 65.75 megabytez 1975701 kbdd node
=
Bounded stvar range coverage: 67 wvariabkles, 64.43% average coveradge

24 enumerated and boolean: 20 wvalues of 2 variables unreached

43 integer: 30 wvariables with unreached wvalues; 46.08% average covera
ge

worst coverage: 0.10% for 1 warialbles

372 bounded wvariabkles (47.76%) have unreached wvalues
Status: Begin cycle check method 1 at 290,37 sec 66.75 megabytezs 1970701 bdd
nodes.
Status: Begin forward envelope computation at 1018.41 sec 68.78 megabyvtezs 197
2828 bdd nodes.
1975828 kbdd nodes, 1017.66 seconds, 65.249353 megabytes
=1 queryvl.sr: Task performed!

real 17:=00.0
nser 16:58.6
SAYES 1.0

see queryl.log.out
enrzo. c=. ltexas. edu%
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B+ Logic Propositions #/
DECLARE HW_Choice <<SYSTEM S2M/BLOCK SEMSOR_TO_METWORK/FROCESS HARDWARE:»> CHOICE;

DECLARE REFM_Buf <<SYSTEM SZW/BLOCK SEMS0R_TO_METWORK/FROCESS REFM>> BUF,
DECLARE RFM_Dats <<SYSTEM S2ZM/BLOCK SEMS0R_TO_METWORK/PROCESS RFM>> DATA;
DECLARE RFM_Trasmitting <<SYSTEM S2M/BLOCK SENSOR_TO_METWORK/PROCESS RFM>> FRFM_TREAMSMITTIMNG;

d# Properties #/
Mewer [(#RFM_Data == 0) AND (#RFM_Buf == 0) aAND #RFM_Trasmitting);

A% Assumptlons

AssumeRepeatedly (#HW_Cholce == 0)};
AssumeRepeatedly (#HW_Choice == 1)};
AssumeRepeatedly (#HW_Cholce == 2);
AssumeRepeatedly(#HW_Choice == 3);
AssumeRepeatedly i #HW_Choice == 4)
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File Edit Setup Conkrol ‘Window Help

EaT

B
enzo.cs.utexas.edus tobiZsr -ob -at —-query querviZ.dgry sSn.tob
tobZsr 13 executing...
tobZsr: Total time spent = 233 msec.
enzo.cs.utexas. edus I
-]
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File Edit Setup Conkrol ‘Window Help

Mon Apr 7 17:1e:55 CDT 2003
enzo. c2.utexas.edu [Sun0CS 5.8 zundu]: /v/filerla/v0g03l/feixie/project/OBChec
k/demo/tos/working?

cospan -bgl -Kt -#status -#dupstvars -#time -D MODEL LOCAL sn  dqueryZ.sr -D
_QUERY LOCAL =n  dueryZ.sr

cospan: Version 85.23.206 (Bell Laboratories) 1l Fel 200%Z

Single pass for option -gl
cospan: Verslon 5.23.206 (Bell Laboratories) 1 Felr 2002
+ time sr F -I/projects/formalcheck/COSPAN/SUN/include -#status -#dupstvars -
I/projects/formalcheck/COSPAN/SUN/include -b —-#reduction -Et -#status -#dupst
vars —-D MODEL LOCAL sn  queryZ.sr -D  QUERY LOCAL sn  dguery<.sr -#gtree —#3t
atus -#dupstvars -#reduction -#status -#dupstvars -#gtree
sr F: -#bddversion=dl
Status: Begin parsing at 0 sec 0 megabytes.
2n queryZ.sr: Mon Apr 7 17:16:53 2003
/projectzs/formalcheck/COSPAN/SUN/include/QRY.h: Mon Mar 18 10:42:35 2002
/projects/formalcheck/COSEAN/SUN/include/QRY+.h: Mon Mar 18 10:42:35 2002
Status: Begin checks and tree rewrites at 0.11 sec 0.73728 megabytes.
sn_ queryZ.rf: list entry count:

60 pruned, 243 active, U freed bv reduction

39 data wvariables declared or with width >= -#datakbits=4

153 zelection/local wvariables

1l re=sized wvarialbles

90 bounded state wvariables: 1.8582elZt states

0 unbounded state wvariakles
boolean cysets
boolean recurs
free gelection/local variables: &0 selectionszs/state
varialble reference clippings, U expression clipplngs

= oy
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Status: Begln tree to bdd-expr translation at 1.04 sec 0.94205 megabyvtes.
(-kb: 151 macro'd selvars, 2 retained selvars)

Status: Begin kbdd-expr to local bdd translation at 1.16 sec 3.26302 megabytes
1652 bdd nodes.
sn dqueryZ.sr: Synchronous model
Status: Begin glokal bdds at 16.07 =zec §.51459 megabytes 30959 bdd nodes.
1l initial states.
Status: Begin forward search at 23.74 sec 8.81459 megabyvtes 68301 kdd nodes.
Sstop at error:
No transition enabled in process . Property 1

3916 =tates reached.
State set generations 248
Status: Begin error track at 29.72 sec 11.092 megabytes 1648572 bdd nodes.
Status: Begin usage statistics at 64.58 sec 11.1002 megabytes 164552 bdd node
=3
Bounded stvar range coverage: ©9 varialbles, 47.11% average coverage

24 enumerated and boolean: 30 wvalues of 4 wvariables unreached

65 integer: 52 wariabkles with unreached wvalues; 30.50% average covera
ge

worst coverage: 0.053% for 10 wvariables

56 bounded wvariabkles (602.92%) have unreached wvalues
1536202 bdd nodes, 64.59]1 seconds, 7.81517 megabytes
zn queryZ.sr: Task failed (tree].

2n queryZ.sr: (tree), exit O
real 1:06.6
user 1:06.1
SAYES 0.1

see queryZ.log.out
ENZ0. CS. utexas edu%




F1 Tera Term - enzo.cs.utexas.edu ¥T ) =
File Edit Setup Conkrol ‘Window Help

enzo.cs.utexas. edus more sn  queryZ.T

O(0) .FProcess HARDWARE.S=state START 1 .Process HARDWARE.V CHOICE=O.
BufferProcess HARDWARE. Slgﬂrray[D]— .BufferProcess HARDWARE. Slgﬂrray[l]
= .BufferProcess _HARDWARE. SighArray[2]=0 .BufferProcess _ HARDWARE. S1
Array [3]=0 . Process CLOCK. S=state ~CL SDL IDLE = .BufferProcess_CLDCK.
_ SighArray[0]=0 .BufferProcess _ CLOCK. Slgﬂrray[l]— .BufferProcess CLOCK.
_ SigArray[2]=0 .Frocess ADC. S=state _ADC SDL IDLE 3 .Process ADC.V ON=0
Process ADC.V READING=O .BufferProcess ADC. Slgﬁrray[ﬂ]— .Buff
erProcess ADC. SigArray[l]=0 .BufferProcess _ADC. ESigArrayl[Z2]=0 . Proc
ess PHOTO.S=state P SDL IDLE 3 .Process FPHOTO. V_DRTR=O .BufferProcess FHOTO.
__SlgArray[D]— .BufferProcess PHOTO. _ _BidgArray[1]=0 .BufferProcess PHOTO.
_ SigArray[2]=0 .BufferProcess PHOTO. _ ParArray[0] [0]=0 .BufferProcess FHOTO.

 ParArray[1] [0]=0 .BufferProcess PHOTO. ParArray[Z][D]— . Process SENS

OF OUTFUT. S5=state =0 5DL TDLE 3 .Process SENSOR OUTPUT.V BUF= 0 . Frocess SENS
DR_DUTPUT YV DATA= 0 .BufferProcess SENSDR OUTPUT. Slgﬂrray[ﬂ]— LBuff
erProcess SENSOR CUTPUT. Slgﬂrray[l]— BufferProcess SENSOR OUTPUT. SighArr
ay[2]=0 .BufferProcess SENSOR OUTPUT. ParhArray[0] [0O]= .BufferProcess SENSO
_OUTFUT. Parﬁrray[l][ﬂ]— .BufferProcess SENSOR DUTPUT Parﬂrray[Z][O]
= .Process RFM.5=state RFM SDL IDLE 3 .Process RFM. V_ PENDING=0
Frocess RFIM. V_BUF——l .Process RFM.V DHTR 0 .BufferProcess RFM. __ _BigArra
[0]=0 .BufferProcess RFM. __SlgArray[l] BufferProcess_RFM _ _SighArra
[2]=0 .BufferProcess_RFM.__ParHrray[O][O]=D .BufferProcess RFM. ParArra
[1] [O]=0 .BufferProcess RFM. ParhArray[Z] [0]=0 .FProcess GENERIC CO

. 5=ztate -C SDL IDLE 2 .Process GENERIC COMM.V BUF=0 . Process GENERIC CO
.V DATA= 0 BufferPrDcess GENERIC COMM. Slgﬂrray[D]— BufferProces
= GENERIC COMM. Sighrray[l]= .BufferProcess _GENERIC COMM. Sighrrayl[z]=0
BufferProcess GENERIC _ COMM. Parﬂrray[@][ﬂ]— _BufferProcess GENERIC _ COMM.
Parhrray[l][ﬂ]— .BufferProcess GENERIC COMM. ParHrray[E][O]— . Proc
ezgs INT TO RFM. S==tate IR SDL IDLE 2 PrDCESS_INT_TD_RFM V_DHTH=D Buftt
erProcess INT _TO_RFIM. Slgﬂrray[D]— .BufferProcess INT TO RFM. SighArray/|
--More--(2%)
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]'1 Tera Term - enzo.cs.utexas.edu ¥T

File Edit Setup Conkrol ‘Window Help

enzo.c=s.utexas.edus TZotr sn query?

Output line too long.

" 37, 20 Error in error track filelll

trztokb: There are 245 states in the error track (1 in the post mortem part)
TZotr: See the file "sn gquervyZ.otr™ for the error track...

enzo.cg.utexas. edus I




]'1 Tera Term - enzo.cs.utexas.edu ¥T
File Edit Setup Conkral  Window  Help

enzo.cs.utexas. edu% more sn  queryZ.otr

PROCESS CLOCK iz initiallwy at STATE CL 5DL IDLE
PROCESS ADC iz 1initially at STATE ADC SDL IDLE
<<SYSTEM SZN / BLOCK SENSOR TO NETWDRK / PROCESS ADC>>CN=0
<<3Y3TEM S2N / BLOCK SENSDR TO NETWDRK / PROCESS ADC>>READING=0
PROCESS PHOTO iz initiallwy at STATE P SDL IDLE
<<SYSTEM SZN / BLOCK SENSOR TO NETWORK / PROCESS PHOTO>>DATA=(
PROCESS SENSOR CUTPUT is lnltlally at STATE S50 SDL IDLE
<<SYSTEM S2N / BLOCK SENSOR_TO NETWORK / PROCESS SENSOR OUTPUT>>BUF=0
<<3Y3TEM S2N / BLOCK SENSDR TO NETWDRK / PROCESS SENSDR OUTPUT>>DATA=0
PROCESS RFM is 1initially at STATE RFM SDL IDLE
<<SYSTEM SZN / BLOCK SENSOR TO NETWDRK / PROCESS RFM>»>PENDING=0
<<38Y3TEM S2N / BLOCK SENSDR TO NETWDRK / PROCE3SS RFM>>BUF=1
<<SYSTEM S2N / BLOCK SENSOR TO NETWORK / PROCESS RFM>>DATA=0
PROCESS GENERIC COIMM is lnltlally at STATE U SDL IDLE
<<SYSTEM S2N / BLOCK SENSOR_TO NETWORK / PROCESS GENERIC _ COMM>>»>BUF=0
<<SYSTEM S2N / BLOCK SENSDR TO NETWDRK / PROCESS GENERIC COMM>>DHTH 8
PROCESS INT TO RFM 1is lnltlally at STATE IR DL IDLE
<<S8YSTEM S2N / BLOCK SENSOR TO NETWORK / PROCESS ITNT TO RFM>>DATA=0
FROCESS TASK QUEUE 5 1is= lnltlally at STATE TQs SDL IDLE
<<S8YSTEM SZN / BLOCK SENSCR TO NETWORK / PROCESS TASK _QUEUE S>>FULL=0
<<B8YSTEM SZN / BLOCK SENSDR TO NETWORK / PROCESS TASK QUEUE S>>EMP=1
<<3Y3TEM S2N / BLOCK SENSDR TO NETWDRK / FROCESS TASK QUEUE S>>HEAD=0
<<B8YSTEM S2MN / BLOCK SENSDR TO NETWDRK / PROCESS TASK QUEUE S>>TAIL=0
FROCESS SO TASK 1= initially at STATE 20T =DL IDLE

B
PROCESS HARDWARE 1s initially at STATE START
<<8YSTEM SZMN / BLOCK SENSOR TO NETWORK / PROCESS HARDWARE>>CHOICE=0
--More--(4%) n
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File Edit Setup Control ‘#indow Help

enzo.cs.utexas. edus
quervs. log sn
queryz.log.out sn
qUErYE . Ty sn
sn. tob =hal

enzZo. o2 . ltexas. edu%
enzo. c=2. ltexas. edu%

1=
queryZ. M
queryz. T
querye .U
qUEery<.err

otrZsim sn

S querye.

S query<.

S UEervZ.

SI1 query<.

quervyZ.otr

s
otr
rt
ST
=n

s gueryvZ. tr

Zruns

quervyZ.sim HARDWARE
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f*kk#kk**kkkkkkkki‘ InterleaVlng Drders

delay 0;
HARDWARE (1) .8eq 5 = 1;
HARDWARE (1) .CHOICE = 0O

delay 1;
HARDWARE (1) .8eqg T = 15;

delay 1;
CLOCK(l).8eq 5 = 0;

delay 1;
CLOCK(l).8eq T = 0;

delay 1;
SENSOR OUTPUT(1).3eq 3 = 0;

delay 1;
SENSOR OUTPUT(1).S5eq T = 0;

delay 1;
PHOTO(1l).3egq S = 0;

delay 1;
PHOTC(1l).3eq T = 0;

delay 1;
ADC(1l).3eqg 5 = 0;
——More——{lﬁf}

-k:k-k-k-k-k-k:k:k:k:k—-k-k:k:k:k:k-k-k;




>< Objectbench

E¥ DEEE

Domadn:

&'

Sim Page:

m— Testcasebuild

* Entire Domaln *

Scenario Mame . o
Fun Time Options

Parameter
Parameter Output

Source

B queryZ. sim

FReport Dutput

Model Eli tions

RTI Commands




>< Objectbench

o = Ohijecthench 3. Subsystem:
E ﬂ m é] Tndex Il Nl Rl HAFTWARE LIFECYCLE
HW3: R Ret| |HWZ: & Ret
(HW _ID) (HW_IN)
HWi: T Ret HWl: C_Ret
(HW_ID) (HW_T0)
| 1. Running
delay Seq S5;
#* CHOICE = BNY("Interrupt Type"l; *7
HWS : Loop if (CHOICE == 0) Generate CL1: HW C Intr (1);
{HW_ID) =
if (CHOICE == 1) {
if (ADCELlY. 0On == TRUE) Generate ANC3: HW & Intr (1);
HWE: Start else | - =
(HW_ID) Generate HWS: Loop (HW_ID);
CHOICE = 1;
Generate HWE: Start (HW_ID); i
2. Start }

delay Seq T;

if (CHOICE == 2) |
if (RFM(l) Pending == TRUE) Generate EFM3: HW R Intr (1);
else §
Generate HWS: Loop (HW_ID) ;
CHOICE = 2;
h
h

if (CHOICE == 3) |
if (TaSK _QUEUE _S({1).Emp == FALSE) Generate TOS1:
else §
Generate HWS: Loop (HW_ID);
CHOICE = 3;
b
b

Schedule (13;

if (CHOICE == 4) |
if (TaSE _QUEUE M{l).Emp == FALSE) Generate TON1:
else §
Generate HWS: Loop (HW_ID);
CHOICE = 4;
b

Schedule (1%;



>< Objectbench

y - I:I]:l'iEu::t.]:lE:ru::h E:_ Subsystem:
E ﬂ m é] Index Il Noh Nl O TR FOWARE LIFECYCLE
HW3: R _Ret| |HWZ: & Ret
(HW_ID) (HW_ID)
HW4: T Ret HWl: C_Ret
(HW_I0) (HW_ID)
| nning |
delay Seq 5;
f* CHOICE = BNY("Interrupt Type"}; *7
HWS: Loop if (CHOICE == 0) Generate CL1: HW C_Intr (1) ;
{HW_ID) ==
if (CHOICE == 1) {
if (ADC{1).0n == TRUE) Generate ADC3: HW & Intr (1);
HWE: [Start else { -
(FWEID) Generate HWS: Loop (HW _ID);
CHOICE = 1;
Generate HWE: Start (HW_ID); }
2. Start )

delay Seq T;

<d> step {port} ;

{fRezet 1
odel execution time is 0O
{2, NULL, 0, NULL, "HARDWARE (17 "
{2, NULL, 0, NULL, "HARDWARE (13 "
{2, NULL, 0, NULL, "HARDWARE (13 "
{2, NULL, 0, NULL, "HARDWARE (13 "

{1

P RO0#D
P RO #D
rRl#l
PRl #1

1 generating ‘HWE: Start’ to HARDWARE (1}
T queued ‘HWE: Start’ to HARIWARE (1)

38 processing ‘HWA: Start’
42 trawversed arc from ‘2. Start® to ‘1. Running’ in submodel ‘HARDWARE LIFECYCLE

if (CHOICE == 2} {

if (RFM(1).Pending == TRUE) Generate REFM3: HW R Intr (1);
else {
Generate HWS: Loop (HW _ID);
CHOICE = 2;




)(Dhiecthench e O

E ﬂ M é] Szﬁjziitsiz or to Network

= o -~ » E
!-lu o = e I:_—,U =
o m T o m
& @ T
5! |
= CLZ: C_Intr_Ret PHOTO TASK_QUEUE S | (TﬁSK_uUEUE_N BEls BosE B2k [0 CGENERID_DDH
wa S —
/f 1\ ‘ TONZ: Post Task
L
£ B & B <8
4_1| = E = "E ﬂ
E oo |:r_‘,| . ] ..
) g i
B3 = =
i g 4 e g
by & = =
E ot L ':I, .. f_"r
G 2 =% % 3 g 8
& 7 & t® £ £ B
= | | GCTZ: RFM Ret
o H H 2] =
-1 | | Ly}
K ) ADC HWZ: & Ret o B ( GC_TASE | ( RFM
-— — w7 TR RFM1: Send
" "
Ei =
HWl: C_Ret BOCE: HW & Intr : FFM3:
=
I!JU
o
v o
HARTWARE
Bl AN
I T -
Continue Cont Wiew Cont Threar
Feset 1 1
odel execution time is 0.
2,HWULL, 0, NULL, "HAFDWRE (13"} @ 0 # 91 generating "HW6: Start’ to HARDWARE (1)
Z2,MULL, 0, NULL, "HAROWARE (13"} & 0 # 97 gueued "HWE: Start’ to HARDWARE (1)
Z2,HULL, 0, NULL, "HAROWARE (1) "} & 1 # 138 processing 'HWE: Start’
{2,NULL, 0, HULL, "HAROWARE (13"} & 1 # 142 traversed arc from ‘2. Start’ to ‘1. Running’ in submodel ‘HARDWARE LIFECYCLE i |




>< Objectbench

Y

S01: © Intr

EEmE

CLZ: C_Inktr Ret

CLOCE )

HWl: C_Ret

I-I]'l'i e 1'.]'|E:r|_|::h El . 1

Subsystem:

——CL1: HW_C_Intr

E17: step {port} svbmodel;
13, NULL, 0, NULL,

"GC TESE(1)"F & 122 # 2704 processing ‘GCT1: Dispatch’

"GC TRSE(1)"F & 122 # 2708 trawersed arc from ‘1. Idle® to ‘2. Sending’ in submodel ‘GG T&SE LIFECYCL
"GC_TASK(1)"} & 122 # 2718 generating "RFM1: Send’ to RFM(1)
"GC_TASK(1)WnBFM (13"} @ 122 # 2723 trawersed arc di_3ccifB8lelf 3 140 from *GC_TASK LIFECYCLE' to 'RF

= Location: [EEEEEN
_;3 | "'-L s i I-I-|I H
m L o | H o] o g
Ejr HI i 4JI =] E woowm
y 5oA g 5 S g -
7 oo - g8 7 % i
[f] o '\g m
1 l
PHOTD TASK_QUEVE S | (TP;SK_IJUEUE_N GE: Post Tade Fet CGEN’ERID_DDI\M)
:‘ 1\ ‘ TONE: Post Task
L
e 5 & B 8
.ul = E = "E E
E 5o Ircl . e} ..
i} i m
" =} =
“ E I I oo
[} | ] = = o
2 @ & a
o 5 o : = e o g
4 4 oot =
&7 & $& E £ §
= b = | GLTZ: FFM B
| | L
ADC HW2: A Ret B A ( GC_TASE | : RFM )
— w7 T = RFMI. Send -
= —r
= =
ADC3: HW A Intr = FFM3: HW R _Int
-
I'JJ
s}
N o
HARDWARE
.--""'-,\M :
5
13, NULL, 0, NULL, "TASE_QUEUE_N(1)%nGC_TASKE(1)"} @ 122 # 2692 traversed arc
"“TASK QUEUE N(1)"} @ 122 # 2693 queved 'GCT1: Dispatch’ to GO TASK(1) i



4 Statistics from Model Checking A
“Repeated Output” Property

* Four model checking runs with different
combinations of reduction algorithms

— Start at the same time on the same host;
— The host is a SUN with 8 CPUs and 2GB memory.

SPOR SMC Memory Usage Time Usage
Off Off 596M 193708
Off On SOM 13848
On Off 596M 17438S
On On 102M 1379S

\ Conclusion: SMC helps and SPOR doesn’t. /
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/Model Checking of NASA robot\
Controller

A typical control-intensive embedded system:;

* Conducted by Natasha Shyrigina using ObjectCheck;
— 377 properties were checked.
— 22 properties were successfully checked.

— 6 bugs were found.

\_ ]
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NASA Robot Controller

I ____________ al
| Global }
I . . b . . b _: : Representation | [= = = = = = o e e e e e ===y
Forward Inverse : ’ numbefr_of__]}(l) ns } Joint motion is Controls motion of each joint creates I
" | Kinematics ...| Kinematics I - type of searc] | controlled by .
I : . abort_var | Decision Tree RIL has flmpleSearchSpace(SSS)
[ [ ] . | ‘ RI1 I P | *SSS_ID |
! A L o 1 — Search < »¥ . SS_ID(RIS)
R | T 7| DecisionTree (OT) Space (SS) RIS - condition [
I sc : Is evaluated b K oL - «—pp 351D
OSCAR Libraries 's evaluated by - . > -
- *0S_ID I Decision Tree s i :Earus _solution Ri2 :]S;_—ISI'DZ?RQ) has |
I - TC_ID (R10) N | < P> FactorialSearchSpace |
. status
. * link-ID requires I R10 I Eval, a trial g i 4 R17 *FSS 1D (FSS) I
Is a component Consists of @ number of —
I B . of Search Space R13 I trial configurations . SSJP R17) I
. OSCAR lerary I . . condition
L I I Decision I
o — — — — — — — o | el | o ey ri3 | Making |
I Checker (Ch) N is interfaqgd with v v 1
*Ch_ID is checked by Joint (J) Y VW VYV V RIS
- * Joint ID . R
. counter ‘ TrialConfiguration (TC) 4—I_
I.recoveryﬁstatus < - current_angle *TC ID e s e e e e s e o e s et e e s -
. abort_var : li'ml'lt_l\f/?’x . DT_ID(RS) Ri4 | Kinetic energy .
1 is configured by "Elénln—) (]1;12) . configuration +— L I distortion Criterion I
| -EE_ lidSoluti *PCID (R19)
—W»| . reference - validSolutions . i -
L. .SS_ID(R13) Criteria name I
I defines position df R2 . Arm_ID (R1) status <4< 1 criterion value
Y .DT_ID (R11) : ) | . .
JointStat . LockConfiguraion . I
I End-Effector (EF) - Jomtstatus . TP_ID(R5) I Isused for Cl’ff:‘formalll)cce !
*EE_ID . A A JC_IDRO) evaluation of a trial *P](;l I%l'lon( ) System Compliance ]
I - Current position A Y configuration average value Criterion .
. Limit is a compongnt of can have I : statusg IsA *PCID (R19) 1
I . status different RIS 1 FC ID | *Criteria name
. R6 . .FC ID(RI6) el .
. end_position cdle [ criterion value .
I . ee_reference v — 1 _PC_name R19 .
R1 X X I I .TS_ID (R15) |
S R7 JointConfiguration (JC) B
R3 *JC_ID I . Inertia Criterion .
_ %
I _Joint_ID(R7) I *C"ftelz(ﬁz 1
consists of o . direction I ) criterion value I
I A 4 > . trial_angle I R16 .
Follows to the Arm (A) can have a | *OPC I | has |
W specified * Arm ID number of -NoinSet .
I ‘; ’ stat - TS_counter - ' Geometric Criterion
-arm_status . Status RS I Fused Criterion (FC) *PCID (R19) !
I Trajectory (TJ) . *FCID *Criteria name b
*TJ_ID I 1 .PI criterion value |
I . position . . TS_ID (R14) .
. final_position is a part of I | !
. EE_ID(R3) R4 . Constraint Criterion .
I - TrajectoryPoint (TP) I | *PCID (R19) |
I ?})’Ig)(m) Performance * Criteria name .
Kinematics " po?nt I ! Monitoring :]sjntrtoe:ion value '
I specifies I L._._._._._._._._._._._._._._._._._._._I
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Sale System

/Model Checking of Online Ticket\

* A typical commercial transaction system;
* Presented at FASE 2002;
* Focus: Integrated state space reduction.

\_




4 An Online Ticket Sale System
(Class Diagram)

iz iaformed

*

4.

Ticket Serwver (T3)

Ticket Serwver ID
Available

He=1ld

Sold

0_TIO (B3

2. Disgpakcher (0}
* Dizoatcher IO
. Ageak_Status
Sold Out
. Beguested_Amount
Served_G&
choice
Serwved_C

Iateger ALY |
String Tvoe )

\

iz digopatched by

/ disoatches

informs
E3
b
gqueriss rexolises to
)
El s

3. Agent (&)
* Agenak IO

. O_IO (RZ)
TS_IO (R1})
Serwved &

. Beguested_Amount

Timer_Exoired

. Serwved_C

1. Custeomsr (C)
Y Grous_ID
Customer_ID
D_TID
Tickst llesded
Hawving_Tickst
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An Online Ticket Sale System

(A State Model)

old_(ut = TRUE;

Generate D3: Back_to_Idle (Dispatcher ID);

if {{Aagent Status[0] = L (Bgent Status[l] == TRUE)) {
choice = MIY("E&_ID_TYPE"}I-
Agent_Status[choice - 1] = FALSE;
Generate Al: Assignment (choice , Served_G, Served_C, Requested_amount);

i
. . else if ((Agent Status[0] == TRUE)&&({Agent Status[l] == FALSE)){
4. Refusing 5. Searching Agent, Status[0] = FALSE
Gererate Al: Assigrment (1, Served G, Served_C, Requested Amount) ;
i
else if ((Agent Status[0] == FALSE)&&(Agent Status[l] == TRUE)){
Agent Status[l] = FALSE;
Gererate Al: Assigrment (2, Served G, Served_C, Requested Amount) ;
D4: Mo Ticket 03: Back to Idle D3: Back to Idle i
{(Dispatcher IO) (Dispatcher IO) iDispatcher ID) else
Generate CS: Try Later (Served_G, Served_G);
Generate D3: Back_to Idle{Dispatcher ID);

1. Idle D5: Loop

/F

D3: Back to Idle
(Digpatcher ID)

D2: Agent Free ik

(Dizpatcher I0, A& INO)

{

| {Dispatcher ID)

Dl: Connection
(Dispatcher IO,
G_ID, C ID, Hm)

: Back_to_Idle

Dispatcher IO} 1f (Sold Out == TRIE) {

Generate C4: No Ticket (G_ID, C_ID);
Generate D3: Back_to_Idle (Dispatcher ID);
i

3. Resetting Agent

Agent Status[a ID - 1] = TRUE;

2. Assigning_hgent elze {
Served G = G_ID; Served C = C_ID;

Bequested_amount = MNum;
Generate D5 Loop (Dispatcher ID);

Generate D3: Back_to_Idle (Dispatcher IDO}; }




/ Some Verification Statistics of \
Online Ticket Sale System

* Verification of a liveness property

— After an agent 1s assigned to a customer,
eventually the agent will be released.

 Statistics related to state space reductions
SPOR SMC Memory Usage Time Usage

Off Off Out of Memory -
Off On 113.73M 44736.S
On Off 17.3M 6668.3S

\ On On 74.0M 1450.3S /
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e

~

Summary and Future Work

* ObjectCheck

e Future work 1s focused on

\_

— Integrates industrial software development environments
and model checkers with research tools;

— Provides comprehensive automation for development,
validation, and model checking of xXUML models;

— Has enabled verification of non-trivial software system
designs modeled in xXUML.

— State space reduction capability of ObjectCheck;
— Hardware/software co-design and co-verification.

]




e

Related Work

~

* Most closely related work

\_

— UML Model Checking toolset from University of

Michigan,

— vUML tool from Abo Akademi University,

* There 1s also related work on model checking
of statecharts with different semantics.

]
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Additional Information

 http: //www.cs.utexas.edu/users/ObjectCheck

 Selected publications:

— Fei Xie and James C. Browne. Verified Systems by Composition from
Verified Components. Submitted for review.

— Fei Xie, James C. Browne, and Robert P. Kurshan. Translation-based
Compositional Reasoning for Software Systems. Submitted for review.

— Fei1 Xie and James C. Browne. Integrated State Space Reduction for
Model Checking Executable Object-oriented Software System Designs.
In Proc. of FASE 2002.

— Fei Xie, Vladimir Levin, and James C. Browne. ObjectCheck: A Model
Checking Tool for Executable Object-oriented Software System Designs.
In Proc. of FASE 2002.

— Fei Xie, Vladimir Levin, and James C. Browne. Model Checking for an

\ Executable Subset of UML. In Proc. of ASE, 2001. /
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e

Work Built on ObjectCheck

~

* An integrated state space reduction framework;

 Integration of model checking into component-

based development of software.
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/Integrated State Space Reduction\

Framework

I
1 Verification
I Subtasks

: i Basic Model
: Checking Process

|
|
User-Driven State Space Reduction |[€—-— -| Abstraction :
|
|

xUML Mode

Reduced ] [Reduced xUML )
|

|

xUML-to-S/R Translation < :'
Y Y |
S/R Model S/R Level Query :
|
|

Y Y

Model Checking with COSPAN  |[€+- -

Success Report / Error Track

—

1 Symbolic Verification

| Decomposition

| Symmetry Reduction

I Localization Reduction |

Locaztion R )
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Reduction Steps for Checking P,

Customers, Dispatche p
Agents, Ticket Sever 0

¢ Step 1: Symmetry Reduction

Customers, Dispatché P,

Agents, Ticket Sever

Step 2: Decomposition

Step 3: Symmetry Reduction

Step 4: Decomposition

P

Step 5: Case Splitting Py
Py,

21 L2z ) Py P
@nts, Ticket Server > p 130 Py

Ticket Ser@

Step 6: Symmet¢ Reduction

P, C_Ticket Server/

4 h
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/ Evaluation of User-driven State \

Space Reduction

* Directly model checking P, on OTSS

\_

— Two customer instances and two agent instances;
— SPOR and SMC are both applied.
— Memory usage: 152.79M

— Time usage: 16273.7S

 Memory and time usages for discharging subtasks
at the leaf nodes of the reduction tree.

PZ] P22 P41 P42 P43 P44 P6
Memory | 0.30M | 0.95M | 0.28M |0.29M |0.28M |0.29M |0.35M
Time  [0.02S |1.81S [0.01S |0.04S [0.01S |0.04S

0.63S /
—
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~

/Integration of Model Checking 1nto
Component-based Development

« Temporal properties of a component are
— Established with assumptions on the environment of the
component;
— Verified under these assumptions and then packaged with
the component.
e Selecting a component for reuse considers not only
its functionality but also its temporal properties.

* Properties of a composed component are verified
by reusing verified properties of its sub-components
and applying compositional reasoning.

\_ .




Sensor Component

Done Ack Done
I Qutput
" |Sensor-Output] SO_Task l o
[} | ' OF_Ack
r r r |
Photo ( STQ |
| | ]
r r |
Clock ] ADC i
u |
Component Boundany i
Y ) —
C Intr C Ret A Intr A Ret 2 Bchd = Ret Sub Component  Message Communication
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Properties of Sensor Component

Properties:

Repeatedly (Output);

After (Output) Never (Output) UntilAfter (OP_Ack);
After (Done) Eventually (Done Ack);

Never (Done Ack) UntilAfter (Done);

After (Done Ack) Never (Done Ack) UntilAfter(Done);

Assumptions:

\_

After (Output) Eventually (OP_Ack);

Never (OP_Ack) UntilAfter (Output);

After (OP_Ack) Never (OP_Ack) UntilAfter (Output);

After (Done) Never (Done) UntilAfter (Done Ack);

Repeatedly (C _Intr);

After (C_Intr) Never (C Intr + A Intr + S Schd) UntilAfter (C_Ret);

After (ADC.Pending) Eventually (A Intr);

After (A_Intr) Never (C Intr + A Intr +S Schd) UntilAfter (A _Ret);

After (STQ.Empty = FALSE) Eventually (S_Schd);

After (S_Schd) Never (C Intr + A _Intr + S Schd) UntilAfter (S_Ret);
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