S(Jﬂ;as'- H s o Mee- Donéhl hosh function bult fow o secure Campeession Losction

Severul weys t bald o lmletl Fanction:
I Prepeal bay ¢ Flk, ) == H(k I
L> Twecure doe o stocure. of  Mecde- Domopech & con mount o “extension ook grea H(kI W), con Compote.
H k[l w) ly extendiny Muk\e'%vbwl chaioe
3. Agpeed Yay * Flkm) 2= Hm Il
> Simlac +o hash than- MAC  constvacton.  60d. vdetble 4o some offfine. attock - almmx/ feds o collision W e
Merkle- %&r& prefic ond s ok to Comtruct o ‘Fordefy /f>{w MAL, they waek TOF Hes
> Siucture exoted n MR- colison dumowvudon (ean goucde asbimey  coivions once prefic molehes)
3 Ewebpe muhod : Flem) = H(k In DK }-fm Ceagonable. ?wab'MM«m dsSumptions  on h (eﬁ, b,
e Tio-key nast : FL, k), m) 2= H (ke Il A, 1) Flkm):= hQam) and Folkad = hlmk) 1s o PRF), b\
of tase conswockins ose secure. PRES on o varaVe-size domsia,
hosh-based MRC
HMAC s o 'PRF/MRC bosed on the ‘hbo'lw.y ASY (-\‘\\wb\\ Wi cocceloded la,/;)
HMAC (k, m) 2= H(k, | H (s, )
e B,k ®iped  oad k< k ® opd
and. \gcul ond ovL ove. fed Bries (;Vz:ﬁ'a& w A HMAC standont)
7 L
013 e peoted OB tepesed

Sewsdy @ S k,M ke e af«.\o&ul,m& to moke Siromer pumption ON oSt (&3., h remainy badom  undes o
Seauy er tasunct by prod "—Jﬂkﬂﬂ L)
M:’qﬁm&\,w HMAG-H aee H s Aa hosh funchion
23, HMAC- SHAL
HMAC-5HAZSL — ore of the mesk w‘«Ja&{—mi MAC on e web  (seed in SSL/TLS, TRee, SSH, and more)

HMAC for H’J&fm‘l\'gﬂi Reall fhot wnder reosenble O5Sumphons, HMAC s o secure PRF
Ta Moy protecels, we taed o doswe molkiple ka.y) fom o ﬁﬂc Mmadkes lta,/ (ej., dhsved. fom o [m.\msro\)
Lo T desve wuliple wdependent Uyptogeoghic. bays, o PRF s o fodu  pridee:
Keae < HMAC (km«, t\me") }'\’P\F Dw*rk( 5oy dexwed ‘m-ys e mmT»mﬁmuhr i»A‘eﬁAa\»ls\uHa feom_
R moc €= HMAC (kms\u, * cnoct) undorm

] /] N
dotved by mosts gy (oot hos o e wnique)
Ths bﬂm:oc}\ woued M TLS oad TPec to deret Sessin lﬂ-ys durin  @som setup
Lo Genl pediyn s the. “expoad step = bosdebowd key- diduntion  (HIDF — RFC 9809)
L> Consos of 4w procedass?
- E‘ﬁ"ﬂ:‘f"- decee oo mogter 1417/ ‘cwn\ ey\-\vuv
Soucce. (z‘s,, O ugec ftw«nr&\)
—J@A’ dariee Skxo'b-]_s from B maskec
|
Bofi. Steps rt\y o HMAC



Poncfhac owrm)e\ o consuct  MRACs:  Jomon  emensen foe PRES [,gm\l ~doren PRE = \wyﬁm«\ ?Pf]

Approach 1: uwe CBC (St TV)

m‘ ML “ e ml
k) [ | F6A— [F8) > ot

Not ec\a-,f\ma mLsases S0 No need for IV (or Wlermadiate \;lodﬁ)
b5 Mot obten called “ra- CBC”

Row- CBC s o wny fo buld o lgac"z’.ow-:w PRE 4w o gmall-dowain owe
L2 Con chow szcuxl’(]' for “F«.-Fm—«?eu' masioacy [«w«. preoady, oo CRE s o rmﬁm—(‘,& PRE- Tsedocm&m«. s lcwa .l
(,"\OT"; Pired | en as PRF never evoluated sn ho ualuey whare one s o ?«_{»« & oftr
mespees o3 o specel cave

Bt nof  secuse for leﬁa-k%ﬂ‘ waseqes : “Extension  octdmek
IR Qon.nY foe MAC. on N‘Vc\mc?: block X *

X X A®L \
l, “oq D
—— s
Bl = Flx) FeN E [Fle b= Fln) =t

2. Otdfu-* «Pm-3447 on Mesoqe (’)(,'X@ 't) ondh '\'ba + = 1 v o vk ‘\na on  extended s (%, tex)
L A&www/ succeed  Wth D.Awltuld:ﬁdg P

o0 (BC can Yo uwd 4o bl o MAC on fired: length masmeses, but not  Vasialole- leagth  massages
(more qerusly, ‘ne(ltx-
(E®C) | % !
Toe \)oﬁ&\\'-’\'.nﬁk\ mestRagy, ae m*u\w\‘?\:& ene’s Sl-u)or&s‘fvbu\\ma fraanda) serdices kel e s
f—/\—-ﬁ‘ foRCa g
Lo Joctonk wed in ANST ¥aa, ANST XM sXeadoads / Luxs'mb fho sama h7/ )

K o_?rv onothec PRF wih o Q&M LUU/ 4o e ow\—r...* u{— Coud CRC

m, LV LI my

|
F(k) Flk) [~ Flk,) %r—(kz,‘) — mﬂ

To use w”wl WAC MAC, we ned to Gume  MeSSage \ut)-&k S exea ma(«;rle, o block sire (similar 4o RC W?«el«w\)
= Sgn mMessases that oee wot oL mulople of the block s, we ned b fiest PA Fhe me Sso g2
Y2 0y wos Ao Gse wdh u\mnr’ciw\, ful_&ma st be ’«\‘Se.c%c.
2 i S s o ererypren ‘msec&to'vv weded for  corvectresy

Ls s o case o} ‘wke,aﬁk7/ ’m‘Se,dio‘e&/ e ded for Rty [-& ?o.}\(mh = rtu\ L"\D, Mo omd M, A hawe {he_ i?]




Stondard &W * ?ul: awe»\o\ 1000:-0 + il up bock (ARSI XA9 aad ARSI XAIY stasdacds)
~ Nete * § essoge 1S on esea meigle b fha Wock k’“&“" el to wvedece. o o\unm, blocke
g “MW/ ’Fbl‘ O ‘m&u-«\iw_ Juncto HO;\’)&‘W > HO:Q“\

T This s o L‘r\'-pJ.u\ma shewe L PKCS #7 et we discuss fruious\/ W othe  eontect of CRC eAcryption s o b,‘-h_- PJA(% Stl-wl

Enus{fml CREMAL  dewsolbueks ¢ olaoys reed ot least & PRF evalusdins (u::mb Liforant “'»‘[3) } e.syedal\f bod for  cosbuntl
Messoses must be VAM o bk size short (23 s?*g'-"oy’ﬁ-) MotSeges

Detec agpoach : Mo BE-MAL decuee L «tw(-k-%u. )
B Can we opply o peekis b encedmy ko o massage ! e_/ex\ul—\us\\ wormgs  canaek hare ont be peokis of el
T Oﬁm\ q: ?&M o masmone \0\5&\\ Yo e messoae dilferund- \b«a-k\n nassanes differ o Sest Blodk
Poblemettic f we. do et know  masmae lowath, ok fo | ey (e.ﬁ,l in o W’B wda-\a‘)
il requives Tu\chab massese to muthpe of bleck Sae)
—Om‘ n 9° Aﬂv\y o Tordom secret shft Yo P lost blek oF e tassaac
(%, X, ooy %) B2 (K, Yy, % @) chor kX
Ro\vmf thot does nat kaod ko canart consteuct dwo wasseses  Fhat ase r«-dluu except with
bty AN guassny k)

> bass for VAL (shdondined by NIST i 0oef)



A qusalelizable  HAC (PMRC) —  aerers) ten
dasved o3 F(k‘,o“) T s kay w ek k

™ l " " e l Plk,*) ove ottt — othurise, a&»ewu?' can
kD@ Fnd  Wakd R R Juonude, e tdks
_ otk decm e o e form Yotk wlare
Flk,,) F(k,) Fle,) cU“")J mx&:(\xa_{zm is deone  over GF(&'\) where U g
P bock sie  (constunts Vs a.wﬁ«lly thoten fur
efficent  evaluokion)

Con wse sSimilar Weas oy OARC  (randewand ?ugix—&m ex\uoli-b') + Support wesseops ok s net convtandt welkple of block 1o

Pordlel stuctwre of PMAC makes W wtly uphatenble (mw“a F is o PRP)
L Su')fos:, we c}\use ok & from m0] o m'[)- PMAC \5\\ i“cmm'koln'.

Compute F (k,,'\"*ﬁ) ® ‘F(k‘,"\['l]@ ?U‘,kj‘ ® E(k\, m (] QPU(,ZD) wn molae |oca mroldt:
ol vodue aso value Wthoudt  full  resompotastion.

Rest MAC welve seen 5 fur, but not waed...

~ On sznlm.—\'w-\ machine., PMAC com‘mm\o\g 4o ECBC, NMRACL, CMARC
Resson : Potents X [net pokented on mwd.]
? s 1

Ton Yews of (YQ\'“’O\’«\M%:
=~ On M(o\ wmachne; PMARC wmadh rttes ‘%

§_M_Mq . Mml tedwiques o L (wag-ol,m« PRE fom o Sall-domain one  (domain ectasion for PRE)

> Euch wmetod (ECBC, cMRc,PMkQ\ Jus o MAL on v_w__dak;kcaﬁ; mwc-:)d
s MM\‘I of P 3&5’\3\% (o e vosants) o Standardized



