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Intuitively : Prover commits to a coloring of the graph
Verifier challenges prover to reveal coloring of a single edge

Poorer reveals the coloring on the chosen edge and opens the entries in the commitment

Completeness : By inspection [if coloring is valid
, prover can always answer the challenge correctly]
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Knowledge: We need to construct a simulator that outputs a valid transcript given only the graph G as input.

Let V* be a (possibly malicious) verifier. Construct simulator S as follows :
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It suffices to show that simulated transcript is indistinguishable from a real transcript.
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In addition
,

(i
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V*

behaves essentially the same given commitments to a random coloring as it does given commitment to a valid coloring

If we repeat this protocol /for soundness amplification) ,
simulator simulate one transcript at a time

Summary : Every language in NP has a zeroknowledge proof (assuming existence of PRGs)
&

PRGs imply commitments


