(NTZK)
Ng&:l!\{’_ﬂﬂa’&lt 2ow-keodedne © Can e Constnck o zem-bnosedae —\ws{— System ahare fhe Tm{- Boo gade  massess Lown A,

Proves o ho verfec
(%) vecheo (%) V)\\Y do oo cose?l  Toerucon i fxm::\'\ce,

s ensive

T=Pore L’:Q)
—_—_—

Vv
bE {‘711-5

f‘lu\a\moe.s Pk o be dacda)\ \37 o
frndomized  pal eowia\— Hiwna e (‘dm-\
uf\‘cbf*w\o-*e&T, NI2Ks o on\.’ ?oﬂ;&\o_ 'cc\‘ SWHE‘W - eGs 7 (A'Du-ﬂbe.b (.'_c_' ‘“"5“"5& | PB??) T Y Gsﬁa f
D The swdoiee (for 20 qogecty)  con emerkaly be wsd o dacde e lugere
Fxel s 8N T e w aol e coepied by ta veshes (by 26) in{ impossible. for NP ualess
W x &L SX) DR bok W shelh net be Capted. by verkier (@7 oundness) NP € 8PP (udialy!)

Im?ml\n‘\i’r/ vesolts tell o phare 4o ookl Tf we comob  succeed w dhe “ﬁl""“‘" mec)a,\, Hon move. o o different sret
Covmen.  random [reference. shesy (RS mede) : medom ocade  wmodal :
RO

:

oo\o\\owll\o---otll 'f"’“‘“"ét verier foue / @
/‘ /’ Q\ {‘ acess to shasek Roadesrsd _ % >
- \
ok - ecdiec (oudd b ac u.t\'\&em\\;[ Dedom Y‘b“‘( — | veckw
'Y ﬂh\sa or & Shruduced ‘5'\’"'3)
T Phs moddd, smdater s o\\o@u{ ‘o oo (s s'\w\u.\\:k) e CRS v N Ahis moded, smudokor can “Tws—mi' Al oadoe~
Cot\:)m-\'lbc\ wih. th "“0(', bek Soundasm J&Ewu\. i VQSTQL* Yo an ofbcle {,u.S.z\\, u\{mmr W kureen, Feo\ L aals o fe

hm\u‘c\\l- oprasoked wRS [w\{mmﬁa—x’ betueen the cagablifes & th wa) stmolodyc)
rw-n.r oo e simulatec 1

> Ta Yoth cows, Smubdor hos oddidtonal *Tomfk han Do ren) T(\:dtf, whidh 15 cotten) -Fn(- er\oln\“xa NIZK  consiruckons e NP

Fot-Shewic  headotic. * fom 5‘,-‘“&0\5 4o NTZE W RO meda)
P\Ccﬂ\ Sheeces r‘n‘\'ecs\ ‘Qf Tnmika kn\u&u\ﬁ o{\' disexede. \aa:

jrnu- (3,k=§,a<) vesher Q&Zf.)
réﬁ_z In s «Tw’mr_n\, \e,\-'&l«‘s N&&S— S u‘\'\-‘-nrm\-f O NN
!L*"g'F i S o in foct, s Tpablie esin® = e puker has o
<& c (‘_k% ZF SQLrLr\}\
Z
ZeCr (Y
=T 1 1 T T° f—&/——

\lerhcr that 3“ = W Z\L

Koy oo Rephoe. o vecdiecs ey o o hosk faaction W3 T = Z,
Nomely, nstesd. oF M?\Na L.C&Z\;} oe  sorgle C."H(zs,k, w. prosec can o compote. s 11\,.,\\1*7 on U oo

Comr\c\a%, 205 \q\w\clbz , me o hw\a\sc. folloo l:u{ & Sewac o«\m\1315 65 SthaeC [w‘tll :e,\y 6 Mondam sracle.]



5\3\03\\“!.5 -Ew\v\ é{&uﬂ.‘k&. \sa w RO N\e&l)s (.&)\‘\“a:

—Ss\u?" x & Z.‘,
vk (3, h=9") skt X
T Sign (sk, m) - k' Sgnotuse, S 0 NIZK?NJJ knedlebye
q 7 g .

"*ear C"‘"\(s,h,u,m) 2 < ricx o?r}imerc.\oa of )\,(M\\c\\d\z.\ae

o= (\L, %) o‘U«N’; "?m« MN.SS&bq_ u\)
T VC".JI (\’kl ™ 0‘): wéke 0 = ("\/%) ‘ C,ON\?Q‘\b C-’(_.‘r‘(,sz\‘)“/m) oand M(‘ "‘" %2 = Ul’\

vk=h

gcuui‘\] e.ss:;&iu“\{ flows dom Seconidy & Sdeeccl dauniheadion ‘V\‘*a\ (-{—mbdbsu wih  Bak 'S\A»:\‘"\
> —Foraul Sbm’mm on 0. MW wmislege M s o fl?vw; of l:md&%&_. of He diserde \% (com Yo ettmoed  Fom Mnmuy)

N\ore_ 3«,\1“&\7, oy i,—-tafo-h:co\ e be ugh to ball o s?sm.*\m. PRI us'.-\a Yo EBet-Shamir heunstc (b\[ u,;..a Ao w\l-iﬁt:je,
T derive 4he M\ubg, Vie P\O\)

LU\S“\ of  Shaore's Sgadure. vke (g, k-—g‘) G: (é{, c= H(3.k,3“, w), 2= rex) Vecdiotion  chacks thod 31'-‘5‘5
skt %

on be compuded awen
i o'\\uf ;avm:?éts, so :> \o—\ = g\«:\ [5\9— B N:)\",quL]

olo not ned o MAA‘L
\
PBut, con o beter... Observe. that c)\o.\\ex\:)e. c on\«, reds to be P%-bes (-\'Ln. kv\am\d.ae., e o Sdhweee 1S /) led whae C
o e X of Toﬁ'&;\e_ c-L\“\\u\Dc.s), So we Can Son\‘)\c, oo (1%-hit cj\n.“u\al_ codhar  than  296-bit+ clu.ﬂa\:)c. Thee, tnstead of sm).ma

(sv, 2), weted  send (C, 2) owd tompate. Jr = s%/kc od Box C= HLS,\\, 5‘, v'\)_ “Then nsulv(-mz) .S?Jv\b-%wu ane  33% bt
b c
128 bt dley Z
236 p 3 elerect

LPM-\— noke * Sdwerc  Sigrokures ore tomdomized , and Secsasity redies on kmfu\a %ao_g condomnss
> Wbt oppes £ condomass 75 reued for o different  Sigeotres 2
Then, we  howe
61 = (g ¢ Hlyhg,m), erter) } 2,2, = ()t = = (e (22)
O2 = (5“, ¢, = H(s,h,sﬂ\m,_)l T, = €4 Cx)
This s ?\'uiv.ls’ tha sk oF redakion He knodely edrader oses do
recover M Jiscrete I"B % e, ha siguing Lu.,)’



.De'\trwﬁv\'(s{-ic SQL\V\DN': We wont o oeew,o_ e foandom Valine r & Zr i one. 'H\m\- s '\ar»‘mish‘;} bt uk;:l« o!oc not t'nmrwmse_ sa.miy
= Decee. randomess from wasiase Usesy o PRE. Za ‘ra"ﬁ'w.lﬁn’) 5‘0&-\31‘*7 indudes o secret PRE (ur ko, omak
55«:-\6 o&aoe.ihm Computes < Flym) ond 0 < San(skim yr),
L Auoids vrondomress Y’&Lse/mirum_ Volnonblittes,

(TL$ ool clighl sypokue o—\sqir\'\\m / e(\iFﬁ(_—aJ_Ju-Q_ Psh

Ta pecke, we we o variord  of Sdwers siaroduet Schave.  called DSA / ECOSA [

bok o use W beame  Scheerr
L |m—5~f Bignodineesy (181'00.? eerents — 52 Exh) onX 'rrw-(: bl\\~’ in LkSi.w.a-‘-z, a«wf" wodel

wos fo:('ul\"ctk UL | 9008

ECDSH Sﬁt\m\-uﬂs (ow o group ® o prine sodar ?3
~ Sehp X Zp

. - b Y . - _ e 2 5
vk: Gy, ka-a ) s x deteonisiske Ruackion sﬁ;&c«&\/, S s wx (XY €T ol o
“Sign (8k, M) ot & Z ;— specfed by BDSA | f base RdY soer widh B ellptc o s 3k,
o~ & v —F) e Zf and ovic(xx\s ";( (ot ?), b X 5 viewed as o
s <M+ x) [ T whe tn (o,)
o = (r, s)
= Veiky (v, m,0) * wede o= (r,9), compute, U < 3H(")/ NG , et W= £{0)
vk b

H(m)/s l:‘/5. J 8[l-((n3+ T'X]/s - a[ﬂ(m)i-r%]/[ﬂ(n)a,m] ,;C' - éd. adl "::ﬂ‘f)

Comectrass W = a
Sexm’&] omo\‘sia f\ow-&rlv“u\ - \-u:(mw.s s Sﬁn«a 0»35&»4\‘;\:«\3 oc Mo(l!.\\'ﬂa @ as O “*‘M' tvwf

Signedwe st 6= (r,8) € Zg — Lo 28-BE Seniky, p 4% 5o )28 545 (can we P25C o Gurm 25519



