Theorem (Shawnon). T o apher  sekisties «‘zrxu-—\ Secrecy, Ben (K] 2 el
Totusen * Evuy c.\'r\mmﬁ Can c}ex.cT?’( do ox most (K] < 1M) Messoags. This means Thek ci?\u‘hﬁ‘l' kaks formexon  aloudt
e Mmemseoe (vmr\' o\l massoes e.clw:l\v |i\c¢_\\/-)_ Conws ‘e Yq,e(-eb\'\?l secvel.

Proot. We wll use o “mmav\a” Sequment.  Sugpese. ) <\l Take ony Gpartect € & Enoypt (k,w)  foe some keKs, men
The Sphartest  con ov\\y o\wlﬁ Yo ot most K| foss\h\e messoqes (one for eadn choice of la.l) Since IKaI < |f'\-|, Shere
® some messoar ™ €M such o
Vhe Rt Desypt lk,e) # n
By coeracness of e dpher,
Yhek Encc7p-}(l(,M') $c
Twis means that
Pe(k® K E«ayﬁ(k,m’) =) =0
PrlkE Rt Brogpr (k)= c] 2 0

} Cannot be Yukc\\( secve X’

’ﬁk,,ﬂ.;_ai' + Teckeck secsecy  ceuires ]nv\a kays. \leml irgraicol lekcet in Mo mott envical sconasios — e‘&“‘b‘"‘) dally cadelmcks)

TE ve wont suw::\\-ﬁ efficent l wsodle, e need o Congronise Soma Where,
T Observe. * Pecfeck secreey s an informodion - Pusratic (1o, o modhasmodical) «\m?uy
Evea om \\\Q’xﬁ&w\ (ba*\g‘“«*’t\’{b&G%t w‘oomwj o&kuy commoX  beeak ml'/
We wll relex this "mfuy ond on\y @quire.

56(.\“"\*/ Ggﬁv\.ﬂ Cﬂﬁgd’oﬂ\'w”;(-bguf\u (e%:u&\ odwessosies




Tdeo ‘Epm?m::' Hhe ore-tma To.A, ¢ we will ae.um:\-c. o lo'a W-\»\n\a s&ma fom o short wed (en, 5€ %’)"Sm\‘

° \““:lfrffd\lt s¢ i°'\g>‘ Q'X s e geed \usk\. o< Se.cu}%y ?M’\l‘)

G (s) G € To.8 e >0
Lm'n{'\m‘\ & o PG

_&k\'ﬁ&w\ l‘:#‘ g K)’ {01(3')\

m=C> oy
Et\m/g-!r K, m): cem® 6(K) Toskesd of xor-'ua NANE \w7', we ue fe l'-n-\/ to dwive 0 “Shceant oK fondewc
:Dw"f* (\t, CB U me ¢ ®|6(k) loo\fal\(l) Bds and use ok n T\ML & Mo orn-dima, fwk

T A<n, thn s shewe Coa\t\o-kbe.«?e-\tr.k\y secnse! S0 ve med o difereed noken ok Beciucdy

I'\'hwﬁmy Wosk 0. Shreaw c)r\d +s -?v.w:ﬁu\‘\i\‘{ 0. ont—Hme t«& o OJ\Y ‘MM\o\J a)\um
= Cpuledy b oudper oF o PRE shodd Tlek T ikloney - eadoen ki

Whot s o rensonole My"

T Theoeeticnl onswec o.\aoé&\m funs 0 (?«w\;g\«) ‘»\{M-m\ Xwe

= Proufca)l omsdex b funms in tee < ;1% ond sgace. < 2‘* (com use (ubu' Nuarmbass o @z\\\
Goal = Coreuct o IRE 50 ao efficent OAW/ (YO &eﬁ«aﬁs& oudpit  fooen Condom..

C»P«..«.A LY M««a “uo exRriminks of guwes:

s& foyr + ¢ & o o gt S u&ue:su/ &) s
odwrmey | % 4 o o) o&mwy y Son el o dulenac
Erecivant 0 L be tod W\M_k_l Ls e Lond

P\M«(‘s &) = B .c_l_}aﬁ%vlts\’\ between Exgeienant 0 (walofwt)mm wv\b\ and &(u'wu:k ) (&mk( fondouw s-lvm.b)
= T giren 05 iapok o S&Watu{l%’c\x o (e te G o t S0 | Reeater adversacy knows He tx,!jar"d’m 6;
S Tt outputs o guess (o singe Bk be fa)) onYy seed s kidden

Let Wo = Prl odversowy ous 1 wank O] dofea. Ao disteano &)\h«\vj o B as | D dor Reey o

W, 2= Pr f-d\m“z w*\;: 1w ];:;M* 1] ‘i RGRE[A?@,‘] r= ([ We-W) SECURITY BY OBSCuRTTY
peobaitistic To\jmwio—\ Aimse

Defiifon, K& PRG &: {0l = fou s secare & fic ol officent oduermsies I, grallr hon. any

PREMLR, 6] = nesl () e Ryt
- racfisBe. Lonction Gin e ngut (ubk\:\]
~ Theordical  Jokiadinn 2 £(50) is Mﬂt\;\,\,_ & e olx®) fucoll cen

-8

= Proctical defiation TAN\*-Y s a’go ocr £&

A loa A
8‘5" 27y )\J



(M&wm&z-\a Ao definction:
. G ve ok for m«\7 aaw&\' o\ sdersmsies (Sha n P N)?
No! Consdusr neficent Mr/ Hok ou#r-n\'s 1 i t s 4w imﬁac of & ad O ohecsw
"Wl 1 g‘??\em\«ﬁ\,ek 1—;11 A f A
< W= Pefed ) ¢ et )R ) =
2 Con o output of o TRC e biawd (eg, heot bk of PRG octpur is L agp B’
No! Congdac ﬁ'ég‘i’ a.r’\-&no.«-f ok ou-\vru’\’s 1 § fest bk o df\n.“ug, is 4.

il 2
\QD - } PQ\GMJU\,G] = t” NoT Nesezeze £ !
No7 Temm—

)
- -4
=z

(
Mbwd\Y, no efficent stckistical test can &s\\w\\ oukpat & oo oare PREG frowe  andow
3. Can the ovx\'rak & o PRG be ?«e.ﬁi:hlv[c (Q..D., a\m -F‘.qs{' 10 bs . de\’d' e l‘ﬂ\ bn(')’
No! T fo bits e prekictoble. w.p. THE, an distegih et Ao(d:m\u:)e e (Snce undom st angred i)

Ia :&{—: : uy\reeall'cho[c_ = Yiz.w‘nﬂ:wulm

"M%,: A gecure. PG has the same Stadiskicol Yp‘m—-\o 6s Ahe one- fiwa T’A‘ +o o..7 effaent dwr,
= Bl Yo o¥e Yo e B '«w‘\w— oF ore—fiwme \’“"‘ 4o Optain oo  gecuve encryrion chamnsL (aaom.ﬁ eHcicR)
W@Q

Need 4o defire ﬁe.wr'«’(7 o o encnphion sdema.
Cood ™ o copune ForRy PoX o efficert w\mwy Con  learn any inficenton  obowk Ao wassee goen oy B
ar\\uw&. Seffices o o Hok no  e@bficieny o)mmy con J.'e'&%ds\\ e/urrﬁw\ of m@o‘jc "y o m, evem (f‘
Mo, ™, owe dauhﬁo\\'v “dnaoned.

Let (EN:V\“"\', 'Du«l?\-) be o c.'«[a\w. Ve defrr tvo expesimants (?o.wbnu)s \-.»7 bE szﬂ):

\oeio,\l
l
"o, w\(em,ﬁ\ K&V e;crﬁ«qn&
C‘B <~ E’\O\"‘?\'Lklﬂk')
J
b' € io)\'s

A(}\Wﬁo&l choser 430 mewsies Gk cgwes erenfpion of oft of Aer Reeds +o gus akdh o (e, disting sk
mx«(‘»b)y\ c{ Mo {ww\ W\{eﬁm uf “\D

et \Ao 7 'P\‘[B‘ =1 l b= 0] ‘& Tw\o}i«\i{«/ Aot oJ«man{ bw-m 1
W = Plo=12]% =1] (& odvucsocy 5 a«A Qs e Ao should be weey Jifferees)

N"‘k Semontic m‘&j oAtm-h# o aMf p& ‘Fo( C}(\u’ T\se :(meyg*,‘bm\'"ﬁ)
SSANIA, Tsed = W, - W)

Definton, A Gphec Tse* (Ewﬁ&, ’Dw-Yg’O ‘s sMeol’ secare ¥ for ol efficest aduesoces R,
SSAd (A, Tsed = Mﬁ\('t\)
“asa scudty pommeies (huee moddls Be btleagh of Ao bay)



W&uaw\za A olefinifion

Con we leasn Ao losk 5’9&&:‘:« Bk of o masag aau\ ol\\( A &rku-ked (mw‘-lvb o Ezmom’«cu\lrst(,m 5?\'-"3

No! Suﬂase_ we csold.  Tha, Mu/ con dnecre. to mesoaes Mo, M, dhot dffer in Aeic  feost s‘fan'\&m+ bt
and alisauauzs\h weth Tm\oa\olu’(y 1.

Ths aewm&iu Yo oy e:Fmelr\T - c»m't)ﬂa\o\e. Vw‘xx\—/ of de o "TeS,
Hoo does  semmontic secuidy dode o Teﬁ&ck&utn{?
“Treocem. .

IF o Cphr sodidhes Te&dr seceesy, Aen * s me\/ 2coce.,
M %Scwk su.&n/

wines thot Ymem e, ce(:

Pl ® K Boryprleme) =] Pl & K Grager () =]
Ea\\imo&e.\{-\,, e distrbodions

ik&K: E-ﬁf*(k,n:)l A feER: E.«ﬁ(k,n\)g
Do >

Dy

ot okcal (D3 D). Ths wsans drat "hdm{% oufpu b s ’«&m’ém&\\( fistcdoted i fe o expesents, ond 3o
S5AM A, Tee) = 1We-W] = 0.

enveyption (PRG seed)
Cow\\u¥, The ore- fine T«A s st,«\w«ﬁm\&y REOAR e "0/

Seems  Sraigpfercoc,
Ce G oem buk  toles soml case Yo i i
/ me GE & e
Theorewn. L2t B be o sexswe RE.  Trew, e remﬁ-\wa Sweon  Gphs onrrucked. Feome G s sa«v\u:\’u\\’ SRCucL..
Pk Consder Ba semantic seurdy exqedreds

Exgerimant 0% Amw7 dooes Mo, M, ond  ceceives  Co = B(s) ® m,

Doank o shes  thodt wkmrurl‘s
Sod‘«& in fam fuo expesivand ore
E&Q&(‘ZW\* 1 AW, choows Mo ™ lM\}~ feceires C = G (5) @ ml N&W’aﬁs\\dﬂ\&.

lex Wo =Pl A owpots 1w Exgerieet o\

W, = PrlA owpats L in Exgecment 1]

Theo: T 61 s uiborm ondom skt (:.e., one~ it Yul)) then \t\)o:\ﬁ\. Rk B) s The o ore-tima !
Define. Exrwm-t 0': AN doses My, M, and rectives CoTE® Mo e t £ fo)"

E‘?«;m{ 1 Ao\mm/ chootes Mo, m, and receives Gt O M e t & 03
Defre W, W/ accondindy.

Fiest, observe ot W, = \I\l.l (one-ime. 'ru\ is W? m)

Noo we shos that  1Wo =W, | = and W (| & ney.
= |Wo- Wl = ul -w £ W+l W]

S (VW A YRR R (RIS

b\l fione ‘W\u’uli’c/
= Mﬁ\. £ N.:)\. =



Shon. T B s oo sean PRO, Ban for oll efficdent A (Wo- Wl = M{)\’
Commen v\’G" —\t.f.\r\i\'u‘un." f"me the_ Cbm"\':\l&.

QM&: TF A con &is-\ind;,.d.\ Bxgesiments 0 and OI, Hen G = st o secace PRG.

WM%*SCFF\MKMMW &{z‘xwo&m (o}
= e use A to Coretvoct efficent AAMr-m/ B thekr Heeaks semr’c\'( ok G
s> s step o reduckion
(e shos hous mluersm/ (ie, clagrfle) foc Aisﬁvb@s\.:m? Erp. 0 and 0 = aAuuTu?' fic ®RG)

Abo&\lnﬂ B (P&(v a.&mcy) i beload
PRG M‘u&gccl
v
£ b=0: s& o}
t < 6(s)
Ripctn B Mo, M, €M H b1t e 5"
- — .t
g
equ:h Yo 5::\' e]_——.
toOm
e+ =0 or  bieferd L
& e\°10“
i Besord

mei'-a fme of B = Cunsing e & A = efficedt

C»w\ra’«_ PRGAJ¢ (B, 6.
?(‘[BMV.L&.‘ 14 \>=01: Wo <& b= 0, thn K th)eAs Cs)® m Wil s r\-e.csu\7 P behasion w E‘f o}

P{® outpars 1 f b= 0= W, < Fb=1, fhan A g tO® M uwd \m.auy o bohaser in Exp. O
= TROAN[B,6) = [WomWal, ahidh i menregghle by ascmprion.  The proves e cscdoguiice.

Lupctosk pote? Seeudy of bove Shames  shoon - N e s {0 (e, al megongs are - bis Lﬁ)
Tn Pracice : Qe have vosiode- \q@ﬁ mzmases. Tn s case, M/ av.m{u:—s 7«&2%‘3«24«&2!«7 ‘me other masseers

of o sort lomh, bt lengh bl s leded  [neicable & o= vk ghoct " cighartests)
= o be rwbbmﬁo — see friffic analysis  atinss!

So for, we have shoan that W we have o PRG, Hhen we can "“"Y\r\' e300 eﬁf—(de“ﬂyl (strenm Q?}u-)



