
Ne-Yo : homomorphic signatures

client serves

0 ← Sign (vk.nl)

y
← ftx)

Oy ← Eval ( f
,
X
,
0)

1.
checks that of

,y
is a signature on y with respect to function f

←
can view as signature on pair (f.y) ← Why not just on y alone?

Requirements : ltnforgeabiity : cannot construct signature 0 on lf
, y) where

y
=/ ftx)

.

(will formalize later)

Succinate: Size of of,y
should be ly / ' poly /H .

In particular , should not depend on 1×1 or If / .

↳ Otherwise trivial to construct ! ( outputting (o
,
X
,
fcx)) suffices)

. depth of circuit
computing f-

Efficientverification-i.com decompose verification algorithm as follows : ↳ Also the case for FHE ! I
- Preprocess

( vk
,
f) → vkf Generates short function verification key vkf (lvkfl = poly (2d))

-

Verify (vkf , y , 0 ) → 0/1 Runs in time polylx.d.ly))

Homomorphic signatures allow computations on aiaLd data .

Defining unforgeability : Irsay challenger
(vk.sk) ← KeyGente)

One-time security Ox ← Sign lsk , x)

(generalizes to many
- time)
t→

1

Output 1 if y =/ flx) and V14 ← Preprocess fvk, f)

Verity Cvkf , y , of,y) = 1

Construction : relies on similar homomorphic structure as GSW (for message space { 0113h )
-

KeyGen (F) : set lattice parameters n=n(7) , q= q (a) . Let s -- scat be Gaussian width parameter for
preimage sampling.

Sample ( A. T ) ← TrapGen (n, g) [ A C- Ign
'm

,
TE {0,13Mt ]

nxt
• t = n flog g)Sample B

, , . . . , Be
± Iq ↳ AT = G C- Ign

"

,

Output vk = (A
,
B
, , . . . ,Be) , sk -- T

-

Sign (sk , X) : compute Ri ← SamplePre (A ,
T
, Bi
- Xi G) for i c- Il]

In particular
:

AIR, I - - - l Re ] = (B,
-

×
, 61 - - - l Be - xeG] (Ri C- Igm

" )

= (B, l - - - l Be] - ✗ ☒ G

Output 0 = ( R
, , . . . ,
Re)

-

Verify lvk, ✗ , 0) : check that I/ Rill = B where B. = s . w(Ign) and that AIR , I - - - l Re] [Bil - - - l Be] - ✗ ④ G



signatures verification keys
Homomorphic evaluation : AIR

,
I - - - l Re] = [ B

,
-× , G 1 - - - l Be - xeG]

To derive a signature on the swim of two bits (✗ it ✗j ) :f-
new verification component associated with

?
Rt = Ri t Rj addition operation} Verification : Art = B+ - (✗it Xj) G
B.+

= Bi + Bj [
new signature

To derive a signature on the product of two bits (xixj ) :
AR; = Bi

- Xi G ⇒ desire something of the form

ARJ =

Bj
-

g- G- Arx = Bx - xixj
- G

1 I

function of Ri
,Rj function of Bi

,Bj
- should not depend on Xi , Xj

and Xi
, xj (verification algorithm does not know ×)

(should be short)

→ AR; = Bi
-

Xi G
→ Bi = ARI + xiG

ARJ G-
' (Bi) = (Bj - Xj

- G) G-
' (Bi)

=

Bj G-
'

(Bi) - XjBi
=

Bj G-
'

(Bi) - Atxjri) - xixj G
⇒ A (Rj G-

' (Bi) + XJR;)
= Bj G-

' (Bi) - xixj
- G

c- -

Rx = Rj G-
'

(Bi) + ×jRi B×=BjBi)
function of signature, input function of public key only

HR✗HI HRjKs - t + HRiKs (this is GSW homomorphic multiplication)
←Rt

✗
can depend on Ri , Rj , ✗

Obstruction : Rt = Ri + Rj = [ Ri / Rj] |?¥ ) Smad linear function of Ri and Rj
Rx = RitxjIt ) + Rj G-

' (ri) = [Ril Rj ] /
←

Rx

Compose above operations to compute signature on Rf
,×

on evaluation ffx)

By above analysis , multiplication scales noise by a factor of t so if t can be computed by a circuit of

depth d , I/ Rf, Hoss told
)

To verify a signature Rf,× on (f
,
2- = ftxl)

,
verifier computes Bf from B

, , . . . , Be and checks that

I/ Rf
,✗
Has sufficiently small ( bound ~ told )

AR£× = By - z . G

More generally :

q
and 11 Rf

,✗
Has E t

"d)
= (n log g)

"d)

Rf
,
✗

= [ Ri 1 - - - l Re] - Hf
,,

where Hg,
C- It

✗ +

where d is the (multiplicative) depth of

the circuit computing f
Now

,
if ARI = Bi - Xi 6

,
then from the above

,

Arf
,
✗

= Bf - flx) . G =AR, •
ARL

where Bf is the matrix obtained by evaluating f on B , , - - - , Be

This can be expanded as

AR£× = AIR
,
I - - - l Re ]H£✗ = [B

,
-

x.co/---lBe-xe-G)Hf.x=Bg-f(x) - G


