
zi = state? so AR;
= Bi - ✗FG

[R
'
/ " ' / Re ] =/STAR, + ER , 1 . . . y gear, + grey#

""" " Bi = ARI + ✗EG

= 51113
,
- ✗FG 1 - - - l Be - xe* G) + ei (R , I - - - IRE]

2-
'
+
µ.

- 19-27 = Stp t e
'
+
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This is the distribution in Hybz.

Alternatively if Z
,
and Zz are uniform

,
then we have the distribution in Hybz .

Claim now follows by hybrid argument
: Hybz is independent of filo . Can apply same transitions in reverse

to encrypt µ .

Keyidea : Program ✗
*
into the public key .

This yields a trapdoor for [A 1 Bf ] whenever f(✗* ) = 1
.

And ensures semantic security whenever f(×*) = 0.

Prediateencryptien : want ciphertext to additionally hide the attribute
- Weak attribute hiding : successful decryption also recovers attribute

-

strong attribute hiding: attribute remains hidden even if decryption succeeds

↳
implies functional encryption !

We will focus on the setting of we_ak attribute- hiding .

they : combine FHE with ABE .
We will encrypt the attribute under ABE and homomorphically evaluate the predicate.

Challenge: How to decrypt the output of the predicate? We will use a
" dual-use" technique where the underlying schemes share a

cominon secret key .

First
, we

will generalize our homomorphic evaluation relations to support matriued computations
-

So far : for a function f : {on}l → {0,1} :

[B, / - - - l Be] - Hf = Bf
[B

,

-

× ,
61 - - - l Be- ✗e- G) . Hf,×

= Bg - ftx) - G
-

Suppose that f :{0,13L
→ 2g
""

is a matrix- valued function
.

Then
,
we will describe an analogous relation :

[B ,
I - - . / Be ] - Hf = Bf

[B
,
- × , G 1 - - - / Be- ✗e. G) - Hf,×

- f- (X) where ✗ = Ex, , . . . , ✗e)
- We take a bit by bit approach:

Let f. :{ 0,1}l → {0,1 ] be function that computes kth bit of g-
th
entry of ffx)jk

Then
,
[B

,
- X , G 1 - - - l Be - Xe G] - Hg

,, ,
✗

= Bfj
,,

- (ft)]j,k - G input
-dependent evaluation

E- Kth bit of g-
th element of ftx)

= (B,
I - - - l Be ] • Hfj

,
,

- (ft)]j,k . G

Let Ej c- 2g
""

be the matrix that is 1 in position j ( where j ranges over n - m indices)

Then
, we can write f- (x) = I I [ft)]j,

• 2
"

Ej
g- c- In .vn] kE%J8]

F- bits of ft)



Thus
,
we can write

8 [B,- KG 1 - - - l Be- ✗eco] - Hfj,, , ✗
• G-

' (2kEj) = I [B , I - - - l Be] . Hfj
, ,;
G-
' (2k¥) - I [f(x)]j,k . G. G-

'
(2¥)

j , K j, K jik

= [B
,
I - - - l Be] . I H . G-

'

(2kg. ) - flx)
j , K fj.la

We thus define

tlf.x-j.QHfj.li#(2kEj)andHf--IHfj.k.G-'(2kEj)j.k
Then

,
for a function f : { 0,1}l → Iq

"^

,
we have

Generalized matrix evaluation !
[B , - X , G 1 - - - l Be- ✗EG ) - Hg,

= [B
,
I - - - l Be] - Hf - f- (x)

where 114+11, HHF, / I £ In log g)
"d)

Predicate encryption from LWE (combining ABE and FHE) :

✓ length of attribute

setup 11? Il) : ( A
,
+d) ← TrapGen (n , g)

Sample B , , . . . , BL
E Zq
"

? p
± Zag l L = poly (l , n , log g) - exact length determined by scheme ]

Output mpk = (A ,
B
, , - - - , Be , p) and risk = td (same as for ABE)

Encrypt lmpk , × , µ) : sample s E Ij , e ← ✗
m

compute the GSW ciphertext GSW public key
T- / A

"

i
-

state / Ri t Xi - G [GSW encryption of ×;]

where Ri ← {o
,
, }
Int') log of ✗ (na) log q

.

# encryption of ✗ = Ex, , . . . , ✗e)

Let t
, , . . - ,
tu be the binary representation of 1- = [ T , I - - - l Te]

We now encode the bits of -4 , . . . , th :

CJ ← states' e. ← xm

Cj ← 5113
;
-

tj
-E) tej g.

← xm

[
gadget matrix G without the last row [ G- c- zqn

✗""' 1098 ) :

G- =/
' 2 - . .

2%gq7. /
"

"

"

/ 2 - - .
2%gg7 - i / On

✗ log g)
Compute c

'
← stptpi.LI/ + e

'

e

'
← ×

Output the ciphertext Ct = (T
,
co

,
c

, , . . . , Ch , C
' )



id
key Gen Cmsk, f) : Let T = IT

, I - - - II] be an encryption of ✗ = Ex , , . . , ✗e) .
Let Ty : = FHE

.
Eval (f

,
T) tf is a GSW encryption of flx) . ]

and let IT be Tf excluding the last row .I Recall GSW decryption :

If be the last row of Tf : -5 1- Ii = ER; + Xi [-551g ]

= I ✗i. [-51/1] . G

1- =/ . . -¥ . . ]t
¥

Let § be the circuit that maps T
↳ If I homomorphically evaluates f on T and outputs all but

Let B
, , . . . ,

BL
,
F ↳ Bj the last row of Tf

and use td to sample short Zf such that (this is a matri✗-vaved_ function)
[ A 1 Bf ]

-

Zf =p
Output the secret key sky = Zf

Decrypt ( (sky , f) , ct) : Homomorphically evaluate § on the encoding [ c. I - - - Ice]

Cj ← ( c , I - - - Ice ] - Hj ,-1

Homomorphically compute Tf
← FHE . Eval (f

,
T) and let ¥ be the last row of Tf

compute c
'
- [ co 1 Cf + It. ] •

Zf and round the result

Correctness : By construction
, Cj

= [c , I - - - 1cL] . Hj,
= 5113

,
-

t.ci/---1BL-tiGIHj.-1-1ei1---1eiIHj,~~sT(Bj-T-f)Cjttf-=s-Bj -5=4 + ¥
= sTBj + [-5-111] Tf since Tf is a GSW ciphertext encrypting ftx)
I 5B£ 1- flx) - I-s 11 ] G under the same secret key s

when f- 1×1=0
,
then Cj

+ ¥ = 51B£ and

[co / Cj + ¥142 STA I BE ]Zf =p
Then c

'
- [co / Cj + ¥ ] Zf = µ

- 1£ / and decryption succeeds
.

Keyidea : Using ABE evaluation (for matrix - valued relations)
,

we can compute
ÉIB

, -461 - - - l Be - xeG) Hf,
= 5' (Bf - ffx) - G)

Evaluating this requires knowledge of ✗ (to construct Hf,×) .

To hide the attribute ✗
,
we encrypt ✗ and homomorphically evaluate the FHE evaluation function

}
"

dual-use
"

= same S

Enc (x) ↳ Enclftxl) used for GSW and

Now
,
if s is atso the GSW secret key , then stflx)

"

effectively
"

implements GSW decryption ABE

Security . Follows by a similar argument as in ABE security ( embed encryption of ✗* into public parameters)


