
To obtain NIZK for circular - secure FHE
,
suffices to show that BadChallenge function for Blum's protocol is etticienHy-searchable_

(
given a trapdoor)

prior
verifier

1. Sample random permutation
a- Perm [V]

f-
We can define the commitment to be a GSW encryption of

2. Commit to edges in the permuted graph the message. The opening is the encryption randomness :

Vij C- In] : if (ij) C- E
, Creil , # g- I

← Commit (1)
pk= A =/ A-

IT A- +et ] Sk = s = [-5/1]
else

, Cali) ,aCj )
← Commit (o)

in addition
,
commit to permutation Ti :

mxm

CT, ← Commit (Ti) commit Cpk , m) : RE {0,13
c ← AR + µ

- G

t.ci#i.j----y C is commitment

b # { on} R
.
is openingb

<

if b= 0 : reveal IT and
open all cij , Cq To open , verifier checks that

if:py+pdigt
,

C- AR + pi G and R c- {0,13mm

the Hamiltonian cycle statistically : if C. = AR
,
+ G =ARz

for R
, , Rz C- {0,13mm

,
then STAIR

,
- Rz) = STG
-

etfr, -Rz) = STG

computing the BadChallenge function efficiently : contradiction !

BadChallenge (sk , /{ cij } , Cal) :

1. Use SK to extract edges eij C- {0,1 } from
Cij and IT C- Perm [E] from icy

2. Check if eij is consistent with Ti (E)
3. Output b. = 1 if extraction succeeds and consistency check passes

Output b-- O otherwise

For a false instance
,
if {cij} , Ca are commitments to a permuted graph , then there is no Hamiltonian cycle so prover cannot answer

b-- I
query . Otherwise if {Ci,j}, Ca are malformed

,
then it cannot answer b. = 0

query.

Implication : NIZK for NP from circular - secure FHE
.

Next: Can we do it without circular security (e.g. , from plain LWE) ?

YES ? Will do so algebraically (starting from homomorphic commitments) .

Some notation : Given B, , . . . , Be ,

f :{0,13h → { on}
, we can write

[B , l - - - l Be ] - Hf = Bf
(B, - x.GL - - - l Be - xe G) - Hf,×

=

Bf
- f- (x) . G

If g :{ 0,13L
→ { 0,151 has t - bit outputs , we can write g , , . . . .ge

: 10,13h → {on} to denote the function that computes the

ith output bit of gtx)
(Bil - - - l Be] . [ Hg, l

- - . I Hge ]
= [ Bg, l - - - l Bge ]

IB
,
- x.GL - - - l Be - ✗e- 67.14g, ,× I - - . / Hg,, ]

= [Bg,
-

g. 1×1-61
- - - / Bg, - gtlxl.co]

We will write this more compactly as

Hg = [ Hg, l - - - l Hge] and Bg = (Bg, l - - - l Bge ]

µ
view gtx) as vector

Hgx =/Hg, ,✗ I - - ' l Hye ,× ] [ g.(x) I
- - - lgelx)] c- {o.it

(Bg, - g.1×1.61 - - - l Bye-9+1×16 ] =

Bg - [ g. ix. 61 - - - lg-itxl.co] = By - gcx) ☒ G



Lattice homomorphisms for multi -bit functions g.
: {0,13L -→ { on}

"
. Kronecker / tensor product

[B. 1- - -1 Be] - Hg = Bg A =/?
" : : :

a

:?) A ☒ B. = [
"

!
"

. ::
"'

?
"

)[B
,

- × ,
61 - - - l Be -✗ e. G) - Hg ,#

'

By - gtx)
' 6 am - - - anm ,

☒nib - - - anmB

✓
k= nllogq ]

v

Setup (H) : Sample A £25m and R
, . . . . .

Re ± { 0,13
" "

and b £ If [ l is description length of function f)

Let B
,
← AR

, , . .. ,
Be ← ARE . [ commitment to all - zeroes string ]

Output hk= (b
,
B
, , . . . . Be)

Hash (hk
,
x) : compute Bux = [13,1 - - - l Be ] . Hux c- 2g

" "
ok [Ux :{oil → {0,13

"

,
f ↳ ftx) )

c- Iq

Output G-
' (b + Bax . G-

'

(Z)) for some vector =L to be determined (fixed and public)

To argue correlation - intractability , we use a hybrid argument :

Hybo : real game ~ commitment to the bits of f

Hyb, : replace B ,
← AR

,
1- f. G

, . . . ,
Be ← ARE tfe . 6 (where f.

, .
. .,fe are bits of f)

Hybo É Hyb, by leftover hash lemma

In Hyb , , suppose adversary can find ✗ such that Hashlhk
,
x) = ftx)

.
Then

,

ffx) = Hash (hk , x) = G-
'

(b + Bux . G-
" (Z)) ←

view ftx) E- {0,13m as a vector

⇒ G. fl:*) = bt Bux . G-
' (7) ← Bux = [B. 1 - - - l Be ] - Hux

= b t [B,- t.co/--.lBe-fe.G7Hux.fG-
'(Z) + (ft) ☒ G) - G

"

(Z) [B. - f , G l - - - l Be- fi G] . Hux,f
=

Bux - Ux (f) ☒ 6
= b + AIR, / - - - l Re ] - Hux,f 6%-1+(1-6) G) - G-

' (z) = Bih,
- f(*) ☒ G

=E--
suppose this is

equal to G. f(×)
⇒ A [Ril - - - l 'Re :] - Haaf t b = o

with A-
,
!☐ random ⇒ SIS solution !

Goda. : choose Z such that (fac) ④ G) - G-Kz)

Rearrange components of -2
:

| -21 Zz
- - - Zn

Zntl Znt2 - - - Zm |2- =
← denote this matrix 2- c- Zod

""

; let Zit denote the ith row of L: : :

1kt)ntl Zlktlntz Znk
.

(as a column vector)

Let f
" > (X) denote ith bit of output of ftx) K

G-
'(zi) } c- Iq
:tLt; G- ' G) = G-"1×1-61 - - - If";÷¥:o)

• /-

,

G-
' (2-11) } c- Zig

c- 2g
""

-

ffx) ☒ G

= f-
'" fx) . G. G-

'

(zi) + - - - t f
"'
(x) . G. G-

'

( 2-E)

= I f
" ) (X) - Z? linear combination of rows of 2- = linear combination

IECK]
of columns of ZT

= ZT - ffx)

Choose z so that associated matrix Z = GT
.

Then

| Key property
: for

any matrix M
, we can construct vector in such that

txt ☒ G) • G-
'

(M) = M - ✗

(flx) ☒ G) - G-
' (z ) = G. ffx)

for any vector ✗ (assuming proper dimensions
)



Then , Hash (hk , x) = G-
'

(bt Bux - G-
' (2-1)

To reduce to SIS
,
let [ A lb] be SIS challenge.

Set B ,
= AR

,
+ f

,
G

, .
. -

, Be
= ARE + fe - G

Output hk = ( b
,
Bi
, .
. -

,
Be)

Suppose adversary outputs ✗ such that ffx) = Hash (hk, x) .

Then
,

G. f-(x) = G. G-
'
( b 1- Bux - G-

' (z))
= b + Bux - G-

' (Z)

Now AR
,
= B

,
- f.6

,
. . -

, ARE
= Be- fei G

-

= Bux - flx) ☒ G[B ,- f. G l - - - l Be- fe - G) Haaf

AIR, / - - - l Re] - Hux
,
f
= Bux

- ffx) ☒ G

⇒ Bux = AIR
, I - - • IRE] - Haaf + f- (x) ☒ G

Thus
,
G - flx) = b + Bux - G-

'

(z)

= b + AIR, / - - - l Re] . Haaf . G-
' (z) + (fac) ④ G)- G-

'

(z)
= b. + AIR , / - - - like ] . Haaf

- G-
'(z) t G- ffx)

⇒ AIR
,
I . . -1 Re] - Hux.fi G-

'(7) t b = 0

-

small since R , , . . . ,Re , G-
' (Z) are binary , 11 Hux.tl/ = In log g)

"↳ d)
where d is the depth of the computation

This yields a correlation- intractable hash function for a" search relations from SIS

§ ,?÷.LY?ajan??yhgdg!!,
↳ NIZK for NP from LWE (LWE used for extractable commitment) q

~ In log g)
"d)

,
but can reduce

to of
~ polyln) when considering log- depth

I
can then bootstrap to pdylx) depth using
(leveled) FHE ⇒ correlation - intractable

hash function for all search relations

from LWE with polynomial modulus


