
So far
,

we have focused on proving properties
manner. Next

, we will look at achieving sinaprivacy-praheriga
efficient to verify.

Application : verifiable computation

program input
client ↳ WS Server

(P
, X)
-->

(x)
How do we know that the server computed the correct value?

↳ Can provide f
y

: P(X). To be useful
, checking thea proo

proof should be much faster than computing P
.

Main primitive : aggregation scheme for proofs - batch argument for NP

Setting : given T statements X
, . . .,

XT and circuit C
,

show that

all of the statements are true (i . e., Ewi : Cli
,

Wi) : I for

all it [T]).

Naively : Give out T proofs ,
one for each statement Xi

.

Goal : Can we do better
.

Namely, can we batch
prove

T statements

C
.

with a proof of size o T T

For now , we will not worry
about zero-knowledge. Turns out that

succinctness can be used to achieve Zero-knowledge.



Let C : 90 , 13" < 30 , 134 -> 40 , 13 be circuit that computes an NP

relation. Take x, , . ..,
X+

E 40 1 13? We want to prove that there

exist W
....., WhE [0 ,

11 where C(Xi , Wi) = I for all : G [T]
.

Waters-We construction : follows commit-and-prove paradigm
Relies on a 60S-like structure : commit to all of the wires and give
a proof that commitments associated with each gate are valid

(i . e .,
consistent with the gate operation)

In GOS
,

commitments were BGN eptions (as long as the input)
↳ Will not give succinct proofs

Starting point
: succinct commitment scheme

- CRS :

G , hi, .... hi where hi = gi land d: [N)
- Commit to a vector V = JV, .... Vi) as follows :

C : Th "E commitment is now a single
if[T] group element (independent of i)

Construction overview :

- As in 60S
,

we index the wires in C in topological order

- Prover starts by computing () Xi , wil for each it [T]. Let

tLi
..,
tg" be the wire assignments associated with C(xi , wi).

- For each wire je[s] , prover commits to vector (tj" ,..., ti) - namely
the values associated with wire ; across all T instances. Let Cj be the

commitment.

Similar to 605
,

need to establish two properties
1. For all i t [T] and jE [s] , ti) E 40 , 13·

Lic
2. For each NAND gate (j. , jz , jz), tjs = NAND (ti" , ti) for all i t [T]

We start with the first property.



Suppose c =Thi. Goal :

prove that vit40113 for all it IT.

As before: ViE 40 , 13 if and only if vi (vi-1) = 0 or equivalently ,
vi Vi

e(c
, c) = e (Tizzes hi" , Tiezes hi

= e(gEdiVi gEdiVi)
[EX:V ; 12

= e(g , g)

isdivit &divit&Se did
,
re

if v ? = Vi ,
then Editi = IdVi

iG[T]
--

↳ Can we compute this in the exponent ?

(2divi)(Edi)
e (c

, Tie hi) = e(g2divi,24i) = e(g , g)

[ddiviT [ [Ci] =&divitd& Ridie

Main observation : if vi
>

Vi for all it [T]
,

then

e(c , c) = e ( , Pieces hi) e (g ,g)
didj (viVj-Vi)

--

Can be computed by the verifier "cross terms" [depend on <: <j]
verifier cannot compute since it does not know

values of Vi
, vj

Solution : give out hij
= gdidj for all itj



Construction : crs = (g ,
Chizietis

,
[u;bij ,

A
,Thi

Commitment to v = (v, . . . ., Vi) : c = T h,"
if[T]

ViVj-Vi
To prove vi E [0 , 13

, compute i = T T hijif [T] jFi

To check the proof , check that

e(c ,
c) = e(c , A)e(g , u)

This corresponds to the following relation in the exponent :

?

& LidjViVj = 1 1 didjVi + [ [didj(vivj-vil
i < [T] jETT] i f[T] jETTY i <[T] jEi

Equality holds if vi = Vi for all it [T]. (Completeness)

Soundness is more delicate - will defer to later
.

Gate consistency can be implemented like in GOS

[by checking Vii-Vaic-2Vs,
i

+ 2 E 20, 13 for all if

4 = Thi", C2 =Thimi , =
hi

it [T]

Compute 2
,22

,

Li

< = <,2652Thi = )ThV) ( hi i))Th 2
V

,i) Tie

= V, + Vz
, c 2V, e



c
* is a commitment to Vict V2c-2Vs

, i
+ 2 for all i <[T]

Can use previous approach to check that component of committed vector

is a 20 , 13 value

How do we argue soundness ?

We will consider non-adaptive soundness where the adversary has to

choose the false statement before seeing the public parameters (crs).

Approach is to program
a secret indux i* into the CRS. Given a

valid proof on a statement (X
, . .,

*+) ,
it will be possible to

extract a witness Wit such that C(Xi*, Wit) = 1
.

-

ICannot extract witness for all indices i < [T] from the same prof-why ? ]

As long as crs hides the index it
,

this suffices to show non-adaptive
soundness :

- Fix any statement (X ,,. . .,
Xi). If this is false

,
there exists

* E [T] where Xi* is false .

-

Suppose we set the CRS to be extracting at if
-

Adversary should still produce an accepting proof (otherwise
,

it breaks index

hiding)
- If adversary produces valid proof in this case

, then we extract a

witness for Xit. But this is not possible (since no such witness exists ! )
With complexity leveraging for index hiding ,

this suffices to show adaptive soundness.



*

Programming the CRS to extract on index i :

- Normal CRS : h
,

= qG' . . . .,
hi = g*T 3 as described

,
all elements are

P I

= didj = his i

Hij qP
= by in the mod-p subgroup

-

Binding CRS at index =: "lift" element hi to the full group.
Sit

where a generates the full groupf set hi* =

g
to the full group as a

result
cross terms involving it also lifted

-

Binding CRS indistinguishable from real CRS by subgroup decision

-

In binding mode
,

commitment to V = (V
, , .

. .,
Vi) is now

c = ThY = Th.Y "

iGIT] i +i*

-
in full

in order-p
group subgroup

- Extraction trapdoor is the factor P ,
which can be used to project away the

modelo
-p component :

-vixP# hV
= (g4i

+ P)Vi Ep

(gSixpju.
/divie

& have isolated component it and can see

if Vix = 0 or Vix = I

[if verification relations
pass,

these are the only two]possibilities

Essentially, when the cris binds at index i
,

the proof system is statistically
sound at index i (since we can extract the witness at it)

.

↳ Also called "somewhere statistical soundness"


