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Abstract

Non-interactive argument systems are an important building block in many cryptographic protocols.
In this work, we begin by studying non-interactive zero-knowledge (NIZK) arguments for general NP
languages. In a NIZK argument system, a prover can convince a verifier that a statement is true
without revealing anything more about the statement. Today, NIZK arguments can be instantiated
from random oracles, or, in the common reference string (CRS) model, from trapdoor permutations,
pairings, or indistinguishability obfuscation. Notably absent from this list are constructions from
lattice assumptions, and realizing NIZKs (for general NP languages) from lattices has been a long-
standing open problem. In this work, we make progress on this problem by giving the first construction
of a multi-theorem NIZK argument from standard lattice assumptions in a relaxed model called the
preprocessing model, where we additionally assume the existence of a trusted setup algorithm that
generates a proving key (used to construct proofs) and a verification key (used to verify proofs).
Moreover, by basing hardness on lattice assumptions, our construction gives the first candidate that
plausibly resists quantum attacks.

We then turn our attention to constructing succinct non-interactive arguments (SNARGs) for
general NP languages. SNARGs enable verifying computations with substantially lower complexity
than that required for classic NP verification. Prior to this work, all SNARG constructions relied
on random oracles, pairings, or indistinguishability obfuscation. This work gives the first lattice-
based SNARG candidates. In fact, we show that one of our new candidates satisfy an appealing
property called “quasi-optimality,” which means that the SNARG simultaneously minimizes both the
prover complexity and the proof size (up to polylogarithmic factors). This is the first quasi-optimal
SNARG from any concrete cryptographic assumption. Again, because of our reliance on lattice-based
techniques, all of our new candidates resist quantum attacks (in contrast to existing pairing-based

constructions).
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Chapter 1

Introduction

Proof systems are fundamental to modern cryptography and complexity theory. At a high level,
a proof system for a language £ C {0,1}* is a two-party protocol between a prover and a verifier.
The goal of the prover is to convince the verifier that some statement x € {0,1}* is contained in
the language £ (namely, that x € £). The two basic properties we expect from a proof system are
completeness, which roughly says that an honest prover should be able to convince an honest verifier
of any true statement x € £, and soundness, which roughly says that a (possibly dishonest) prover
should not be able to convince an honest verifier of a false statement x ¢ L.

As a concrete example of a class of languages with a simple proof system, consider the class of
NP languages. Recall first that NP is the class of problems with efficiently checkable proofs. Namely,
a language £ C {0,1}* is in NP if there exists a polynomial time algorithm R (often referred to as

an NP relation) such that for every x € {0,1}*,
x€L = IJwe{0,1}PVED: R(x,w) = 1.

It is easy to see that all NP languages have an efficient non-interactive proof system: to convince a
verifier that some statement x is contained in an NP language (for an NP relation R), the prover
simply sends the verifier the NP witness w, and the verifier simply checks that R(x,w) = 1.

In the last few decades, numerous works have explored different aspects of proof systems, includ-
ing interactive proof systems [GMR&5, LFKN90, Sha90], zero-knowledge proof systems [GMRS5],
probabilistically checkable proofs [BFLS91, FGL191, ALM"92], computationally sound proofs (also
known as arguments) [Kil92, Mic00],! and more. In this work, we focus on two specific properties

of NP argument systems: zero-knowledge arguments where the proofs do not reveal any additional

IThe difference between an argument system and a proof system is that in an argument system, the prover is assumed
to be computationally bounded (namely, it runs in probabilistic polynomial time), and soundness only needs to hold
against computationally-bounded provers [BCCS88]. In a proof system, we do not impose any restrictions on the
computational resources of the prover.
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statement about the statement x other than the fact that x is contained in the language, and succinct
arguments where the length of the proof can be significantly shorter than the NP witness and can be
verified much faster than the time needed to check the NP witness (i.e., the time needed to run the
NP relation R).

1.1 Non-Interactive Zero-Knowledge Arguments

Introduced in the seminal work of Goldwasser, Micali, and Rackoff [GMRS5], a zero-knowledge proof
(and argument) system enables a prover to convince a verifier that some statement is true without
revealing anything more than the truth of the statement. Traditionally, zero-knowledge proof systems
for NP are interactive, and in fact, interaction is essential for realizing zero-knowledge (for NP) in
the standard model [GO94].

Non-interactive zero-knowledge. Nonetheless, Blum, Feldman, and Micali [BFM88] showed
that meaningful notions of zero-knowledge are still realizable in the non-interactive setting, where
the proof consists of just a single message from the prover to the verifier. In the last three decades, a
beautiful line of works has established the existence of non-interactive zero-knowledge (NIZK) proof
and argument systems for all of NP in the random oracle model [FS86, PS96] or the common reference
string (CRS) model [FLS90, DDO*01, GOS06, Grol0, GOS12, SW14], where the prover and the
verifier are assumed to have access to a common string chosen by a trusted third party. Today,
we have NIZK candidates in the CRS model from several classes of cryptographic assumptions:?
(doubly-enhanced) trapdoor permutations [FLS90, DDO"01, Grol0], pairings [GOS06, GOS12], and
indistinguishability obfuscation [SW14]. Notably absent from this list are constructions from lattice
assumptions [Ajt96, Reg05]. While some partial progress has been made in the case of specific
languages [PV08, APSD18], the general case of constructing NIZK proofs (or even arguments) for all

of NP from standard lattice assumptions remains a long-standing open problem in cryptography.

NIZKs in a preprocessing model. In this work, we make progress on this problem by giving
the first multi-theorem NIZK argument (and proof?) for NP from standard lattice assumptions in the
preprocessing model. In the NIZK with preprocessing model [DMP88], there is an initial (trusted)
setup phase that generates a proving key kp and a verification key ky. The proving key is needed
to construct proofs while the verification key is needed to check proofs. In addition, the setup
phase is run before any statements are proven (and thus, must be statement-independent). In the

multi-theorem setting, we require that soundness holds against a prover who has oracle access to

2There are also NIZK candidates based on number-theoretic assumptions [BFM8&8, DMP87, BDMP91] which satisfy
weaker properties. We discuss these in greater detail in Section 3.1.1 and Remark 3.33.

3A simple variant of our construction gives a lattice-based NIZK proof system in the preprocessing model where
soundness also holds against computationally-unbounded provers (Remark 3.32). For reasons outlined in Remark 3.32,
however, we will focus primarily on our construction of NIZK arguments in the preprocessing model.
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the verifier (but does not see ky ), and that zero-knowledge holds against a verifier who has oracle
access to the prover (but does not see kp). The NIZK with preprocessing model generalizes the more
traditional settings under which NIZKs have been studied. For instance, the case where kp is public
(but ky is secret) corresponds to designated-verifier NIZKs [CD04, DFN06, CG15], while the case
where both kp and ky are public corresponds to the traditional CRS setting, where the CRS is taken

to be the pair (kp, ky ). We describe our construction in detail in Chapter 3.

Why study the preprocessing model? While the preprocessing model is weaker than the more
traditional CRS model, constructing multi-theorem NIZK arguments (and proofs) in this model does
not appear to be any easier than constructing them in the CRS model. Existing constructions of
NIZKs in the preprocessing model from weaker assumptions such as one-way functions [DMP88,
LS90, Dam92, IKOS07] or oblivious transfer [KMO89] are only secure in the single-theorem setting.
As we discuss in greater detail in Remark 3.33, the constructions from [DMP88, LS90, Dam92] only
provide single-theorem zero-knowledge, while the constructions in [KMO89, IKOS07] only provide
single-theorem soundness. Even in the designated-verifier setting [CD04, DFN06, CG15] (where only
the holder of a secret verification key can verify the proofs), the existing constructions of NIZKs for
NP based on linearly-homomorphic encryption suffer from the so-called “verifier-rejection” problem
where soundness holds only against a logarithmically-bounded number of statements. Thus, the only
candidates of multi-theorem NIZKs where soundness and zero-knowledge hold for an unbounded
number of theorems are the constructions in the CRS model, which all rely on trapdoor permutations,
pairings, or obfuscation. Thus, it remains an interesting problem to realize multi-theorem NIZKs
from lattice assumptions even in the preprocessing model.

Moreover, as we show in Section 3.5.1, multi-theorem NIZKs in the preprocessing model suffice
to instantiate many of the classic applications of NIZKs for boosting the security of multiparty
computation (MPC) protocols. Thus, our new constructions of reusable NIZK arguments from
standard lattice assumptions imply new constructions of round-optimal, near-optimal-communication
MPC protocols purely from lattice assumptions. Our work also implies a succinct version of the
classic Goldreich-Micali-Wigderson compiler [GMW86, GMW87] for boosting semi-honest security
to malicious security, again purely from standard lattice assumptions. Furthermore, studying NIZKs
in the preprocessing model may also serve as a stepping stone towards realizing NIZKs in the CRS
model from standard lattice assumptions. For example, the starting point of the first multi-theorem
NIZK construction by Feige, Lapidot, and Shamir [FLS90] was a NIZK proof for graph Hamiltonicity

in the preprocessing model.
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1.2 Succinct Non-Interactive Arguments

We next turn our attention to succinct argument systems for NP languages. First, we say an
argument system is succinct if the communication complexity (between the prover and the verifier)
is polylogarithmic in the running time of the NP verifier for the language. Notably, the size of the

argument is polylogarithmic in the size of the NP witness.

Computationally sound proofs. In interactive proof systems for NP with statistical soundness,
non-trivial savings in communication and verification time are highly unlikely [BHZ87, GH98, GVWO01,
Wee05]. However, if we relax the requirements and consider proof systems with computational
soundness, also known as argument systems [BCC88], significant efficiency improvements become
possible. Kilian [Kil92] gave the first succinct four-round interactive argument system for NP based
on collision-resistant hash functions and probabilistically checkable proofs (PCPs). Subsequently,
Micali [Mic00] showed how to convert Kilian’s four-round argument into a single-round argument
for NP by applying the Fiat-Shamir heuristic [FS86] to Kilian’s interactive protocol. Micali’s
“computationally-sound proofs” (CS proofs) represents the first candidate construction of a succinct
non-interactive argument (that is, a “SNARG” [GW11]).

SNARGsS in the standard model. In the standard model, single-round succinct arguments are
highly unlikely for sufficiently hard languages [BP04a, Wee05], so we consider the weaker goal of
two-message succinct argument systems where the initial message from the verifier is independent of
the statement being verified. We refer to this message as the common reference string (CRS).
Gentry and Wichs [GW11] showed that no SNARG (for a sufficiently difficult language) can
be proven secure under any “falsifiable” assumption [Nao03]. Consequently, all existing SNARG
constructions for NP in the standard model (with a CRS) have relied on non-falsifiable assumptions
such as knowledge-of-exponent assumptions [Dam91, BP04b, Mie08, Grol0, Lip12, GGPR13], ex-
tractable collision-resistant hashing [BCCT12, DFH12, BCC*17], homomorphic encryption with a
homomorphism extraction property [BC12, GGPR13] and linear-only encryption [BCIT13]. With

few exceptions, these existing candidates all rely on number-theoretic or group-theoretic assumptions.

Complexity metrics for SNARGs. In this work, we focus on simultaneously minimizing both
the proof size and the prover complexity of succinct non-interactive arguments. For a security
parameter A, we measure the asymptotic cost of achieving soundness against provers (modeled as
Boolean circuits) of size 2* with 27 error (that is, a prover of size 2* should not be able to convince
an honest verifier of a false statement, except with probability 27*). We say that a SNARG is
quasi-optimally succinct if its proof length is 6()\), and that it is quasi-optimal if in addition, the
prover’s runtime is only polylogarithmically greater than the the running time of the classic NP

prover. In Section 5.4.1, we show that this notion of quasi-optimal succinctness is tight (up to
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polylogarithmic factors): assuming NP does not have succinct proofs, no succinct argument system

can provide the same soundness guarantees with proofs of size o(A).

Quasi-optimal SNARGs from lattices. In this work, we give two new candidate SNARG
constructions: one that provides quasi-optimal succinctness based on standard lattices, and another
that satisfies our notion of quasi-optimality based on ideal lattices over polynomial rings. These
are the first lattice-based SNARG candidates to achieve these properties. We refer to Table 5.1
for a concrete comparison. Prior to this work, SNARGs with quasi-optimal succinctness were only
known from pairing-based assumptions, and no quasi-optimal SNARG candidate from any concrete
cryptographic assumption was known.*

Similar to previous works [BCIT13], we take a two-step approach to construct our new lattice-
based SNARG candidates. First, we construct an information-theoretic proof system that provides
soundness against a restricted class of provers (e.g., linearly-bounded provers [IKO07]). We then
leverage cryptographic tools (e.g., linear-only encryption [BCIT13]) to compile the information-
theoretic primitive into a succinct argument system. In this work, the core information-theoretic
primitives we use are linear probabilistically-checkable proofs (linear PCPs) and linear multi-prover
interactive proofs (linear MIPs). We then show how to directly compile linear PCPs and linear MIPs
into preprocessing SNARGs using a new cryptographic primitive called linear-only vector encryption.
We describe our construction of quasi-optimally succinct SNARGs from lattices in Chapter 4, and
our construction of quasi-optimal SNARGs in Chapter 5. Finally, in Chapter 6, we explore some of

the implications between optimally-succinct SNARGs and powerful forms of encryption.

Applications of succinct argument systems. One of the most direct applications of suc-
cinct argument systems is to outsourcing and verifiable delegation of computation. Over the
last few years, there has been significant progress in designing and implementing scalable sys-
tems for verifiable computation that leverage succinct arguments in both the interactive set-
ting [GKR08, CMT12, TRMP12, SMBW12, SVP*12, Thal3, VSBW13] as well as the non-interactive
setting [PHGR13, BCG™13, BFR"13b, BCTV14, WSR*15, CFH'15]. We refer to [WB15] and the
references therein for a comprehensive survey of this area. More recently, succinct arguments
(in conjunction with zero-knowledge properties) have featured as a core building block for new

privacy-preserving cryptocurrencies [BCGT14].

1.3 Why Lattices?

The focus of this thesis is constructing non-interactive argument (and proof) systems satisfying

properties like zero-knowledge or succinctness from lattice-based assumptions—that is, hardness

4We discuss a heuristic approach for achieving quasi-optimality in Remark 5.55.
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assumptions for problems defined over point lattices in R™. We refer to [MR09, Peil6] for surveys on
lattice-based cryptography and to Section 2.1 for a technical overview of the hardness assumptions
as well as the algebraic tools we leverage in our constructions.

As discussed in Sections 1.1 and 1.2, constructions of both non-interactive zero-knowledge
arguments as well as succinct non-interactive arguments are already known in the random oracle
model and from number-theoretic and group-theoretic assumptions in the CRS model. Realizing these
primitives from standard lattice-assumptions (with similar properties) has remained open. Below,
we outline several motivating reasons for studying lattice-based instantiations of these fundamental

cryptographic primitives:

e Conjectured post-quantum security. A key appeal of lattice based cryptography is their
conjectured security against quantum attacks. Traditional number-theoretic and group-theoretic
problems such as computing discrete logarithms or factoring are all solvable in polynomial time
on a quantum computer [Sho94]. In contrast, no efficient quantum algorithms are known for the
typical problems used in lattice-based cryptography (e.g., the short integer solutions (SIS) or the
learning with errors (LWE) problems). In light of the potential threat to classical cryptosystems
posed by quantum computers, it is an important challenge to realize existing cryptographic
primitives from post-quantum assumptions. In this work, we give new constructions of NIZK
arguments (in a preprocessing model) as well as SNARGs from lattice-based assumptions which
plausibly resist quantum attacks. Previous constructions of these primitives based on factoring

or pairing-based assumptions do not provide security against quantum adversaries.

e Worst-case hardness guarantees. From a more theoretical perspective, one of the appeals
of lattice-based cryptography is that we can base security on the hardness of solving certain
problems in the worst-case (i.e., there exists at least one intractable instance of the problem).
Falsifying a worst-case hardness assumption requires exhibiting an algorithm that solves every
instance of the underlying problem. In contrast, typical cryptographic assumptions (e.g.,
factoring, discrete logarithm, etc.) are all formulated in the language of average-case hardness:
namely, that there is some distribution over problem instances such that a random instance
is intractable for a computationally-bounded algorithm. When formulating an average-case
assumption, we must carefully specify the hard distribution (for instance, there are many “easy”
distributions for factoring or discrete log over Z;). Identifying a hard distribution is unnecessary

when working with worst-case hardness assumptions.

The seminal work of Ajtai [Ajt96] gave the first worst-case to average-case reduction for
lattice problems. Specifically, Ajtai’s work showed that solving the short integers solutions
(SIS) problem in the average case is as hard as solving the decisional approximate shortest
vector problem (GapSVP) in the worst case. Ajtai’s work thus gave the first construction of a

cryptographic primitive with security from a worst-case complexity assumption. Subsequently,
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a long sequence of works have strengthened the worst-case to average-case reductions for both
the SIS as well as the LWE problems [Mic04, Reg05, MR07, GPVO08, Pei09, ACPS09, MM11,
MP12, BLP*13, MP13]. Thus, constructing new cryptosystems from lattice-based assumptions

allows us to base security on worst-case assumptions.

e Understanding the power (and limitations) of lattices. Starting with Gentry’s ground-
breaking work in realizing fully homomorphic encryption from lattices [Gen09a, Gen09b], the last
decade has seen a multitude of works leveraging lattice-based techniques to realize a number of
powerful cryptographic notions such as identity-based encryption [ABB10a, ABB10b], attribute-
based encryption [GVW13, BGG™14], predicate encryption [GVW15a], homomorphic signa-
tures [BF11a, GVW15b], constrained PRFs [BV15, BKM17, CC17a, BTVW17, BKW17, PS18],
cryptographic watermarking [KW17], and traitor tracing [LPSS14, GKW18]. For many of
these primitives, the only known instantiation from standard assumptions is based on lattice
assumptions. In spite of the tremendous successes of lattice-based techniques, there are still
numerous cryptographic primitives that still elude our best efforts to instantiate from lattices
(a major one being NIZKs from lattices). In this thesis, we fill in some of these gaps and show

how to realize several types of non-interactive argument (and proof) systems from lattices.

1.4 Works Contained in this Thesis

The results in this thesis are based on material that originally appeared in the following three

publications:

e Chapter 3: Multi-Theorem Preprocessing NIZKs from Lattices with Sam Kim (CRYPTO,
2018) [KW18].

e Chapter 4: Lattice-Based SNARGs and Their Application to More Efficient Obfuscation with
Dan Boneh, Yuval Ishai, and Amit Sahai (EUROCRYPT, 2017) [BISW17].

e Chapters 5-6: Quasi-Optimal SNARGSs via Linear Multi-Prover Interactive Proofs with Dan
Boneh, Yuval Ishai, and Amit Sahai (EUROCRYPT, 2018) [BISW18].



Chapter 2

Preliminaries

We begin by introducing the basic notation that we use throughout this thesis. Then, in Section 2.1,
we provide some background on lattice-based cryptography. For an integer n > 1, we write [n] to
denote the set of integers {1,...,n}. For positive integers p, ¢ > 1, we write Z,, and Z, to denote the
ring of integers modulo p and ¢, respectively. For a finite set S, we write z <~ S to denote that
is sampled uniformly at random from S. For a distribution D, we write x < D to denote that x is
sampled from D.

Throughout this work, we use A to denote a computational security parameter and s to denote
a statistical security parameter. We say that a function f is negligible in A, denoted negl(}\), if
F(A) = o(1/X°) for all constants ¢ € N. We say that an event happens with negligible probability
if the probability of the event occurring is bounded by a negligible function, and we say that an
event happens with overwhelming probability if its complement occurs with negligible probability.
We say an algorithm is efficient if it runs in probabilistic polynomial time in the length of its input.
We write poly(\) to denote a quantity whose value is upper-bounded by a fixed polynomial in A.
We say that two families of distributions Dy = {D1x}, ey and Dy = {Dan}y cn are computationally
indistinguishable if no efficient algorithm can distinguish samples from either D; or Dy, except with
negligible probability. We denote this by writing D; ~ Ds. We write Dy X Dy to denote that Dy and
D, are statistically indistinguishable (i.e., the statistical distance between Dy and Ds is bounded by

a negligible function).

Vectors and matrices. We typically use bold uppercase letters (e.g., A, B) to denote matrices
and bold lowercase letters (e.g., u,v) to denote vectors. Given two vectors u € Z™ and v € Z™, we
write u ® v € Z™" to denote the tensor product of u with v, or equivalently, the vector of pairwise
products w;v; for i € [m] and j € [n] of the entries in u and v, respectively. For a matrix A € F**¢
over a finite field F, we write Af;, ;,; (where i1,i3 € [t]) to denote the sub-matrix of A containing

rows i1 through i of A (inclusive). For i € [t] and j € [g], we write A, ; and A[i, j] to refer to the
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entry in row ¢ and column j of A.

Boolean circuit satisfiability. For a Boolean circuit C': {0,1}" x {0,1}™ — {0, 1}, the Boolean
circuit satisfaction problem is defined by the relation R = {(x,w) € {0,1}" x {0,1}" : C(x,w) = 1}.
We refer to x € {0,1}" as the statement and w € {0,1}"™ as the witness. We write L¢ to
denote the language associated with R¢: namely, the set of statements x € {0,1}" for which
there exists a witness w € {0,1}™ such that C(x,w) = 1. For a family of Boolean circuits
C = {Cy: {0,1}"® x {0,1}™® — {0, 1}}éeN indexed by a parameter ¢, we write Re = (J,cn Re,

and L¢ = (Jyey Lo, for the corresponding (infinite) relation and language, respectively.

Arithmetic circuit satisfiability. In several cases in this work, it will be more natural to work
with arithmetic circuits. For an arithmetic circuit C': F* x F™ — F" over a finite field F, we say that
C is satisfied if on an input (x,w) € F™ x F™ all of the outputs are 0. Specifically, we define the
relation for arithmetic circuit satisfiability to be Re = {(x,w) € F* x F™ : C(x,w) = 0"}.

Chosen-plaintext security. We also review the definition of chosen-plaintext security (CPA-
security) for a symmetric encryption scheme.

Definition 2.1 (CPA-Secure Symmetric Encryption). A (secret-key) encryption scheme with message
space M is a tuple of efficient algorithms Il.,c = (KeyGen, Encrypt, Decrypt) with the following

properties:

e KeyGen(1*) — sk: On input the security parameter ), the key-generation algorithm outputs a

secret key sk.

e Encrypt(sk,m) — ct: On input a secret key sk and a message m € M, the encryption algorithm

outputs a ciphertext ct.

e Decrypt(sk,ct) — m: On input a secret key sk and a ciphertext ct, the decryption algorithm

either outputs a message m € M or a special symbol L (to denote that decryption failed).
A CPA-secure symmetric encryption scheme should satisfy the following properties:

e Correctness: For all messages m € M, if we take sk +— KeyGen(1*), then
Pr[Decrypt(sk, Encrypt(sk,m)) = m] = 1.
e CPA-Security: For all efficient adversaries A, if we take sk < KeyGen(1%), then
‘Pr [AOO(S“““)(I’\) - 1] _Pr [Aoﬂskw)(ﬁ) - 1} ‘ = negl(\),

where Oyp(sk,mg, m1) outputs Encrypt(sk, m;) for b € {0,1}.
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The Schwartz-Zippel lemma. Finally, we recall the statement of the Schwartz-Zippel lemma [Sch80,
Zip79], which we will use throughout this work.

Lemma 2.2 (Schwartz-Zippel Lemma [Sch80, Zip79]). Let p be a prime and let f € Zy[x1,. .., xy]

be a multivariate polynomial of total degree d, not identically zero. Then,

Pr[al,...,an&ZP:f(al,...,an):O] <

iSHRSH

2.1 Background on Lattice-Based Cryptography

In this section, we describe several known results for lattice-based cryptography that we use in this

work.

Norms for vectors and matrices. Throughout this work, we will always use the infinity norm
for vectors and matrices. This means that for a vector x, the norm ||x|| is the maximal absolute
value of an element in x. Similarly, for a matrix A, ||A] is the maximal absolute value of any of its
entries. If x € Zi and A € Z;*™, then HXTAH <n-|x||-[A]

Learning with errors. We first review the learning with errors (LWE) assumption [Reg05]. Let
n,m,q € N be positive integers and x be a noise (or error) distribution over Z,. In the LWE(n,m, ¢, x)

problem, the adversary’s goal is to distinguish between the two distributions
(A,ATs+e) and (A, u)

where A < Zy* ™, s & Ly, e+ X", and u & Zq'. When the error distribution x is B-bounded!, and
under mild assumptions on the modulus ¢, the LWE(n, m, g, x) problem is as hard as approximating
certain worst-case lattice problems such as GapSVP and SIVP on n-dimensional lattices to within a
O(n - ¢/ B) factor [Reg05, Pei09, ACPS09, MM11, MP12, BLP*13].

Short integer solutions. We also review the short integers solution (SIS) assumption [Ajt96]. Let
n,m,q, 8 € N be positive integers. In the SIS(n,m, g, 8) problem, the adversary is given a uniformly
random matrix A € Zg*™ and its goal is to find a vector u € Z7* with u # 0 and |[ul| < 8 such
that Au = 0. For any m = poly(n), 8 > 0, and any sufficiently large ¢ > § - poly(n), solving
the SIS(n, m, ¢, B) problem is as hard as approximating certain worst-case lattice problems such as
GapSVP and SIVP on n-dimensional lattices to within a §-poly(n) factor [Ajt96, Mic04, MR0O7, MP13].
It is also implied by the hardness of the LWE problem.

1We say that a distribution D is -bounded if the support of D is {—f3,...,8 — 1, 3} with probability 1.
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The gadget matrix. We define the “gadget matrix” G = g® I, € ngn'nogq] where g =
(1,2,4,...,2M°edl=1)  We define the inverse function G~ ': Zy<m™ — Z;““Og 41X hich expands
each entry z € Z, in the input matrix into a column of size [logq]| consisting of the bits of the
binary representation of z. To simplify the notation, we always assume that G has width m (in our
construction, m = ©(nlogq)). Note that this is without loss of generality since we can always extend

G by appending zero columns. For any matrix A € Zy*™, we have that G - G 1(A)=A.

Lattice trapdoors. Although solving the SIS problem for a uniformly random matrix A is believed
to be hard, with some auxiliary trapdoor information (e.g., a set of short generating vectors for
the lattice induced by A), the problem becomes easy. Lattice trapdoors have featured in many
applications and have been extensively studied [Ajt99, GPV08, AP09, MP12, LW15]. Since the
specific details of the constructions are not essential for understanding this work, we just recall the

main properties that we require in the following theorem.

Theorem 2.3 (Lattice Trapdoors [Ajt99, GPV08, AP09, MP12, LW15]). Fiz a security parameter A
and lattice parameters n,q,m and a norm bound 8 where m = O(nlogq) and 8 = O(n\/logq). Then,
there exists a tuple of efficient algorithms (TrapGen, Sample, SamplePre) with the following properties:

TrapGen(1*) — (A, td): On input the security parameter \, the trapdoor generation algorithm

outputs a rank-n matriz A € Zy*™ and a trapdoor td.

Sample(A) — U: On input a matriz A € Zy*™, the sampling algorithm returns a matriz
U ez,

SamplePre(A, V,td) — U: On input a matriz A € Zy*™, a target matriz V. € Zy*™, and a

trapdoor td, the preimage-sampling algorithm outputs a matriz U € Zg**™.

The above algorithms satisfy the following properties. Take (A, td) < TrapGen(1}). Then,

1. For U <« Sample(A), we have ||U|| < 5.
2. For any V € Zy*™ and U < SamplePre(A, V,td), we have AU =V and |[U|| < .

3. For (A,td) < TrapGen(1*), A’ - Z"*™ U « Sample(A), V = AU, V' < Z2%™  and
U’ + SamplePre(A, V', td), we have

ARA"  and  (Atd, U, V)= (A,td, U, V).

Traditionally, lattice trapdoors consist of a set of short generating vectors of the lattice that is induced
by a public SIS matrix A. In this work, we make use of an alternative form of lattice trapdoors called
a G-trapdoor formalized in [MP12]. A G-trapdoor of a matrix A € Z;*™ consists of a full-rank,

low-norm matrix R € Z7"*™ satisfying the relation AR = G. These types of trapdoor matrices have
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additional statistical properties that we use in Sections 3.2 and 3.4. We summarize these properties

in the following theorem.

Theorem 2.4 (Lattice Sampling [CHKP10, ABB10a, MP12, BGG*14, LW15]). Fiz a security
parameter X\ and lattice parameters n,q,m, and a norm bound B, where m = O(nlogq) and 8 =
O(nyl1ogq). Then, in addition to the algorithms (TrapGen, Sample, SamplePre) from Theorem 2.3,
there exists a pair of algorithms (SampleLeft, SampleRight) with the following properties:

e SamplelLeft(A,B,R,v,3*) — u: On input matrices A,B € Zy*™, a matriz R € Zj*™
(trapdoor of A ), a target vector v € Z*, and a norm bound [*, SampleLeft returns a vector

q’
2m
u € Zym.

e SampleRight(A, B, U, v, 3*) — u: On input matrices A,B € Zy;*™, a matriz U € Z;"*™, a

target vector v € Zy, and a norm bound (3*, SampleRight returns a vector u € ng.

o The algorithms above satisfies the following properties. For any rank-n matrices A, B € Zy*™

n

q» we have:

and a target vector v € Z

1. Let R € Z7"*™ be any matriz satisfying AR = G and ||R||-w(m/logm) < §* < q. Then,
for ug < SampleLeft(A, B, R, v, 5*), we have that [A | B]-ug = v and ||jug|] < 5*.

2. Let U € Z»*™ be any matriz satisfying AU +yG = B for some y # 0 where y € Zq and
IO - w(m+/logm) < 8* < q. Then, for u; < SampleRight(A,B, U, v, 8*), we have that
[A | B]-u; =v and ||ug]| < g*.

8. The distributions of ug,u; above are statistically indistinguishable.

GSW homomorphic operations. In this work, we use the homomorphic structure from the fully
homomorphic encryption (FHE) scheme by Gentry, Sahai, and Waters [GSW13]. Since we do not
require the specific details of the homomorphic operations, we summarize the properties we need
in the theorem below. In the language of FHE, the algorithm EvalPK corresponds to homomorphic
evaluation over ciphertexts, while EvalU corresponds to homomorphic evaluation over the encryption

randomness.

Theorem 2.5 (GSW Homomorphic Operations [GSW13, BV14, AP14, GV15]). Fix a security
parameter X\, lattice parameters n, q, m, a norm bound B, a depth bound d, and a message length ¢,
where m = O(nlogq) and 3+ 20(d) < q. Then, there exists a pair of efficient deterministic algorithms
(EvalPK, EvalU) with the following properties:

e EvalPK(Vy,...,V,,C) = Ve: Oninput matrices Vi, ..., Vg € Zy*™ and a circuit C: {0, 1} -
{0,1} of depth at most d, EvalPK returns an evaluated matriz Vo € Ly=™.

. EvaIU((Vl,xl,Ul),...,(Vg,a:g,Ug),C) — Ug: On input tuples (V;,x;,U;), where V; €
zp*m, x; € {0,1}, and U; € Z7*™ for all i € [{], and a circuit C: {0,1}* — {0,1}, EvalU

returns an evaluated matriz Uc € Zg™™.
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e For all circuits C: {0,1}* — {0,1} of depth at most d, and all matrices A, Vy,...,Vy € Zp=<m,

inputs 1, ...,x, € {0,1}, and matrices Uy, ..., Uy € Z*™ where

and ||U;|| < B, the EvalPK and EvalU algorithms satisfy the following property. For Vg
EvalPK(V7y,...,V,,C), and Ug + EvalU((V1,21,Uy), ..., (Ve 20, Uyp), C), we have that

AUc+C(z)-G=Ve and |Uc| <8200 <q.

CPA-secure encryption from lattices. Finally, we note that CPA-secure symmetric encryption
(Definition 2.1) can be built from any one-way function. Here, we state one candidate that follows
from any lattice-based PRF that can be computed by a circuit of depth independent of its output
length (c.f., [GGMS84, Ajt96]).

Fact 2.6 (CPA-Secure Encryption from LWE). Let A be a security parameter. Under the LWE
assumption (see Section 2.1), there exists a CPA-secure encryption scheme I, = (KeyGen, Encrypt,

Decrypt) over a message space M with the following properties:
e For all m € M, sk + KeyGen(1?), and ct < Encrypt(sk, m), we have that |ct| = |m| + poly()).

e The decryption algorithm Decrypt can be computed by a circuit of depth poly()).



Chapter 3

Non-Interactive Zero-Knowledge

Arguments

In this chapter, we show how to construct non-interactive zero-knowledge (NIZK) arguments (and
proofs) in the preprocessing model from standard lattice assumptions. We refer to NIZKs in the
preprocessing model as a “preprocessing NIZK.” As we discuss in Section 3.1.1 and in Remark 3.33,
our works gives the first candidate of a reusable (i.e., multi-theorem) NIZK argument (and proof)

from a standard lattice assumption.

3.1 Construction Overview

We begin by providing a high-level overview of our construction. Then, in Section 3.1.1, we discuss

our results in the context of other relevant works.

Homomorphic signatures. A homomorphic signature scheme [BF11a, BF11b, GVW15b, ABCT15]
enables computations on signed data. Specifically, a user can sign a message x € {0, 1}’ using her
private signing key to obtain a signature o. Later on, she can delegate the pair (x, o) to an untrusted
data processor. The data processor can then compute an arbitrary function g on the signed data
to obtain a value y = g(x) along with a signature o4 ,. The computed signature o, , should certify
that the value y corresponds to a correct evaluation of the function g on the original input x. In a
context-hiding homomorphic signature scheme [BFF*09, BF11a], the computed signature o, , also
hides the input message x. Namely, the pair (y, o4,) reveals no information about x other than what
could be inferred from the output y = g(x). Gorbunov et al. [GVW15b] gave the first construction of
a context-hiding homomorphic signature scheme for general Boolean circuits (with bounded depth)

from standard lattice assumptions. We refer to Section 3.1.1 for a more comprehensive survey on

14
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homomorphic signature schemes.

From homomorphic signatures to zero-knowledge. The notion of context-hiding in a ho-
momorphic signature scheme already bears a strong resemblance to zero-knowledge. Namely, a
context-hiding homomorphic signature scheme allows a user (e.g., a prover) to certify the result of a
computation (e.g., the output of an NP relation) without revealing any additional information about
the input (e.g., the NP witness) to the computation. Consider the following scenario. Suppose the
prover has a statement-witness pair (x, w) for some NP relation R and wants to convince the verifier
that R(x,w) = 1 without revealing w. For sake of argument, suppose the prover has obtained
a signature oy on the witness w (but does not have the signing key for the signature scheme),
and the verifier holds the verification key for the signature scheme. In this case, the prover can
construct a zero-knowledge proof for x by evaluating the relation Ry (w) := R(x,w) on (W, ow). If
R(x,w) = 1, then this yields a new signature og x on the bit 1. The proof for x is just the signature
oRrx- Context-hiding of the homomorphic signature scheme says that the signature o x reveals
no information about the input to the computation (the witness w) other than what is revealed by
the output of the computation (namely, that R(x,w) = 1). This is precisely the zero-knowledge
property. Soundness of the proof system follows by unforgeability of the homomorphic signature
scheme (if there is no w such that R«(w) = 1, the prover would not be able to produce a signature
on the value 1 that verifies according to the function Ry).

While this basic observation suggests a connection between homomorphic signatures and zero-
knowledge, it does not directly give a NIZK argument. A key problem is that to construct the
proof, the prover must already possess a signature on its witness w. But since the prover does not
have the signing key (if it did, then the proof system is no longer sound), it is unclear how the
prover obtains this signature on w without interacting with the verifier (who could hold the signing
key). This is the case even in the preprocessing model, because we require that the preprocessing be

statement-independent (and in fact, reusable for arbitrarily many adaptively-chosen statements).

Preprocessing NIZKs from homomorphic signatures. Nonetheless, the basic observation
shows that if we knew ahead of time which witness w the prover would use to construct its proofs,
then the setup algorithm can simply give the prover a homomorphic signature oy on w. To support
this, we add a layer of indirection. Instead of proving that it knows a witness w where R(x,w) = 1,
the prover instead demonstrates that it has an encryption cty, of w (under some key sk), and that it
knows some secret key sk such that cty, decrypts to a valid witness w where R(x,w) = 1.} A proof
of the statement x then consists of the encrypted witness cty, and a proof g x ., that cty is an
encryption of a satisfying witness (under some key). First, if the encryption scheme is semantically-

secure and the proof is zero-knowledge, then the resulting construction satisfies (computational)

IThis is a classic technique in the construction of non-interactive proof systems and has featured in many contexts
(e.g., [SP92, GGIt15]).
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zero-knowledge. Moreover, the witness the prover uses to construct 7z x ct,, is always the same: the
secret key sk. Notably, the witness is statement-independent and can be reused to prove arbitrarily
many statements (provided the encryption scheme is CPA-secure).

This means we can combine context-hiding homomorphic signatures (for general circuits) with

any CPA-secure symmetric encryption scheme to obtain NIZKs in the preprocessing model as follows:

e Setup: The setup algorithm generates a secret key sk for the encryption scheme as well as
parameters for a homomorphic signature scheme. Both the proving and verification keys include
the public parameters for the signature scheme. The proving key kp additionally contains the

secret key sk and a signature og on sk.

e Prove: To generate a proof that an NP statement x is true, the prover takes a witness w
where R(x,w) = 1 and encrypts w under sk to obtain a ciphertext cty. Next, we define
the witness-checking function CheckWitness[R, x, cty] (parameterized by R, x, and cty,) that
takes as input a secret key sk and outputs 1 if R(x, Decrypt(sk, ctw)) = 1, and 0 otherwise.
The prover homomorphically evaluates CheckWitness[R, X, ctyw] on (sk,os) to obtain a new

signature ¢* on the value 1. The proof consists of the ciphertext cty, and the signature o*.

e Verify: Given a statement x for an NP relation R and a proof m = (ct,0*), the verifier checks
that o* is a valid signature on the bit 1 according to the function CheckWitness[R, x, ct]. Notice
that the description on the function only depends on the relation R, the statement x, and the

ciphertext ct, all of which are known to the verifier.

Since the homomorphic signature scheme is context-hiding, the signature ¢* hides the input to
CheckWitness[R, x, cty], which in this case, is the secret key sk. By CPA-security of the encryption
scheme, the ciphertext hides the witness w, so the scheme provides zero-knowledge. Soundness
again follows from unforgeability of the signature scheme. Thus, by combining a lattice-based
homomorphic signature scheme for general circuits [GVW15b] with any lattice-based CPA-secure
symmetric encryption scheme, we obtain a (multi-theorem) preprocessing NIZK from lattices.

An appealing property of our preprocessing NIZKs is that the proofs are short: the length of a
NIZK argument for an NP relation R is |w| 4 poly(), d) bits, where |w]| is the length of a witness
for R and d is the depth of the circuit computing R. The proof size in NIZK constructions from
trapdoor permutations or pairings [FLS90, DDO101, GOS06, Gro10, GOS12] typically scale with
the size of the circuit computing R and multiplicatively with the security parameter. Previously,
Gentry et al. [GGI*15] gave a generic approach using fully homomorphic encryption (FHE) to reduce
the proof size in any NIZK construction. The advantage of our approach is that we naturally satisfy
this succinctness property, and the entire construction can be based only on lattice assumptions
(without needing to mix assumptions). We discuss this in greater detail in Remark 3.29. We also

give the complete description of our preprocessing NIZK and security analysis in Section 3.3.
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In the above construction, if the homomorphic signature scheme is unforgeable even against
computationally-unbounded adversaries, then the construction gives a NIZK proofin the preprocessing
model. In Remark 3.32, we describe how to realize this using lattice-based context-hiding statistically-
binding homomorphic commitments [GVW15b]. One of the advantages of using homomorphic
signatures instead of homomorphic commitments is that they enable an efficient two-party protocol
for implementing the preprocessing, which we discuss below. For this reason, we focus primarily on

constructing preprocessing NIZK arguments from homomorphic signatures.

Blind homomorphic signatures for efficient preprocessing. A limitation of preprocessing
NIZKs is we require a trusted setup to generate the proving and verification keys. One solution is to
have the prover and verifier run a (malicious-secure) two-party computation protocol (e.g., [LP07])
to generate the proving and verification keys. However, generic MPC protocols are often costly and
require making non-black-box use of the underlying homomorphic signature scheme.

In this work, we describe a conceptually simple and more efficient way of implementing the
preprocessing without relying on general MPC. We do so by introducing a new cryptographic notion
called blind homomorphic signatures. First, we observe that we can view the two-party computation
in the setup phase as essentially implementing a “blind signing” protocol where the verifier holds the
signing key for the homomorphic signature scheme and the prover holds the secret key sk. At the end
of the blind signing protocol, the prover should learn og while the verifier should not learn anything
about sk. This is precisely the properties guaranteed by a blind signature protocol [Cha82, Fis06]. In
this work, we introduce the notion of a blind homomorphic signature scheme which combines the blind
signing protocol of traditional blind signature schemes while retaining the ability to homomorphically
operate on ciphertexts. Since the notion of a blind homomorphic signatures is inherently a two-party
functionality, we formalize it in the model of universal composability [Can01]. We provide the formal
definition of the ideal blind homomorphic signature functionality in Section 3.4.

In Section 3.4.3, we show how to securely realize our ideal blind homomorphic signature func-
tionality in the presence of malicious adversaries by combining homomorphic signatures with any
UC-secure oblivious transfer (OT) protocol [CLOS02]. Note that security against malicious adver-
saries is critical for our primary application of leveraging blind homomorphic signatures to implement
the setup algorithm of our preprocessing NIZK candidate. At a high-level, we show how to construct
a blind homomorphic signature scheme from any “bitwise” homomorphic signature scheme—mnamely,
a homomorphic signature scheme where the signature on an ¢-bit message consists of ¢ signatures,
one for each bit of the message. Moreover, we assume that the signature on each bit position only
depends on the value of that particular bit (and not the value of any of the other bits of the message);
of course, the ¢ signatures can still be generated using common or correlated randomness. Given
a bitwise homomorphic signature scheme, we can implement the blind signing protocol (on ¢-bit
messages) using ¢ independent 1-out-of-2 OTs. Specifically, the signer plays the role of the sender in
the OT protocol and for each index ¢ € [¢], the signer signs both the bit 0 as well as the bit 1. Then,
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to obtain a signature on an ¢-bit message, the receiver requests the signatures corresponding to the
bits of its message.

While the high-level schema is simple, there are a few additional details that we have to handle
to achieve robustness against a malicious signer. For instance, a malicious signer can craft the
parameters of the homomorphic signature scheme so that when an evaluator computes on a signature,
the resulting signatures no longer provide context-hiding. Alternatively, a malicious signer might
mount a “selective-failure” attack during the blind-signing protocol to learn information about
the receiver’s message. We discuss how to address these problems by giving strong definitions of
malicious context-hiding for homomorphic signatures in Section 3.2, and give the full construction of
blind homomorphic signatures from oblivious transfer in Section 3.4.3. In particular, we show that
the Gorbunov et al. [GVW15b] homomorphic signature construction satisfies our stronger security
notions, and so, coupled with the UC-secure lattice-based OT protocol of Peikert et al. [PVWO08],
we obtain a UC-secure blind homomorphic signature scheme from standard lattice assumptions.
Moreover, the blind signing protocol is a two-round protocol, and only makes black-box use of the

underlying homomorphic signature scheme.

UC-secure preprocessing NIZKs. Finally, we show that using our UC-secure blind homomorphic
signature candidate, we can in fact realize the stronger notion of UC-secure NIZK arguments in
a preprocessing model from standard lattice assumptions. This means that our NIZKs can be
arbitrarily composed with other cryptographic protocols. Our new candidates are thus suitable
to instantiate many of the classic applications of NIZKs for boosting the security of general MPC
protocols. As we show in Section 3.5, combining our preprocessing UC-NIZKs with existing lattice-
based semi-malicious MPC protocols such as [MW16] yields malicious-secure protocols purely from
standard lattice assumptions (in a reusable preprocessing model). We also show that our constructions
imply a succinct version of the classic GMW [GMW86, GMWS8T] protocol compiler (where the total
communication overhead of the compiled protocol depends only on the depth, rather than the size of

the computation).

3.1.1 Additional Related Work

In this section, we survey some additional related work on NIZK constructions, blind signatures, and

homomorphic signatures.

Other NIZK proof systems. In the CRS model, there are several NIZK constructions based on
specific number-theoretic assumptions such as quadratic residuosity [BFM88, DMP87, BDMP91].
These candidates are also secure in the bounded-theorem setting where the CRS can only be used for an
a priori bounded number of proofs. Exceeding this bound compromises soundness or zero-knowledge.

In the preprocessing model, Kalai and Raz [KR06] gave a single-theorem succinct NIZK proof system
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for the class LOGSNP from polylogarithmic private information retrieval (PIR) and ezponentially-hard
OT. In this work, we focus on constructing multi-theorem NIZKs, where an arbitrary number of
proofs can be constructed after an initial setup phase.

NIZKs have also been constructed for specific algebraic languages in both the publicly-verifiable
setting [Gro06, GS08] as well as the designated-verifier setting [CC17b]. In the specific case of
lattice-based constructions, there are several works on building hash-proof systems, (also known
as smooth projective hash functions [CS02]) [KV09, ZY17, BBDQ18], which are designated-verifier
NIZK proofs for a specific language (typically, this is the language of ciphertexts associated with a
particular message). In the random oracle model, there are also constructions of lattice-based NIZK
arguments from X-protocols [LNSW13, XXW13]. Recently, there has also been work on instantiating
the random oracle in 3-protocols with lattice-based correlation-intractable hash functions [CCRR18].
However, realizing the necessary correlation-intractable hash functions from lattices requires making
the non-standard assumption that Regev’s encryption scheme [Reg05] is exponentially KDM-secure
against all polynomial-time adversaries. In our work, we focus on NIZK constructions for general
NP languages in the plain model (without random oracles) from the standard LWE assumption (i.e.,
polynomial hardness of LWE with a subexponential approximation factor).

Very recently, Rothblum et al. [RSS18] showed that a NIZK proof system for a decisional variant
of the bounded distance decoding (BDD) problem suffices for building NIZK proof systems for NP.

Blind signatures. The notion of blind signatures was first introduced by Chaum [Cha82]. There
are many constructions of blind signatures from a wide range of assumptions in the random oracle
model [Sch89, Bra00, PS00, Abe01, Bol03, BNPS03, Riic10, BL13], the CRS model [CKW04, KZ06,
Fis06, AO09, Fuc09, AFG*10, AHO10, GS12], as well as the standard model [GRST11, FHS15,
FHKS16, HK16].

Homomorphic signatures. There are numerous constructions of linearly homomorphic signa-
tures [ABCT07, SW08, DVW09, AKK09, BFKW09, GKKR10, BF11a, AL11, BF11b, CFW12, Frel2,
ABCT15]. Beyond linear homomorphisms, a number of works [BF1la, BFR13a, CFW14] have
constructed homomorphic signatures for polynomial functions from lattices or multilinear maps.
Subsequently, Gorbunov et al. [GVW15b] gave the first homomorphic signature scheme for general
circuits from lattices, and Fiore et al. [FMNP16] gave the first “multi-key” homomorphic signature
scheme for general circuits from lattices. In a multi-key scheme, homomorphic operations can be

performed on signatures signed under different keys.

3.2 Homomorphic Signatures

A homomorphic signature scheme enables computations on signed data. Given a Boolean function

C:{0,1}* — {0,1} (modeled as a Boolean circuit) and a signature o that certifies a message
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x € {0,1}*, one can homomorphic derive a signature o¢(x) that certifies the value C(x) with respect
to the circuit C'. The two main security notions that we are interested in are unforgeability and

context-hiding. We first provide a high-level description of the properties:

e Unforgeability: We say a signature scheme is unforgeable if an adversary who has a signature
o« on a message X cannot produce a valid signature on any message y # C(x) that verifies

with respect to the function C.

e Context-hiding: Context-hiding says that when one evaluates a function C' on a message-
signature pair (x, o), the resulting signature o¢(x) on C(x) should not reveal any information
about the original message x other than the circuit C' and the value C(x). In our definition,
the homomorphic signature scheme contains an explicit “hide” function that implements this

transformation.

Syntax and notation. Our construction of blind homomorphic signatures from standard ho-
momorphic signatures (Section 3.4.3) will impose some additional structural requirements on the
underlying scheme. Suppose the message space for the homomorphic signature scheme consists of
{-tuples of elements over a set X' (e.g., the case where X = {0, 1} corresponds to the setting where
the message space consists of ¢-bit strings). Then, we require that the public parameters pp of the
scheme can be split into a vector of public keys pp = (pky, ..., pky). In addition, a (fresh) signature
on a vector x € X’ can also be written as a tuple of ¢ signatures o = (01, ...,0,) where o; can
be verified with respect to the verification key vk and the i*® public key pk; for all i € [{]. In our

description below, we often use vector notation to simplify the presentation.

Definition 3.1 (Homomorphic Signatures [BF11b, GVW15b]). A homomorphic signature scheme
with message space &X', message length £ € N, and function class C = {Cx},y, Where each Cy is a
collection of functions from X to X, is defined by a tuple of algorithms ITys = (PrmsGen, KeyGen,
Sign, PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) with the following properties:

e PrmsGen(1*,1¢) — pp: On input the security parameter A and message length ¢, the parameter-

generation algorithm returns a set of ¢ public keys pp = (pky, ..., pky).

e KeyGen(1*) — (vk,sk): On input the security parameter )\, the key-generation algorithm

returns a verification key vk, and a signing key sk.

e Sign(pk;,sk,x;) = o;: On input a public key pk;, a signing key sk, and a message x; € X, the
signing algorithm returns a signature o;.
Vector variant: For pp = (pky,...,pk;), and x = (z1,...,7¢) € X, we write Sign(pp, sk, x) to
denote component-wise signing of each message. Namely, Sign(pp, sk, x) outputs signatures

o = (o1,...,00) where o; « Sign(pk;, sk, z;) for all i € [£].
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e PrmsEval(C,pp’) — pko: On input a function C: X* — X and a collection of public keys

pp’ = (pky,- - ., pky), the parameter-evaluation algorithm returns an evaluated public key pk.

Vector variant: For a circuit C: XY — X*, we write PrmsEval(C, pp’) to denote component-
wise parameter evaluation. Namely, let Ci,...,Ck be functions such that C(z1,...,z¢) =

(Ci(z1,...,2¢),...,Cr(®1,...,2¢)). Then, PrmsEval(C, pp’) evaluates pkc, <+ PrmsEval(C;, pp’)
for i € [k], and outputs pke = (pkg,, - -, Pke, )-

e SigEval(C,pp’,x,0) — o: On input a function C: X* — X, public keys pp’ = (pki, .- ., pk}),
messages X € X, and signatures o = (01,...,0¢), the signature-evaluation algorithm returns

an evaluated signature o.

Vector variant: We can define a vector variant of SigEval analogously to that of PrmsEval.

e Hide(vk,z,0) — ¢*: On input a verification key vk, a message x € X, and a signature o, the

hide algorithm returns a signature o*.

Vector variant: For x = (z1,...,2%) and o = (01,...,0%), we write Hide(vk, x, o) to denote
component-wise evaluation of the hide algorithm. Namely, Hide(vk, x, o) returns (o3, ...,05)

where o} < Hide(vk, z;, 0;) for all 7 € [k].

o Verify(pk, vk, z,0) — {0,1}: On input a public key pk, a verification key vk, a message x € X,
and a signature o, the verification algorithm either accepts (returns 1) or rejects (returns 0).
Vector variant: For a collection of public keys pp’ = (pki, ..., pk}), messages X = (z1,...,2x),
and signatures o = (071, ..., 0}), we write Verify(pp’, vk, x, o) to denote applying the verification
algorithm to each signature component-wise. In other words, Verify(pp’, vk, x, o) accepts if and

only if Verify(pk}, vk, x;, 0;) accepts for all i € [k].

e VerifyFresh(pk, vk, z,0) — {0,1}: On input a public key pk, a verification key vk, a message
x € X, and a signature o, the fresh verification algorithm either accepts (returns 1) or rejects

(returns 0).

Vector variant: We can define a vector variant of VerifyFresh analogously to that of Verify.

o VerifyHide(pk, vk, z,0*) — {0,1}: On input a public key pk, a verification key vk, a message
x € X, and a signature *, the hide verification algorithm either accepts (returns 1) or rejects

(returns 0).

Vector variant: We can define a vector variant of VerifyHide analogously to that of Verify.

Correctness. We now state the correctness requirements for a homomorphic signature scheme.
Our definitions are adapted from the corresponding ones in [GVW15b]. Our homomorphic signature
syntax has three different verification algorithms. The standard verification algorithm Verify can be

used to verify fresh signatures (output by Sign) as well as homomorphically-evaluated signatures
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(output by SigEval). The hide verification algorithm VerifyHide is used for verifying signatures output
by the context-hiding transformation Hide, which may be structurally different from the signatures
output by Sign or SigEval. Finally, we have a special verification algorithm VerifyFresh that can
be used to verify signatures output by Sign (before any homomorphic evaluation has taken place).
While Verify subsumes VerifyFresh, having a separate VerifyFresh algorithm is useful for formulating
a strong version of evaluation correctness. We now state our correctness definitions. First, we have
the standard correctness requirement of any signature scheme. Specifically, signatures output by the

honest signing algorithm should verify according to both Verify and VerifyFresh.

Definition 3.2 (Signing Correctness). A homomorphic signature scheme IIys = (PrmsGen, KeyGen,
Sign, PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) with message space X, message length ¢,
and function class C satisfies signing correctness if for all A € N, messages x € X, and setting

pp < PrmsGen(1*, 1¢), (vk, sk) < KeyGen(1*), o < Sign(pp, sk, x), we have
Pr[Verify(pp,vk,x,0) =1 =1 and Pr[VerifyFresh(pp,vk,x,0)=1] = 1.

Evaluation correctness. Next, we require that if one applies the honest signature-evaluation
algorithm SigEval to valid fresh signatures (namely, signatures that are accepted by VerifyFresh), then
the resulting signature verifies according to Verify (with respect to the corresponding evaluated public
key). This is a stronger definition than the usual notion of evaluation correctness from [GVW15b],
which only requires correctness to holds when SigEval is applied to signatures output by the honest
signing algorithm Sign. In our definition, correctness must hold against all signatures deemed valid
by VerifyFresh (with respect to an arbitrary public key pk and verification key vk), which may be a
larger set of signatures than those that could be output by Sign. This notion of correctness will be

useful in our construction of (malicious-secure) blind homomorphic signatures in Section 3.4.

Definition 3.3 (Evaluation Correctness). A homomorphic signature scheme Ilys = (PrmsGen,
KeyGen, Sign, PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) with message space X, message
length £, and function class C = {Cx},oy (where each C, is a collection of functions from X* to X)
satisfies evaluation correctness if for all A € N, all public keys pp, all verification keys vk, and all

messages x € X, the following properties hold:

e Single-Hop Correctness: For all C € Cy and all signatures o where VerifyFresh(pp, vk, x, o) =
1, if we set pky < PrmsEval(C, pp) and o «+ SigEval(C, pp, x, ), then

Pr[Verify(pke, vk, C(x),0) = 1] = 1.

e Multi-Hop Correctness: For any collection of functions C1,...,Cy € Cy and C': X¢ — X,
define the composition (C” o ¢): X! — X to be the mapping x — C'(Cy(x),...,Co(x)). If
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(C" o C') € Cy, then for any set of signatures o = (071, .. .,0¢) where Verify(pkc,, vk, x4, 0;) = 1
and pk¢, < PrmsEval(C;, pp) for all i € [{], we have that

Pr(Verify(PrmsEval(C’, (pkc, ; - - -, Pke, ), vk, X, SigEval(C’, (pke, s - . -, Pke, ) X, 0)) = 1] = 1.

Hiding correctness. Finally, we require that the hide algorithm also produces valid signatures.
Similar to the case of evaluation correctness, we require that correctness holds whenever Hide is
applied to any valid signature accepted by Verify (which need not coincide with the set of signatures

output by an honest execution of Sign or SigEval). This is essentially the definition in [GVW15b].

Definition 3.4 (Hiding Correctness). A homomorphic signature scheme ITys = (PrmsGen, KeyGen,
Sign, PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) with message space X, message length ¢,
and function class C satisfies hiding correctness if for all A € N, all verification keys vk, messages

x € X, and all signatures o where Verify(pk, vk, z,0) = 1, we have that
Pr[VerifyHide(pk,vk,x, Hide(vk,m,a)) =1]=1.

Unforgeability. We now formally define unforgeability for a homomorphic signature scheme.
Intuitively, a homomorphic signature scheme is unforgeable if no efficient adversary who only
possesses signatures oy, ...,0, on messages 1, ..., T, can produce a signature o, that is valid with

respect to a function C where y # C(z1, ..., 2p).

Definition 3.5 (Unforgeability). Fix a security parameter A. Let IIys = (PrmsGen, KeyGen, Sign,
PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) be a homomorphic signature scheme with mes-
sage space X', message length ¢, and function class C = {Cx},y, Where each C, is a collection of
functions from X to X. Then, for an adversary A, we define the unforgeability security experiment

Expti{ﬂHS (A, ) as follows:

1. The challenger begins by generating public keys pp < PrmsGen(1*,1¢), and a signing-verification
key (vk,sk) < KeyGen(1*). It gives pp and vk to A.

The adversary A submits a message x € X’ to be signed.

The challenger signs the messages o < Sign(pp, sk, x) and sends the signatures o to A.

The adversary A outputs a circuit C' € Cy, a message y € X, and a signature oy.

The output of the experiment is 1 if C' € Cy, y # C(x), and VerifyHide(pks, vk, y,0y) = 1,

ANl o

where pky <— PrmsEval(C, pp). Otherwise, the output of the experiment is 0.

We say that a homomorphic signature scheme Ilys satisfies unforgeability if for all efficient adver-
saries A,
Pr[Expt”Af’HHS (A, £) = 1] = negl(N).
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Remark 3.6 (Selective Unforgeability). We can also define a weaker notion of unforgeability called
selective unforgeability where the adversary commits to the messages x € X* at the start of the
experiment before it sees the public keys pp and the verification key vk. In Section 3.2.1, we describe
a simplified variant of the [GVW15b] construction that satisfies this weaker notion of selective
unforgeability. In Section 3.2.2, we give the full construction from [GVW15b] that satisfies the

definition of adaptive unforgeability from Definition 3.5.

Context-hiding. The second security requirement on a homomorphic signature scheme is context-
hiding, which roughly says that if a user evaluates a function C' on a message-signature pair (x, o) to
obtain a signature o¢(x), and then runs the hide algorithm on o¢(y), the resulting signature U*C(x)
does not contain any information about x other than what is revealed by C and C(x). Previous
works such as [GVW15b] captured this notion by requiring that there exists an efficient simulator
that can simulate the signature O’é(x) given just the signing key sk,? the function C, and the value
C(x). Notably, the simulator does not see the original message x or the signature o (x)

While this is a very natural notion of context-hiding, it can be difficult to satisfy. The homomorphic
signature candidate by Gorbunov et al. [GVW15b] satisfies selective unforgeability (Remark 3.6) and
context-hiding. Gorbunov et al. also give a variant of their construction that achieves adaptive
unforgeability; however, this scheme does not simultaneously satisfy the notion of context-hiding.
Nonetheless, the adaptively-secure scheme from [GVW15b] can be shown to satisfy a weaker notion of
context-hiding that suffices for all of our applications (and still captures all of the intuitive properties
we expect from context-hiding). Specifically, in our weaker notion of context-hiding, we allow the
simulator to also take in some components of the original signatures o (x), provided that those
components are independent of the value that is signed.?

To formalize this notion, we first define the notion of a decomposable homomorphic signature
scheme. In a decomposable homomorphic signature scheme, any valid signature o = (o, 0™) can
be decomposed into a message-independent component Pk that contains no information about the

signed message, and a message-dependent component o™.

Definition 3.7 (Decomposable Homomorphic Signatures). Let IIys = (PrmsGen, KeyGen, Sign,
PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) be a homomorphic signature scheme with mes-
sage space X', message length £, and function class C = {Cx},cy. We say that Ilys is decomposable
if the signing and evaluation algorithms can be decomposed into a message-independent and a

message-dependent algorithm as follows:

e The signing algorithm Sign splits into a pair of algorithms (SignPK, SignM):

2Note that the simulator must take in some secret value (not known to the evaluator). Otherwise, the existence of
such a simulator breaks unforgeability of the signature scheme.

3The construction in Section 3.2.2 combines the homomorphic signature scheme that satisfies (full) unforgeability
but not context-hiding and the selectively unforgeable homomorphic signature scheme that satisfies context-hiding
in [GVW15b].
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— SignPK(pk;,sk) — Ufk: On input a public key pk; and a signing key sk, the SignPK
algorithm outputs a message-independent component o k.

— SignM(pki,sk,xi,afk) — o On input a public key pk;, a signing key sk, a message
z; € X, and a message-independent component o} k, the SignM algorithm outputs a

message-dependent component o}".

The actual signing algorithm Sign(pk;, sk, z;) then computes afk + SignPK(pk;, sk) and o +
pk

%

pk _m

SignM(pk;, sk, z;,0F"). The final signature is the pair o; = (0}, of").

e The evaluation algorithm SigEval splits into a pair of algorithms: (SigEvalPK, SigEvalM):

— SigEvalPK(C, pp’, oP%) — oP*: On input a circuit C € Cy, public keys pp’ = (pkj, . . ., pk}),
and message-independent signature components oP* = (Ji’k,...,U?k), the SigEvalPK
algorithm outputs a message-independent component oP.

— SigEvalM(C, pp’,x,0) — ¢™: On input a circuit C € Cy, public keys pp’ = (pki, ..., pk}),
messages x € X'*, and signatures o, the SigEvalM algorithm outputs a message-dependent

component ¢™.

The signature evaluation algorithm SigEval(C, pp’, x, @) first parses o = (P, ™), computes

oP* < SigEvalPK(C, pp’, aP¥), o™ <« SigEvalM(C, pp’,x, o), and returns o = (oPk, ™).

To formalize context-hiding, we require that there exists a simulator that can simulate the output of
the hide algorithm given only the secret signing key sk, the function C, the output C'(x), and the

message-independent component of the signature apck(x). We give the formal definition below:

Definition 3.8 (Context-Hiding Against Honest Signers). Fix a security parameter A. Let IIys =
(PrmsGen, KeyGen, Sign, PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) be a decomposable ho-
momorphic signature scheme (Definition 3.7) with message space X, message length ¢, and function
class C = {Cx},cy, Where each C is a collection of functions from X to X. For a bit b € {0,1}, a
simulator § and an adversary A, we define the weak context-hiding security experiment against an

honest signer Exptj‘:g?ﬁe:st()\, b) as follows:

1. The challenger begins by generating a signing and verification key (vk, sk) «+— KeyGen(1*) and
sends (vk, sk) to A.

2. The adversary A can then submit (adaptive) queries to the challenger where each query consists
of a public key pk, a message r € X, and a signature o = (oP%, ™). On each query, the
challenger first checks that Verify(pk, vk, z,0) = 1. If this is not the case, then the challenger

ignores the query and replies with L. Otherwise, the challenger proceeds as follows:

e If b =0, the challenger evaluates o* < Hide(vk, z,0), and sends o* to A.

e If b = 1, the challenger computes o* < S(pk, vk, sk, z,oP). It sends o* to A.



CHAPTER 3. NON-INTERACTIVE ZERO-KNOWLEDGE ARGUMENTS 26

3. Finally, A outputs a bit & € {0, 1}, which is also the output of the experiment.

We say that a homomorphic signature scheme Ilys satisfies statistical context-hiding against an
honest signer if there exists an efficient simulator S such that for all (computationally-unbounded)

adversaries A,
ch-honest _ ch-honest _ _
| Pr[Expty 8 (A, 0) = 1] — Pr[Exptq &1 (A, 1) = 1]| = negl(A).

Context-hiding against malicious signers. Typically, context-hiding is defined with respect to
an honest signer that generates the signing and verification keys using the honest key-generation
algorithm KeyGen. However, when constructing blind homomorphic signatures (Section 3.4) with
security against malicious signers, the assumption that the keys are correctly generated no longer
makes sense. Hence, we need a stronger security property that context-hiding holds even if the
signing and verification keys for the homomorphic signature scheme are maliciously constructed.

Definition 3.8 does not satisfy this stronger notion of context-hiding because the challenger samples
(vk, sk) using the honest KeyGen algorithm, and the simulator is provided the (honestly-generated)
signing key sk. The natural way to extend Definition 3.8 to achieve security against malicious signers
is to allow the adversary to choose the verification key vk and signing key sk. However, this is too
restrictive because the adversary could potentially cook up signatures that verify under vk, and yet,
there is no natural notion of a signing key. To circumvent this issue, we introduce a stronger notion
of context-hiding that holds against any party with the capability to sign messages. More concretely,
we require the existence of a simulator that can extract a simulation trapdoor td from any admissible
set of valid message-signature pairs. This trapdoor information td replaces the signing key sk as
input to the simulator.

In our construction of homomorphic signatures (Construction 3.11), we say that a pair of messages
(Zo,00) and (Z1,61) is admissible if Zy # Z; and &¢ and &7 are valid signatures of Zp and Z,
respectively (with the same public components). Intuitively, our definition captures the fact that
context-hiding holds against any signer, as long as they are able to produce or forge valid signatures
on distinct messages Ty and Z1 under some verification key vk. Note that this definition subsumes
Definition 3.8, since any signer with an honestly-generated signing key can sign arbitrary messages of

its choosing.

Definition 3.9 (Context-Hiding). Fix a security parameter A. Let IIys = (PrmsGen, KeyGen,
Sign, PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) be a decomposable homomorphic signa-
ture scheme (Definition 3.7) with message space X', message length /, and function class C = {Cx},cn»
where each C, is a collection of functions from X* to X. For a bit b € {0,1}, a simulator S =
(8B, 8%) and an adversary A, we define the context-hiding security experiment Exptj S (A5 D)

as follows:
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1. At the start of the experiment, A submits a public key pk, a verification key vk, and two

message-signature pairs (Zo,09), (Z1,01) where Zo,Z1 € X and Zg # %1 to the challenger.

2. The challenger parses the signatures as 6o = (65°,55) and 61 = (6°,57), and checks that

Tg # T1, &Sk = 6%, and that Verify(pk, vk, &g, 60) = 1 = Verify(pk, vk, Z1,61). If this is not the
case, then the experiment halts with output 0. Otherwise, the challenger invokes the simulator
td +— SEXt(pk, vk, (.f?o, 5’0), (fl, 5’1))

3. The adversary A can then submit (adaptive) queries to the challenger where each query consists
of a public key pk’, a message € X, and a signature 0 = (0P, 0™). For each query, the
challenger checks that Verify(pk’, vk, x, ) = 1. If this is not the case, then the challenger ignores

the query and replies with L. Otherwise, it proceeds as follows:

e If b = 0, the challenger evaluates o* < Hide(vk,x, (aP, Um)), and sends ¢* to A.

e If b = 1, the challenger computes o* < S®"(pk’, vk, td, z, 7P*). Tt provides o* to A.
4. Finally, A outputs a bit ¥" € {0, 1}, which is also the output of the experiment.

We say that a homomorphic signature scheme Ilyg satisfies statistical context-hiding if there exists an

efficient simulator S = (SB*, §%") such that for all (computationally-unbounded) adversaries A,
‘ Pr[Expth)S,HHS (A\0)=1]— Pr[Exptf‘}CysyHHS()\7 1) = 1H = negl(A).

Compactness. The final property that we require from a homomorphic signature scheme is
compactness. Roughly speaking, compactness requires that given a message-signature pair (x, o),
the size of the signature obtained from homomorphically evaluating a function C' on o depends only
on the size of the output message |C(x)| (and the security parameter) and is independent of the size

of the original message |x]|.

Definition 3.10 (Compactness). Fix a security parameter A. Let IIys = (PrmsGen, KeyGen, Sign,
PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) be a homomorphic signature scheme with mes-
sage space X', message length ¢, and function class C = {Cx},y, where each C is a collection of
Boolean circuits from X* to X of depth at most d = d(\). We say that IIys is compact if there exists a
universal polynomial poly(-) such that for all A € N, messages x € X*, and functions C € Cy, and set-
ting pp < PrmsGen(1*,1¢), (vk,sk) «+— KeyGen(1*), o < Sign(pp, sk, x), and o < SigEval(C, pp,x, o),
we have that |o| < poly()\, d). In particular, the size of the evaluated signature |o| depends only on

the depth of the circuit C, and not on the message length £.
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3.2.1 Selectively-Secure Homomorphic Signatures

In this section, we show that the [GVW15b] homomorphic signature construction is decomposable in
the sense of Definition 3.7 and in addition, satisfies our stronger notion of context-hiding (Defini-
tion 3.9). We start with a description of a simpler variant of the [GVW15b] construction that satisfies
selective unforgeability (Remark 3.6), and show that it satisfies context-hiding (against malicious
signers). Although it is possible to directly construct a homomorphic signature scheme that satisfies
adaptive security, the simpler variant better demonstrates the main ideas of the construction. In
Section 3.2.2, we show how to generically modify Construction 3.11 and show that it satisfies both

adaptive unforgeability and strong context-hiding. (Corollary 3.22).

Construction 3.11 (Selectively-Secure Homomorphic Signature [GVW15b, adapted]). Fix a security
parameter A and a message length ¢ = poly(A). Let C = {Ci},cy be a function class where
each C is a collection of Boolean circuits of depth at most d = d()\) from {0,1}* to {0,1}. In
our description, we use lattice trapdoors and the GSW homomorphic operations described in
Section 2.1. For lattice parameters n, m, ¢, and norm bounds Sii, Beval, Ohide W€ construct a
decomposable homomorphic signature scheme IIys = (PrmsGen, KeyGen, Sign, PrmsEval, SigEval,
Hide, Verify, VerifyFresh, VerifyHide) with message space X = {0, 1}, message length ¢, and function

class C as follows:

e PrmsGen(1*,1¢) — pp: On input the security parameter A\ and the message length ¢, the
parameter-generation algorithm samples matrices Vi,...,Vy & Zy*™. Tt sets pk; = V; for

i € [] and returns the public keys pp = (pky, ..., pky).

e KeyGen(1*) — (vk,sk): On input the security parameter \, the key-generation algorithm
samples a lattice trapdoor (A, td) < TrapGen(1*). It sets vk = A and sk = (A, td).

e Sign(pk;,sk,x;) — o0;: The signing algorithm computes o SignPK(pk;,sk) and o <

i
SignM(pk;, sk, z;, afk) where the algorithms SignPK and SignM are defined as follows:

— SignPK(pk;,sk) — afk: The SignPK algorithm outputs the empty string afk =e.
— SignM(pk,, sk, z;, Jfk) — o On input a public key pk; = V;, a signing key sk = (A, td), a
message x € {0, 1}, and the public signature component o¥ k, the SignM algorithm samples

a preimage U; < SamplePre(A,V; — z; - G, td) and outputs o" = U;.

Finally, the signing algorithm outputs the signature o; = (o? K om).

e PrmsEval(C,pp’)) — pke: On input a Boolean circuit C: {0,1}* — {0,1} and a collection of
public keys pp’ = (pkj, ..., pk;) where pk; = V! for i € [¢], the parameter-evaluation algorithm
outputs the evaluated public key pko = Vo <= EvalPK(V1, ...,V C).
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e SigEval(C,pp’,x,0) — o: The signature-evaluation algorithm first parses o = (P, o™).
Then, it computes oP* < SigEvalPK(C, pp’, oP*) and o™ « SigEvalM(C, pp’,x, a), where the
algorithms SigEvalPK and SigEvalM are defined as follows:

— SigEvalPK(C, pp’, oP*) — oP*: The SigEvalPK algorithm outputs the empty string oP* = ¢.

— SigEvalM(C, pp’,x,0) — o™ On input a Boolean circuit C: {0,1}* — {0,1}, a set

of public keys pp’ = (pkj,...,pky), messages x = (z1,...,7), and signatures o =

(01,...,0¢), the SigEvalM algorithm first parses pk, = V/ and o; = (6™, 0™) = (¢, U;) for

i 07

all ¢ € [f]. Then, it outputs o™ = Ug + EvaIU((V'l,xl,Ul), R (Vé,l’g,U@),C).

Finally, it outputs the signature o = (o, ™).

Hide(vk, z,0) — o*: On input a verification key vk = A, a message € {0,1}, and a signature

o = (&,U), the hide algorithm samples and outputs a signature

o* = u + SampleRight(A, AU + 2z — 1) - G, U, 0, Bhide)-

Verify(pk, vk, z,0) — {0,1}: On input a public key pk = V, a verification key vk = A, a message
x € X, and a signature o = (g,U), the verification algorithm first checks if A is a rank-n
matrix and outputs 0 if this is the case. Then, it outputs 1 if ||U|| < feval and AU +2-G =V

and 0 otherwise.

VerifyFresh(pk, vk, z,0) — {0,1}: On input a public key pk = V, a verification key vk = A
a message € X and a signature o = (¢, U), the fresh verification algorithm first checks if
A is a rank-n matrix and outputs 0 if this is the case. Then, it outputs 1 if |U|| < Bini and
AU + 2z -G =V and 0 otherwise.

VerifyHide(pk, vk, z,0*) — {0,1}: On input a public key pks = V, a verification key vk = A,
a message x € {0,1}, and a signature o* = u, the hide-verification algorithm first checks if A
is a rank-n matrix and outputs 0 if this is the case. Then, it checks that ||u|| < Bhide and that
[A| V+(x—1)-G]-u=0, and accepts if both of these conditions hold. Otherwise, it rejects.

We now state and prove the correctness and security theorems for Construction 3.11.

Theorem 3.12 (Correctness). Fiz a security parameter A, lattice parameters n,m,q, norm bounds
Binis Beval, Bhide, and a depth bound d. Suppose m = O(nlogq), Bini > O(nv/108q), Beval > Bini - 20D,
Bhide = Beval - w(ma/logm), and q > Bhide- Then, Mg from Construction 3.11 satisfies signing correct-

ness (Definition 3.2), evaluation correctness (Definition 3.3), and hiding correctness (Definition 3.4).

Proof. Signing correctness follows from Theorem 2.3, evaluation correctness follows from Theorem 2.5,

and hiding correctness follows from Theorem 2.4. O
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Theorem 3.13 (Unforgeability). Fiz a security parameter X, lattice parameters n,m, q, norm bounds
Biniy Beval, Bnide, and a depth bound d. Suppose m = O(nlogq). Then, under the SIS(n,m,q, Beva)

assumption, lys in Construction 3.11 satisfies selective unforgeability (Definition 3.5, Remark 3.6).

Proof. Follows from [GVW15b, §6]. O

Theorem 3.14 (Context-Hiding). Fiz a security parameter \, lattice parameters n,m,q, norm
bounds Biniaﬂevalaﬂhide; and a depth bound d. Suppose m = O(n log Q)f ﬂhide > 2. ﬂeval . w(m IOg m)7
and q > Pride- Then, Ilys in Construction 3.11 satisfies context-hiding security (Definition 3.9).

Proof of Theorem 3.14. We construct a simulator S = (SB¢, S%") as follows:

o SB(pk, vk, (Z0,50), (1,51)): On input a public key pk, a verification key vk, and two message-
signature pairs (Zg, 6g), (%1, 1), the simulator first parses 6o = (e, Uy), 61 = (¢,Uy), and then

outputs the simulation trapdoor td = Uy — Uj.

o S%"(pk,vk,td, z,oPk): On input a public key pk = V, a verification key vk = A, a trapdoor
td = U, a message * € {0,1}, and a message-independent component oP*, the simulator
computes u < SampleLeft(A,V + (z — 1) - G, U, 0, %), and returns u.

We now show that for any adversary A, the experiments Exptj S0 (A, 0) and Expti S (A, 1) are

statistically indistinguishable. Consider the context-hiding experiment:

o Let pk =V, vk = A, and (Z,59), (Z1,51) be the values that A sends to the challenger. Write
50 = (£, Up) and &, = (¢, U;). Without loss of generality, we can assume that A is a rank-n
matrix, Zo # %1, and Verify(pk, vk, Zo, do) = 1 = Verify(pk, vk, Z1,51). Otherwise, the output
is always 0 in both experiments. Since Zg,Z; € {0,1} and Z¢ # &1, we can assume without
loss of generality that 2o = 0 and ; = 1. Moreover, since ¢y and ¢; are valid signatures,
HINJ'OH, | ﬁ1|| < Beval- This means that U = U, — U; has bounded norm HINJH < 2+ Beval, and
moreover, that AU = G, so td = U is a G-trapdoor for A (Theorem 2.4).

e Let pk' = V', 2 € {0,1}, 0 = (¢, U) be a query that A makes to the challenger. If AU +z-G #
V' or ||UJ|| > Beval, then the challenger ignores the query (and replies with L) in both experiments.
Therefore, assume that AU+ z - G = V' and ||U|| < Bevai. Then the challenger proceeds as

follows:
—In Expti',SVHHS()\,O), the challenger’s response is u < SampleRight(A, AU + (22 — 1) -
Gv Ua 0; 6hide)~
— In ExptfétsﬂHS (X, 1), the challenger responds with u < S®"(pk’, vk, td, z, oP*), which is
equivalent to u +— SampleLeft(A, V' + (z — 1) - G, U, 0, Bhide)-
Since V/+(x—1)-G = AU+ (22z—1)-G, by Theorem 2.4, as long as max(||U|| , ﬁH)w(m logm) <
Bhide < g the challenger’s responses to all of the queries in the two experiments are statistically
indistinguishable. From above, ||I~JH < 2 Beval and ||U]| < Beval, and the claim follows. O
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Remark 3.15 (Weak Context-Hiding). Theorem 3.14 implies that the homomorphic signature scheme
ITys in Construction 3.11 also satisfies context-hiding security against honest signers (Definition 3.8).
Specifically, Theorem 3.14 guarantees the existence of a simulator S = (SBt §%") that can be used
to simulate the signatures generated by the Hide algorithm. In the context-hiding security game
against honest signers, the signing key sk and verification key vk are generated honestly, and the
context-hiding simulator Spep is given both vk and sk. Given sk, the simulator Sy, can choose an
arbitrary public key pk =V & Zy*™, and construct honest signatures oo < Sign(pk, sk, 0) and
&1 < Sign(pk,sk,1). Simulator Spon can then invoke SBt on (pk, vk, (0,50), (1,51)) to obtain the
simulation trapdoor td, and then use S®" to simulate the Hide algorithm. Thus, we can construct
a simulator Spon for the weak context-hiding security game using the simulator S guaranteed by
Theorem 3.14.

Theorem 3.16 (Compactness). Fiz a security parameter A, lattice parameters n,m,q, norm bounds
Binis Beval, Bhide, and a depth bound d. Suppose n = poly(\), m = O(nlogq), and g = 2P°YN4) | Then,
Iys in Construction 3.11 satisfies compactness (Definition 3.10).

Proof. Follows from Theorem 2.5. Specifically, the signature output by SigEval is a matrix U € Zi**™
which has size m? log ¢ = poly (), d). O

3.2.2 From Selective Security to Adaptive Security

In this section, we show how to transform a homomorphic signature scheme that satisfies only
selective unforgeability to full unforgeability (Definition 3.5). Although the transformation follows
the construction of [GVW15b], we give the full construction to show that the resulting construction

still satisfies our strengthened notion of context-hiding (Definition 3.9).

Construction 3.17 (Adaptively-Secure Homomorphic Signature [GVW15b, adapted]). Fix a secu-
rity parameter A and a message length £ € N. Let C = {Cy},y be a function class where each Cy is

a collection of Boolean circuits (on £-bit inputs). Then, define the following quantities:

o First, let Ilys jn = (PrmsGeniy, KeyGen,,, Sign;,,, PrmsEvali,, SigEval;,, Hide,, Verify;, VerifyFresh; ,
VerifyHide,,) be a selectively-secure decomposable homomorphic signature scheme with message
space {0,1}, message length ¢ € N, and function class C = {Cx},oy. This is the “inner”
homomorphic signature scheme that will be used to sign messages x € {0, 1}¢. For simplicity,

assume also that the signatures in Ips ;, have an “empty” message-independent component.*

o Let p be the length of the public keys in Ilys jn. For a circuit C' € Cy, let Fiz be the function that
maps pp;, — PrmsEvali,(C, pp;,), where pp,, are the public parameters output by PrmsGen;,.

4This restriction simplifies the presentation of our construction, and is satisfied by Construction 3.11. It is straightfor-
ward (but notationally cumbersome) to modify this generic construction to apply to the setting where the signatures
in Ilys ;n have a non-empty message-independent component.
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Let C" = {C}},cy be a function class where each function class C contains all functions F for
C €.

o Finally, let ITpys oyt = (PrmsGengyt, KeyGeng,,, Sign,,,, PrmsEvalg, SigEvaly,, Hidegy:, Verify .,
VerifyFresh
space {0,1}, message length p € N, and function class C' = {C}},.y. This is the “outer’

outs VerifyHide, ) be a selectively-secure homomorphic signature scheme with message

)

homomorphic signature scheme that will be used to sign the public keys of IIys in.

We construct a homomorphic signature scheme IIs = (PrmsGen, KeyGen, Sign, PrmsEval, SigEval,
Hide, Verify, VerifyFresh, VerifyHide) for message space {0, 1}, message length ¢, and function class C

as follows:

e PrmsGen(1*,1%) — pp: On input the security parameter A and message length ¢, the parameter-
generation algorithm generates independent public parameters ppg,, ; PrmsGenoy (17, 17) for

i € [¢]. Then, it sets pk; = ppo,; for i € [(] and returns pp = (pky, ..., pky).

e KeyGen(1*) — (vk,sk): On input the security parameter \, the key-generation algorithm
generates two pairs of keys (vkin, skin) < KeyGen,, (1?), (Vkout, Skout) < KeyGen,,(1*), and sets
vk = (Vkin, Vkout) and sk = (skin, Skout)-

e Sign(pk;,sk,z;) — o;: On input a public key pk; = ppoy;, @ signing key sk = (skin, skout),
and a message x; € {0, 1}, the signing algorithm computes Jfk < SignPK(pk;,sk) and o +
Pk)

SignM(pk;, sk, z;, o) where the algorithms SignPK and SignM are defined as follows:

— SignPK(pk;, sk): The message-independent signing algorithm first samples a fresh pub-

lic key pk;,; < PrmsGen;,(1*,1!) for the inner homomorphic signature scheme.® By

assumption, pk;,; is a bit-string of length p. Then, the algorithm signs the public key
pk

k
O—ZP = (UOUt,iv pkin,i)'

in,g

using the outer signature scheme: ooyt i <= Signoy(PPoyt.i» SKout, PKin ;). It Teturns

in,i

— SignM(pk;, sk, x;, oP¥): The message-dependent signing algorithm parses oP% = (o out.i, PKin )5

and signs the message using the inner signature scheme: i, ; < Signi, (Pkin i, Skin, Zi). It

in, o
outputs oj" = Oin;-

pk

7 0

a

i)

e PrmsEval(C, pp) — pkes: On input a circuit C' € C and public parameters pp = (pky, ..., pky),

Finally, the signing algorithm outputs o; = (o

the parameter-evaluation algorithm parses pk; = pp,, ; for each i € [¢]. It outputs pko <

PrmsEvalou: (Fo, (Ppout,la ceey ppout,l))‘

5Note that we are implicitly assuming here that the public keys pkin,; for each i € [€] can be generated independently
of one another: namely, that the output distribution of PrmsGen;,(1*, 1¢) is identical to £ independent invocations of

PrmsGenin(l)‘, 11). This property is satisfied by the homomorphic signature scheme in Construction 3.11.
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e SigEval(C,pp’,x,0) — o: On input a circuit C' € C, public parameters pp’ = (pkj, ..., pk)),
a message x € {0,1}* and a signature o = (oP,0™), the signature-evaluation algorithm
parses pk, = PPout,; for all @ € [¢]. Then, it computes oP* « SigEvalPK(C, pp’, oP*) and
o™ « SigEvalM(C, pp’, x, o), where SigEvalPK and SigEvalM are defined as follows:

— SigEvalPK(C, pp, oP<): The message-independent signature-evaluation algorithm first

parses oP* = ((0out1, PKin 1), - -5 (Oout,e;, Pkin ¢)). It then computes

Oout,C «— SigEvalout(FCa (ppgut,la AR pp:)ut,é)’ (pkin,h A pkinl)? (GOUt,I’ ) UOUt,f))’

and pkj, o < PrmsEvalin(C, (pkiy 1, - - -, Pkin¢)). Finally, it returns 0P = (oout,c, PKip 1)
— SigEvalM(C, pp’, x, o): The message-dependent signature-evaluation algorithm writes o
as (aP*, o™), where 0P = ((out.1, PKin 1), -+ (Oout,e, PKin)); and o™ = (Tin1; - -+, Tinye)-

It outputs the signature o™ < SigEval, (C, (pkiy 1, - - - PKin2)s X, (Tin,15 - -+ Tine))-
Finally, the signature-evaluation algorithm outputs o = (%, ™).

e Hide(vk,z,0) — o*: On input a verification key vk = (vkiy, Vkoyt), & message = € {0,1},
and a signature o = (oP%,0™), the hide algorithm parses o™ = oi,. It computes o <
Hidein (vkin, 7, 0in ), and returns o* = (oP, o).

o Verify(pk,vk,z,0) — {0,1}: On input a public key pk = pp,,, a verification key vk =
(Vkin, Vkout), & message x € {0,1}, and a signature o = (0P, 0™), the verification algorithm

parses 0P = (G out, Pkiy ), 0™ = 0in, and accepts if
Verify, i (PPouts VKouts PKins Oout) = 1 and  Verify,, (pk;,, Vkin, 2, 0in) = 1.

Otherwise, it rejects.

e VerifyFresh(pk, vk, z,0) — {0,1}: On input a public key pk = pp,,, a verification key vk =
(VKin, Vkout ), @ message = € {0, 1}, and signature o = (oP%,o™), the fresh verification algorithm

parses 0P = (G out, Pkiy ), 0™ = 0in, and accepts if
VerifyFresh, . (PPouts VKout, PKins Oout) = 1 and  VerifyFresh, (pk;,, vkin, 2, oin) = 1.

Otherwise, it rejects.

o VerifyHide(pk, vk, z,0*) — {0,1}: On input a public key pk = pp,,, & verification key vk =
(Vkin, Vkout ), & message = € {0, 1}, and signature o* = (0P, o™), the hide verification algorithm
parses 0Pk = (Gout, Pkiy ), 0™ = 0, and accepts if

Verify ot (PPouts VKout, PKins 0out) = 1 and  VerifyHide, (pk;,, vkin, Z, 0in) = 1.

in’
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Otherwise, it rejects.

Theorem 3.18 (Correctness). Suppose Ins in and Ilys our satisfy signing correctness (Definition 3.2),
evaluation correctness (Definition 3.3), and hiding correctness (Definition 3.4). Then, Construc-

tion 3.17 satisfies signing correctness, evaluation correctness, and hiding correctness.
Proof. Follows by construction. O

Theorem 3.19 (Unforgeability). Suppose Ilnsin and Ius out satisfy selective-unforgeability (Defini-
tion 3.5). Then, Construction 3.17 satisfies unforgeability (Definition 3.3).

Proof. Follows from [GVW15b, §4]. O

Theorem 3.20 (Context-Hiding). Suppose Ilusin satisfies context-hiding (Definition 3.9). Then,

Construction 3.17 satisfies context-hiding.

Proof. Let Sip = (8B, S&") be the context-hiding simulator for Iys ;,. We construct a context-hiding

in

simulator S = (S, §%") for [Tys as follows:

o SB¢(pk, vk, (Zg,50), (Z1,51)): On input a public key pk, a verification key vk = (vkin, vkout),
and two message-signature pairs (Zo, 69), (Z1,01), the simulator first parses 6o = (&Sk, a7"), and
o1 = (51pk, ™). Then, it parses &Sk = (O out; Pkiy) = 51pk, G5 = Gino, and 6" = Gip 1. Finally, it

outputs the trapdoor td < SiEXt(pkin,vkin, (%o, Gin0), (F1,Gin,1))-

o S%"(pk, vk, td, z,oP¥): On input a public key pk, a verification key vk = (vkin, Vkout), a trapdoor
td, a message = € {0,1}, and a message-independent signature component oP* = (T oy, Pkin ),
*

vkin, td, 2, €) and outputs o* + (0P, o}

the simulator computes o7, < SS"(pk,; -

n?

). Here, we rely

on the assumption that the signatures in Ilys j, have an empty message-independent component.

We now show that if IIys in is context-hiding, then experiments Exptf"‘17,5’m‘S (A,0) and Expti"syan(A, 1)

are indistinguishable for any unbounded adversary A.

e Let pk be the public key, vk = (vkin, vkout) be the verification key, and (Zg, &¢), (Z1,51) be the
message-signature pairs that A submits to the context-hiding challenger at the beginning of the
experiment. Write 6o = (65%,61') and &, = (6%, 51", where 6" = Gin o and 6" = Gin1 Without

loss of generality, we can assume that g # 21, &Sk = &i’k7 and that Verify;, (pki,, Vkin, Z0, Gin,0) =

n’
1 = Verify;, (pkin, Vkin, 1, Gin,1). Otherwise, the output of the experiment is always 0, and
the adversary’s distinguishing advantage is correspondingly 0. Next, in Exptfi S (A, 1), the

challenger constructs a trapdoor td by invoking td <— S&*(pki,, Vkin, (Z0, Gin.0), (1, Gin,1))-

e Let pk', z € {0,1}, 0 = (¢P%,0™) be a query A makes to the challenger. If Verify(pk’, vk, z,0) =

1, then the challenger proceeds as follows:
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— In EXptj,s,an (A, 0), the challenger parses c™ = oj,, and computes i, < Hidejn (vkin, z, oin).
It replies to the adversary with o* < (oP, o7).

—In Exptj’S,HHS(A, 1), the challenger parses oP* = (& out, pk;, ), and computes the signature
o+ S (pk;

n?

vkin, td, x, ). It returns o* = (P, o}").

Since Verify(pki,, Vkin, 0, Gin.0) = 1 = Verify(pki,, VKin, 1, Gin.1), and 65 = 67, we have that td is a

valid trapdoor for SiEXt

. Since Ilys in is context-hiding, the message-dependent component o}, of the
final signature o* generated by S®" in Exptfff’ s.,s (A, 1) s statistically indistinguishable from o

generated by the challenger in Exptj" 5145 (A, 0). The claim follows. O

Theorem 3.21 (Compactness). Fix a security parameter X. Suppose Insin and s our satisfy
compactness (Definition 3.10), and moreover, the size of a homomorphically-evaluated public key
output by PrmsEvale,:(C, ) is poly(\,d), where d is a bound on the depth of the circuit C'. Then,

Construction 3.17 satisfies compactness.

Proof. Follows immediately by construction. Specifically, the signature output by SigEval consists of
compact signatures output by SigEval,,, and SigEval;,, and a homomorphically-evaluated public key

output by PrmsEvale,:. Therefore, the size of the signatures depend only on |C(x)| and is independent
of |x]. O

Instantiating the construction. We note that both Ilys i, and IIys oyt can be instantiated by
Construction 3.11 in Section 3.2. In particular, Construction 3.11 satisfies the additional compactness

requirement on the size of the public keys needed in Theorem 3.21. This yields the following corollary:

Corollary 3.22 (Adaptively-Secure Homomorphic Signatures). Fiz a security parameter \ and
a message length £ = poly()\). Let C = {Cx},cy be a function class where Cy consists of Boolean
circuits of depth up to d = d(\) on £-bit inputs. Then, under the SIS assumption, there exists a homo-
morphic signature scheme Ilys = (PrmsGen, KeyGen, Sign, PrmsEval, SigEval, Hide, Verify, VerifyFresh,
VerifyHide) with message space {0,1}, message length ¢, and function class C that satisfies adaptive
unforgeability (Definition 3.5), context-hiding (Definition 3.9), and compactness (Definition 3.10).

3.3 Preprocessing NIZKs from Homomorphic Signatures

In this section, we begin by formally defining the notion of a non-interactive zero-knowledge argument
in the preprocessing model (i.e., “preprocessing NIZKs”). This notion was first introduced by
De Santis et al. [DMP88], who also gave the first candidate construction of a preprocessing NIZK
from one-way functions. Multiple works have since proposed additional candidates of preprocessing
NIZKs from one-way functions [LS90, Dam92, IKOS07] or oblivious transfer [KMO89]. However,

all of these constructions are single-theorem: the proving or verification key cannot be reused for
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multiple theorems without compromising either soundness or zero-knowledge. We provide a more

detailed discussion of existing preprocessing NIZK constructions in Remark 3.33.

Definition 3.23 (NIZK Arguments in the Preprocessing Model). Let R be an NP relation, and let
L be its corresponding language. A non-interactive zero-knowledge (NIZK) argument for £ in the
preprocessing model consists of a tuple of three algorithms IIppnizk = (Setup, Prove, Verify) with the

following properties:

e Setup(1*) — (kp, ky): On input the security parameter A, the setup algorithm (implemented

in a “preprocessing” step) outputs a proving key kp and a verification key ky .

e Prove(kp,x,w) — m: On input the proving key kp, a statement x, and a witness w, the

prover’s algorithm outputs a proof .

o Verify(ky,x,m) — {0,1}: On input the verification key kv, a statement x, and a proof , the

verifier either accepts (with output 1) or rejects (with output 0).
Moreover, Ilppnizk should satisfy the following properties:

e Completeness: For all x,w where R(x,w) = 1, if we take (kp, ky') < Setup(1?);

Pr[r < Prove(kp,x,w) : Verify(ky,x,m) =1] = 1.

e Soundness: For all efficient adversaries A, if we take (kp,ky) < Setup(1*), then

Pr(x, ) « AVeFve) (kp) - x & LA Verify(ky,x, 7) = 1] = negl()).

e Zero-Knowledge: For all efficient adversaries A, there exists an efficient simulator § = (S, Ss)
such that if we take (kp, ky) < Setup(1*) and 7 + S1 (1%, ky), we have that

PrLAC ) () = 1] — Pr[AZ ) () = 1]| = negl(),
where the oracle Og(kp,x,w) outputs Prove(kp,x,w) if R(x,w) = 1 and L otherwise, and
the oracle Oy (kv, 7v,x, w) outputs Sa(ky,7v,x) if R(x,w) =1 and L otherwise.

Remark 3.24 (Comparison to NIZKs in the CRS Model). Our zero-knowledge definition in Defini-
tion 3.23 does not allow the simulator to choose the verification state ki . We can also consider a

slightly weaker notion of zero-knowledge where the simulator also chooses the verification state:

e Zero-Knowledge: For all efficient adversaries A, there exists an efficient simulator S = (S, S)
such that if we take (kp, ky) < Setup(1*) and (kv,7v) « S1(1*), we have that

Pr[AProvekr ) (k) = 1] = PrLACF 7o) () = 1] = negl()),



CHAPTER 3. NON-INTERACTIVE ZERO-KNOWLEDGE ARGUMENTS 37

where the oracle O(ky, 7y, x, W) outputs Sg(fcv, Tv,x) if R(x,w) =1 and L otherwise.

We note that this definition of zero-knowledge captures the standard notion of NIZK arguments
in the common reference string (CRS) model. Specifically, in the CRS model, the Setup algorithm
outputs a single CRS o. The proving and verification keys are both defined to be o.

Preprocessing NIZKs from homomorphic signatures. As described in Section 3.1, we can
combine a homomorphic signature scheme (for general circuits) with any CPA-secure symmetric
encryption scheme to obtain a preprocessing NIZK for general NP languages. We give our construction
and security analysis below. Combining the lattice-based construction of homomorphic signatures
(Construction 3.11) with Fact 2.6, we obtain the first multi-theorem preprocessing NIZK from standard
lattice assumptions (Corollary 3.27). In Remark 3.28, we note that a variant of Construction 3.25

also gives a publicly-verifiable preprocessing NIZK.

Construction 3.25 (Preprocessing NIZKs from Homomorphic Signatures). Fix a security parameter

A, and define the following quantities:
o Let R: {0,1}™ x {0,1}"™ — {0,1} be an NP relation and £ be its corresponding language.

o Let Il = (SE.KeyGen, SE.Encrypt, SE.Decrypt) be a symmetric encryption scheme with mes-
sage space {0,1}™ and secret-key space {0,1}".

e For a message x € {0,1}" and ciphertext ct from the ciphertext space of Ilgnc, define the
function fx ct(kse) := R(x, SE.Decrypt(ksg, ct)).

e Let ITys = (PrmsGen, KeyGen, Sign, PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) be a
homomorphic signature scheme with message space {0, 1}, message length p, and function class

C that includes all functions of the form fx .
We construct a preprocessing NIZK argument IIyzx = (Setup, Prove, Verify) as follows:

e Setup(1*) — (kp,ky): First, generate a secret key ksg < SE.KeyGen(1"). Next, generate
PPys < PrmsGen(1*,17) and a signing-verification key-pair (vkys,skns) < KeyGen(1*). Next,
sign the symmetric key o < Sign(ppys, skus, ksg) and output

kp = (kse, PPus, VkHs, o) and  ky = (ppys, Vs, sks)-

e Prove(kp,x,w) — m: If R(x,w) = 0, output L. Otherwise, parse kp = (ksg, PPus, VkHs, k).
Let ct < SE.Encrypt(ksg, w), and Cx be the circuit that computes the function fx  de-
fined above. Compute the signature O';(vct + SigEval(Cx ct, PPHs, kse; o) and then Okt &

Hide(vkps, 1,05 ). It outputs the proof m = (ct, o ).

» Y x,ct
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e Verify(ky,x,7) — {0,1}: Parse ky = (ppys; Vkus,skus) and m = (ct, 05 ). Let Cxc be the

circuit that computes fx t defined above. Then, compute pky . - PrmsEval(Cx ct, ppus), and

output VerifyHide(pky , Vkns, 1, 0% )

Theorem 3.26 (Preprocessing NIZKs from Homomorphic Signatures). Let A be a security parameter
and R be an NP relation (and let L be its corresponding language). Let Ilnizx be the NIZK argument
in the preprocessing model from Construction 3.25 (instantiated with a symmetric encryption scheme
Ienc and a homomorphic signature scheme lys ). If Mene is CPA-secure and s satisfies evaluation
correctness (Definition 8.8), hiding correctness (Definition 3.4), selective unforgeability (Definition 3.5,
Remark 3.6), and context-hiding against honest signers (Definition 3.8), then Ilyzk is a NIZK

argument for R in the preprocessing model.

We give the proof of Theorem 3.26 in Section 3.6.1 at the end of this chapter. Combining Con-
struction 3.25 with the homomorphic signature construction Ilys from Construction 3.11 and any

LWE-based CPA-secure encryption scheme (Fact 2.6), we have the following corollary.

Corollary 3.27 (Preprocessing NIZKs from Lattices). Under the LWE assumption, there exists a
multi-theorem preprocessing NIZK for NP.

Remark 3.28 (Publicly-Verifiable Preprocessing NIZK). Observe that the verification algorithm in
Construction 3.25 does not depend on the signing key skys of the signature scheme. Thus, we can
consider a variant of Construction 3.25 where the verification key does not contain skys, and thus, the
verification state can be made public. This does not compromise soundness because the prover’s state
already includes the other components of the verification key. However, this publicly-verifiable version
of the scheme does not satisfy zero-knowledge according to the strong notion of zero-knowledge in
Definition 3.23. This is because without the signing key, the simulator is no longer able to simulate
the signatures in the simulated proofs. However, if we consider the weaker notion of zero-knowledge
from Remark 3.24 where the simulator chooses the verification key for the preprocessing NIZK,
then the publicly-verifiable version of the scheme is provably secure. Notably, when the simulator
constructs the verification key, it also chooses (and stores) the signing key for the homomorphic
signature scheme. This enables the simulator to simulate signatures when generating the proofs. The

resulting construction is a publicly-verifiable preprocessing NIZK (i.e., a “designated-prover” NIZK)

Remark 3.29 (Argument Length Approaching the Witness Size). The proofs in our preprocessing
NIZK argument from Construction 3.25 consists of an encryption ct of the witness and a homomorphic
signature ¢ with respect to a circuit C that implements the decryption function of the encryption
scheme and the NP relation R. Suppose the relation R can be implemented by a Boolean circuit
of depth d. Using CPA-secure encryption with additive overhead (Fact 2.6), |ct| = |w| + poly(A),
where |w| is the length of a witness to R. If the homomorphic signature is compact (Definition 3.10),

then |o| = poly(\,d’) where d’ is a bound on the depth of the circuit C. Since the decryption
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function can be implemented by a circuit of depth poly()), we have that d’ = poly(d, A). This means
that the overall size of the arguments in our candidate is |w| + poly()\, d). The overhead (on top
of the NP witness) is additive in the security parameter and the depth of the NP relation. This
is asymptotically shorter than the length of the proofs in NIZK constructions based on trapdoor
permutations [FLS90, DDO™01] or pairings [GOS06, Gro10, GOS12], where the dependence is on the
size of the circuit computing R, and the overhead is multiplicative in the security parameter. Thus,
our NIZK candidate gives a construction where the argument size approaches the witness length.
Previously, Gentry et al. [GGIT15] gave a generic way to achieve these asymptotics by combining
NIZKs with FHE. The advantage of our approach is that we only rely on lattice assumptions, while
the Gentry et al. [GGIT15] compiler additionally assumes the existence of a NIZK scheme (which

prior to this work, did not follow from standard lattice assumptions).

Remark 3.30 (Arguments with Common Witness). The proofs in our preprocessing NIZK arguments
from Construction 3.25 consists of an encryption of the witness together with a signature. This
means that if the prover uses the same witness to prove multiple (distinct) statements, then the
prover does not need to include a fresh encryption of its witness with every proof. It can send the
encrypted witness once and then give multiple signatures with respect to the same encrypted witness.
In particular, if a prover uses the same witness w to prove m statements, the total size of the proof is
|w|+m - poly(A, d), where d is a bound on the depth of the (possibly different) NP relation associated
with the m statements. Effectively, the additional overhead of proving multiple statements using a
common witness is independent of the witness size, and thus, the cost of transmitting the encrypted
witness can be amortized across multiple proofs. We leverage this observation to implement a succinct
version of the classic Goldreich-Micali-Wigderson compiler [GMW86, GMW87] in Section 3.5.1.
We note that this amortization is also possible if we first apply the FHE-based transformation of
Gentry et al. [GGIT15] to any NIZK construction. In our case, our NIZK candidate naturally satisfies
this property.

Remark 3.31 (Preprocessing NIZKs from Homomorphic MACs). We note that we can also in-
stantiate Construction 3.25 with a homomorphic MAC [GW13, CF13, CFGN14, Cat14] to obtain
a multi-theorem preprocessing NIZK. Although the resulting NIZK will not be publicly verifiable
(Remark 3.28), a homomorphic MAC is a simpler cryptographic primitive that may be easier to
construct, and thus, enable new constructions of multi-theorem preprocessing NIZKs from weaker
assumptions. Many existing constructions of homomorphic MACs do not satisfy all of the necessary
properties: the lattice-based construction in [GW13] is only secure against adversaries that can make
a bounded number of verification queries, while the construction based on one-way functions in [CF13]
do not provide context-hiding. The construction based on the ¢-Diffie-Hellman inversion assump-
tion [CF13, CFGN14] gives a context-hiding homomorphic MAC for bounded-degree polynomials
(which suffices for verifying NC* computations)—here, £ = poly()) is a parameter that scales with

the degree of the computation being verified. Together with a group-based PRF with evaluation in
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NC' (e.g., the Naor-Reingold PRF [NR97]), we can use Construction 3.25 to obtain a preprocessing
NIZK for general NP languages from the ¢-Diffie-Hellman inversion assumption. We leave it as an
interesting open problem to build context-hiding homomorphic MACs that suffice for preprocessing

NIZKs from weaker (and static) cryptographic assumptions (e.g., the DDH assumption).

Remark 3.32 (Preprocessing NIZK Proofs from Extractable Homomorphic Commitments). Con-
struction 3.25 gives a NIZK argument in the preprocessing model. This is because in the proof of
Theorem 3.26, soundness of the preprocessing NIZK reduces to computational unforgeability of the
underlying homomorphic signature scheme. We can modify Construction 3.25 to obtain a NIZK
proof by substituting a context-hiding statistically-binding homomorphic commitment in place of the
homomorphic signature. This means that the homomorphic commitment scheme satisfies “statistical
unforgeability:” a computationally-unbounded adversary cannot take a commitment to a message
x and open it to a commitment on any value y # f(x) with respect to the function f. Then, the
resulting preprocessing NIZK achieves statistical soundness. We can instantiate the statistically-
binding homomorphic commitment using the extractable homomorphic trapdoor function from
Gorbunov et al. [GVW15b, Appendix BJ. The specific construction is a variant of the Gorbunov et al.
homomorphic signature scheme (Construction 3.11), where the public verification key vk = A is
chosen to be a public key of the GSW fully homomorphic encryption [GSW13] scheme.

While homomorphic commitments enable a preprocessing NIZK proof system, it is unclear how
to efficiently implement the preprocessing step without relying on general-purpose MPC. In contrast,
instantiating Construction 3.25 using homomorphic signatures yields a scheme where the preprocessing
can be implemented directly using oblivious transfer (and does not require non-black-box use of the
homomorphic signature scheme). For this reason, we focus on preprocessing NIZK arguments from

homomorphic signatures in the remainder of this work.

Remark 3.33 (Preprocessing NIZKs from Weaker Assumptions). By definition, any NIZK argument
(or proof) system in the CRS model is also a preprocessing NIZK (according to the notion of
zero-knowledge from Remark 3.24). In the CRS model (and without random oracles), there are
several main families of assumptions known to imply NIZKs: number-theoretic conjectures such as
quadratic residuosity [BFM88, DMP87, BDMP91],” trapdoor permutations [FLS90, DDOT01, Gro10],
pairings [GOS06, GOS12|, or indistinguishability obfuscation [SW14]. In the designated-verifier
setting, constructions are also known from additively homomorphic encryption [CD04, DFNO6,
CG15]). A number of works have also studied NIZKs in the preprocessing model, and several
constructions have been proposed from one-way functions [DMP88, LS90, Dam92, IKOS07] and
oblivious transfer [KMOB89]. Since lattice-based assumptions imply one-way functions [Ajt96, Reg05],

6For this construction, we require that the NP relation can be implemented by an NC! circuit. While any NP relation
can be represented as a depth-2 circuit (by including the intermediate wires of the NP circuit as part of the witness),
the length of the preprocessing NIZK is now proportional to the circuit size, rather than the size of the witness.

7Some of these schemes [BFM88, DMP87] are “bounded” in the sense that the prover can only prove a small number
of theorems whose total size is bounded by the length of the CRS.
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oblivious transfer [PVWO08], and additively homomorphic encryption [Reg05], one might think that
we can already construct NIZKs in the preprocessing model from standard lattice assumptions. To

our knowledge, this is not the case:

e The NIZK constructions of [DMP88, LS90, Dam92] are single-theorem NIZKs, and in particular,
zero-knowledge does not hold if the prover uses the same proving key to prove multiple
statements. In these constructions, the proving key contains secret values, and each proof
reveals a subset of the prover’s secret values. As a result, the verifier can combine multiple
proofs together to learn additional information about each statement than it could have learned
had it only seen a single proof. Thus, the constructions in [DMP88, LS90, Dam92]| do not
directly give a multi-theorem NIZK.

A natural question to ask is whether we can use the transformation by Feige et al. [FLS90]
who showed how to generically boost a NIZK (in the CRS model) with single-theorem zero-
knowledge to obtain a NIZK with multi-theorem zero-knowledge. The answer turns out to
be negative: the [FLS90] transformation critically relies on the fact that the prover algorithm
is publicly computable, or equivalently, that the prover algorithm does not depend on any
secrets.® This is the case in the CRS model, since the prover algorithm depends only on the
CRS, but in the preprocessing model, the prover’s algorithm can depend on a (secret) proving
key kp. In the case of [DMP88, LS90, Dam92], the proving key must be kept private for
zero-knowledge. Consequently, the preprocessing NIZKs of [DMP88, LS90, Dam92] do not give

a general multi-theorem NIZK in the preprocessing model.

e The (preprocessing) NIZK constructions based on oblivious transfer [KMO89], the “MPC-in-
the-head” paradigm [IKOSO07], and the ones based on homomorphic encryption [CD04, DFNO06,
CG15] are designated-verifier, and in particular, are vulnerable to the “verifier rejection”

problem. Specifically, soundness is compromised if the prover can learn the verifier’s response

to multiple adaptively-chosen statements and proofs. For instance, in the case of [KMO89], an
oblivious transfer protocol is used to hide the verifier’s challenge bits; namely, the verifier’s
challenge message is fixed during the preprocessing, which means the verifier uses the same
challenge to verify every proof. A prover that has access to a proof-verification oracle is able to
reconstruct the verifier’s challenge bit-by-bit and compromise soundness of the resulting NIZK

construction. A similar approach is taken in the preprocessing NIZK construction of [IKOSO0T].

From the above discussion, the only candidates of general multi-theorem NIZKs in the preprocessing

model are the same as those in the CRS model. Thus, this work provides the first candidate

8 At a high-level, the proof in [FLS90] proceeds in two steps: first show that single-theorem zero knowledge implies
single-theorem witness indistinguishability, and then that single-theorem witness indistinguishability implies multi-
theorem witness indistinguishability. The second step relies on a hybrid argument, which requires that it be possible
to publicly run the prover algorithm. This step does not go through if the prover algorithm takes in a secret state
unknown to the verifier.
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construction of a multi-theorem NIZK in the preprocessing model from standard lattice assumptions.
It remains an open problem to construct multi-theorem NIZKs from standard lattice assumptions in
the standard CRS model.

3.4 Blind Homomorphic Signatures

One limitation of preprocessing NIZKs is that we require a trusted setup to generate the proving and
verification keys. One solution is to have the prover and the verifier run a (malicious-secure) two-party
computation protocol (e.g., [LP07]) to generate the proving and verification keys. However, generic
MPC protocols are often costly and require making non-black-box use of the underlying homomorphic
signature scheme. In this section, we describe how this step can be efficiently implemented using a
new primitive called blind homomorphic signatures. We formalize our notion in the model of universal
composability [Can01], which we review in Section 3.4.1. This has the additional advantage of
allowing us to realize the stronger notion of a preprocessing universally-composable NIZK (UC-NIZK)
from standard lattice assumptions. We then define the ideal blind homomorphic functionality in the
UC framework in Section 3.4.2. Finally, we give our UC-NIZK construction and then describe several

applications to boosting the security of MPC in Section 3.5.

3.4.1 The Universal Composability Framework

In this section, we briefly review the universal composability (UC) framework. We refer to [Can01]
for the full details. The description here is adapted from the presentation in [MW16, Appendix A]
and [GS18, Appendix A]. Readers familiar with UC security can safely skip this section, and we

include it only for completeness.

The UC framework. We work in the standard universal composability framework with static
corruptions. The UC framework defines an environment Z (modeled as an efficient algorithm) that is
invoked on the security parameter 1* and an auxiliary input z € {0,1}*. The environment oversees

the protocol execution in one of two possible experiments:

e The ideal world execution involves dummy parties Py,.... P, an ideal adversary S (also called

a “simulator”) who may corrupt some of the dummy parties, and an ideal functionality F.

e The real world execution involves parties P, ..., P, (modeled as efficient algorithms) and a

real-world adversary A who may corrupt some of the parties.

In both cases, the environment Z chooses the inputs for the parties, receives the outputs from the
uncorrupted parties, and can interact with the real/ideal world adversaries during the protocol
execution. At the end of the protocol execution, the environment outputs a bit, which is defined to

be the output of the experiment. More precisely, we define the following random variables:
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o Let IDEALf s, z(1*, 2) be the random variable for the output of the environment Z after interact-
ing with the ideal world execution with adversary S, the functionality F on security parameter

A and input z. We write IDEALF s,z to denote the ensemble {IDEAL];&Z(l)‘, Z)}AEN,ZE{O,I}*'

e Let REAL, 4 z(1%,2) denote the random variable for the output of the environment Z after
interacting with the real world execution with adversary A and parties running a proto-

col m on security parameter A and input z. We write REAL,; 4 z to denote the ensemble

{REALL 4,2(1%, Z)})\EN,ze{O,l}*'

Definition 3.34. Fix n € N, let F be an n-ary functionality, and m be an n-party protocol. We say
that the protocol 7 securely realizes F if for all efficient adversaries A, there exists an ideal adversary

S such that for all efficient environments Z, we have that
(&
REAL; 4z ~ IDEALF s z.

Hybrid protocols. Hybrid protocols are protocols where, in addition to communicating as usual in
the standard model of execution, the parties have access to (multiple copies of) an ideal functionality.
More precisely, in a protocol execution in the F-hybrid model (where F denotes an ideal functionality),
the parties may give inputs and receive outputs from an unbounded number of copies of F. The
different copies of F are differentiated using a session ID (denoted sid). All of the inputs to each
copy of F and the outputs from each copy of F have the same session ID. We can correspondingly
extend Definition 3.34 to define the notion of a protocol 7 securely realizing a functionality G in the
F-hybrid model.

The universal composition operation. We now define the universal composition operation and
state the universal composition theorem. Let p be an F-hybrid protocol, and let IT be a protocol that
securely realizes F (Definition 3.34). The composed protocol p'! is the protocol where each invocation
of the ideal functionality F in p is replaced by a fresh invocation of the protocol II. Specifically,
the first message sent to each copy of F (from any party) is replaced with the first message of II
(generated with the same input and sid associated with the particular copy of F). Each output
value generated by a copy of II is treated as a message received from the corresponding copy of F.
Note that if IT is a G-hybrid protocol (where G is an arbitrary ideal functionality), then p' is also a
G-hybrid protocol.

The universal composition theorem. Let F be an ideal functionality. In its general form, the
universal composition theorem [Can01] states that if IT is a protocol that securely realizes F, then
for any F-hybrid protocol p that securely realizes G, the composed protocol p'! securely realizes G.

We state the formal theorem below:
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Theorem 3.35 (Universal Composition [Can01, Corollary 15]). Let F,G be ideal functionalities,
and let 11 be a protocol that securely realizes F. If p securely realizes G in the F-hybrid model, then

the composed protocol p'! securely realizes G.

UC functionalities. We now review several UC functionalities: the ideal common reference string
(CRS), the oblivious transfer (OT), the zero-knowledge (ZK), and the general UC functionality that

we use in this chapter.

The CRS functionality. The common reference string (CRS) functionality F5 (parameterized
by an efficiently-sampleable distribution D) samples and outputs a string from D. The formal

specification from [CRO03] is as follows:

Functionality ]-'CDRS

The ideal CRS functionality Fiog is parameterized by an efficiently-sampleable distribution D and runs

with parties Pi,..., P, and an ideal adversary S. Its behavior is as follows:

e Upon activation with session ID sid, the functionality samples o «<— D and sends (sid, o) to the

adversary S.

e On receiving sid from a party P;, send (sid, o) to P;.

Figure 3.1: The FL functionality [CRO3].

The OT functionality. The oblivious transfer (OT) functionality F3, (parameterized by the
message length s) is a two-party functionality between a sender S and a receiver R. The sender’s
input consists of two messages xg,x; € {0,1}° and the receiver’s input consists of a bit b € {0, 1}.
At the end of the protocol execution, the receiver learns x; (and nothing else), and the sender learns
nothing. These requirements are captured by the OT functionality F3, from [CLOS02] defined as

follows:
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Functionality Fj,

The ideal OT functionality F3; is parameterized by a message length s and runs with a sender S, a

receiver R, and an ideal adversary S. Its behavior is as follows:
e Upon receiving a message (sid,sender,Xo,x1) from S where xo,x1 € {0,1}°, store the tuple
(Sid, Xo, Xl).

e Upon receiving a message (sid, receiver, b) from R, check if a tuple of the form (sid, %o, %1) has
been stored for some pair of messages Xo,%1. If so, send (sid, %) to R, sid to the adversary, and

halt. If not, send nothing to R, but continue running.

Figure 3.2: The F3, functionality [CLOS02]

For simplicity of notation, we define a block-wise OT functionality ]—"f’TS where the sender’s input
consists of ¢ pairs of messages {(X@O’Xiﬂ)}ie[e]v where each x;,0,%;1 € {0,1}® and the receiver’s
input consists of £ bits by,...,bs € {0,1}. At the end of the protocol execution, the receiver learns
the messages X1 p,,...,%Xsp, (and nothing else), and the sender learns nothing. The block-wise OT
functionality can be securely realized from the standard OT functionality Fj, via the universal

composition theorem [Can01].

Functionality 7.5

The ideal OT functionality F&; is parameterized by the number of messages ¢ and message length s,

and runs with a sender S, a receiver R, and an ideal adversary S. Its behavior is as follows:
e Upon receiving a message (sid, sender, {(x;,0, %s,1)}
B € {0,1}, store (sid, {(xi,0,%i,1) bie g ).
e Upon receiving a message (sid, receiver, (b1, ...,b)) from R for by,..., b, € {0,1}, check if a tuple
of the form (sid, {(Fi0 %i1)}iepe
and S € {0,1}. If so, send (sid,{&i,bi}iem) to R, sid to the adversary, and halt. If not, send

nothing to R, but continue running.

icje) from S where x; 5 € {0,1}* for i € [{],

: ) has been stored for some choice of X; 5 € {0,1}* where i € [(]

Figure 3.3: The 755 functionality.

The ZK functionality. The zero-knowledge (ZK) functionality is a two-party functionality between
a prover P and a verifier V. The prover is able to send the functionality a description of an NP
relation R, a statement x to be proven along with a witness w. The functionality forwards the
relation and the statement x to the verifier if and only if R(x,w) = 1. Our definition is inherently
multi-theorem; namely, the prover can prove arbitrarily many statements (possibly with respect to
different NP relations). We distinguish between different proof sub-sessions by associating a unique

sub-session ID ssid with each sub-session. Our definition is adapted from the one given in [CLOS02].
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Functionality Fzk
The ideal ZK functionality runs with a prover P, a verifier V and an ideal adversary S. Its behavior is
as follows:

e Upon receiving a message (sid, ssid, prove, R, x, w) from P where R is an NP relation, if R(x,w) = 1,

then send (sid, ssid, proof, R, x) to V and S. Otherwise, ignore the message.

Figure 3.4: The Fzk functionality.

The general UC functionality. Let f: ({0,1}%)" — ({0,1}%u)" be an arbitrary n-input
function. The general UC-functionality F; is parameterized with a function f and described in

Figure 3.5. Our presentation is adapted from that in [GS18].

Functionality F;

The general UC functionality F is parameterized by a (possibly randomized) function f : ({0, 1}4)" —

({0,1}%u¢)™ on n inputs, and runs with parties P = (Py,..., Py), and an ideal adversary S, as follows:
e Each party P; sends (sid, input, P, P;, x;) where x; € {0,1}%» to F;.

e After receiving inputs from each of the parties, the functionality computes (yi,...,¥n)
f(x1,...,%,). For every party P; that is corrupted, the functionality sends S the message
(sid, output, P, P;,y;).

e When the functionality receives a message (sid, finish, P, P;) from S, the ideal functionality sends
(sid, output, P, P;,y;) to P;. The functionality F ignores the message if inputs from all parties in

‘P have not been received.

Figure 3.5: The general UC functionality .

3.4.2 The Blind Homomorphic Signature Functionality

We now define the ideal blind homomorphic signature functionality Fgys. Our definition builds
upon existing definitions of the ideal signature functionality Fg by Canetti [Can04] and the ideal
blind signature functionality Fy.g¢ by Fischlin [Fis06]. To simplify the presentation, we define the
functionality in the two-party setting, where there is a special signing party (denoted S) and a single
receiver who obtains the signature (denoted R). While this is a simpler model than the multi-party

setting considered in [Can04, Fis06], it suffices for the applications we describe in this work.

Ideal signature functionalities. The Fy functionality from [Can04] essentially provides a

“registry service” where a distinguished party (the signer) is able to register message-signature pairs.
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Moreover, any party that possesses the verification key can check whether a particular message-
signature pair is registered (and thus, constitutes a valid signature). The ideal functionality does not
impose any restriction on the structure of the verification key or the legitimate signatures, and allows
the adversary to choose those values. In a blind signature scheme, the signing process is replaced by
an interactive protocol between the signer and the receiver, and the security requirement is that the
signer does not learn the message being signed. To model this, the Fyig¢ functionality from [Fis06]
asks the adversary to provide the description of a stateless algorithm IdealSign in addition to the
verification key to the ideal functionality Fp . For blind signing requests involving an honest
receiver, the ideal functionality uses ldealSign to generate the signatures. The message that is signed
(i.e., the input to IdealSign) is not disclosed to either the signer or the adversary. This captures the
intuitive requirement that the signer does not learn the message that is signed in a blind signature
scheme. Conversely, if a corrupt user makes a blind signing request, then the ideal functionality asks

the adversary to supply the signature that could result from such a request.

Capturing homomorphic operations. In a homomorphic signature scheme, a user possessing a
signature o on a message x should be able to compute a function g on o to obtain a new signature
o* on the message g(x). In turn, the verification algorithm checks that ¢* is a valid signature on the
value ¢g(x) and importantly, that it is a valid signature with respect to the function g. Namely, the
signature is bound not only to the computed value g(x) but also to the function g.° To extend the
ideal signature functionality to support homomorphic operations on signatures, we begin by modifying
the ideal functionality to maintain a mapping between function-message pairs and signatures (rather
than a mapping between messages and signatures). In this case, a fresh signature o (say, output by
the blind signing protocol) on a message x would be viewed as a signature on the function-message
pair (fid,X), where fiq here denotes the identity function. Then, if a user subsequently computes
a function g on o, the resulting signature o* should be viewed as a signature on the new pair
(go fid, 9(x)) = (g,9(x)). In other words, in a homomorphic signature scheme, signatures are bound
to a function-message pair, rather than a single message.

Next, we introduce an additional signature-evaluation operation to the ideal functionality. There

are several properties we desire from our ideal functionality:

e The ideal signature functionality allows the adversary to decide the structure of the signatures,
so it is only natural that the adversary also decides the structure of the signatures output by

the signature evaluation procedure.

e Signature evaluation should be compatible with the blind signing process. Specifically, the
receiver should be able to compute on a signature it obtained from the blind signing functionality,
and moreover, the computation (if requested by an honest receiver) should not reveal to the

adversary on which signature or message the computation was performed.

9If there is no binding between ¢* and the function g, then we cannot define a meaningful notion of unforgeability.
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e The computed signature should also hide the input message. In particular, if the receiver
obtains a blind signature on a message x and later computes a signature ¢* on g(x), the

signature o* should not reveal the original (blind) message x.

To satisfy these properties, the ideal functionality asks the adversary to additionally provide the
description of a stateless signature evaluation algorithm ldealEval (in addition to ldealSign). The ideal
functionality uses IdealEval to generate the signatures when responding to evaluation queries. We
capture the third property (that the computed signatures hide the input message to the computation)
by setting the inputs to IdealEval to only include the function g that is computed and the output
value of the computation g(x). The input message x is not provided to ldealEval.

Under our definition, the signature evaluation functionality takes as input a function-message
pair (fi4,x), a signature o on (fiq,x) (under the verification key vk of the signature scheme), and a
description of a function g (to compute on x). The output is a new signature o* on the pair (g, g(x)).
That is, o* is a signature on the value g(x) with respect to the function g. When the evaluator is
honest, the signature on (g, g(x)) is determined by ldealEval(g, g(x)) (without going through the
adversary). As discussed above, ldealEval only takes as input the function g and the value g(x), and
not the input; this means that the computed signature ¢* hides all information about x other than
what is revealed by g(x). When the evaluator is corrupt, the adversary chooses the signature on
(g,9(x)), subject to basic consistency requirements.'® Once an evaluated signature is generated, the
functionality registers the new signature o* on the pair (g, g(x)). Our definition implicitly requires
that homomorphic evaluation be non-interactive. Neither the adversary nor the signer is notified or

participates in the protocol.

Preventing selective failures. In our definition, the functionalities ldealSign and ldealEval must
either output L on all inputs, or output L on none of the inputs. This captures the property that a
malicious signer cannot mount a selective failure attack against an honest receiver, where the function
of whether the receiver obtains a signature or not in the blind signing protocol varies depending
on its input message. In the case of the blind signing protocol, we do allow a malicious signer to
cause the protocol to fail, but this failure event must be independent of the receiver’s message. We
capture this in the ideal functionality by allowing a corrupt signer to dictate whether a blind signing
execution completes successfully or not. However, the corrupt signer must decide whether a given

protocol invocation succeeds or fails independently of the receiver’s message.

Simplifications and generalizations. In defining our ideal blind homomorphic signature func-
tionality, we impose several restrictions to simplify the description and analysis. We describe these

briefly here, and note how we could extend the functionality to provide additional generality. Note

10The adversary is not allowed to re-register a signature that was previously declared invalid (according to the
verification functionality) as a valid signature.
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that all of the applications we consider (Section 3.5) only require the basic version of the functionality

(Figure 3.6), and not its generalized variants.

e One-time signatures. The ideal blind homomorphic signature functionality supports blind
signing of a single message. Namely, the ideal blind signing functionality only responds to the
first signing request from the receiver and ignores all subsequent requests. Moreover, the ideal
functionality only supports signature evaluation requests after a signature has been successfully
issued by the ideal signing functionality. We capture this via a ready flag that is only set at the
conclusion of a successful signing operation. We can relax this single-signature restriction, but

at the cost of complicating the analysis.

e Single-hop evaluation. Our second restriction on the ideal blind homomorphic signature
functionality is we only consider “single-hop” homomorphic operations: that is, we only allow
homomorphic operations on fresh signatures. In the ideal functionality, we capture this by
having the signature evaluation functionality ignore all requests to compute on function-
message pairs (f,x) where f # fiq is not the identity function. A more general definition would
also consider “multi-hop” evaluation where a party can perform arbitrarily many sequential
operations on a signature. The reason we present our definition in the simpler single-hop setting
is because existing constructions of homomorphic signatures [GVW15b] (which we leverage
in our construction) do not support the multi-hop analog of our definition. This is because
under our definition, the ideal evaluation functionality essentially combines the homomorphic
evaluation with the context-hiding transformation in standard homomorphic signature schemes.
The current homomorphic signature candidate [GVW15b] does not support homomorphic
computation after performing context-hiding, and so, cannot be used to realize the more general
“multi-hop” version of our functionality. For this reason, we give our definition in the single-hop

setting.

We give the formal specification of the ideal blind homomorphic signature functionality Fgys in

Figure 3.6.

3.4.3 Constructing Blind Homomorphic Signatures

In Figure 3.7, we give the formal description of our blind homomorphic signature protocol Igys in the

g’TS-hybrid model (Figure 3.3).1! Here, we provide a brief overview of the construction. As discussed
in Section 3.1, our construction combines homomorphic signatures with any UC-secure oblivious
transfer protocol [CLOS02]. The key-generation, signature-verification, and signature-evaluation

operations in Iz just correspond to running the underlying Ilys algorithms.

HFor the protocol description and its security proof, we use the vector notation x to represent the messages (in order
to be consistent with the homomorphic signature notation).
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Functionality Fyys

The ideal blind homomorphic signature functionality Fuus runs with a signer S, a receiver R, and an
ideal adversary S. The functionality is parameterized by a message length ¢ and a function class H. We
write fig to denote the identity function.

Key Generation: Upon receiving a value (sid, keygen) from the signer S, send (sid, keygen) to the
adversary S. After receiving (sid, vkey, vk) from S, give (sid, vkey, vk) to S and record vk. Then, initialize
an empty list £, and a ready flag (initially unset).

Signature Generation: If a signature-generation request has already been processed, ignore the
request. Otherwise, upon receiving a value (sid,sign,vk,x) from the receiver R (for some message
x € {0,1}%), send (sid, signature) to S, and let (sid, IdealSign, IdealEval) be the response from S, where
IdealSign and ldealEval are functions that either output | on all inputs or on no inputs. Record the
tuple (ldealSign, IdealEval). If S is honest, send (sid, signature) to S to notify it that a signature request
has taken place. If S is corrupt, then send (sid, sig-success) to S and let (sid, b) be the response from S.
If b # 1, send (sid, signature, (fid, x), L) to R. Otherwise, proceed as follows:

e If R is honest, generate o < ldealSign(x), and send (sid, signature, (fid,x),0) to R.
e If R is corrupt, send (sid, sign,x) to S to obtain (sid, signature, (fi4, %), o).
If (vk, (fid,x),0,0) € L, abort. Otherwise, add (vk, (fid,%),0,1) to £, and if o # L, set the flag ready.

Signature Verification: Upon receiving an input (sid, verify, vk’, (f,x), o) from a party P € {S,R},
proceed as follows:

e Correctness: If f ¢ H, then set t = 0. If vk = vk’ and (vk, (f,x),0,1) € £, then set t = 1.

e Unforgeability: Otherwise, if vk = vk’, the signer S has not been corrupted, and there does not exist
(vk, (fia,x'),0’,1) € L for some x’, ¢’ where x = f(x'), then set t = 0, and add (vk, (f,x),c,0) to L.

e Consistency: Otherwise, if there is already an entry (vk', (f,x),0,t') € L for some t', set t = t'.

e Otherwise, send (sid, verify, vk’, (f,x), o) to the adversary S. After receiving (sid, verified, (f,x), o, T)
from 8, set t = 7 and add (vk’, (f,x),0,7) to L.

Send (sid, verified, (f,x),0,t) to P. If t = 1, we say the signature successfully verified.

Signature Evaluation: If the ready flag has not been set, then ignore the request. Otherwise, upon
receiving an input (sid, eval, vk, g, (f,x),0) from a party P € {S,R}, ignore the request if f # fiq. If
f = fi, then apply the signature verification procedure to (sid, verify, vk, (f,x), o), but do not forward
the output to P. If the signature does not verify, then ignore the request. Otherwise, proceed as follows:

o If g¢ H, thenset 0" = L.

e Otherwise, if P is honest, compute o* < IdealEval(g, g(x)).

e Otherwise, if P is corrupt, send (sid,eval, g, (f,x),0) to S to obtain (sid, signature, (g, g(x)),o").

Finally, send (sid, signature, (g, g(x)),0") to P. If 6 # L and (vk, (g,9(x)),c™,0) € L, abort. If ™ # L
and (vk, (g, g(x)),0",0) & £, add (vk, (g,9(x)),0", 1) to L.

Figure 3.6: The Fyys functionality.
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Protocol Il in the 75 -Hybrid Model

Let A be a security parameter and  be a class of functions from {0,1}* to {0,1}. For a parameter t € N,
we define frecon: {0, 1}” — {0, 1}2 to be a share-reconstruction function (w1,...,wy) — @ie[t] w;. Let
ITns = (PrmsGen, KeyGen, Sign, PrmsEval, SigEval, Hide, Verify, VerifyFresh, VerifyHide) be a decomposable
homomorphic signature scheme with message space {0, 1}, message length ¢, and function class H' where
H' contains all functions of the form f 0 frecon where f € H. We assume that the signer S and receiver R
has access to the ideal functionality ]:f;‘TS where s is the length of the signatures in Ilys.

Key Generation: Upon receiving an input (sid, keygen), the signer S computes a set of public parameters
pp = {pkivj}ie[t] el & PrmsGen(1*,1%), and a pair of keys (vk’,sk) < KeyGen(1*). It stores (sid, sk),
sets vk = (pp,vk’), and outputs (sid,vkey, vk). Finally, the signer initializes the ready flag (initially
unset).

Signature Generation: If the signer or receiver has already processed a signature-generation request,
then they ignore the request. Otherwise, they proceed as follows:

e Receiver: On input (sid,sign,vk,x), where vk = (pp,vk’) and x € {0,1}*, the receiver

chooses t shares wi,...,w; < {0,1}* where @ jwi = x. Then, for each i € [t], it sends

ielt
((sid7 1), receiver, Wi) to F5;%. It also initializes the ready flag (initially unset). Note that if vk is not
of the form (pp, vk’) where pk’ = {pki,j}ie[t] il the receiver outputs (sid, signature, ( fig,x), L).

e Signer: On input (sid, signature), the signer generates signatures U?}(j + SignPK(pk; ;,sk) and
ip < SignM(pk; ;,sk, b, 0?}}), and sets ;5 = (Jf‘l},afj’b) foralli € [t], j € [¢] and b € {0,1}.
The signer then sends ((sid,i)7sender7{(Ui,j,070'i,j,1)}j€[£]) to F&*. In addition, S sends the

o

pk

ij} to R, and sets the ready flag.
W ielt], el

message-independent components {0’

]be

Let {&fkj} el be the message-independent signatures that R receives from S, and {&Z;j}ie[t] ele
I ) ielt et ,

the signatures R receives from the different F5;° invocations. For all i € [t] and j € [¢], the receiver checks
that VerifyFresh(pk; ;, vk’, w; j,5;;) = 1, and moreover, that the message-independent component of &;_;
matches &ij it received from the signer. If any check fails, then R outputs (sid, signature, (fig,x), L).
Otherwise, it evaluates o <+ SigEvaI(frecon, pps (W1,..., W), (01, .., o-t)), where o; = (6i,1,...,0,) for
all ¢ € [t]. The receiver also sets the ready flag and outputs (sid, signature, ( fid, X), 0'),

Signature Verification: Upon receiving an input (sid, verify, vk, (f,x), o) where vk = (pp, vk’), party
P ¢ {S,R} first checks if f ¢ H and sets ¢ = 0 if this is the case. Otherwise, it computes pk, <
PrmsEval(f o frecon, PP). If f = fid, then it sets t «+ Verify(pkf,vk’7x, o), and if f # fi, it sets
t < VerifyHide(pk;, vk, x, o). Tt outputs (sid, verified, x, o, ).

Signature Evaluation: If the ready flag has not been set, then ignore the request. Otherwise,
upon receiving an input (sid, eval, vk, g, (f,x), o), party P € {S,R} ignores the request if f # fiq. If
f = fia, P runs the signature-verification procedure on input (sid, verify, vk, (f,x), o) (but does not
produce an output). If the signature does not verify, then ignore the request. Otherwise, it parses
vk = (pp, vk’), computes pk,.,, < PrmsEval(frecon, pp) and computes o’ < SigEval(g, pk x,0), and
o* < Hide(vk’, g(x),o"). Tt outputs (sid, signature, (g, g(x)),").

recon?

Figure 3.7: The Il protocol.
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The blind signing protocol is interactive and relies on OT. Since we use a bitwise homomorphic
signature scheme, a signature on an ¢-bit message consists of ¢ signatures, one for each bit of the
message. In the first step of the blind signing protocol, the signer constructs two signatures (one
for the bit 0 and one for the bit 1) for each bit position of the message. The receiver then requests
the signatures corresponding to the bits of its message using the OT protocol. Intuitively, the OT
protocol ensures that the signer does not learn which set of signatures the receiver requested and the
receiver only learns a single signature for each bit position. However, this basic scheme is vulnerable
to a “selective-failure” attack where the signer strategically generates invalid signatures for certain
bit positions of the message x. As a result, whether the receiver obtains a valid signature on its entire
message becomes correlated with its message itself. To prevent this selective-failure attack, we use
the standard technique of having the receiver first split its message x into a number of random shares

w1, ..., w; where x = P w;. Instead of asking for a signature on x directly, it instead asks for a

ielt
signature on the shares Wl,[ .]. ., W¢. Since the signatures on the shares wy, ..., w; are homomorphic,
the receiver can still compute a signature on the original message x and hence, correctness of signing
is preserved. Moreover, as we show in the proof of Theorem 3.36, unless the malicious signer correctly
guesses all of the shares of wq, ..., w; the receiver chose, the probability that the receiver aborts (due
to receiving an invalid signature) is independent of x no matter how the malicious signer generates
the signatures. We formally summarize the security properties of Ilyys in the following theorem, but

defer its proof to Section 3.6.2 at the end of this chapter.

Theorem 3.36 (Blind Homomorphic Signatures). Fiz a security parameter A. Define parameters £,
t, and s as in Hyys (Figure 3.7) where t = w(log \). Let H be a function class over {0,1}¢ and let
Iys be a homomorphic signature scheme for the message space {0,1} and function class H' such
that for any function f € H, we have f o frecon € H', where frecon is the share-reconstruction function
from Figure 3.7. Suppose that Ilys satisfies correctness (Definitions 3.2, 8.3, and 3.4), unforgeability
(Definition 3.5), and context-hiding (Definition 3.9). Then, the protocol gys (when instantiated with
Iys ) securely realizes the ideal functionality Fuus (Figure 3.6) with respect to function class H in the

presence of (static) malicious adversaries in the Fos -hybrid model.

Blind homomorphic signatures from LWE. Combining the fully-secure homomorphic signa-
ture scheme from Construction 3.17 (based on [GVW15b]) with the lattice-based UC-secure oblivious
transfer protocol from [PVWO08], we obtain a blind homomorphic signature scheme from standard

lattice assumptions. We describe our instantiation below.

Fact 3.37 (Oblivious Transfer from LWE [PVWO08]). Let A be a security parameter and define
parameters ¢,s = poly(A). Then, under the LWE assumption, there exists a protocol Ilo; that
security realizes the ideal OT functionality féf (Figure 3.3) in the presence of malicious adversaries
in the CRS model (and assuming static corruptions). Moreover, the protocol Iy is round-optimal:

it consists of one message from the receiver to the signer and one from the receiver to the signer.
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Corollary 3.38 (Blind Homomorphic Signatures from LWE). Let A\ be a security parameter. Then,
under the LWE assumption, for all d = poly()\), there exists a protocol Il that securely realizes Fyys
for the class of depth-d Boolean circuits in the presence of malicious adversaries in the CRS model

(and assuming static corruptions). Moreover, the protocol 11}, satisfies the following properties:
o The key-generation, signature-verification, and signature-evaluation protocols are non-interactive.

o The signature-generation protocol (i.e., blind signing) is a two-round interactive protocol between

the signer and the receiver (one message each way).
o The length of a signature is poly (A, d).

Proof. Let Ilzyg be the protocol from Figure 3.7 instantiated with the homomorphic signature scheme
from Construction 3.17. By Theorem 3.36 and Corollary 3.22,'2 protocol I,;s securely realizes Fpys in
the fg%s-hybrid model, for some ¢, s = poly(\). We let II/

BHS

be the protocol obtained by instantiating
the functionality F5i in Iyys with the protocol from Fact 3.37. Security of II},¢ then follows from
the universal composition theorem (Theorem 3.35) [Can01]. Key generation, signature verification,
and signature evaluation in II},,, simply corresponds to invoking the associated functionalities of the
underlying homomorphic signature scheme, and thus, are non-interactive. The signature length is
also inherited from IIys. The blind signing protocol reduces to a single invocation of fﬁf, which by

Fact 3.37, can be implemented by just two rounds of interaction. O

Remark 3.39 (Size of CRS in Corollary 3.38). In the lattice-based OT construction of [PVWO08],
a single CRS can only be used for a bounded number of OTs. The blind signing protocol in I},
from Corollary 3.38 requires £ - poly(\) invocations of OT, where ¢ is the message length. Thus,
instantiating I}, requires a CRS of length poly(¢, A). In our preprocessing UC-NIZK (Section 3.5),
¢ = poly(A), and so a CRS of size poly(\) suffices to obtain a preprocessing UC-NIZK for general
NP languages. It is an open problem to build a lattice-based UC-secure OT protocol in the CRS
model with a reusable CRS.

3.5 Universally-Composable Preprocessing NIZKs

In this section, we show how to combine blind homomorphic signatures with CPA-secure encryption
to obtain UC-NIZKs in the preprocessing model from standard lattice assumptions. We give our
protocol TIzk in the Fyus-hybrid model in Figure 3.8. Next, we state the formal security theorem and
describe how to instantiate it from standard lattice assumptions. We give the proof of Theorem 3.40
in Section 3.6.3 at the end of this chapter.

12Note that we are using the fact that hardness of LWE also implies hardness of SIS (with corresponding parameters).
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Protocol Ilzk in the Fy-Hybrid Model

Let A be a security parameter and Ilenc = (KeyGen, Encrypt, Decrypt) be a CPA-secure encryption scheme.
We assume that the prover P and the verifier V have access to the ideal functionality Fuus, where P
is the receiver R and V is the signer S. For any NP relation R, define the Boolean-valued function
CheckWitnessg t,x, parameterized by R, a statement x, and a ciphertext ct as follows: on input a secret
key sk, CheckWitnessr ct x(sk) outputs 1 if and only if R(x, Decrypt(sk,ct)) = 1, and 0 otherwise. We
implicitly assume that CheckWitnessz t,x € H, where H is the function class associated with Fgys.

Preprocessing phase: In the preprocessing phase, the prover and verifier do the following:

1. The verifier sends (sid, keygen) to Fuus and receives in response a verification key vk. The verifier
sends vk to the prover. Subsequently, when the verifier receives (sid, signature) from Fuus, it sets
the ready flag.

2. The prover begins by sampling a secret key sk < KeyGen(l)‘). Then, it requests a signature on
sk under vk by sending (sid, sign, vk, sk) to Fgus. The prover receives a signature og from Fpys. If
o = L, then the prover aborts.

Prover: On input a tuple (sid, ssid, prove, R, x, w) where R(x,w) = 1, the prover proceeds as follows:
1. Encrypt the witness w to obtain a ciphertext ct < Encrypt(sk, w).
2. Submit (sid, eval, vk, CheckWitnessr ct.x, ( fid, sk), 0sk) to Fuus to obtain a signature ™.

3. Set m = (ct,0") and send (sid, ssid, proof, R, x, ) to the verifier.

Verifier: When the verifier receives a tuple (sid, ssid, proof, R, x, 7), it ignores the request if the ready
flag has not been set. Otherwise, it parses m = (ct, o), and ignores the message if 7 does not have this
form. Otherwise, it submits (sid, verify, vk, (CheckWitnessz ct,x, 1), o) to Fuus. If the signature is valid
(i-e., Fuus replies with 1), then the verifier accepts and outputs (sid, ssid, proof, R, x). Otherwise the
verifier ignores the message.

Figure 3.8: Preprocessing ZK argument in the Fyus-hybrid model.

Theorem 3.40 (Preprocessing Zero-Knowledge Arguments). Let Ile, = (KeyGen, Encrypt, Decrypt)
be a CPA-secure encryption scheme. Then, the protocol llzk in Figure 3.8 (instantiated with enc)

securely realizes Fz in the presence of (static) malicious adversaries in the Fuus-hybrid model.

Corollary 3.41 (Preprocessing UC-NIZKs from LWE). Let A\ be a security parameter. Then, under
the LWE assumption, for all d = poly(X), there exists a protocol Tlnizk that securely realizes Fzk in
the presence of (static) malicious adversaries in the CRS model for all NP relations R that can be

computed by a circuit of depth at most d. The protocol Ilyizk satisfies the following properties:
o The (one-time) preprocessing phase is a two-round protocol between the prover and the verifier.
o The prover’s and verifier’s algorithms are both non-interactive.

o If R is an NP relation, then the length of a proof of membership for the language associated
with R is m + poly (A, d), where m is the size of the witness associated with R.

Proof. Fix a depth bound d = poly(A). First, we can instantiate the CPA-secure encryption scheme
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ITene = (KeyGen, Encrypt, Decrypt) in Figure 3.8 from lattices using Fact 2.6. Let d’ be a bound on
the depth of the circuit that computes the CheckWitnessg ¢« function in Figure 3.8. Note that
d’ = poly(),d), since the depth of the relation R is bounded by d and the depth of the Decrypt
function is poly(\). By Corollary 3.38, under the LWE assumption, there exists a protocol Ilgys
that securely realized Fyys for the class of all depth-d’ Boolean circuits in the presence of (static)
malicious adversaries. The claim then follows by combining Theorem 3.40 with Corollary 3.38 and

the universal composition theorem (Theorem 3.35). We now check the additional properties:

e The preprocessing phase corresponds to the blind signing protocol of Ilgyg, which is a two-round

protocol between the signer and the verifier.

e The prover’s algorithm corresponds to signature evaluation while the verifier’s algorithm

corresponds to signature verification. Both of these are non-interactive in ITgyg.

e The length of a proof for an NP relation R consists of an encryption of the witness under Ile,c
(of size m + poly(A)) and a signature under ITyyg (of size poly(A,d)). The total size is bounded
by m + poly (A, d). 0

3.5.1 Applications to MPC

In this section, we describe several applications of our preprocessing UC-NIZKs to boosting the
security of MPC protocols. First, we show that combining our construction with the round-optimal
semi-malicious MPC protocol of Mukherjee-Wichs [MW16] yields a round-optimal malicious-secure
MPC protocol where the communication complexity only depends on the size of the inputs/outputs
in a reusable preprocessing model (Remark 3.44) from lattices. Then, we show that by leveraging the
observation in Remark 3.30, we obtain a succinct version of the GMW [GMW86, GMW87] compiler

from lattice assumptions.

Malicious-secure MPC from lattices. Previously, Mukherjee and Wichs showed how to con-
struct a two-round MPC protocol with UC-security against semi-malicious adversaries from standard
lattice assumptions [MW16]. Their protocol has several notable properties, including optimal round
complexity and near-optimal communication complexity: namely, the total communication between
the parties depends only on the length of the parties’ inputs and outputs, and not on the complexity
(i.e., circuit size) of the underlying computation. Achieving this latter property is often referred to as
breaking the “circuit-size barrier” for secure computation [BGI16].

The Mukherjee-Wichs construction (as well as its predecessor [AJLT12]) achieve security against
semi-malicious adversaries, and rely on general-purpose NIZKs to achieve full security against
malicious adversaries without increasing the round complexity. However, since NIZKs are not known

to follow from standard lattice assumptions in the CRS model, the security of the malicious-secure
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protocols cannot be reduced to a single set of hardness assumptions (for instance, we need to combine
lattice assumptions with other number-theoretic assumptions).

Using our lattice-based preprocessing NIZKs, we can obtain malicious-secure MPC in a pre-
processing model while basing security ezclusively on standard lattice assumptions. Specifically,
in the preprocessing step, the parties would execute the preprocessing protocol of our UC-NIZK
construction (Figure 3.8, Corollary 3.41). In the online phase of the protocol, the parties essentially
have access to an ideal zero-knowledge functionality, and so, we can apply the same semi-malicious
to malicious boosting described in [AJL*12, MW16] to obtain a protocol with full malicious secu-
rity. The round complexity and communication complexity of the online phase of the protocol is
unchanged from that of the Mukherjee-Wichs construction. Moreover, our preprocessing protocol has
several appealing properties: it is not only independent of the party’s inputs, but it is also (almost)
independent of the computation being performed (it depends only polylogarithmically on the depth of
the online computation). This means that the same preprocessing can in fact be reused across many
protocol executions, provided that the computations have bounded depth. In fact we can make the
preprocessing completely independent of the online computation if we make an additional circular

security assumption (c.f., Corollary 3.43). We state our conclusions more precisely below:

Fact 3.42 (MPC from Multi-Key FHE [MW16]). Let ) be a security parameter, and f: ({0, 1}%=)" —
({0, 1}fu)" be an arbitrary n-input function. Let Cy be the circuit that computes f, and let d; be
its depth. Then, under the LWE assumption, there exists a protocol Il that securely realizes F; in
the presence of (static) semi-malicious adversaries in the CRS model and assuming the parties have
access to an authenticated broadcast channel. Recall that F is the general UC functionality for

computing the function f (Figure 3.5). Moreover, the protocol 7 satisfies the following properties:
¢ Optimal round complexity: The protocol 1l is a two-round protocol.

e Low communication complexity: The total communication complexity of the protocol
is (lin + Lout) - Poly(A,n,ds). In other words, the total communication depends only on the
security parameter, the length of the inputs, the length of the outputs, and the depth of the
computation (rather than the size |C¢|). Moreover, if we make an additional circular security
assumption, then the total communication complexity becomes (fip + fout) - poly (A, n), which
is completely independent of the complexity of the computation f. This is essentially the best
we can hope for from an MPC protocol for Fy.

Corollary 3.43 (Malicious-Secure MPC in the Preprocessing Model from Lattices). Let A be a
security parameter, and let f: ({0,1}5m)" — ({0, 1}ou)™ be an arbitrary n-input function. Let Cy be
the circuit that computes f, and let dy be its depth. Then, under the LWE assumption, there exists a
protocol Iy that securely realizes Fy in the presence of (static) malicious adversaries in the CRS

model (and assuming the parties have access to an authenticated broadcast channel). The protocol II¢
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splits into two sub-protocols: a preprocessing protocol chpre) and an online protocol H;Onhne) with the

following properties:

e Reusable preprocessing: The total computational and communication complexity of the

) is poly(n, A\, logd;). Notably, the preprocessing is independent

preprocessing protocol H(fp]re
of the size of each party’s inputs and the overall size |Cy| of the computation. Because the
preprocessing only depends logarithmically on the depth of Cy (and not its size), the same
precomputation can be reused across many parallel evaluations of Cy (which would increase
the size of the computation, but not its depth). Moreover, if we make the additional circular
security assumption from Fact 3.42, then the total computational and communication complexity

is poly(n, A), and completely independent of the function f.

e Optimal online round complexity: The online protocol chonline) consists of two rounds of

communication.

e Low online communication complexity: The total communication complexity of the online
protocol chonline) is (bin + lous) - POly(A, n,dy). If we make the additional circular security

(online)
Hf

assumption from Fact 3.42, then the total communication complexity of is again

essentially optimal: (i, + Lout) - poOly (A, n).

Proof. Follows by applying the generic semi-malicious-to-malicious compiler of [AJL 712, Appendix E]
to the MPC protocol described in Fact 3.42 along with our UC-NIZKSs in the preprocessing model
from LWE. O

Remark 3.44 (Reusable Preprocessing). A nice property satisfied by our MPC protocol in the pre-
processing model is that the preprocessing is reusable. Namely, we only have to run the preprocessing
protocol once, provided that all of the computations in the online phase can be implemented by
circuits of some bounded depth. In fact, if we are willing to make an additional circular security
assumption, the preprocessing is entirely independent of the computation. We note that many
classic MPC protocols that leverage preprocessing for better online efficiency do not provide reusable
preprocessing [Bea91, DPSZ12]. In these cases, the complexity of the preprocessing phase scales
with the size of the circuit that is computed in the online phase as opposed to the depth (e.g., the
classic technique of Beaver multiplication triples [Bea91] requires generating a single triple for every
multiplication gate that will be evaluated during the online phase of the protocol). Having a reusable
preprocessing protocol enables us to amortize the cost of the preprocessing across many different

computations.

Remark 3.45 (Non-Reusable Preprocessing from Weaker Assumptions). An alternative approach
to boosting the Mukherjee-Wichs protocol to provide malicious security in the preprocessing model
is to use a bounded-theorem preprocessing NIZK, which can in turn be instantiated from one-way
functions [DMP88, LS90, Dam92] or oblivious transfer [KMO89]. One drawback of this approach is
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that the preprocessing is no longer reusable across multiple computations (since each NIZK system
can only be used to prove an a priori bounded number of statements). As a result, the round
complexity and the computational costs of the preprocessing protocol can no longer be amortized
across multiple protocol executions. Moreover, it is unclear that the original bounded-theorem NIZK
candidates satisfy the stronger property of universal composability. As such, they cannot be directly

applied to achieve malicious security of the Mukherjee-Wichs construction in the UC model.

A succinct GMW compiler from lattices. As discussed in Remark 3.30, if a prover wants to
prove m statements (each of which can be checked by a circuit of depth at most d) using the same
witness w, then the total length of all of the arguments will be |[w| + m - poly (), d). In particular,
the length of the common witness can be amortized across many statements. We can leverage
this property to obtain a “succinct” version of the classic GMW compiler [GMW86, GMW87] that
transforms any MPC protocol II for some function f in the semi-honest model to a protocol I’ for

the same function f in the malicious model. We begin by briefly recalling the “GMW compiler:”
e Input commitment: First, the parties commit to their (private) inputs.

e Coin tossing: The parties engage in a secure coin-tossing protocol to determine the (secret)
randomness each party uses in the protocol execution. At the end of this step, each party has

a (private) random string as well as a commitment to every other party’s randomness.

e Protocol emulation: During the protocol execution, the parties run the semi-honest protocol
II. Whenever the parties send a message, they include a NIZK argument that their message
was computed according to the specification of IT on inputs and randomness that are consistent

with their committed inputs and randomness.

The NIZK arguments bind each user to following the semi-honest protocol as described. In the
UC-model, Canetti et al. [CLOS02] showed an analog of the GMW compiler based on UC-NIZKs.
Our preprocessing NIZKs from lattices gives a new instantiation of the GMW compiler from
standard lattice assumptions. Our construction has the appealing property that the communication
overhead of the compiler protocol IT' is essentially independent of the parties’ computational complexity

in the semi-honest protocol II. We give a concrete comparison below:

e Using traditional NIZKs based on trapdoor permutations [FLS90, DDO™01] or pairings [GOS06,
GOS12], the total size of the NIZK proofs is proportional to the size of each party’s computation.
Thus, the communication overhead of II' compared to the original protocol IT on each round
r is poly (A, n, |Cy|), where \ is the security parameter, n is the number of parties, and C, is
the circuit that checks whether a party’s message on round r is consistent with the protocol

specification IT as well as the party’s committed inputs and randomness.
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e In the GMW protocol, each party uses the same witness to construct their proofs in each
round of the protocol (the witness is their private input and randomness). Thus, using the
trick described in Remark 3.30, the parties only have to communicate an encryption of their
input and randomness once at the beginning of the protocol. Thereafter, on each round r of
the protocol execution, the size of each proof is poly(A, n,d,.), where d,. is a bound on the depth
of the consistency check circuit C defined above. Since d, can be significantly smaller than
C,, the communication overhead of using our lattice-based preprocessing NIZK to instantiate

the GMW compiler can lead to substantial asymptotic savings.

As was also noted in Remark 3.30, a similar savings in communication is also possible by first applying
the FHE-based transformation from [GGIT15] to any NIZK construction to obtain a NIZK with the
same proof size as that of the construction in Corollary 3.41, and then using the resulting construction
to implement the GMW compiler. Compared to this alternative approach, our construction has the
advantage that it can be instantiated directly from lattice assumptions (and does not additionally
assume the existence of a NIZK). Moreover, our construction is likely more efficient since we do not
have to incur the cost of composing FHE decryption with NIZK verification in addition to performing
FHE evaluation.

3.6 Proofs from this Chapter

In this section, we give the formal proofs of Theorem 3.26 (Section 3.6.1), Theorem 3.36 (Section 3.6.2),
and Theorem 3.6.3 (Section 3.6.3).

3.6.1 Proof of Theorem 3.26

We show completeness, soundness, zero-knowledge separately.

Completeness. Take any statement x and witness w where R(x,w) = 1. Let (kp,ky) +

*
x,ct

Setup(1*), where kp = (ksg, ppus, Vkus, o). Take (ct, o
Henm

) < Prove(kp,x,w). By correctness of

Cy.ct(ksg) = R(x, SE.Decrypt(ksg, ct)) = R(x,w) = 1.

Completeness of IIyizk then follows from evaluation correctness (Definition 3.3) and hiding correctness
(Definition 3.4) of Iys.

Soundness. At a high-level, soundness follows from (selective) unforgeability of IIys (Definition 3.5,
Remark 3.6). An adversary that succeeds in breaking soundness must produce a statement x ¢ £, a
ciphertext ct and a signature o . on the message 1 with respect to the function Cx . Since x ¢ L,

there does not exist any witness w € {0,1}™ where R(x,w) = 1, which means that there are no
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inputs to Cx  where the output is 1. More formally, suppose there is an adversary A that breaks
soundness of ITyjzx with advantage €. We use A to construct an adversary that breaks selective

unforgeability of B. Algorithm B works as follows:

1. At the beginning of the selective unforgeability game, algorithm B generates a secret key
kse < SE.KeyGen(1*), and sends ksg to the challenger. The challenger replies with the public

parameters ppys, the verification key vkuys and a signature oy.
2. Algorithm B sets kp = (kse, ppus, Vkus, ok ) and gives kp to A.

3. Whenever A makes an oracle query to the verification oracle, algorithm B answers according
to the specification in Construction 3.25. Note that the verification algorithm only depends on
ppys and vkps, both of which are known to B (and in fact A). Notably, the secret signing key

skys is not needed to run Verify.

*
X,ct

4. At the end of the game, when A outputs a statement x and a proof © = (ct, o ), algorithm

*
x,ct

B gives the circuit Cx ¢, the message 1, and the signature o3  to the challenger.

By construction, algorithm B perfectly simulates the prover key for A. Thus, with probability e,
algorithm A outputs x ¢ £ such that o} ., is a valid signature on the message 1 with respect to the

function Cx . By definition, Cx ct(ksg) = 0, so 0%t is a valid forgery. Soundness follows.

Zero-Knowledge. At a high-level, zero-knowledge follows by CPA-security of the encryption
scheme and weak context-hiding of the homomorphic signature scheme. Since IIys is weak context-
hiding (Definition 3.8), there exists an efficient simulator Se, that can simulate the signatures output

by the Hide algorithm. We use Sc, to construct the zero-knowledge simulator S = (S, Ss):

e On input the security parameter A and the verification state ky = (ppys, Vkns, skus) where
PPus = (Pky,...,pk,), algorithm S; samples a secret key ksg < SE.KeyGen(1*). Next, it
computes O'Zk + SignPK(pp, skns), and outputs the state 7y = (ksg, azk).

e On input the verification state ky = (ppys, vVkus, skus), the simulation state 7y = (ksg, O'Zk),
and a statement x € {0,1}", the simulator algorithm Sy begins by constructing a cipher-
text ct <— SE.Encrypt(ksg,0™). Then, it computes pk, . < PrmsEval(Cx ct, pPps), gf{‘fct —
SigEvalPK(Cx,chppHs,azk), and finally, it simulates the signature by computing o, <

X,ct
*

Sen(Pkx cts VKHs, Skus, 1, Uiljct), and outputs the simulated proof © = (ct, 0% ), where oy ., =

k
(O')p(,ch U)T,ct)'

To complete the proof, we use a hybrid argument:

e Hyb,: This is the experiment where the adversary has access to Op, where Oy(kp,x, w) :=

Prove(kp,x, w).
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e Hyb,: Same as Hyb,, except the Prove(kp,x, w) queries are handled as follows:

1. The challenger first computes ct < SE.Encrypt(ksg, w).

2. Next, it computes the public key pky . < PrmsEval(Cx e, ppys), a public signature
component a,pclfct + SigEvalPK(Cx ct, PPHs O'Zk), and finally, a simulated signature o3 <
Sech (Pky cts VkHs, Skhs, 1, O’ilfct). Here o), = (o, o) is the signature on ksg the challenger
generated from Setup (and is part of the proving key kp).

*
X,ct

*

3. Finally, the challenger responds with m = (ct, 0y ), where o} . = (O’f:jct, R t)-

e Hyb,: Same as Hyb,, except the challenger replaces the encryption of w with an encryption of

0™ when answering the Prove(kp,x,w) queries.

e Hyb,: This is the experiment where the adversary has access to Oy, where Oy (kv , Ty, %X, W) 1=
SZ(kVa TV, X)'

We now briefly argue that each pair of hybrids are computationally indistinguishable:

e Hybrids Hyb, and Hyb, are computationally indistinguishable by weak context-hiding security
of Ilys. Specifically, if A is able to distinguish Hyb, and Hyb;, then we can construct an

adversary B that breaks context-hiding as follows:

1. At the beginning of the game, algorithm 5 receives a signing and a verification key
(vkps, skys) from the challenger. It then samples parameters ppyg <~ PrmsGen(174,17), a
symmetric key ksg < SE.KeyGen(1*) and a signature o < Sign(ppys, Skns, ksg). Algo-
rithm B constructs the verification key kv = (ppus, vkus, skus) and sends it to A.

2. When A makes an oracle query on a pair (x,w) where R(x,w) = 1, algorithm B
simulates the response by first computing ct + SE.Encrypt(ksg, w). Next, it computes
Ox,ct < SigEval(Cx ct, PPys, kse, ox) and parses the result as ox ¢ = (Uil,(ct,ff;,ct)- It also

computes pky < PrmsEval(Cx ct, ppys), and sends the public key pk the message 1,

X,cty
and the signature (U,ilfct, 0y.ct) to the context-hiding challenger. The challenger replies

* *

with a refreshed signature oy ... Algorithm B responds to the query with (ct, 0% )

3. At the end of the experiment, BB outputs whatever A outputs.

By construction, if the signatures returned by the context-hiding challenger are generated using
the Hide algorithm, then B perfectly simulates Hyb,, while if the signatures are generated using
the simulator, then B perfectly simulates Hyb,. Indistinguishability of the two hybrids thus
follows by context-hiding.

e Hybrids Hyb, and Hyb, are computationally indistinguishable by CPA-security of Ilenc. Specif-
ically, the challenger’s logic in Hyb; and Hyb, does not depend on ksg, so we can simulate

the two hybrid experiments given access to an encryption oracle. Note that the signature
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component O'Zk needed to respond to queries in Hyb; and Hyb, is only the public component of

the signature (and can be generated without knowledge of the actual secret key ksg).

e Hybrids Hyb, and Hyb, are identical experiments. Namely, the behavior of the challenger in
Hyb, precisely coincides with the behavior in the experiment where the adversary is given

access to the oracle Oy (ky, v, x, w) = Sa(ky, Tv, X).

Since each pair of hybrid experiments are computationally indistinguishable, we conclude that ITyzk

provides zero-knowledge. O

3.6.2 Proof of Theorem 3.36

Let A be a static adversary that interacts with the environment Z, a signer S, and receiver R
running the real protocol Ilgys (Figure 3.7). We construct an ideal world adversary (simulator) S
that interacts with the environment Z, the ideal functionality Fgus, and dummy parties S, R such
that no environment Z can distinguish an interaction with 4 in the real protocol from one with S in
the ideal world.

We begin by describing the simulator S. At the beginning of the protocol execution, the simulator
S begins by simulating an execution of ITyyg with adversary A. In particular, S simulates the
environment Z, the behavior of the honest parties, as well as the ideal OT functionality f(‘;f in the
simulated protocol execution with 4. Algorithm A begins by declaring which parties it wants to
corrupt, and S corrupts the analogous set of dummy parties in the ideal execution (e.g., if A corrupts

the signer S, then S corrupts the dummy signer S) The simulation then proceeds as follows.

Simulating the communication with the environment. Whenever the simulator S receives
an input from the environment Z, it forwards the input to A (as if it came from the environment in
the simulated protocol execution). Whenever A writes a message on its output tape (in the simulated
protocol execution), the simulator S writes the same output on its own output tape (to be read by

the environment).

Simulating the key-generation phase. In the key-generation phase, the simulator S proceeds

as follows, depending on whether the signer S is corrupt:

o The signer is honest. When S receives a value (sid, keygen) from Fgys, the simulator generates
pp <+ PrmsGen(1*,1%), (sk,vk’) +— KeyGen(1%), and stores (sid, sk). It sets vk = (pp,vk’), and
sends (sid, vkey, vk) to Fgps-

o The signer is corrupt. When Z activates a corrupt signer S on input (sid, keygen), S activates
the signer S with the same input (sid, keygen) in its simulated copy of Igus. Let (sid, vkey, vk)
be the verification key output by S (as decided by A). The simulator S then sends a request
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(sid, keygen) to Fuus (on behalf of S), and responds to the key-generation request from Fyyg
with the tuple (sid, vkey, vk).

Simulating the signature-generation phase. The simulator S simulates the signing protocol

as follows, depending on whether the signer S is corrupt:

o The signer is honest. We first describe how the simulator S constructs the ideal algorithms
(IdealSign, IdealEval) when it receives a query (sid,signature) from Fyys. Let vk = (pp,vk’) and
sk be the parameters the simulator sampled in the key-generation phase (since S is honest, the
simulator chose the secret signing key). The simulator then defines the ldealSign and IdealEval

algorithms (with pp, vk’, sk hard-wired) as follows:

— IdealSign(x): On input x € {0,1}%

1. Sample shares wy, ..., w; < {0,1}¢ such that Dicyy wi =x
2. Generate (o1,...,0¢) + Sign(pp, sk, (wq, ... ,wt)).
3. Return SigEvaI(frecom pp, (Wi,..., W), (01,..., o-t)).

— ldealEval(g, z): On input a function g € H and a value = € {0, 1}:

1. Compute pk, = PrmsEval(g o frecon, PP)-
2. Sign o < Sign(pk,, sk, ).
3. Return Hide(vk', z, o).

The simulator replies to Fgus with (IdealSign, IdealEval). If the receiver is honest, then this completes
the simulation for the signing request. Conversely, if the receiver is corrupt, then the simulator S

proceeds as follows:

— When Z activates the receiver R on input (sid, sign, vk, x), the simulator forwards (sid, sign, vk, x)
to R (which is under the control of A) in the simulated protocol execution (as if it came from

A’s environment).

— After R sends inputs ((sid,i), receiver,wi) for all i € [t] to the ideal OT functionality FLsin
the simulated protocol execution, the simulator computes x EBiem w;. If this is not the first
signing request from R, then the simulator ignores the request. Otherwise, the simulator sends

(sid, sign, vk, x) to Fyys.

— When Fgys sends (sid, sign,x) to S to choose the signature on behalf of R, the simulator
constructs signatures o; < Sign(pp;, sk, w;) and sends ((sid,i),0;) to R for i € [t]. For the
message-independent components of the signatures, S parses o; = (afk, o) for i € [t], and sends
{G?k}ie[r] to R. The simulator also computes o < SigEval( frecon, PP, (W1, ..., Wi), (1, ..,0¢)),

and sends (sid, signature, (fi4, X), o), where x = EBiE[t] w;, 1o Fans.
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o The signer is corrupt. If the receiver R is also corrupt, then S determines the behavior of S and R
using A (who controls the behavior of S and R in the simulated protocol execution). Specifically,

the simulator proceeds as follows:

— When the environment activates R with an input (sid,sign, vk, x), the simulator activates the

receiver R in its simulated protocol execution with the same input.

— The simulator simulates the ideal OT functionality fﬁf in its simulated protocol execution

exactly according to the specification of .Ff’TS in Figure 3.3.

— The simulator echoes any output of A (to the environment).

Note that in this case where the signer and receiver are both corrupt, the simulator & never
interacts with the ideal functionality. Conversely, if the receiver R is honest, then the simulator

proceeds as follows:

— When the ideal functionality sends a query (sid, signature) to S, the simulator needs to respond
with a specification of the ideal signing and evaluation functionalities ldealSign and ldealEval.

The simulator starts by performing several basic checks:

1. The simulator begins by activating the signer S with the input (sid, signature) in its simulated
execution of the protocol. Let ((sid, i), sender, {(0i .0, 0ij,1)}c(y ) for i € [t] be the inputs
S sends to ﬁf, and let {af l;} el be the message-independent components S sends

v ielt],je
to R in the simulated protocol execution. Note that in the real protocol execution, the
receiver R only interacts with FL&¥ and does not send any messages to S (so S does not

need to simulate any messages on behalf of R).

2. Let vk be the verification key S chose during key-generation. The simulator parses the

verification key as vk = (pp,vk’) where pp = {pkm-}iem e’ If the verification key does

not have this structure, then the simulator defines the ideal s[ieg];ning and evaluation functions
IdealSign and IdealEval to always output L.

3. Otherwise, the simulator parses o; j, = (Uf};‘,w o) fori € t], j€[f, be{0,1}. We say
that a signature o; ;5 is “valid” if

O’E,l;b:(jzl} and  VerifyFresh(pk

i VK b o) = 1, (3.1)
and otherwise, we say that o; ;; is “invalid.” Then, if there exists indices i € [t] and j € [(]
where 0; ;0 and o0 ;1 are both invalid, the simulator defines the signing and evaluation
functions ldealSign and IdealEval to always output L.

4. Finally, the simulator checks if for all j € [{], there exists i € [t] where 0; ;0 and 0; ;1 are
both valid. If this is not the case, then S defines the ideal signing and evaluation functions

IdealSign and IdealEval to always output L.



CHAPTER 3. NON-INTERACTIVE ZERO-KNOWLEDGE ARGUMENTS 65

If all of the checks pass, then there exists i*, 7* where 0y« j« o and ;- ;- 1 are both valid. In
this case, the simulator uses the context-hiding simulator S = (S&<t, S%") from Definition 3.9
to extract a simulation trapdoor td < S®*(pk;. ;.,vk’, (0,04 j+0), (1,04 j-1)). Then, the

simulator defines the functions (IdealSign, IdealEval) as follows. Note that the public keys pp,
pk

the simulation trapdoor td, and the message-independent signature components {ai j} el
7 ielt)je

are hard-wired in the description of the algorithms.
e IdealSign(x): On input x € {0,1}%

1. First, the ideal signing algorithm initializes w1, ..., w; < 0°.

2. By assumption, for all i € [t] and j € [¢], there is at least one b € {0, 1} where o; ; is valid.
Now, for all ¢ € [t] and j € [¢], if there is ezactly one bit b € {0,1} where o; ;, is valid,
then the simulator sets w; ; = b.

3. For all remaining indices ¢ € [t| and j € [¢] where both o, ;¢ and o, ;1 are valid, the
simulator samples w; j <~ {0, 1}, subject to the restriction that @D;c;yy Wi = x. Note that
this constraint is always satisfiable since for all j € [¢], there is at least one i € [t] where
both o; ;0 and o; ;1 are valid by assumption.

4. Then, for all i € [t], the algorithm sets o; = (04 1,w,1s---,i6w;,), and outputs the
signature SigEvaI(frecon, pp, (W1, .., W), (01, ., o-t)).

e |dealEval(g,z): On input a function g € H, and a value = € {0,1}:

1. Compute pk, = PrmsEval(g o frecon, PP)-

pk __ _pk pk)_

2. Compute 08" < SigEvalPK(g © frecon, PP, (o™, ... ,o-'t’k)), where o7 = (07,...,07,

3. Return SGe"(pkg,vk',td,x,JZk)

— When the ideal functionality sends (sid,sig-success) to S, the simulator responds as follows.
First, let {(Ui,j,ngi,j,l)}
functionality and {Upk-

Y Y Jiet.gele)

in the simulated protocol execution. As before, we say that o; ;5 is valid if and only if Eq. (3.1)

icltleld be the set of signatures the signer provided to the ideal OT

be the set of message-independent public components sent by S

holds. First, if the simulator previously defined ldealSign and IdealEval to L, then it replies with
(sid,0). Otherwise, let n be the number of indices i € [t], j € [¢], and b € {0,1} where o; ; is
invalid. Then, with probability 1 — 27", the simulator responds with (sid,0). With probability

27" the simulator responds with (sid, 1).

Simulating the signature-verification phase. When the environment activates Pe {S, fl}

on input (sid, verify, vk’, (f,x), ), the simulator S proceeds as follows:

e If P is honest and the simulator S receives a query (sid, verify, vk, (f,x), o) from Fyys, the
simulator first parses vk’ = (pp’,vk”). It then computes pk} + PrmsEval(f o frecon, PP’) and sets
t < VerifyHide(pk’;,vk”,x, ) if f # fiq, and t < Verify(pk'f,vk”,x,o') if f = fig- It returns

(sid, verified, x, o, t) to Fpps.
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e If P is corrupted, then S activates the party P with the input (sid, verify, vk', (f,x), o) in its
simulated copy of Ilgys. Let (sid, verified, x,o,t) be the output by P. The simulator forwards
(sid, verified, x, o, t) to the environment. Note that the simulator does not interact with the ideal

functionality Fyys in this case.

Simulating the signature-evaluation phase. When the environment activates P € {S, f{} on

an input (sid, eval, vk, g, (f,x), o), where f = fiq, the simulator S proceeds as follows:

o If P is honest, then S only needs to simulate the verification request (if asked by the ideal
functionality). The simulator responds to the verification request using the procedure described

above (for simulating the verification queries).

e If P is corrupt, then S activates party P with the input (sid, eval, vk, g, (f, %), o) in its simulated
copy of Ilgus. Let (sid,signature, (g,9(x)),0’) be the output by P. The simulator forwards
(sid, signature, (g, g(x)), 0’) to the environment. Note that the simulator does not interact with the

ideal functionality Fgys in this case.

To complete the proof, we show that no efficient environment Z can distinguish the output of the
real execution with the adversary A from the output of the ideal execution with the simulator S.
Our argument considers several distinct cases, depending on whether the signer and receiver are

honest or corrupt.

Lemma 3.46. If both the signer and the receiver are honest, then for all efficient environments Z,

we have that IDEALF,,. s,z ~ REALT, ., A, 2 -
Proof. We proceed via a hybrid argument:
e Hybgy: This is the real distribution REAL,, 4,z
e Hyb,: Same as Hyb,, except we modify the honest parties’ behavior as follows:

— At the beginning of the experiment, initialize x* + L.

— At the end of a signing request, let (sid, signature, (fi4,x), o) be the signature output by
the receiver. Update x* < x. If any party issued a verification request of the form
(sid, signature, (fid,x), o) prior to the signing request, then the experiment aborts with

output L.

— Let vk be the verification key generated by the signer in the key-generation phase. When
the environment activates a party on a verification request (sid, verify, vk’, (f,x), o) where
vk’ = vk and x # f(x*), then the party outputs (sid, verified, (f,x),o,0). Otherwise, the

output is determined as in Hyb.

e Hyb,: This is the ideal distribution IDEALF, s z.
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We now show that the outputs of each pair of consecutive hybrid experiments are computationally

indistinguishable.

Claim 3.47. Suppose Ilys satisfies unforgeability (Definition 3.5). Then, the outputs of Hyb, and

Hyb, are computationally indistinguishable.

Proof. Suppose there exists an environment Z (and an adversary A) such that the outputs of Hyb,
and Hyb; are distinguishable. We use Z and A to construct an adversary B3 that breaks unforgeability
(Definition 3.5) of IIys. Algorithm B operates according to the specification of the unforgeability
security experiment Exptt‘LHHS()\), and simulates an execution of Hyb, or Hyb; for the environment
Z (and adversary A). Specifically, B simulates the behavior of the honest signer and receiver in the

protocol execution experiment:

e At the beginning of the unforgeability security game, algorithm B receives public keys pp and

a verification key vk’ from the challenger. It also initializes x* < L.

e When Z activates the signer S to run the key-generation protocol with a query (sid, keygen),
algorithm B simulates the honest signer’s behavior by outputting (sid, vkey, (pp, vk')).

By definition of the unforgeability experiment Exptj’HHs()\), the unforgeability challenger
samples pp < PrmsGen(1*,1*), and (sk,vk’) < KeyGen(1%). Thus, algorithm B perfectly

simulates the signer’s behavior in Hyb, and Hyb;.

e For signing queries, after Z activates the receiver R with a tuple (sid,sign,vk,x) and the
signer S with a tuple (sid,signature), algorithm B samples wi,...,w; < {0,1}¢ such that
eaie[t] w; = x and submits (w1, ..., w;) to the unforgeability challenger to receive (o1, ..., 0¢).
It computes o <« SigEval(frecon, PP, (W1,...,W¢),(01,...,0¢)) and simulates the receiver’s

output as (sid, signature, (fi4,x), o). In addition, B sets x* < x.

In Expt:’LHHS(x\), the challenger computes (o1,...,0¢) Sign(pp, sk, (wq,. .. 7wt)), exactly as
in Hyby and Hyb;. Thus, B perfectly simulates the signing queries in Hyb, and Hyb;.

e For verification and evaluation queries, B implements the same procedure as in Hyb, and Hyb;.
None of these queries require knowledge of the secret signing key sk, and thus, can be perfectly

simulated by B.

e At any point during the simulation, if Z activates a party on a verification request of the form
(sid, verify, vk, (f,x), o) where f(x*) # x and o is a valid signature on (f,x), then B does the

following:

— If f = fi4, then B computes o* < Hide(vk’, x, o) and sends the tuple (frecon, X, o) to the

unforgeability challenger as its forgery.

— Otherwise, B sends the tuple (f o frecon, X, o) to the unforgeability challenger as its forgery.
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Since the only difference between Hyb, and Hyb, is the additional checks in the signing and verification
protocols, if the outputs of Hyb, and Hyb; are distinguishable with non-negligible advantage ¢, then

one of the following conditions must hold with probability e:

e The receiver’s output in the signing request is a tuple (sid, signature, (fi4, x), o) and a party was
activated to run a verification request on the tuple (sid, signature, (fid, %), o) before the signing
request. Since o was output by an honest signing request, this means that o is a valid signature

on x: namely, that Verify(pk vk, x, o) = 1, where pK,econ < PrmsEval( frecon, pp). Moreover,

recon?’
since the verification request occurred before the signing request, algorithm B would have
submitted the tuple (frecon, X, d*) to the unforgeability challenger where o* < Hide(vk’, x, o)
before it made any signing queries to the unforgeability challenger. By hiding correctness, o* is

a valid signature on x with respect to frecon, and so B wins the unforgeability game.

e Otherwise, the environment must have activated a party on a verification query of the
form (sid, verify, vk, (f,x), o) the successfully verifies in Hyb, but not in Hyb,. First, since
the signature o verifies in Hyb,, this means that f o frecon € H' and in particular, that

VerifyHide(pkfofrem,vk’,x7 o) = 1 where pp; + PrmsEval(f o frecon, pP)- Now, if the adver-

OfI’ECOH
sary B made a signing request to the unforgeability challenger on the message (wq,...,w;),
then it would have also set x* = @ie[t] w;. Since o verifies in Hyb, but not in Hyb,, the special

condition in Hyb; must be satisfied which means

(f o frecon) (W1, ..., W) = f(X") # x.

This means that o is a valid signature on x with respect to the function f o frecon, and thus, is
a valid forgery. Alternatively, if B never made a signing request to the unforgeability challenger,

then o is trivially a valid forgery.

In both cases, algorithm B breaks unforgeability of Ilys, so we conclude that B has advantage € in

the unforgeability game. O
Claim 3.48. The outputs of hybrids Hyb, and Hyb, are identically distributed.

Proof. We consider the view of the environment Z in Hyb; and Hyb, during each phase of the

protocol.

o Key-generation: For the key-generation phase, the simulator S in Hyb, exactly emulates the
generation of pp and vk = (sk, vk’) as defined in Hyb,. Thus, the outputs of the honest parties
in the key-generation phase of Hyb, and Hyb, are identically distributed.

o Signature-generation: In Hyb,, since both S and R are honest, the signatures that the receiver

obtains from Fyyg are determined by the ideal algorithm IdealSign that S provides to the
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functionality Fpys. Since S defines these algorithms exactly as in the protocol specification
of Ilys using the identically-distributed signing key sk and verification key vk, the resulting
signatures in Hyb; and Hyb, are identically distributed. Moreover, the same abort condition is
present in both Hyb; and Hyb,, so whenever an environment issues a query that causes the

ideal functionality to abort in Hyb,, the experiment also aborts in Hyb;.

o Signature-verification: In Hyb,, the ideal functionality Fzus handles the signature verification

queries (sid, verify, vk’, (f,x), o). We consider the different possibilities:

— If f ¢ H, then Fuys always sets the verification bit ¢ = 0. In this case, the honest parties

in Hyb, also sets ¢t = 0 according to the protocol specification.

— Otherwise, if vk = vk’ and (vk, (f,x),0,1) € L, then Fyys sets t = 1. We consider
several scenarios depending on how the entry (vk, (f,x),0,1) € £ was added to L. If &
was generated as the result of a signing or a evaluation request, then by correctness of
IIns, the honest party in Hyb, also outputs 1. If the entry was added as a result of a
previous verification request (which successfully verified), then because the honest party’s
verification algorithm in Iys is deterministic (and the signature verified previously), the

party also outputs 1 in Hyb,.

— Otherwise, if vk = vk’, and there does not exist (vk, (fq,x’),0’,1) € L for some x’, o’
where x = f(x'), then Fyys sets t = 0. This corresponds to a setting where the receiver
never makes a signing request on any x* € {0,1} where x = f(x*). This means the
condition in Hyb, is satisfied, in which case the party’s output is (sid, verified, (f,x’), ", 0).
This matches the behavior in Hyb,.

— Otherwise, if there is already an entry (vk', (f,x),o,t') € L for some t', the ideal func-
tionality sets Fuus sets t = t'. In the real protocol execution in Hyb,, the honest verifier’s
decision algorithm is deterministic. Hence, if a signature previously verified (resp., failed
to verify), it will continue to verify (resp., fail to verify).

— Finally, if none of the above criterion apply, then the ideal functionality allows the simulator
S to decide the verification response in Hyb,. By construction, for an honest party, the

simulator implements the same logic as that in the actual protocol Ilgys.

We conclude that the outputs of the honest parties in response to verification queries are
identically distributed in Hyb; and Hyb,.

e Signature-evaluation: In Hyb,, since both parties S and R are honest, the resulting signatures
that a party receives from Fgys are fully determined by the ideal algorithm IdealEval that S
provides to the functionality Fyus. Since S implements these algorithms exactly as in the
protocol specification of Ilzys using the identically-distributed signing key sk and verification

key vk, the signatures output by the evaluation algorithm in Hyb, and Hyb, are identically
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distributed. Moreover, by correctness of IIys and construction of S, the abort condition in

Fuus for evaluation queries is never triggered. O
Lemma 3.46 now follows by combining Claims 3.47 and 3.48. 0

Lemma 3.49. If the signer is honest and the receiver is corrupt, then for all efficient environments
(&

Z, we have that IDEALFr,, s z ~ REAL[L,, A,2-
Proof. We use a similar hybrid structure as that used in the proof of Lemma 3.46:
o Hybgy: This is the real distribution REALy,, 4 2.
e Hyb,: Same as Hyb,, except we modify the honest signer’s behavior as follows:

— At the beginning of the experiment, initialize x* + L.

— During a signing request, let wq,...,w; be the messages R submits to ]—"OZ’TS. Update
X* Gaie[t} w;. If the environment activated the signer to make a verification request of
the form (sid, signature, (fi4,x*), o) where o is a valid signature on (fiq,x*) prior to the

signing request, then the experiment aborts with output L.

— Let vk be the verification key generated by the signer in the key-generation phase.
If the environment activates the honest signer on a verification request of the form
(sid, verify, vk’, (f,x), o) where vk’ = vk and x # f(x*), then the signer’s output is set to
(sid, verified, (f,x), o, 0). Otherwise, the output is determined as in Hyb,.

e Hyb,: This is the ideal distribution IDEALF, s z.

Claim 3.50. Suppose Ilys satisfies unforgeability (Definition 3.5). Then, the outputs of Hyb, and

Hyb, are computationally indistinguishable.

Proof. Suppose there exists an environment Z and adversary A (that corrupts the receiver R) such
that the outputs of Hyb, and Hyb; are distinguishable. We use Z and A to construct an algorithm
B that breaks unforgeability of IIs. In the reduction, algorithm B simulates the behavior of the
honest signer for Z and A according to the protocol specification in Hyb, and Hyb;. The overall
argument follows a very similar structure as the proof of Claim 3.47, so we only give a sketch of how

B simulates the execution of Hyb, and Hyb, below:

o As in the proof of Claim 3.47, algorithm B uses the public keys pp and the verification key vk’

from the unforgeability challenger as the signer’s verification key vk = (pp, vk’).

e To simulate a signing protocol, after the receiver R (under the direction of A) submits shares
wi,...,w; € {0,1} to ]-'ﬁ’TS, algorithm B submits (w1,...,w;) to the unforgeability challenger

to obtain the signatures (o1,...,0), which it uses to simulate the response from ff’Ts.
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e Finally, algorithm B simulates the verification and evaluation queries to the honest signer as

described in Hyb, and Hyb,, since these operations only depend on the public parameters.

By an analogous argument to that in the proof of Claim 3.47, algorithm B correctly simulates the
behavior of the honest signer in a protocol execution with Z and A. Thus, with non-negligible
probability, the environment will activate the honest signer on a signing or verification query whose
behavior differs between Hyb, and Hyb;. As in the proof of Claim 3.47, if either condition is satisfied,

the environment’s query enables B to break unforgeability of the signature scheme. O
Claim 3.51. The outputs of Hyb; and Hyb, are identically distributed.

Proof. We argue that the view of the environment Z is identically distributed in Hyb; and Hyb,.
The argument follows similarly to that in the proof of Claim 3.48. We sketch the key details below:

o Key-generation: The simulator S (in Hyb,) implements the key-generation phase exactly

according to the specification of the real protocol Ilgzys (in Hyb,).

o Signature-generation: In Hyb;, when the receiver R (under the direction of A) submits shares
wi,...,w; € {0,1} to fé’Ts, it receives in response from the fﬁf functionality signatures
o1,...,0¢ where (o1,...,0¢) < Sign(pp, sk, (W1, ..., w;)). This is precisely how S simulates
the signing request for A in Hyb,. Let ((fid,%),0) be the message-signature pair that the
simulator S registers with the ideal functionality Fgzys at the end of the signing request in
Hyb,. If this pair is already registered with Fgys as an invalid signature, then Fzyg aborts and
the protocol execution halts in Hyb,. By definition of Hyb, and &, this is only possible if the
environment activates the honest signer to make a verification request on the message-signature
pair ((fid,x), o) prior to the signing request. This coincides with the abort condition in Hyb,,
and so we conclude that the output of the signature-generation phase in Hyb; and Hyb, is
identically distributed.

o Signature-verification: Signature verification is a non-interactive procedure, so it suffices to
argue that the outputs of the honest signer in response to the environment’s queries are
identically distributed in Hyb; and Hyb,. By construction of S, only verification and evaluation
queries involving an honest party requires interacting with the ideal functionality. The argument

then proceeds as in the proof of Claim 3.48.

e Signature-evaluation: Similar to the case of signature verification, signature evaluation is
non-interactive, so it suffices to argue that the outputs of the honest signer in response to the
environment’s queries are identically distributed. This argument then proceeds as in the proof
of Claim 3.48. O

Combining Claims 3.50 and 3.51, the lemma follows. O
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Lemma 3.52. If the signer is corrupt and the receiver is honest, then for all efficient environments

(&
Z, we have that IDEALF, s,z ~ REAL,, A, 2-
Proof. We proceed via a hybrid argument:
e Hybgy: This is the real distribution REAL,, 4,z

e Hyb,: Same as Hyb,, except we modify the honest receiver’s behavior in the signature-generation
protocol as follows. Let vk be the verification key chosen by the signer in the key-generation

phase. Let ((sid7 i), sender, {(0; ;.0,0451)} | ) be the set of signatures the signer submits

i€lt],jele

to the ideal OT functionality F&;, and let {crf ';} el be the message-independent signature
7 ) ielt),je

components S sends to R. The receiver always outputs (sid, signature, (fi4,x), L) if any of the

following conditions hold:

— The signer’s verification key vk cannot be written as (pp,vk’) where pp = {pkm}ie[t] el
— If there exists indices i € [t] and j € [¢] where both o, ;¢ and 0; ;1 are invalid. We say
that a signature o; ;; is valid if it satisfies Eq. (3.1).

— If there exists j € [{] such that for all ¢ € [t], at least one of 0; ;¢ and o; ;1 is invalid.
Otherwise, the honest receiver implements the verification protocol as in the real scheme.

e Hyb,: Same as Hyb, except we use the context-hiding simulator S = (SB<t, S%") to generate
the signatures the honest receiver R outputs on evaluation queries. Here, we assume that
none of the conditions from Hyb; are satisfied (otherwise, the honest receiver outputs L in the

signing protocol and ignores all evaluation requests). In particular, we have the following:

— Let ((sid, ), sender, {(0,,0. 7i,j,1) };cp je ) Pe the set of signatures the signer submits
to the ideal OT functionality féf, and let {O’Z I;} be the message-independent

i€lt],j €[]
signature components S sends to R.

— Since none of the conditions in Hyb, are satisfied, there exist indices ¢*, j* where o+ j» o
and o;+ j« 1 are both valid. Moreover, the verification key vk can be written as vk = (pp, vk')
where pp = {pkw}ie[ 1.eld” The experiment invokes the context-hiding simulator S to
extract a simulation trapdoor td < S®¢(vk', (0,04 j« o), (1, 04+ j«.1)), and stores td. The

receiver’s signature is constructed using the same procedure from Hyb, .

— During signature evaluation, on input (sid, eval, vk, g, (f,x), o), R first applies the signature
verification procedure on input (sid,verify,vk, (f,x),o). If the signature verifies, the

receiver’s signature is generated by computing pk, < PrmsEval(g o frecon, PP)s J‘;k —

SigEvalPK (g © frecon, PP, (af*, ... ,o-ffk)), where o™ = (ai-’ﬁ, e, af’;), and finally o* «+

g

SGe"(pkg7 vk', td, g(x), agk). The receiver’s output is the tuple (sid, signature, (g, g(x)), o*).

e Hybs: This is the ideal distribution IDEALF, s z.
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Claim 3.53. Suppose t = w(log\). Then, the outputs of hybrids Hyb, and Hyb, are statistically

indistinguishable.

Proof. The only difference between the two experiments is the additional checks in Hyb; which affects
the honest receiver’s output on signing queries. We consider each of the conditions separately, and
argue that for each of them, the receiver’s output in Hyb,; is the same as that in Hyb,, except with
probability at most 2~ (=1 = 27«98 — pegl()).

e Suppose that the signer’s verification key is not well-formed: namely, that vk # (pp, vk’) where

pp = {pki>j}ie[t],je[é]' In this case, the receiver’s signature is L in both Hyb, and Hyb;.

e Suppose there exists ¢ € [t] and j € [¢] where both o, ;¢ and o; ;1 are invalid. In this case, the

honest receiver in Hyb, outputs L as its signature, which matches the behavior in Hyb;.

e Suppose there exists j € [¢] such that for all ¢ € [t], at least one of o; j 0 and o; ;1 is invalid.

We argue that in this case, the receiver outputs L with probability at least 1 — 2~ (=1

in Hyb,.
Without loss of generality, we can assume that exactly one of o; ;o and o, ;; for all i € [t] is
invalid (the case where both are invalid is captured by the previous case). Let by,...,b; € {0,1}
be such that o; ;p, is invalid, and let x = (21,...,2,) € {0,1}* be the receiver’s message in the
signing protocol. In the real protocol, the honest receiver samples w; ; & {0,1} for all i € [t]

such that z; = @ie[t] w; ;. We consider two possibilities:

— Suppose z; # @iem b;. This means that there exists i € [t] where w; ; # b;. In the real
protocol, this means that the receiver obtains signature o; ; ., ;, which by assumption is

invalid. In this case, the receiver in Hyb, outputs L as its signature.

— Suppose z; = ;¢ bi- Since w;; are sampled uniformly at random subject to the
constraint, with probability 2~ (¢=1) it is the case that w; ; = b; for all ¢ € [t]. In this case,
the receiver in Hyb, does not output L (since every signature it obtains is valid). With
probability 1 — 2~ (¢=1 | there is an index i € [t] where w; ; # b;. In this case, the receiver
obtains signature o; j ., ;, which by assumption is invalid. Thus, we conclude that the

receiver in Hyb, aborts with probability 1 — 2~ (=1,

In this case, the honest receiver in Hyb, outputs L with probability at least 1 — 2= (t=1) while
in Hyb,, the receiver outputs L with probability 1. In both cases, the probability is taken
over the receiver’s random coins. Since t = w(log \), we conclude that the statistical distance

between the output distributions of Hyb, and Hyb; is negligible. O

Claim 3.54. Suppose Ilys satisfies context-hiding (Definition 3.9). Then, the outputs of hybrids

Hyb, and Hyb, are computationally indistinguishable.

Proof. Suppose there exists an environment Z and adversary A (that corrupts the signer S) such

that the outputs of Hyb, and Hyb, are distinguishable. We use Z and A to construct an adversary
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B that breaks context-hiding security (Definition 3.9) of IIys. Algorithm B begins by simulating the
protocol execution in Hyb; and Hyb, for Z and A. In the simulation, B is responsible for simulating
the behavior of the honest receiver R and the ideal OT functionality .7-'£’T5.

o Key-generation: The key-generation protocol only involves Z and A, so B does not need to

simulate anything.

o Signature-generation: On a signature-generation query (sid, sign, vk, x), let {(o; j0,0:,;,1)}

i€(t],jele]
be the signatures the signer S submits to the ideal OT functionality ]-'é’TS in the simulated
protocol execution (as directed by Z and A). Additionally, let {af l;} el be the message-
I el jele

independent signature components the signer sends to the receiver. Algorithm B checks the
three conditions in Hyb; and Hyb,, and if any condition is satisfied, it defines the receiver’s

output to be (sid, signature, (fi4, %), L).

Otherwise, the verification key vk has the form vk = (pp,vk’) where pp = {pki’j}ie[t] el
and moreover, there exists indices ¢*, j* where 04 j- ¢ and o« j« 1 are both valid. Algorithm

B submits the public key pk the verification key vk’, and the message-signature pairs

y y %
LV

(0,04 j+0) and (1,04« j 1) to the context-hiding challenger. Finally, algorithm B simulates the

receiver’s output according to the specification in Hyb; and Hyb,.

If the receiver’s output is not 1, algorithm B does the following. Let wq,...,w; where
@D;ciyy Wi = x be the bit-strings B chose when simulating the honest receiver. For i € [{],

algorithm B defines o = (041w, 15+ Titw;.¢)-

o Signature-verification: Algorithm B simulates the verification queries involving the receiver R
as described in Hyb, and Hyb,. Note that because signature verification is non-interactive, the
environment Z and the adversary A completely dictate the behavior of verification queries to

the corrupt signer.

o Signature-evaluation: Whenever Z activates the receiver on a signature-evaluation query
(sid, eval, vk, g, (f,x), o), where vk = (pp, vk’), algorithm B ignores the request if the receiver’s

signature in the signing protocol was L. Otherwise, it proceeds as follows:

— As in Hyb; and Hyb,, algorithm B checks that f = fig and that ¢ is a valid signature on
(f,x). If the signature verifies, then B first computes pk, < PrmsEval(g o frecon, Pp). Then,
it computes o’ < SigEval(g o frecon, (01,...,0¢)) where o, is defined as in the signing

protocol.

— Algorithm B submits the public key pk,, the message g(x), and the signature ¢’ to the
context-hiding challenger, and receives in response a signature o*. Algorithm B simulates

the output of the honest receiver as (sid, signature, (g, g(x)), ).
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Note that signature evaluation is non-interactive, the environment Z and the adversary A

completely dictate the behavior of evaluation queries to the corrupt signer.
e At the end of the experiment, when Z outputs a bit, B outputs the same bit.

We now show that B breaks context-hiding security with the same advantage as Z. By construction,
the only difference between the two hybrid experiments Hyb, and Hyb, is the way the honest receiver’s
signatures are generated on evaluation queries. Note that if the honest receiver outputs L in response
to a signing query, then the honest receiver in Hyb; and Hyb, ignores all evaluation queries. In
this case, the two experiments are identical. Thus, without loss of generality, we assume that
the signing protocol succeeds. In this case, algorithm B submits a valid key, verification key, and
message-signature pairs to the context-hiding challenger.

Now, assume that B does not abort during signature generation. Then, if the context-hiding
challenger implements the hide algorithm using Hide, then the signatures output by B when simulating
the honest evaluation queries are distributed according to Hyb,, and B perfectly simulates an execution
of Hyb, for Z and A. Alternatively, if the context-hiding challenger implements the hide algorithm
using S®", then the signatures output by B when simulating the honest evaluation queries are
distributed according to Hyb,, and B perfectly simulates an execution of Hyb, for Z and A. Thus, if
Z is able to distinguish experiments Hyb; and Hyb,, algorithm B breaks context-hiding of IIys with

the same advantage. O
Claim 3.55. The outputs of hybrids Hyby and Hybs are identically distributed.

Proof. We now show that the view of the environment Z when interacting with an adversary A in

Hyb, is distributed identically with its view when interacting with the simulator S in Hyb,.

o Key-generation: When the environment Z activates the signer on a key-generation query,
algorithm S simply forwards the query to its simulated protocol execution with adversary A
(as if it came from A’s environment). Thus, the output of S in Hybg is distributed identically
to the output of A in Hyb,.

e Signature-generation: By construction, S perfectly simulates the behavior of the ideal OT
functionality fé’Ts, so it perfectly simulates the view of A in its simulated protocol execution
(since A only interacts with féf). Thus, S perfectly simulates any interaction between the

adversary and the environment that can occur during this phase.

It suffices to argue that the output of the honest receiver in Hyb, and Hybs is identically
distributed on a query (sid,sign,vk,x), where vk can be parsed as vk = (pp,vk’). Let

{(0,»73»,0,01'7]-,1)}1,6#] jeg be the signatures the signer submits to the ideal OT functionality

(‘;’Ts, and let {Uf 5} i€l be the message-independent signature components the signer sends
) ielt] e
to the receiver. First, if any of the verification conditions in Hyb, (defined in the description of
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Hyb,) are satisfied, then the output of the honest receiver in Hyb, is (sid, signature, (fi4,x), L).
By construction, the simulator S implements an identical set of checks. If any of the conditions
are satisfied, then the simulator defines the ldealSign function to output L on all inputs. This
means that in Hybs, the honest receiver also outputs L as its signature in response to the
signing request. We conclude that the behavior in Hyb, and Hyb, is identical whenever any of

the conditions in Hyb, is triggered.

Now, consider the case where none of the conditions in Hyb, are satisfied. This means that for
all j € [€], there is at least one i; € [t] where both oy, ;o and oy, ;1 are valid (according to the

criterion in Eq. (3.1)). We consider the receiver’s output in Hyb, and Hyb,.

— In Hyb,, the honest receiver chooses w; < {0,1}* for all i € [t] such that x = Dicyy wi-
This is equivalent to first sampling w; ; <~ {0,1} for all j € [¢] and i # i; and setting
w; ; € {0,1} such that x = P,

“bad” if either o; ;o or o; ;1 is invalid. For all bad indices 1, j, define b; ; € {0,1} so that

;wi. Next, we say that an index i € [t] and j € [(] is

0i,4,b;.; 18 valid. We consider two possibilities.

* The receiver in Hyb, outputs L as its signature if there is a bad index i € [t], j € [{]
where w; j # b; ;. Suppose there are n such bad indices. Since both o, ;0 and o;; ;1
are valid for all j € [¢], and all of the w; ;’s are sampled uniformly at random for
i # ij, it follows that with probability 1 — 27" (over the randomness used to sample
the w; ;’s), there is at least one ¢ # i; and j € [¢] where w; ; # b; ;.

* With probability 277, for all bad indices ¢ € [t], j € [¢], we have that w, ; = b; ;.
In this case, the honest receiver in Hyb, obtains valid signatures o; j ., ; from .7-'£’TS
and constructs o according to the specification of Hyb,. Here, w; ; = b; ; for all bad
indices, and for all remaining indices ¢ # i; and j € [¢], the choice bit w; ; is uniformly

random.

— In Hyb,, the ideal signing algorithm IdealSign is used to generate the honest receiver’s
signature, and the simulator S decides whether the honest receiver outputs L or the output
of IdealSign. By construction, if n is the number of bad indices, then S causes the honest
receiver to output L with probability 1 — 27", which is precisely the probability that the
honest receiver outputs L in Hyb,. With probability 27", the honest receiver outputs
the signature computed by IdealSign. We argue that in this case, the signature output by
IdealSign is distributed identically to the signature that would have been constructed by
the honest receiver in Hyb,. By construction, IdealSign sets o; = (Ui’lywi,l, e, O'i’g’wiye)
for all i € [t] where w; ; = b; ; for all bad indices i € [t] and j € [¢]. For the remaining
indices, w; ; is uniformly random subject to the restriction that @ w; = x where w; =
(win,...,Wie). Observe that this is the same distribution from which the w; ; are

sampled in Hyb,. Finally, ldealSign constructs the final signature ¢’ by computing o «
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SigEval( frecons PPy (W1, ..., W), (01,...,0¢)). This is precisely the behavior of the honest
receiver in Hyb,. In addition, by correctness of Ilys, it will never be the case that
(vk, (fia,x),0,0) € L. Specifically, o is a valid signature on x under vk, so the simulator
S would never register it as an invalid signature in Fyys. (Because the signer is corrupt,

the unforgeability criterion in signature verification is ignored).

We conclude that the output of the honest receiver in response to a signing query is identically
distributed in Hyb, and Hyb;.

e Signature-verification: If the environment Z activates the corrupt signer S on a verification
query (sid, verify, vk’, (f,x), o), the simulator S activates the real signer S (under the control
of A) in its simulated version of Ilzys. Since the simulator S forwards S’s output to Z, the

responses to these queries in Hyb, and Hyb, are identically distributed.

Next, suppose the environment Z activates the honest receiver R on a signature verification
query (sid, verify,vk’, (f,x), ). In Hybs, the ideal functionality Fuus handles the signature-
verification queries. We consider the different possibilities below. Note that because the signer

is assumed to be corrupt, the unforgeability condition is ignored.

— If f ¢ H, then Fyyg sets the verification bit ¢ = 0. This is the behavior in Hyb,.

— Otherwise, if vk = vk" and (vk, (f,x),0,1) € £, then Fyys sets t = 1. We consider several
scenarios depending on how the entry (vk, (f,x),o,1) was added to L. If o was generated
as a result of a signing or a evaluation request involving the honest receiver, then by
(evaluation and hiding) correctness of Ilys, o is a valid signature on x, and the honest
receiver in Hyb, would also accept the signature. If the entry was added as a result of a
previous verification request (which successfully verified), then because the honest party’s
verification algorithm in Ilys is deterministic and since the signature previously verified,

then the honest receiver would also output 1 in Hyb,.

— Otherwise, if there is already an entry (vk’, (f,x),o,t') € L for some t', Fuys sets t = t'.
In the real protocol in Hyb,, the honest verifier’s algorithm is deterministic. Hence, if a
signature previously verified (resp., failed to verify), it will continue to verify (resp., fail to

verify).

— Finally, if none of the above criterion apply, then the ideal functionality allows the simulator
S to decide the verification response in Hyb;. By construction, for the honest receiver,

the simulator implements the same logic as in the real protocol in Hyb,.

We conclude that the output of the honest receiver in response to verification queries is
identically distributed in Hyb, and Hyb,.
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e Signature-evaluation: By definition, for any signature evaluation query made by Z to S in
Hybs, the simulator S invokes S (under the control of A) in its simulated copy of Ilgys and

forwards S’s output to Z. Therefore, Z’s views in Hyb, and Hyb; are identical.

Next, suppose that the environment Z activates the honest receiver R on an evaluation query
in Hyb,. In this case, the ideal functionality first verifies the signature (as argued above, the
outcome of the signature verification procedure is identically distributed in Hyb, and Hybs), and
then invokes the ldealEval algorithm provided by S to construct the signature. By construction,
IdealEval is precisely the algorithm used in Hyb, to generate the signatures (specifically, both
IdealEval and the procedure in Hyb, simulate the signatures using the context-hiding simulator
for TIys). We conclude that the output of the honest receiver in response to an evaluation

query is identically distributed in Hyb, and Hyb;.

We conclude that on all queries, the view of the environment Z in Hyb, and Hyb; is identically
distributed. O

Lemma 3.52 now follows by combining Claims 3.53, 3.54, and 3.55. O
Lemma 3.56. If both the signer and the receiver are corrupt, then IDEALf,, s z = REAL[,, A 2.

Proof. When both parties are corrupt, the simulator S only needs to simulate the behavior of the ideal
OT functionality ]-'(l;’TS when simulating the protocol execution for adversary A. Since S forwards all
of the queries from Z to A (as if it came from A’s environment in the simulated protocol execution),
and moreover, S perfectly simulates the behavior of the ]-‘fjf functionality, the output of S in the

ideal execution is distributed identically to the output of A in the real execution. O

Theorem 3.36 now follows by combining Lemmas 3.46, 3.49, 3.52, and 3.56. O

3.6.3 Proof of Theorem 3.40

Let A be a static adversary that interacts with the environment Z, a prover P, and a verifier V
running the real protocol IIzk (Figure 3.8). We construct an ideal world adversary (simulator) S that
interacts with the environment Z, a dummy prover P, a dummy verifier V, and ideal functionality
Fzk such that no environment Z can distinguish an interaction with A in the real execution from
one with S in the ideal execution.

We begin by describing the simulator S. At the beginning of the protocol execution, the simulator
S begins by invoking the adversary A. Algorithm A begins by declaring which parties it would like
to corrupt, and S corrupts the corresponding set of dummy parties. The simulation then proceeds as

follows.
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Simulating the communication with the environment. Whenever the simulator S receives
an input from the environment Z, it forwards the input to A (as if it came from the environment in
the simulated protocol execution). Whenever .4 writes a message on its output tape (in the simulated
protocol execution), the simulator S writes the same output on its own output tape (to be read by

the environment).

Simulating the ideal BHS functionality. At the beginning of the protocol execution, the
simulator S initializes an empty list £ to keep track of the signatures in the simulated instance
of Fgus. The simulator S simulates the ideal BHS functionality exactly as described in Figure 3.6.
Whenever the specification of Fy needs to interact with the ideal adversary, the simulator S forwards
the request to A (as if it came from Fgys in the simulated protocol execution), and uses the response

from A to continue the simulation.

Simulating the preprocessing phase. In the preprocessing phase, the verifier and the prover
never exchange any messages with each other. They only interact with the Fgys functionality. As
stated above, the simulator simulates the behavior of Fyys exactly as described in Figure 3.6. If a
party is corrupt, then the simulator uses A to determine the messages it sends to Fyys. If a party is
honest, then & simulates the behavior of the honest party exactly as in the real protocol. Let vk be

the verification key the verifier sends to the prover in the simulated execution.

Simulating the proofs. After simulating the preprocessing phase, the simulator S proceeds as

follows, depending on which parties are corrupt:

e The prover is honest: If the prover is honest, then the prover (in both the real and ideal
executions) does nothing until it is activated by the environment. In the ideal execution,
whenever the environment activates the prover on an input (sid, ssid, prove, R, x, w) where
R(x,w) = 1, then S receives a tuple (sid, ssid, proof, R,x) from Fzx. When this occurs, S
simulates the request as follows. First, let sk be the secret key the simulator S chose for the prover
when simulating the preprocessing phase (since the prover is honest, S chooses the secret key).
Then, S constructs a ciphertext ct < Encrypt(sk, 07), where 7 denotes the length of the witness
for relation R. Next, S constructs a signature ¢* < IdealEval(CheckWitnessg ¢t x, 1), where
IdealEval is the ideal signature evaluation functionality that A chooses for Fyyg. The simulator S
constructs the simulated proof 7 = (ct, 5*), adds the signature (vk, (CheckWitnessg ct x, 1), 5%, 1)
to L (if an entry does not already exist), and sends (sid, ssid, proof,x, 7) to the verifier in the

simulated protocol execution.

e The prover is corrupt: First, if the verifier is also corrupt, then the simulator S only needs

to simulate the BHS functionality Fgsys. Specifically, whenever the environment activates the
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prover on an input in the ideal execution, the simulator simply forwards the input to the

(corrupt) prover in the simulated execution.

On the other hand, if the verifier is honest, then S proceeds as follows:

— At the beginning of the simulation, § initializes sk to L. At any point in the simulated
protocol execution, if the prover (as dictated by .A) makes a successful signing request to
the Fgus functionality, the simulator S updates sk to be the message the prover submitted
to the signing functionality. By definition of the Fgys functionality, the prover can make

at most one successful signing request to the Fpys.

— Whenever the environment activates the prover in the ideal execution on an input
(sid, ssid, prove, R, x, w), the simulator S activates the prover in the simulated protocol

execution on the same input.

— Whenever the prover in the simulated execution sends a message (sid, ssid, proof, R, x, )
to the verifier, the simulator parses m = (ct,0*). If © does not have this form or if
sk = L, then § ignores the message. Otherwise, the simulator S submits the request
(sid, verify, vk, (CheckWitnessg ct x, 1), 0™) to its (simulated) ideal functionality Fuus. If
the signature does not verify, then S ignores the request. Otherwise, it computes w <
Decrypt(s~k7 ct) and outputs (sid, ssid, proof, R, x) for the honest verifier in the simulated
execution. In addition, S submits (sid, ssid, prove, R, x, w) to IIzk (on behalf of the prover
P).

To conclude the proof, we show that the environment cannot distinguish the output of the real
execution with adversary A from an ideal execution with the simulator S. We consider the two cases

separately.

Lemma 3.57. If the prover is honest, and Ign is a CPA-secure encryption scheme, then in the

Fuus-hybrid model, REAL,, 4,z & IDEALF, s 2.
Proof. Our proof proceeds via a hybrid argument:
e Hyby: This is the real distribution REAL,,, 4,z-

e Hyb,: Same as Hyb,, except when constructing proofs, the honest prover does not sub-
mit (sid, eval, vk, CheckWitnessgz ct x, ( fid, k), 0sk) to Fgus to obtain the signature o*. Instead,
the signature is constructed as o* < IdealEval(CheckWitnessg ¢ x, 1). Afterwards, the entry

(vk, (CheckWitnessg ¢t x,1),0%,1) is added to Fuys (if an entry does not already exist.)

e Hyb,: Same as Hyb,, except during the preprocessing phase, the honest prover sends (sid, sign, vk, sk’)
to Fuus where sk’ <— KeyGen(1*) is generated independently of sk. The ciphertexts in the

encryption step are still generated using sk.
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e Hyb,: Same as Hyb,, except the honest prover encrypts the all-zeroes string 07 (where 7 is the

bit-length of the witness) when constructing the proofs.

e Hyb,: Same as Hybs, except the honest prover requests the signature on sk in the preprocessing

step (instead of the dummy key sk’).
e Hyby: This is the ideal distribution IDEALF,, s z.

We now show that assuming Ile,. is CPA-secure, the outputs of each pair of consecutive hybrid

experiments are computationally indistinguishable.

e Hybrids Hyb, and Hyb; are identical experiments according to the specification of Fyys. Specif-
ically, since the prover is honest, the ideal functionality Fgus answers the signature-evaluation
queries using the ideal evaluation function ldealEval, which is precisely the procedure described

in Hyb;.

e Hybrids Hyb; and Hyb, are computationally indistinguishable if the encryption scheme (KeyGen,
Encrypt, Decrypt) is CPA-secure. First, the only difference in Hyb; and Hyb, is that in Hyb,,
the entry (sid, vk, (fi4,sk), os) in Fuys is replaced with the entry (sid, vk, (fig,sk’), osk). We

consider two cases, depending on whether the verifier is honest or corrupt.

The verifier is honest: If the verifier is honest, then these two experiments are identically
distributed. Specifically, the only queries the honest verifier makes to Fpyg are on (computed)

signatures o* that are registered with Fyys.

The verifier is corrupt: In this case, the adversary A can make arbitrary queries (on behalf of
the verifier) to the Fyys functionality. In addition, since the verifier is the signer (with respect
to the Fays functionality), during signature verification, only the correctness and consistency
conditions are checked (and in particular, not the unforgeability condition). This means that the
view of adversary A is identically distributed in Hyb; and Hyb, unless .4 makes an evaluation
or a verification query to Fyys on a message of the form (fig,sk) or (fig,sk’). We first show that
in Hyb,, the probability that .4 makes a verification query to Fsus on a message of the form
(fi,sk’) is negligible. By construction, in Hyb,, the adversary’s view is completely independent
of sk’, so we can effectively defer the sampling of sk’ until after the adversary has made all
of its verification queries. Since the adversary makes poly()\) verification queries, and sk’ is
drawn from a distribution with min-entropy at least w(log \),'3 the probability (taken over
the randomness of the key-generation algorithm) that sk’ coincides with a message in the

adversary’s query is negligible.

13This is implied by CPA-security of the encryption scheme. Otherwise, the adversary has a noticeable probability of
guessing the key for the encryption scheme, which trivially breaks CPA-security.
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We now show that if there exists an adversary A and an environment Z such that the outputs of
Hyb, and Hyb, are not computationally indistinguishable, then we can construct an adversary
B that breaks CPA-security of I1,.. Based on the above analysis, to achieve non-negligible
distinguishing advantage, algorithm .4 has to issue a verification query on the message ( fi4, k)
to the ideal functionality Fuys with non-negligible probability. Algorithm B simulates an

instance of the protocol execution environment according to Hyb, as follows:

— Then, B starts the protocol execution experiment by activating the environment Z.

Algorithm B now simulates the protocol execution experiment as described in Hyb,.

— To simulate the honest prover during the preprocessing phase, B leaves the secret key sk
unspecified (since it is not needed in the simulation). It samples sk’ < KeyGen(1*) for the

honest prover and simulates the rest of the preprocessing as described in Hyb,.

— Whenever the environment activates the prover to construct a proof on a statement-witness
pair (x,w) for a relation R, algorithm B simulates the honest prover in Hyb, by first
checking that R(x,w) = 1. If so, then B submits an encryption query on the pair (w, w)
to the encryption oracle to obtain a ciphertext ct. Algorithm B simulates the rest of the

protocol exactly as described in Hyb,.

— Algorithm B simulates the Fgys functionality according to the specification of Hyb, and
Hyb, (the behavior of Fyys is identical in the two hybrids, and does not depend on sk).

— At the end of the protocol execution experiment, algorithm B chooses a random bit-
string & & {0,1}*. Tt makes ¢ chosen-message queries to the encryption oracle on pairs
(£1,0),...,(&x, 1) to obtain ciphertexts cty, ..., cty. Then, for each verification query made
by adversary A to Fgus on a message of the form (fiq, ST() for some sAk, algorithm B checks
to see if for all i € [X], Decrypt(sk, ct;) = &. If this holds for all i € [A], then B outputs 1.
Otherwise, it outputs 0.

By definition, we see that B perfectly simulates the protocol execution according to the
specification in Hyb,. By assumption, with non-negligible probability ¢, algorithm A will issue
a query to Fgug on the message (fig, sk). This means that with probability ¢, there is some sk

where sk = sk.

— Suppose B is interacting with the encryption oracle Oy in the CPA-security game. In
this case, if there is a message of the form (fiq, sAk) where sk = sk, then B outputs 1 by

correctness of the encryption scheme. In this case, B outputs 1 with probability at least e.

— Suppose instead that B is interacting with the encryption oracle @;. In this case, the
ciphertexts cty, ..., cty and keys sk are all independent of §;. Thus, union bounding over
all of the messages of the form ( fi4, sAk) appearing in the verification queries to Fgyg, the
probability that B outputs 1 (taken over the choice of &;’s) is at most poly(A)/2* = negl(\).
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We conclude that B is able to break CPA-security with non-negligible probability & — negl()).
Thus, if the encryption scheme is CPA-secure, the outputs of hybrids Hyb; and Hyb, are

computationally indistinguishable.

e Hybrids Hyb, and Hyb, are computationally indistinguishable if Iy is CPA-secure. Observe
that none of the logic in Hyb, and Hyb; depend on the secret key sk, and all of the messages
can be simulated given access to an encryption oracle Encrypt(sk,-). By CPA-security of
Iene, we conclude that the outputs of these two hybrid experiments are computationally

indistinguishable.

e Hybrids Hybs; and Hyb, are computationally indistinguishable if Ilen. is CPA-secure. The
argument follows by the same logic as that used to argue computational indistinguishability of
Hyb, and Hyb,.

e Hybrids Hyb, and Hyby are identically distributed. By construction, the honest prover’s
behavior in Hyb, precisely coincides with the behavior of the simulated prover in Hybs. Thus,
the outputs of A in Hyb, are distributed exactly as the outputs of S in Hyb;. Moreover, if the
verifier is honest, then the outputs of the honest verifier in Hyb, are distributed identically to
the outputs in Hybs; this follows by appealing to the correctness property of the ideal Fyys
functionality. We conclude that the output distribution of Hyb, is identical to that of the ideal

execution.
Since each pair of hybrid arguments is computationally indistinguishable, the lemma follows. O

Lemma 3.58. If the prover is corrupt, then in the Fyus-hybrid model, we have that REAL, A,z =
IDEALF,.8,2-

Proof. In the case where the prover is corrupt, we show that the output of the real and ideal protocol

executions are identically distributed. We consider two cases.

The verifier is corrupt: If the verifier is also corrupt, then the simulator S is only responsible for
simulating the Fgyg functionality. Since S simulates the ideal BHS functionality exactly as described
in Figure 3.6, the output of S is identically distributed as the output of A in the real execution, and

the claim follows.

The verifier is honest: If the verifier is honest, we show that S perfectly simulates the behavior of
the honest verifier in the simulated protocol execution. By construction, S perfectly simulates the
behavior of the honest verifier in the preprocessing phase. Next, in the real execution, the honest
verifier only responds when it receives a tuple of the form (sid, ssid, proof, R, x,7) from the prover.

We show that the simulation is correct:

e Suppose in the real scheme, the verifier has not set the ready flag. This corresponds to the

setting where the prover has never made a signing request to Fgys. In this case, the verifier
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ignores the request. In the simulated protocol execution, if the prover never makes a signing

request to Fgyg, then sk = L, and the verifier also ignores the request.

e Suppose in the real scheme, the proof m does not have the form (ct, o). In this case, the verifier
also ignores the request. This is precisely how S simulates the honest verifier’s behavior in the

simulated protocol execution.

e Otherwise, in the real scheme, the honest verifier parses the proof as m = (ct, o), and submits

(sid, verify, vk, (CheckWitnessg ¢t x, 1), o) to Faus. We consider several cases:

Case 1: Suppose that (vk, (CheckWitnessg ctx,1),0,1) € £, where £ is the list of signatures
maintained by Fgsus. In this case, Fuygs declares the signature valid, and the honest verifier
in the real scheme accepts the proof by outputting (sid, ssid, proof, R, x). According to the
specification of Fyys, there are two possible ways for (vk, (CheckWitnessg ¢ x,1),0,1) to be
added to L:

— The prover made a successful evaluation query with function CheckWitnessg ¢ x on some in-
put sk where CheckWitnessg  x(sk) = 1, and moreover, there is an entry (vk, ( fig,sk),o’,1) €

L for some o’.

— The prover previously made a verification query on (vk, (CheckWitnessg ¢ x,1),0,1) and
the adversary decided the verification result. According to the Fyus specification, the
adversary chooses the verification output only if there exists (vk, (fid,sk),o’,1) € L for

some o’ where CheckWitnessg  x(sk) = 1.

We conclude that in this case, there exist sk and o’ where (vk,(fi,sk),0’,1) € £ and
CheckWitnessg t x(sk) = 1. Since the verifier is honest, by the specification of Fyys, this
is possible only if the prover has previously made a successful signing request on sk. This means
that in the simulated protocol execution, the prover must have submitted a signing request
to Fuus on message sk. By construction of the simulator, sk = sk. Now, in the simulation,
S computes Decrypt(s~l<,ct) to obtain w. Since CheckWitnessg ¢ x(sk) = 1, this means that
R(x,w) = 1. In the ideal execution, the simulator sends (sid, ssid, proof, R, x, w) to IIzk, which
by definition forwards the output (sid, ssid, proof, R,x) to the dummy verifier. Thus, in this

case, the honest verifier’s behavior in both the real and ideal executions is identical.

Case 2: Suppose that (vk, (CheckWitnessg ¢ x,1),0,1) ¢ L. We consider two possibilities.

— If there does not exist an entry (vk, (fid,sk),o’,1) where CheckWitnessg ¢ x(sk) = 1 in the
list £ for some sk and ¢’, then by the unforgeability condition, the ideal functionality
Fuus declares the signature invalid, and the honest verifier in the real scheme ignores the
message. Since S simulates the ideal functionality Fgus perfectly, the simulator S also

ignores the message in the simulated execution.



CHAPTER 3. NON-INTERACTIVE ZERO-KNOWLEDGE ARGUMENTS 85

— On the other hand, if £ does contain an entry (vk, (fid,sk),o’,1) for some sk and o’
where CheckWitnessg  x(sk) = 1, then Fgyg allows the adversary to decide whether the
signature is valid or not. If the adversary declares the signature invalid, then in both
the real and the simulated executions, the verifier ignores the message. If the adversary
declares the signature valid, then in the real execution, the verifier accepts the proof
and outputs (sid, ssid, proof, R, x). In the simulated execution, because there does exist
(vk, (fia,sk),0’,1) € L where CheckWitnessg ¢t x(sk) = 1, we can apply the same analysis
from Case 1 to argue that in the ideal execution, the simulated verifier also accepts
the proof and outputs (sid, ssid, proof, R,x). Moreover, in this case, S also forwards
(sid, ssid, proof, R, x, w) where w <+ Decrypt(s~k, ct) and R(x,w) = 1 to lzk. This means

that the honest verifier in the ideal execution also outputs (sid, ssid, proof, R, x).

From the above analysis, we see that in all cases, the behavior of the honest verifier in both the real
execution and the ideal execution is identical. Moreover, algorithm S perfectly simulates the view of

A in the simulated protocol execution. The lemma follows. O

Combining Lemmas 3.57 and 3.58, we conclude that the IIzk protocol securely realizes Fzk in the

presence of malicious adversaries in the Fyus-hybrid model. O

3.7 Chapter Summary

In this chapter, we constructed the first multi-theorem preprocessing NIZK arguments from standard
lattice assumptions by way of context-hiding homomorphic signatures. We then introduced a new
cryptographic primitive (blind homomorphic signatures) which provided an efficient way to implement

the preprocessing step of our new NIZK candidate. We conclude with two directions for future work.

Towards NIZKs in the CRS model. Our techniques do not directly generalize to the CRS model.
While it is possible to obtain a publicly-verifiable preprocessing NIZK (i.e., make the verification key
ky public), our construction critically relies on the prover state being hidden. This is because the
prover state contains the secret key the prover uses to encrypt its witness in the proofs, so publishing
this compromises zero-knowledge. Nonetheless, we believe that having a better understanding of
NIZKs in the preprocessing model provides a useful stepping stone towards the goal of building

NIZKs from lattices in the CRS model, and we leave this as an exciting open problem.

Preprocessing NIZKs from other assumptions? Our work gives the first construction of a
multi-theorem preprocessing NIZK from standard lattice assumptions. It is an interesting challenge
to obtain multi-theorem preprocessing NIZKs from other assumptions that are currently not known to
imply NIZKs in the CRS model. For instance, a natural target would be to construct multi-theorem

NIZKs in the preprocessing model from the decisional Diffie-Hellman (DDH) assumption.



Chapter 4

Succinct Non-Interactive
Arguments (SNARGS)

In this chapter, we turn our attention to constructing succinct non-interactive argument systems
(SNARGS) from lattice-based assumptions. Recall from Chapter 1 that an argument system for NP
is succinct if its communication complexity is polylogarithmic in the running time of the NP verifier.
We begin by providing some background on the existing approaches for constructing SNARGs. Then

in Section 4.1, we provide a technical overview of our construction.

Designated-verifier arguments. In a designated-verifier argument system, there is a setup
algorithm that generates a public proving key and a secret verification state. Only the verifier who
knows the verification state is able to verify proofs, and soundness holds provided that the prover
does not know the secret verification state. In many applications like bootstrapping obfuscation’
and verifiable computation [WB15], designated-verifier SNARGs suffice. A key question that arises
in the design and analysis of designated verifier arguments is whether the same common reference
string can be reused for multiple proofs—that is, whether the proof system provides multi-theorem
soundness. As discussed in Chapter 3, in many designated-verifier argument (and proof) systems, if
the prover can choose its queries in a way that induces noticeable correlations between the outputs of
the verification oracle and the secret verification state, then the adversary can potentially compromise
the soundness of the scheme. Thus, special care is needed to construct designated-verifier argument

systems in the multi-theorem setting.

IThe application of designated-verifier SNARGs to bootstrapping obfuscation is described in the full version of this
chapter [BISW17]. Because this thesis is primarily focused on constructing non-interactive argument systems, we
omit the details here.

86
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SNARGSs from linear-only encryption. Bitansky et al. [BCI*13] introduced a generic compiler
for building designated-verifier SNARGs in the “preprocessing model” based on a notion called
“linear-only” encryption.? In the preprocessing model, the setup algorithm that constructs the CRS
can run in time that depends polynomially on a time bound 7" of the computations that will be verified
(this is in contrast to the notion of a “fully succinct” SNARG, which stipulates that the running time
of the setup algorithm is polylog(7T)). In the designated-verifier setting, the preprocessing algorithm
outputs a prover key (i.e., the public CRS), and a secret verification key.®> The resulting scheme can
then be used to verify computations that run in time at most 7. The compiler of [BCI*13] can be
decomposed into an information-theoretic transformation and a cryptographic transformation, which

we outline here:

e First, they restrict the interactive proof model to only consider “affine-bounded” provers. An
affine-bounded prover is only able to compute affine functions (over a ring) of the verifier’s

queries.?

Bitansky et al. give several constructions of succinct two-message interactive
proofs in this restricted model by applying a generic transformation to existing “linear PCP”

constructions.

e Next, they introduce a new cryptographic primitive called linear-only encryption, which is
a (public-key) encryption scheme that only supports linear homomorphisms on ciphertexts.
Bitansky et al. show that combining a linear-only encryption scheme with the affine-restricted
interactive proofs from the previous step suffices to construct a designated-verifier SNARG in
the preprocessing model. The construction is quite natural: the CRS for the SNARG system
is a linear-only encryption of what would be the verifier’s first message. The prover then
homomorphically computes its response to the verifier’s encrypted queries. The linear-only
property of the encryption scheme constrains the prover to only using affine strategies. This
ensures soundness for the SNARG. To check a proof, the verifier decrypts the prover’s responses
and applies the decision algorithm for the underlying two-message proof system. Bitansky et al.
give several candidate instantiations for their linear-only encryption scheme based on Paillier

encryption [Pai99] as well as bilinear maps [Jou00, BF01].

Linear PCPs. Like [BCI*13], our SNARG constructions rely on linear PCPs.> A linear PCP

of length m over a finite field [F is an oracle computing a linear function 7 : F™* — F. On any

2Gennaro et al. [GGPR13] also described a similar technique based on additively homomorphic encodings and quadratic
span programs to construct publicly-verifiable and designated-verifier SNARGs.

3When describing SNARGs, the term “preprocessing SNARGSs” refers to designated-verifier SNARGs with non-succinct
precomputation. This use of the term “preprocessing” differs somewhat from the notion of preprocessing NIZKs from
Chapter 3 in that a preprocessing NIZK also includes argument systems where the proving key is kept secret.

4Bitansky et al. [BCIT13] refer to this as “linear-only,” even though the prover is allowed to compute affine functions.
To be consistent with their naming conventions, we will primarily write “linear-only” to refer to “affine-only.”

5Linear PCPs were first used by Ishai et al. [IKOO07] to construct efficient interactive argument systems from any
homomorphic encryption scheme. Subsequently, Bitansky et al. [BCI*13] gave a construction of succinct non-
interactive arguments from linear PCPs together with a linear-only encryption scheme.



CHAPTER 4. SUCCINCT NON-INTERACTIVE ARGUMENTS (SNARGS) 88

query q € F™, the linear PCP oracle responds with q” 7. More generally, if k queries are made to
the linear PCP oracle, the k queries can be packed into the columns of a query matrix Q € F™**,
The response of the linear PCP oracle can then be written as Q7. We provide more details in
Section 4.3. In this work, we instantiate our linear PCPs using the quadratic span programs of
Gennaro et al. [GGPR13].

Complexity measures for SNARGs. For a security parameter \, we measure the asymptotic
cost of achieving soundness error 27 against provers (modeled as a Boolean circuit) of size 2*. In

this work, we are primarily interested in minimizing the prover complexity and the proof size.

4.1 Summary of Results and Technical Overview

In this section, we summarize our main results on constructing preprocessing SNARGs based on a
new notion called linear-only vector encryption. Our results builds upon and extends the framework
introduced by Bitansky et al. [BCIT13].

New compiler for preprocessing SNARGs. The preprocessing SNARGs we construct in this

work enjoy several advantages over those of [BCIT13]. We enumerate some of them below:

e Direct construction of SNARGs from linear PCPs. Our compiler gives a direct com-
pilation from linear PCPs over a finite field F into a preprocessing SNARG. In contrast, the
compiler in [BCIT13] first constructs a two-message linear interactive proof from a linear PCP
by introducing an additional linear consistency check. The additional consistency check not only
increases the communication complexity of their construction, but also introduces a soundness
error O(1/ |F|). As a result, their construction only provides soundness when working over a
large field (that is, when |F| is superpolynomial in the security parameter). By using a direct
compilation of linear PCPs into SNARGs, we avoid both of these problems. Our construction
does not require any additional consistency checks and moreover, it preserves the soundness of
the underlying linear PCP. Thus, as long as the underlying linear PCP is statistically sound,

applying our compiler yields a computationally sound argument (even if |F| is small).

e Constructing linear PCPs with strong soundness. As noted before, constructing multi-
theorem designated-verifier SNARGs can be quite challenging. In [BCIT13], this is handled at
the information-theoretic level (by constructing interactive proof systems satisfying a notion of
“strong” or “reusable” soundness) and at the cryptographic level (by introducing strengthened
definitions of linear-only encryption). A key limitation in their approach is that the information-
theoretic construction of two-round interactive proof systems again requires linear PCPs over
superpolynomial-sized fields. As we discuss in Remark 4.26, using large fields incurs additional

overhead when using lattice-based encryption schemes to compiler linear PCPs to preprocessing
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SNARGs. In this work, we show how to apply soundness amplification to standard linear
PCPs with constant soundness error against linearly-bounded provers (and which do not
necessarily satisfy strong soundness) to obtain strong, statistically-sound linear PCPs against
affine-bounded provers over polynomial-size fields. Coupled with our direct compilation of

linear PCPs to preprocessing SNARGs, we obtain multi-theorem designated-verifier SNARGs.

We describe our construction of strong statistically sound linear PCPs against affine provers from
linear PCPs with constant soundness error against linear provers in Section 4.3. Applying our
transformation to linear PCPs based on the Walsh-Hadamard code [ALM™92] as well as those based
on quadratic-span programs (QSPs) [GGPR13], we obtain two linear PCPs with strong statistical

soundness against affine provers over polynomial-size fields.

From linear PCPs to preprocessing SNARGs. The primary tool we use construction of
preprocessing SNARGs from linear PCPs is a new cryptographic primitive we call linear-only vector
encryption. A vector encryption scheme is an encryption scheme where the plaintexts are vectors
of ring (or field) elements. Next, we extend the notion of linear-only encryption [BCI*13] to the
context of vector encryption. We say that a vector encryption scheme is linear-only if the only
homomorphisms it supports is addition (and scalar multiplication) of vectors.

Our new notion of linear-only vector encryption gives an immediate method of compiling an
k-query linear PCP (over a finite field F) into a designated-verifier SNARG. The construction works
as follows. In a k-query linear PCP over F, the verifier’s query can be written as a matrix Q € F™**
where m is the query length of the linear PCP. The linear PCP oracle’s response is Q77 where
7 € F™ is the proof. To compile this linear PCP into a preprocessing SNARG, we use a linear-only
vector encryption scheme with plaintext space F¥. The setup algorithm takes the verifier’s query
matrix Q (which is independent of the statement being proved) and encrypts each row of Q using the
vector encryption scheme. The key observation is that the product Q7 is a linear combination of
the rows of Q. Thus, the prover can homomorphically compute an encryption of Q7 7. To check the
proof, the verifier decrypts to obtain the prover’s responses and then invokes the decision algorithm
for the underlying linear PCP. Soundness is ensured by the linear-only property of the underlying
vector encryption scheme. The advantage of linear-only vector encryption (as opposed to standard
linear-only encryption) is that the prover is constrained to evaluating a single linear function on all
of the query vectors simultaneously. This insight enables us to remove the extra consistency check
introduced in [BCI™13], and thus, avoids the soundness penalty O(1/ |F|) incurred by the consistency
check.b Consequently, we can instantiate our transformation with statistically-sound linear PCPs

over any finite field F. We describe our construction in Section 4.4.

SThis is the main difference between our approach and that taken in [BCIT13]. By making the stronger assumption of
linear-only wvector encryption, we avoid the need for an extra consistency check, thus allowing for a direct compilation
from linear PCPs to SNARGSs. In contrast, [BCIT13] relies on the weaker assumption of linear-only encryption, but
requires an extra step of first constructing a two-message linear interactive proof (incorporating the consistency check)
from the linear PCP.
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New lattice-based SNARG candidates. We then conjecture that the Regev-based [Reg05]
encryption scheme of Peikert, Vaikuntanathan, and Waters [PVWO08] is a secret-key linear-only
vector encryption scheme over Z’; where p is a prime whose bit-length is polynomial in the security
parameter A. Then, applying our generic compiler from linear PCPs to SNARGs (Construction 4.14)
to our new linear PCP constructions over polynomial-size fields Z,, we obtain a lattice-based
construction of a designated-verifier SNARG (for Boolean circuit satisfiability) in the preprocessing
model.” Specifically, starting with a QSP-based linear PCP [GGPR13], we obtain the first lattice-
based SNARG that is quasi-optimally succinct (i.e., proof size 5()\) to achieve soundness error 2~
against 2*-size provers). Direct instantiation of the Bitansky et al. construction with a Regev-based
candidate for linear-only encryption yields a SNARG with proof size 5()\2) in order to achieve
soundness 27 against provers of size 2* (Remark 4.26). Thus, for Boolean circuit satisfiability,
using lattice-based linear-only wvector encryption provides concrete advantages over vanilla linear-only

encryption.

4.2 Succinct Non-Interactive Arguments

We now review the definition of succinct non-interactive argument (SNARG) systems. We specialize

our definitions to the problem of Boolean circuit satisfiability.

Definition 4.1 (Succinct Non-Interactive Arguments). Let C = {C),}, .y be a family of Boolean cir-

neN
cuits. A succinct non-interactive argument (SNARG) for the relation R¢ (and associated language L¢)

is a tuple of algorithms IIsyarg = (Setup, Prove, Verify) defined as follows:

e Setup(1*,1™) — (0,7): On input the security parameter A and the circuit family parameter n,

the setup algorithm outputs a common reference string ¢ and a verification state 7.

e Prove(o,x,w) — m: On input the reference string o, a statement x, and a witness w, the prove

algorithm outputs a proof 7.

o Verify(r,x,m) — {0,1}: On input the verification state 7, a statement x, and a proof 7, the

verification algorithm outputs 1 if it “accepts” the proof, and 0 otherwise.
Moreover, IIsyarg satisfies the following properties:

e Completeness: For all n € N and (x,w) € R¢, ,

Pr[(o,7) + Setup(1*,1™); 7 < Prove(o,x, w) : Verify(,x,7) = 1] = 1.

e Soundness: Depending on the notion of soundness:

"While it would be preferable to obtain a construction based on the hardness of standard lattice assumptions like
learning with errors (LWE) [Reg05], the separation results of Gentry and Wichs [GW11] suggest that stronger,
non-falsifiable assumptions may be necessary to construct SNARGs for general NP languages.



CHAPTER 4. SUCCINCT NON-INTERACTIVE ARGUMENTS (SNARGS) 91

— Adaptive Soundness: For all n € N and every polynomial-size prover P*,
Pr[(0,7) < Setup(1*,1"); (x,7) + P*(0) : Verify(r,x,7) = 1 and x ¢ L¢, ] = negl(\).

— Non-adaptive Soundness: For all n € N and every polynomial-size prover P*, and all

statements x ¢ L, ,
Pr[(0,7) + Setup(1*,1"); 7 <= P*(0,x) : Verify(r,x,7) = 1] = negl()\).

e Succinctness: Depending on the notion of succinctness:

— Fully Succinct: There exists a universal polynomial p (independent of C) such that
Setup runs in time p(A +log |Cy,|), Verify runs in time p(A + |x| 4 log |C}]), and the length
of the proof output by Prove is bounded by p(A + log |Cy,|).

— Preprocessing: There exists a universal polynomial p (independent of C) such that Setup
runs in time p(A 4 |Cy|), Verify runs in time p(\ + |x| + log |C},|) and the length of the
proof output by Prove is bounded by p(A + log |Cy,]).

Before proceeding, we give some intuition on the different soundness and succinctness notions.
A SNARG is adaptive if the prover can choose the statement after seeing the reference string o;
otherwise, it is non-adaptive. Next, a SNARG is fully-succinct if the setup algorithm is efficient (runs
in time polylogarithmic in the size of the circuit); otherwise, the SNARG is a preprocessing SNARG.
For both fully-succinct as well as preprocessing SNARGs, the verifier’s runtime and the length of the

proof grow polylogarithmically in the size of the underlying circuit.

Public vs. designated verifiability. A SNARG is publicly verifiable if the verification state 7 is
allowed to be public. Alternatively, a designated-verifier SNARG is one where security only holds

if 7 remains secret. In this work, we focus on constructing designated-verifier SNARGs.

Multi-theorem SNARGs. A useful property for SNARGs to have is the ability to reuse the same
reference string o for multiple proofs. This is particularly important in the case of preprocessing
SNARGs where an expensive precomputation stage is needed to construct the reference string. This
multi-theorem setting can be modeled by imposing a stronger requirement where soundness should
hold even if the adversary has access to a proof verification oracle. While this stronger soundness
requirement follows immediately if the SNARG system is publicly verifiable, the same is not true in
the designated-verifier setting. In fact, by issuing carefully crafted queries to the proof verification
oracle, a dishonest prover can potentially learn information about the secret verification state, and

thus, compromise the soundness of the SNARG system.
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In this work, we construct a compiler that combines an information-theoretic primitive (linear
PCPs) with a cryptographic primitive (linear-only vector encryption) to obtain a designated-verifier
SNARG. Correspondingly, we address this core issue of reusability at both the information-theoretic
level (via a stronger soundness definition) as well as at the cryptographic level (via a stronger notion

of linear-only encryption). We give more details in Section 4.4.3.

Other properties. In addition to the basic properties outlined above, there are numerous additional
notions that pertain to SNARGs. In some applications, the soundness requirement is strengthened to
an extractability property—that is, whenever a prover is able to convince the verifier that a statement
x is in the language, there is also an (efficient) extraction algorithm that is able to extract a witness
w for x such that (x,w) € R. This yields succinct arguments of knowledge (SNARKs).

Another commonly considered notion in the context of succinct non-interactive arguments is
zero-knowledge. As shown by Bitansky et al. [BCCT12], preprocessing SNARKs can be combined
with (possibly non-succinct) non-interactive arguments of knowledge (NIZK arguments) to obtain
zero-knowledge SNARKSs (i.e., “2kSNARKS”) in the preprocessing model. We also refer to [Grol0,
Lip12, PHGR13, BCG*13, GGPR13, BCI*13, Lip13, BCTV14, DFGK14, Lip16] for constructions
and implementations of zero-knowledge SNARKs. In the context of constructing zero-knowledge
SNARGS from linear PCPs, we note that we can leverage the ideas from [BCI*13] to realize succinct
zero-knowledge arguments. Since this is not the primary focus of this work, we will not consider

zero-knowledge in the remainder of this work.

4.3 Linear PCPs

In this section, we review the definition of linear probabilistically checkable proofs (linear PCPs). In a
k-query linear PCP system for a binary relation R over a finite field IF, the proof consists of a vector
7 € F™ and the PCP oracle is restricted to computing a linear function on the verifier’s query vector.
Specifically, on input a query matrix Q € F™** the PCP oracle responds with y = Q7w € FF. We
now give a formal definition adapted from [BCI*13].

Definition 4.2 (Linear PCPs [BCI*13]). Let R be a binary relation, F be a finite field, P be a
deterministic prover algorithm, and V be a probabilistic oracle verification algorithm. Then, (P, V)
is a k-query linear PCP for R over F with soundness error ¢ and query length m if it satisfies the

following requirements:

e Syntax: For a vector w € F™, the verification algorithm V™ = (Q, D) consists of an input-
oblivious probabilistic query algorithm Q and a deterministic decision algorithm D. The query
algorithm Q generates a query matrix Q € F™** (independently of the statement x) and some
state information st. The decision algorithm D takes the statement x, the state st, and the

response vector y = Q7w € F¥ and either “accepts” or “rejects.”
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e Completeness: For every (x,w) € R, the output of P(x,w) is a vector w € F™ such that

V7 (x) accepts with probability 1.

e Soundness: For all x where (x,w) ¢ R for all w and for all vectors 7* € ™, the probability

that V™ (x) accepts is at most ¢.

We say that (P,V) is an input-oblivious k-query linear PCP for R over F with knowledge error e
and query length d if (P, V) satisfies the properties above, but the soundness property is replaced by
the following (stronger) knowledge property:

e Knowledge: There exists a knowledge extractor £ such that for every vector 7* € F?, if
V™ (x) accepts with probability at least €, then £™ (x) outputs w such that (x,w) € R. As

with soundness, we can correspondingly define a notion of knowledge against affine strategies.

We say that (P, V) is statistically sound if (k) = negl(k), where « is a statistical security parameter.

Soundness against affine provers. In Definition 4.2, we only required soundness (correspondingly,
knowledge) to hold against provers that employ a linear strategy, and not an affine strategy. Our
construction of SNARGs (Section 4.4), will require the stronger property that soundness holds against
provers using an affine strategy—that is, a strategy which can be described by a tuple IT = (7, b)
where 7 € F™ represents a linear function and b € F¥ represents an affine shift. Then, on input
a query matrix Q € F™*F  the response vector is constructed by evaluating the affine relation

y = Q77 +b. We now define this stronger notion of soundness against an affine prover.

Definition 4.3 (Soundness Against Affine Provers). Let R be a relation and F be a finite field. A
linear PCP (P, V) is a k-query linear PCP for R over F with soundness error ¢ against affine provers

if it satisfies the requirements in Definition 4.2 with the following modifications:

e Syntax: For any affine function IT = (7, b), the verification algorithm V! is still specified by
a tuple (Q, D). Algorithms Q, D are the same as in Definition 4.2, except that the response
vector y computed by the PCP oracle is an affine function y = Q7w + b € F* of the query

matrix Q rather than a linear function.

e Soundness against affine provers: For all x where (x,w) ¢ R for all w, and for all affine
functions IT* = (7%, b*) where m* € F™ and b* € F*, the probability that V™" (x) accepts is

at most ¢.

Algebraic complexity. There are many ways one can measure the complexity of a linear PCP
system such as the number of queries or the number of field elements in the verifier’s queries. Another
important metric also considered in [BCIT13] is the algebraic complezity of the verifier. In particular,

the verifier’s query algorithm Q and decision algorithm D can both be viewed as multivariate
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polynomials (equivalently, arithmetic circuits) over the finite field F. We say that the query algorithm
Q has degree dg if the output of Q can be computed by a collection of multivariate polynomials
of maximum degree dg in the verifier’s choice of randomness. Similarly, we say that the decision
algorithm D has degree dp if the output of D can be computed by a multivariate polynomial of

maximum degree dp in the prover’s response and the verification state.

Strong soundness. In this work, we focus on constructing designated-verifier SNARGs. An
important consideration that arises in the design of designated-verifier SNARGs is whether the same
reference string o can be reused across many proofs. This notion is formally captured by stipulating
that the SNARG system remains sound even if the prover has access to a proof-verification oracle.
While this property naturally follows from soundness if the SNARG system is publicly-verifiable,
the same is not true in the designated-verifier setting. Specifically, in the designated-verifier setting,
soundness is potentially compromised if the responses of the proof-verification oracle is correlated
with the verifier’s secrets. Thus, to construct a multi-theorem designated-verifier SNARG, we require

linear PCPs with a stronger soundness property, which we state below.

Definition 4.4 (Strong Soundness [BCIT13]). A k-query linear PCP (P, V) with soundness error &
satisfies strong soundness if for every input x and every proof 7w* € F™, either V™ (x) accepts with

probability 1 or with probability at most e.

Roughly speaking, in a linear PCP that satisfies strong soundness, every linear PCP prover either
causes the linear PCP verifier to accept with probability 1 or with bounded probability. This prevents
correlation attacks where a malicious prover is able to submit (potentially malformed) proofs to
the verifier and seeing responses that are correlated with the verifier’s secrets. We can define an

analogous notion of strong soundness against affine provers.

4.3.1 Constructing Linear PCPs with Strong Soundness

A natural first question is whether linear PCPs with strong soundness against affine provers exist.
Previously, Bitansky et al. [BCIT13] gave two constructions of algebraic linear PCPs for Boolean
circuit satisfaction problems: one from the Hadamard-based PCP of Arora et al. [ALM192], and
another from the quadratic span programs (QSPs) of Gennaro et al. [GGPR13]. In both cases, the
linear PCP is defined over a finite field F and the soundness error scales inversely with |F|. Thus, the
linear PCP is statistically sound only if |F| is superpolynomial in the (statistical) security parameter. If
we use the Bitansky et al. [BCI*13] compiler in conjunction with traditional lattice-based encryption
schemes (c.f., [Reg05]) to compiler the linear PCP into a preprocessing SNARG, using large fields
incurs a cost in both the prover complexity as well as the proof size. For example, using fields of size
242(w) (needed, for example, to achieve statistical soundness 27*) incurs a multiplicative overhead

Q(r) in both the prover complexity as well as the proof size.



CHAPTER 4. SUCCINCT NON-INTERACTIVE ARGUMENTS (SNARGS) 95

In this section, we show that starting from any linear PCP with constant soundness error against
linear provers, we can generically obtain a linear PCP that is statistically sound against affine provers.
Our generic transformation consists of two steps. The first is a standard soundness amplification
step where the verifier makes x sets of independently generated queries (of the underlying linear
PCP scheme) to the PCP oracle, where & is a statistical security parameter. The verifier accepts
only if the prover’s responses to all k sets of queries are valid. Since the queries are independently
generated, each of the x sets of responses (for a false statement) is accepted with probability at most
¢ (where € is proportional to 1/ |F|). Thus, an honest verifier only accepts with probability at most
e" = negl(k).

However, this basic construction does not achieve strong soundness against affine provers. For
instance, a malicious linear PCP prover using an affine strategy could selectively corrupt the responses
to exactly one set of queries (by applying an affine shift to its response for a single set of queries).
When this selective corruption is applied to a well-formed proof and the verifier’s decision algorithm
has low algebraic complexity, then the verifier will accept with some noticeable probability less than 1,
which is sufficient to break strong soundness. To address this problem, the verifier first applies a
(secret) random linear shift to its queries before submitting them to the PCP oracle. This ensures
that any prover using an affine strategy with a non-zero offset will corrupt its responses to every
set of queries, and the proof will be rejected with overwhelming probability. We now describe our

generic construction in more detail.

Construction 4.5 (Statistically-Sound Linear PCPs over Small Fields). Fix a statistical security
parameter k. Let R be a binary relation, I be a finite field, and (P(Weak), V(Weak)) be an k-query
linear PCP for R, where Y(Weak) = (Q(weak) plweal)) = Define the (rk)-query linear PCP (P,V)
where V = (Q, D) as follows:

e Prover’s Algorithm P: On input (x,w), output P2k (x, w).

e Verifier’s Query Algorithm Q: The query algorithm invokes Q("¢2K) a total of k times to

obtain (independent) query matrices Q,...,Q, € F™** and state information sty, ..., st,.
It constructs the concatenated matrix Q = [Q1|Qz|---|Q.] € F™**¥. Finally, it chooses a
random matrix Y < F***#% and outputs the queries Q' = QY and state st = (st1,...,sts, YY)

where Y’ = (Y7)~!

e Verifier’s Decision Algorithm D: On input the statement x, the prover’s response vector
a’ € F*¥ and the state st = (sty,...,sts, Y’), the verifier’s decision algorithm computes
a=7Y'a’ € F**. Next, it writes a’ = [aT|a]|---|al] where each a; € F* for i € [x]. Then, for
each i € [k], the verifier runs DVe*%) (x, a;, st;) and accepts if D(Ve2K) accepts for all  instances.

It rejects otherwise.

Theorem 4.6 (Statistically-Sound Linear PCPs over Small Fields). Fiz a statistical security pa-
rameter k. Let R be a binary relation, F be a finite field, and (P Y (veak)y be o strongly-sound
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k-query linear PCP for R with constant soundness error € € [0,1) against linear provers. If |F| > dp,
where dp is the degree of the verifier’s decision algorithm D) then the linear PCP (P,V) from
Construction 4.5 is a (kk)-query linear PCP for R with strong statistical soundness against affine

provers.

Proof. Completeness follows immediately from completeness of the underlying linear PCP system,
so it suffices to check that the linear PCP is statistically sound against affine provers. Take any
statement x, and consider an affine prover strategy IT* = (7*,b*), where * € F and b* € F**.

We consider two cases:

e Suppose b* # 0%*. Then, the decision algorithm D starts by computing
a— Y/ I _ Y/(YTQTTF* + b*) _ QT7T* + Y/b* e ]Flik?.

Next, the verifier invokes the decision algorithm D2 for the underlying linear PCP on
the components of a. By assumption, D("¢#) is a polynomial of maximum degree dp in the
components of the prover’s response a, and by extension, in the components of the matrix Y”.
Since b* is non-zero, this is a non-zero polynomial in the Y’. Since Y’ is sampled uniformly
at random (and independently of Q,w*, b*), by the Schwartz-Zippel lemma (Lemma 2.2),
D(weak) (x a, st;) accepts with probability at most dp/ |F| for each i € []. Thus, the verifier
rejects with probability at least 1 — (dp/ |F|)® = 1 — negl(x) since |F| > dp.

e Suppose b* = 0%*. Then, the prover’s strategy is a linear function 7*. Since the underlying

(weak) (a; st;) either

PCP satisfies strong soundness against linear provers, it follows that D
accepts with probability 1 or with probability at most €. In the former case, D also accepts with
probability 1. In the latter case, because the verifier constructs the k queries to the underlying
linear PCP independently, D accepts with probability at most £ = negl(x). We conclude that

the proof system (P, V) satisfies strong soundness against affine provers. O

Remark 4.7 (Efficiency of Transformation). Construction 4.5 incurs a x overhead in the number of
queries made to the PCP oracle and a quadratic overhead in the algebraic complexity of the verifier’s
decision algorithm. Specifically, the degree of the verifier’s decision algorithm in Construction 4.5 is
d%, where dp is the degree of the verifier’s decision algorithm in the underlying linear PCP. The
quadratic factor arises from undoing the linear shift in the prover’s responses before applying the
decision algorithm of the underlying linear PCP. In many existing linear PCP systems, the verifier’s
decision algorithm has low algebraic complexity (e.g., dp = 2 for both the Hadamard-based linear
PCP [ALM192] as well as the QSP-based linear PCP [GGPR13]), so the verifier’s algebraic complexity
only increases modestly. However, the increase in degree means that we can no longer leverage
pairing-based linear-only one-way encodings [BCI*T13] to construct publicly-verifiable SNARGs (since
these techniques only apply when the algebraic complexity of the verifier’s decision algorithm is

exactly 2). No such limitations apply in the designated-verifier setting.
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Remark 4.8 (Comparison with [BCI*13, Lemma C.3]). Bitansky et al. [BCIT13, Lemma C.3]

previously showed that any algebraic linear PCP over a finite field F with soundness error ¢ is

also strongly sound with soundness error ¢’ = max {5, d‘ﬁng } For sufficiently large fields F (e.g.,
when |F| is superpolynomial), statistical soundness implies strong statistical soundness. However,
when |F| is polynomial, then their lemma is insufficient to argue strong statistical soundness of the
underlying linear PCP. In contrast, using our construction (Construction 4.5), any linear PCP with
just constant soundness against linear provers can be used to construct an algebraic linear PCP with
strong statistical soundness against affine provers (at the cost of increasing the query complexity and

the verifier’s algebraic complexity).

Concrete instantiations. Applying Construction 4.5 to the algebraic linear PCPs for Boolean
circuit satisfaction of Bitansky et al. [BCIT13], we obtain statistically-sound linear PCPs for Boolean
circuit satisfaction over small finite fields. In the following, fix a (statistical) security parameter s

and let C' be a Boolean circuit of size s.

e Starting from the Hadamard-based PCP of Arora et al. [ALMT92] over a finite field I, there
exists a 3-query linear PCP with strong soundness error 2/ |F|. The algebraic complexity of the
decision algorithm for this PCP is dp = 2. Applying Construction 4.5 and working over any
finite field where |F| > 2, we obtain a (3k)-query linear PCP with strong statistical soundness

against affine provers and where queries have length O(s?).

e Starting from the quadratic span programs of Gennaro et al. [GGPR13], there exists a 3-query
linear PCP over any (sufficiently large) finite field F with strong soundness error O(s/ |F|). The
algebraic complexity of the decision algorithm for this PCP is dp = 2. Applying Construction 4.5
and working over a sufficiently large finite field of size |F| = O(s), we obtain a (3x)-query linear

PCP with strong statistical soundness against affine provers where queries have length O(s).

4.4 SNARGs from Linear-Only Vector Encryption

In this section, we introduce the notion of a linear-only vector encryption scheme. We then show
how linear-only vector encryption can be directly combined with the linear PCPs from Section 4.3 to
obtain multi-theorem designated-verifier preprocessing SNARGs in the standard model. Then, we
describe a candidate instantiation of our linear-only vector encryption scheme using the LWE-based
encryption scheme of Peikert, Vaikuntanathan, and Waters [PVWO08]. Our notion of linear-only
vector encryption is a direct generalization of the notion of linear-only encryption first introduced by
Bitansky et al. [BCIT13].
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4.4.1 Linear-Only Vector Encryption

A vector encryption scheme is an encryption scheme where the message space is a vector of ring
elements. In this section, we take Z, as the underlying ring and Z’; as the message space (for some

dimension k). We introduce the basic schema below:

Definition 4.9 (Vector Encryption Scheme over Z’;). A secret-key vector encryption scheme over

Z’Ij consists of a tuple of algorithms I,enc = (Setup, Encrypt, Decrypt) with the following properties:

e Setup(1*,1¥) — sk: The setup algorithm takes as input the security parameter A and the

dimension k£ of the message space and outputs the secret key sk.

e Encrypt(sk,v) — ct: The encryption algorithm takes as input the secret key sk and a message

vector v € Z’; and outputs a ciphertext ct.

e Decrypt(sk, ct) — Z’; U{L}: The decryption algorithm takes as input the secret key sk and a
ciphertext ct and either outputs a message vector v € Z’; or a special symbol L (to denote an

invalid ciphertext).

We can define the usual notions of correctness and CPA-security (Definition 2.1) for a vector

encryption scheme. Next, we say that a vector encryption scheme over Z’; is additively homomorphic

k
p,

that allows one to compute an encryption ctys of the (component-wise) sum vi + vy € Z’;. Note

if given encryptions cty,cty of two vectors vy, vy € ZF, respectively, there is a public operation®
that additively homomorphic vector encryption can be constructed directly from any additively
homomorphic encryption scheme by simply encrypting each component of the vector separately.
However, when leveraging vector encryption to build efficient SNARGs, we require that our encryption

scheme satisfies a more restrictive homomorphism property. We define this now.

Linear-only vector encryption. Intuitively, we say that a vector encryption scheme is linear-only
if the only homomorphic operations the adversary can perform on ciphertexts is evaluate affine
functions on the underlying plaintext vectors. At a high level, we model this property by requiring
that whenever an adversary A constructs a ciphertext ct’ from a collection of ciphertexts cty, ..., ct,,,
there is an efficient extractor £ that can produce an affine function that “explains” the ciphertext.

We give the formal definition below (adapted from the corresponding definitions in [BCIT13]):

Definition 4.10 (Linear-Only Vector Encryption [BCIT13, adapted]). Fix a security parameter \.
A secret-key vector encryption scheme Il enc = (KeyGen, Encrypt, Decrypt) for a message space Z’; is
linear-only if for all efficient adversaries A, there exists an efficient extractor £ such that for all auxiliary

inputs z € {0,1}*, and any plaintext generation algorithms M (on input 1¥, algorithm M outputs a

8In principle, homomorphic evaluation might require additional public parameters to be published by the setup
algorithm. For simplicity of presentation, we will assume that no additional parameters are required, but all of our
notions extend to the setting where the setup algorithm outputs a public evaluation key.
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vector in Z’;), we have that for sk < KeyGen(1*,1%), (vy,...,v,,) + M(1¥), ct; < Encrypt(sk, v;)
for all i € [m], ct’ <= A({cti}t;c( 1 2), (m,0) <= E({cti}igpny52), v/ [Vilva| - |vi] - 7 + b,

Pr[Decrypt(sk, ct’) # v'] = negl()).

Linear targeted malleability. As noted in [BCIT13], in many scenarios, a weaker variant of linear-
only encryption called linear targeted malleability suffices for constructing preprocessing SNARGs.

We give this definition below (adapted from the corresponding definition from [BSW12]).

Definition 4.11 (Linear Targeted Malleability [BSW12, adapted]). Fix a security parameter A. A
(secret-key) vector encryption scheme Ilyenc = (Setup, Encrypt, Decrypt) for a message space Z’; satisfies
linear targeted malleability if for all efficient adversaries A and plaintext generation algorithms M (on
input 1%, algorithm M outputs vectors in Z’;), there exists a (possibly computationally unbounded)
simulator S such that for any auxiliary input z € {0,1}P°Y(N) | the following two distributions are

computationally indistinguishable:

Real Distribution: Ideal Distribution:
1. sk < Setup(1*, 1¥) Lo (8,Vi, ooy Vi) = M(1F)
2. (8,Vi,...,Vin) + M(1¥) 2. (m,b) « S(z) where m € Z)', b € Z’;
3. ct; « Encrypt(sk,v;) for all i € [m] 3. v [vi|va| - |lvp] -+ b
4. ct’ « A({cti}; ¢} 1 2) Where 4. Output (‘{Vi}ie[m] , 8, Vi
Decrypt(sk, ct’) # L
5. Output ({Vi}ie[m] , S, Decrypt(sk,ct’))

Remark 4.12 (Multiple Ciphertexts). Similar to [BSW12, BCIT13], we can also define a variant
of linear-only vector encryption (Definition 4.10) and linear targeted malleability (Definition 4.11)
where the adversary is allowed to output multiple ciphertexts ct},...,ct, . In this case, the extractor
& or the simulator S should output an affine function (IT, B) where IT € Z"*™ and B € ngm that
“explains” the ciphertexts ct},...,ct),. However, the simple variant we have defined above where the

adversary just outputs a single ciphertext is sufficient for our construction.

Remark 4.13 (Auxiliary Input Distributions). In Definitions 4.11 and 4.10, the simulator S and the
extractor £, respectively, are required to succeed for all auxiliary inputs z € {0, 1}p01y<>‘). This seems
like a very strong requirement since z can be used to encode difficult problems that the simulator or
extractor needs to solve in order to correctly simulate the output distribution [BCPR14]. However,
the definitions can be relaxed to only consider “benign” auxiliary-input distributions for which the
property holds. For instance, in many scenarios, it suffices that the auxiliary input z is a uniformly

random string.
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4.4.2 From Linear-Only Vector Encryption to Preprocessing SNARGs

In this section, we give our construction of preprocessing SNARGs from linear-only vector encryption.
The analysis of our preprocessing SNARG (Theorems 4.15 and 4.17) follow analogously to the
corresponding analysis in [BCIT13, §6] and in Section 4.4.2. Thus, we only state our theorems here
and defer to the analysis in [BCIT13] for the full details.

Construction 4.14 (SNARG from Linear-Only Vector Encryption). Fix a prime p (so the ring Z,
is a field), and let C = {C,}
associated with C. Let (P,V) be an k-query input-oblivious linear PCP for C, where the verifier

nen be a family of arithmetic circuits over Zp.g Let R¢ be the relation
V = (Q, D) can be decomposed into a query-generation algorithm Q and a decision algorithm D. Let
Iyenc = (Setup, Encrypt, Decrypt) be a secret-key vector encryption scheme for Z’;. Our single-theorem,
designated-verifier SNARG IIsnyarg = (Setup, Prove, Verify) in the preprocessing model for R¢ is

defined as follows:

e Setup(1*,1™) — (0, 7): On input the security parameter A and the circuit family parameter n,
the setup algorithm first invokes the query algorithm Q for the linear PCP to obtain a query
matrix Q € Z;”Xk and some state information st. Next, it generates a secret key for the vector
encryption scheme sk «— Setup(1*, 1¥). Then, it encrypts each row (an element of Z’;) of the
query matrix Q. More specifically, for i € [m], let q; € Z]; be the i*" row of Q. Then, the setup
algorithm computes ciphertexts ct; < Encrypt(sk, q;). Finally, the setup algorithm outputs the

common reference string o = (cty,...,ct,,) and the verification state 7 = (sk, st).

e Prove(o,x,w): On input a common reference string o = (cty, ..., ct,,), a statement x, and a
witness w, the prover invokes the prover algorithm P for the linear PCP to obtain a vector
™ € Zy,'. Viewing cty,...,ct,, as vector encryptions of the rows of a query matrix Q € Z;,"Xk,
the prover uses the linear homomorphic properties of Ilyenc to homomorphically compute an
encryption of the matrix vector product Q7. In particular, the prover homomorphically

computes the sum ct’ = > m; - ct;. The prover outputs the ciphertext ct’ as its proof.

i€[m]

o Verify(7,x,m): On input the (secret) verification state 7 = (sk, st), the statement x, and the
proof m = ct’, the verifier decrypts the proof ct’ using the secret key sk to obtain the prover’s
responses a < Decrypt(sk,ct’). If a = L, the verifier stops and outputs 0. Otherwise, it invokes
the verification decision algorithm D on the statement x, the responses a, and the linear PCP
verification state st to decide whether the proof is valid or not. The verification algorithm

echoes the output of the decision algorithm.

Theorem 4.15 ([BCI*T13, Lemma 6.3, adapted]). Fiz a security parameter A and a prime p. Let
¢ = {Cn}

nen e a family of arithmetic circuits over Fy,, Re be the relation associated with C,

9While we describe a SNARG for arithmetic circuit satisfiability (over Z,), the problem of Boolean circuit satisfiability
easily reduces to arithmetic circuit satisfiability with only constant overhead [BCI*13, Claim A.2].
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and (P,V) be a linear PCP with soundness error €(\) against affine provers for the relation Rc.
Let Tenc = (Setup, Encrypt, Decrypt) be a vector encryption scheme over Z, with linear targeted
malleability (Definition 4.11). Then applying Construction 4.14 to (P,V) and yenc yields a (non-
adaptive) designated-verifier preprocessing SNARG for Re with soundness error 2 - €(A) 4+ negl()\).

Remark 4.16 (Adaptivity). In Theorem 4.15, we showed that instantiating Construction 4.14 with
a vector encryption scheme with linear targeted malleability and a linear PCP yields a non-adaptive
SNARG in the preprocessing model. The same construction can be shown to satisfy adaptive
soundness for proving efficiently-decidable statements. As noted in [BCIT13, Remark 6.5], we can
relax Definition 4.11 and allow the adversary to additionally output an arbitrary string in the real
distribution which the simulator must produce in the ideal distribution. Invoking Construction 4.14
with an encryption scheme that satisfies this strengthened linear targeted malleability definition
yields a SNARG with adaptive soundness for the case of verifying deterministic polynomial-time
computations. For verifying general NP computations, we can obtain adaptive soundness by conjec-
turing that the vector encryption scheme satisfies the stronger notion of linear-only property from
Definition 4.10. We state this in Theorem 4.17.

Theorem 4.17 ([BCI*13, Lemma 6.2, adapted]). Fiz a security parameter A and a prime p. Let
C ={Cn},cn be a family of arithmetic circuits over Iy, Re be the relation associated with C, and
(P,V) be a linear PCP with soundness error e(\) against affine provers for the relation R¢. Let
IIyenc = (Setup, Encrypt, Decrypt) be a linear-only vector encryption scheme over Z,, (Definition 4.10).
Then, applying Construction 4.14 to (P,V) and Ilenc yields a adaptive designated-verifier preprocessing
SNARG for Re with soundness error e(A) + negl(\).

Remark 4.18 (Multi-Theorem SNARGs). Our basic notion of linear targeted malleability for vector
encryption only suffices to construct a single-theorem SNARG. While the same construction can be
shown secure for an adversary that is allowed to make any constant number of queries to a proof
verification oracle, we are not able to prove that the construction is secure against a prover who
makes polynomially many queries to the proof verification oracle. In Section 4.4.3, we present an
analog of the strengthened version of linear-only encryption from [BCIT13, Appendix C] that suffices
for constructing a multi-theorem SNARG. Combined with a linear PCP that is strongly sound against
affine provers, Construction 4.14 can then be applied to obtain a multi-theorem, designated-verifier
SNARG. This raises the question of whether the same construction using the weaker notion of linear
targeted malleability also suffices when the underlying linear PCP satisfies strong soundness. While
we do not know how to prove security from this weaker definition, we also do not know of any attacks.
This is especially interesting because at the information-theoretic level, the underlying linear PCP
satisfies strong soundness, which intuitively would suggest that the responses the malicious prover
obtains from querying the proof verification oracle are uncorrelated with the verifier’s state (strong
soundness states that for any proof, either the verifier accepts with probability 1 or with negligible

probability).
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Remark 4.19 (Arguments of Knowledge). Theorem 4.15 shows that instantiating Construction 4.14
with a linear PCP with soundness against affine provers and a vector encryption scheme with linear
targeted malleability suffices for a SNARG. In fact, the same construction yields a SNARK (that is,
a succinct non-interactive argument of knowledge) if the soundness requirement on the underlying
linear PCP is replaced with a knowledge requirement (Definition 4.2), and the vector encryption
scheme satisfies a variant of linear targeted malleability (Definition 4.11) where the simulator is
required to be efficient (i.e., polynomially-sized). For more details, we refer to [BCI*13, Lemma 6.3,
Remark 6.4].

4.4.3 Multi-Theorem Designated-Verifier SNARGs

In Theorem 4.15 of Section 4.4.1, we showed how a vector encryption scheme satisfying linear targeted
malleability can be combined with a linear PCP with soundness against affine provers to obtain
a single-theorem, designated-verifier SNARG. In this section, we introduce a stronger notion of
linear-only encryption that can be combined with linear PCPs satisfying strong soundness against
affine provers to obtain multi-theorem SNARGs. However, as noted in Section 4.4.1, it is interesting
to see whether the simpler definition of linear targeted malleability together with strongly sound
linear PCPs already suffices in the multi-theorem setting. We begin by formally introducing the
notion of a multi-theorem SNARG.

Definition 4.20 (Adaptive Multi-Theorem SNARG). Let C = {C,,}
circuits. Let snarg = (Setup, Prove, Verify) be a SNARG for the relation Re (with corresponding

nen be a family of Boolean
language L¢). Then, Isyare is an adaptive multi-theorem SNARG if for all n € N and all polynomial-

size provers P*,
Pr[(o,7) < Setup(1*,17); (x, ) + (P*)Ve®(™)(g) : Verify(r,x,7) = 1 and x ¢ L, | = negl()).

In other words, soundness should hold even if the prover has access to a proof verification oracle
Verify(r, -, ).

Next, we introduce a stronger notion of linear-only encryption that can be used to obtain a
multi-theorem SNARG (via the same construction as Construction 4.14). In order to show a SNARG
system is multi-theorem, we need a way to simulate the prover’s queries to the verification oracle. In
past works [BP04b, BP04c, BCIT13] this has been handled by defining an interactive extractability

assumption. Here, we extend the definition in [BCIT13, Definition C.6] to the vector case.

Definition 4.21 (Linear-Only with Interactive Extraction [BCIT13]). Fix a security parameter \.
Let Tl,enc = (Setup, Encrypt, Decrypt) be a secret-key vector encryption scheme where the message
space consists of vectors of Z,-elements. Let M be a message generation algorithm that on input 1¥,
outputs a sequence of vectors in Z%. Let z € {0,1}P°¥Y) be some auxiliary input. We define the

interactive linear-only extraction game between A and £ as follows:
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1. Setup phase:

e sk < Setup(1?)
o (Vi,..., V) «— M(1F)

e ct; < Encrypt(sk,v;) for all i € [m]

2. Query phase: for all i € [¢] where ¢ = poly()):

o ct, + A(cty,...,Ctmi€1,...,6,-1;2)
o II; < &(cty, ..., Cty;4; 2) where IT; is either an affine function (7r;, b;) or L where 7; € Z7"
and b € Z’;

We say that A wins the game if one of the following conditions hold:
e For some i € [q], Decrypt(sk, ct}) = L but IT; # L.

e For some i € [g], Decrypt(sk,ct;) # L and either II; = L or Decrypt(sk,ct;) # a; where
IL; = (m;,b;) and a; = [vi|va| - v -+ b

Finally, we say that Il satisfies linear-only with interactive extraction if for all polynomial-size
interactive adversaries A, there exists a polynomial-size interactive extractor £ such that for any
auxiliary input z € {0, 1}P°Y(N) | any plaintext generation algorithm M, the probability that A wins

the above interactive linear-only extraction game is negligible.

We note state the corresponding theorem that applying Construction 4.14 to a linear PCP with
strong soundness against affine provers and a vector encryption scheme satisfying the stronger notion
of linear-only encryption with interactive extraction suffices to construct a multi-theorem SNARG.

The proof follows analogously to the proof in [BCI*13, Lemma C.8].

Theorem 4.22 (Multi-Theorem SNARG [BCIT13, adapted]). Let (P,V) be a linear PCP that
is strongly sound against affine provers. Let Iyenc = (Setup, Encrypt, Decrypt) be a linear-only
encryption scheme that satisfies linear-only with interactive extraction (Definition 4.21). Then,
applying Construction 4.14 to (P,V) and e yields an adaptive, multi-theorem SNARG in the
preprocessing model. Moreover, if (P,V) satisfies strong knowledge against affine provers, then
applying Construction 4.14 to (P,V) and Wyenc yields an adaptive, multi-theorem SNARK in the

preprocessing model.

4.5 Constructing Lattice-Based SNARGs

In this section, we describe one candidate instantiation of a lattice-based linear-only vector encryp-
tion scheme: namely, the variant of Regev encryption [Reg05] by Peikert, Vaikuntanathan, and
Waters [PVWO08]. Combined with Construction 4.14, this gives a lattice-based SNARG candidate.
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4.5.1 The Peikert-Vaikuntanathan-Waters Encryption Scheme

The core building block in our new SNARG construction is a vector encryption scheme for Z’; that
plausible satisfies our notion of linear targeted malleability (Definition 4.11). In particular, we
conjecture that the Regev-based encryption scheme [Reg05] due to Peikert, Vaikuntanathan, and
Waters [PVWO08, §7.2] satisfies our required properties.

The PVW encryption scheme. We now review the encryption scheme due to Peikert, Vaikun-
tanathan, and Waters [PVWO08, §7.2]. In our setting, it suffices to just consider the secret-key
setting.

Construction 4.23 ([PVWO08, §7.2, adapted]). Fix a security parameter A\, lattice parameters
n,m,q = poly(A), and an error distribution x. Let k be the plaintext dimension and let Z’; be the
plaintext space. The vector encryption scheme Il enc = (Setup, Encrypt, Decrypt) with plaintext space

Z;ﬁ is defined as follows:

R

e Setup(1*,1¥%) — sk: The setup algorithm samples A < Zyxm, S « Z;‘Xk, and E « yFxm,

Define the matrices A € Z" ™™ and S € Z{" ™" as follows:

s:[f],

where I, € Z’;Xk is the k-by-k identity matrix. Finally, it outputs the secret key sk = (A, S).

B A
| STA+E

e Encrypt(sk,v) — ¢: To encrypt a vector v € ZF, choose r & {0,1}™ and output the ciphertext

o ]
la/p] v |

e Decrypt(sk, c) — v: Compute and output [[STc],],.

ce Z;}*k where

c=Ar+

4.5.2 Our Lattice-Based SNARG Candidate

We now state our concrete conjecture on the vector encryption scheme Ilyenc from Section 4.5.1
that yields the first lattice-based candidate of a designated-verifier, preprocessing SNARG with

quasi-optimal succinctness.

Conjecture 4.24 (Linear Targeted Malleability of Construction 4.23). The vector encryption

scheme Il ene from Construction 4.23 satisfies exponentially-strong!® linear targeted malleability

10 Achieving soundness error that is inverse exponential (i.e., 2*>‘) against provers of size 2* necessitates some kind
of exponential hardness assumptions. We can relax this conjecture as necessary if we target weaker soundness
requirements (i.e., negl(\) soundness against all poly(\)-size provers). Having a concrete target facilitates comparisons
between different SNARG candidates.
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(Definition 4.11): namely, the distinguishing advantage of any adversary of size 2* in Definition 4.11
is bounded by 2790,

Corollary 4.25 (Lattice-Based SNARG). Let A be a security parameter and let C = {Cy,} be a

family of Boolean circuits. Under Conjecture 4.24, there exists a succinct non-interactive argument

neN

system Ilsnyarg = (Setup, Prove, Verify) for the relation Re with the following properties:
o The soundness error of Ilsnarg is 27> against all provers of size 2*.
e The prover algorithm Prove can be implemented by a circuit of size 6()\ “|Chl).
e The length of a proof is 5(/\)

Proof. Under Conjecture 4.24, we can apply Construction 4.14 in conjunction with algebraic linear
PCPs to obtain designated-verifier SNARGs in the preprocessing model (Theorem 4.15). In particular,
we take our underlying linear PCP to be that obtained by combining Construction 4.5 with linear
PCPs based on the quadratic span programs of Gennaro et al. [GGPR13]. We consider the concrete

asymptotics below:

e Prover complexity. In Construction 4.14, the prover performs m homomorphic operations on
the encrypted vectors, where m is the length of the underlying linear PCP. When instantiating
the vector encryption scheme I, over the plaintext space Z’; where p = poly(\), the cipher-
texts consist of vectors of dimension O(\ + k) over a ring of size ¢ = poly(\).!* Homomorphic
operations on ciphertexts corresponds to scalar multiplication (by values from Z,) and vector
additions. Since all operations are performed over a polynomial-sized domain, all of the basic
arithmetic operations can be performed in polylog(A) time. Thus, as long as the underlying

linear PCP operates over a polynomial-sized field, the prover’s overhead is 5(m()\ +k)).

If the underlying linear PCP is instead instantiated with one based on the quadratic span
programs of Gennaro et al. [GGPR13], then m = O(|C,,|) and k = O(X). The overall prover
complexity in this case is O(X - |Ch)).

e Proof length. The proof in Construction 4.14 consist of a single ciphertext of the vector
encryption scheme, which has length O(A + k). Thus, in our candidate instantiation, the length

of the proof is O()). O

Remark 4.26 (Comparison with [BCIT13]). An alternative route to obtaining a lattice-based
SNARG is to directly instantiate [BCIT13] with Regev-based encryption. However, to achieve

soundness error 27*, Bitansky et al. [BCI*13] require a linear PCP (and a linear-only encryption

HMore precisely, the ciphertexts are actually vectors of dimension n + k, where n is the dimension of the lattice in the
LWE problem. Currently, the most effective algorithms for solving LWE rely either on BKW-style [BKW00, KF15]
or BKZ-based attacks [SE94, CN11]. Based on our current understanding [LP11, CN11, KF15, BCD116], the
best-known algorithms for LWE all require time 20(n/ log® ")~ for some constant c¢. Thus, in terms of a concrete
security parameter A, we set the lattice dimension to be n = O(X).
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scheme) over a field of size 2*. Instantiating the construction in [BCI*13] with Regev-based
encryption over a plaintext space of size 2%, the resulting SNARGs have length 5()3) and the prover
complexity is 5(.9)\2). Another possibility is to instantiate [BCIT13] with Regev-based encryption
over a polynomial-size field (thus incurring 1/poly(X)-soundness error) and perform parallel repetition
at the SNARG level to amplify the soundness. But this method suffers from the same drawback
as above. While each individual SNARG instance (over a polynomial-size field) is quasi-optimally
succinct, the size of the overall proof is still 5()\2) and the prover’s complexity remains at 5(5)\2).

This is a factor A worse than using linear-only vector encryption over a polynomial-size field.

Remark 4.27 (Comparison with Hash-Based SNARGs). An alternative approach for constructing
SNARGS is to start with Kilian’s succinct interactive argument [Kil92] and apply the Fiat-Shamir
heuristic [FS86] to obtain a SNARG in the random-oracle model (i.e., a CS proof [Mic00]). In fact,
with a suitable heuristic instantiation of the random oracle, this method yields a quasi-optimal
SNARG in terms of the prover’s complexity (namely, the prover overhead is additive in the security
parameter rather than multiplicative—we refer to Chapter 5 for a more thorough discussion of
quasi-optimal SNARGs). However, CS proofs do not provide quasi-optimal succinctness. Recall that
in Kilian’s protocol, the prover first uses a Merkle hash tree to commit to a (standard) PCP for
the statement being proved. The verifier then challenges the prover to open bits in the committed
PCP, and checks that the revealed bits satisfy the PCP verification algorithm. Using the quasilinear
PCPs of [Din06, BS08], Kilian’s protocol achieves constant soundness error € < 1 against provers of
size 2 with O(A\) communication. We can use parallel repetition (using €(A) challenges) to amplify
the soundness to e~ = 22N But then the proof is 6()\2), and thus, no longer quasi-optimally
succinct. A similar issue arises with other Kilian-bsaed protocols such as [BCCT12, BCC*17],
which leverage extractable collision-resistant hash functions and single-server private information
retrieval [CMS99].

Remark 4.28 (Arithmetic Circuit Satisfiability over Large Fields). Construction 4.14 also applies
to arithmetic circuit satisfiability over large finite fields (say, Z, where p = 2*). However, if the
size of the plaintext space for the vector encryption scheme Ilene from Section 4.5.1 is 2*, then
the bit-length of the ciphertexts becomes 5()\2) bits. Consequently, the proof system is no longer
quasi-optimally succinct. In contrast, the QSP-based constructions [GGPR13, BCI*13] remain

quasi-optimally succinct for arithmetic circuit satisfiability over large fields.

Remark 4.29 (Multi-Theorem and Adaptive SNARGs.). As noted in [BCIT13, Remark 5.6],
encryption schemes that allow for “oblivious sampling” of ciphertexts cannot satisfy Definitions 4.10
and 4.21 (but they can still plausibly satisfy the weaker notion of linear targeted malleability from
Definition 4.11 and considered in Conjecture 4.24). To satisfy the stronger notions of linear-only,
it should be the case that the set of strings ¢ where Decrypt(sk,c) # L should be sparse (i.e., an

adversary cannot simply sample a random string ¢ that successfully decrypts to a valid vector).
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Certainly, the vector encryption scheme from Section 4.5.1 does not satisfy this property since
Decrypt(sk, ¢) # L for all strings ¢ in the ciphertext space.

A heuristic method to prevent oblivious sampling is to “sparsify” the ciphertext space using
“double-encryption” [GGPR13, BCIT13]. Specifically, an encryption of a vector v € Z’; consists of
two encryptions (cty, cta) of v under two independent secret keys sky and ska, respectively. The secret
key for the vector encryption includes the secret keys of both underlying schemes. During decryption,
ct; and cty are decrypted using sk; and sko, respectively. The decryption algorithm outputs L if cty
and cty do not decrypt to the same value; otherwise, the output is Decrypt(sky, cty). Intuitively, if the
adversary was to sample random vectors from the ciphertext space, with overwhelming probability,
the two ciphertexts will not decrypt to the same vector. We conjecture that this modified version of
Regev-based vector encryption satisfies the stronger notion of linear-only encryption as defined in
Definitions 4.10 and 4.21. Thus, with a factor of 2 overhead, we can obtain multi-theorem SNARGs
(resp., SNARKS) based on any linear PCP satisfying strong soundness (resp., knowledge) against

affine provers.

4.6 Chapter Summary

In this chapter, we constructed the first (designated-verifier) SNARG with quasi-optimal succinctness
from standard lattice assumptions. Since our new SNARG candidates are lattice-based, they resist
all currently-known quantum attacks. Another appealing property of our SNARGs is that proof
verification is very simple (i.e., consists of taking an inner product over a finite field or a polynomial
ring, followed by checking a quadratic relation on the inner products). In the next chapter, we further
refine these methods to obtain a quasi-optimal SNARG—mnamely, a SNARG that simultaneously
minimizes prover complexity as well as the proof size. We provide a concrete comparison our new
lattice-based SNARG candidates with previous constructions in Section 5.5 (Table 5.1).

One limitation of our new lattice-based SNARGs is that they are all designated-verifier con-
structions. In contrast, many existing SNARG candidates in the random oracle model [Mic00] or
from pairings [BCIT13, GGPR13] are publicly verifiable. It is an important open problem to build
publicly-verifiable SNARGs from lattices.



Chapter 5

Quasi-Optimal SNARGs

In this chapter, we introduce the notion of a quasi-optimal SNARG which is a SNARG that
simultaneously minimizes both the prover complexity as well as the proof size. We begin by defining

quasi-optimal SNARGs and then provide a technical overview of our main construction in Section 5.1.

Defining quasi-optimality. As in Chapter 4, in all of our SNARG constructions, we measure the
asymptotic cost of achieving soundness error 2~ against provers of size 2*. We say that a SNARG
(for Boolean circuit satisfiability) is quasi-optimally succinct if the proof size is 5(/\), and moreover,
that it is quasi-optimal if the prover complexity is O(|C|) + poly(A, log |C|), where C is the Boolean
circuit.! In Lemma 5.54, we show that this notion of quasi-optimality is tight (up to polylogarithmic
factors) in the following sense: assuming NP does not have succinct proofs, the length of any succinct

argument system that provides this soundness guarantee is necessarily 2(\).

Previous SNARG constructions. Prior to this work, the only SNARG candidate that satisfies
quasi-optimal prover complexity is Micali’s CS proofs [Mic00]. However, to achieve 27 soundness,
the length of a CS proof is Q(A?), which is not quasi-optimally succinct. Conversely, if we just
consider SNARGs that are quasi-optimally succinct, we have many candidates based on bilinear
maps [Grol0, Lip12, GGPR13, BCI13, Lip13, DFGK14, Grol6]. In all of these constructions, the
SNARG proof consists of a constant number of bilinear group elements. To construct the proof,
however, the prover has to perform a group operation for every gate in the underlying circuit, and
since each group element is () bits, the prover overhead is at least multiplicative in A. Consequently,
none of the existing constructions are quasi-optimal in terms of prover complexity. Alternatively, our
lattice-based candidate from Section 4.5 (Corollary 4.25) also satisfies quasi-optimal succinctness.

The construction, though, suffers from a similar limitation: the prover needs to operate on an LWE

1We write 5() to suppress factors that are polylogarithmic in the circuit size |C| and the security parameter .
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ciphertext per gate in the circuit, which also introduces a multiplicative overhead () in the prover’s

computational cost.

Quasi-optimal linear MIPs. In this chapter, we give the first construction of a quasi-optimal
SNARG for Boolean circuit satisfiability from a concrete cryptographic assumption. Our construction
follows a similar structure as that used in Chapter 4. Specifically, we decompose the construction into
two components: an information-theoretic component (linear MIPs), and a cryptographic component
(linear-only vector encryption). We give a brief description of the information-theoretic primitive we
construct in this work: a quasi-optimal linear MIP. At the end of this section, we discuss why the
general PCPs and linear PCPs that have featured in previous SNARG constructions (including the
one from Section 4.5) do not seem sufficient for building quasi-optimal SNARGs.

To briefly recall, a linear PCP over a finite field F is an oracle computing a linear function
7m: F"™ — F. On any query q € F™, the linear PCP oracle responds with the inner product
qf'm = (q,n) € F. Linear MIPs directly generalize linear PCPs to the setting where there are £
independent proof oracles (7y,...,7), each implementing a linear function m;: F™ — F. In the
linear MIP model, the verifier’s queries consist of a ¢-tuple (qq, ..., qe) where each q; € F™. For each
query q; € F™ to the proof oracle m;, the verifier receives the response (q;, ;). We give a formal
definition in Section 5.2.1.

In this work, we say that a linear MIP for Boolean circuit satisfiability is quasi-optimal if
the MIP prover (for proving satisfiability of a circuit C') can be implemented by a circuit of size
O(|C|)+poly (A, log |C|), and the linear MIP provides soundness error 2. As we note in Remark 5.3,
existing linear PCP constructions (e.g., [BCIT13] or Construction 4.5) are not quasi-optimal: they
either require embedding the Boolean circuit into an arithmetic circuit over a large field [BCI*13],

or, in the case of Construction 4.5, rely on making O(\) queries, each of length m = O(|C|).

Constructing quasi-optimal linear MIPs. Our work gives the first construction of a quasi-
optimal linear MIP for Boolean circuit satisfiability. We refer to Section 5.1 for an overview of our
construction and to Section 5.3 for the full description. At a high-level, our quasi-optimal linear MIP
construction relies on two key ingredients: a robust circuit decomposition and a method for enforcing

consistency.

Robust circuit decomposition. Our robust decomposition primitive takes a circuit C' and
produces from it a collection of constraints f1,..., f, each of which can be computed by a circuit of
size roughly |C| /t. Each constraint reads a subset of the bits of a global witness (computed based
on the statement-witness pair for C'). The guarantee provided by the robust decomposition is that
for any false statement x (that is, a statement x where for all witnesses w, C'(x, w) = 0), no single
witness to f1, ..., f; can simultaneously satisfy more than a constant fraction of the constraints. Now,

to prove satisfiability of a circuit C', the prover instead proves that there is a consistent witness that
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simultaneously satisfies all of the constraints f1, ..., f;. Each of these proofs can be implemented by
a standard linear PCP. The advantage of this approach is that for a false statement, only a constant
fraction of the constraints can be satisfied (for any choice of witness), so even if each underlying
linear PCP instance only provided constant soundness, the probability that the prover is able to
satisfy all of the instances is amplified to 27 = 272N if we let t = O()\). Finally, even though the
prover now has to construct ¢ proofs for the ¢ constraints, each of the constraints can themselves be
computed by a circuit of size 6(\0 | /t). The robustness property of our decomposition is reminiscent
of the relation between traditional PCPs and constraint-satisfaction problems, and one might expect
that we could instantiate such a decomposition using PCPs. However, in our settings, we require
that the decomposition be input-independent, which to the best of our knowledge, is not satisfied by
existing (quasilinear) PCP constructions. We discuss this in more detail in Remark 5.22.

The robust decomposition can amplify soundness without introducing much additional overhead.
The alternative approach of directly applying a constant-query linear PCP to check satisfiability of
C has the drawback of only providing 1/poly(\) soundness when working over a small field (i.e.,
as would be the case with Boolean circuit satisfiability). We give the formal definition of a robust
decomposition in Section 5.3.1, and then show how to realize it by combining MPC protocols with
polylogarithmic overhead [DIK10] with the “MPC-in-the-head” paradigm [IKOS07]. Since the notion
of a robust decomposition is a very natural one, we believe that our construction is of independent

interest and will have applications beyond quasi-optimal linear MIP constructions.

Enforcing consistency. The second ingredient we require is a way for the verifier to check that
the individual proofs the prover constructs (for showing satisfiability of each constraint fi,..., f;) are
self-consistent. Our construction here relies on constructing randomized permutation decompositions,

and we refer to Section 5.1 for the technical overview, and Section 5.3 for the full description.

Preprocessing SNARGs from linear MIPs. To complete our construction of quasi-optimal
SNARGSs, we show a generic compiler from linear MIPs to preprocessing SNARGs using a variant
of the linear-only vector encryption scheme introduced in Section 4.4.1. Specifically, we require
a linear-only vector encryption scheme where the underlying encryption scheme is a polynomial
ring (as opposed to a finite field). We give our construction in Section 5.4. Combined with
our information-theoretic construction of quasi-optimal linear MIPs, this yields the first quasi-
optimal designated-verifier SNARG for Boolean circuit satisfiability in the preprocessing model
(Corollaries 5.62 and Remark 5.63).

Why linear MIPs? A natural question to ask is whether our new linear MIP to preprocessing
SNARG compiler provides any advantage over the existing compilers by Bitansky et al. [BCIT13]
or that from Chapter 4. The Bitansky et al. compiler relies on linear interactive proofs while our

compiler from Section 4.4 relies on linear PCPs as the core information-theoretic building block. After
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all, any k-query, ¢-prover linear MIP with query length m can be transformed into a (k¢)-query linear
PCP with query length m? by concatenating the proofs of the different provers together, and likewise,
padding the queries accordingly. While this still yields a quasi-optimal linear PCP (with sparse
queries), applying the existing cryptographic compilers to this linear PCP incurs an additional prover
overhead that is proportional to £. In our settings, £ = ©()), so the resulting SNARG is no longer
quasi-optimal. By directly compiling linear MIPs to preprocessing SNARGs, our compiler preserves
the prover complexity of the underlying linear MIP, and so, combined with our quasi-optimal linear
MIP construction, yields a quasi-optimal SNARG for Boolean circuit satisfiability.

Alternatively, one might ask whether a similar construction of quasi-optimal SNARGs is possible
starting from standard PCPs or linear PCPs with quasi-optimal prover complexity. Existing techniques
for compiling general PCPs [Mic00, BCCT12, BCC*17] to succinct argument systems all rely on some
form of cryptographic hashing to commit to the proof and then open up a small number of bits chosen
by the verifier. Some of the hash-based constructions [Mic00, BCCT12, BCCT17] based on traditional
PCPs can achieve quasi-optimal prover complexity, but none achieves quasi-optimal succinctness
(Remark 4.27). If instead we start with linear PCPs and apply the compiler in either [BCI*T13] or
the one from Section 4.4 (Construction 4.14), the challenge is in constructing a quasi-optimal linear
PCP that provides soundness error 2-* over a small field F. As noted above (and in Remark 5.3),

existing linear PCP constructions are not quasi-optimal for Boolean circuit satisfiability.

5.1 Quasi-Optimal Linear MIP Construction Overview

In this section, we give a technical overview of our quasi-optimal linear MIP construction for
arithmetic circuit satisfiability over a finite field F. Combined with our cryptographic compiler based
on linear-only vector encryption over rings, this gives the first construction of a quasi-optimal SNARG

from a concrete cryptographic assumption.

Robust circuit decomposition. The first ingredient we require in our quasi-optimal linear MIP
construction is a robust way to decompose an arithmetic circuit C': F?' x F™ — F" into a collection
of ¢t constraint functions fi,..., f;, where each constraint f;: F" x F™ — {0,1} takes as input a
common statement x € F" and witness w € F™. More importantly, each constraint f; can be
computed by a small arithmetic circuit C; of size roughly |C| /t. This means that each arithmetic
circuit C; may only need to read some subset of the components in x and w. There is a mapping
inp: F"" — F" that takes as input a statement x’ for C' and outputs a statement x for f1,..., f;, and
another mapping wit: F* x F™ — F™ that takes as input a statement-witness pair (x',w’) for C,
and outputs a witness w for f1,..., f;. The decomposition must satisfy two properties: completeness
and robustness. Completeness says that whenever a statement-witness pair (x’, w’) is accepted by C,

then f;(x,w) =1 for all i if we set x = inp(x’) and w = wit(x’, w’). Robustness says that for a false
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statement x’ € F™' | there are no valid witnesses w € F™ that can simultaneously satisfy more than a
constant fraction of the constraints f1(x,-),..., f:(x,-), where x = inp(x’).

Roughly speaking, a robust decomposition allows us to reduce checking satisfiability of a large
circuit C to checking satisfiability of many smaller circuits C1,...,C;. The gain in performance will
be due to our ability to check satisfiability of all of the Cy,...,C} in parallel. The importance of
robustness will be critical for soundness amplification. We give the formal definition of a robust

decomposition in Section 5.3.1.

Instantiating the robust decomposition. In Section 5.3.1, we describe one way of instantiating
the robust decomposition by applying the “MPC-in-the-head” paradigm of [[KOS07] to MPC protocols
with polylogarithmic overhead [DIK10]. We give a brief overview here. For an arithmetic circuit
C: F" x F™ — F" | the encoding of a statement-witness pair (x, w) will be the views of each party
in a (simulated) t-party MPC protocol computing C' on (x,w), where the bits of the input and
witness are evenly distributed across the parties. Each of the constraint functions f; checks that
party ¢ outputs 1 in the protocol execution (indicating an accepting input), and that the view of
party i is consistent with the views of the other parties. This means that the only bits of the encoded
witness that each constraint f; needs to read are those that correspond to messages that were sent
or received by party i. Then, using an MPC protocol where the computation and communication
overhead is polylogarithmic in the circuit size (c.f., [DIK10]), and where the computational burden
is evenly distributed across the computing parties, each f1,..., fi can be implemented by a circuit
of size O(|C| /t). Robustness of the decomposition follows from security of the underlying MPC

protocol. We give the complete description and analysis in Section 5.3.1.

Blueprint for linear MIP construction. The high-level idea behind our quasi-optimal linear
MIP construction is as follows. We first apply a robust circuit decomposition to the input circuit to
obtain a collection of constraints fi,..., f;, which can be computed by smaller arithmetic circuits
C1,...,Cy, respectively. Each arithmetic circuit takes as input a subset of the components of the
statement x € F" and the witness w € F™. In the following, we write x; and w; to denote the
subset of the components of x and w, respectively, that circuit C; reads. We can now construct a
linear MIP with ¢ provers as follows. A proof of a true statement x’ with witness w’ consists of
t proof vectors (71,...,7;), where each proof 7; is a linear PCP proof that C;(x;,-) is satisfiable.
Then, in the linear MIP model, the verifier has oracle access to the linear functions 7, ..., 7, which
it can use to check satisfiability of C;(x;,-). Completeness of this construction is immediate from
completeness of the robust decomposition.

Soundness is more challenging to argue. For any false statement x’, robustness of the decomposition
of C only ensures that for any witness w € F™, at least a constant fraction of the constraints f;(x, w)
will not be satisfied, where x = inp(x’). However, this does not imply that a constant fraction of the

individual circuits C;(x;, -) is unsatisfiable. For instance, for all 4, there could exist some witness w;
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such that C;(x;, w;) = 1. This does not contradict the robustness of the decomposition so long as the
set of all satisfying witnesses {w;} contain many “inconsistent” assignments. More specifically, we
can view each w; as assigning values to some subset of the components of the overall witness w, and
we say that a collection of witnesses {w;} is consistent if whenever two witnesses w; and w; assign a
value to the same component of w, they assign the same value. Thus, robustness only ensures that
the prover cannot find a consistent set of witnesses {w;} that can simultaneously satisfy more than
a fraction of the circuits C;. Or equivalently, if x is the encoding of a false statement x’, then a
constant fraction of any set of witnesses {w;} where C;(x;,w;) = 1 must be mutually inconsistent.

The above analysis shows that it is insufficient for the prover to independently argue satisfiability
of each circuit C;(x;, ). Instead, we need the stronger requirement that the prover uses a consistent
set of witnesses {w;} when constructing its proofs 7y, ..., ;. Thus, we need a way to bind each
proof 7; to a specific witness w;, as well as a way for the verifier to check that the complete set
of witnesses {w;} are mutually consistent. For the first requirement, we introduce the notion of a
systematic linear PCP, which is a linear PCP where the linear PCP proof vector 7r; contains a copy
of a witness w; where C;(x;,w;) = 1 (Definition 5.23). Now, given a collection of systematic linear
PCP proofs 71, ..., s, the verifier’s goal is to decide whether the witnesses wy, ..., w; embedded
within 71, ..., 7 are mutually consistent. Since the witnesses w; are part of the proof vectors 7r;, in
the remainder of this section, we will simply assume that the verifier has oracle access to the linear

function (w;,-) for all i since such queries can be simulated using the proof oracle (7, -).

5.1.1 Consistency Checking

The robust decomposition ensures that for a false statement x’, any collection of witnesses {w;}
where C;(x;,w;) =1 for all 7 is guaranteed to have many inconsistencies. In fact, there must always
exists Q(¢) (mutually disjoint) pairs of witnesses that contain some inconsistency in their assignments.
Ensuring soundness thus reduces to developing an efficient method for testing whether wy, ..., wy
constitute a consistent assignment to the components of w or not. This is the main technical challenge
in constructing quasi-optimal linear MIPs, and our construction proceeds in several steps, which we

describe below.

Notation. We begin by introducing some notation. First, we pack the different witnesses

' row of

W1,...,w; € F? into the rows of an assignment matric W € Ft*9. Specifically, the it
W is the witness w;. Next, we define the replication structure for the circuits C4,...,C; to be a
matrix A € [m]?*?. Here, the (i, 7)™ entry A, ; encodes the index in w € F™ to which the ;!
entry in w; corresponds. With this notation, we say that the collection of witnesses wy, ..., w; are
consistent if for all indices (i1, j1) and (i2,j2) where A; ;, = A the assignment matrix satisfies

Wil J1 = Wi2 J2t

12,72
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Checking global consistency. To check whether an assignment matrix W € FtX¢ is consistent
with respect to the replication structure A € [m]"*9, we can leverage an idea from Groth [Gro09],
and subsequently used in [IPS09] for performing similar consistency checks. The high-level idea is as
follows. Take any index z € [m] and consider the positions (i1,71),..., (id, ja) where z appears in
A. In this way, we associate a disjoint set of Hamiltonian cycles over the entries of A, one for each
of the m components of w. Let II be a permutation over the entries in the matrix A such that II
splits into a product of the Hamiltonian cycles induced by the entries of A. In particular, this means
A =TI(A), and moreover, W is consistent with respect to A if and only if W = II(W). The insight
in [Gro09] is that the relation W = II(W) can be checked using two sets of linear queries. First, the
verifier draws vectors ry, ..., r; < F¢ and defines the matrix R € F'* to be the matrix whose rows
are ry,...,r;. Next, the verifier computes the permuted matrix R’ + II(R). Let r{,...,r} be the
rows of R/. Similarly, let wy,...,w; be the rows of W. Finally, the verifier queries the linear MIP

oracles (w;,-) on r; and r} for all ¢ and checks the relation

ST twir) 23 (wir)) €F. (5.1)

1€[t] 1€ [t]
By construction of II, if W = II(W), this check always succeeds. However, if W £ II(W), then by
the Schwartz-Zippel lemma (Lemma 2.2), this check rejects with probability 1/ |F|. When working
over a polynomial-size field, this consistency check achieves 1/poly(A) soundness (where A is a security
parameter). We can use repeated queries to amplify the soundness to negl(\) without sacrificing
quasi-optimality. However, this approach cannot give a linear MIP with 27* soundness and still
retain prover overhead that is only polylogarithmic in A (since we would require () repetitions).

To overcome this problem, we require a more robust consistency checking procedure.

Checking pairwise consistency. The consistency check described above and used in [Gro09,
IPS09] is designed for checking global consistency of all of the assignments in W € F**9, The main
disadvantage of performing the global consistency check in Eq. (5.1) is that it only provides soundness
1/ |F|, which is insufficient when F is small (e.g., in the case of Boolean circuit satisfiability). One way
to amplify soundness is to replace the single global consistency check with ¢/2 pairwise consistency
checks, where each pairwise consistency check affirms that the assignments in a (mutually disjoint)
pair of rows of W are self-consistent. Specifically, each of the t/2 checks consists of two queries
(ri,r;) and (ry,r}) to (w;,-) and (wj, ), constructed in exactly the same manner as in the global
consistency check, except specialized to only checking for consistency in the assignments to the
variables in rows ¢ and j. Since all of the pairwise consistency checks are independent, if there are
Q(t) pairs of inconsistent rows, the probability that all /2 checks pass is bounded by 2%t This
means that for the same cost as performing a single global consistency check, the verifier can perform

Q(t) pairwise consistency checks. As long as many of the pairs of rows the verifier checks contain
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inconsistencies, we achieve soundness amplification.

Recall from earlier that our robust decomposition guarantees that whenever x, ..., x; correspond
to a false statement, any collection of witnesses {w;} where C;(x;, w;) is satisfied for all i necessarily
contains many pairs w; and w; that are inconsistent. Equivalently, many pairs of rows in the
assignment matrix W contain inconsistencies. Now, if the verifier knew which pairs of rows of W
are inconsistent, then the verifier can apply a pairwise consistency check to detect an inconsistent W
with high probability. The problem, however, is that the verifier does not know a priori which pairs
of rows in W are inconsistent, and so, it is unclear how to choose the rows to check in the pairwise
consistency test. However, if we make the stronger assumption that not only are there many pairs of
rows in W that contain inconsistent assignments, but also, that most of these inconsistencies appear
in adjacent rows, then we can use a pairwise consistency test (where each test checks for consistency
between an adjacent pair of rows) to decide if W is consistent or not. When the assignment matrix
‘W has many inconsistencies in pairs of adjacent rows, we say that the inconsistency pattern of W is

“regular,” and can be checked using a pairwise consistency test.

Regularity-inducing permutations. To leverage the pairwise consistency check, we require that
the assignment matrix W has a regular inconsistency structure that is amenable to a pairwise
consistency check. To ensure this, we introduce the notion of a regularity-inducing permutation. Our
construction relies on the observation that the assignment matrix W is consistent with a replication
structure A if and only if TI(W) is consistent with II(A), where II is an arbitrary permutation
over the entries of a t-by-¢ matrix. Thus, if we want to check consistency of W with respect to
A, it suffices to check consistency of II(W) with respect to II(A). Then, we say that a specific
permutation II is regularity-inducing with respect to a replication structure A if whenever W has
many pairs of inconsistent rows with respect to A (e.g., W is a set of accepting witnesses to a false
statement), then II(W) has many inconsistencies in pairs of adjacent rows with respect to II(A). In
other words, a regularity-inducing permutation shuffles the entries of the assignment matrix such that
any inconsistency pattern in W maps to a regular inconsistency pattern according to the replication
structure II(A). In the construction, instead of performing the pairwise consistency test on W,
which can have an arbitrary inconsistency pattern, we perform it on II(W), which has a regular
inconsistency pattern. We define the notion more formally in Section 5.3.2 and show how to construct

regularity-inducing permutations in Section 5.3.4.

Decomposing the permutation. Suppose II is a regularity-inducing permutation for the repli-
cation structure A associated with the circuits C1,...,C; from the robust decomposition of C.
Robustness ensures that for any false statement x’, for all collections of witnesses {w;} where
Ci(x;,w;) =1 for all 4, and x = inp(x’), the permuted assignment matrix II(W') has inconsistencies
in Q(t) pairs of adjacent rows with respect to II(A). This can be detected with probability 1 — 2~

by performing a pairwise consistency test on the matrix W’ = II(W). The problem, however, is
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that the verifier only has oracle access to (w;, ), and it is unclear how to efficiently perform the
pairwise consistency test on the permuted matrix W' given just oracle access to the rows w; of
the unpermuted matrix. Our solution here is to introduce another set of ¢ linear MIP provers for
each row w; of W/ = II(W). Thus, the verifier has oracle access to both the rows of the original
assignment matrix W, which it uses to check satisfiability of C;(x;,-), as well as the rows of the
permuted assignment matrix W', which it uses to check consistency of the assignments in W. The
verifier accepts only if both sets of checks pass. The problem with this basic approach is that there
is no reason the prover chooses the matrix W’ so as to satisfy the relation W’ = II(W). Thus, to
ensure soundness from this approach, the verifier needs a mechanism to also check that W’ = II(W),
given oracle access to the rows of W and W'.

To facilitate this check, we decompose the permutation II into a sequence of @ permutations
(I1y,...,11,) where I =II, o - - - o II;. Moreover, each of the intermediate permutations II; has the
property that they themselves can be decomposed into ¢/2 independent permutations, each of which
only permutes entries that appear in 2 distinct rows of the matrix. This “2-locality” property on
permutations is amenable to the linear MIP model, and we show in Construction 5.29 a way for
the verifier to efficiently check that two matrices W and W’ (approximately) satisfy the relation
W = II;(W’), where II; is 2-locally decomposable. To complete the construction, we have the
prover provide not just the matrix W and its permutation W', but all of the intermediate matrices
W; =(II;0ll;_10---0Il;)(W) for all i = 1,...,«. Since each of the intermediate permutations
applied are 2-locally decomposable, there is an efficient procedure for the prover to check each relation
W, =1I;(W,_1), where we write Wy = W to denote the original assignment matrix. If each of the
intermediate permutations are correctly implemented, then the verifier is assured that W’ = II(W),
and it can apply the pairwise consistency check on W’ to complete the verification process. We use
a Bene§ network to implement the decomposition. This ensures that the number of intermediate
permutations required is only logarithmic in ¢, so introducing these additional steps only incurs

logarithmic overhead, and does not compromise quasi-optimality of the resulting construction.

Randomized permutation decompositions. There is one additional complication in that the
intermediate consistency checks W’ < II;(W) are imperfect. They only ensure that most of the
rows in W’ agree with the corresponding rows in IT;(W). What this means is that when the prover
crafts its sequence of permuted assignment matrices W = Wy, W1,..., W, it is able to “correct”
a small number of inconsistencies that appear in W in each step. Thus, we must ensure that for
the particular inconsistency pattern that appears in W, the prover is not able to find a sequence
of matrices W1, ..., W, where each of them approximately implements the correct permutation
at each step, but at the end, is able to correct all of the inconsistencies in W. To achieve this, we
rely on a randomized permutation decomposition, where the verifier samples a random sequence of
intermediate permutations Ily,...,II, that collectively implement the target regularity-inducing

permutation II. There are a number of technicalities that arise in the construction and its analysis,
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and we refer to Section 5.3.4 for the full description.

Putting the pieces together. To summarize, our quasi-optimal linear MIP for circuit satisfiability
consists of two key components. First, we apply a robust decomposition to the circuit to obtain
many constraints with the property that for a false statement, a malicious prover either cannot
satisfy most of the constraints, or if it does satisfy all of the constraints, it must have used an
assignment with many inconsistencies. The second key ingredient we introduce is an efficient way to
check if there are many inconsistencies in the prover’s assignments in the linear MIP model. Our
construction here relies on first constructing a regularity-inducing permutation to enable a simple
method for consistency checking, and then using a randomized permutation decomposition to enforce

the consistency check. We give the formal description and analysis in Section 5.3.

5.2 Main Ingredients

In this section, we provide a brief overview of the two main ingredients we require in our quasi-optimal
SNARG construction: linear multi-prover interactive proofs (Section 5.2.1) and routing networks
(Section 5.2.2).

5.2.1 Linear MIPs

Our construction of quasi-optimal SNARGs relies on much of the same underlying infrastructure
of linear proof systems described in Section 4.3. In this section, we further extend these notions
and recall the definition of of a linear multi-prover interactive proof (linear MIP) introduced by

Ishai et al. [IKOO7]. Afterwards, we introduce the notion of a quasi-optimal linear MIP.

Definition 5.1 (Linear MIPs [IKOO07, adapted]). Let R be a binary relation, F be a finite field,
P = (P1,...,P) be a tuple of £ prover algorithms, and V be an oracle verifier algorithm. Then, the
pair (P,V) is an (input-oblivious) k-query linear multi-prover interactive proof (MIP) with ¢ provers

for R over F with soundness error € and query length d if it satisfies the following requirements:

e Syntax: Each prover algorithm P; (for ¢ € [¢]) takes as input a statement x and a witness w
and outputs a vector m; € F¢. We write P(x, w) to denote the tuple (Py(x,w),..., Py(x,w)).
The verification algorithm V™1™ = (Q, D) consists of an input-oblivious probabilistic query-
generation algorithm Q and a deterministic decision algorithm D. The query algorithm Q
generates a tuple of query matrices Qy, ..., Q, € F¥** and some additional state information
st. The decision algorithm D takes as input the statement x, the verification state st, and the
prover responses y1, . ..,y¢ where each y; = Q7 m; € F*, and either “accepts” (with output 1)

or “rejects” (with output 0).
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e Completeness: For every (x,w) € R, and setting m; < P;(x,w) for all i € [¢], we have that
Y7L-sTe(x) accepts with probability 1.

e Soundness: For every x ¢ £, and all proof vectors (m},...,m;) where each 7} € F¢, the
probability that V™1™ (x) accepts is at most . As in Definition 4.2, we can define a
corresponding notion of soundness against affine provers where soundness holds against provers

who each implement a different affine strategy (w7, b}) € F¢ x F*.
Similar to Definition 4.2, we can replace the soundness property with a stronger knowledge property.

Definition 5.2 (Quasi-Optimal Linear MIPs). Let A be a security parameter, and C' be an arithmetic
circuit of size s over a finite field F. A k-query linear MIP (P, V) with £ provers for R with soundness
error 27 is quasi-optimal if the prover P = (P, ..., P;) can be implemented by an arithmetic circuit
of size 6(5) + poly(\, log s), where the 5() notation is suppressing terms that are polylogarithmic in
s and A.

Remark 5.3 (Existing Linear PCP Construction). We can view the linear PCP constructions by
Bitansky et al. [BCIT13] as well as Construction 4.5 from Section 4.3.1 as a linear MIP with a
single prover. However, when viewed as linear MIPs, these constructions are not quasi-optimal for
arithmetic circuit satisfiability over a polynomial-size field (i.e., for Boolean circuit satisfiability). To
provide soundness error 2-*, the aforementioned linear PCP constructions either embed the circuit
satisfiability instance inside a field of size 2*(*) | or have query complexity O(\). In both cases, the
prover complexity becomes Q(As) + poly()\,log s). Thus, the existing SNARG constructions are not

quasi-optimal for Boolean circuit satisfiability.

5.2.2 Routing Networks

Our quasi-optimal linear MIP construction in Section 5.3 relies on an efficient method for checking
whether two matrices W, W’ € F'X4 gatisfy W = II(W’) where II is an arbitrary permutation over
the entries of a t-by-¢ matrix. We begin by stating a lemma from [GHS12| that states that an
arbitrary permutation II over the entries of a t-by-¢g matrix can be decomposed into the composition
of a small number of permutations, where each permutation implements a row-wise permutation or a

column-wise permutation of the matrix entries.

Definition 5.4 (Matrix Permutations). Fix integers ¢, ¢ and let II be a permutation over the entries
of a t-by-q matrix. We say that II is row-wise restricted if Il only permutes elements within the rows
of the matrix (that is, the permutation only changes the column, and not the row, of each element).
Similarly, we say that II is column-wise restricted if II only permutes elements within the columns of

the matrix.

Lemma 5.5 ([GHS12, Lemma 1)). Fiz positive integers t,q € N, and let 11 be a permutation over
the entries of a t-by-q matriz. Then, there exist permutations 11y, Iy, I3 such that 11 = Il3 o I3 o 11,
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Figure 5.1: A Benes network over 8 = 2% nodes (BENES3).

where I1; and Il3 are row-wise restricted, and Il is column-wise restricted. Moreover, there is an

efficient algorithm to compute 111,11y, 13 given II.

Benes networks. A Bene$ permutation network [Ben64] is a special graph that can model all
permutations II on a collection of m = 2% elements. We give the precise definition below, and then
state an elementary property on the structure of Benes networks. We show an example of a Benes

network in Figure 5.1.

Definition 5.6 (Benes Network [Ben64]). For a non-negative integer d, a d-dimensional Benes
network, denoted BENES,, is a directed graph with 2d + 1 layers (labeled 0, ...,2d). Each layer
contains m = 2% nodes (labeled 0, ...,2% — 1), and edges only go from nodes in layer i — 1 to nodes
in layer 4 for i € [2d]. The first layer (layer 0) is the input layer and the final layer (layer 2d) is the

output layer. The graph structure is defined recursively as follows:
e A 0O-dimensional Benes network BENES( consists of a single node.

e A d-dimensional Benes network BENES, consists of an input layer (with 2¢ nodes) that feeds
into two stacked BENES;_1 networks, which feed into an output layer. The edge configuration

of the input and output layers are then defined as follows, for i = 0,...,2%"1 —1:

— Input edges: There is an edge from the i*" input of BENES, to the i*" input of each of
. . . h, .
the BENES;_1 networks. There is also an edge from the (i + 2d‘1)t input of BENES, to

the i** input of each of the BENES;_; networks.

— Output edges: There is an edge from the i*" output of each of the BENES;_; networks
to the i*" output of BENES,. There is also an edge from the " output of each BENES_;

network to the (i + 2d’1)th output of the BENES, network.

Fact 5.7 (Structure of Benes Networks). Fix a positive integer d € N, and let S = {0, 24— 1}.

Then, a BENES,; network has the following structural properties:
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e For j € {0,...,d}, we can partition the nodes in layer j into ¢; = 2977 disjoint sets

S((Jj), o Séj 11 C S, each containing 2/ nodes, with the following properties:

— For k€ {0,...,2¢79 — 1}, S,(Cj) contains all indices i € S where the least-significant d — j
bits of 7 is equal to k.

— For all nodes ig,4; € S,(Cj ) for some k, there is a unique path of length j from the it® input
node to the it® node in layer j of BENES,.
— For any two nodes i, € S,ij), it € S,fj) where k # k', there are no paths from the it input

node to the it® node in layer j of BENES,.

e For j € {d,...,2d}, we can partition the nodes in layer j into ¢; = 2/=¢ disjoint sets

S((]j), cee Séi)l C S, each containing 22?77 nodes, with the following properties:

— For k € {07 S, 20 1}, S,gj) contains all indices i € S where the least-significant j — d
bits of 4 is equal to k.

— For all nodes ig4,1; € S](Cj ) for some k, there is a unique path of length j from the i{" node

in layer j to the it output node in BENES,.

— For all nodes i, € S,(j), it € S,(j) where k # k', there are no paths from the it" node in

layer j to the it" output node of BENES,.

A key property of Benes networks is that they are rearrangeable: any permutation II on m = 2¢
values can be mapped to a set of 2¢ node-disjoint paths in a d-dimensional Benes network BENES, where
the it path maps from input i to output II(i). We state the following fact from [Wak68, OTW71].

Fact 5.8 (Rearrangeability of Benes Networks [Wak68, OTW71]). Let d € N be a positive integer
and let S = {O, 29— 1}. For all permutations II: S — S there exists a set of 2¢ node-disjoint
paths from each input node i € S in BENES, to its corresponding output node II(i). Moreover, these

paths can be computed in time O(d - 2¢). We say that the paths P implement the permutation II.

Randomized routing in Benes networks. Fact 5.8 states that we can route any permutation IT
on [2%] elements using a d-dimensional Bene§ network. In our construction, we will use the following

procedure to randomize the routing configuration.

Construction 5.9 (Randomized Routing). Let d € N be a positive integer and S = {0, S 20— 1}.
For a permutation II: S — S on S, let P be a collection of node-disjoint paths in BENES; that
routes each input node i € S to its corresponding output node II(i). Namely, for each i € S and
j €{0,...,2d}, let P[i, j] be the value of node i in layer j of the BENES,; network. We construct a

new collection of paths P’ as follows:

1. Initialize P’ <~ P. Then for j € [d] and k =0,...,2~1 — 1, do the following:
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(a) Choose a random bit b, ; <~ {0,1}.

(b) For i € S, let iyia---iq be the binary representation of i. Then, if b;;, = 1, for all nodes
i € S where dyis---ij_1 = k and i; = 0, swap the values P’'[i, j'] and P'[i + 2977, j], for
all j/ = j,....d—j.

2. Output the randomized collection of paths P’.

At a high level, Construction 5.9 takes a set of paths P implementing a specific permutation
II in a BENESy network and produces a new set of paths P’ in BENES; that implement the same
permutation. The procedure relies on the recursive structure of the Benes network. For example, in
the first layer of a BENES; network, the input nodes are partitioned into two disjoint sets, one of
which is routed using the top BENES;_; network, and the other is routed using the bottom BENES;
network. The randomization procedure in Construction 5.9 maintains the same partitioning of input
nodes, but each partition is either routed using the top BENES;_; network or the bottom BENES,_;
network with equal probability. This process is then iteratively applied to permute the routing
configuration for each of the BENES; 1 networks in the first layer, and so on. We state the formal

correctness guarantee in the following lemma:

Lemma 5.10. Let d € N be a positive integer, S = {0, L2 - 1}, and I1: S — S be a permutation
on S. Let P be a collection of node-disjoint paths in BENESy that implements the permutation
II. Then, the new collection of paths P’ obtained by applying the randomized routing procedure in
Construction 5.9 to P is also a collection of node-disjoint paths in BENES, that implements the same

permutation I1.

For any sequence of paths P implementing a permutation II in a BENESy network, the set P’ of
randomized paths output by Construction 5.9 has the property that if we consider the path of any
single input node ¢ € {O, 24— 1} to II(7) in P’, its path is distributed uniformly over all of the

24 possible paths from i to II(i) in BENES;. We state the precise guarantee in the following lemma:

Lemma 5.11. Let d € N be a positive integer, S = {O, 24— 1}, and I1: S — S be a permutation
on S. Let P be a collection of node-disjoint paths in BENESy that implements II, and let P’ be
the set of randomized paths output by Construction 5.9 applied to P. For a node i € S, let
i =10,%1,-..,i2q = I1(i) denote the path of i in P’'. Then the following holds:

e Forje€{0,...,d}, let S(()j), .. .,5’8)71 be the partition of the nodes in layer j from Fact 5.7.
Let k € {0,...,6; — 1} such that i € 5. Then, for all i’ € Sy, Prli; =i'| = 1/|SY)| = 1/27.

o Forje{d,...,2d}, let Séj), cee Séfll be the partition of the nodes in layer j from Fact 5.7.

Let k €{0,...,¢; —1} such that I1(i) € S,(Cj). Then, for alli' € S,(cj), Prji; =] = 1/’5,(5)’ =
1/224-17,

In both cases, the probability is taken over the random coins in the randomization algorithm (Con-
struction 5.9).
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Permutations from Benes networks. We can view a collection of paths in a Benes network
as providing a systematic decomposition of an arbitrary permutation IT on ¢ = 2¢ elements into
a sequence of £ = O(logt) permutations Iy, ..., II,, where each II;,...,II; can be expressed as a
product of disjoint 2-cycles, and II = IIyo---oIl;. More precisely, we can associate values xq, ..., T 1
with the input nodes of the BENES,; network (e.g., value x; with the i*" input node). Given a path
from an input node to an output node, we associate the value of the input node with every node along
the path. Then, any collection of ¢t node-disjoint paths P from input nodes to output nodes induces
an assignment to every node in the network. Now, for any permutation IT on ¢ values xg, ..., Z;_1,
we define IIy, ..., I, so that (IT; o - - - o IT ) (g, . . . , x¢—1) gives the values of the nodes in layer i + 1
of BENESy on input zg, ..., x;_1 and paths determined by P. The structure of the Benes§ network
ensures that each of the Il;, ... II; is a product of disjoint 2-cycles. We say that permutations with
this property (generalized to permutations over the entries of a matrix) are 2-locally decomposable
(Definition 5.12). We give a more precise description of this decomposition in Construction 5.13. We

formalize two properties satisfied by the decomposition in Lemma 5.14.

Definition 5.12 (2-Local Decomposability). Fix an even integer ¢t € N, an integer ¢ € N, and set
t' = t/2. Let II be a permutation on the entries of a t-by-¢ matrix. We say that II is 2-locally
decomposable if there exists a partition {j1,j2},...,{jr—1,7¢} of [t] and permutations Iy, ..., II;
over 2-by-q matrices such that for all matrices W € F?%t, we have that W= II(W) if and only if for
all i € [t'],

Wijaigaisa) = i (W[jzimiﬂ])'

In other words, a permutation II is 2-locally decomposable if IT can be written as a composition of

t' = t/2 disjoint permutations that each operate on exactly two rows of the matrix.

Construction 5.13 (Randomized 2-Local Decomposition). Let ¢,q € N be integers where t = 29
for some d € N. Let II be an arbitrary column-wise restricted permutation on the entries of a
t-by-g matrix. The randomized 2-local decomposition of II is a sequence of 2d matrices 111, ..., oy

constructed as follows:

e For each column i € [g], let P; be a collection of paths in a BENES; network that implements
the permutation II on the entries in column ¢. Let P/ be the output of the randomized routing

procedure in Construction 5.9 applied to P;.

e For j € [2d], we take II; to be a column-wise restricted permutation on ¢-by-¢ matrices. We
(
so that for all ¢ € [¢] and j € [2d], (Hg.z) 0---0 Hg’))(xo, ..., x¢—1) gives the values of the nodes

write TI” to denote the permutation IT; implements on column i € [g]. We define IIy, . .., Iz

in layer j of a BENES, network on input (zo,...,2:—1) and using paths defined by P;.

Lemma 5.14. Let t,q € N be integers where t = 2% for some d € N. Let I be an arbitrary column-

wise restricted permutation on the entries of a t-by-q¢ matriz, and let (I1y,...,Iag) be the randomized
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2-local decomposition of I1 from Construction 5.18. The local decomposition satisfies the following

properties:
o FachIly,... Ilay is a column-wise restricted and 2-locally decomposable.
° HZHQdO-“OHl.

Proof. The first property follows immediately from the structure of Benes networks, and the second

follows by construction. O

5.3 Quasi-Optimal Linear MIPs

In this section, we present our core information-theoretic construction of a linear MIP with quasi-
optimal prover complexity. We refer to Section 5.1 for a high-level overview of the construction. In
Sections 5.3.1 and 5.3.2, we introduce the key building blocks underlying our construction. We give
the full construction of our quasi-optimal linear MIP in Section 5.3.3. We show how to instantiate

our core building blocks in Section 5.3.4.

5.3.1 Robust Decomposition for Circuit Satisfiability

In this section, we formally define our notion of a robust decomposition of an arithmetic circuit.
We then show how to instantiate the robust decomposition by combining the MPC-in-the-head
paradigm [IKOS07] with robust MPC protocols with polylogarithmic overhead [DIK10]. We refer
to the technical overview in Section 5.1 for a high-level description of how we implement our

decomposition.

Definition 5.15 (Quasi-Optimal Robust Decomposition). Let C': F"' x F™ — F" be an arithmetic
circuit of size s over a finite field IF, R¢ be its associated relation, and Lo C F" be its associated

language. A (¢, d)-robust decomposition of C' consists of the following components:

e A collection of functions f1,..., fi where each function f;: F" x F™ — {0, 1} can be computed
by an arithmetic circuit C; of size 5(s/t) + poly(¢,log s). Note that a function f; may only
depend on a (fixed) subset of its input variables; in this case, its associated arithmetic circuit

C; only needs to take the (fixed) subset of dependent variables as input.

e An efficiently-computable mapping inp: F"" — F" that maps between a statement x’ € F"" for
C to a statement x € F" for f1,..., fs.

e An efficiently-computable mapping wit: F' xF™" — F™ that maps between a statement-witness

pair (x/,w') € F* x F™ to C to a witness w € F™ for fi,..., fi.

Moreover, the decomposition must satisfy the following properties:
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e Completeness: For all (x',w') € R¢, if we set x = inp(x’) and w = wit(x’,w’), then
fi(x,w) =1 for all i € [t].

e 0-Robustness: For all statements x’ ¢ L¢, if we set x = inp(x’), then it holds that for all
w € F™, the set of indices Sy, = {3 € [t] : fi(x,w) = 1} satisfies | Sy | < dt. In other words, any
single witness w can only simultaneously satisfy at most a J-fraction of the constraints.

e Efficiency: The mappings inp and wit can be computed by an arithmetic circuit of size

O(s) + poly(t,log s).

Instantiating the robust decomposition. We now show how to instantiate our robust decompo-
sition using secure multiparty computation (MPC) protocols with polylogarithmic overhead [DIK10].
Our decomposition follows the “MPC-in-the-head” paradigm of Ishai et al. [[KOS07]. In Remark 5.22,
we discuss some of the similarities between our robust circuit decomposition and the duality between

traditional PCPs and constraint satisfaction problems.

MPC preliminaries. We begin by reviewing some standard MPC definitions [Gol04, Can00]. Let ¢
be the number of players, denoted P, ..., P,. We assume that all players communicate synchronously
over secure point-to-point channels. We model the functionality f computed by the ¢ parties as an
arithmetic circuit C' over a finite field F. In this section, it suffices to consider functionalities whose
outputs consists of a single field element F. We assume each party P; has a common input x € F"
and a local input w; € F™.

We specify a t-party MPC protocol II by its next-message function. In particular, on input a party
index ¢ € [t], the public input x, the party’s local input w; and randomness r;, and the messages
P; received (my,...,m;) in the first j rounds of the protocol execution, II(i,s, w;, r;, (Mm1,...,m;))
outputs a set of t — 1 messages that P; sends to each of the other parties in round j + 1. The view of
a party P;, denoted view;, in the protocol execution consists of its local input w;, randomness r;, and
all of the messages that P; both sends and receives? during the execution of II. At the end of the
protocol execution (or if IT signals an early termination), each party P; also computes some output
(as a function of its local state). We say that a pair of views view, and view; for two distinct parties
P; and P; is consistent (with respect to II and the public input x) if the set of messages sent by P;
(in view;) are identical to the messages P; receives (in view;). We now define the correctness and

robustness requirement we require in our construction.

Definition 5.16 (Correctness). An MPC protocol II realizes a deterministic ¢t-party functionality
f(x,wy,...,w,) with perfect correctness if on all inputs x, wy, ..., w,, the probability (taken over

each party’s randomness) that the output of some player P; is different from the output of f is 0.

2Typically, one defines the view of a party to only consist of the messages it receives during the computation. In our
setting, it will be useful to also include the messages the party sends as part of the view, even though those messages
can be computed implicitly from the other components in the view.
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Definition 5.17 (J-Robustness). An MPC protocol II realizes a deterministic ¢-party functionality
with perfect d-robustness if it is perfectly correct in the presence of a semi-honest adversary (as
in Definition 5.16), and furthermore, for any adversary that corrupts up to §t¢ parties, and for any
input (x,wq,...,w;), the following robustness property holds: if there are no inputs (wf,..., w})
where f(x,w],...,w}) = 1, then the probability (taken over each party’s randomness) that some
uncorrupted party outputs 1 in an execution of IT where the inputs of the honest parties are consistent

with (x,wq,...,wy) is 0.

Note that in our settings, we do not require an additional privacy property from the MPC protocol.

With this in mind, we now present our robust decomposition for an arithmetic circuit C.

Construction 5.18 (Robust Decomposition via MPC). Let § > 0 be a constant and ¢ € N be an
integer. Let C': F" x F™ — F" be an arithmetic circuit, and II; be a t-party MPC protocol for the
t + l-input function

1 if O(x, willwa| - - |wy,) = O
f(X,Wl,...,Wn) = (52)
0 otherwise

where each w; is a vector of dimension O(m’/t). Our (¢, d)-robust decomposition (fi,..., fi,inp, wit)
of C' is then defined as follows:

e The input encoding function inp: ' — F™, where n’ = n, is the identity function.

e The witness encoding function wit takes as input a statement x’ € F"" and a witness w’ € F™
and simulates an execution of II; on inputs x” and wi,...,w; where w' = w/||w5]|---[|w}.
Let viewq, ..., view; be the views of each of the ¢ parties in the simulated MPC protocol. The
output of the witness encoding functions is a new witness w = (viewsy, ..., view;) consisting of

the views of the t parties in the execution of IIy.

e Each of the constraint functions f; for ¢ € [t] takes as input the statement x € F” and the

witness w = (viewy, ..., view;) and outputs 1 if the following conditions hold:

— The output of party P; (as determined by view;) is 1 (indicating an accepting output).

— The view view; of party P; is consistent with an honest evaluation of II; (with respect
to the global input x’). Recall that view; includes not only the local state of party P;
and the set of messages P; receives from the other parties during the protocol execution,
but also the messages P; sends to each of the other parties during the protocol execution.
This step verifies that the messages P; sends and its output are consistent with those that

would be computed assuming an honest evaluation of II;.

— The messages sent by party P; (as specified in view;) are consistent with the messages

each of the other parties P; receives (as specified in view;).
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In particular, each f; only needs to read the components of the statement x that party P; needs
to read during the protocol execution. In addition, f; only needs to read the components of w
that pertain to party P;: namely, view; and the components of view; (for all j # ¢) containing

the messages P; received from F;.

Theorem 5.19. Let 6 > 0 be a constant and t € N be an integer. Let C: F*' x F™ — F" bpe
an arithmetic circuit, and let Ily be a perfectly d-robust t-party MPC protocol for the function in
Eq. (5.2). Then, the decomposition (f1,..., ft,inp,wit) in Construction 5.18 is (t,1 — §)-robust.

Proof. We show completeness and robustness separately.

Completeness. If (x’,w’) € R¢, then by perfect correctness of II;, each of the honest parties will
output 1. Moreover, in an honest protocol execution, all of the views view; for ¢ € [t] are internally

and pairwise consistent.

Robustness. To show that the decomposition is (1 — §)-robust, we need to show that for a
statement x’ ¢ L¢, there is no setting of view w = (viewy, ..., view;) that can satisfy more than
a (1 — d)-fraction of the constraints f;. Our argument here is similar to the soundness analysis of
the zero-knowledge proof systems from MPC in [IKOS07, Theorem 4.1]. At a high-level, suppose
that all inconsistencies (if any) among the views viewy, ..., view; can be resolved by eliminating at
most 6t views. In this case, the protocol execution defined by (views, ..., view;) can be realized by
an adversary that corrupts at most 0t parties. But since II; is perfectly d-robust, on input x’, all of
the uncorrupted parties will output 0. In this case, there are at most §t corrupted parties, so there
are at least (1 — d)t honest parties P; where the output is 0, and correspondingly, f;(x,w) = 0 for
those parties. Conversely, if there are more than §t views that are inconsistent, then for any view;
that has an inconsistency, f;(x,w) = 0.

More formally, for a collection of views w = (viewq, ..., view;), we say that the view of party P;
for i € [t] is “bad” if view; is either inconsistent with an honest evaluation of IT; on input x, or if
there is a discrepancy between an outgoing message from P; in view; and an incoming message for

P; (from P;) in view;. Let B C [t] be the subset of “bad” parties. We consider two cases:

o If |B| < 6t, then consider a protocol execution of II; where the adversary corrupts the set
of parties B and behaves in a way so that the view of any party P; for j ¢ B is view;. By
construction of the set B, this means that the views between any two parties 7,5 € [t] \ B are
mutually consistent with an honest execution of Iy on input x’. Thus, since Il is perfectly
0-robust, the output of all parties P;, where j ¢ B will be 0. Equivalently, for all j € [t] \ B,

fij(x,w) =0, so there are at most (1 — §)¢ indices i where f;(x,w) = 1.

o If |B| > 6t, then for all i € B, f;(x,w) = 0. This means that there are at most (1 — 0)¢ indices
i € [t] \ B where f;(x,w) = 1, and the claim follows. O
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Fact 5.20 ([DIK10]). Let t € N be an integer. For any constant 0 < § < 1/3 and arithmetic circuit
C(x,w1,...,wi) on t + 1 inputs with width Q(¢), there exists a t-party MPC protocol II which

computes C' with perfect d-robustness and where the total computational complexity is
|C| - polylog(t, |C]) + poly(t,log |C]) - depth(C)?

Corollary 5.21. Fiz an integer t € N. Then, for any constant 0 < § < 1/3, there exists a

quasi-optimal (t,1— §)-robust decomposition for any arithmetic circuit C': F* x F™ — F" of size Q(t).

Proof. We instantiate Construction 5.18 using the information-theoretic MPC protocol from Fact 5.20.

To obtain the required asymptotics, we make the following observations:

o First, we need to construct an arithmetic circuit that implements the functionality in Eq. (5.2).
We construct the circuit C’: F™ x F™ — {0,1} from C as follows. Circuit C’ first evaluates C
on (x,w) and then projects the h outputs of C' onto {0,1} (mapping 0 to 0 and all non-zero
elements in F to 1). Projecting each element can be done with a circuit of size and depth
O(log |F]). Finally C’ computes the Boolean AND on the negation of each of the projected output
bits. When F is polynomial-sized (e.g., |F| = O(|C])), this transformation only adds logarithmic
overhead to C. In particular, depth(C") = depth(C) + O(log |F|) and |C’| = |C| + O(h - log |F|).

e For proof verification, we can also assume without loss of generality that the circuit C' has
constant depth. In particular, for verifying that (x, w) is a satisfying input to C, we can always
construct a new circuit of size |C| which takes as input the statement x and the value of each
wire in C(x, w). The new circuit then simply checks that every wire is correctly computed, and
that the output value of C(x,w) is o', Coupled with the transformation from the previous
step, we conclude that checking satisfiability of an arithmetic circuit C' can always be reduced
to checking satisfiability of a related circuit C” of size O(|C|log|C|) and depth O(log|C|).
Invoking Fact 5.20 on the circuit C’, we conclude that the inp and wit encoding functions satisfy

the efficiency requirements of Definition 5.15.

e Moreover, when simulating an execution of the MPC protocol from Fact 5.20, we uniformly
distribute the inputs (i.e., the bits of the witness) across the ¢ parties. This ensures that the
computational costs are distributed evenly across all ¢ parties, and so the local computational

complexity of each party becomes
|C| /t - polylog(t, |C]) + poly(t, log |C]).

Since each f; is verifying integrity of view;, we conclude that each f; can be computed by a
cireuit of size O(|C| /t) + poly(t, log |C]). O
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Remark 5.22 (Robust Decomposition and Quasilinear PCPs). Our robust decomposition essentially
provides a way to convert a circuit satisfiability instance into checking satisfiability of a collection of
smaller constraint functions defined over a common set of variables. This is reminiscent of viewing
a traditional PCP (for a circuit satisfiability instance) as a constraint satisfaction problem (CSP),
where each constraint in the CSP reads a small number of bits of the PCP. Thus, another potential
way of obtaining a quasi-optimal robust decomposition is to use quasilinear PCPs [Din06, BS08].
Specifically, we view the PCP as a CSP instance; an encoding of a statement-witness pair corresponds
to an assignment to the variables in the CSP, and the constraint functions in the robust decomposition
simply implement the constraints of the CSP. However, with traditional PCPs, the variables on
which each constraint depends varies with the statement being proved. One of the requirements of
our robust decomposition is that each constraint only depends on a fixzed subset of the bits of the
encoded statement and witness, irrespective of the statement being proved. Thus, it is not clear how
to leverage traditional PCPs to implement our robust decomposition.

In contrast, our MPC-based robust decomposition satisfies this input-independence property.
Specifically, the components of the encoded statement-witness pair read by the i*" constraint just
correspond to the view of the i*® party in the simulated MPC protocol, which is always a fixed subset
of the encoded statement-witness pair, and independent of the statement being proved. It is an
interesting problem to construct an input-independent quasilinear PCP, which may in turn yield

another approach for realizing our robust decomposition primitive.

5.3.2 Consistency Checking

As described in Section 5.1, in our linear MIP construction, we first apply a robust decomposition
to the input circuit C' to obtain smaller arithmetic circuits C1, ..., C}, each of which depends on
some subset of the components of a witness w € F™. The proof then consists of a collection of
systematic linear PCP proofs 7y,...,m; that C,...,C; are individually satisfiable. The second
ingredient we require is a way for the verifier to check that the prover uses a consistent witness to
construct the proofs 7y, ..., 7. In this section, we formally introduce the building blocks we use for
the consistency check. We refer to Section 5.1.1 for an overview of our methods. First, we introduce
a notion of a “systematic” linear PCP that enables these types of consistency checks (using linear

queries).

Systematic linear PCPs. Recall from Section 5.1 that our linear MIP for checking satisfiability of
a circuit C begins by applying a robust decomposition to the circuit C. The MIP proof is comprised
of linear PCP proofs 71, ..., 7 to show that each of the circuits Cy(x1, ), ..., Ci(X¢, ) in the robust
decomposition of C' is satisfiable. Here, x; denotes the bits of the statement x that circuit C; reads.
To provide soundness, the verifier needs to perform a sequence of consistency checks to ensure that

the proofs 7y,...,m; are consistent with some witness w. To facilitate this, we require that the
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underlying linear PCPs are systematic: namely, each proof 7r; contains a copy of some witness w;
where (x;,w;) € R¢,. The consistency check then affirms that the witnesses wy, ..., w; associated
with 7y, ..., 7™y are mutually consistent. We give the formal definition of a systematic linear PCP

below, and then describe one such instantiation by Ben-Sasson et al. [BCG*T13, Appendix E].

Definition 5.23 (Systematic Linear PCPs). Let (P, V) be an input-oblivious k-query linear PCP for
a relation R¢ where C': F* x F™ — F". We say that (P, V) is systematic if the following conditions
hold:

e On input a statement-witness pair (x,w) € F™ x F™ the prover’s output of P(x,w) has the
form 7 = [w,p] € F4, for some p € F¥~™. In other words, the witness is included as part of

the linear PCP proof vector.

e On input a statement x and given oracle access to a proof w* = [w*, p*], the knowledge

extractor 7 (x) outputs w*.

Fact 5.24 ([BCG*13, Claim E.3]). Let C: F* x F™ — F" be an arithmetic circuit of size s over a
finite field IF where |F| > s. There exists a systematic input-oblivious 5-query linear PCP (P, V) for
Re over F with knowledge error O(s/ |F|) and query length O(s). Moreover, letting V = (Q, D), the

prover and verifier algorithms satisfy the following properties:

e the prover algorithm P is an arithmetic circuit of size 6(5),
e the query-generation algorithm Q is an arithmetic circuit of size O(s);

e the decision algorithm D is an arithmetic circuit of size O(n).

Replication structures. Next, we introduce the notion of a replication structure induced by the
decomposition C,...,C:, and define what it means for a collection of assignments to the circuit

C4,...,C; to be consistent.

Definition 5.25 (Replication Structures and Inconsistency Matrices). Fix integers m,t,q € N. A
replication structure is a matrix A € [m]|"*?. We say that a matrix W € F'*9 is consistent with
respect to a replication structure A if for all i1,45 € [t| and ji,j2 € [g], whenever A;, ;, = A, j,,
Wi, i, = Wi, j,. If there is a pair of indices (i1,71) and (i2,j2) where this relation does not hold,
then we say that there is an inconsistency in W (with respect to A) at locations (i1, 71) and (42, j2).
For a replication structure A € [m]**? and a matrix of values W € F'X4  we define the inconsistency
matrix B € {0,1}**¢ where B, ; = 1 if and only if there is an inconsistency in W at location (4, 5)
with respect to the replication structure A. In the subsequent analysis, we will sometimes refer to
an arbitrary inconsistency matrix B € {0,1}**? (independent of any particular set of values W or

replication structure A).

Definition 5.26 (Consistent Inputs to Circuits). Let Cy,...,C; be a collection of circuits where

each C;: F™ — F” only depends on at most ¢ < m components of an input vector w € F™. For each
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i€ [t], let agi), e agi) € [m] be the indices of the ¢ components of the input w on which C; depends.

The replication structure of Cy, ..., Cy is the matrix A € [m]**?, where the i*" row of A is the vector
agi), e 7a¢(f) (namely, the subset of indices on which C; depends). We say that a collection of inputs
Wi,...,w; € F4to C1,...,C, is consistent if the assignment matrix W, where the i*" row of W is

w; for i € [t], is consistent with respect to the replication structure A.

To simplify the analysis, we introduce the notion of an inconsistency graph for an assignment
matrix W € FtX4 with respect to a replication structure A € [m]'*9. At a high level, the inconsistency
graph of W with respect to A is a graph with ¢ nodes, one for each row of W, and there is an edge
between two nodes 4, j € [t] if assignments w; and w; (in rows 7 and j of W, respectively) contain

an inconsistent assignment with respect to A.

Definition 5.27 (Inconsistency Graph). Fix positive integers m,t,q € N and take a replication

txq

structure A € [m) For any assignment matrix W € F*9, we define the inconsistency graph

Gw,a of W with respect to A as follows:

e Graph Gw a is an undirected graph with ¢ nodes, with labels in [t]. We associate node i € [t]

with the it® row of A.

e Graph Gw, a has an edge between nodes i; and iy if there exists ji,j2 € [g] such that
A=Ay, 5, but Wy 5 £ W, . In other words, there is an edge in Gw a whenever there
is an inconsistency in the assignments to rows i; and i in W (with respect to the replication

structure A).

Definition 5.28 (Regular Matchings). Fix integers m,t,q € N where ¢ is even, and take any
replication structure A € [m]**? and assignment matrix W € F**%. We say that the inconsistency
graph Gw a contains a regular matching of size s if Gw a contains a matching® M of size s, where
each edge (v1,v2) € M satisfies (v1,v2) = (2i — 1, 2¢) for some i € [t/2]. In other words, all matched

edges are between nodes corresponding to adjacent rows in W.

Having defined these notions, we can reformulate the guarantees provided by the (¢, J)-robust
decomposition (Definition 5.15). For a constant 6 > 0, let (f1,..., fi,inp,wit) be a (¢,d)-robust
decomposition of a circuit C. Let A be the replication structure of the circuits C, ..., C; computing
fi,--+, ft. Take any statement x’ ¢ L, and consider any collection of witnesses wi, ..., w; where
Ci(x;,w;) =1 for all i € [t]. As usual, x; denotes the bits of x = inp(x’) that C; reads. Robustness
of the decomposition ensures that no single w can be used to simultaneously satisfy more than a
d-fraction of the constraints. In particular, this means that there must exist Q(t) pairs of witnesses
w; and w; which are inconsistent. Equivalently, we say that the inconsistency graph Gw a contains

a matching of size (t). We prove this statement formally in Lemma 5.51.

3For a graph G with n nodes, labeled with the integers 1,...,n, a matching M is a set of edges (i, k) € [n] x [n] with
no common vertices.
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Approximate consistency check. By relying on the robust decomposition, it suffices to construct
a protocol where the verifier can detect whether the inconsistency graph Gw a of the prover’s assign-
ments W with respect to a replication structure A contains a large matching. To facilitate this, we
first describe an algorithm to check whether two assignment matrices W, W’ € FtX4 (approximately)
satisfy the relation W’ = II(W) in the linear MIP model, where II is a 2-locally decomposable
permutation. This primitive can then be used directly to detect whether an inconsistency graph
Gw A contains a regular matching (Corollary 5.32). Subsequently, we show how to permute the
entries in W according to a permutation I so as to convert an arbitrary matching in Gw a into a
regular matching in Gri(w) 7(a). Our construction of the approximate consistency check is a direct

generalization of the pairwise consistency check procedure described in Section 5.1.1.

Construction 5.29 (Approximate Consistency Check). Fix an even integer ¢t € N, and let P, ..., P,
P, ..., P! be a collection of 2 -t provers in a linear MIP system. For i € [t], let 7; € F¢ be the proof
vector associated with prover P; and = € F? be the proof vector associated with prover P/. We can
associate a matrix W € F**¢ with provers (P, ... , P;), where the i*™ row of W is 7r;. Similarly, we
associate a matrix W’ with provers (P,..., P/). Let II be a 2-locally decomposable permutation on
the entries of a t-by-d matrix. Then, we describe the following linear MIP verification procedure for
checking that W’ = II(W).

e Verifier’s query algorithm: The verifier chooses a random matrix R & F**? and sets
R/ + TI(R). Let r; and r} denote the i*" row of R and R/, respectively. The query algorithm

outputs the query r; for prover P; and the query r} to prover P;.

e Verifier’s decision algorithm: Since II is 2-locally decomposable, we can decompose II into
t' = t/2 independent permutations, IIy, ..., II;/, where each II; only operates on a pair of rows
/ /

(J2i—1,j2:), for all ¢ € [#]. Given responses y; = (m;,r;) € F and y, = (w},r}) € F for i € [t],

1)

the verifier checks that the relation

?
Yizicr T ¥ = y;2i71 + y;%’
for all ¢ € [t']. The verifier accepts if the relations hold for all i € [t']. Otherwise, it rejects.

By construction, we see that if W/ = II(W), then the verifier always accepts.

Lemma 5.30 (Consistency Check Soundness). Define t, I, W, and W’ as in Construction 5.29.
Then, if the matric W' disagrees with II(W) on & rows, the verifier in Construction 5.29 will reject
with probability at least 1 — 272,

Proof. Consider the event where W’ disagrees with W = II(W) on « rows. We show that the
probability of the verifier accepting in this case is bounded by 27(%)_ In the linear MIP model, the
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verifier’s decision algorithm corresponds to checking the following relation:

<7Tj2w rj2i> + <7rj2i+1 ’ rj2i+1> ; <Tr.;2i7r;2'i> + <7T;'2i+1’r3'2i+1 > (5'3)

By assumption, there are at least x/2 indices i € [t] where ijQi—l,jQi,] #* W[mfl,j%]. By the
the
relation in Eq. (5.3) holds with probability at most 1/ |F| (over the randomness used to sample rj,, ,
and r;,,) Since there are at least x/2 such indices, the probability that Eq. (5.3) holds for all ¢ € [t']
is at most (1/ |[F|)*/2 = 27%()_ Hence, the verifier rejects with probability 1 — 2~(%), O

Schwartz-Zippel lemma (Lemma 2.2), for the indices i € [t] where W{, .= . W[j27;,j27:+1]7

The approximate consistency check from Construction 5.29 immediately gives a way to check
whether an inconsistency graph Gw a contains a regular matching of size Q(t). To show this, it
suffices to exhibit a 2-locally decomposable permutation II where the assignment matrix W is
consistent on adjacent pairs of rows if and only if W = II(W). The construction can be viewed as
composing many copies of the global consistency check permutation used in [Gro09] (and described

in Section 5.1.1), each applied to a pair of adjacent rows. We give the construction below.

Construction 5.31 (Pairwise Consistency in Adjacent Rows). Fix integers m,t,q € N with ¢ even,
and let A € [m]**? be a replication structure. Let ¢ = ¢/2. For each i € [t'], let II; be a permutation
over 2-by-g matrices such that II; splits into a disjoint set of Hamiltonian cycles based on the entries
of Ajg;_1,2;. Define a permutation II on t-by-g matrices where the action of II on rows 2i — 1 and
2i is given by II; for all ¢ € [¢']. By construction, the permutation II is 2-locally decomposable,
and moreover, W € F**4 is pairwise consistent on adjacent rows with respect to A if and only if
W =1I(W).

Corollary 5.32. Fiz integers m,t,q € N with t even. Let A € [m]**4 be a replication structure,
and I be the pairwise consistency test permutation for A from Construction 5.31. Then, for any
assignment matriz W € X9 where the inconsistency graph Gw a contains a regular matching of size
Q(t), the verifier Construction 5.29 will reject the relation W Z (W) with probability 1 — 2~ ),

Proof. Since Gw a contains a regular matching of size 2(t), there are inconsistencies in Q(¢) pairs of
adjacent rows of W. By construction of II, this means that W and II(W) differ on Q(t) rows. The
claim then follows by Lemma 5.30. O

Regularity-inducing permutations. Recall that our objective in the consistency check is to
give an algorithm that detects whether an inconsistency graph Gw a contains a matching of size
Q(t). Corollary 5.32 gives a way to detect if the inconsistency graph Gw a contains a regular
matching of size Q(¢) with soundness error 2=t Thus, to perform the consistency check, we
first construct a permutation IT on W such that whenever Gw a contain a matching of size €2(%),

the inconsistency graph Griw) m(a) contains a regular matching of similar size (). We say that
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such permutations are reqularity-inducing. While we are not able to construct a single permutation
IT that is regularity-inducing for all assignment matrices W, we are able to construct a family of
permutations (IIy,...,II,) for a fixed replication structure A such that for all assignment matrices

W € F*4, there is at least one 3 € [z] where O11,(W),I15(A) contains a regular matching of size )(t).

Definition 5.33 (Regularity-Inducing Permutations). Fix integers m,t,q € N, and let A € [m]**4
be a replication structure. Let II be a permutation on t-by-g matrices and W € F**4 be a matrix
such that the inconsistency graph Gw, a contains a matching M of size s. We say that II is p-
regularity-inducing for W with respect to A if the inconsistency graph Gr(w) m(a) contains a regular
matching M’ of size at least s/p. Moreover, there is a one-to-one correspondence between the edges
in M’ and a subset of the edges in M (as determined by II). We say that (ITy,...,II,) is a collection
of p-regularity-inducing permutations with respect to a replication structure A if for all W € Ft*4,

there exists 8 € [z] such that I is p-regularity-inducing for W.

In this work, we will construct regularity-inducing permutations where p = O(1). To simplify
the following description, we will implicitly assume that p = O(1). Given an assignment matrix W
and a collection of p-regularity-inducing permutations (Ily,...,II,) for a replication structure A, we
can affirm that the inconsistency graph Gw a does not contain a matching of size () by checking
that each of the graphs G, (w),m,(a) does not contain a regular matching of size Q(t/p) = Q(t) for
all § € [z] and assuming p = O(1). By Corollary 5.32, each of these checks can be implemented in
the linear MIP model using Construction 5.29. However, to apply the protocol in Construction 5.29
to IIg(W), the verifier requires oracle access to the individual rows of IIg3(W). Thus, in the linear
MIP construction, in addition to providing oracle access to the rows of the assignment matrix W, we
also provide the verifier oracle access to the rows of IIg(W) for all 5 € [z]. Of course, a malicious
MIP prover may provide the rows of a different matrix W’ € Ft*? (so as to pass the consistency
check). Thus, the final ingredient we require is a way for the verifier to check that two matrices
W, W'’ € Ft*? satisfy the relation W’ = I15(W). Note that Construction 5.29 does not directly

apply because the permutation Il is not necessarily 2-locally decomposable.

Decomposing the permutation. To complete the description, we now describe a way for the
verifier to check that two matrices W, W’ € F*X¢ satisfy the relation W' = TI(W), for an arbitrary
permutation II. We assume that the verifier is given oracle access to the rows of W and W’ in the
linear MIP model. Construction 5.29 provides a way to check the relation whenever IT is 2-locally
decomposable, so a natural starting point is to decompose the permutation II into a sequence of 2-
locally-decomposable permutations Iy, ..., II,, where IT = II, 0---oIl;. This is possible, for instance,
by first applying Lemma 5.5 and Construction 5.9 to II. Then, the linear MIP proof consists of the
initial and final matrices W and W', as well as the intermediate matrices W; = (II; o - - - o IT ) (W).
The linear MIP proof would consist of the rows of all of the matrices W = Wy, W1,... W, = W/
and the verifier would apply Construction 5.29 to check that for all £ € [a], W; = II;(W,_1).
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While this general approach seems sound, there is a subtle problem. The soundness guarantee for
the consistency check in Construction 5.29 only states that on input W, W’ and a permutation II,
the verifier will only reject with probability 1 — 24() when W’ and II(W) differ on Q(t) rows. This
means that a malicious prover can provide a sequence of matrices W, Wy, ..., W, where each W
differs from II,(Wy_1) on a small number of rows (e.g., o(t) rows), and in doing so, correct all of the

inconsistent assignments that appear in the final matrix W,.

Randomizing the decomposition. Abstractly, we can view the problem as follows. Let B €
{0,1}"*4 be the inconsistency matrix for W with respect to A (Definition 5.25). In other words,
B; ; = 1 whenever W, ; encodes a value that is inconsistent with another assignment elsewhere in
W. Since Gw, a contains a matching of size Q(t), we know that there are at least Q(¢) rows in B that
contain a 1. The permutation II is chosen so that II(W) has a regular matching of size Q(¢) with
respect to II(A). In particular, this means that the permuted inconsistency matrix II(B) contains a
1 in Q(t) adjacent pairs of rows.

Consider the sequence of matrices W1, ..., W, chosen by the prover. Using the approximate
pairwise consistency check, we can ensure that W; agrees with IT;(W;_1) on all but some x; rows.
Now suppose that there exists some ¢ € [a] where B, = (IIy o - -- o I} )(B) has the property that
all of the locations with a 1 in B appear in just k1 rows of By. If this happens, then the malicious
prover can construct Wy, ..., Wy_; honestly, and then choose W, such that W, = II,(W;_1) on
all rows where By does not contain a 1, and set the values in the rows where B, does contain a 1
to be consistent with the other rows of W. Notably, all the entries in W, are now consistent, and
moreover, W, differs from ITy(W,_1) on at most k1 rows (and so, will not be detected with high
probability by the pairwise consistency check). This means that from the verifier’s perspective, the
final matrix II(W) has no inconsistencies, and thus, the verifier’s final pairwise consistency check
passes with probability 1 (even though the original inconsistency graph Gw, a contains a matching
of size Q(t)). Thus, we require a stronger property on the permutation decomposition. It is not
sufficient that there is a matching of size §(¢) in the starting and ending configurations W and W”.
Rather, we need that the size of the matching in every step of the decomposition cannot shrink by
too much, or equivalently, the intermediate permutations Ily, ..., II, cannot “concentrate” all of the
inconsistencies in W into a small number of rows (which the malicious prover can fix without being
detected). We say permutation decompositions with this property are non-concentrating. We now
formally define the notion of a non-concentrating permutation decomposition and what it means for

a collection of permutation sequences to be non-concentrating.

Definition 5.34 (Non-Concentrating Permutations). Fix positive integers ¢,q € N, and let T' =
(Iy,...,II,) be a sequence of permutations over t-by-g matrices. Let B € {0, 1}?*¢ be an inconsistency
matrix. For £ € [a], define By = (Il 0 --- o I1;)(B). We say that T" is a sequence of (k1, £2)-non-

concentrating permutations with respect to B if for all £ € [a], the inconsistency matrix B, has the
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property that no subset of £; rows contains more than k9 inconsistencies (indices where the value is 1).
Next, we say a collection of permutation sequences IV ... T where each I') = (ng), ... ,H&j))
is (k1, k2 )-non-concentrating for a set B C {0, 1}'*9 of inconsistency matrices if for all B € B, there

is some j € [y] such that ) is (K1, k2 )-non-concentrating with respect to B.

Putting the pieces together. To summarize, the goal of the consistency check is to decide
whether the inconsistency graph Gw a of some assignment matrix W with respect to a replication

structure A contains a matching of size (t). Our strategy relies on the following:

e Let (II,...,II,) be a collection of regularity-inducing permutations with respect to A.
e For each § € [z], let Fg), e ,Fgﬂ be a collection of non-concentrating permutations that

implement IlIg, where I‘g) = (Hg)l, .. ,H(EJZX) for all j € [v], and each of the intermediate

permutations H(ﬁj,)e are 2-locally decomposable for all j € [y], 8 € [z], and /¢ € [a].

The proof then consists of the initial assignment matrix W in addition to all of the intermediate
matrices W(B])e = H(ﬁj;)z(W(ﬂ];)Zil), where we define Wgz) = W for all j € [7], B € [z]. The verifier
checks consistency of all of the intermediate matrices using Construction 5.29, and applies a pairwise
consistency test (Construction 5.31) to each of Wg L for all j € [y] and 8 € [z]. The soundness

argument then proceeds roughly as follows:

e Since (I1y, ..., II;) is regularity-inducing, there is some 3 € [z] where Gr1,(w),m,(a) contains a

regular matching.

e Since Fg), e ,Fg) is a collection of non-concentrating permutations that implement Ilg,

and all of the intermediate consistency checks pass, then there must be some j € [y] such
that Guw o) 1is(a
exponentially-small probability (in ¢) by soundness of the pairwise consistency test.

) contains a regular matching of size Q(¢). The verifier then rejects with

Finally, in our concrete instantiation (described in Section 5.3.4), we show how to construct our
collection of regularity-inducing permutations and non-concentrating permutations sequences where
z=0(1), v = 0(logt), « = O(logt). For this setting of parameters, the overall consistency check
only incurs polylogarithmic overhead to the prover complexity and the proof size. In Section 5.3.3,

we give the formal description and analysis of our linear MIP construction.

5.3.3 Quasi-Optimal Linear MIP Construction

In this section, we describe our quasi-optimal linear MIP for circuit satisfiability. We give our
construction (Construction 5.35) but defer the security theorem (Theorem 5.50) and analysis to
Section 5.3.5. By instantiating Construction 5.35 with the appropriate primitives (described in
Sections 5.3.1 and 5.3.4), we obtain the first quasi-optimal linear MIP (Theorem 5.36).
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Construction 5.35 (Linear MIP). Fix parameters t¢,0, k, e, d, p, k1, ka2, and let C be an arithmetic

circuit of size s over a finite field F. The construction relies on the following ingredients:

e Let (f1,..., ft,inp,wit) be a quasi-optimal (¢,d)-robust decomposition of C. Let C; be the

arithmetic circuit that computes each constraint f;: F* x F™ — {0,1}.

e Let (P1,V1),..., (P, Vi) be k-query systematic linear PCP systems for circuits Ci,...,Cy,

respectively, with knowledge error € and query length d.

e Let A € [m]t*? be the replication structure of C1,...,C; (where ¢ is a bound on the number of
indices in a witness w € F on which each circuit depends). Let Iy, ...,II, be a collection of
p-regularity-inducing permutations on t-by-¢ matrices with respect to the replication structure
A (Definition 5.33).

e For 3 € [2], let Bg C {0,1}"*7 be the set of inconsistency patterns where B and II3(B) have at
most one inconsistency in each row. Let I‘g)7 . ,I‘%’Y) be a collection of permutation sequences
implementing ITg that is (1, k2)-non-concentrating for Bz (Definition 5.34). In particular, each

ng) is a sequence of a permutations (H(ﬁj)l, . ,H(Bj)

a), where each intermediate permutation

H,(Bj,)e is 2-locally decomposable.
The linear MIP with ¢ - (1 + ayz) provers and query length d is defined as follows:

e Syntax: The linear MIP consists of ¢ - (1 + ayz) provers. We label the provers as P; and P[g] 27
for i € [t], j € [7], B € [#], and £ € [a]. To simplify the description, we will often pack the proof
vectors from different provers into the rows of a matrix (as in Construction 5.29). To recall,
when we say we associate a matrix W € F**4 with provers (Py, ..., P;), we mean that the ith
row of W is the proof vector assigned to prover P; for all ¢ € [t]. Similarly, when we say the
verifier distributes a query matrix Q € F**? to provers (Py,..., P;), we mean that it submits

the ith row of Q as a query to P; for all i € [t].

e Prover’s algorithm: On input the statement x’ € F" and witness w’ € le, the prover

prepares the proof vectors as follows:

— Linear PCP proofs. First, the prover computes x < inp(x’) and w + wit(x’,w’). For
each i € [t], it computes a proof m; < P;(x;, w;), where x; and w; denote the bits of the
statement x and witness w on which circuit C; depends, respectively. Since (P;,V;) is
a systematic linear PCP, we can write m; = [w;, p;] where w; € F? and p; € F~9. For

i € [t], the prover associates the vector m; with P;.

— Consistency proofs. Let W € F**? be the matrix where the i*" row is the vector w;.
Now, for all j € [7], B € [2], and £ € [a], let Wg% = (H(ﬂ])é onBj’Ll SRR oHéJ)l)(W) Let

Wg} = [W(BJ%, Otx(d’q)]. The prover associates VAV/(@j% with provers (Pﬁ(?z,l? . ,Pé{g,t).
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e Verifier’s query algorithm: To simplify the description, we will sometimes state the query
vectors the verifier submits to each prover P; and Péj 2 , rather than the explicit query matrices.

The verifier’s queries are constructed as follows:

— Linear PCP queries. For i € [t], the verifier invokes the query generation algorithm
Q; for each of the underlying linear PCP instances (P;,V;) to obtain a query matrix
Q; € F* and some state information st;. The verifier gives Q; to prover P;, and saves
the state st = (sty,...,sts).

— Routing consistency queries. For all j € [7], 5 € [z], and ¢ € [a], the verifier invokes
the query generation algorithm of Construction 5.29 on permutation Hg)e to obtain
two query matrices R(Bj’)z and Sg )é € F'*4, The verifier pads the matrices to obtain

Rg)e = [Rg}, 0*(4=9)] and Sg)@ = [Sg;)e, 0t*(4=9)]. There are two cases:

x If £ = 1, the verifier distributes the queries f{g )g to provers (Py, ..., P).

x If £ > 1, the verifier distributes the queries f{(ﬁj)@ to provers (Pﬁ({gfl,l’ ceey Pﬁ(fgfl’t).

In addition, the verifier distributes the queries Sg)e to provers (ng{t?,u R Plgj l?,t)' Intu-
itively, the verifier is applying the approximate consistency check from Construction 5.29

to every permutation Hg)e

— Pairwise consistency queries. For each 3 € [z], let Ag =1IIg(A), and let II}; be the
pairwise consistency test matrix for Ag (Construction 5.31). The verifier invokes the
query generation algorithm of Construction 5.29 on permutation H’ﬁ to obtain two query
matrices Ry and Sg € F*X¢. Tt pads the matrices to obtain R = [Rg,0"*(4=9)] and
Sp = [Sp,01%(4=9)]. Next, it distributes Rg and Sz to (Pﬁ({c)v,l’ . .,Pgi,t) for all j € [v].
In this step, the verifier is checking pairwise consistency of the permuted assignment

matrices W(Bj L for all j € [y] and S € [z].

In total, the verifier makes a total of k + ayz queries to each prover P; for i € [¢]. It makes

O(1) queries to the other provers.

e Verifier’s decision algorithm: First, the verifier computes the statement x < inp(x’). For
i € [t], let x; denote the bits of x on which circuit C; depends. The verifier processes the

responses from each set of queries as follows:

— Linear PCP queries. For i € [t], let y; € F* be the response of prover P; to the
linear PCP queries. For i € [t], the verifier invokes the decision algorithm D; for each of
the underlying linear PCP instances (P;,V;) on the state st;, the statement x;, and the
response y;. It rejects the proof if D;(st;, x;,y;) = 0 for any ¢ € [t].

— Consistency queries. For each set of routing consistency query responses (for checking

consistency of the intermediate permutations ng)z), and for each set of pairwise consistency
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query responses (for checking consistency of the final configurations H’ﬂ), the verifier applies

the decision algorithm from Construction 5.29, and rejects if any check fails.

If all of the checks pass, then the verifier accepts the proof.

Instantiating the construction. We defer the security analysis of Construction 5.35 to Sec-
tion 5.3.5. In Section 5.3.4, we show how to instantiate the regularity-inducing permutations and
the non-concentrating permutation sequences needed to apply Construction 5.35. Combining Con-
struction 5.35 with these concrete instantiations (as well as our robust decomposition primitive from
Section 5.3.1), we obtain a quasi-optimal linear MIP. We state the formal theorem below, and give

the proof in Section 5.3.5.

Theorem 5.36 (Quasi-Optimal Linear MIP). Fiz a security parameter X. Let C: F" x F™ — F" be
an arithmetic circuit of size s over a poly(\)-size finite field F where |F| > s. Then, there exists an
input-oblivious k-query linear MIP (P,V) with £ = 5(/\) provers for R with soundness error 27,
query length 6(5//\) + poly(A,log s), and k = polylog(\). Moreover, letting V = (Q, D), the prover

and verifier algorithms satisfy the following properties:
e the prover algorithm P is an arithmetic circuit of size 6(5) + poly(A, log s);
e the query-generation algorithm Q is an arithmetic circuit of size 5(5) + poly()\, log s);
o the decision algorithm D is an arithmetic circuit of size 6()\71)

Remark 5.37 (Soundness Against Affine Provers). To leverage our linear MIP to construct a
SNARG, we require that the linear MIP provide soundness against affine provers. We note that
Construction 5.35 inherits this property as long as the underlying linear PCPs and approximate
consistency check primitives provide soundness against affine strategies. It is straightforward to see
that Construction 5.29 remains sound even against affine adversarial strategies. Moreover, we can
apply the transformation from Bitansky et al. [BCIT13, Construction 3.1] to existing linear PCPs to
obtain linear PCPs with soundness against affine provers. Specifically, Bitansky et al. show how
to take a k-query linear PCP over a finite field F with soundness error € against linear provers to
obtain a (k + 1)-query linear PCP over F with soundness error (¢ + 1/ |F|) against affine provers by
introducing an additional consistency check. In fact, the construction in [BCIT13] provides even
stronger soundness guarantees, but those will not be needed in this work. Note that neither of these

modifications increase the asymptotic complexity of Construction 5.35.

5.3.4 Constructing Randomized Permutation Decompositions

In this section, we show how to instantiate the underlying building blocks we require for performing

our consistency checks. First, we construct a regularity-inducing permutation assuming that every



CHAPTER 5. QUASI-OPTIMAL SNARGS 139

value in the replication structure A appears at most twice. This assumption is satisfied, for instance,

by the replication structure of our robust decomposition based on MPC from Section 5.3.1.

Construction 5.38 (Regularity-Inducing Permutations). Fix integers m,t,q € N, with ¢ even, and
let A € [m]**? be a replication structure where every value in A appears at most twice. We construct

permutations I, IIs over the entries of A as follows:

e First, we partition A into ¢ = ¢/2 blocks, each containing a pair of rows: for i € [t'], let

A = Api-1)+1,2-

e We construct matrices A, A(2) € [m]**4 as follows. For each block i € ['], we associate with
it two sets of values Si(l), SZ-(2) C [m]. For j € {1, 2}, Si(j) is the set of values that appear in the
4™ row of A;, but not in any previous set Sz(/j ) where i/ < i. Matrix AU is then constructed

as follows:

1. Initialize all values in AU) with L to denote an “unassigned” position.

@) _ A
2. Let A} = A[;(i—1)+1,2i]

in Sfj) where d < ¢. Then, for k € [d], let ¢,, be the total number of times vy appears in

denote the i block of AU). Let vy, ...,vq € [m] be the elements

A. Set the first ¢, entries of column k of Al(-j) to the value v.

3. For all remaining values that appear in A but not AU) assign them arbitrarily to any

unassigned position in AU,

e By construction, each AU) is a permutation of the entries in A. Output the permutations
IT;, T, where A =TI;(A) and A®) =TI,(A).

Lemma 5.39. Fiz integers m,t,q € N, with t even, and let A € [m]'*9 be a replication structure
where every entry appears at most twice. Let 111,11y be the permutations of A from Construction 5.38.
Then, (I11,1II3) is a collection of 2-reqularity-inducing permutations (Definition 5.33) with respect to
A.

Proof. Set t' =t/2, and for i € [t'], let S; = {2(i — 1) + 1,2i}. Let M be the matching in Gw a of
size s. Take any edge (i1,i2) € M, and define i, i3 € [t'] so that i, € Sy and iy € S;;. Without loss
of generality, suppose i} < i,. This means that there exists ji,j2 € [q] where A;, j, = Ay, j,, but
Wi # Wi, ,. Let v=A,; ; € [m]. Since each entry in A appears at most twice, the first block

in A that contains v is i}. We consider two cases:

e Suppose i1 = 1 mod 2. This means that v € Si(,l) in Construction 5.38. Thus, II; maps entries
1
in positions (i1, j1) and (iz,j2) to some column in rows i; and 41 + 1. Thus, Gw, a, contains

an inconsistency in rows (iy,i1 + 1) € Sy

e Suppose i1 = 0 mod 2. By an analogous argument as that used in the previous case, we

conclude that Gw, a, contains an inconsistency in rows (i; — 1,41) € Si.
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The above analysis shows that each edge (i1,72) € M either contributes an edge (i1,i1 + 1) € S,
to Gw,,a, or contribute an edge (i1 — 1,41) € Si1 to Gw, A,- In other words, each edge (i1,12)
contributes a single edge to a regular matching in Gw, a, or Gw, a, Since |M| > s, we conclude
that at least one of the graphs Gw, A,,Gw,, A, must contain a regular matching of size at least s/2.
Moreover, the correspondence between the edges in the regular matching for graphs Gw, a, and

Gw,,A, and the edges in M is immediate from the above analysis. O

Randomized permutation decomposition. Next, we show how to construct a sequence of
non-concentrating 2-locally decomposable permutations. Recall that a non-concentrating sequence of
permutations I' implementing a permutation IT is an ordered set of permutations (IIy, ...,II,) such
that if we start with any inconsistency matrix B € {0,1}**7 where both B and II(B) have at most
one inconsistency in each row, then the positions of the inconsistencies in the intermediate matrices
B, =11,(B;—1) and By = B do not concentrate in a small number of rows. We begin by giving a

high-level outline of how we sample such sequences for a target permutation II.

e First, we apply Lemma 5.5 to I to obtain three permutations Iy, Il5, II3 where II; and II5 are
row-wise restricted and Il is column-wise restricted. Moreover, the decomposition satisfies
II = H3 o H2 o Hl.

e Next, we randomize the first row-rise restricted permutation II;. Our randomization procedure
exploits the observation that if two entries ji,jo in the same row have the same target column
(under II), then we can swap the entries j; and jo under II; and undo the swap in II3. We
describe this procedure in Construction 5.40. Then, we show in Theorem 5.42 that as long
as there are many entries in each row of Il that map to the same column, this randomization

procedure distributes the inconsistencies in B across many columns.

e After randomizing II;, we apply the randomized 2-local decomposition from Construction 5.9
based on randomized routing in a Benes network to I3 to obtain a (randomized) sequence of
2-local permutations implementing IIs. We show in Theorem 5.43 that over the randomness used
to sample the randomized 2-local decomposition, the inconsistencies in B do not concentrate in
a small number of rows. Intuitively, this follows from the fact that the inconsistencies in B are
distributed across many columns (from the row-wise shuffling procedure in the previous step),
and the fact that each column is independently randomized in Construction 5.9. We can then
show that the probability that the inconsistencies across many columns concentrate in a small

number of rows is exponentially small.

e Theorems 5.42 and 5.43 show that for a fized inconsistency pattern B, the probability that
the inconsistencies in B concentrate in a small number of rows is exponentially small. Here,
the probability is taken over the randomness used to sample the row-wise and column-wise

decompositions. To construct a collection of permutation sequences I'®) ... T such that for
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all inconsistency patterns B, there is a non-concentrating sequence, we simply sample many
independent sequences I'V). In Theorem 5.48, we show that if we sample v = O(log®t) such
sequences, then with probability 1 — 272 for all inconsistency patterns B that contain at
most one inconsistency in each row, at least one of the sequences I'¥) will be non-concentrating.

We give the overall construction in Construction 5.47.

Construction 5.40 (Row-Wise Random Permutation Decomposition). Fix positive integers ¢,q € N.
Let II be a permutation over the entries of a t-by-¢ matrix. The row-wise random permutation

decomposition (IIy, Iy, II3) is then defined as follows:

e First let (ﬁl, ﬁg, ﬁg) be the decomposition of II from Lemma 5.5. In particular, II; and II5

are row-wise restricted permutations and II5 is a column-wise restricted permutation.

e Since II; is a row-wise restricted permutation, we can decompose it into a product of ¢
independent permutations f[gl), ey f[gt), where the i*" permutation flgl) : [q] — [g] is applied
to the i*® row of the matrix. Similarly, we can express I, as a product of ¢ independent
permutations ﬁgl), . ,flgq), where each ﬂgj ). [t] — [t] is applied to the j'" column of the

matrix.

e For each i € [t], define the vector ¢ € [t]9, where for all j € [q], éy) is the permuted

.. , D

row-index of the (i, 7)™ entry of the matrix under II5 o IT;. Specifically, ég.l) = Hgnl (j))(i).
Then, define sets Tl(l), . ,Tt(l) C [q] where Tgl) is the set of indices j € [q] where é.g'l) = A.
Clearly, Tl(i), e ,Tt(i) form a partition for [g]. For each § € [t], sample a random permutation
Wg) : [g] — [g] that randomly permutes the indices in T[gl) and leaves the other indices unchanged.
Define ng‘) = 77((;) 0---0 ﬂii) o f[gl) and II; to be the row-wise restricted permutation where its

action on row i is given by Hgi).
o Let I, = f.[g and choose II3 such that II = II3 o Il o IT;.

Lemma 5.41. Fiz positive integers t,q € N and let II be a permutation over the entries of a
t-by-¢ matriz. Let (I1;,15,1I3) be the row-wise random permutation decomposition of 11 from
Construction 5.40. Then, 11 = Il3 o Il o II1, both II; and I3 are row-wise restricted, and Iy is

column-wise restricted.

Proof. By construction, IT = II3 o IT; o IT;. Let f[l, fIg, fI3 be the permutations used to construct
111, II5, II3 in Construction 5.40. Since II; is row-wise restricted and permutation Il is column-wise
restricted, II; and Ils are by construction row-wise restricted and column-wise restricted, respectively.
It suffices to show that II3 is row-wise restricted.

Take any entry (4,7) € [t] % [q], and let (4, j;) be its image under permutation II. Let (i1,71) =
11, (4, 4) and (ig, jo) = I3 (41,51). We show that iy = i, or equivalently, after applying II5 o IT;, every
entry (4,7) ends up in the same row as I1(z, j). In this case, the permutation I3 only needs to changes

the column of each entry, and the claim follows. We show this in a sequence of steps.
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o Let (i), 7)) =111 (i, ) and (ib, j5) = Ma(d,, 71) = Ia (i}, 7,), since Iy = II,.

e For j € [q], let H(Qj ) [t] — [t] be the permutation Ty implements on the j*" column. In addition,

th

let Hgi),ﬂg): [q] % [q] be the permutations II; and IT; implement on i*" row, respectively.

e Since Iy, I1;, and II; are row-wise restricted, i} =i =1y and i, = i;. Moreover, by definition,
iy = TV (), iz = T (), g = T (), and jy = I ().

e By construction,
j=10G) = (1) 0o m) (7)) = (7 0 - 0 m{”) ().

) (i)
By design, each ﬂ'/(;) for B € [q] only permutes indices j € [q] where Hénl (J))(i) = . In
particular, this means that if j; = (m(;) 0-+-0 ﬂgl)) (j1), it must be the case that i, = 12[(2]1)(75) =

f[éjl)(i) = iy. Since i = 4y, this means that is = 74, which complete the proof. O

Theorem 5.42 (No-Concentration in Columns). Fix integers t,q € N, where ¢ = poly(t), and let II

be a permutation over the entries of a t-by-q matriz. Define the following quantities:
o Let (111,115, I13) be the row-wise random permutation decomposition of II from Construction 5.40.

o Let B € {0,1}4%9 be an inconsistency matriz with z inconsistencies at indices (i1,71), - -, (12,J2) €

[t] x [q]. In particular, By, ;, = 1 for all B € [2].
o Let (i1,71),---, (i, 5.) be the positions of the inconsistencies in I1;(B).
Suppose that the following condition holds:

e Condition 1: All of the i1, ...,i, are distinct. Namely, each row of B contains at most one

inconsistency.

e Condition 2: For every pair of rows i1,is € [t], there are at least t indices j € [q] such that

I1(41,7) is in row is.

For a set S C [q] of column indices, let ng denote the number of indices B € [z] where ji3 € S. Then,
B

for every constant ceo) > 0, there exists a constant seo > 0 such that with probability 1 — 92—t/ logt)

(taken over the randomness used to sample I1), the following condition holds: for all sets S C [q]

where |S| < Seol - t/ log?t, we have that ng < ceol -t/ logt.

Proof. Let ceo > 0 be any constant, and fix a constant s > 0. Let S C [g] be a set where
|S] < Scol - t/ log2 t. Suppose Conditions 1 and 2 hold and consider the event where ng > ceol - t/ logt.
We first show that this event happens with probability 2% ¢«it/18t for some constant k > 0
(independent of sc), where the probability is taken over the randomness used to sample IT; in
Construction 5.40.
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e First, let Il be the column-wise restricted permutation from Construction 5.40, and for
J € [q], let ﬂgj ) [t] = [t] be the permutation IT, implements on column j. By Condition 2
and the fact that II; and II3 are both row-wise restricted, this means that for all pairs
of rows 41,93 € [t], there are at least ¢ indices j € [q] where f[éj)(z'l) = 4y. This means
that for each row i € [t], the sets Tl(i), . ,Tt(i) in Construction 5.40 all contain at least ¢
elements. Thus, over the randomness used to sample II;, for any inconsistency (ig, jg), the
value of jlg is uniformly random over a set of size at least ¢. This means that for all g € [z],
Prljs € S] < |S|/t = O(1/log?t) since |S| = O(t/logt). In particular, for all 8 € [2] (and
sufficiently large ), Pr[j; € S] < ccal/(2logt)

e For 8 € [2], let X3 be an indicator random variable for the event jj € S. From the above
analysis, we have that Pr[Xg = 1] < cq1/(21logt). Moreover, II; is composed of ¢ independent
row permutations, and there is only one inconsistency in each row of B (Condition 1), so the
variables X1,..., X, are all independent. By definition, ng = Zﬁe[z] Xg, so by a Chernoff
bound,

Pring > ceol - t/logt] < 27 F e (t/lost),

where k > 0 is a constant.

To conclude the proof, we apply a union over all sets S C [g] of size sco| - t/ log2 t. The number of

such sets is bounded by

q Scol 't/ log? t k' sco1-(t/ log t)
< ! <2 ! ,
(sw. -t/ log? t) =4 -

for some constant ¥’ > 0 (independent of s ) since ¢ = poly(t). The claim follows by taking
Scol < k/K' - Ceol. O

Theorem 5.43 (No-Concentration in Rows). Fiz positive integers m,t,q € N where t = 2¢ for some

d € N, and g = poly(t). Then, define the following quantities:

o Let Il be a column-wise restricted permutation over the entries of a t-by-¢ matriz, and

ITy,...,Ilsg be a randomized 2-local decomposition of I1 from Construction 5.183.

o Let B € {0,1}'%9 be an inconsistency matriz with z = Q(t) inconsistencies at locations

(t1,91)s -+, (i5,72) € [t] X [q]. In other words, By, j, =--- =B, ;, = 1.

o For( € [2d], let (igé),jy)), cel, (ig),jéz)) be the positions (i1,71), .-, (ix,]=) permuted according

to the permutation Iy o---oIly.

o For a subset S C [t] of row indices, let n(SZ) =|{B €[4 : ig) € S}|. In words, ng) is the
number of inconsistencies in (Il o --- o 111 )(B) that fall into the rows identified by S.
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Suppose that the following conditions hold:

o Condition 1: All of the i1, ... i, are distinct. Similarly, i§2d), e ,igd) are also all distinct.

Namely, each row of B and II(B) contain at most one inconsistency. In particular, z < t.

e Condition 2: For every constant cco > 0, there exists a constant sco > 0 such that the
following holds: for all sets S C [q] of column indices where |S| < sco - t/log? t, the number of
indices B € [z] where jg € S is less than ccol - t/logt.

Then, for all constants ciow > 0 and Syow > 0, with probability 1 — 90t/ log” 1) (taken over the choice
of randomness in sampling the 2-local decomposition of I1), the following holds: for all indices £ € [2d)
and sets S C [t] where |S| < Syow - t/ log5 t, it holds that n(;) < Crow - t/log t.

Proof. Fix constants ¢row, Srow > 0, a set S C [t] where |S| < Syow - t/ log® ¢t and an index ¢ € [2d].
Suppose that Conditions 1 and 2 hold, and consider the event where ng) > Crow * t/logt. We now
show that this event occurs with probability 2t/ log® ) We first analyze the case where ¢ < d. The
¢ > d case is analogous. First, by appealing to Condition 2, we argue that the inconsistencies in B

must be distributed across many columns.

Claim 5.44. Let sc > 0 be the constant from Condition 2 for the case where ceco) = Crow. Then,
there exists a set T C [q] of column indices where |T| > (scoi/2) - t/log? t satisfying the following
properties:

o For all j € T, the number of indices B € [z] where jg = j is at most 2/l log?t. That is, the

G column of B contains at most (2/sco) - log” t inconsistencies.

e For all j € T, there is at least one 8 € [z] where ig) €S and jg) = j. That is, after applying

IIy,...,II, to B, there is an inconsistency in row i and column j of the resulting matriz.

Proof. Let T = { jg) : B € [z] and ig) es } be the set of column indices of the inconsistencies whose
row indices fall into set .S in layer £. Our argument proceeds in two steps:

e Since IIy,...,II, are column-wise restricted, it follows that jg) = jg for all § € [z]. By

assumption, ng) > Crow - t/logt. This means that IT‘ > Seol - L/ log2 t, since otherwise, Tisa
set with at most Scol - t/ log? ¢ indices that contains ¢,ow - t/logt = ceol - t/logt indices from the

multiset {j1,...,7.}. This violates Condition 2.

e Define T C T to be the set of indices j€ T where the 4t column of B contains fewer than
(2/5co1) -log? t inconsistencies. By construction, the set T satisfies both of the required properties.
It suffices to argue that |T| > (se0/2) - t/log®t. Suppose otherwise. From above, we know that
{T‘ > 8ol - t/log?t, and so if |T| < (se01/2) - t/log®t, there are more than (se/2) - t/log® t
columns in B that contain 2/sc - logzt inconsistencies, which means that B contains more
than t inconsistencies, which is a contradiction. Thus, |T'| > (5¢/2) - t/log*t, and the claim
follows. O
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In the following, we take sco > 0 to be the constant from Claim 5.44. Now, since the permuta-
tions Ily, ..., IIs4 are generated according to Construction 5.13, the entries in each column of the
inconsistency matrix are routed using independent BENES, networks (each of which implements the
permutation II on its respective column). This means that in layer ¢, we can partition the ¢ rows of
W into r = 2¢7¢ disjoint subsets Ry, ..., R, each containing 2¢ rows, such that the permutation
IIy o --- oIl factors into the product of r independent permutations, each operating on one of the
subsets Ry, ..., R, (Fact 5.7). Let w = |S| and wy, ..., w, be the number of rows of S that fall into
each of the subsets Ry, ..., R, respectively. We now show that there are not many blocks in B

where a large fraction of the rows within those blocks contain an inconsistency.

Claim 5.45. For any constant € > 0 (and sufficiently large t), there are at most (sco/4) -t/ log*t
rows i € [t] where i € Ry for some k € [r] where wy,/2¢ > ¢/log® t.

Proof. Suppose there are (scoi/4) - t/1og?t = (sco1/4)(r - 2¢)/ log® t rows i where i € Ry, and wy, /2° >
/log®t. Since each block contains 2¢ rows, this means there are at least (sco/4) - r/log? t blocks

k € [r] where wy,/2¢ > ¢/log?t. But now,

w= Z Wi > (Scot/4)(r/ log® t)(2¢ - €/1og? t) = € - (5co1/4) - t/log* t = O(t/log* t).
ke(r]

This is a contradiction since w = |S| = O(t/log” t). O

Let T be the set of column indices from Claim 5.44 where for all j € T, the j** column in B
contains at most 2/ - log? t inconsistencies. To complete the proof, we first say that a column
j € T is “good” if for all (ig, js) where jz = j, then ig € Ry for some k where wy,/2¢ < sco1/(4 log? t).
Otherwise, we say the column is “bad.” By Condition 1, each row has at most one inconsistency,
and by Claim 5.45, the number of rows where ig € Ry for some k where wy/2° > s/ (4 log? t)
is at most (scoi/4) - t/log®t. Thus, there can be at most (sco/4) - t/log?t “bad” columns. Since
T > (s5co1/2) - t/log? t, we conclude that there are at least (seo/4) - t/log?t “good” columns in T

We now show the following claim:

Claim 5.46. If j € T is a “good” column, then the probability that there exists § € [z] where jg) =7
and i(ﬂz) € S is at most 1/2. Here, the probability is taken over the randomness used to sample the

routing configuration for column j.

Proof. Take any inconsistency (ig, jg) where jg = j. Set k € [r] so that ig € R;. By Lemma 5.11,
over the choice of the randomness used to sample the routing configuration for column j, the
distribution of ig) is uniform over Ry. Therefore, Pr[i(ﬁz) € 5] = wy /2" < 5c01/(41og? 1), since j is a
“good” column. Finally, since j € T, column j contains at most (2/sc) - log? ¢ inconsistencies. By
a union bound, the probability that there exists § € [z] where jg = j and ig) € S is bounded by

1/2. O
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From above, there are at least (scoi/4) - t/log>t “good” columns in T. Moreover, for every
j €T, there is a 8 € [z] where z'g) € S and jg) = j. Since Construction 5.13 samples the routing
configuration for each of the columns of II randomly and independently, we conclude from Claim 5.46
that

Prlvj € T: 4 € S and j§) = j] < 27 (w/Dt/ 108"t — 9=t/ log" )

where the probability is taken over the randomness used to sample the decomposition II. Corre-
spondingly, this implies that the probability that ng) > Crow - t/log t is bounded by 2%t/ 1g” 1)
To conclude the proof, we apply a union over all sets S C [¢] of size s = O(t/log” t) and all
indices ¢ € [2d]. The number of such sets is bounded by ¢* < 20/ log" ) since q = poly(t). Moreover,
d = logt, so by a union bound, the probability that there exists S C [t] of size |S| < s and ¢ € [2d]

where n(Se) > Crow - t/logt is 2-0(t/108” ) The claim follows. O

Construction 5.47 (Randomized Permutation Decomposition). Fix positive integers ¢,q,y € N
where t = 2¢ for some d € N, and ¢,7 = poly(#). Let Il be a permutation over the entries of a
t-by-q matrix. The randomized permutation decomposition of II is a collection of v sequences of
permutations I'M), ... T’ where each T'(9) = (Hgl), Hgi, . Hé{%d, Hél)) is a sequence of o = 2d + 2
2-locally decomposable permutations on the entries of a ¢-by-g matrix. We construct each sequence

I'® ag follows:

e For each i € [y], apply the row-wise random permutation decomposition from Construction 5.40
to II to obtain permutations (Hgi)7 H(Qi), Hgi)).
e For each i € [y], apply the randomized 2-local decomposition from Construction 5.9 to Hg) to
obtain Hgl;)p ceey Hégd.
By construction, each permutation sequence I'” implements II in the following sense: II = Hgf) o
Héiéd o oﬂg;)l o Hgi).

Theorem 5.48 (Randomized Permutation Decomposition). Fiz positive integers t,q,v € N where

t =2 for some d € N and q = poly(t). Then, define the following quantities:

o Let II be a permutation over t-by-q matrices where for every pair of rows i1,is € [t], there are

at least t indices j € [q] such that I1(i1, j) is in row is.

o Let T ... . TO) be the collection of permutation sequences obtained by applying Construc-
tion 5.47 to I1. In particular, TU) = (ng),Hgi, .. .,Hg;d,ﬂgj)) for all j € [v].

o Let B C {0,1}'%9 be the set of inconsistency patterns B where B and II(B) have at most one

inconsistency in each row.

Let ¢1,co > 0 be arbitrary constants, and let k1 = ¢y -t/ log5t and ko = co -t/ logt. Then, there exists

v = 0(10g3 t) such that with probability 1 — 2= oyer the choice of randomness in Construction 5.47,
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the collection of permutation sequences TV, ... T implementing 11 is (K1, k2)-non-concentrating
for B (Definition 5.84).

Proof. We use a union bound. Let B € B be an inconsistency matrix with z inconsistencies at indices
(i1,k1),...,(is, k). Consider the probability (over the randomness used by Construction 5.47) that
the sequence ') = (ng), Hg{L e ,Héj%d, Héj)) is (K1, k2)-concentrating for B.

e For f € [7], let kg1 denote the column index of (ig, kg) after applying the first permutation
H(lj ), By Theorem 5.42, for all constants cco > 0, there exists a constant se, > 0 such that with
probability 1 — 272(t/108t) the following holds: for all sets S C [q] where |S| < sco - t/log? t,
the number of indices 5 € [z] where kg1 € S is less than ce - ¢/ logt.

e For B € [z] and ¢ € [2d], let i 2 ¢ denote the row index of (ig, kg) after applying the sequence
of permutations Hé{g 0---0 Hg% o ng). By Theorem 5.43, with probability 1 — 2-%(t/10g” ),
the following holds: for all indices ¢ € [2d] and all sets S C [t] where |S| < ¢; - t/log"t,
the number of indices € [z] where ig2, € S is less than ¢, - t/logt. In other words, with
probability 1 — 2-2(/108" ) 16 subset of #; rows in H(QJ} 0---0 Hgi o 1Y) (B) contain more

than ko inconsistencies.

e By assumption, B has at most 1 inconsistency in each row. Thus, no subset of k; rows
can contain ks inconsistencies (for sufficiently large t). Since ng ) is a row-wise restricted
permutation, ng )(B) also contains at most 1 inconsistency in each row. Finally, by assumption
I1(B) contains at most 1 inconsistency in each row, so no subset of k; rows of II(B) can contain

Ko inconsistencies.

By the above analysis, the probability that ') is not (K1, k2)-non-concentrating for B is bounded by
2-Ut/108” ) Since Construction 5.47 samples all of the permutation sequences I'V) independently, the
probability that TU) is not (k1, k2)-non-concentrating for B for all j € [4] is bounded by 2-20*/ log® t)
Concretely, let 217/ 1°8" t where ¢} > 0 is a constant be a bound on the probability that I is not
(K1, k2)-non-concentrating for B for all j € [v]

To complete the analysis, we use a union bound to bound the probability that T?), ... T is
not (1, k2)-non-concentrating for the set B. First, we have |B| < (¢ + 1)*, since B only contains
inconsistency matrices with at most one inconsistency in each row. Since ¢ = poly(t), this means that
|B| < 2¢2°t108t for some constant cf, > 0. By the union bound, the probability that there exists B € B

‘tlogt—c} vt/ log? t Setting

for which T, ..., T'™ is not (K1, k2)-non-concentrating for B is at most 265
v = 2-cy /¢, log® t = O(log® t), this probability becomes 2-¢2#108% = 2-%(!) Thus, with probability 1—

2791 | the collection of permutation sequences ™, ... T'") is (k1, k2 )-non-concentrating for B. [

Remark 5.49 (Padding the Linear PCPs). Theorem 5.48 requires that the permutation II over
t-by-q matrices has the property that for every pair of rows iy,is € [t], there are at least Q(¢) indices

J € [q], where II(i1, j) is in row i2. In the quasi-optimal linear MIP construction (Construction 5.35),
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the permutations II on which we apply the randomized permutation decomposition may not natively
satisfy this property. This problem can be addressed by defining a new permutation II’ that operates

on t-by-(q + t?) matrices as follows:
e Forall i € [¢] and j < ¢, IT'(7,5) := II(3, 7).
e For alli € [t] and j > ¢, IT'(i,5) := (i + 7 mod ¢, j).

This construction ensures that for all pairs of rows iy, iy € [t], there are at least ¢ indices j € [¢] such
that II'(41, ) is in row é9, while preserving the operation of IT in the leftmost t-by-¢g block of the
matrix. In Construction 5.35, we would thus pad the assignment matrices W accordingly (with a
g-by-t? block of 0’s that are used only for the consistency checks). Padding the assignment matrices
in this way increases the query dimension of the linear MIP in Construction 5.35 from 5(3/ t) to

O(s/t) + t2, thus increasing the overall prover overhead by an additive factor of poly(t) = poly()).

5.3.5 Quasi-Optimal Linear MIP Analysis

In this section, we give the formal security analysis of our linear MIP from Section 5.3.3 (Construc-
tion 5.35). First, we state and prove the main theorem on the properties satisfied by Construction 5.35.

We conclude by giving the proof of Theorem 5.36.

Theorem 5.50. Let A be a security parameter, and let C' be an arithmetic circuit over F. Then,
define parameters t,0,k,e,d, k1, ko, a7y, z as in Construction 5.85. Suppose d > 0 is a constant,
e <1/poly(A), and a- k2 < (1—19)/(8p) -t. Then, Construction 5.35 is an input-oblivious (k + ayz)-
query linear MIP for the language Lo of arithmetic circuit satisfiability with t - (1 + ayz) provers

and soundness error 2=2t/P) 4 ¢ . 2=Rr1)

Proof. We show completeness and soundness of the linear MIP separately.

Completeness. Completeness follows from completeness of the underlying linear PCP systems

and completeness of the consistency check procedure (Construction 5.29).

Soundness. Take any x ¢ L, and consider the probability (taken over the randomness of query
generation) that there exists a proof that the verifier accepts. For i € [t], let y; = Q' m; denote
the responses the verifier obtains from prover P; on its linear PCP query Q;. We appeal to the
soundness of the underlying linear PCP instances to argue that with probability 1 — 2=2®) if the
verifier accepts all of the linear PCP queries responses, then the inconsistency graph Gw a contains

a matching of size (t). Recall that W is the matrix with rows wy,..., wy.

Lemma 5.51. For any x ¢ Lc, it holds that for all proofs w1, ..., m € F?¢ to the underlying linear
PCP instances (P1, V1), ..., (P, V), with probability 1 — 2=*Y)  one of the following conditions hold:
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o There is an i € [t] such that V; rejects ;.

o If for all i € [t], V; accepts w; = [w;,p;], then the inconsistency graph Gw a contains a

matching of size (35%) - & = Q(¢).

Here the probability is taken over the random coins used to generate the queries for the underlying
linear PCP instances (P1,V1),..., (P, V). O

Proof. To show the lemma, consider the event where for all ¢ € [t], V; accepts w; = [w;, p;], but there

are fewer than (1%5) . % mutually disjoint pairs of indices ,i’ € [t] where w; and w;, correspond

to inconsistent assignments. We argue that this event occurs with probability 272 over the

choice of the verifier’s randomness. Let w;,,...,w;, be a subset of (wy,...,w;) that represents

1-9
2

pairs of witnesses that are inconsistent, so there must exist a consistent subset of witnesses of size

a consistent assignment to the shared inputs in C;,,...,C;,. There are at most ( ) . % disjoint

L>t— (17*5) t= (1%5) -t. Let w € F™ be an assignment that is consistent with w;,,..., w;,.

Now, since x ¢ L, by d-robustness of the decomposition (f1, ..., ft,inp,wit), at most 0 - t of the
constraints fi(x,w),..., fi(x, w) can be satisfied. This means that there are at least £ — 0t > (1—;5) -t
indices j € [¢] where f; (x,w) = 0, or equivalently, Cy,(x;,, w;;) = 0. Since each of the linear PCP
systems used to verify C; are systematic and have knowledge error at most €, the probability that V;

accepts m; when C;(x;,w;) = 0 is at most €. The linear PCP instances are independent, so
PrVi € [t]: Vi (x;) = 1] < e(179/2t = 9701

since there are at least (1 — 0)/2 -t indices i where C(x;, w;) = 0. Thus, with probability 1 — 272,
there are at least (1%‘5) - % mutually disjoint pairs of indices where w; and w;, are inconsistent. Each

disjoint pairs of indices contributes an edge to a matching in Gw, a, and the claim follows. O

Thus, for a false statement x ¢ Lo, with probability 1 — 2= either the verifier rejects the

proof or there is a matching of size (%) -t in the inconsistency graph Gw a. We now show that

if there exists such a matching, then at least one of the consistency checks fails with probability
1 — - 2-2k1) _ 9-9(t/p)

Lemma 5.52. Suppose there exists a matching of size (%) -t in Gw,a. Then, at least one of the
consistency checks fails with probability 1 — o - 2~ 1) — 9=(t/p)

Proof. Suppose there exists a matching of size (14;5) -t in Gw a. Since (IIy,...,II,) is a collection

of p-regularity-inducing permutations, there exists some f € [z] where the inconsistency graph of

Wj =II3(W) with respect to Ag = IIz(A) contains a regular matching of size s = (%) -t. Let

M be the regular matching of size s in Gw, a,. For each edge (i1,i2) € M, we associate with it
two indices j1,j2 € [q] where Wli1, j1] # Wgliz, jo] but Aglii,j1] = Aglia, ja]. Note that ji,ja

always exists by definition of Gw, a,. Define the inconsistency matrix Bg € {0, 1}"*? where for each
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(i1,12) € M, Bgli1, j1] = 1 = Bglia, j2]. All other values in Bg are set to 0. Let B = Hgl(BB). By
construction, Bg has at most a single 1 in each row, and moreover, since each edge in M corresponds
to an edge in a matching of the inconsistency graph Gw a, matrix B also has at most a single 1 in
each row. Note that even through W and Wg may have more inconsistent assignments than those
indicated in B and Bg, it is not necessary to consider them in the analysis.

By construction, B and IIg(B) have at most one inconsistency in each row (where an inconsistency
is an entry with value 1). This means that B € Bz. Next, since Fg), e ,I‘g) is a collection of
permutation sequences that is non-concentrating for Bg, there exists some j € [y] where F(Bj) =
(ng,)lv ... 7H(ﬂ];)a) is non-concentrating for B. For all £ € [a], let By = H(ﬂj;)e(Bg,l) where By = B.
The non-concentration property states that no subset of x; rows of B, contains k5 inconsistencies.

Consider now the sequence of consistency checks the verifier performs for the permutations
Hg)p . ,Hg;)a. By construction of the consistency check queries, the verifier’s behavior precisely
corresponds to performing the approximate consistency check procedure in Construction 5.29 to

verify the following relations:
w() zH(j)(W) and W(j)z:H(j)(W(j) )foralll <{ <«
8,1 8,1 Bt B¢ BL—-1 -

Consider the first relation. By construction, the inconsistency matrix B encodes the positions of s

pairs of inconsistent assignments in W, and the matrix By encodes the (permuted) positions of the

same s pairs of inconsistent assignments in H(ﬁj )1 (W). We now argue that Wg )1 contains at least s — ko

pairs of inconsistent assignments, except with probability 2~2(1) This follows immediately from the
assumption that I‘g) is (k1, £2)-non-concentrating (Definition 5.34) and soundness of the consistency
check (Lemma 5.30). In particular, by soundness of the consistency check, with probability 1— 2~ (r1)
(over the randomness of the query generation algorithm), matrices W(ﬂ] )1 and H(ﬁj )1(W) can differ on

at most k1 rows. But since F(Bj) is (K1, k2 )-non-concentrating, no subset of k1 rows of By contains
K9 inconsistencies. We conclude that Wg )1 must contain at least s — ko pairs of inconsistent rows.
(5j)£ for ¢ € [a], we conclude that with

probability at least 1 — o - 27%(51) | the number of pairs of inconsistent rows in the final matrix W(ﬁj )a

S—a-K —<1_5> t—a- kK <<1_5> t
? 4p 2=\ 8 '

Finally, B, = II3(B) is the inconsistency matrix derived from a regular matching. Thus, if the final

Applying this argument « times, once for each permutation IT

is at least

matrix W}; )a contains at least (%) - t pairs of inconsistent rows according to the inconsistency
pattern B, then HBI(WEJ;)Q) and Wéj)a differs on at least (%) -t pairs of adjacent rows. But then,
by Corollary 5.32, the probability that the verifier accepts is at most 2~%(¢/?) Putting everything
together, the probability that the verifier accepts is bounded by a - 272(51) 4 2=2(t/P) and the claim

follows. O

Combining Lemmas 5.51 and 5.52, we conclude that the verifier accepts a proof of a false statement
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x ¢ Lo with probability at most a - 27%(%1) 4 2=9(t/p), O

Proof of Theorem 5.36. First, we describe how we instantiate each of the primitives in Con-

struction 5.35:

e We instantiate the (t,d)-robust decomposition using the construction from Corollary 5.21,
where t = ©(\), and ¢ > 0 is a constant. Let (f1,..., fi, inp, wit) be the robust decomposition
of C, and let C,...,C} be the arithmetic circuits that compute f1,..., f;, respectively. Each
of the circuits C; can be computed by an arithmetic circuit of size O(s/t) 4 poly(t, log s).

e We use the k-query linear PCP from Fact 5.24 to instantiate each of the linear PCP (P;,V;)
instances for C; for all 7 € [t]. In this case, ¢ = 1/poly()\), k = O(1), and the query length is
d = O(s/t) + poly(t,log s).

e We use Construction 5.38 to instantiate the regularity-inducing permutations. In this case,
p=0(1) and z = O(1).

e We use Construction 5.47 to instantiate the non-concentrating sequence of permutations,
where we set x; = t/log’t and ky = c - t/logt, where the constant ¢ is chosen so that
ko - (logt+2) < 18—_[)5 -t. In this case, a = logt + 2 = O(logt) and v = O(log®t).

Note that in order to argue that the sequences of permutations output by Construction 5.47 is
non-concentrating (Theorem 5.48), we may additionally need to pad the query (and proof) vectors
with an extra t?> = O(A\?) components (Remark 5.49). Putting everything together then, we have the

following:
e The number of provers in the linear MIP system is ¢ - (1 + ayz) = t - polylog(t) = O()).

e The query length is determined by the query length d of the underlying linear PCP instances
(and any extra padding from Remark 5.49). Thus, the query length is 6(3/)\) + poly (), log s).

e The total number of queries is k 4+ ayz. Since k = O(1), a = O(logt), v = O(logt), and
z = O(1), the total number of queries is k + O(log* t) = polylog()).

e The prover’s computation can be broken down as follows. First, the robust encoding x <« inp(x’)
and w < wit(x/, w’) can be computed by an arithmetic circuit of size O(s) + poly(t,log s).
From Fact 5.24, each of the underlying linear PCP proofs can be computed by a circuit of size
6(5/15) + poly(t,log s). Thus, all ¢ proofs for each of the underlying linear PCP instances can
be constructed by a circuit of size 6(3) + poly(t,log s). Finally, permuting the entries in an
assignment matrix (of size O(s) + t2) can be performed also by a circuit of size O(s) + poly(#).
There are a total of ayz = polylog(¢) such permutations, which adds another polylogarithmic

overhead to the overall prover complexity. Summing together the different contributions and
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noting that ¢ = ©(\), we conclude that the prover’s algorithm can be computed by a circuit of

size O(s) + poly(\, log s).

e The query-generation procedure can be broken down as follows. From Fact 5.24, generating
the queries for the underlying linear PCP instance requires a circuit of size 6(5 /t). There are
t instances, so generating all of the queries requires a circuit of size 6(5) To perform the
consistency checks, the query-generation algorithm additionally generates a-yz = polylog(t)
random matrices, each of size 6(8) + poly(t). Thus, the overall algorithm can be modeled by a

circuit of size O(s) + poly(A, log s).

e The verifier’s decision algorithm consists of checking ¢ independent linear PCP instances, which
can be computed by a circuit of size at most O(tn) (Fact 5.24). In addition, the decision
algorithm needs to perform O(a7yz) = polylog(t) consistency checks (Construction 5.29), each
of which requires computing ¢ linear relations. This incurs an additive cost of 6(t) Thus, the

overall cost is bounded by O(An).

e Finally, by Theorem 5.50, for this particular choice of parameters, the overall construction

achieves soundness error

a - 27 UR1) 4 9=Q(t/p) — (logt +2) - 9=t/ log”t) | 9=O(t) — 9—R(\/ polylog(N))

We can amplify the soundness to 2=* by parallel repetition. Since we only require polylog()\)
parallel instances, this introduces an additional polylog(\) overhead to the prover complexity

and the proof size. Thus, the resulting construction remains quasi-optimal. O

5.4 Quasi-Optimal SNARGs

In this section, we formally introduce the notion of a quasi-optimal SNARG. Next, in Section 5.4.3,
we show how to compile a linear MIP into a designated-verifier SNARG in the preprocessing model
using a generalization of linear-only vector encryption (Section 5.4.2) to rings. Combined with our
quasi-optimal linear MIP from Section 5.3, this yields a quasi-optimal designated-verifier SNARG for

Boolean circuit satisfiability in the preprocessing model.

5.4.1 Defining Quasi-Optimality

In this section, we formally define our notion of a quasi-optimal SNARG. In Remark 5.55, we also

describe a heuristic approach for instantiating quasi-optimal SNARGs.

Definition 5.53 (Quasi-Optimal SNARG). Let Isnare = (Setup, Prove, Verify) be a SNARG (Defi-
nition 4.1) for a family of Boolean circuits C = {Cy}, oy Then, llsnare is quasi-optimal if it achieves

2~ soundness error against provers of size 2* and satisfies the following properties:
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e Prover Complexity: The running time of Prove is O(|C,|) 4 poly(X, log |Cy|).
e Succinctness: The length of the proof output by Prove is O()).

Next, in Lemma 5.54, we show that our notion of quasi-optimality is tight in the following sense:
assuming NP does not have succinct proofs, any argument system for NP that provides soundness

error 2~ must have proofs of length Q(X\). .

Lemma 5.54. Let C = {C,}, oy
where Cy,: {0,1}" x {0,1}™(™) — {0,1} for all n € N. Fiz a soundness parameter p and a security

be a family of Boolean circuits for some language L = J, ey Lo,

parameter . Let Tlsnarg = (Setup, Prove, Verify) be a SNARG for C with soundness 27 against
provers of size poly(\). If Lc, € DTIME(2°(), then the length £(p) of an argument in Tsyarg is

Q(p).

Proof. Let Ilsyarg = (Setup, Prove, Verify) be a SNARG for £ with soundness error 277 against
provers of size poly()\) and argument length £(p) < cp for all constants ¢ > 0. Let 1/2° denote
the probability that there exists a statement x ¢ L¢, and a proof m such that Verify(r,x,7) = 1,
where (o, 7) + Setup(1*,1™), and the probability is taken over the coins of the Setup algorithm.
Since Isnarg has soundness error 277, it follows that 2-(0+0) < 2=¢. Otherwise, a prover with x
hard-wired inside it can guess 7 and break soundness with probability 2-(°+9) . Equivalently, this
means that 6 + ¢ > p. Since £ < ¢p for all ¢ > 0, this means that § = Q(p). We use Ilsyarg to
construct a proof system for £ by concatenating 2-n/d instances of Ilsyarg. The length of the proofs
in this new system is then 2 - nf/§ = o(n), which is succinct. Moreover, for any false statement
x € {0,1}", the probability that there exists a proof = that causes the verifier to accept is now
(1/29)(27/%) = 1/22". Taking a union bound over all 2" possible statements, the probability that
there exists any false statement with a proof that convinces the verifier is at most 27". This yields a
succinet proof system for £ with soundness error 27", which contradicts the assumption that £ does
not have succinct proofs. Thus, there must exist some constant ¢ > 0 such that ¢ > cp, from which
we conclude that ¢ = Q(p). O

Remark 5.55 (Heuristic Construction of Quasi-Optimal SNARGs). One approach for constructing
a quasi-optimal SNARG is to compose a SNARG that provides quasi-optimal prover complexity
with one that is quasi-optimally succinct. To prove that C(x,w) = 1, the prover first constructs a
proof 7 for the statement using the “inner” SNARG that provides quasi-optimal prover complexity.
Then, the prover uses the “outer” SNARG that is quasi-optimally succinct to prove that it knows a
proof 7 of the statement x under the inner SNARG. The additional cost of generating this second
proof is proportional to the size of the verifier for the inner proof system, which is polylogarithmic
in the size of C'. Thus, this composition is quasi-optimal. Note that to show soundness of the
composition, we additionally require that both SNARGs satisfies a knowledge property (namely, that
they are SNARKSs). However, to our knowledge, the only candidate SNARK with quasi-optimal
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prover efficiency is Micali’s CS proofs [Mic00] in the random oracle model. Thus, composing CS
proofs with a quasi-optimally succinct SNARK (e.g., the constructions from [GGPR13, BCI"13] or
the one from Section 4.4.2) can only yield a construction whose security is heuristic. This is because
the prover in the outer SNARK needs access to the circuit description of the verification algorithm
of the inner SNARK (in order to prove knowledge of an accepting proof ), but the verification

algorithm in the inner SNARK necessarily makes random oracle queries.

5.4.2 Linear-Only Vector Encryption over Rings

In Chapter 4, we showed how to compile linear PCPs into preprocessing SNARGs (Construction 4.14)
using linear-only vector encryption (Definition 4.10). In this chapter, we further refine this method-
ology and show how to compile linear MIPs into preprocessing SNARGs using linear-only vector
encryption over rings. Specifically, a vector encryption encryption over a ring R is an encryption
scheme where the message space R* is a vector of ring elements, where k here denotes the dimension
of the vector. In our constructions, the ring R = F,[z]/®,,(z) is a polynomial ring (where ®,,(x)
here denote the m' cyclotomic polynomial), and the parameters m and p are chosen so that R splits

into ¢ = p(m) isomorphic copies of F,,. We now introduce the schema adapted from Definition 4.9:

Definition 5.56 (Vector Encryption Scheme over R). Fix a ring R. A secret-key vector encryption
scheme over RF is a tuple of algorithms Il = (KeyGen, Encrypt, Decrypt) with the following

properties:

e KeyGen(1*,1%) — sk: On input the security parameter A and the dimension k of the message

space, the key-generation algorithm outputs a secret key sk.

e Encrypt(sk,v) — ct: On input the secret key sk and a vector v € R¥, the encryption algorithm

outputs a ciphertext ct.

o Decrypt(sk,ct) — R¥ U {L}: On input the secret key sk and a ciphertext ct, the decryption

algorithm either outputs a vector v € R¥ or a special symbol L (to denote an invalid ciphertext).

We can view Definition 4.9 of vector encryption over Zj as a special case of vector encryption over
rings where R = Z;. We can define correctness, CPA-security (Definition 2.1), linear targeted
malleability (Definition 4.11), and linear-only (Definition 4.10) for vector encryption schemes over

rings analogously.

Vector encryption over polynomial rings. We now describe a candidate linear-only vector
encryption over a polynomial ring R. One such candidate is the natural generalization of Construc-
tion 4.23 to the ring LWE setting. Ring LWE analogs of Regev encryption have been used previously
for optimizing FHE [BGV12, GHS12, GHS12]. We describe the construction for encrypting vectors
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below, as well as the conjecture we require to instantiate our quasi-optimal SNARG candidate

(Conjecture 5.58). We note that Conjecture 5.58 is the natural generalization of Conjecture 4.24.

Construction 5.57 (Linear-Only Vector Encryption over Rings). Fix a security parameter A, lattice
parameters m, ¢ = poly(A), an error distribution x, and a cyclotomic polynomial ring R = Z[x]/®,, ().
Let k be the plaintext dimension, and let R, = Z,[z]/®,,(x) be the plaintext ring. The ciphertext
ring is then R, = Zg[z]/Pm (z).

e Setup(1*,1%) — sk: Choose a & Ry, s & R’;, and € < x"*. Define a € R((IHk) as follows:

Output the secret key sk = (a, s).

e Encrypt(sk,v) — c: To encrypt a vector v € R¥, choose r & R, and output the ciphertext

p’
cec RéHk) where

c=ar +

-
la/pl-v |

e Decrypt(sk,c) — v: Let ¢; denote the first component of ¢ and let ¢ € R’; be the last k

components of c. Compute and output [[€ — ¢18]4]p-

Conjecture 5.58 (Linear Targeted Malleability of Construction 5.57). The vector encryption
scheme Ilye . from Construction 5.57 satisfies exponentially-strong linear targeted malleability
(Definition 4.11).

5.4.3 Quasi-Optimal SNARGs from Quasi-Optimal Linear MIPs

In this section, we show how to combine a linear MIPs with linear-only vector encryption over rings
to obtain a quasi-optimal SNARG. We give our construction and state our security analysis below.

The security proofs follow by the same argument as that used in [BCIT13, §6] and Section 4.4.2.

Construction 5.59 (SNARG from Linear MIP). Fix a prime p and let C = {C,,}, . be a family
of arithmetic circuits over F,,. Let R¢ be the relation associated with C. Let (P,V) be an input-
oblivious k-query linear MIP with ¢ provers and query length d for the relation R¢. Write the verifier
algorithm as V = (Q, D), where Q is a query-generation algorithm and D is a decision algorithm. Let
yenc = (KeyGen, Encrypt, Decrypt) be a secret-key vector encryption scheme over R¥ where R = ]Fﬁ.
Our single-theorem, designated-verifier SNARG Ilsyarg = (Setup, Prove, Verify) in the preprocessing

model for R¢ is given below:

e Setup(1*,1") — (o, 7): On input the security parameter A and the circuit family parameter n,

the setup algorithm does the following:



CHAPTER 5. QUASI-OPTIMAL SNARGS 156

1. Invoke the query-generation algorithm Q for the linear MIP to obtain a tuple of query

matrices Q1, ..., Q¢ € FA** and state information st.
2. Generate a secret key sk < KeyGen(1*,1¢) for the vector encryption scheme.

3. Pack the ¢ query matrices Qq, ..., Q into a single query matrix Q € R¥* (recall that
the ring R splits into ¢ isomorphic copies of F,).

4. Encrypt each row of Q (an element of R¥) using the vector encryption scheme. In other
words, for i € [d], let q; € R? be the i®" row of Q. In this step, the setup algorithm
computes ciphertexts ct; +— Encrypt(sk, q;).

5. Output the common reference string o = (cty,...,cty) and the verification state 7 =
(sk,st).
e Prove(o,x,w) — mr. On input the common reference string o = (cty,...,cty), a statement x,

and a witness w, the prover’s algorithm works as follows:

1. For each i € [¢], invoke the linear MIP prover algorithm P; on input x and w to obtain a

proof m; + Pi(x,w) € F.

2. Pack the £ proof vectors wy,..., 7w, € Fg into a single proof vector 7w € R?. Then, viewing
the ciphertexts cty, . .., ct,, as vector encryptions of the rows of the query matrix Q € R4*¥,
homomorphically compute an encryption of the matrix-vector product Q7w € R*. In

particular, the prover homomorphically computes the sum ct’ =", _, m; - ct;.

3. Output the proof ct’.

o Verify(r,x,m) — {0,1}: On input the verification state 7 = (sk, st), the statement x, and the

proof m = ct’, the verifier does the following:

1. Decrypt the proof ct’ using the secret key sk to obtain the prover’s responses y <
Decrypt(sk,ct’). If y = L, the verifier terminates with output 0.

2. The verifier decomposes y € R* into vectors yi,...,ys € IF};. It then invokes the linear
MIP decision algorithm D on the statement x, the responses y1, ..., yy, and the verification

state st and outputs D(st,x,y1,...,¥¢)-

Theorem 5.60 ([BCI*T13, Lemma 6.3, adapted]). Fiz a security parameter A and a prime p. Let
C ={Cn},cn be a family of arithmetic circuits over F,, Re be the relation associated with C, and
(P,V) be a k-query linear MIP with ¢ provers, query length d, and soundness error e(\) against
affine provers for the relation Re. Let Iyene = (KeyGen, Encrypt, Decrypt) be a vector encryption
scheme over a ring R = Fg with linear targeted malleability (Definition 4.11). Then, applying
Construction 5.59 to (P, V) and yenc yields a non-adaptive designated-verifier preprocessing SNARG
with soundness error 2 - () + negl(A).
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Theorem 5.61 ([BCI*13, Lemma 6.2, adapted]). Fiz a security parameter X\ and a prime p. Let
C ={Cn},cn be a family of arithmetic circuits over F,, Re be the relation associated with C, and
(P,V) be a k-query linear MIP with ¢ provers, query length d, and soundness error e(\) against
affine provers for the relation R¢. Let yenc = (KeyGen, Encrypt, Decrypt) be a linear-only vector
encryption scheme (Definition 4.10). Then, applying Construction 5.59 to (P,V) and Iyenc yields an
adaptive designated-verifier preprocessing SNARG with soundness error () + negl(A).

Instantiating the construction. To conclude this section, we show that combining the candidate
vector encryption scheme Il enc over polynomial rings R*, where R = Ff, (Construction 5.57) with our
quasi-optimal linear MIP construction from Theorem 5.36 yields a quasi-optimal SNARG from linear-
only vector encryption. We first note that the vector encryption scheme Ilenc from Construction 5.57

has the following properties:

e When k = polylog(\), £ = 6()\), and |F| = poly(A), each ciphertext encrypting an element of
R has length O()).

e Scalar multiplication and homomorphic addition of two ciphertexts can be performed in time

O(N).

When we apply Construction 5.59 to the linear MIP from Theorem 5.36 and Il,e,, the prover

complexity and proof sizes are then as follows (targeting soundness error 27*):

e Prover complexity: The SNARG prover first invokes the underlying linear MIP prover to
obtain proofs my,...,my for each of the ¢ = 5()\) provers. From Theorem 5.36, this step
requires time 6(3) + poly (A, log s), where s is the size of the circuit. To construct the proof,
the prover has to perform d homomorphic operations, where d = 5(3//\) + poly(A, log s) is the
query length of the construction from Theorem 5.36. Since each homomorphic operation can

be computed in 5()\) time, the overall prover complexity is 5(5) + poly (A, log s).

e Proof size: The proof in Construction 5.59 consists of a single ciphertext, which for our
parameter settings, have length O().

From this analysis, we obtain the following quasi-optimal SNARG instantiation:

Corollary 5.62 (Quasi-Optimal SNARGs). LetC = {C),}
Congjecture 5.58, there exists a non-adaptive designated-verifier quasi-optimal SNARG (Definition 5.53)

nen be a family of Boolean circuits. Under

for the relation R¢ in the preprocessing model.

Remark 5.63 (Adaptively-Secure Quasi-Optimal SNARGs). We can apply the same sparsification
technique from Remark 4.29 to Construction 5.57 to obtain a vector encryption scheme that plausibly
satisfies the stronger property of linear-only vector encryption (Definition 4.10). In conjunction
with Construction 5.59 and Theorem 4.17, this yields an adaptive designated-verifier quasi-optimal

SNARG for Boolean circuit satisfiability in the preprocessing model.
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Construction 5.59 gives a construction of a single-theorem SNARG from any linear MIP system. In
the following remark, we highlight some of the challenges in extending our construction to provide

multi-theorem security.

Remark 5.64 (Difficulties in Constructing Multi-Theorem Quasi-Optimal SNARGs). Construc-
tion 5.59 gives a construction of a single-theorem SNARG from any linear MIP system. The work of
Bitansky et al. [BCIT13] as well as our construction from Chapter 4 (Theorem 4.22) show how to
construct multi-theorem designated-verifier SNARGs by relying on a stronger notion of soundness at
the linear PCP level coupled with a stronger interactive linear-only encryption assumption. While
we could rely on the same type of cryptographic assumption as in Chapter 4, our linear MIP from
Section 5.3 does not satisfy the notion of “reusable” or “strong” soundness from Definition 4.4. To
recall, strong soundness says that for all proofs, the probability that the verifier accepts or that it
rejects is negligibly close to 1 (where the probability is taken over the randomness used to generate
the queries). In particular, whether the verifier decides to accept or reject should be uncorrelated with
the randomness associated with its secret verification state. In our linear MIP model, we operate over
a polynomial-size field, so a prover making a local change will cause the verifier’s decision procedure
to change with noticeable probability. This reveals information about the secret verification state,
which can enable the malicious prover to break soundness. We leave it as an open problem to
construct a quasi-optimal linear MIP that provides strong soundness. Such a primitive would be

useful in constructing a quasi-optimal multi-theorem SNARGs.

5.5 Chapter Summary

In this chapter, we showed how to extend the framework from Chapter 4 to obtain the first candidate
construction of a quasi-optimal SNARG from linear-only vector encryption over rings. To conclude,
we provide a concrete comparison of our new lattice-based SNARG candidates from both Sections 4.5
and 5.4 to existing SNARGs for Boolean circuit satisfiability. The same results extend to SNARGs
for arithmetic circuit satisfiability over polynomial-size fields. Among SNARGs with quasi-optimal
succinctness (proof size 9] (M), our construction based on standard lattices (Construction 4.14) achieves
the same prover efficiency as the current state-of-the-art (GGPR [GGPR13] and BCIOP [BCI*13]).
Our construction based on ideal lattices (Construction 5.59) is the first candidate SNARG from a
concrete hardness assumption that achieves quasi-optimality. Moreover, both of our candidates are
lattice-based, and thus, plausibly resist quantum attacks. We conclude with two interesting open

problems.

Multi-theorem quasi-optimal SNARG. Can we build a multi-theorem quasi-optimal SNARG?
In the case of Construction 4.14 from Chapter 4, we can achieve multi-theorem security by making a

stronger cryptographic assumption (Section 4.4.3, Theorem 4.22). We currently do not know how to
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. N Prover Proof .
Construction Type Complexity Size Assumption
CS Proofs [Mic00] PV O(s + \2) O(\2) Random Oracle
Groth [Grol0] PV O(s2A+sX2)  O(N) Knowledge
GGPR [GGPR13] PV O(sA) O(\) of Exponent
BCIOP [BCI*13]! (Paillier) DV O(s\3) O(\3) .

o 2 - Linear-Only
BCIOP [BCI*13]" (Pairing) PV O(s\) O(N) .
=~ 5 =\ Encryption
BCIOP [BCIT13]* (Regev)* DV O(s\?) O()\?)
Const. 4.14 (Corollary 4.25) DV O(s\) o) Linear-Only
Const. 5.59 (Corollary 5.62) DV O(s) O(A)  Vector Encryption

*We write “PV” to denote public verifiability and “DV” for designated verifiability.
fInstantiated using a linear PCP based on quadratic span programs [GGPR13].
tBased on a direct instantiation of [BCI*13] using Regev-based encryption.

Table 5.1: Asymptotic performance of different SNARG systems for Boolean circuit
satisfiability. Here, s is the size of the circuit and A is a security parameter guaranteeing
27 soundness error against provers of size 2*. All of the schemes can be converted
into an argument of knowledge (i.e., a SNARK)—in some cases, this requires a stronger
cryptographic assumption.

construct a multi-theorem quasi-optimal SNARG (Remark 5.64).

Publicly-verifiable SNARGs from lattices. Our new lattice-based SNARG candidates from
Chapter 4 as well as this chapter are all secure in the designated-verifier model. Can we build
publicly-verifiable SNARGs from lattices? Note that this question is interesting even independently
of the (orthogonal) goal of obtaining quasi-optimality.

Zero-knowledge SNARGs from lattices. Can we build zero-knowledge SNARGs from lattices
with the same (or better) asymptotic complexity as the pairing-based candidates? While we can
apply the general techniques from Bitansky et al. [BCI*13] to our SNARG constructions to obtain a
lattice-based zero-knowledge SNARG, the resulting SNARGs are much longer. In particular, to apply
the Bitansky et al. approach, we need a circuit-private homomorphic encryption scheme. While we
can use Gentry’s “noise flooding” [Gen09a] technique to achieve this, doing so increases the length of
the proofs by a multiplicative factor proportional to the statistical security parameter. As a result,

the resulting SNARGs are much longer, and in particular, not quasi-optimally succinct.



Chapter 6

The Power of Optimally-Laconic

Arguments

In this chapter, we explore what happens when we push succinctness to the limit in the context of
argument systems. In particular, we consider the notion of an optimally-succinct argument, and show
an intriguing connection between optimally-succinct arguments and powerful forms of encryption
(i.e., witness encryption [GGSW13]). In fact, our results extends to the setting of two-round laconic
arguments (i.e., two-round argument systems where the total communication from the prover to the

verifier is succinct—the communication from the verifier to the prover can be long).

Optimally-laconic arguments and SNARGs. In Chapters 4 and 5, we constructed SNARGs
that achieved soundness error 2~* against provers of size 2%, where \ was a concrete security
parameter. But in general, it is not essential to tie the soundness error to the security parameter,
and we can ask the question of what is the minimal proof length needed to achieve soundness error
277 (against 27* bounded provers). Here, p is a separate soundness parameter.

Lemma 5.54 shows that assuming NP does not have succinct proof systems, achieving 277
soundness error requires proofs of length Q(p). Thus, when p = Q()), many existing SNARG
candidates (c.f., Table 5.1) are quasi-optimally succinct. However, if we are satisfied with soundness
error p = o(\) against 2*-bounded provers, the size of the proof for all of the construction in Table 5.1
remains 2(\)—this is needed to ensure security against an adversary of size 2*. A natural question
to ask is whether there exist SNARGs where the proof length achieves the lower bound of €(p) for
providing p bits of soundness. Taken to the extreme, we ask whether there exists a 1-bit SNARG with
soundness error 1/2 4+ negl(\). Observe that a 1-bit SNARG implies an optimally-succinct SNARG
for all soundness parameters p: namely, to build a SNARG with soundness error 277, concatenate p

independent instances of a 1-bit SNARG. This question of constructing optimally-succinct SNARGs

160
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is interesting even independently of the goal of minimizing prover complexity.

More broadly, we can view a quasi-optimally succinct SNARG in the preprocessing model as a
two-round interactive argument system with a maximally laconic prover. In the setting of (two-round)
laconic argument systems, the verifier is allowed to send an arbitrarily long string (namely, the CRS)
that can depend on the statement being proved, and the goal is to minimize the number of bits the
prover communicates to the verifier. An optimally-succinct SNARG implies a an optimally-succinct
two-round laconic argument. Similarly, a quasi-optimal SNARG implies a quasi-optimal two-round

laconic argument (for an analogous notion of quasi-optimality).

Constructing laconic arguments. In Section 6.1, we show that the designated-verifier ana-
log of the Sahai-Waters [SW14] construction of NIZK proofs from indistinguishability obfusca-
tion [BGIT01, GGH'13] and one-way functions is a 1-bit SNARG. Then, in Section 6.1.3, we show
that in the interactive two-round setting, we can construct 1-bit laconic arguments from witness
encryption [GGSW13]. We do not know how to build 1-bit SNARGs and 1-bit laconic arguments for

general NP languages from weaker assumptions,' and leave this as an open problem.

The power of optimally-laconic arguments. Finally, we show an intriguing connection be-
tween 1-bit laconic arguments and a variant of witness encryption. Briefly, a witness encryption
scheme [GGSW13] allows anyone to encrypt a message m with respect to a statement x in an NP
language; then, anyone who holds a witness w for x is able to decrypt the ciphertext. In Section 6.2,
we show that a 1-bit laconic argument (or SNARG) for a cryptographically-hard? language £ implies
a relaxed form of witness encryption for £ where semantic security holds for messages encrypted
to a random false instance (as opposed to an arbitrary false instance in the standard definition).
While this is a relaxation of the usual notion of witness encryption, it already suffices to realize some
of the powerful applications of witness encryption described in [GGSW13]. This implication thus
demonstrates the power of optimally-laconic arguments, as well as some of the potential challenges
in constructing them from simple assumptions.

Our construction of witness encryption from 1-bit arguments relies on the observation that for a
(random) false statement x, any computationally-bounded prover can only produce a valid proof
7w € {0,1} with probability that is negligibly close to 1/2. Thus, the proof m can be used to hide
the message m in a witness encryption scheme (when encrypting to the statement x). Here, we
implicitly assume that a (random) statement x has exactly one accepting proof—this assumption
holds for any cryptographically-hard language. Essentially, our construction shows how to leverage
the soundness property of a proof system to obtain a secrecy property in an encryption scheme.

Previously, Applebaum et al. [AIK10] showed how to leverage secrecy to obtain soundness, so in

INote that for some special languages such as graph non-isomorphism, we do have 1-bit laconic arguments [Gol01].
2Here, we say a language is cryptographically-hard if there exists a distribution over YES instances that is computationally
indistinguishable from a distribution of NO instances for the language.
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some sense, we can view our construction as a dual of their secrecy-to-soundness construction. The
recent work of Berman et al. [BDRV17] also showed how to obtain public-key encryption from
laconic zero-knowledge arguments. While their construction relies on the additional assumption of
zero-knowledge, their construction does not require the argument system be optimally laconic.

We can also view a 1-bit argument for a cryptographically-hard language as a “predictable
argument” (c.f., [FNV17]). A predictable argument is one where there is exactly one accepting
proof for any statement. Faonio et al. [FNV17] show that any predictable argument gives a witness
encryption scheme. In this work, we show that soundness alone suffices for this transformation,
provided we make suitable restrictions on the underlying language. We discuss this in greater detail
in Remark 6.15.

6.1 Optimally-Succinct SNARGs and Laconic Arguments

Recall that a “1-bit SNARG” is a SNARG that achieves soundness error 1/2 + negl(\) with just a
single bit of proof. In this section, we show that a variant of the Sahai-Waters NIZK construction
from indistinguishability obfuscation (and one-way functions) [SW14] can be used to construct a
1-bit SNARG. As discussed at the beginning of this chapter, we can also view a 1-bit SNARG as a
1-bit laconic interactive argument system. Thus, our results also gives the first 1-bit laconic argument
system for NP assuming indistinguishability obfuscation and one-way functions (Section 6.1.2). Then,
in Section 6.1.3, we show that in the interactive setting, we can also build 1-bit laconic arguments

from witness encryption.

6.1.1 Indistinguishability Obfuscation and Puncturable PRF's

In this section, we review the definitions of indistinguishability obfuscation and puncturable PRFs.

Definition 6.1 (Indistinguishability Obfuscation [BGIT01, GGH'13]). An indistinguishability
obfuscator QO for a circuit family C = {Cx},.y is a uniform and efficient algorithm satisfying the

following requirements:

e Correctness. For all A € N, all circuits C' € Cy, and all inputs x, we have that
Pr[C’ +iO(C) : C'(x) = C(z)] = 1.

e Indistinguishability. For all A € N, and any two circuits Cy, C; € Cy, if Cp(x) = Cy(x) for

all inputs x, then for all efficient adversaries A, we have that

[PrAGO(Cy)) = 1] — PrLAGO(CY)) = 1]| = negl(A).
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Definition 6.2 (Puncturable PRFs [BW13, KPTZ13, BGI14]). A puncturable pseudorandom
function with key-space IC, domain X, and range ) is an efficiently computable function F: x X — Y
with three additional algorithms (F.Setup, F.Puncture, F.Eval) defined as follows:

e F.Setup(1*) — k: On input the security parameter A, the setup algorithm outputs a PRF key
ke k.

e F.Puncture(k,z*) — k;+: On input the PRF key k € K and a point 2* € X, the puncture

algorithm outputs a punctured key k.

e F.Eval(k;~,2) — y: On input a punctured key k.-, the evaluation algorithm outputs a value
yeYU{L}.

Moreover F satisfies the following properties:

e Correctness: Forall * € X and x # 2*, and letting k < F.Setup(1*), k,~ < F.Puncture(k, z*),

we have that
Pr[F.Eval(k,-,2) = F(k,z)] = 1.

e Pseudorandom at punctured points: For all efficient adversaries A = (A, .43), and letting
k + F.Setup(1*), (st,z*) + AT®)(1%), ke « F.Puncture(k, z*), and y <= Y, we have that

Pr [A;(k”)(st, ke, F(k, ﬁ))] —Pr [.Ag(k")(st, kz*,y)} ’ — negl(\),

provided that A; and Ay do not query F(k,-) on the challenge point z*.

6.1.2 1-Bit SNARGSs from Indistinguishability Obfuscation

In this section, we show how to construct 1-bit SNARGs from indistinguishability obfuscation (O).
Our construction is essentially the Sahai-Water NIZK [SW14] specialized to the designated-verifier
setting. The CRS is an obfuscated program that takes as input a statement x and a witness w, and
outputs a 1-bit PRF on x if C(x,w) = 1, and L otherwise. The PRF key is hard-coded inside the
obfuscated program. The secret verification key is the PRF key. We can essentially view the CRS as
an obfuscated program that checks whether (x,w) is a satisfying assignment, and if so, outputs a
1-bit message authenticated code (MAC) on the statement x. We now give the construction and its

security analysis.

Construction 6.3 (1-Bit SNARG from iO). Let C = {Cy}, oy be a family of Boolean circuits,
where each C,,: {0,1}" x {0,1}™(") — {0,1} for all n € N. Let R¢ be the associated relation and L
be the associated language. Let F,,: IC;, x {0,1}™ — {0,1} be a puncturable PRF family (indexed by
a parameter n). We construct a 1-bit designated-verifier SNARG Ilsyare = (KeyGen, Prove, Verify)

in the preprocessing model for R¢ as follows:
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e Setup(1*,1™): The setup algorithm samples a puncturable PRF key k < F,,.Setup(1*), and
constructs the obfuscated program P < iO(Prove[C,,, k), where the program Prove[C),, k] is

defined as follows:

Constants: a circuit C,,: {0,1}" x {0,1}" — {0,1} and a key k for F,

On input x € {0,1}", w € {0,1}("):

1. If C(x,w) = 1, then output F, (k,x). Otherwise, output L.

Figure 6.1: The program Prove[C,,, k].

The setup algorithm outputs the common reference string ¢ = P and the verification state
T=k.

e Prove(o,x,w) — m: On input the common reference string ¢ = P a statement x € {0,1}" and
a witness w € {0, 1}™, the prover runs P on (x,w) to obtain a proof 7 - P(x, w) and outputs
m € {0,1}.

o Verify(r,x,7) — {0,1}: On input the secret verification state 7 = k, a statement x € {0,1}",
and a proof 7 € {0, 1}, the verifier outputs 1 if 7 = F,,.Eval(k, x), and 0 otherwise.

Theorem 6.4. Suppose F, is a family of puncturable PRFs and iO is an indistinguishability
obfuscator. Then, Construction 6.3 is a non-adaptive designated-verifier 1-bit SNARG for C =
{Cn},cn in the preprocessing model. In particular, llsnar achieves soundness error 1/2 + negl(A)

against polynomial-time bounded provers.*

Proof. Completeness of the construction follows immediately by correctness of the indistinguishability
obfuscator, so it suffices to show soundness. Take any statement x* ¢ L, . We show that no
efficient prover can produce a proof 7* € {0, 1} where Verify(r,x*, 7*) = 1 except with probability
1/2+negl()\) over the randomness used to sample (o, 7) < Setup(1*,1™). Our proof follows the same
structure as the corresponding proof in [SW14, Theorem 9]. In particular, we define a sequence of

hybrid arguments:

e Hyb,: This is the real game, where the challenger generates (o, 7) + Setup(1*,1"), and gives
o to the prover. The prover outputs 7* € {0,1}. The output of the experiment is 1 if

Verify(r,x*,7w*) = 1, and 0 otherwise.

3Note that we pad the program Prove[Cy,k] to the maximum size of any program that appears in the proof of
Theorem 6.4.

41f we make the stronger assumption that the underlying primitives (the indistinguishability obfuscator and the
puncturable PRF family) are secure against subexponential-time adversaries, then we correspondingly achieve
soundness error 1/2 + negl(\) against all subexponential-time provers.
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e Hyb,: This is the same game as Hyb,, except during the setup algorithm, the challenger
first computes ky= < F,,.Puncture(k,x*). When constructing the obfuscated program P, the

challenger replaces the invocation F,, (k,x) with F,.Eval(kyx«,x).

e Hyb,: This is the same game as Hyb;, except in the verification procedure, the challenger

samples b - {0,1} and accept if 7* = b.
We now argue that each pair of consecutive hybrid experiments is computationally indistinguishable.

e Hybrids Hyb, and Hyb, are computationally indistinguishable by security of ¢O and correctness
of the puncturable PRF family. In particular, by correctness of the puncturable PRF, F, (&, -)
and F,,.Eval(kx-,-) agree on all inputs x € {0, 1}" where x # x*. Moreover, the programs P in
Hyb, and Hyb, never needs to evaluate the PRF at x*, since by assumption, for all w € {0,1}"™,
C(x*,w) = 0. This means that the outputs of P in Hyb, and Hyb; are identical on all inputs
(x,w). Indistinguishability then follows by security of iO.

e Hybrids Hyb; and Hyb, are computationally indistinguishable by security of the punctured
PRF. Concretely, suppose there is an adversary A that can distinguish the outputs of Hyb,
and Hybs;. We can build an adversary B that breaks the puncturing security of F,, as follows.
Algorithm B submits x* as the punctured point to the puncturing security challenger and
receives a punctured key ky« and a challenge value y € {0,1}. Algorithm B constructs the
obfuscated program P as in Hyb; and Hyb, using the punctured key ky+, and gives o = P
to adversary A. At the end of the experiment, after 4 output =* € {0,1}, B outputs 1 if
y =r* and 0 otherwise. By construction, B perfectly simulates the output distribution of Hyb,
if y = F,,(k,x*) is pseudorandom and the output distribution of Hyb, if y is truly random.
We conclude that by puncturing security of F,,, hybrids Hyb; and Hyb, are computationally

indistinguishable.

To conclude the proof, we note that the output distribution of Hyb, is 1 with probability 1/2 (since
y is uniform and independent of the prover’s view). Since Hyb, and Hyb, are computationally
indistinguishable, this means that the output of Hyb, is 1 with probability at most 1/2 + negl(}\).
We conclude that Isyare provides soundness error 1/2 + negl()). O

Remark 6.5 (Additional Properties). By the same argument in [SW14, Theorem 8], the 1-bit
SNARG in Construction 6.3 is perfect zero-knowledge. Moreover, by a standard hybrid argument,
we can show that it is non-adaptively reusable in the following sense. For any set of statements
X1,...,Xg ¢ L¢,, the probability that a malicious prover can produce proofs 7y, ..., 7 such that
V(1,x;, ;) = 1 for all i € [k] and (o, 7) < Setup(1*,1") is bounded by 1/2% 4 negl()).

Remark 6.6 (Adaptivity via VBB Obfuscation). If we replace the indistinguishability obfuscator
in Construction 6.3 with a VBB obfuscator [BGIT01], then it is straightforward to prove that the
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resulting construction is adaptively sound. We leave it as an open problem to construct adaptively

sound 1-bit SNARGs without relying on such strong forms of obfuscation.

6.1.3 1-Bit Laconic Arguments and Witness Encryption

A 1-bit SNARG immediately implies a 2-round laconic argument where the prover communicates just
a single bit. Namely, in the first round, the verifier runs the setup algorithm for the 1-bit SNARG,
and sends the CRS to the prover. The prover’s response consists of the 1-bit SNARG proof for the
statement. Thus, Theorem 6.4 shows that assuming the existence of indistinguishability obfuscation
and one-way functions, there exists a 1-bit laconic argument for NP.

While we do not know of alternative constructions of 1-bit SNARGs from weaker assumptions,
such constructions are possible in the interactive setting. Importantly, in the interactive setting,
the verifier’s initial message (i.e., the Setup algorithm) can depend on the statement x, while in
the standard non-interactive setting, the setup algorithm (that generates the CRS) is independent
of the statement. We now show how to construct a 2-round laconic argument for NP from any
semantically-secure witness encryption scheme for NP [GGSW13]. Recall that in a witness encryption
scheme for an NP relation R (and associated language L), the encrypter can encrypt a message
m with respect to a statement x. Then, anyone who knows a witness w such that (x,w) € R is
able to decrypt. The security guarantee states that ciphertexts encrypted to a statement x ¢ £ are
semantically secure. We review the definition of witness encryption below, and then describe our

2-round laconic argument construction from witness encryption.

Definition 6.7 (Witness Encryption [GGSW13]). A witness encryption for an NP language £ (with
corresponding NP relation R) is a tuple of algorithms ITwe = (Encrypt, Decrypt) with the following

properties:

e Encrypt(1*,x,m) — ct: On input the security parameter ), a statement x and a message

m € {0, 1}, the encryption algorithm outputs a ciphertext ct.

e Decrypt(ct,w) — m’: On input a ciphertext ct and a witness w, the decryption algorithm
outputs a message m’ € {0,1} U {L}.

Moreover, IIywg must satisfy the following properties:

e Correctness: For all messages m € {0,1}, and any statement-witness pair (x,w) where
R(x,w) = 1, it follows that

Pr[Decrypt(Encrypt(1*,x,m), w) = m] = 1.
e Semantic Security: For all efficient adversaries A, and all statements x ¢ L,

’Pr[A(Encrypt(lA,x, 0)) = 1] — Pr[A(Encrypt(1*,x,1)) = 1]| = negl(X). (6.1)
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Remark 6.8 (Equivalent Security Notion). In our analysis, it will often be easier to work with the

following equivalent notion of security for witness encryption:

e Unguessable: For all efficient adversaries .4, and all statements x ¢ L,
1
Pr[m < {0,1} : A(Encrypt(1},x,m)) = m] — 3= negl(A). (6.2)

To see the equivalence, take any adversary A. Without loss of generality, assume that A always
outputs a bit. Let pg = Pr[A(Encrypt(1*,x,0)) = 0] and p; = Pr[A(Encrypt(1*,x,1)) = 1]. Then, the
guessing advantage (Eq. (6.2)) of A is |(1 — po — p1)/2]|, and the distinguishing advantage (Eq. (6.1))
of Ais |1 —pp— p1|. In particular, this means that if the guessing advantage of A is ¢, then the
distinguishing advantage of A is 2¢.

Construction 6.9 (1-Bit Laconic Argument for NP from Witness Encryption). Let £ be an NP
language, and let IIwg = (Encrypt, Decrypt) be a witness encryption scheme for £. We construct an

interactive 1-bit laconic argument system Il,; = (Setup, Prove, Verify) for £ as follows:®

o Setup(1*,x) — (0x,7x): On input the security parameter A\ and a statement x, the setup algo-
rithm chooses a random message m < {0, 1} and computes the ciphertext ct < Encrypt(1*,x,m).

It outputs the initial message ox = ct and the verification state 7 = m.

e Prove(oyx,w) — m: On input the verifier’s initial message ox = ct and a witness w, the prover

computes m’ < Decrypt(ct, w), and outputs the proof = = m/.

o Verify(7x,m) — {0,1}: On input the verification state 7 = m and the proof m = m/, the verifier

outputs 1 if m = m/, and 0 otherwise.

Theorem 6.10 (Laconic Arguments from Witness Encryption). Let £ be an NP language. If TTwg

s a witness encryption scheme for L, then Construction 6.9 is a 1-bit laconic argument for L.

Proof. Completeness follows from correctness of the witness encryption scheme. Soundness follows
from security of the witness encryption scheme. Namely, if x ¢ £, then ct is a semantically-secure
encryption of the message m € {0,1}. Since m is sampled uniformly at random, the probability that

the adversary outputs m’ where m’ = m is at most 1/2 + negl(\). O

This construction shows that any witness encryption for a language £ yields a 1-bit laconic
interactive argument system for the same language L. It is unclear how to leverage this construction
to construct a 1-bit preprocessing SNARG (critically, the verifier’s message is not oblivious, and
depends on the underlying statement). We leave it as an open construction to construct 1-bit
SNARGS from witness encryption or other weaker assumptions. Along those same lines, it is also

interesting to construct 1-bit laconic interactive arguments from weaker assumptions.

5We use the same schema as a SNARG (Definition 4.1) to describe our 2-round interactive argument. The main
difference is that the verifier’s first message (i.e., the output of the Setup algorithm) can depend on the statement x.
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6.2 Witness Encryption from 1-Bit Laconic Arguments

In Section 6.1.3, we showed how to use witness encryption for NP to build a 1-bit laconic argument
for NP. In this section, we show that a variant of the converse holds: namely, a 1-bit argument
system for a “cryptographically-hard” language implies a relaxed notion of witness encryption for the
same language. While the notion of witness encryption we obtain is weaker than the traditional one,
we show that it still suffices for instantiating some of the main applications of witness encryption
(c.f., Section 6.2.1). In our weaker variant of witness encryption (Definition 6.11), semantic security
is only required to hold when encrypting to a randomly sampled statement x ¢ £ rather than any
statement x ¢ L.

Our results in this section are conceptually similar to those of Faonio et al. [FNV17], who
previously showed how to construct witness encryption from any predictable argument system. In
our setting, we do not impose any additional restriction on the underlying argument system. Instead,
we show that for a class of “cryptographically-hard” languages, soundness of an optimally laconic
argument alone already implies a “predictability” property, which suffices to give our relaxed variant of
witness encryption We discuss the connection between our 1-bit arguments for cryptographically-hard
languages and the notion of predictable arguments from [FNV17] in greater detail in Remark 6.15.
We now formally introduce our “distributional notion” of witness encryption and then show how to

realize it from any 1-bit laconic argument system.

Definition 6.11 (Distributional Witness Encryption). Fix a parameter n € N. Let £ C {0,1}" be
an NP language, and let D be a probability distribution over {0,1}"\ £. A distributional witness
encryption scheme for £ with respect to D is a tuple of algorithms ITwg = (Encrypt, Decrypt) with
the same properties and requirements as Definition 6.7, except the semantic security requirement is

replaced by a weaker D-semantic security requirement:

e D-Semantic Security: For all efficient adversaries A and x «+ D
|Pr[A(Encrypt(1)‘,x, 0)) = 1] — Pr[A(Encrypt(1},x,1)) = 1]| = negl(X),

where the probability is taken over the randomness of sampling x, the encryption randomness,

as well as the adversary’s randomness.

As described in Remark 6.8, we can replace D-semantic security with an equivalent notion of

D-unguessability.

Construction 6.12 (Distributional Witness Encryption from Laconic Argument System). Fix a
parameter n. Let £ C {0,1}" be an NP language and let D be a distribution over {0,1}" \ L. Let
L. = (Setup, Prove, Verify) be a 1-bit laconic argument for £. We construct a distributional witness

encryption scheme Iwe = (Encrypt, Decrypt) for £ with respect to D as follows:
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. Encrypt(l’\, X, m): On input the security parameter A, a statement x, and a message m € {O7 1},
the encryption algorithm samples parameters (o, 7x) ¢ Setup(1*,x), and computes ag <

Verify(7x, 0) and «; < Verify(7x, 1). Then, it does the following:

— If g = 1 = aq, then the encryption algorithm outputs the message m in the clear.
— If ap = 0 = aq, then the encryption algorithm outputs L.
— Otherwise, the encryption algorithm outputs (ox,m @ b) where b € {0,1} is such that

ab:1.

e Decrypt(ct,w) — {0,1}UL. If ct =0, ct = 1, or ct = L, then the decryption algorithm outputs
ct. Otherwise, it parses ct = (0x, 3), computes b < Prove(ox, w), and outputs 3 @ b.

Next, we show that Construction 6.12 gives a distributional witness encryption scheme for
any language that is “cryptographically-hard.” Intuitively, we say that an NP language L is
cryptographically-hard if there exists a distribution Dygg over YES instances that is computationally

indistinguishable from a distribution Dy, of NO instances.

Definition 6.13 (Cryptographically-Hard Language). Let £ C {0,1}"™ be an NP language. We say
that £ is a cryptographically-hard language if there exists distributions Dypg over £ and Dy, over
{0,1}"\ £ such that Dygs ~ Dyo.

Theorem 6.14 (Distributional Witness Encryption from Laconic Argument System). Fiz a security
parameter A and let £ C {0, 1}”0‘) be an NP language, and suppose that L is cryptographically-
hard (Definition 6.13). Let Dygs and Dy, be the distributions over YES instances and NO instances,
respectively, for L from Definition 6.13. Assume moreover that ll,g is a 1-bit laconic argument for L.
Then, Ilwe from Construction 6.12 is a distributional witness encryption scheme for L with respect
to Dyo.

Proof. We show correctness and security separately.
Correctness. Take any statement x € £ and any witness w where R(x,w) = 1. We show that
Pr[Decrypt(Encrypt(1*,x,m), w) = m] = 1.

Let ct < Encrypt(1*,x,m), and (o, 7x) be the parameters sampled by the encryption algorithm. By
perfect completeness of Iy, if b < Prove(ox, x, w), then Verify(7yx, b) = 1. We consider two possible

scenarios:

e Suppose Verify(7x, 1 — b) = 1. In this case, ct = m, and the decryption algorithm also outputs

m. Correctness holds.

e Suppose Verify(7y,1 — b) = 0. In this case, ct = (0x,m ®b), and the decryption algorithm
outputs (m @ b) &b =m.
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Security. By assumption, Dygg ~ Dro- Now, we show that

Pr[x < Dyo; (0x, Tx) < Setup(1*,x) : Verify(7x, 0) = Verify(7y, 1)] = negl(\).

We consider the two possibilities separately:

e Suppose Verify(7y,0) = 0 = Verify(7x, 1) with probability e. This implies that Dygs and Dye are

distinguishable with the same advantage €. Specifically, on input an instance x, the distinguisher
samples (0x, Tx) < Setup(1*,x) and outputs 1 if Verify(y,0) = 0 = Verify(rx, 1). If x <= Dy,
then x € £ and by perfect completeness of 11, the distinguisher outputs 1 with probability 0.
Conversely, if x < Dyo, then by assumption, the distinguisher outputs 1 with probability €.

Suppose Verify(x,0) = 1 = Verify(x, 1) with probability €. Then, we can construct an adversary
that breaks soundness of IL,,s with advantage 1/2 +¢/2 — negl()). Consider the adversary that
samples a statement x < Dy and outputs a random bit b < {0,1} as its proof. We compute
the probability that Verify(7y,b) = 1, where (0, 7x) < Setup(1*,x). From the first case, we
have that Verify(7x,0) = 0 = Verify(7x, 1) with negligible probability. Thus, with probability
1 —negl()), at least one of b € {0,1} is a valid proof for x. The probability that the guessing
adversary succeeds in breaking soundness is then

3
+

Pr|[Verify(1y,b) = 1] > ¢ + %(1 —e—negl(A)) = L 3 negl(\).

2

This contradicts soundness of Il,g.

We conclude that with overwhelming probability over the choice of x and the Setup randomness,

there is exactly one proof b € {0,1} such that Verify(rx,b) = 1. To show the claim, suppose there

exists an efficient adversary A whose guessing advantage (Eq. (6.2)) is e. Without loss of generality,

suppose that given an encryption of m & {0,1}, adversary A outputs m with probability at least

1/2 + ¢ (if A outputs m with probability less than 1/2 — e, we can consider an adversary that runs

A and outputs the complement of A’s output). We use A to construct an adversary B that breaks

soundness of I, with probability 1/2 + . Algorithm B works as follows:

1.

2.

3.

At the beginning of the game, algorithm B samples a statement x < Dy, and gives x to the
challenger for the soundness game. It receives a common reference string oy from the soundness

challenger.
Algorithm B samples a random bit 3 <= {0,1} and sends (ox, 8) to the guessing adversary A.

When A outputs a guess m € {0,1}, B submits m @ § as its proof.

First, we argue that B correctly simulates the unguessability game for adversary A. From above,

we have that with overwhelming probability (over the choice of x and the randomness in the Setup
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algorithm), Verify(7x, 0) # Verify(7x,1). Let b € {0,1} be such that Verify(ry,b) = 1. In this case, a
valid ciphertext for a message m cousists of the tuple (ox,b@® m). In the unguessability game, the
message m is sampled uniformly at random, and so the bit b @& m is also uniformly random. This is
precisely the distribution B simulates in the reduction.

By assumption A is able to guess the message with probability at least 1/2 + . In particular,
this means that the bit m output by A satisfies m = 8 @ b where Verify(7x,b) = 1. But in this case,
b=m & B, and algorithm B has produced an accepting proof for the statement x. We conclude that
if A has guessing advantage ¢, then B breaks soundness with advantage 1/2 + ¢. O

Remark 6.15 (1-Bit Arguments and Predictable Arguments). We can interpret the first step in
our soundness proof of Theorem 6.14 as showing that a 1-bit argument for a cryptographically-hard
language is essentially a predictable argument (c.f., [FNV17]). Specifically, we show that for a
randomly-sampled statement x, there is exactly one proof that the verifier accepts. Previously,
Faonio et al. [FNV17] showed that any predictable argument for a language £ implies a witness
encryption for the same language. Since our arguments are predictable (for a randomly-sampled
instance) when the underlying language is cryptographically-hard, we obtain the distributional variant

of witness encryption for cryptographically-hard languages.

6.2.1 Distributional Witness Encryption to Public-Key Encryption

Although 1-bit laconic arguments only suffice for constructing a weaker distributional variant of
witness encryption, this variant still suffices to instantiate some of the applications of witness
encryption from [GGSW13]. In this section, we recall the construction of public-key encryption from
witness encryption from [GGSW13, §4.1] and show how we can instantiate it using a distributional
witness encryption scheme for the same language. In particular, this means that a 1-bit SNARG, and
more generally, a 1-bit laconic argument implies a public-key encryption scheme where the complexity
of the key-generation algorithm is independent of the complexity of the underlying argument system.
Key-generation in this scheme only requires a single evaluation of a pseudorandom generator. The
only public-key encryption schemes that have this property rely on witness encryption (or stronger
assumptions). This provides some evidence on the difficulty of realizing optimally laconic arguments

from simpler assumptions.

Construction 6.16 (Public Key Encryption from Witness Encryption [GGSW13, §4.1]). Fix a
security parameter A and let G: {0,1}* — {0, 1}?* be a length-doubling PRG. Define the language £ C
{0,1}** as £ = {y € {0,1}** : y = G(x) for some z € {0,1}*}. Let Ilwe = (WE.Encrypt, WE.Decrypt)
be a witness encryption scheme for £. We define the public key encryption scheme Ilpkg =

(KeyGen, Encrypt, Decrypt) as follows:

e KeyGen(1*) — (pk,sk): On input the security parameter A, the key-generation algorithm
samples a seed s < {0,1}*, computes ¢ + G(s), and outputs pk = (\,t) and sk = s.
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e Encrypt(pk,m): On input the public key pk = (A, ¢) and a message m € {0, 1}, the encryption
algorithm outputs the ciphertext ct <~ WE.Encrypt(1*,¢,m).

e Decrypt(sk,ct): On input the secret key sk = s and a ciphertext ct, the decryption algorithm
outputs WE.Decrypt(ct, s).

Theorem 6.17. Fiz a security parameter X and let G: {0,1}* — {0,1}2* be a length-doubling PRG.
Define the language £ C {0,1}>* as in Construction 6.16. Let Dyo be the uniform distribution over
{0,122\ L. If Ilwe is a witness encryption scheme for L with respect to Dy, and G is a secure

PRG, then Ilpke from Construction 6.16 is a semantically-secure PKE scheme.

Proof. The proof is essentially identical to the corresponding proof in [GGSW13, Appendix A.1]. We

give the formal hybrid argument below:

e Hyb,: This is the semantic security game where the challenger samples (pk, sk) + KeyGen(1*)
and responds to the adversary’s query with Encrypt(pk,mq).

e Hyb,: Same as Hyb, except instead of setting pk = (), %) where t = G(s) and s < {0,1}*, the
challenger samples t - {0,1}?*. Hybrids Hyb, and Hyb, are computationally indistinguishable
by PRG security of G.

e Hyb,: Same as Hyb,, except the challenger samples t <~ {0,1}>* \ £. Hyb, and Hyb, are

statistically indistinguishable.

e Hybs: Same as Hyb, except the challenger encrypts message m; when responding to the adver-
sary’s challenge. Hybrids Hyb, and Hyb; are computationally indistinguishable by distributional

semantic security of ITwe.

e Hyb,: Same as Hyb; except the challenger samples ¢ & {0,1}2*. Hybrids Hybs and Hyb, are

statistically indistinguishable.

e Hyby: Same as Hyb, except the challenger sets t = G(s) where s <~ {0,1}*. This is the
semantic security game where the challenger samples (pk,sk) < KeyGen(1%) and respond
to the adversary’s query with Encrypt(pk, m1). Hybrids Hyb, and Hyb; are computationally
indistinguishable by PRG security of G. 0

To instantiate Construction 6.16 from a 1-bit laconic argument for NP (or more specifically, for
the language £ in Construction 6.16), it suffices to show that there exists a distribution Dygs over £
such that Dypg ~ Do, where Dy, is the distribution from Construction 6.16. This follows from PRG
security. Specifically, let Dygg be the distribution {s & {0,1}* : G(s)}. By PRG security, Dygs is
computationally indistinguishable from the uniform distribution over {0,1}?*. Finally, the uniform
distribution over {0, 1}?* is statistically indistinguishable from Dy, and the claim follows. Thus, a
1-bit laconic argument for NP implies a public-key encryption scheme where the complexity of the

key-generation algorithm is independent of the complexity of the witness encryption scheme.
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6.3 Chapter Summary

In this chapter, we introduced and studied 1-bit laconic arguments, and more specifically, 1-bit
SNARGs (namely, SNARGs that provide soundness error 1/2 + negl(\) with 1-bit of proof). We
then showed how to construct 1-bit SNARGs from indistinguishability obfuscation by adapting
the Sahai-Waters NIZK construction from indistinguishability obfuscation [SW14]. Furthermore,
in the interactive setting, we showed how to obtain a 1-bit laconic argument from the (plausibly
weaker) primitive of witness encryption. In fact, we demonstrated that this is (almost) a two-way
implication as 1-bit laconic arguments imply a relaxed form of witness encryption. This latter
connection suggests that building 1-bit laconic arguments from simpler assumptions is likely to be
difficult. Nonetheless, we leave this as an interesting open problem and another potential route for

realizing witness encryption from standard assumptions.



Chapter 7

Conclusions

Proof systems play an important role in the construction of numerous cryptographic protocols. Beyond
that, they are also a fundamental notion in theoretical computer science. In this thesis, we studied two
important properties of (non-interactive) proof systems: zero-knowledge and succinctness. Although
numerous constructions of non-interactive proofs systems satisfying zero-knowledge or succinctness (or
even both) have been proposed since the seminal work of Goldwasser, Micali, and Rackoff [GMRS5],
the prior construction all relied on the random oracle heuristic, number-theoretic and group-theoretic
assumptions (e.g., factoring, pairings), or heavyweight tools like indistinguishability obfuscation.
A major class of cryptographic assumptions missing from this list is the class of lattice-based
assumptions.

In this thesis, we filled in some of these gaps by constructing the first non-interactive zero-knowledge
argument in the preprocessing model as well as the first (quasi-optimal) succinet non-interactive
argument from lattice-based assumptions. To briefly recall, we showed how to build multi-theorem
NIZK arguments (and proofs) for all of NP in a preprocessing model using context-hiding homomorphic
signatures (which can in turn be instantiated from standard lattice assumptions). In the preprocessing
model, there is a trusted setup that generates proving and verification keys (used to construct and
verify proofs, respectively). The main challenge in the preprocessing model was to construct a scheme
that is multi-theorem secure: namely, the proving and verification keys could be reused to generate
or to verify multiple proofs without compromising either soundness or zero-knowledge. While our
lattice-based NIZK argument system operates in the weaker preprocessing model (rather than the
more traditional CRS model), we are hopeful that our techniques will provide a useful stepping
stone towards resolving the open problem of constructing NIZK proofs (or arguments) for NP from
standard lattice assumptions.

With respect to succinct arguments, this thesis built upon and extended the general framework
of Bitansky et al. [BCI*13] to obtain the first candidate SNARGs from lattice-based assumptions.

Our techniques gave the first quasi-optimally succinct SNARG from lattice assumptions, and further

174
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extension of our techniques yielded the first quasi-optimal SNARG from concrete assumptions over
ideal lattices—mamely, a SNARG that simultaneously minimizes the prover complexity as well as the
proof size. Finally, we explored what happens when we push succinctness to the limit and consider
a “1-bit SNARG.” Here, we demonstrated an intriguing connection between 1-bit SNARGs and a
relaxed variant of witness encryption.

Our work on constructing lattice-based SNARGs leaves open several direction for future research.
First, all of the lattice-based SNARG candidates we introduced in this work are designated-verifier
(i-e., a secret verification key is needed to verify the proofs). Can we build a publicly-verifiable
SNARG from lattice assumptions? Can we build zero-knowledge SNARGs while preserving quasi-
optimal succinctness from lattice assumptions? Finally, what is the concrete efficiency of these new
lattice-based SNARGs, and how do they compare against their pairing-based counterparts [PHGR13,
BCGT*13]?!

LA preliminary implementation of our lattice-based SNARG candidate from Chapter 4 is currently available here:
https://github.com/dwu4/lattice-snarg.


https://github.com/dwu4/lattice-snarg
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