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Abstract

Registered attribute-based encryption (ABE) is a generalization of ABE that replaces the central trusted key-issuer

with an untrusted key curator. In registered (ciphertext-policy) ABE, users generate their own public keys and

there is a transparent aggregation process that takes the public keys of the users together with their attributes and

aggregates them into a short master public key that functions as the public key for a standard ABE scheme.

A sequence of works has focused on improving the efficiency and expressivity of pairing-based registered ABE.

Today, all constructions of pairing-based registered ABE rely on a structured common reference string (CRS) whose

size scales with the total number of users in the system 𝑁 . While the first pairing-based constructions needed a CRS

of size 𝑂 (𝑁 2), a recent line of work has shown how to reduce it to 𝑁 1+𝑜 (1)
in the case of general policies (albeit

with extremely large constant factors), and to𝑂 (𝑁 ) if we restrict the policy family to conjunctions and DNFs (earlier

schemes could support general monotone Boolean formulas) and if we analyze security in the generic group model

(earlier schemes could be proven secure in the plain model).

In this work, we give the first pairing-based registered ABE scheme with a linear-size CRS that supports general

policies (i.e., monotone span programs which include monotone Boolean formulas as well as threshold policies). We

can show static security based on a 𝑞-type assumption in the plain model and adaptive security if we instead work

in the random oracle model. Our scheme is also the first pairing-based construction where users can be identified

by arbitrary strings (e.g., identities) rather than by integers from a polynomial-size range. This directly enables

registered ABE with stateless key-generation. Namely, users in our system can sample their key independently of

the current state of the system. Previous approaches require users either to first retrieve the current state of the

system before they could generate their key or to generate multiple public keys to avoid collisions.

1 Introduction
Registration-based cryptography [GHMR18] is a paradigm for building advanced cryptographic notions without

having to rely on any central trusted authority. In this work, we focus on ciphertext-policy attribute-based encryption

(ABE) [SW05, GPSW06] where each secret key is associated with an attribute 𝑥 and each ciphertext is associated

with an access policy 𝑃 . Decryption is possible whenever the attribute satisfies the policy (e.g., when 𝑃 (𝑥) = 1).

Traditionally, in an ABE scheme, a trusted authority is responsible for generating and issuing the decryption keys.

If the authority is compromised, then the security of every user in the system is also compromised. Registered

ABE [HLWW23] provides one solution to this problem. In registered ABE, users independently generate their own

public/secret key-pair and then “register” the public key with a “key curator.” The key curator can then aggregate

the individual public keys along with their respective access policies to obtain a succinct master public key mpk.
Importantly, this aggregation process is deterministic and transparent (i.e., does not depend on any secrets). The

aggregated master public keympk then functions as the master public key for a standard ABE scheme; namely, anyone

can encrypt a message with respect to a policy such that only registered users with attributes that satisfy the policy can

decrypt. Registered ABE allows us to combine the fine-grained decryption capabilities of attribute-based encryption

with the trustless model of classic public-key encryption where users retain full control of their key material.
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Our focus: pairing-based registered ABE. In the last few years, many works have studied registered ABE from a

broad range of cryptographic assumptions, including pairing-based assumptions [HLWW23, ZZGQ23, AT24, GLWW24,

GHK
+
25] and lattice-based assumptions [CHW25, WW25, ZZC

+
25, YZGC25, PST25], as well as constructions from

general-purpose primitives such as witness encryption [FWW23] or indistinguishability obfuscation [HLWW23].

In this work, we focus on pairing-based constructions. The main advantage of the pairing-based approaches is that

they are concretely efficient. The concrete efficiency of pairing-based registered ABE schemes is comparable to that

of pairing-based centralized ABE schemes, which have been successfully implemented [AC17, RW22] and even

deployed [Ver23]. A number of recent works have also implemented and used similar pairing-based primitives like

registration-based encryption [GKMR23], distributed broadcast encryption [GLWW23], and threshold encryption with

silent setup [GKPW24] to construct privacy-preserving systems with minimal trust assumptions. This is in contrast to

lattice-based schemes, which all rely on the homomorphic evaluation procedures from [BGG
+
14] that, to our knowl-

edge, have not been successfully implemented. Constructions based on tools like witness encryption or indistinguisha-

bility obfuscation are even less practical than lattice-based ABE. Moreover, schemes based on these general-purpose

tools can only be instantiated assuming a combination of multiple cryptographic assumptions or by relying on new

non-standard assumptions. This is also the case for the lattice-based constructions where security relies on either new

assumptions like succinct LWE (and the random oracle model) or non-falsifiable assumptions like evasive LWE. An

appealing property of pairing-based schemes is that we can prove security from simple assumptions in the plain model.

The CRS size in pairing-based registered ABE schemes. All existing pairing-based registered ABE schemes rely

on a structured common reference string (CRS) whose size grows with the maximum number of users 𝑁 in the system.

The first constructions of pairing-based registered ABE [HLWW23, ZZGQ23, AT24] required a CRS whose size scales

quadratically with 𝑁 . This makes these schemes suitable only for a small number of users. Subsequently, the work of

[GLWW24] showed how to reduce the CRS size to be nearly linear in the number of users (i.e., 𝑁 1+𝑜 (1)
) using combina-

torial techniques. However, the authors note that the asymptotic improvement only translates to an efficiency improve-

ment for extremely large values of𝑁 , and for practical parameters of interest, the size of the CRS in their approach scales

with𝑁 log
2
3 ≈ 𝑁 1.6

. Themain open problem in this line of research is to build a registered ABE schemewith a linear-size

CRS. The recent work of [GHK
+
25] gives a partial answer to this problem by constructing a pairing-based registered

ABE scheme with a linear-size CRS. However, their construction comes at the expense of expressivity: the scheme can

only support conjunction policies (and more generally, DNF policies via concatenation). In contrast, all of the aforemen-

tioned works on registered ABE support monotone span programs (or more), which in particular includes the class of

monotone Boolean formulas and threshold policies. In addition, the security of the construction in [GHK
+
25] critically

relies on the generic group model, whereas earlier pairing-based schemes were shown secure in the plain model.

This work. Our main contribution in this work is the first pairing-based registered ABE scheme with a linear-size

CRS that supports all monotone span programs. We prove static security of our scheme under a 𝑞-type assumption

in the plain model (which holds unconditionally in the generic bilinear group model of [Sho97, BBG05]) and adaptive

security in the random oracle model. We provide a comparison of our scheme to previous schemes in Table 1.

An additional feature: registered ABE with large index space. An appealing property of our registered ABE

scheme is that it natively supports a large index space. In more detail, in all pairing-based registered ABE schemes,

when a user generates their public key, they also associate it with an index 𝑖 ∈ [𝑁 ] where 𝑁 is the bound on the

number of users. Correctness only holds if every user in the system associates a different index with their public key.

Thus, when a user joins the system, they need to first choose an index 𝑖 ∈ [𝑁 ] that is not already taken. In practice, this
means that users would interact with a key curator to agree on an index 𝑖 and then generate their key for the particular

index. Alternatively, a user could generate public keys for multiple distinct indices and have the key curator associate a

distinct index with each user [GLWW23]. The first approach requires interaction while the second increases the size of

each user’s public key. Our construction in this work natively supports a “large” index space where the index associated

with a key can be an arbitrary string (or “identity”). We retain the restriction that every user in the system has a distinct

index. However, since the indices can be drawn from an exponential-size universe, individual users can simply pick

a random index when generating their key, and with overwhelming probability over the choice of the random index,
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Scheme |crs| |pk| |mpk| |ct| Policy Assumption AD LI

[HLWW23] 1 1 1 𝑝 ( |P|) circuits 𝑖O + OWF ✓ ✓

[FWW23] 𝑝 (𝑠) 1 𝑝 (𝑠) 𝑝 (𝑠) size-𝑠 circuits witness encryption + LWE ✗ ✓

[CHW25]
∗ 𝑁 2 · 𝑝 (𝑑) 𝑁 · 𝑝 (𝑑) 𝑝 (𝑑) 𝑝 (𝑑, |a|) depth-𝑑 circuits succinct LWE + ROM ✗ ✗

[WW25]
∗ 𝑝 (𝑑) 𝑝 (𝑑) 𝑝 (𝑑) 𝑝 (𝑑) depth-𝑑 circuits succinct LWE + ROM ✗ ✓

[ZZC
+
25]
∗ 𝑝 (𝑑) 𝑝 (𝑑) 𝑝 (𝑑) 𝑝 (𝑑, |a|) depth-𝑑 circuits evasive LWE ✗ ✓

[YZGC25]
∗ 𝑁 · 𝑝 (𝑑) 𝑝 (𝑑) 𝑝 (𝑑) 𝑝 (𝑑, |a|) depth-𝑑 circuits evasive LWE ✗ ✗

[PST25] 1 1 1 1 circuits evasive LWE ✗ ✓

[HLWW23] |U| · 𝑁 2 𝑁 |U| |P| MSP composite order (static) ✓ ✗

[ZZGQ23] |U| · 𝑁 2 𝑁 |U| |P| ABP prime order (static) ✓ ✗

[GLWW24] 𝑁 1+𝑜 (1) 𝑁 |U| |P| MSP prime order (𝑞-type) ✗ ✗

[AT24]
† 𝑁 2 𝑁 |a|2 |a| · |P | NM-MSP prime order (static) ✓ ✗

[GHK
+
25] 𝑁 𝑁 |U| |P| DNF formulas generic group model ✓ ✗

[RT26]
† 𝑁 1+𝑜 (1) 𝑁 |a|2 |P | NM-MSP generic group model + ROM ✓ ✗

Cor. 4.13 𝑁 𝑁 |U| |P| MSP prime order (𝑞-type) ✗ ✓

Cor. 4.14‡ 𝑁 · 𝑝 (𝐾) 𝑁 · 𝑝 (𝐾) |U| · 𝑝 (𝐾) 𝑝 (𝐾) MSP prime order (𝑞-type) + ROM ✓ ✗

∗
These schemes are key-policy schemes and we write |a | to denote the length of the attribute in the ciphertext.

†
For these schemes, we write |a | to denote the maximum number of attributes associated with a single user in the system.

‡
This scheme assumes an a priori bound on the size 𝐾 of a policy and relies on subexponential hardness of the underlying assumption.

Table 1: Comparison with previous registered ABE schemes. Here, crs denotes the common reference string, pk
denotes an individual user’s public key, mpk denotes the master public key, and ct denotes the ciphertext. We

consider a system with 𝑁 users, an attribute universeU, and a policy P. We write MSP to denote monotone span

programs (which includes monotone Boolean formulas and threshold policies), ABP to denote arithmetic branching

programs (which generalize MSPs), NM-MSP to denote non-monotone span programs, and DNF to denote formulas

in disjunctive normal form (“an or of ands”). We write 𝑖O to denote indistinguishability obfuscation, OWF to denote

one-way functions, and ROM to denote the random oracle model. For the pairing-based schemes, we indicate whether

they are based on static assumptions or 𝑞-type assumptions over composite-order or prime-order groups, or if they

rely on the generic bilinear group model. We write 𝑝 (·) to denote a fixed polynomial and suppress all polynomials

in the security parameter and all polylogarithmic terms. For each scheme, we also indicate whether it can be shown

to be adaptively secure (“AD”) under the stated assumption and whether it supports a large index space (“LI”) where

user keys can be associated with an arbitrary bitstring (rather than an index from a polynomial-size range).

no two users will share the same index. This way, we obtain a scheme where users can sample their keys completely

independently of all other users. In particular, this immediately gives a registered ABE scheme with “stateless key

generation”—namely, a scheme where users can generate their key independently of the current state of the system.

1.1 Technical Overview
Like nearly all constructions of registered ABE, we focus on constructing a simpler primitive called a slotted registered
ABE scheme, which was formally introduced in the work of [HLWW23]. We start by recalling the general syntax:

• Common reference string: The CRS for a slotted registered ABE scheme defines an a priori fixed number of

users 𝑁 (also called “slots”).

• Key generation:When a user joins the system, they use the CRS to sample a public/private key-pair (pk𝑖 , sk𝑖 )
associated with a specific slot index 𝑖 ∈ [𝑁 ].

• Aggregation: Given a collection of exactly 𝑁 public keys pk
1
, . . . , pk𝑁 , where pk𝑖 is a public key for slot 𝑖 ,

along with their respective sets of attributes 𝑆1, . . . , 𝑆𝑁 , the aggregation algorithm outputs a succinct master

public key mpk together with a public decryption hint hsk𝑖 for each user 𝑖 ∈ [𝑁 ]. We refer to hsk𝑖 as the

3



“helper decryption key” for user 𝑖 . Importantly, in registered ABE, the aggregation process is deterministic and

requires no secrets. Everyone can compute and verify the output of the aggregation algorithm.

• Encryption: Using the master public keympk, anyone can encrypt a message 𝜇 with respect to a policy 𝑃 , just

like in a standard ciphertext-policy ABE scheme.

• Decryption: Any user 𝑖 ∈ [𝑁 ] associated with attributes 𝑆𝑖 that satisfy the policy 𝑃 can use their secret key

sk𝑖 together with their public decryption hint hsk𝑖 to recover the message 𝜇.

The main difference between slotted registered ABE and the standard notion of registered ABE is the lack of support

for dynamic registration. In the slotted setting, all of the public keys and attribute sets must be provided together in

order to generate the master public key. The standard notion of registered ABE allows users to join the system one at a

time, and each time a user joins, the master public key and helper decryption keys are updated to reflect the current set

of registered users. The abstraction of a slotted registered ABE scheme is simpler to work with since we only need to

support one-shot aggregation as opposed to dynamic aggregation. Thework of [HLWW23] shows how to lift the slotted

scheme into the standard setting (with dynamic registration) with only logarithmic overhead. For this reason, we focus

on the simpler setting of slotted registered ABE throughout this overview (and for much of the technical sections).

Starting point: a variant of the [HLWW23] registered ABE scheme. Next, we start with the general template

from [HLWW23] for constructing a slotted registered ABE scheme. The cross-term cancellation structure introduced in

that work is the cryptographic core of many pairing-based registered ABE schemes [ZZGQ23, GLWW24, AT24, RT26].

Specifically, we describe a slimmed-down variant of the prime-order scheme from [GLWW24, Construction B.3],

which can be viewed as a prime-order analog of [HLWW23]. For compatibility with our subsequent exposition, we

describe the scheme over an asymmetric pairing group (as opposed to a symmetric pairing group).

Let (G1,G2,GT, 𝑝, 𝑔1, 𝑔2, 𝑒) be an asymmetric pairing group where G1,G2,GT are groups of prime order 𝑝 , 𝑔1
is a generator of G1, 𝑔2 is a generator of G2, and 𝑒 : G1 × G2 → GT is an efficiently computable non-degenerate

bilinear map. We write group elements using implicit notation [EHK
+
13]. In particular, for a vector v ∈ Z𝑛𝑝 , we write

[v]1, [v]2, [v]T to denote 𝑔v
1
, 𝑔v

2
, and 𝑒 (𝑔1, 𝑔2)v, respectively, where exponentiation is defined component-wise. The

slotted registered ABE scheme now works as follows:

• Common reference string: Let 𝑁 be the number of slots. Sample 𝛼,𝑦
r← Z𝑝 . For each slot 𝑖 ∈ [𝑁 ], sample

exponents 𝑡𝑖 , 𝑢𝑖
r← Z𝑝 . The CRS consists of the following set of terms (which we highlight in green):

– the encryption components [𝛼]T and [𝑦]1,
– the slot components ( [𝑡𝑖 ]2, [𝑢𝑖 ]1, [𝛼 + 𝑦𝑡𝑖 ]2) for all 𝑖 ∈ [𝑁 ], and
– the cross terms [𝑡𝑖𝑢 𝑗 ]1 for all 𝑖 ≠ 𝑗 .

• Key generation: To generate a key for slot 𝑖 , the user samples 𝑟𝑖
r← Z𝑝 and sets their public key to be pk𝑖 = [𝑟𝑖 ]1

and the secret key to be sk𝑖 = 𝑟𝑖 . In addition, they also include the cross terms [𝑡 𝑗𝑟𝑖 ]2 = 𝑟𝑖 [𝑡 𝑗 ]2 for all 𝑗 ≠ 𝑖 as
part of their public key. The cross terms are used to construct the decryption hints.

• Aggregation: The aggregation algorithm takes public keys pk
1
, . . . , pk𝑁 where pk𝑖 = ( [𝑟𝑖 ]1, {[𝑡 𝑗𝑟𝑖 ]2} 𝑗≠𝑖 ) and

the attributes 𝑆1, . . . , 𝑆𝑁 and computes the aggregated master public key and the helper decryption key as

follows (which we highlight in blue):

– Attribute-independent public key: Compute [𝑟 ]1 =
∑
𝑖∈[𝑁 ] [𝑟𝑖 ]1. In addition, for each 𝑖 ∈ [𝑁 ], compute

the cross terms [𝑣𝑖 ]2 =
∑
𝑗≠𝑖 [𝑡𝑖𝑟 𝑗 ]2.

– Attribute-specific public key: For each attribute 𝑎, let [𝑢𝑎]1 =
∑
𝑖∈[𝑁 ]:𝑎∉𝑆𝑖 [𝑢𝑖 ]1. In addition, for each

𝑖 ∈ [𝑁 ], compute the cross terms [𝑤̂𝑎,𝑖 ]1 =
∑
𝑗≠𝑖:𝑎∉𝑆 𝑗

[𝑡𝑖𝑢 𝑗 ]1.

Let U =
⋃
𝑖∈[𝑁 ] 𝑆𝑖 be the set of attributes associated with the users. The aggregated master public key is

mpk = ( [𝑟 ]1, {[𝑢𝑎]1}𝑎∈U). The helper decryption key hsk𝑖 for user 𝑖 contains the slot components associated

with slot 𝑖 from the CRS as well as the cross terms:

hsk𝑖 = ( [𝑡𝑖 ]2, [𝛼 + 𝑦𝑡𝑖 ]2, [𝑣𝑖 ]2, {[𝑤̂𝑎,𝑖 ]1}𝑎∈U).
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• Encryption: Let 𝑃 be a policy over a set of attributes 𝐴 = (𝑎1, . . . , 𝑎𝐾 ) ⊆ U. We assume that 𝑃 has a linear

secret sharing scheme over Z𝑝 where each attribute is associated with a single share, which is an element of

Z𝑝 .1 To encrypt a message [𝜇]T (i.e., we take the message to be an element of the target group GT) with respect

to the policy 𝑃 , the encrypter proceeds as follows:

– Sample the encryption randomness 𝑠
r← Z𝑝 and 𝑠1, 𝑠2

r← Z𝑝 such that 𝑠1 + 𝑠2 = 𝑠 .2

– Secret share 𝑠2 according to the policy 𝑃 over Z𝑝 . Let 𝑠2,1, . . . , 𝑠2,𝐾 ∈ Z𝑝 be the shares of 𝑠2 associated with

the attributes 𝑎1, . . . , 𝑎𝐾 respectively. Recall that for ease of exposition, we are assuming that 𝑃 has a linear

secret sharing scheme where each attribute is associated with a single share (i.e., a single element of Z𝑝 ).

– Compute the attribute-independent component 𝑠1 [𝑦]1 − 𝑠 [𝑟 ]1 = [𝑠1𝑦 − 𝑠𝑟 ]1. For each attribute 𝑎𝑘 ∈ 𝐴,
sample a blinding term 𝑠′

𝑘

r← Z𝑝 and compute the attribute-specific component(
𝑠2,𝑘 [𝑦]1 − 𝑠′𝑘 [𝑢𝑎𝑘 ]1 , [𝑠

′
𝑘
]2

)
=

(
[𝑠2,𝑘𝑦 − 𝑠′𝑘𝑢𝑎𝑘 ]1 , [𝑠

′
𝑘
]2

)
.

– The ciphertext then consists of the following group elements (which we highlight in purple):

ct =
(
[𝑠𝛼]T + [𝜇]T, [𝑠]1, [𝑠1𝑦 − 𝑠𝑟 ]1, {[𝑠2,𝑘𝑦 − 𝑠′𝑘𝑢𝑎𝑘 ]1, [𝑠

′
𝑘
]2}𝑘∈[𝐾 ]

)
.

• Decryption: Suppose a user 𝑖 ∈ [𝑁 ] has a set of attributes 𝑆𝑖 ⊆ U that satisfies the policy 𝑃 . The user’s goal

is to compute the blinding factor [𝑠𝛼]T. To do so, the user proceeds as follows:

– Slot check: First, the user uses their secret key 𝑟𝑖 together with the helper decryption components [𝑡𝑖 ]2
and [𝑣𝑖 ]2 to compute

[𝑠1𝑦 − 𝑠𝑟 ]1 · [𝑡𝑖 ]2 + [𝑠]1 · [𝑣𝑖 ]2 + 𝑟𝑖 · [𝑠]1 · [𝑡𝑖 ]2 = [𝑠1𝑦𝑡𝑖 −
∑
𝑗∈[𝑁 ] 𝑠𝑡𝑖𝑟 𝑗 +

∑
𝑗≠𝑖 𝑠𝑡𝑖𝑟 𝑗 + 𝑠𝑡𝑖𝑟𝑖 ]T

= [𝑠1𝑦𝑡𝑖 ]T .

– Attribute check: For each attribute 𝑎𝑘 that the user possesses, they use the slot component [𝑡𝑖 ]2 and
the cross term [𝑤̂𝑎𝑘 ,𝑖 ]1 from their helper decryption key to compute

[𝑠2,𝑘𝑦 − 𝑠′𝑘𝑢𝑎𝑘 ]1 · [𝑡𝑖 ]2 + [𝑤̂𝑎𝑘 ,𝑖 ]1 · [𝑠
′
𝑘
]2 = [𝑠2,𝑘𝑦𝑡𝑖 −

∑
𝑗∈[𝑁 ]:𝑎𝑘∉𝑆 𝑗 𝑠

′
𝑘
𝑡𝑖𝑢 𝑗 +

∑
𝑗≠𝑖:𝑎𝑘∉𝑆 𝑗

𝑠′
𝑘
𝑡𝑖𝑢 𝑗 ]T

= [𝑠2,𝑘𝑦𝑡𝑖 ]T .

Note that this equality relies on the fact that 𝑎𝑘 ∈ 𝑆𝑖 , which means

{ 𝑗 ∈ [𝑁 ] : 𝑎𝑘 ∉ 𝑆 𝑗 } = { 𝑗 ∈ [𝑁 ] \ {𝑖} : 𝑎𝑘 ∉ 𝑆 𝑗 }.

Since 𝑠2,1, . . . , 𝑠2,𝐾 is a linear secret sharing of 𝑠2, we can view each [𝑠2,𝑘𝑦𝑡𝑖 ]T as a share of [𝑠2𝑦𝑡𝑖 ]T. If 𝑆𝑖
satisfies the policy, then the user can take a linear combination of these shares to reconstruct [𝑠2𝑦𝑡𝑖 ]T.

Since 𝑠1 + 𝑠2 = 𝑠 , the user can now compute [𝑠1𝑦𝑡𝑖 ]T + [𝑠2𝑦𝑡𝑖 ]T = [𝑠𝑦𝑡𝑖 ]T. Finally, the user computes

[𝑠]1 · [𝛼 + 𝑦𝑡𝑖 ]2 − [𝑠𝑦𝑡𝑖 ]T = [𝑠𝛼]T,

which is sufficient to recover the message [𝜇]T from [𝑠𝛼]T + [𝜇]T.
1
This restriction is for ease of exposition. Our actual construction (Construction 4.1) does not have this restriction.

2
The schemes from [HLWW23, GLWW24] secret share the element [𝑦 ]1 from the CRS instead of the encryption randomness 𝑠 . However, since

the exponents 𝑠 and 𝑦 play similar roles in the ciphertext, we can interchange them. The variant we describe here is more amenable to our

strategy for obtaining a scheme with a linear-size CRS.
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Reducing the CRS size. The CRS size in the above scheme is quadratic due to the presence of the cross terms [𝑡𝑖𝑢 𝑗 ]1
for all 𝑖 ≠ 𝑗 . These cross terms are needed to compute the attribute-specific component 𝑤̂𝑎𝑘 ,𝑖 of each user’s helper

decryption key. As shown above, the key relationship needed for decryption is that whenever 𝑎𝑘 ∈ 𝑆𝑖 , it holds that

[𝑠′
𝑘
𝑢𝑎𝑘 ]1 · [𝑡𝑖 ]2 =

[ ∑
𝑗∈[𝑁 ]:𝑎𝑘∉𝑆 𝑗 𝑠

′
𝑘
𝑡𝑖𝑢 𝑗

]
T = [𝑤̂𝑎𝑘 ,𝑖 ]1 · [𝑠′𝑘 ]2. (1.1)

The work of [GLWW24] shows how to compress the CRS by choosing the exponents 𝑡𝑖 and 𝑢𝑖 in a structured way so

that the set of cross terms [𝑡𝑖𝑢 𝑗 ]1 have a succinct description. Specifically, they take 𝑡𝑖 and𝑢𝑖 to be powers. To illustrate,
suppose 𝑡𝑖 = 𝜏

𝑖
and 𝑢𝑖 = 𝛽𝜏

𝑖
, where 𝜏, 𝛽

r← Z𝑝 . In this way, the cross terms 𝑡𝑖𝑢 𝑗 can be written as 𝑡𝑖𝑢 𝑗 = 𝛽𝜏
𝑖+𝑗

, which

can be described compactly using just 2𝑁 group elements [𝛽𝜏]1, . . . , [𝛽𝜏2𝑁 ]1. The savings come from the fact that

multiple distinct pairs of (𝑖, 𝑗) can now share the same cross term. This seemingly already yields a scheme with a

linear-size CRS (since there are now only 2𝑁 cross terms in the CRS).

The problem with this approach is that if the CRS contains [𝛽𝜏]1, . . . , [𝛽𝜏2𝑁 ]1, it is simultaneously giving out the

non-cross-terms [𝑡𝑖𝑢𝑖 ]1 = [𝛽𝜏2𝑖 ]1. This compromises security of the above construction since it would allow a user

who does not have an attribute 𝑎𝑘 to nonetheless compute the term [𝑠′
𝑘
𝑢𝑎𝑘 𝑡𝑖 ]T in Eq. (1.1). To preserve security, the

work of [GLWW24] chooses 𝑡𝑖 , 𝑢𝑖 so that the cross-terms have a compact description without simultaneously giving

out the non-cross-terms. They achieve this by taking the powers from a “progression-free set” [ET36] instead of the

integers {1, . . . , 𝑁 }. This leads to a scheme where the size of the CRS is 𝑁 1+𝑜 (1)
, though the asymptotic improvement

is only meaningful for very large values of 𝑁 (cf. [GGK25, Table 8]). For typical values of 𝑁 , the size of the CRS would

scale with 𝑁 log
2
3 ≈ 𝑁 1.6

.

Using the polynomial basis. In this work, we show that working in the Lagrange interpolation basis rather than

the power basis from [GLWW24] enables a construction with a linear-size CRS. This idea of using the Lagrange

interpolation basis for aggregation
3
has been used in a number of previous settings, including distributed threshold

encryption [DP08], identity-based broadcast encryption [DPP07, Del07], polynomial commitments [KZG10], locally

verifiable signatures [GV20], and batch arguments for NP [CEW25]. Our goal is still to design a mechanism such

that the decrypter can satisfy a relation analogous to the attribute check shown in Eq. (1.1) whenever they have the

attribute 𝑎𝑘 . Conversely, they should not be able to combine components from the public parameters and their helper

decryption key to satisfy the relation if they do not have the attribute. We now describe our approach to implement this:

• Let 𝑍 (𝑋 ) = ∏
𝑖∈[𝑁 ] (𝑋 − 𝑖) be the polynomial that vanishes on the indices [𝑁 ]. All polynomials are defined

over Z𝑝 where 𝑝 is prime (i.e., Z𝑝 is a field).

• For each 𝑖 ∈ [𝑁 ], we define
𝐿𝑖 (𝑋 ) =

∏
𝑗∈[𝑁 ]\{𝑖 }

(𝑋 − 𝑗) = 𝑍 (𝑋 )
𝑋 − 𝑖 (1.2)

to be the basis polynomial that vanishes on the indices [𝑁 ] \ {𝑖} and is non-zero at index 𝑖 . Note that we do

not normalize 𝐿𝑖 (𝑋 ) to have value 1 at index 𝑖 .

• In the scheme, we set the slot exponents to be 𝑡𝑖 = 𝐿𝑖 (𝜏) where 𝜏 r← Z𝑝 . If we consider a parallel to pairing-based
identity-based broadcast encryption schemes [DPP07, Del07], the slot exponents in our scheme share the same

structure as the secret keys in the broadcast encryption schemes, but scaled up by the vanishing polynomial

𝑍 (𝑋 ). The scaling will be helpful for deriving the analogous attribute check from Eq. (1.1).

• Next, we modify how we compute the attribute-specific public keys at aggregation time. Let 𝑆1, . . . , 𝑆𝑁 be the

attributes associated with the 𝑁 users. Specifically, for each attribute 𝑎, we define the polynomial

𝐹𝑎 (𝑋 ) :=
∏

𝑗∈[𝑁 ]:𝑎∉𝑆 𝑗

(𝑋 − 𝑗). (1.3)

This is the polynomial whose roots correspond to the indices of users that do not possess the attribute. We

take the attribute-specific public key to be [𝑢𝑎]2 = [𝐹𝑎 (𝜏)]2.
3
Specifically, we can view registered ABE as needing to devise a mechanism to aggregate user public keys into a short master public key (and

then support encryption with respect to the aggregated key).
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• Observe now that for all indices 𝑖 ∈ [𝑁 ] and all attributes 𝑎, the polynomial 𝐹𝑎 (𝑋 ) divides 𝐿𝑖 (𝑋 ) if and only

if 𝑎 ∈ 𝑆𝑖 . Moreover, when 𝑎 ∈ 𝑆𝑖 , the quotient polynomial 𝐹𝑎,𝑖 (𝑋 ) := 𝐿𝑖 (𝑋 )/𝐹𝑎 (𝑋 ) has degree at most 𝑁 − 1.

• We can now write down a similar relation for the attribute check from Eq. (1.1):

[𝑠′
𝑘
]1 · [𝑡𝑖 ]2 = [𝑠′𝑘𝐿𝑖 (𝜏)]T = [𝑠′

𝑘
𝐹𝑎𝑘 (𝜏)𝐹𝑎𝑘 ,𝑖 (𝜏)]T = [𝐹𝑎𝑘 ,𝑖 (𝜏)]1 · [𝑠′𝑘𝑢𝑎𝑘 ]2 .

In particular, for each attribute 𝑎 and each user 𝑖 ∈ [𝑁 ], we now define their attribute-specific helper decryption

key [𝑤̂𝑎,𝑖 ]1 to be 𝑤̂𝑎,𝑖 = 𝐹𝑎,𝑖 (𝜏). Since each 𝐹𝑎,𝑖 is a polynomial of degree at most𝑁 −1, it suffices to publish encod-

ings of the powers of 𝜏 in the CRS. That is, the CRS includes [𝜏]1, [𝜏2]1, . . . , [𝜏𝑁−1]1, and the aggregator can use

these terms to construct the helper decryption terms [𝑤̂𝑎,𝑖 ]1 = [𝐹𝑎,𝑖 (𝜏)]1 for all attributes 𝑎 and indices 𝑖 ∈ [𝑁 ].

Putting all the pieces together, we now arrive at our new registered ABE scheme with a linear-size CRS:

• Common reference string: Let 𝑁 be the number of slots and sample 𝛼, 𝜏,𝑦
r← Z𝑝 . The CRS now includes the

following components:

– the powers of 𝜏 used for key-generation and aggregation [𝝉 ]1 and [𝝉 ]2 where 𝝉 = (𝜏, 𝜏2, . . . , 𝜏𝑁−1),
– the encryption components [𝛼]T and [𝑦]1, and
– the slot components [𝑦]2, [𝑦𝜏]2, . . . , [𝑦𝜏𝑁−2]2, [𝛼 + 𝑦𝜏𝑁−1]2.

By construction, this consists of exactly 3𝑁 group elements.

• Key-generation: To generate a key for slot 𝑖 ∈ [𝑁 ], the user samples 𝑟𝑖
r← Z𝑝 . The public key consists of [𝑟𝑖 ]1

together with the cross terms [𝑟𝑖 (𝜏 − 𝑖)]2, [𝑟𝑖𝜏 (𝜏 − 𝑖)]2, . . . , [𝑟𝑖𝜏𝑁−2 (𝜏 − 𝑖)]2, which the user can compute from

[𝝉 ]2 published in the CRS. The secret key is sk𝑖 = 𝑟𝑖 .

• Aggregation:Given public keys pk
1
, . . . , pk𝑁 with pk𝑖 = ( [𝑟𝑖 ]1, [𝑟𝑖 (𝜏 − 𝑖)]2, [𝑟𝑖𝜏 (𝜏 − 𝑖)]2, . . . , [𝑟𝑖𝜏𝑁−2 (𝜏 − 𝑖)]2),

as well as their respective attribute sets 𝑆1, . . . , 𝑆𝑁 , we compute the aggregated master public key and helper

decryption components as follows:

– Pre-computed decryption components: For each 𝑖 ∈ [𝑁 ], compute [𝑡𝑖 ]2 = [𝐿𝑖 (𝜏)]2 and [𝛼 + 𝑦𝑡𝑖 ]2 =
[𝛼 + 𝑦𝐿𝑖 (𝜏)]2, where 𝐿𝑖 is the polynomial from Eq. (1.2). These can be computed from [𝝉 ]2 and the slot

components [𝑦]2, [𝑦𝜏]2, . . . , [𝑦𝜏𝑁−2]2, [𝛼 + 𝑦𝜏𝑁−1]2 published in the CRS.

– Attribute-independent public key: Compute [𝑟 ]1 =
∑
𝑖∈[𝑁 ] [𝑟𝑖 ]1 as before. Then, for each 𝑖 ∈ [𝑁 ],

compute the cross terms [𝑣𝑖 ]2 =
∑
𝑗≠𝑖 [𝑟 𝑗𝐿𝑖 (𝜏)]2 =

∑
𝑗≠𝑖 [𝑡𝑖𝑟 𝑗 ]2. Note that [𝑟 𝑗𝐿𝑖 (𝜏)]2 can be computed using

the [𝑟 𝑗 (𝜏 − 𝑗)]2, [𝑟 𝑗𝜏 (𝜏 − 𝑗)]2, . . . , [𝑟 𝑗𝜏𝑁−2 (𝜏 − 𝑗)]2 components from pk𝑗 . Here, we use the property that

for all 𝑗 ≠ 𝑖 , the polynomial (𝑋 − 𝑗) is a factor of 𝐿𝑖 (𝑋 ).
– Attribute-specific public key: Let U =

⋃
𝑖∈[𝑁 ] 𝑆𝑖 be the set of attributes associated with the users.

For each attribute 𝑎 ∈ U, define the attribute-specific public key to be [𝑢𝑎]2 = [𝐹𝑎 (𝜏)]2, where 𝐹𝑎 is the
polynomial from Eq. (1.3). In addition, for each 𝑖 ∈ [𝑁 ], compute the attribute-specific helper decryption

key [𝑤̂𝑎,𝑖 ]1 = [𝐹𝑎,𝑖 (𝜏)]1, where 𝐹𝑎,𝑖 (𝜏) = 𝐿𝑖 (𝜏)/𝐹𝑎 (𝜏). As argued above, these terms can all be computed

from [𝝉 ]1 and [𝝉 ]2 published in the CRS.

The aggregatedmaster public key ismpk = ( [𝑟 ]1, {[𝑢𝑎]2}𝑎∈U). The helper decryption key hsk𝑖 for user 𝑖 consists
of the pre-computed decryption components and the cross terms: hsk𝑖 = ( [𝑡𝑖 ]2, [𝛼 + 𝑦𝑡𝑖 ]2, [𝑣𝑖 ]2, {[𝑤̂𝑎,𝑖 ]1}𝑎∈U).

• Encryption: Let 𝑃 be a policy over attributes (𝑎1, . . . , 𝑎𝐾 ) and as before, suppose 𝑃 has a linear secret sharing

scheme over Z𝑝 . To encrypt a message [𝜇]T, the encrypter proceeds as follows:

– Sample 𝑠
r← Z𝑝 and 𝑠1, 𝑠2

r← Z𝑝 such that 𝑠 = 𝑠1 + 𝑠2.
– Secret share 𝑠2 according to the policy 𝑃 . Let 𝑠2,1, . . . , 𝑠2,𝐾 ∈ Z𝑝 be the shares associated with 𝑎1, . . . , 𝑎𝐾 .

– The ciphertext is then ct =
(
[𝑠𝛼]T + [𝜇]T, [𝑠]1, [𝑠1𝑦 − 𝑠𝑟 ]1, {[𝑠2,𝑘𝑦 − 𝑠′𝑘 ]1, [𝑠

′
𝑘
𝑢𝑎𝑘 ]2}𝑘∈[𝐾 ]

)
,where again, the

encrypter samples 𝑠′
𝑘

r← Z𝑝 for all 𝑘 ∈ [𝐾].
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• Decryption: Decryption proceeds similarly to before. Suppose a user 𝑖 ∈ [𝑁 ] has a set of attributes 𝑆𝑖 that
satisfies the policy 𝑃 . The user proceeds as follows:

– Slot check: This is the same as before. Namely, the user uses their secret key 𝑟𝑖 together with the helper

decryption components [𝑡𝑖 ]2 and [𝑣𝑖 ]2 to compute

[𝑠1𝑦 − 𝑠𝑟 ]1 · [𝑡𝑖 ]2 + [𝑠]1 · [𝑣𝑖 ]2 + 𝑟𝑖 · [𝑠]1 · [𝑡𝑖 ]2 = [𝑠1𝑦𝑡𝑖 −
∑
𝑗∈[𝑁 ] 𝑠𝑟 𝑗𝑡𝑖 +

∑
𝑗≠𝑖 𝑠𝑟 𝑗𝑡𝑖 + 𝑠𝑟𝑖𝑡𝑖 ]T

= [𝑠1𝑦𝑡𝑖 ]T,

where we have used the fact that 𝑟 =
∑
𝑗∈[𝑁 ] 𝑟 𝑗 and 𝑣𝑖 =

∑
𝑗≠𝑖 𝑟 𝑗𝑡𝑖 .

– Attribute check: For each attribute 𝑎𝑘 that the user possesses, they use the cross term [𝑤̂𝑎𝑘 ,𝑖 ]1 and the

slot component [𝑡𝑖 ]2 from their helper decryption key hsk𝑖 to compute

[𝑠2,𝑘𝑦 − 𝑠′𝑘 ]1 · [𝑡𝑖 ]2 + [𝑤̂𝑎𝑘 ,𝑖 ]1 · [𝑠
′
𝑘
𝑢𝑎𝑘 ]2 = [𝑠2,𝑘𝑦𝑡𝑖 − 𝑠′𝑘𝑡𝑖 + 𝑠

′
𝑘
𝐹𝑎𝑘 ,𝑖 (𝜏) · 𝐹𝑎𝑘 (𝜏)]T

= [𝑠2,𝑘𝑦𝑡𝑖 ]T,

where the final equality uses the fact that 𝐹𝑎𝑘 ,𝑖 (𝜏) · 𝐹𝑎𝑘 (𝜏) = 𝐿𝑖 (𝜏) = 𝑡𝑖 whenever 𝑎𝑘 ∈ 𝑆𝑖 . Once again, the
decrypter recovers a share of [𝑠2𝑦𝑡𝑖 ]T. If the decrypter has a set of attributes that satisfy the policy 𝑃 , then

they can interpolate to fully obtain [𝑠2𝑦𝑡𝑖 ]T.

The rest of the decryption process proceeds exactly as before. The decrypter computes [𝑠𝑦𝑡𝑖 ]T = [𝑠1𝑦𝑡𝑖 ]T+[𝑠2𝑦𝑡𝑖 ]T
and [𝑠𝛼]T = [𝑠]1 · [𝛼 + 𝑦𝑡𝑖 ]2 − [𝑠𝑦𝑡𝑖 ]T. This can then be used to recover the message from [𝑠𝛼]T + [𝜇]T.

We provide the formal description in Construction 4.1.

Security under a 𝑞-type assumption. We prove that our scheme satisfies security under a 𝑞-type assumption.

Here, we sketch our proof strategy against an adversary that is not allowed to make any corruption queries in the

security game (i.e., request the secret key for an honest user). For ease of exposition in the overview, we will also

assume here that the adversary declares the slots associated with corrupted users at the beginning of the security

game (though this relaxation is not required in our actual analysis). Even with this restriction, the adversary can still

adaptively choose the public keys for the corrupted users and the attribute set for all users after seeing the scheme

parameters. Similar to [GLWW24], we rely on a partitioning proof strategy. To carry out this proof strategy, we

rely on a 𝑞-type assumption that captures the polynomial structure we embed. The inverse structure used in this

assumption can be viewed as a strengthening of the strong Diffie-Hellman assumption previously used to analyze

the soundness of the polynomial commitment scheme of [KZG10]. We state the assumption below:

• The assumption is parameterized by an integer 𝑁 .

• Sample 𝛾
r← Z𝑝 and 𝜏

r← Z𝑝 \ [𝑁 ]. Let 𝛽 =
∑
𝑖∈[𝑁 ]

1

𝜏−𝑖 ∈ Z𝑝 .

• Given

params = ©­«
[𝜏]1, . . . , [𝜏𝑁−1]1, [𝜏]2, . . . , [𝜏𝑁−1]2,

[𝛽]1, [ 𝛾𝜏−1 ]1, . . . , [
𝛾

𝜏−𝑁 ]1,
[𝛾]2, [𝛾𝜏]2, . . . , [𝛾𝜏𝑁−2]2, [𝛾𝛽]2, [𝛾𝛽𝜏]2, . . . , [𝛾𝛽𝜏𝑁−2]2

ª®¬ ,
the goal is to distinguish the group element [𝛾𝛽2𝜏𝑁−1]T from a random element of GT.

We show that this assumption holds unconditionally in the generic bilinear group model in Appendix C. We now

provide a sketch of the partitioning argument underlying our security analysis. In the sketch, we focus on the core

cancellations needed to simulate all of the components arising in the security analysis. We omit the additional

randomization needed to generate the correct distribution. The cancellations illustrate the main idea underlying our

reduction strategy while the additional randomization needed to obtain the right distribution is standard. We refer

to the proof of Theorem 4.6 for the formal proof (with proper re-randomization).
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• Setup: Let 𝑁 be the number of users. We consider an instance of the assumption with parameter 𝑁 . For ease of

exposition, recall that we also assume that the adversary declares the indices of the corrupted users C ⊆ [𝑁 ].
LetH = [𝑁 ] \ C be the indices of the honest users.

• Simulating the CRS: First, the reduction needs to simulate the components of the CRS from the components

given in the assumption.

– The reduction sets [𝝉 ]1 and [𝝉 ]2 using the corresponding terms from the assumption.

– Next, the reduction implicitly defines 𝑦 = 𝛾𝛽 . This allows the reduction to simulate the slot components

[𝑦]2, [𝑦𝜏]2, . . . , [𝑦𝜏𝑁−2]2 using the corresponding terms from the assumption. Since 𝛽 =
∑
𝑖∈[𝑁 ]

1

𝜏−𝑖 , the
reduction can also simulate [𝑦]1 = [𝛾𝛽]1 =

∑
𝑖∈[𝑁 ] [

𝛾

𝜏−𝑖 ]1.
– Finally, the reduction implicitly sets 𝛼 = −𝑦𝜏𝑁−1 = −𝛾𝛽𝜏𝑁−1. Then it can compute [𝛼]T = [−𝜏𝑁−1]1 · [𝛾𝛽]2.

Observe now that we have the cancellation 𝛼 + 𝑦𝜏𝑁−1 = 0, which allows the reduction to simulate the

CRS component [𝛼 + 𝑦𝜏𝑁−1]2 even though [𝛾𝛽𝜏𝑁−1]2 is not (and cannot be) given out in the assumption.

• Key-generation queries: For the honest users 𝑖 ∈ H , the reduction will implicitly set the user’s secret key

to be 𝑟𝑖 =
𝛾

𝜏−𝑖 . In this case, the reduction can simulate the public key [𝑟𝑖 ]1 = [ 𝛾𝜏−𝑖 ]1 using the term from the

assumption. For the cross terms [𝑟𝑖 (𝜏 − 𝑖)𝜏 𝑗 ]2 for 𝑗 = 0, 1, . . . , 𝑁 − 2 in the public key, we can rely on the

cancellation 𝑟𝑖 (𝜏 − 𝑖) = 𝛾

𝜏−𝑖 · (𝜏 − 𝑖) = 𝛾 . Thus, the cross terms can be simulated using [𝛾]2, . . . , [𝛾𝜏𝑁−2]2.

• Challenge ciphertext: For each corrupted user 𝑖 ∈ C, the adversary needs to specify the public key [𝑟𝑖 ]1. To
simplify the analysis, we work in the registered-key model [RY07] where we additionally require the adversary

to provide the associated secret key 𝑟𝑖 ∈ Z𝑝 when registering. A scheme with security in the registered-key

model can be generically lifted to a scheme in the standard definition simply by having each user include a

non-interactive zero-knowledge proof of knowledge of the secret key at registration time; we refer to [LWW25]

for a formal proof of this statement.

Let 𝑃 be the challenge policy and [𝜇]T be the challenge message. When simulating the challenge ciphertext,

the reduction will implicitly set 𝑠1 =
∑
𝑖∈H

1

𝜏−𝑖 and 𝑠2 =
∑
𝑖∈C

1

𝜏−𝑖 . Recall from the construction that 𝑠1 is the

randomness associated with the slot check while 𝑠2 is the randomness associated with the attribute check. For

the honest users 𝑖 ∈ H , the adversary does not know the associated secret key 𝑟𝑖 whereas for the corrupted

users 𝑖 ∈ C, their set of attributes 𝑆𝑖 does not satisfy the challenge policy 𝑃 . We now describe how the reduction

simulates the components of the challenge ciphertext for this choice of 𝑠1 and 𝑠2:

– SinceH and C form a partition of [𝑁 ] and 𝑠 = 𝑠1 + 𝑠2, this means [𝑠]1 =
∑
𝑖∈[𝑁 ] [ 1

𝜏−𝑖 ]1 = [𝛽]1, which the

reduction has from the assumption.

– Next, for the attribute-independent component, we use the fact that for 𝑖 ∈ H , the reduction implicitly

set 𝑟𝑖 =
𝛾

𝜏−𝑖 . Since 𝑦 = 𝛾𝛽 , we have

𝑠1𝑦 = 𝛾𝛽
∑︁
𝑖∈H

1

𝜏 − 𝑖 = 𝛽
∑︁
𝑖∈H

𝑟𝑖 = 𝑠
∑︁
𝑖∈H

𝑟𝑖 .

In this case,

𝑠1𝑦 − 𝑠𝑟 = 𝑠
∑︁
𝑖∈H

𝑟𝑖 − 𝑠
(∑︁
𝑖∈H

𝑟𝑖 +
∑︁
𝑖∈C

𝑟𝑖

)
= −𝑠

∑︁
𝑖∈C

𝑟𝑖 .

Since the reduction knows 𝑟𝑖 ∈ Z𝑝 for all 𝑖 ∈ C (recall we are working in the registered-key model), it can

simulate the attribute-independent ciphertext component as [𝑠1𝑦 − 𝑠𝑟 ]1 = −
∑
𝑖∈C 𝑟𝑖 [𝑠]1 = −

∑
𝑖∈C 𝑟𝑖 [𝛽]1.

– For the attribute-specific components, we first have that

𝑢𝑎𝑘 = 𝐹𝑎𝑘 (𝜏) =
∏

𝑖∈[𝑁 ]:𝑎𝑘∉𝑆𝑖

(𝜏 − 𝑖).
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Now, by the (information-theoretic) security of the secret sharing scheme, for every corrupted index 𝑖 ∈ C,
there exists a secret share (𝑠𝑖,1, . . . , 𝑠𝑖,𝐾 ) of 1 with respect to the policy 𝑃 where 𝑠𝑖,𝑘 = 0 whenever 𝑎𝑘 ∈ 𝑆𝑖 .
This is because 𝑆𝑖 does not satisfy the policy so the subset of shares where 𝑎𝑘 ∈ 𝑆𝑖 must be consistent

with every possible secret. The reduction now implicitly sets the shares of (𝑠2,1, . . . , 𝑠2,𝐾 ) to be

𝑠2,𝑘 =
∑︁
𝑖∈C

𝑠𝑖,𝑘

𝜏 − 𝑖 .

Since each (𝑠𝑖,1, . . . , 𝑠𝑖,𝐾 ) is a secret share of 1, we can appeal to linearity of the secret sharing scheme to

conclude that (𝑠2,1, . . . , 𝑠2,𝐾 ) is a valid secret sharing of
∑
𝑖∈C

1

𝜏−𝑖 = 𝑠2, as required. Finally, to complete the

proof, the reduction sets 𝑠′
𝑘
= 𝛾𝛽

∑
𝑖∈C:𝑎𝑘∉𝑆𝑖

𝑠𝑖,𝑘
𝜏−𝑖 . Since 𝑠𝑖,𝑘 = 0 whenever 𝑎𝑘 ∈ 𝑆𝑖 (and 𝑦 = 𝛾𝛽), this means

𝑠′
𝑘
= 𝛾𝛽

∑︁
𝑖∈C:𝑎𝑘∉𝑆𝑖

𝑠𝑖,𝑘

𝜏 − 𝑖 = 𝛾𝛽
∑︁
𝑖∈C

𝑠𝑖,𝑘

𝜏 − 𝑖 = 𝑠2,𝑘𝑦,

which now yields our desired cancellation: 𝑠2,𝑘𝑦−𝑠′𝑘 = 0. This allows the reduction to simulate [𝑠2,𝑘𝑦−𝑠′𝑘 ]1.
For the remaining attribute-specific component, we have

𝑠′
𝑘
𝑢𝑎𝑘 = 𝛾𝛽

∑︁
𝑖∈C:𝑎𝑘∉𝑆𝑖

𝑠𝑖,𝑘

𝜏 − 𝑖 ·
∏

𝑗∈[𝑁 ]:𝑎𝑘∉𝑆 𝑗

(𝜏 − 𝑗) = 𝛾𝛽
∑︁

𝑖∈C:𝑎𝑘∉𝑆𝑖
𝑠𝑖,𝑘 · 𝑓𝑖,𝑘 (𝜏),

where each 𝑓𝑖,𝑘 is a polynomial of degree at most 𝑁 − 2. This is because 𝑢𝑎𝑘 has degree at most 𝑁 − 1
since the aggregation algorithm constructs 𝑢𝑎𝑘 only if there is at least one index 𝑖 ∈ [𝑁 ] such that 𝑎𝑘 ∈ 𝑆𝑖 .
Thus, the reduction can use the components {[𝛾𝛽𝜏 𝑗 ]2} 𝑗∈[0,𝑁−2] to simulate [𝑠′

𝑘
𝑢𝑎𝑘 ]2.

– Let [𝑧]T be the challenge element. The reduction sets the encryption of [𝜇]T to be [𝜇]T− [𝑧]T. Observe that
if 𝑧 = 𝛾𝛽2𝜏𝑁−1, then for the above choice of variables (𝑠 = 𝛽 and 𝛼 = −𝛾𝛽𝜏𝑁−1), this means 𝜇 − 𝑧 = 𝜇 + 𝑠𝛼 ,
and the ciphertext is distributed exactly as in the real scheme. Conversely if 𝑧

r← Z𝑝 , then the ciphertext

perfectly hides the message.

The above sketch illustrates how to use the components from the assumption to simulate the corresponding com-

ponents in the scheme. We refer to the proof of Theorem 4.6 for the formal description (that properly re-randomizes

the CRS, public keys, and ciphertexts).

Adaptive security in the random oracle model. Technically, our reduction strategy described above proves

a slightly stronger notion of security: adaptive security where the adversary cannot make any corruption queries (i.e.,

ask to see the secret keys for a user with an honestly-generated key). Previously, the work of [FWW23] described

a generic transformation that takes any registered ABE scheme that is secure in a model without corruptions and

transforms it into a scheme that is adaptively secure in the random oracle model. Strictly speaking, the [FWW23]

transformation only yields a scheme that is selectively secure in the policy. When the size of the policy is a priori
bounded, we can use standard complexity leveraging to obtain a scheme that is adaptively secure (see Corollary 4.14).

Taken together, our work also yields the first pairing-based adaptively secure registered ABE scheme with a linear-size

CRS that supports monotone Boolean formulas.

Extending to a large index space and its benefits. In the scheme described above, each user’s public key is

associated with a slot index 𝑖 ∈ [𝑁 ]. However, there is no restriction that the indices have to be drawn from the set

{1, . . . , 𝑁 }. Indeed, each user could have chosen an arbitrary index 𝑖 ∈ Z𝑝 , and as long as every user picks a distinct

index, aggregation is successful. If 𝐼 ⊆ Z𝑝 represents the set of identities associated with the different users, then we

would modify the above aggregation algorithm to set𝑍 (𝑋 ) = ∏
𝑖∈𝐼 (𝑋 −𝑖) as the polynomial that vanishes on the users’

indices. The user polynomial 𝐿𝑖 (𝑋 ) from Eq. (1.2) and the attribute polynomial 𝐹𝑎 (𝑋 ) from Eq. (1.3) would be defined

analogously with respect to 𝐼 instead. Namely, 𝐿𝑖 (𝑋 ) =
∏

𝑗∈𝐼\{𝑖 } (𝑋 − 𝑗) and 𝐹𝑎 (𝑋 ) =
∏

𝑗∈𝐼 :𝑎∉𝑆 𝑗 (𝑋 − 𝑗). Essentially, the
basic version described above corresponds to the special case where 𝐼 = [𝑁 ]. When proving security (for a specific set

10



of identities 𝐼 ), we consider a modified version of the assumption where 𝛽 =
∑
𝑖∈𝐼

1

𝜏−𝑖 and the assumption gives out[ 𝛾

𝜏−𝑖1
]
1
, . . . ,

[ 𝛾

𝜏−𝑖𝑁
]
1
where 𝑖1, . . . , 𝑖𝑁 ∈ 𝐼 are the elements of 𝐼 . We state the formal version in Assumption 4.4. Since the

index set 𝐼 is hardcoded into the assumption, we only prove security against adversaries that commit to the index set

in advance. For this reason, our scheme for a large index space (Corollary 4.13) does not satisfy full adaptive security.

As noted earlier, the advantage of a slotted registered ABE scheme with a large index space is that users do not

have to coordinate when generating their public key. They can simply pick a random slot index 𝑖
r← Z𝑝 and generate

keys with respect to index 𝑖 . With overwhelming probability, their chosen indices will be distinct from those chosen

by other users. In previous schemes with a smaller index space, if users chose random indices, there would be a good

chance that their choices would collide and their keys could not be aggregated together. One way around this is to have

some coordination with the key curator when generating keys to avoid such collisions. However, this has limitations.

For example, a user might want to generate a single public key and have it be used across multiple registered ABE

systems run by different key curators. To get around this coordination, prior works like that of [GLWW23] developed

a transformation where a public key would consist of multiple public keys for different random indices in the base

system. At aggregation time, the key curator would run a matching algorithm to associate each user with a distinct

index (from the ones they made available) so that none collide. This incurs a logarithmic blowup in key sizes and has

the added complexity of needing to implement the matching algorithm. In contrast, if the scheme supports a large index

space, users can simply choose a random index and know with very high probability that there will be no collisions.

For completeness, we show in Appendix B that the same powers-of-two-style transformation from [GHMR18,

HLWW23] suffices to lift a slotted registered ABE scheme with large indices to a standard registered ABE scheme

(that supports dynamic registration). The transformed scheme automatically supports stateless key-generation as

described above. We note that our transformation from the statically secure scheme to the adaptively secure one only

applies in the setting with a small index space. Achieving adaptive security with a large index space (while retaining

our other efficiency properties) is an interesting challenge.

1.2 Additional Related Work
Registration-based cryptography. The goal of registration-based cryptography is to enable expressive encryp-

tion capabilities without needing to rely on any central authority. This paradigm has been successfully integrated

into a multitude of settings, including notions like registration-based encryption (i.e., registered identity-based

encryption) [GHMR18, GHM
+
19, GV20, CES21, GKMR23, DKL

+
23, FKdP23], registered ABE (see Table 1), registered

functional encryption [FFM
+
23, DPY24, PST25], distributed broadcast encryption [WQZD10, BZ14, KMW23, FWW23,

GKPW24, CW24, CHW25, WW25, AMR26, GY26b, GY26a], threshold encryption with silent setup [GKPW24, GHK
+
25,

WW26, GWWW26], and distributed monotone-policy encryption [ADM
+
24, DJWW25, CW26, AGY26].

Cross-term cancellation and polynomials. The cross-term cancellation technique underlying pairing-based reg-

istered ABE schemes (e.g., [HLWW23]) has facilitated many other pairing-based cryptographic primitives, including

vector commitments [CF13], batch arguments [WW22, GLWW24, CEW25], and aggregate signatures [HWW25]. Be-

cause of the need to publish cross terms, many of these constructions (e.g., [CF13,WW22, HLWW23, HWW25]) require

a quadratic-size CRS. A common theme in many of these settings is that subsequent constructions show that by encod-

ing things as polynomials it is possible to avoid needing to publish quadratically-many cross terms. This idea of working

in the Lagrange polynomial basis to enable more efficient aggregation has been used in a variety of settings, including

distributed threshold encryption [DP08], identity-based broadcast encryption [DPP07, Del07], polynomial commit-

ments [KZG10], locally-verifiable signatures [GV22], and batch arguments for NP [CEW25]. We expect these ideas to

provide a general template for reducing the CRS size in other cryptographic schemes that currently rely on a cross-term

cancellation technique (which is the case for many pairing-based registration-based cryptographic schemes).

Comparison with [GHK+25]. The work of [GHK
+
25] proposes a modular framework for building registration-

based encryption schemes by designing special-purpose witness encryption schemes for specific relations. Notably,

their work provides the first registered ABE scheme with a linear-size CRS that supports the class of conjunctions

(and by concatenation, the class of DNF policies). To obtain the registered ABE scheme for conjunctions, they rely

on a special-purpose witness encryption for a set membership policy, and they show how to express a conjunction
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policy as a set membership policy. Since it is unclear how to encode more complex policies like a monotone Boolean

formula as a set membership policy, we cannot directly apply their framework to obtain registered ABE for policies

beyond conjunctions (and DNFs). Moreover, the security analysis in their framework critically relies on extractable

witness encryption, which in turn necessitates the use of the generic group model. In this work, we show how to

directly obtain an algebraic construction of registered ABE that can support general policies (i.e., monotone span

programs) and whose security can be based on a 𝑞-type assumption in the plain model.

2 Preliminaries
Throughout this work, we write 𝜆 to denote the security parameter. For integers𝑚,𝑛 ∈ Z with𝑚 ≤ 𝑛, we write
[𝑚,𝑛] := {𝑚, . . . , 𝑛} and, provided 𝑛 ∈ N, [𝑛] := [1, 𝑛]. For a modulus 𝑝 ∈ N, we write Z𝑝 to denote the ring of

integers modulo 𝑝 . We let {0, 1}𝑘 denote bit-strings of length 𝑘 and assume they can be implicitly interpreted as

elements of {0, 1, . . . , 2𝑘 − 1}. For a set 𝑆 , we write {𝑥𝑖 }𝑖∈𝑆 to denote the set of pairs {(𝑖, 𝑥𝑖 ) : 𝑖 ∈ 𝑆}. In particular,

{𝑥𝑖 }𝑖∈𝑆 specifies both the set 𝑆 and the association between each index 𝑖 ∈ 𝑆 and the corresponding element 𝑥𝑖 .

We call {𝑥𝑖 }𝑖∈𝑆 a sequence if either 𝑆 = [𝑛] for some 𝑛 ∈ N or 𝑆 = N. When 𝑆 is a finite set, we write 𝑥
r← 𝑆 to

denote a uniform random sample from 𝑆 . When D is a distribution (or a probabilistic algorithm), we write 𝑥 ← D to

denote a random draw from D. For a polynomial 𝐹 (𝑋 ) of degree at most 𝑁 over Z𝑝 , we define its coefficient vector

f = (𝑓1, 𝑓2, . . . , 𝑓𝑁+1) ∈ Z𝑁+1𝑝 such that 𝐹 (𝑋 ) = ∑
𝑖∈[𝑁+1] 𝑓𝑖𝑋

𝑖−1
.

We use boldface lowercase letters (e.g., u, v) to denote vectors and boldface uppercase letters (e.g., A,B) to denote

matrices. We use non-boldface letters to denote their components; namely, we write u = (𝑢1, . . . , 𝑢𝑛). We write

poly(𝜆) to denote a function that is upper bounded by a fixed polynomial in 𝜆 and negl(𝜆) to denote a function that

is 𝑜 (𝜆−𝑐 ) for all constants 𝑐 ∈ N. We say an algorithm is efficient if it runs in probabilistic polynomial time in the

length of its input. We say two (ensembles of) distributionsD0 = {D0,𝜆}𝜆∈N andD1 = {D1,𝜆}𝜆∈N are computationally

indistinguishable if, for all efficient adversaries A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[A(1𝜆, 𝑥) = 1 : 𝑥 ← D0,𝜆] − Pr[A(1𝜆, 𝑥) = 1 : 𝑥 ← D1,𝜆] | = negl(𝜆).

Prime-order pairing groups. Throughout this work, we use (asymmetric) prime-order pairing groups.

Definition 2.1 (Prime-Order Pairing Group). An (asymmetric) prime-order pairing group consists of an efficient

algorithm GroupGen that takes as input the security parameter 1
𝜆
and outputs a description of a pairing group

G = (G1,G2,GT, 𝑝, 𝑔1, 𝑔2, 𝑒), where G1,G2,GT are cyclic groups of prime order 𝑝 satisfying 2
2𝜆 < 𝑝 = 2

Θ(𝜆)
, 𝑒 : G1 ×

G2 → GT is an efficiently computable non-degenerate bilinear map, and 𝑔1, 𝑔2 are generators of G1,G2, respectively.

We require that the group operations in G1,G2,GT are efficiently computable. For ease of exposition, we assume that

there is a fixed function 𝑝 (𝜆) such that for each security parameter 𝜆,GroupGen(1𝜆) outputs a group of order 𝑝 = 𝑝 (𝜆).

Implicit notation. Throughout this work, we will describe group elements using implicit notation [EHK
+
13]. Specif-

ically, fix a pair of generators 𝑔1 and 𝑔2 for G1 and G2, respectively. For a matrix A ∈ Z𝑛×𝑚𝑝 , we write [A]1, [A]2, [A]T
to denote 𝑔A

1
, 𝑔A

2
, 𝑒 (𝑔1, 𝑔2)A, respectively, where exponentiation is defined component-wise. For matrices A,B with

compatible dimensions, we define [A]1 · [B]2 := [AB]T, where the pairing is used to compute the pairwise products

between the elements in [A]1 and [B]2. We will often work relative to a random choice of generators 𝑔1 ∈ G1, 𝑔2 ∈ G2

(as opposed to the generators 𝑔1, 𝑔2 output by GroupGen). We denote this by writing [1]1 := 𝑔1 and [1]2 := 𝑔2.

Linear secret sharing schemes. Let 𝑆 be a set of parties and let 2
𝑆
denote the power set of 𝑆 . An access policy

𝑃 : 2𝑆 → {0, 1} is a function that specifies for each set 𝑇 ⊆ 𝑆 whether it satisfies the policy (i.e., 𝑃 (𝑇 ) = 1) or not (i.e.,

𝑃 (𝑇 ) = 0). We now recall the notion of a linear secret sharing scheme that realizes an access policy.

Definition 2.2 (Linear Secret Sharing Scheme [Bei96, adapted]). Let 𝑝 ∈ N be a prime and 𝑆 be a set of parties. A

linear secret sharing scheme for 𝑆 over the field Z𝑝 is a pair (M, 𝜌), whereM ∈ Zℓ×𝑛𝑝 is a “share-generating” matrix and

𝜌 : [ℓ] → 𝑆 is a “row-labeling” function. For a set 𝑇 ⊆ 𝑆 , let 𝐼𝑇 := {𝑖 ∈ [ℓ] : 𝜌 (𝑖) ∈ 𝑇 } be the row indices associated

with 𝑇 and letM𝑇 ∈ Z |𝐼𝑇 |×𝑛𝑝 be the matrix formed by taking the subset of rows inM indexed by 𝐼𝑇 . The pair (M, 𝜌)
defines an access policy as follows:
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• Authorized sets: We say a subset 𝑇 ⊆ 𝑆 satisfies the policy if there exists a vector 𝝎𝑇 ∈ Z |𝐼𝑇 |𝑝 such that

𝝎T
𝑇
M𝑇 = eT

1
, where e1 ∈ Z𝑛𝑝 is the first elementary basis vector.

• Unauthorized sets: We say a subset 𝑇 ⊆ 𝑆 does not satisfy the policy if eT
1
is not in the row-span of M𝑇 .

Equivalently, there exists a vector v∗ ∈ Z𝑛𝑝 with 𝑣∗1 = 1 such that M𝑇v∗ = 0 (i.e., the vector v∗ is orthogonal
to the rows ofM𝑇 associated with the parties in 𝑇 ).

To share a value 𝑠 ∈ Z𝑝 with respect to a policy (M, 𝜌), sample 𝑣2, . . . , 𝑣𝑛
r← Z𝑝 and define the vector v = (𝑠, 𝑣2, . . . , 𝑣𝑛)T.

Then, u = Mv is the vector of shares where 𝑢𝑖 ∈ Z𝑝 belongs to party 𝜌 (𝑖) ∈ 𝑆 for each 𝑖 ∈ [ℓ].
In this work, we consider access policies that can be described by a linear secret sharing scheme. Formally, this

is equivalent to the class of policies that can be described by a monotone span program. In particular, this includes

the class of threshold policies [Sha79] as well as the class of monotone Boolean formulas [BL88, LW11].

3 Registered Attribute-Based Encryption
Following [HLWW23], we focus on a simpler notion of slotted registered ABE, where each user in the system is

assigned a slot index used for key generation, and the key curator runs an aggregation algorithm that takes all users’

slot indices, public keys, and attributes and outputs a master public key. This can be compiled into a standard registered

ABE scheme that supports dynamic registration [HLWW23]. For completeness, we include the usual definition of

registered ABE in Appendix A. Then, in Appendix B, we show how to adapt the transformation of [HLWW23] from

slotted registered ABE to standard registered ABE in the large-index setting. As we show there, the ability to support

large indices immediately implies support for stateless key generation, in which users can sample their public key

without knowledge of the current state of the system.

3.1 Slotted Registered Attribute-Based Encryption
We recall the syntax and definitions for slotted registered ABE. Our definition is adapted from the corresponding

definition in [HLWW23], but generalized to support an arbitrary index space (e.g., an index space of exponential size).

Specifically, in a slotted registered ABE scheme, each public key is associated with an index id ∈ I from an index space

I, and we only support aggregation of public keys associated with distinct indices. In [HLWW23], the index space

was fixed to the integers I = {1, . . . , 𝑁 }, where 𝑁 is the total number of users in the system. This means that users

must either coordinate to generate their keys with respect to distinct indices, or alternatively, users have to generate

keys for multiple indices so that there is a way to associate each user with a unique index. In this work, we consider

a more general setting where the index space can have exponential size, and we support aggregating any collection

of 𝑁 public keys as long as each one is still associated with a distinct index. Observe that in this setting, each of the

𝑁 = poly(𝜆) users can generate their key with respect to a random index, and with overwhelming probability, all of the

keys will have a distinct index. Supporting a large index space is thus useful for enabling stateless key generation, in

which users can generate their keys independently of all other users in the system. We now give the formal definition:

Definition 3.1 (Slotted Registered ABE). Let U = {U𝜆}𝜆∈N be an attribute universe and P = {P𝜆}𝜆∈N be a set

of policies over U. Let I = {I𝜆}𝜆∈N be an index space. A slotted registered ABE scheme with attribute universe

U, policy space P, and index space I is a tuple of algorithms ΠsRABE = (Setup,KeyGen, IsValid,Aggregate, Encrypt,
Decrypt) with the following properties:

• Setup(1𝜆, 1𝑁 ) → crs: On input the security parameter 𝜆 and a number of slots 𝑁 , the setup algorithm outputs a

common reference string crs. We assume that crs implicitly contains the security parameter 1
𝜆
and a description

of the message spaceM𝜆 associated with the scheme.

• KeyGen(crs, id) → (pkid, skid): On input the common reference string crs and an index id ∈ I𝜆 , the key-

generation algorithm outputs a public key pkid and a secret decryption key skid for index id.

• IsValid(crs, id, pkid) → 𝑏: On input the common reference string crs, an index id ∈ I𝜆 , and a public key pkid,
the key-validation algorithm outputs a bit 𝑏 ∈ {0, 1} indicating whether or not pkid is valid. This algorithm
is deterministic. In certain instances, this algorithm may be omitted.
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• Aggregate(crs, {(pkid, 𝑆id)}id∈𝐼 ) → (mpk, {hskid}id∈𝐼 ): On input the common reference string crs and a collec-

tion of public keys and associated attributes {(pkid, 𝑆id)}id∈𝐼 where |𝐼 | = 𝑁 , the aggregation algorithm outputs

the master public keympk and a collection of helper decryption keys {hskid}id∈𝐼 . This algorithm is deterministic.

We assume that the master public key mpk and the helper decryption keys hskid implicitly contain (from crs)
the security parameter 1

𝜆
and a description of the message spaceM𝜆 associated with the scheme.

• Encrypt(mpk, 𝑃, 𝜇) → ct: On input the master public keympk, an access policy 𝑃 ∈ P𝜆 , and a message 𝜇 ∈ M𝜆 ,

the encryption algorithm outputs a ciphertext ct.

• Decrypt(skid, hskid, ct) → 𝜇: On input a secret key skid, a helper decryption key hskid, and a ciphertext ct, the
decryption algorithm outputs either a message 𝜇 ∈ M𝜆 or a special symbol 𝜇 = ⊥ to indicate decryption failure.

Definition 3.2 (Completeness). Let ΠsRABE = (Setup,KeyGen, IsValid,Aggregate, Encrypt,Decrypt) be a slotted

registered ABE scheme with index space I = {I𝜆}𝜆∈N. We say it is complete if, for all parameters 𝜆, 𝑁 ∈ N, all crs
in the support of Setup(1𝜆, 1𝑁 ), and all indices id ∈ I𝜆 , the following holds:

Pr

[
IsValid(crs, id, pkid) = 1 : (pkid, skid) ← KeyGen(crs, id)

]
= 1.

Definition 3.3 (Correctness). Let ΠsRABE = (Setup,KeyGen, IsValid,Aggregate, Encrypt,Decrypt) be a slotted reg-

istered ABE scheme with index space I = {I𝜆}𝜆∈N. We say it is correct if, for all parameters 𝜆, 𝑁 ∈ N, all but a
negligible fraction of crs in the support of Setup(1𝜆, 1𝑁 ), all index sets 𝐼 ⊆ I𝜆 where |𝐼 | = 𝑁 , all indices id ∈ 𝐼 ,
(pkid, skid) ← KeyGen(crs, id), all collections of public keys {pkid′ : IsValid(crs, id′, pkid′ ) = 1}id′∈𝐼\{id} , all messages

𝜇 ∈ M𝜆 whereM𝜆 is the message space associated with crs, all attribute sets {𝑆id′ }id′∈𝐼 with each 𝑆id′ ⊆ U𝜆 , and
all policies 𝑃 ∈ P𝜆 such that 𝑆id satisfies 𝑃 , the following holds:

Pr

[
Decrypt(skid, hskid, ct) = 𝜇 :

(mpk, {hskid′ }id′∈𝐼 ) ← Aggregate(crs, {(pkid′ , 𝑆id′ )}id′∈𝐼 )
ct← Encrypt(mpk, 𝑃, 𝜇)

]
= 1.

Definition 3.4 (Compactness). Let ΠsRABE = (Setup,KeyGen, IsValid,Aggregate, Encrypt,Decrypt) be a slotted reg-

istered ABE scheme. We say it is compact if there exists a universal polynomial poly(·, ·, ·) such that the master public

key mpk and each helper decryption key hsk output by Aggregate are poly(𝜆, |𝐴|, log𝑁 ) size, where 𝐴 is the union

of all attribute sets input to aggregation.

Definition 3.5 (Adaptive Security). Let ΠsRABE = (Setup,KeyGen, IsValid,Aggregate, Encrypt,Decrypt) be a slot-
ted registered ABE scheme with attribute universe U = {U𝜆}𝜆∈N, policy space P = {P𝜆}𝜆∈N, and index space

I = {I𝜆}𝜆∈N. The adaptive security game between an adversary A and a challenger is parameterized by a positive

integer-valued polynomial 𝑁 = 𝑁 (𝜆), a bit 𝑏 ∈ {0, 1}, and a security parameter 𝜆; it consists of the following phases:

• Setup phase: The challenger samples crs← Setup(1𝜆, 1𝑁 ), which it provides to the adversaryA. It additionally

initializes a counter ctr = 0, an empty set C to keep track of corrupted users, and an empty dictionary D to

keep track of key-generation queries.

• Query phase: During the query phase, the adversary A can make the following queries:

– Key-generation query: In a key-generation query, the adversary specifies an index id ∈ I𝜆 . In response,

the challenger generates (pkid, skid) ← KeyGen(crs, id) and provides pkid to A. It also increments the

counter ctr = ctr + 1 and adds the mapping D[ctr] = (id, pkid, skid) to the dictionary.

– Corruption query: In a corruption query, the adversary specifies a counter value 𝑐 ∈ [ctr]. In response,

the challenger looks up the tuple (id, pkid, skid) = D[𝑐] and gives skid to the adversary.

• Challenge phase: For each 𝑖 ∈ [𝑁 ], the adversary A specifies a tuple (𝑐𝑖 , id∗𝑖 , 𝑆∗𝑖 , pk
∗
𝑖 ) where either 𝑐𝑖 ∈ [ctr]

to reference a challenger-generated key or 𝑐𝑖 = ⊥ to reference a key outside this set. The adversary additionally

submits a challenge policy 𝑃∗ ∈ P𝜆 and messages 𝜇∗
0
, 𝜇∗

1
∈ M𝜆 whereM𝜆 is the message space associated with

crs. First, the challenger defines 𝐼 = {id∗𝑖 : 𝑖 ∈ [𝑁 ]}. If |𝐼 | ≠ 𝑁 (i.e., the adversary specified two public keys for the

same slot index), the challenger halts with output 0. Next, for each 𝑖 ∈ [𝑁 ], the challenger proceeds as follows:
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– If 𝑐𝑖 ∈ [ctr], the challenger retrieves (id𝑖 , pk𝑖 , sk𝑖 ) = D[𝑐𝑖 ]. If id𝑖 ≠ id∗𝑖 , the challenger halts with output

0. Otherwise, the challenger sets pkid𝑖 = pk𝑖 and 𝑆id𝑖 = 𝑆
∗
𝑖 . If the adversary previously issued a corruption

query on counter 𝑐𝑖 , then the challenger adds the index id𝑖 to C.
– If 𝑐𝑖 = ⊥, then the challenger sets id𝑖 = id∗𝑖 , pkid𝑖 = pk∗𝑖 , and 𝑆id𝑖 = 𝑆

∗
𝑖 . It then adds id𝑖 to C.

For each index id ∈ 𝐼 , the challenger also checks that IsValid(crs, id, pkid) = 1 and halts with output 0 if any

check fails. If all checks pass, the challenger computes (mpk, {hskid}id∈𝐼 ) ← Aggregate(crs, {(pkid, 𝑆id)}id∈𝐼 )
and a challenge ciphertext ct← Encrypt(mpk, 𝑃∗, 𝜇∗

𝑏
). The challenger provides ct to A.

• Output phase: At the end of the experiment, the adversaryA outputs a bit 𝑏∗, which is the output of the game.

We say an adversaryA is admissible for the adaptive security game if, for all id ∈ C, the set 𝑆id does not satisfy 𝑃∗ (i.e.,
the attributes associated with corrupted indices do not satisfy the challenge policy). Next, we define the adversary’s

advantage in the adaptive security game with parameter 𝑁 to be

AdvA,𝑁 (𝜆) := | Pr[𝑏∗ = 1 : 𝑏 = 0] − Pr[𝑏∗ = 1 : 𝑏 = 1] |.

Finally, we say that ΠsRABE is adaptively secure if there exists a negligible function negl(·) such that for all efficient

admissible adversaries A and all positive integer-valued polynomials 𝑁 = 𝑁 (𝜆), there exists a positive polynomial

poly(·) such that for all 𝜆 ∈ N,
AdvA,𝑁 (𝜆) ≤ poly(𝜆) · negl(𝜆). (3.1)

Definition 3.6 (Relaxed Notions of Security). Let ΠsRABE be a slotted registered ABE scheme with policy space

P = {P𝜆}𝜆∈N and index space I = {I𝜆}𝜆∈N. We will also consider the following relaxed variants of adaptive security:

• Index-set-selective security: For a positive integer-valued polynomial 𝑁 = 𝑁 (𝜆), a collection of index sets

𝐼 = {𝐼𝜆}𝜆∈N where each 𝐼𝜆 ⊆ I𝜆 and |𝐼𝜆 | = 𝑁 (𝜆), a bit 𝑏 ∈ {0, 1}, and a security parameter 𝜆, we define the

index-set-selective security game exactly as the adaptive security game in Definition 3.5, except we impose

the following additional restrictions on the adversary A:

– The adversary can only make key-generation queries on indices id ∈ 𝐼𝜆 .
– In the challenge phase, the adversary can only specify tuples (𝑐𝑖 , id∗𝑖 , 𝑆∗𝑖 , pk

∗
𝑖 ) where id∗𝑖 ∈ 𝐼𝜆 .

In other words, the set of indices is fixed to be 𝐼𝜆 in the index-set-selective security game. Then, we say

that ΠsRABE satisfies index-set-selective security if there exists a negligible function negl(·) such that for all

polynomials 𝑁 = 𝑁 (𝜆), all collections of index sets 𝐼 = {𝐼𝜆}𝜆∈N where |𝐼𝜆 | = 𝑁 (𝜆), and all efficient admissible

adversaries A, there exists a positive polynomial poly(·) such that for all 𝜆 ∈ N,

AdvA,𝑁 ,𝐼 (𝜆) := | Pr[𝑏∗ = 1 : 𝑏 = 0] − Pr[𝑏∗ = 1 : 𝑏 = 1] | ≤ poly(𝜆) · negl(𝜆)

in the index-set-selective security game with parameters (𝑁, 𝐼 ).

• Policy-selective security: We define the policy-selective security game to be the adaptive security game from

Definition 3.5, except we require that the adversary A declare the challenge policy 𝑃∗ ∈ P𝜆 at the beginning
of the security game (before the setup phase). We say ΠsRABE satisfies policy-selective security if Eq. (3.1) holds

for all efficient admissible adversaries A and all polynomials 𝑁 = 𝑁 (𝜆) in the policy-selective security game.

• Adaptive security without corruptions:We define the adaptive security without corruptions game to be

the adaptive security game except we do not allow the adversary to make any corruption queries during the

query phase. We then say ΠsRABE satisfies adaptive security without corruptions if Eq. (3.1) holds for all efficient

admissible adversaries A and all polynomials 𝑁 = 𝑁 (𝜆) in the adaptive security without corruptions game.

Combinations of these relaxations are defined in the natural way. For instance, in analyzing a scheme that satisfies

index-set-selective security without corruptions, we fix the index set 𝐼 = {𝐼𝜆}𝜆∈N in the security game and disallow

the adversary from making any corruption queries.
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Definition 3.7 (Large Index Space). Let ΠsRABE be a slotted registered ABE scheme with index space I = {I𝜆}𝜆∈N.
We say that ΠsRABE has a large index space if 1/|I𝜆 | = negl(𝜆).

Remark 3.8 (Amplifying Security). We now describe two known techniques for amplifying the security of a (slotted)

registered ABE scheme:

• Security without corruptions to security with corruptions. The work of [FWW23] describes a generic

transformation that compiles a slotted registered ABE scheme with policy-selective security without corruptions
into a slotted registered ABE scheme with policy-selective security that supports corruptions in the random

oracle model. The transformation of [FWW23] only incurs constant overhead in the scheme parameters.

• Policy-selective security to adaptive security. If the policy size is a priori bounded, and we additionally have
a policy-selective slotted registered ABE scheme with sub-exponential security, then using standard complexity

leveraging (where the reduction guesses the adversary’s policy at the beginning of the security game), we

can obtain an adaptively secure slotted registered ABE scheme. Complexity leveraging will scale up all of the

scheme parameters by a poly(𝐾) factor, where 𝐾 is the bound on the policy size.

By composing the two transformations, we can generically lift a slotted registered ABE scheme that is secure without

corruptions into an adaptively secure slotted registered ABE scheme in the random oracle model. Note that we cannot

directly apply complexity leveraging to go from a scheme without corruptions into a scheme with corruptions; this

is because the naïve complexity leveraging strategy of guessing the indices of the corrupted users would incur a

2
𝑁
loss in the security reduction, where 𝑁 is the number of users. As a result, complexity leveraging would incur a

poly(𝑁 ) overhead in the scheme parameters, and the resulting scheme no longer satisfies the efficiency requirements

of slotted registered ABE. For this reason, we need both transformations to lift a scheme that has security without

corruptions into one that is adaptively secure.

Registered-key model. To simplify the exposition, we analyze correctness and security of our construction in

the registered-key model [RY07], which assumes that all of the public keys appearing in the correctness and security

games are in the support of the key-generation algorithm. It is straightforward to compile a scheme with correctness

and security in the registered-key model into a scheme that satisfies the full correctness and security requirements

in Definitions 3.3 and 3.5 by having the user include a (simulation-sound) non-interactive zero-knowledge (NIZK)

proof of knowledge of the associated secret key. Aggregation would only proceed if all of the public keys come with

an accepting NIZK proof. The work of [LWW25] provides a formal proof of this transformation in the setting of

multi-authority registered ABE. Specializing their analysis to a single authority yields a proof for standard registered

ABE (in the registered-key model). We note that previous registered ABE schemes [HLWW23, ZZGQ23, GLWW24]

essentially incorporated an algebraic NIZK proof of knowledge as part of the scheme itself; we believe a similar

mechanism could be integrated into our scheme as well to avoid reliance on the registered-key model. For ease of

exposition, we elide this extra complication and instead focus on the core ideas that enable a registered ABE scheme

with a linear-size CRS. We now give the correctness and security definitions in the registered-key model:

Definition 3.9 (Correctness in the Registered-Key Model). We say a slotted registered ABE scheme ΠsRABE satisfies

correctness in the registered-key model if, in the correctness definition (Definition 3.3), we replace the quantifica-

tion over collections of public keys {pkid′ : IsValid(crs, id′, pkid′ ) = 1}id′∈𝐼\{id} with quantification over collections

{pkid′ : pkid′ is in the support of KeyGen(crs, id′)}id′∈𝐼\{id} .

Definition 3.10 (Adaptive Security in the Registered-Key Model). We say a slotted registered ABE scheme ΠsRABE
satisfies adaptive security in the registered-key model if, in the adaptive security definition (Definition 3.5), during

the challenge phase, for every 𝑖 ∈ [𝑁 ] for which the adversary’s tuple (𝑐𝑖 , id∗𝑖 , 𝑆∗𝑖 , pk
∗
𝑖 ) has 𝑐𝑖 = ⊥, the adversary must

additionally specify the secret key sk∗𝑖 and the randomness 𝑟 ∗𝑖 such that (pk∗𝑖 , sk∗𝑖 ) = KeyGen(crs, id∗𝑖 ; 𝑟 ∗𝑖 ). Since all
of the public keys in this experiment are in the support of the honest key-generation algorithm, the challenger no

longer runs the IsValid predicate in the adaptive security game. We define the relaxed variants from Definition 3.6

in the registered-key model in an analogous manner.

Remark 3.11 (Removing the IsValid Algorithm in the Registered-Key Model). When we work in the registered-key

model, we will drop the IsValid algorithm from the description of the slotted registered ABE scheme. This is because,
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per Definitions 3.9 and 3.10, we only need to consider correctness and security in the setting where all public keys

are in the support of KeyGen, and thus are always valid.

4 Slotted Registered ABE with Linear-Size CRS
In this section, we show how to use asymmetric prime-order pairing groups to construct a slotted registered ABE

scheme with a linear-size CRS in the registered-key model. Our scheme supports a large index space (i.e., {0, 1}𝜆)
and any policy that can be described by a linear secret sharing scheme. We refer to Section 1.1 for an overview of

our construction.

Construction 4.1 (Slotted Registered ABE). Let 𝜆 be a security parameter. LetGroupGen be a prime-order asymmetric

pairing-group generator that outputs groups of order 𝑝 = 𝑝 (𝜆). LetU = {U𝜆}𝜆∈N be an attribute universe and let P =

{P𝜆}𝜆∈N be an ensemble where eachP𝜆 is a collection of policies that can be described by a linear secret sharing scheme

forU over Z𝑝 . We construct a slotted registered ABE scheme ΠsRABE = (Setup,KeyGen,Aggregate, Encrypt,Decrypt)
with attribute universeU, policy space P, and index space I = {{0, 1}𝜆}𝜆∈N in the registered-key model as follows:

• Setup(1𝜆, 1𝑁 ): On input the security parameter 𝜆 and number of slots𝑁 , the setup algorithm proceeds as follows:

– Sample a prime-order pairing group G = (G1,G2,GT, 𝑝, 𝑔1, 𝑔2, 𝑒) ← GroupGen(1𝜆) as well as random
generators 𝑔1

r← G1 \ {𝑔0
1
} and 𝑔2 r← G2 \ {𝑔0

2
}. Define [1]1 := 𝑔1 and [1]2 := 𝑔2.

– Sample random exponents 𝛼, 𝜏,𝑦
r← Z𝑝 .

– Let 𝝉 = (1, 𝜏, 𝜏2, . . . , 𝜏𝑁−1) ∈ Z𝑁𝑝 and y = (𝑦,𝑦𝜏,𝑦𝜏2, . . . , 𝑦𝜏𝑁−2, 𝛼 + 𝑦𝜏𝑁−1) ∈ Z𝑁𝑝 .

Output the common reference string crs = (G, [𝛼]T, [𝝉 ]1, [𝝉 ]2, [𝑦]1, [y]2). The message space isM𝜆 := GT.

• KeyGen(crs, id): On input the common reference string crs where crs = (G, [𝛼]T, [𝝉 ]1, [𝝉 ]2, [𝑦]1, [y]2) and an

index id ∈ {0, 1}𝜆 , the key-generation algorithm first samples a random exponent 𝑟id
r← Z𝑝 . Interpret id as an

integer in [0, 2𝜆 − 1] and parse [𝝉 ]2 = ( [1]2, [𝜏]2, [𝜏2]2, . . . , [𝜏𝑁−1]2). The algorithm computes

[r′id]2 =
(
𝑟id ( [𝜏]2 − id[1]2), 𝑟id ( [𝜏2]2 − id[𝜏]2), . . . , 𝑟id ( [𝜏𝑁−1]2 − id[𝜏𝑁−2]2)

)
=

(
[𝑟id (𝜏 − id)]2, [𝑟id (𝜏 − id)𝜏]2, . . . , [𝑟id (𝜏 − id)𝜏𝑁−2]2

)
.

Finally, it outputs the public key pkid = ( [𝑟id]1, [r′id]2) and the secret key skid = 𝑟id.

• Aggregate(crs, {(pkid, 𝑆id)}id∈𝐼 ): On input the common reference string crs = (G, [𝛼]T, [𝝉 ]1, [𝝉 ]2, [𝑦]1, [y]2)
and a collection of public keys pkid = ( [𝑟id]1, [r′id]2) and associated attributes 𝑆id ⊆ U𝜆 for indices id ∈ 𝐼 (where
|𝐼 | = 𝑁 ), the aggregation algorithm proceeds as follows:

– Compute the attribute-independent public key [𝑟 ]1 =
∑

id∈𝐼 [𝑟id]1.
– Next, let 𝐴 =

⋃
id∈𝐼 𝑆id. For each attribute 𝑎 ∈ 𝐴, define the polynomial

𝐹𝑎 (𝑋 ) :=
∏

id∈𝐼 :𝑎∉𝑆id

(𝑋 − id).

By construction, 𝐹𝑎 is a polynomial of degree at most 𝑁 − 1 because 𝑎 must be in at least one 𝑆id. Let

f𝑎 ∈ Z𝑁𝑝 be its associated coefficient vector. Then, compute the attribute-specific public key

[𝑢𝑎]2 = fT𝑎 [𝝉 ]2 = [𝐹𝑎 (𝜏)]2.

– Define the master public key to be mpk = (G, [𝛼]T, [𝑦]1, [𝑟 ]1, {[𝑢𝑎]2}𝑎∈𝐴).

Next, to compute the helper decryption keys, the aggregation algorithm proceeds as follows:

– Define the vanishing polynomial 𝑍𝐼 (𝑋 ) =
∏

id∈𝐼 (𝑋 − id) associated with 𝐼 .
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– For each id ∈ 𝐼 , define 𝐿id (𝑋 ) := 𝑍𝐼 (𝑋 )/(𝑋 − id) =
∏

id′∈𝐼\{id} (𝑋 − id′). By construction, 𝐿id is a monic

polynomial of degree at most 𝑁 − 1. Let ℓ id ∈ Z𝑁𝑝 be its associated coefficient vector.

– For each distinct id, id′ ∈ 𝐼 , define 𝐿id,id′ (𝑋 ) := 𝐿id (𝑋 )/(𝑋 − id′) =
∏

id′′∈𝐼\{id,id′ } (𝑋 − id′′). By construction,
𝐿id,id′ is a polynomial of degree at most 𝑁 − 2. Let ℓ id,id′ ∈ Z𝑁−1𝑝 be its associated coefficient vector.

– For each id ∈ 𝐼 , compute the attribute-independent decryption components

[𝑣id,1]2 = ℓTid [𝝉 ]2 = [𝐿id (𝜏)]2,
[𝑣id,2]2 = ℓTid [y]2 = [𝛼 + 𝑦 · 𝐿id (𝜏)]2,

[𝑣id,3]2 =
∑︁

id′∈𝐼\{id}
ℓTid,id′ [r

′
id′ ]2 =

∑︁
id′∈𝐼\{id}

[𝑟id′ (𝜏 − id′) · 𝐿id,id′ (𝜏)]2 =
∑︁

id′∈𝐼\{id}
[𝑟id′ · 𝐿id (𝜏)]2.

– For each attribute 𝑎 ∈ 𝑆id, define the polynomial 𝐹𝑎,id (𝑋 ) := 𝐿id (𝑋 )/𝐹𝑎 (𝑋 ) =
∏

id′∈𝐼\{id}:𝑎∈𝑆id′ (𝑋 − id′).
By construction, 𝐹𝑎,id has degree at most 𝑁 − 1. Let f𝑎,id ∈ Z𝑁𝑝 be its associated coefficient vector. Define

the attribute-specific decryption component

[𝑤̂𝑎,id]1 = fT𝑎,id [𝝉 ]1 = [𝐹𝑎,id (𝜏)]1 .

– For each index id ∈ 𝐼 , let the helper decryption key be hskid = (G, [𝑣id,1]2, [𝑣id,2]2, [𝑣id,3]2, {[𝑤̂𝑎,id]1}𝑎∈𝑆id ).

Output the master public key mpk and the helper decryption key hskid for each id ∈ 𝐼 .

• Encrypt(mpk, (M, 𝜌), [𝜇]T): On input the master public key mpk = (G, [𝛼]T, [𝑦]1, [𝑟 ]1, {[𝑢𝑎]2}𝑎∈𝐴), a policy
(M, 𝜌)whereM ∈ Zℓ×𝑛𝑝 and 𝜌 : [ℓ] → 𝐴 is a row-labeling function, and amessage [𝜇]T ∈ GT, the encryption algo-

rithm starts by sampling 𝑠1, 𝑠2
r← Z𝑝 and sets 𝑠 = 𝑠1+𝑠2. Then, it constructs the ciphertext components as follows:

– Message-embedding components: Let [𝑐1]T = 𝑠 [𝛼]T + [𝜇]T and [𝑐2]1 = [𝑠]1.
– Index-specific component: Let [𝑐3]1 = 𝑠1 [𝑦]1 − 𝑠 [𝑟 ]1.
– Attribute-specific components: Sample 𝑣2, . . . , 𝑣𝑛

r← Z𝑝 and define v = (1, 𝑣2, . . . , 𝑣𝑛)T. For each 𝑘 ∈ [ℓ],
sample 𝑠′

𝑘

r← Z𝑝 . Let [𝑐4,𝑘 ]1 = (𝑠2mT
𝑘
v) [𝑦]1 − [𝑠′𝑘 ]1 and [𝑐5,𝑘 ]2 = 𝑠

′
𝑘
[𝑢𝜌 (𝑘 ) ]2 where mT

𝑘
is the 𝑘 th row of M.

Finally, output the ciphertext as follows:

ct = ((M, 𝜌), [𝑐1]T, [𝑐2]1, [𝑐3]1, {([𝑐4,𝑘 ]1, [𝑐5,𝑘 ]2)}𝑘∈[ℓ ]). (4.1)

• Decrypt(skid, hskid, ct): On input a secret key skid = 𝑟id, a helper decryption key hskid, and a ciphertext ctwhere

hskid = (G, [𝑣id,1]2, [𝑣id,2]2, [𝑣id,3]2, {[𝑤̂𝑎,id]1}𝑎∈𝑆id ), and
ct = ((M, 𝜌), [𝑐1]T, [𝑐2]1, [𝑐3]1, {([𝑐4,𝑘 ]1, [𝑐5,𝑘 ]2)}𝑘∈[ℓ ]),

the decryption algorithm proceeds as follows:

– If the user’s set of attributes 𝑆id is not authorized by (M, 𝜌), output ⊥.
– Otherwise, let 𝐽 = {𝑘 ∈ [ℓ] : 𝜌 (𝑘) ∈ 𝑆id} be the indices of the rows of M associated with the attributes

in the user’s attribute set 𝑆id. Write 𝐽 = {𝑘1, . . . , 𝑘 | 𝐽 | }.
– Now, let M𝐽 be the matrix formed by taking the subset of rows in M indexed by 𝐽 . Since 𝑆id is authorized,

there exists a vector 𝝎𝑆id = (𝜔𝑆id,1, . . . , 𝜔𝑆id, | 𝐽 | ) ∈ Z
| 𝐽 |
𝑝 such that 𝝎T

𝑆id
M𝐽 = eT

1
.

– Compute the following values:

[𝑑id]T =
(
𝑟id [𝑐2]1 + [𝑐3]1

)
· [𝑣id,1]2 + [𝑐2]1 · [𝑣id,3]2,

[𝑑attrib]T =
∑︁
𝑗∈[ | 𝐽 | ]

𝜔𝑆id, 𝑗 ·
(
[𝑐4,𝑘 𝑗 ]1 · [𝑣id,1]2 + [𝑤̂𝜌 (𝑘 𝑗 ),id]1 · [𝑐5,𝑘 𝑗 ]2

)
.

– Finally, compute and output

[𝜇]T = [𝑐1]T − [𝑐2]1 · [𝑣id,2]2 + [𝑑id]T + [𝑑attrib]T . (4.2)
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Correctness and compactness. We now prove that Construction 4.1 satisfies correctness and compactness.

Theorem 4.2 (Correctness). Construction 4.1 is correct in the registered-key model.

Proof. Take any 𝜆, 𝑁 ∈ N and let crs← Setup(1𝜆, 1𝑁 ). By construction, crs = (G, [𝛼]T, [𝝉 ]1, [𝝉 ]2, [𝑦]1, [y]2) where
𝝉 = (1, 𝜏, 𝜏2, . . . , 𝜏𝑁−1) ∈ Z𝑁𝑝 , y = (𝑦,𝑦𝜏,𝑦𝜏2, . . . , 𝑦𝜏𝑁−2, 𝛼 + 𝑦𝜏𝑁−1) ∈ Z𝑁𝑝 , and G specifies a group of prime order

𝑝 ≥ 2
2𝜆
. Now, suppose that 𝜏 ≥ 2

𝜆
(which occurs with probability 1 − 2𝜆/𝑝 ≥ 1 − 2−𝜆) and take any set of indices

𝐼 ⊆ {0, 1}𝜆 with |𝐼 | = 𝑁 . By our supposition, we have that 𝜏 ∉ 𝐼 .

For each id ∈ 𝐼 , let (pkid, skid) be any public/secret key-pair in the support of KeyGen(crs, id). Then, we can write

pkid = ( [𝑟id]1, [r′id]2) and skid = 𝑟id,

where r′id = (𝑟id (𝜏 − id), 𝑟id (𝜏 − id)𝜏, . . . , 𝑟id (𝜏 − id)𝜏
𝑁−2). Let {𝑆id}id∈𝐼 be arbitrary attribute sets associated with the in-

dices in 𝐼 , where each 𝑆id ⊆ U𝜆 , and let𝐴 =
⋃

id∈𝐼 𝑆id. Now, let (mpk, {hskid}id∈𝐼 ) ← Aggregate(crs, {(pkid, 𝑆id)}id∈𝐼 ).
By construction, the following holds:

• First, the master public key mpk = (G, [𝛼]T, [𝑦]1, [𝑟 ]1, {[𝑢𝑎]2}𝑎∈𝐴), where

𝑟 =
∑︁
id∈𝐼

𝑟id and 𝑢𝑎 = fT𝑎𝝉 =
∑︁
𝑗∈[𝑁 ]

𝑓𝑎,𝑗𝜏
𝑗−1 = 𝐹𝑎 (𝜏),

since f𝑎 is the coefficient vector of the polynomial 𝐹𝑎 (𝑋 ).

• Next, each helper decryption key hskid = (G, [𝑣id,1]2, [𝑣id,2]2, [𝑣id,3]2, {[𝑤̂𝑎,id]1}𝑎∈𝑆id ). Because ℓ id is the coeffi-

cient vector of the polynomial 𝐿id (𝑋 ) =
∏

id′∈𝐼\{id} (𝑋 − id′), this means that

𝑣id,1 = ℓTid𝝉 =
∑︁
𝑗∈[𝑁 ]

ℓid, 𝑗𝜏
𝑗−1 = 𝐿id (𝜏), and

𝑣id,2 = ℓTidy = ℓid,𝑁 · (𝛼 + 𝑦𝜏𝑁−1) +
∑︁

𝑗∈[𝑁−1]
ℓid, 𝑗𝑦𝜏

𝑗−1 = 𝛼 + 𝑦
∑︁
𝑗∈[𝑁 ]

ℓid, 𝑗𝜏
𝑗−1 = 𝛼 + 𝑦 · 𝐿id (𝜏),

(4.3)

where we have also used the fact that 𝐿id (𝑋 ) =
∏

id′∈𝐼\{id} (𝑋 − id′) is a monic polynomial of degree 𝑁 − 1 (i.e.,
the coefficient of 𝑋𝑁−1 is 1).

• Now, for each id′ ∈ 𝐼 \ {id}, consider the value of ℓTid,id′r
′
id′ . Using the fact that ℓ id,id′ ∈ Z

𝑁−1
𝑝 is the coefficient

vector of the polynomial 𝐿id,id′ (𝑋 ) =
∏

id′′∈𝐼\{id,id′ } (𝑋 − id′′), this means that

ℓTid,id′r
′
id′ =

∑︁
𝑗∈[𝑁−1]

ℓid,id′, 𝑗𝑟id′ (𝜏 − id′)𝜏 𝑗−1 = 𝑟id′ (𝜏 − id′) · 𝐿id,id′ (𝜏)

= 𝑟id′ (𝜏 − id′) ·
∏

id′′∈𝐼\{id,id′ }
(𝜏 − id′′)

= 𝑟id′ · 𝐿id (𝜏).

Correspondingly, we have that

𝑣id,3 =
∑︁

id′∈𝐼\{id}
ℓTid,id′r

′
id′ =

∑︁
id′∈𝐼\{id}

𝑟id′ · 𝐿id (𝜏). (4.4)

Finally, consider the value of 𝑤̂𝑎,id for 𝑎 ∈ 𝑆id. By construction, it holds that

𝑤̂𝑎,id =
∑︁
𝑗∈[𝑁 ]

𝑓𝑎,id, 𝑗𝜏
𝑗−1 = 𝐹𝑎,id (𝜏) =

𝐿id (𝜏)
𝐹𝑎 (𝜏)

. (4.5)
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First, we note that the quotient polynomial 𝐹𝑎,id (𝑋 ) := 𝐿id (𝑋 )/𝐹𝑎 (𝑋 ) is well-defined as a polynomial of degree

at most 𝑁 − 1: specifically, since 𝑎 ∈ 𝑆id, the index id is not a root of 𝐹𝑎 (𝑋 ) =
∏

id′∈𝐼 :𝑎∉𝑆id′ (𝑋 − id′), so the

roots of 𝐹𝑎 are contained in 𝐼 \ {id}. The roots of 𝐿id are precisely 𝐼 \ {id}, so we conclude that 𝐹𝑎 divides 𝐿id.

Moreover, the value of the denominator 𝐹𝑎 (𝜏) is non-zero since all of the roots of 𝐹𝑎 are contained in 𝐼 (by

construction), and we are working from the assumption that 𝜏 ∉ 𝐼 .

Take any message [𝜇]T ∈ GT, any index id ∈ 𝐼 , and any policy (M, 𝜌) for M ∈ Zℓ×𝑛𝑝 and 𝜌 : [ℓ] → 𝐴 such that the

attribute set 𝑆id satisfies the policy. Let ct← Encrypt(mpk, (M, 𝜌), [𝜇]T). We can write that

ct = ((M, 𝜌), [𝑐1]T, [𝑐2]1, [𝑐3]1, {([𝑐4,𝑘 ]1, [𝑐5,𝑘 ]2)}𝑘∈[ℓ ]),

where

𝑐1 = 𝑠𝛼 + 𝜇
𝑐2 = 𝑠

𝑐3 = 𝑠1𝑦 − 𝑠𝑟 = 𝑠1𝑦 − 𝑠
∑

id′∈𝐼 𝑟id′

𝑐4,𝑘 = 𝑠2𝑦mT
𝑘
v − 𝑠′

𝑘

𝑐5,𝑘 = 𝑠′
𝑘
𝑢𝜌 (𝑘 ) = 𝑠

′
𝑘
· 𝐹𝜌 (𝑘 ) (𝜏),

(4.6)

for v = (1, 𝑣2, . . . , 𝑣𝑛) ∈ Z𝑛𝑝 and 𝑠1, 𝑠2, 𝑠′𝑘 ∈ Z𝑝 (for each𝑘 ∈ [ℓ]) where 𝑠 = 𝑠1+𝑠2. Finally, considerDecrypt(skid, hskid, ct)
for the user with index id:

• Let 𝐽 = {𝑘 ∈ [ℓ] : 𝜌 (𝑘) ∈ 𝑆id} be the indices of M associated with the attributes in 𝑆id. Write 𝐽 = {𝑘1, . . . , 𝑘 | 𝐽 | }.
Now, let 𝝎 = (𝜔1, 𝜔2, . . . , 𝜔 | 𝐽 | ) ∈ Z | 𝐽 |𝑝 be a vector such that 𝝎TM𝐽 = eT

1
, where M𝐽 is the matrix obtained by

taking only the rows of M indexed by 𝐽 . Recall that such a vector exists because 𝑆id is authorized by (M, 𝜌).

• We now consider the 𝑑id and 𝑑attrib values computed by the decryption algorithm. First, using Eqs. (4.3), (4.4)

and (4.6), we have that

𝑑id = (𝑟id𝑐2 + 𝑐3) · 𝑣id,1 + 𝑐2 · 𝑣id,3 =
(
𝑠𝑟id + 𝑠1𝑦 − 𝑠

∑︁
id′∈𝐼

𝑟id′

)
· 𝐿id (𝜏) + 𝑠

∑︁
id′∈𝐼\{id}

𝑟id′ · 𝐿id (𝜏) = 𝑠1𝑦 · 𝐿id (𝜏). (4.7)

Next, take any 𝑘 ∈ 𝐽 . By definition, this means 𝜌 (𝑘) ∈ 𝑆id. By Eqs. (4.3), (4.5) and (4.6), we thus have that

𝑐4,𝑘 · 𝑣id,1 + 𝑤̂𝜌 (𝑘 ),id · 𝑐5,𝑘 = (𝑠2𝑦mT
𝑘
v − 𝑠′

𝑘
) · 𝐿id (𝜏) + 𝑠′𝑘 · 𝐹𝜌 (𝑘 ) (𝜏) ·

𝐿id (𝜏)
𝐹𝜌 (𝑘 ) (𝜏)

= 𝑠2𝑦mT
𝑘
v · 𝐿id (𝜏).

This means that

𝑑attrib =
∑︁
𝑗∈[ | 𝐽 | ]

𝜔 𝑗 ·
(
𝑐4,𝑘 𝑗 · 𝑣id,1 + 𝑤̂𝜌 (𝑘 𝑗 ),id · 𝑐5,𝑘 𝑗

)
= 𝑠2𝑦 · 𝐿id (𝜏) · 𝝎TM𝐽 v = 𝑠2𝑦 · 𝐿id (𝜏), (4.8)

where we have used the fact that 𝝎TM𝐽 v = eT
1
v = 𝑣1 = 1.

Combining Eqs. (4.3), (4.7) and (4.8) and using the fact that 𝑠1 + 𝑠2 = 𝑠 , we have

𝑐1 − 𝑐2 · 𝑣id,2 + 𝑑id + 𝑑attrib = (𝑠𝛼 + 𝜇) − 𝑠 (𝛼 + 𝑦 · 𝐿id (𝜏)) + 𝑠1𝑦 · 𝐿id (𝜏) + 𝑠2𝑦 · 𝐿id (𝜏)
= 𝜇 − (𝑠 − 𝑠1 − 𝑠2)𝑦 · 𝐿id (𝜏)
= 𝜇.

We conclude that Decrypt(skid, hskid, ct) outputs [𝜇]T, and correctness holds. □

Theorem 4.3 (Compactness). Construction 4.1 is compact.

Proof. This follows by inspection, as each group element can be represented in poly(𝜆) size. In particular, the master

public key mpk consists of the group description, 3 group elements, and 1 group element for each attribute in the

set 𝐴 (i.e., the universe of attributes associated with the users). Each helper decryption key hskid (associated with

an index id and an attribute set 𝑆) consists of 3 group elements and 1 group element for each attribute in 𝑆 . There

are at most |𝐴| such attributes. □
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4.1 Security Analysis
We prove that our slotted scheme achieves index-set-selective security without corruptions in the registered-key

model from the following assumption. In Appendix C, we show this assumption holds unconditionally in the generic

bilinear group model [Sho97, BBG05].

Assumption 4.4 (Main Assumption). Let GroupGen be an asymmetric prime-order pairing-group generator. For

a security parameter 𝜆, a positive integer-valued polynomial 𝑁 = 𝑁 (𝜆), a set sequence 𝑆 = {𝑆𝜆}𝜆∈N where

𝑆𝜆 ⊆ {0, 1, . . . , 2𝜆 − 1} and |𝑆𝜆 | = 𝑁 (𝜆), and a bit 𝑏 ∈ {0, 1}, we define the distribution D𝜆,𝑁 ,𝑆,𝑏 as follows:

• Sample G = (G1,G2,GT, 𝑝, 𝑔1, 𝑔2, 𝑒) ← GroupGen(1𝜆).

• Sample random generators 𝑔1
r← G1 \ {𝑔0

1
} and 𝑔2 r← G2 \ {𝑔0

2
}. Define [1]1 := 𝑔1 and [1]2 := 𝑔2.

• Sample 𝛾
r← Z𝑝 and 𝜏

r← Z𝑝 \ 𝑆𝜆 . Let 𝛽 =
∑
𝑖∈[𝑁 ]

1

𝜏−𝑠𝑖 ∈ Z𝑝 where 𝑆𝜆 = {𝑠1, . . . , 𝑠𝑁 }, and define

params = ©­«
[1]1, [𝜏]1, . . . , [𝜏𝑁−1]1, [1]2, [𝜏]2, . . . , [𝜏𝑁−1]2,

[𝛽]1, [ 𝛾

𝜏−𝑠1 ]1, . . . , [
𝛾

𝜏−𝑠𝑁 ]1,
[𝛾]2, [𝛾𝜏]2, . . . , [𝛾𝜏𝑁−2]2, [𝛾𝛽]2, [𝛾𝛽𝜏]2, . . . , [𝛾𝛽𝜏𝑁−2]2

ª®¬ .
• If 𝑏 = 0, let 𝑇 = [𝛾𝛽2𝜏𝑁−1]T, and if 𝑏 = 1, let 𝑇

r← GT. Output (G, params,𝑇 ).

We say Assumption 4.4 holds with respect to GroupGen, a positive integer-valued function 𝑁 = 𝑁 (𝜆), and a set

sequence 𝑆 if the distributions D0 = {D𝜆,𝑁 ,𝑆,0}𝜆∈N and D1 = {D𝜆,𝑁 ,𝑆,1}𝜆∈N are computationally indistinguishable.

We further say that Assumption 4.4 holds with respect to GroupGen if there exists a negligible function negl(·)
such that for all efficient adversaries A, all polynomials 𝑁 = 𝑁 (𝜆), and all set sequences 𝑆 = {𝑆𝜆}𝜆∈N where

𝑆𝜆 ⊆ {0, 1, . . . , 2𝜆 − 1} and |𝑆𝜆 | = 𝑁 (𝜆), there exists a polynomial poly(𝜆) ≥ 1 such that for all 𝜆 ∈ N,

| Pr[A(1𝜆, params) = 1 : params← D𝜆,𝑁 ,𝑆,0] − Pr[A(1𝜆, params) = 1 : params← D𝜆,𝑁 ,𝑆,1] | ≤ poly(𝜆) · negl(𝜆) .

Remark 4.5 (Structure of Assumption 4.4). Before stating the security analysis, we first discuss the structure of

Assumption 4.4. In particular, we note that the assumption does not hold if we set 𝛾 = 1. This is because, for all

𝑖 ∈ [𝑁 ], we can write

𝜏

𝜏 − 𝑠𝑖
=
𝜏 − 𝑠𝑖
𝜏 − 𝑠𝑖

+ 𝑠𝑖

𝜏 − 𝑠𝑖
= 1 + 𝑠𝑖

𝜏 − 𝑠𝑖
.

Since the elements 𝑠𝑖 are fixed (and known to the adversary), the adversary can now compute (when 𝛾 = 1)∑︁
𝑖∈[𝑁 ]

[1]1 + 𝑠𝑖 ·
[

1

𝜏 − 𝑠𝑖

]
1

=
∑︁
𝑖∈[𝑁 ]

[
𝜏

𝜏 − 𝑠𝑖

]
1

= [𝛽𝜏]1 .

Now, the adversary can pair [𝜏𝛽]1 with [𝛽𝜏𝑁−2]2 and obtain [𝛽2𝜏𝑁−1]T, which completely breaks the assumption

(when 𝛾 = 1). If we introduce the randomizing exponent 𝛾 , then the above procedure would allow the adversary

to compute [𝛾𝛽𝜏]1.4 However, since the other G2 components either lack 𝛽 or also include 𝛾 , the adversary cannot

simply pair this element with another term in the assumption to reach the challenge [𝛾𝛽2𝜏𝑁−1]T. Essentially, the
extra 𝛾 term is introduced to prevent this attack. As we show in Appendix C, adding 𝛾 is sufficient to prove the

assumption holds unconditionally in the generic bilinear group model [Sho97, BBG05].

Theorem 4.6 (Index-Set-Selective Security without Corruptions). Suppose Assumption 4.4 holds with respect to
GroupGen. Then Construction 4.1 is index-set-selectively secure without corruptions in the registered-key model.

Proof. Take any positive integer-valued polynomial 𝑁 = 𝑁 (𝜆) and any collection of index sets 𝐼 = {𝐼𝜆}𝜆∈N where

each 𝐼𝜆 ⊆ {0, 1}𝜆 and |𝐼𝜆 | = 𝑁 (𝜆). Consider the following hybrids parameterized by a bit 𝑏 and, implicitly, a security

parameter 𝜆 and an efficient admissible adversary A that only submits indices in 𝐼𝜆 . We use green to denote changes

between hybrids.

4
Strictly speaking, computing this term would also require giving out [𝛾 ]1, which the assumption does not do. However, even if the assumption

gave out [𝛾 ]1, the attack would not apply.
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• Hybrid Hyb(𝑏 )
0

: This is the index-set-selective security without corruptions game in the registered-key model

where the challenger encrypts challenge message 𝜇∗
𝑏
. We recall the main steps here:

– Setup phase: The challenger generates the common reference string crs ← Setup(1𝜆, 1𝑁 ) which it

then provides to the adversary. By construction, we have that crs = (G, [𝛼]T, [𝝉 ]1, [𝝉 ]2, [𝑦]1, [y]2) where
𝝉 = (1, 𝜏, 𝜏2, . . . , 𝜏𝑁−1) ∈ Z𝑁𝑝 and y = (𝑦,𝑦𝜏,𝑦𝜏2, . . . , 𝑦𝜏𝑁−2, 𝛼 + 𝑦𝜏𝑁−1) ∈ Z𝑁𝑝 for uniform 𝜏, 𝛼,𝑦

r← Z𝑝 .
The challenger additionally initializes ctr = 0, an empty set C, and an empty dictionary D.

– Query phase: During the query phase, the adversary A is able to make the following query:

∗ Key-generation query: The adversary submits an index id ∈ 𝐼𝜆 . In response, the challenger generates
(pkid, skid) ← KeyGen(crs, id) and provides pkid to A. By construction, we have that

pkid = ( [𝑟id]1, [r′id]2) and skid = 𝑟id,

where 𝑟id
r← Z𝑝 is uniform and r′id = (𝑟id (𝜏 − id), 𝑟id (𝜏 − id)𝜏, . . . , 𝑟id (𝜏 − id)𝜏𝑁−2). The challenger

also increments ctr = ctr + 1 and adds the mapping D[ctr] = (id, pkid, skid) to the dictionary.

– Challenge phase: For 𝑖 ∈ [𝑁 ], A specifies a tuple (𝑐𝑖 , id∗𝑖 , 𝑆∗𝑖 , pk
∗
𝑖 , sk

∗
𝑖 , 𝑟
∗
𝑖 ) where 𝑐𝑖 ∈ [ctr] ∪ {⊥} and

(pk∗𝑖 , sk∗𝑖 ) ← KeyGen(crs, id∗𝑖 ; 𝑟 ∗𝑖 ). If {id
∗
𝑖 }𝑖∈[𝑁 ] ≠ 𝐼𝜆 , the challenger halts with output 0. Otherwise, it

proceeds as follows:

∗ If 𝑐𝑖 ∈ [ctr], the challenger sets (id𝑖 , pk𝑖 , sk𝑖 ) = D[𝑐𝑖 ]. If id𝑖 ≠ id∗𝑖 , the challenger halts with output

0. Otherwise, the challenger sets pkid𝑖 = pk𝑖 and 𝑆id𝑖 = 𝑆
∗
𝑖 .

∗ If 𝑐𝑖 = ⊥, then the challenger sets id𝑖 = id∗𝑖 , pkid𝑖 = pk∗𝑖 , 𝑟id𝑖 = 𝑟
∗
𝑖 , and 𝑆id𝑖 = 𝑆

∗
𝑖 . It then adds id𝑖 to C.

As in the honest case, we have that

pkid𝑖 = ( [𝑟id𝑖 ]1, [r
′
id𝑖 ]2) and skid𝑖 = 𝑟id𝑖 ,

where r′id𝑖 = (𝑟id𝑖 (𝜏 − id𝑖 ), 𝑟id𝑖 (𝜏 − id𝑖 )𝜏, . . . , 𝑟id𝑖 (𝜏 − id𝑖 )𝜏
𝑁−2).

The adversary also submits a challenge policy 𝑃∗ = (M∗, 𝜌∗) whereM∗ ∈ Zℓ×𝑛𝑝 and 𝜌∗ : [ℓ] → 𝐴 where

𝐴 =
⋃

id∈𝐼𝜆 𝑆id, as well as messages [𝜇∗
0
]T, [𝜇∗1]T. The challenger now performs the aggregation procedure

by computing (mpk, {hskid}id∈𝐼𝜆 ) ← Aggregate(crs, {(pkid, 𝑆id)}id∈𝐼𝜆 ). By construction, we can write

mpk = (G, [𝛼]T, [𝑦]1, [𝑟 ]1, {[𝑢𝑎]2}𝑎∈𝐴) where

[𝑟 ]1 =
∑︁
id∈𝐼𝜆

[𝑟id]1 and [𝑢𝑎]2 = fT𝑎 [𝝉 ]2 = [𝐹𝑎 (𝜏)]2,

and 𝐹𝑎 (𝑋 ) =
∏

id∈𝐼𝜆 :𝑎∉𝑆id (𝑋 − id) is a polynomial of degree at most 𝑁 − 1 with f𝑎 being the associated coef-
ficient vector. Because the helper decryption keys hskid are unused during encryption, we omit them here.

Finally, the challenger constructs the challenge ciphertext ct∗ ← Encrypt(mpk, 𝑃∗, [𝜇∗
𝑏
]T). By construction,

we can write that ct∗ = ((M∗, 𝜌∗), [𝑐∗
1
]T, [𝑐∗2]1, [𝑐∗3]1, {([𝑐∗4,𝑘 ]1, [𝑐

∗
5,𝑘
]2)}𝑘∈[ℓ ]). The message-embedding and

index-specific ciphertext components are computed by sampling uniform 𝑠1, 𝑠2
r← Z𝑝 , letting 𝑠 = 𝑠1 + 𝑠2,

and assigning

[𝑐∗
1
]T = 𝑠 [𝛼]T + [𝜇∗𝑏]T , [𝑐∗

2
]1 = [𝑠]1 , [𝑐∗

3
]1 = 𝑠1 [𝑦]1 − 𝑠 [𝑟 ]1 .

The attribute-specific components are computed by sampling uniform 𝑣2, . . . , 𝑣𝑛
r← Z𝑝 and defining the

vector v = (1, 𝑣2, . . . , 𝑣𝑛)T, then sampling 𝑠′
𝑘

r← Z𝑝 for 𝑘 ∈ [ℓ] and assigning

[𝑐∗
4,𝑘
]1 = (𝑠2mT

𝑘
v) [𝑦]1 − [𝑠′𝑘 ]1 and [𝑐∗

5,𝑘
]2 = 𝑠′𝑘 [𝑢𝜌∗ (𝑘 ) ]2 .

Here, mT
𝑘
denotes the 𝑘 th row of M∗.
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– Output phase: At the end of the experiment, the adversary A outputs a bit 𝑏∗ which is the output of

the experiment.

• Hybrid Hyb(𝑏 )
1

: Same as Hyb(𝑏 )
0

, except the challenger instead samples 𝜏
r← Z𝑝 \ 𝐼𝜆 during the setup phase.

• HybridHyb(𝑏 )
2

: Same asHyb(𝑏 )
1

except the challenger halts with output 0 if either of the following events occurs:

– If

∑
id∈𝐼𝜆

1

𝜏−id = 0 during the setup phase, or

– If 𝑠2 = 0 during the challenge phase.

• Hybrid Hyb(𝑏 )
3

: Same as Hyb(𝑏 )
2

except we modify how the challenger’s random coins are generated, as

highlighted below:

– Setup phase: When the challenger runs Setup to generate crs = (G, [𝛼]T, [𝝉 ]1, [𝝉 ]2, [𝑦]1, [y]2), it first
samples 𝜏

r← Z𝑝 \ 𝐼𝜆 and then samples 𝛾, 𝛼
r← Z𝑝 . Then, it assigns 𝛽 =

∑
id∈𝐼𝜆

1

𝜏−id and halts with

output 0 if 𝛽 = 0. Otherwise, the challenger defines 𝛼 = 𝛼 − 𝛾𝛽𝜏𝑁−1 and 𝑦 = 𝛾𝛽 and constructs

𝝉 = (1, 𝜏, 𝜏2, . . . , 𝜏𝑁−1) ∈ Z𝑁𝑝 and y = (𝑦,𝑦𝜏,𝑦𝜏2, . . . , 𝑦𝜏𝑁−2, 𝛼 + 𝑦𝜏𝑁−1) as before.
– Query phase: During the query phase, the adversary A is able to make the following query:

∗ Key-generation query: When the adversary submits id ∈ 𝐼𝜆 , the challenger generates

pkid = ( [𝑟id]1, [r′id]2) and skid = 𝑟id,

where 𝑟id is instead generated by sampling 𝑟id
r← Z𝑝 and letting 𝑟id = 𝑟id + 𝛾

𝜏−id . The challenger then
adds the mapping D[ctr] = (id, pkid, skid, 𝑟id) to the dictionary.

– Challenge phase: When generating ct∗ = ((M∗, 𝜌∗), [𝑐∗
1
]T, [𝑐∗2]1, [𝑐∗3]1, {([𝑐∗4,𝑘 ]1, [𝑐

∗
5,𝑘
]2)}𝑘∈[ℓ ]), the chal-

lenger generates 𝑠1, 𝑠2 used in the message-embedding and index-specific components by instead sampling

𝑠1, 𝑠2
r← Z𝑝 and setting 𝑠1 = 𝑠1 +

∑
id∈H

1

𝜏−id (where H = 𝐼𝜆 \ C) and 𝑠2 = 𝑠2 +
∑

id∈C
1

𝜏−id . If 𝑠2 = 0, the

hybrid halts with output 0; otherwise, it defines s̃2 = (𝑠2, . . . , 𝑠2).

For the attribute-specific components, it generates v by first letting ṽ = (0, 𝑣2, . . . , 𝑣𝑛) for 𝑣2, . . . , 𝑣𝑛 r← Z𝑝
and setting v = 1

𝑠2
(ṽ + s̃2 +

∑
id∈C

1

𝜏−idv
∗
id) where v

∗
id is the special vector from Definition 2.2 with first

component 1 and mT
𝑘
v∗id = 0 whenever 𝜌∗ (𝑘) ∈ 𝑆id. Here, we are using the fact that 𝑆id does not satisfy

the policy 𝑃∗, so such a vector v∗id is guaranteed to exist by Definition 2.2. Now, for each 𝑘 ∈ [ℓ], the
challenger generates 𝑠′

𝑘
by instead sampling 𝑠′

𝑘

r← Z𝑝 and letting 𝑠′
𝑘
= 𝑠′

𝑘
+ 𝛾𝛽∑

id∈C:𝜌∗ (𝑘 )∉𝑆id
1

𝜏−idm
T
𝑘
v∗id.

• Hybrid Hyb(𝑏 )
4

: Same as Hyb(𝑏 )
3

, except the challenger now samples [𝑐∗
1
]T r← GT. In particular, the message-

embedding component [𝑐∗
1
]T of the challenge ciphertext is replaced with a random group element (i.e., the

challenge ciphertext in this experiment no longer depends on the bit 𝑏).

We now argue that each pair of hybrids is indistinguishable provided the adversary A is efficient and admissible. In

particular, we bound the difference in the output distribution of each pair of consecutive hybrids in the lemmas below.

Lemma 4.7. There exists a negligible function negl
0
(·) independent of (𝑁, 𝐼 ) and a positive polynomial poly

0
(𝜆) such

that | Pr[Hyb(𝑏 )
0
(A) = 1] − Pr[Hyb(𝑏 )

1
(A) = 1] | ≤ poly

0
(𝜆) · negl

0
(𝜆).

Proof. The only difference between the hybrids is that 𝜏
r← Z𝑝 in hybrid Hyb(𝑏 )

0
and 𝜏

r← Z𝑝 \ 𝐼𝜆 in hybrid Hyb(𝑏 )
1

.

The statistical distance between the uniform distributions on these two sets is bounded by 𝑁 /𝑝 . The lemma follows

from the fact that 𝑁 = 𝑁 (𝜆) is positive (integer-valued) and 𝑝 ≥ 2
2𝜆

per Definition 2.1. □

Lemma 4.8. There exists a negligible function negl
1
(·) independent of (𝑁, 𝐼 ) and a positive polynomial poly

1
(𝜆) such

that | Pr[Hyb(𝑏 )
1
(A) = 1] − Pr[Hyb(𝑏 )

2
(A) = 1] | ≤ poly

1
(𝜆) · negl

1
(𝜆).
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Proof. The two hybrids are identical until the event that
∑

id∈𝐼𝜆
1

𝜏−id = 0 in the setup phase or the event that 𝑠2 = 0

occurs in the challenge phase. To analyze the former, we first note that

∏
id∈𝐼𝜆 (𝜏 − id) ≠ 0 if 𝜏 ∉ 𝐼𝜆 . Then we can write

Pr

[ ∑︁
id∈𝐼𝜆

1

𝜏 − id = 0 : 𝜏
r← Z𝑝 \ 𝐼𝜆

]
= Pr

[(∏
id∈𝐼𝜆

(𝜏 − id)
) ( ∑︁

id∈𝐼𝜆

1

𝜏 − id

)
= 0 : 𝜏

r← Z𝑝 \ 𝐼𝜆

]

= Pr


∑︁
id∈𝐼𝜆

∏
id′∈𝐼𝜆\{id}

(𝜏 − id′) = 0 : 𝜏
r← Z𝑝 \ 𝐼𝜆


≤ 𝑁 − 1
𝑝 − 𝑁 .

The inequality follows from the Schwartz–Zippel lemma and the fact that 𝑇 (𝑋 ) = ∑
id∈𝐼𝜆

∏
id′∈𝐼𝜆\{id} (𝑋 − id

′) is a
non-zero polynomial of degree at most 𝑁 − 1. To analyze the latter event, since the challenger samples 𝑠2

r← Z𝑝 , this
event occurs with probability 1/𝑝 . The lemma now follows from the fundamental lemma of game playing [BR06,

Lemma 2], the fact that 𝑁 = 𝑁 (𝜆) is positive, and 𝑝 ≥ 2
2𝜆
. □

Lemma 4.9. It holds that Pr[Hyb(𝑏 )
2
(A) = 1] = Pr[Hyb(𝑏 )

3
(A) = 1].

Proof. Both hybrids generate identical distributions. The only difference is in how these distributions are sampled.

Below, we analyze each individual phase of both hybrids.

• Setup phase and key-generation queries: Consider the randomness used to generate the common reference

string and the key-generation queries. For the former, the challenger samples 𝜏,𝑦, 𝛼
r← Z𝑝 to construct the crs,

while for the latter, the only randomness is 𝑟id
r← Z𝑝 which is used to construct (pkid, skid) for each id ∈ H

whereH = 𝐼𝜆 \ C. We specify the distributions of these elements in the two hybrids below:

Hybrid Hyb(𝑏 )
2

Hybrid Hyb(𝑏 )
3

𝜏
r← Z𝑝 𝜏

r← Z𝑝
𝑦

r← Z𝑝 𝑦 ← 𝛾𝛽 where 𝛾
r← Z𝑝

𝛼
r← Z𝑝 𝛼 ← 𝛼 − 𝛾𝛽𝜏𝑁−1 where 𝛼

r← Z𝑝

id ∈ H : 𝑟id
r← Z𝑝 𝑟id ← 𝑟id +

𝛾

𝜏 − id where 𝑟id
r← Z𝑝 ,

where 𝛽 =
∑

id∈𝐼𝜆
1

𝜏−id . If 𝛽 = 0, then both experiments output 0. If 𝛽 ≠ 0, then the marginal distribution of 𝑦

in both experiments is uniform over Z𝑝 . Furthermore, 𝛼 and each 𝑟id are generated by masking constants with

fresh uniform samples used nowhere else (including later phases, as can be seen below). Consequently, the

distributions of the elements in this phase are identical between the two hybrids.

• Challenge phase: As aggregation is deterministic, the only random coins in this phase are those used in
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generating the challenge ciphertext ct∗, which we detail below.

Hybrid Hyb(𝑏 )
2

Hybrid Hyb(𝑏 )
3

𝑠1
r← Z𝑝 𝑠1 ← 𝑠1 +

∑︁
id∈H

1

𝜏 − id where 𝑠1
r← Z𝑝

𝑠2
r← Z𝑝 𝑠2 ← 𝑠2 +

∑︁
id∈C

1

𝜏 − id where 𝑠2
r← Z𝑝

𝑣1 = 1 𝑣1 ←
1

𝑠2

(
𝑣1 + 𝑠2 +

∑︁
id∈C

1

𝜏 − id𝑣
∗
id,1

)
where 𝑣1 = 0, 𝑣∗id,1 = 1

𝑖 ∈ [2, 𝑛] : 𝑣𝑖
r← Z𝑝 𝑣𝑖 ←

1

𝑠2

(
𝑣𝑖 + 𝑠2 +

∑︁
id∈C

1

𝜏 − id𝑣
∗
id,𝑖

)
where 𝑣𝑖

r← Z𝑝

𝑘 ∈ [ℓ] : 𝑠′
𝑘

r← Z𝑝 𝑠′
𝑘
← 𝑠′

𝑘
+ 𝛾𝛽

∑︁
id∈C:𝜌∗ (𝑘 )∉𝑆id

1

𝜏 − idm
T
𝑘
v∗id where 𝑠′

𝑘

r← Z𝑝 ,

where v∗id = (1, 𝑣
∗
id,2, . . . , 𝑣

∗
id,𝑛) ∈ Z

𝑛
𝑝 for each id ∈ C. To analyze this phase, we can imagine an intermediate hybrid

with two transitions: the first modifies the generation of 𝑠1, 𝑠2, and each 𝑠
′
𝑘
, while the second modifies the gener-

ation of v = (𝑣1, . . . , 𝑣𝑛). In the first transition, the distributions are identical because 𝑠1, 𝑠2, and 𝑠
′
𝑘
are generated

by masking constants with samples used nowhere else (as v yet remains unchanged). For the second transition,

substituting 𝑣1 = 0 and 𝑣∗id,1 = 1 directly yields 𝑣1 = 1. For 𝑖 ∈ [2, 𝑛], since 𝑣𝑖 is uniform over Z𝑝 , the term 𝑣𝑖/𝑠2
is also uniform and masks the remaining constants (which can now be dependent on the previous samples).

We conclude that the two distributions are identically distributed. □

Lemma 4.10. Suppose Assumption 4.4 holds with respect to GroupGen. Then there exists a negligible function negl
3
(·)

independent of (𝑁, 𝐼 ) such that for all efficient admissible adversaries A, there exists a positive polynomial poly
3
(·) such

that | Pr[Hyb(𝑏 )
3
(A) = 1] − Pr[Hyb(𝑏 )

4
(A) = 1] | ≤ poly

3
(𝜆) · negl

3
(𝜆).

Proof. The lemma follows by constructing an efficient reduction B𝑏 against Assumption 4.4 with respect toGroupGen
and the 𝑁 = 𝑁 (𝜆) and 𝐼 = {𝐼𝜆}𝜆∈N fixed above. We describe the reduction below:

• Setup phase: The reduction B𝑏 receives (G, params,𝑇 ) where G = (G1,G2,GT, 𝑝, 𝑔1, 𝑔2, 𝑒) ← GroupGen(1𝜆)
and the parameters

params = ©­«
[1]1, [𝜏]1, . . . , [𝜏𝑁−1]1, [1]2, [𝜏]2, . . . , [𝜏𝑁−1]2,

[𝛽]1, {[ 𝛾

𝜏−id ]1}id∈𝐼𝜆
[𝛾]2, [𝛾𝜏]2, . . . , [𝛾𝜏𝑁−2]2, [𝛾𝛽]2, [𝛾𝛽𝜏]2, . . . , [𝛾𝛽𝜏𝑁−2]2

ª®¬ ,
for 𝜏

r← Z𝑝 \ 𝐼𝜆 , 𝛾 r← Z𝑝 , and 𝛽 =
∑

id∈𝐼𝜆
1

𝜏−id , as well as 𝑇 = [𝛾𝛽2𝜏𝑁−1]T or 𝑇 r← GT. Recall that [1]1 := 𝑔1 and
[1]2 := 𝑔2 denote random generators 𝑔1

r← G1 \ {𝑔0
1
} and 𝑔2 r← G2 \ {𝑔0

2
}. In what follows, we will use blue

to denote the challenge terms the reduction has received.

First, the reduction checks if [𝛽]1 = [0]1. If so, then the reduction halts with output 0. Otherwise, the reduction

defines and computes the following values:

– Let [𝛾𝛽]1 =
∑

id∈𝐼𝜆
[ 𝛾

𝜏−id
]
1
.

– Let [𝝉 ]1 = ( [1]1, [𝜏]1, [𝜏2]1, . . . , [𝜏𝑁−1]1) and [𝝉 ]2 = ( [1]2, [𝜏]2, [𝜏2]2, . . . , [𝜏𝑁−1]2).
– Let [𝝌 ]2 = ( [𝛾𝛽]2, [𝛾𝛽𝜏]2, . . . , [𝛾𝛽𝜏𝑁−2]2).
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The reduction B𝑏 first samples 𝛼
r← Z𝑝 then generates crs = (G, [𝛼]T, [𝝉 ]1, [𝝉 ]2, [𝑦]1, [y]2) by computing the

following:

[𝛼]T = [𝛼]T − [𝜏𝑁−1]1 · [𝛾𝛽]2, [𝑦𝑖 ]2 = [𝛾𝛽𝜏𝑖−1]2 for 𝑖 ∈ [𝑁 − 1],
[𝑦]1 = [𝛾𝛽]1, [𝑦𝑁 ]2 = [𝛼]2 .

The reduction B𝑏 starts running the adversary A on input (1𝜆, 1𝑁 , 𝐼𝜆) and provides it crs. The reduction also

initializes ctr = 0 and an empty dictionary D.

• Query phase: During the query phase, the adversary A is able to make the following query:

– Key-generation query: When the adversary submits an index id ∈ 𝐼𝜆 , the reduction B𝑏 generates a
public key pkid = ( [𝑟id]1, [r′id]2) by sampling 𝑟id

r← Z𝑝 and computing

[𝑟id]1 = [𝑟id]1 +
[ 𝛾

𝜏 − id

]
1

and [𝑟 ′id,𝑖 ]2 = 𝑟id
(
[𝜏𝑖 ]2 − id[𝜏𝑖−1]2

)
+ [𝛾𝜏𝑖−1]2 for 𝑖 ∈ [𝑁 − 1] .

The reduction sends pkid to the adversary A. It also increments the counter ctr← ctr + 1 and adds the

mapping D[ctr] = (id, pkid, 𝑟id) to the dictionary.

• Challenge phase: For each 𝑖 ∈ [𝑁 ], the adversary A specifies a tuple (𝑐𝑖 , id∗𝑖 , 𝑆∗𝑖 , pk
∗
𝑖 , sk

∗
𝑖 , 𝑟
∗
𝑖 ) where 𝑐𝑖 ∈

[ctr] ∪ {⊥} and (pk∗𝑖 , sk∗𝑖 ) ← KeyGen(crs, id∗𝑖 ; 𝑟 ∗𝑖 ). The reduction B𝑏 halts with output 0 if {id∗𝑖 }𝑖∈[𝑁 ] ≠ 𝐼𝜆 .

Otherwise, it initializes empty setsH and C and then proceeds as follows:

– If 𝑐𝑖 ∈ [ctr], the reduction B𝑏 sets (id𝑖 , pk𝑖 , 𝑟𝑖 ) = D[𝑐𝑖 ]. If id𝑖 ≠ id∗𝑖 , the reduction B𝑏 halts with output

0. Otherwise, it sets pkid𝑖 = pk𝑖 , 𝑆id𝑖 = 𝑆
∗
𝑖 , and 𝑟id𝑖 = 𝑟𝑖 . It also adds id𝑖 toH .

– If 𝑐𝑖 = ⊥, the reduction B𝑏 sets id𝑖 = id∗𝑖 , pkid𝑖 = pk∗𝑖 , 𝑟id𝑖 = 𝑟
∗
𝑖 , and 𝑆id𝑖 = 𝑆

∗
𝑖 . With this, B𝑏 computes

pkid𝑖 = ( [𝑟id𝑖 ]1, [r
′
id𝑖 ]2) and skid𝑖 = 𝑟id𝑖 ,

where r′id𝑖 = (𝑟id𝑖 (𝜏 − id𝑖 ), 𝑟id𝑖 (𝜏 − id𝑖 )𝜏, . . . , 𝑟id𝑖 (𝜏 − id𝑖 )𝜏
𝑁−2). It then adds id𝑖 to C.

Note that the reduction B𝑏 has now generated pkid for all indices id ∈ 𝐼𝜆 and can hence directly compute

(mpk, {hskid}id∈𝐼𝜆 ) ← Aggregate(crs, {(pkid, 𝑆id)}id∈𝐼𝜆 ). By construction, we have that the master public key

mpk = (G, [𝛼]T, [𝑦]1, [𝑟 ]1, {[𝑢𝑎]2}𝑎∈𝐴) for 𝐴 =
⋃

id∈𝐼𝜆 𝑆id.

Now consider the adversary-submitted challenge policy (M∗, 𝜌∗) whereM∗ ∈ Zℓ×𝑛𝑝 and 𝜌∗ : [ℓ] → 𝐴, as well as

the challenge message [𝜇∗
𝑏
]T. The reduction begins by sampling 𝑠1, 𝑠2

r← Z𝑝 and assigning s̃2 = (𝑠2, . . . , 𝑠2) ∈ Z𝑛𝑝 .
It then generates the message-embedding and index-specific challenge ciphertext components by computing

[𝑐∗
1
]T = [𝛼 (𝑠1 + 𝑠2)]T + [𝛽]1 · [𝛼]2 − (𝑠1 + 𝑠2) [𝜏𝑁−1]1 · [𝛾𝛽]2 −𝑇 + [𝜇∗𝑏]T,

[𝑐∗
2
]1 = [𝑠1 + 𝑠2]1 + [𝛽]1,

[𝑐∗
3
]1 = 𝑠1 [𝛾𝛽]1 −

(
𝑠1 + 𝑠2

) ∑︁
id∈H

[ 𝛾

𝜏 − id

]
1

−
( ∑︁
id∈H

𝑟id +
∑︁
id∈C

𝑟id

) (
[𝑠1 + 𝑠2]1 + [𝛽]1

)
.

For the attribute-specific components, the reduction B𝑏 samples 𝑣2, . . . , 𝑣𝑛
r← Z𝑝 and lets ṽ = (0, 𝑣2, . . . , 𝑣𝑛).

Next, for each id ∈ C, it lets v∗id be the vector with first component 1 where mT
𝑘
v∗id = 0 for all 𝑘 ∈ [ℓ] such that

𝜌∗ (𝑘) ∈ 𝑆id. Such vectors exist because the attribute sets for corrupted users do not satisfy challenge policies

output by an admissible adversary. Finally, for each 𝑘 ∈ [ℓ], the reduction samples 𝑠′
𝑘

r← Z𝑝 and assigns the

remaining challenge ciphertext components by computing

[𝑐∗
4,𝑘
]1 = mT

𝑘
(ṽ + s̃2) [𝛾𝛽]1 − [𝑠′𝑘 ]1,

[𝑐∗
5,𝑘
]2 = 𝑠′𝑘 f

T
𝜌∗ (𝑘 ) [𝝉 ]2 +

∑︁
id∈C:𝜌∗ (𝑘 )∉𝑆id

mT
𝑘
v∗idh

T
𝜌∗ (𝑘 ),id [𝝌 ]2.
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Here, f𝜌∗ (𝑘 ) is the coefficient vector associated with the polynomial 𝐹𝜌∗ (𝑘 ) (𝑋 ) of degree 𝑁 − 1 (used to generate
mpk) and h𝜌∗ (𝑘 ),id is the coefficient vector associated with the polynomial 𝐻𝜌∗ (𝑘 ),id (𝑋 ) := 𝐹𝜌∗ (𝑘 ) (𝑋 )/(𝑋 − id)
of degree 𝑁 − 2 (used only by the reduction), which is well-defined as B𝑏 only computes it for id ∈ C such that

𝜌∗ (𝑘) ∉ 𝑆id. The reduction provides ct∗ = ((M∗, 𝜌∗), [𝑐∗
1
]T, [𝑐∗2]1, [𝑐∗3]1, {([𝑐∗4,𝑘 ]1, [𝑐

∗
5,𝑘
]2)}𝑘∈[ℓ ]) to the adversary.

• Output phase:When the adversary A outputs a bit 𝑏∗, the reduction B𝑏 forwards this as its own answer.

We now argue that conditioned on 𝑠2 = 𝑠2 +
∑

id∈C
1

𝜏−id ≠ 0, the reduction algorithm B𝑏 perfectly simulates Hyb(𝑏 )
3

to A when it receives 𝑇 = [𝛾𝛽2𝜏𝑁−1]T and perfectly simulates Hyb(𝑏 )
4

to A when 𝑇
r← GT. We first analyze the

components that are identical between the two hybrids.

• Setup phase: Consider now the common reference string crs = (G, [𝛼]T, [𝝉 ]1, [𝝉 ]2, [𝑦]1, [y]2), recalling that
𝑦 = 𝛾𝛽 and 𝛼 = 𝛼 − 𝛾𝛽𝜏𝑁−1 in both hybrids. We have that

[𝛼]T = [𝛼 − 𝛾𝛽𝜏𝑁−1]T = [𝛼]T − [𝜏𝑁−1]1 · [𝛾𝛽]2,
[𝑦𝑖 ]2 = [𝑦𝜏𝑖−1]2 = [𝛾𝛽𝜏𝑖−1]2 for 𝑖 ∈ [𝑁 − 1],
[𝑦𝑁 ]2 = [𝛼 + 𝑦𝜏𝑁−1]2 = [𝛼 − 𝛾𝛽𝜏𝑁−1 + 𝛾𝛽𝜏𝑁−1]2 = [𝛼]2.

Finally, recalling that the reduction computes

∑
id∈𝐼𝜆 [

𝛾

𝜏−id ]1 = [𝛾
∑

id∈𝐼𝜆
1

𝜏−id ]1 = [𝛾𝛽]1, we have that [𝑦]1 =
[𝛾𝛽]1. This matches the specification in Hyb(𝑏 )

3
and Hyb(𝑏 )

4
. Note that if 𝛽 = 0, then the reduction outputs 0,

which matches the behavior in Hyb(𝑏 )
3

and Hyb(𝑏 )
4

.

• Honest registration queries: Moving on to the public keys pkid = ( [𝑟id]1, [r′id]2) generated during honest

registration queries, we can see that

[𝑟id]1 =
[
𝑟id +

𝛾

𝜏 − id

]
1

= [𝑟id]1 +
[ 𝛾

𝜏 − id

]
1

,

[𝑟 ′id,𝑖 ]2 = [𝑟id (𝜏 − id)𝜏
𝑖−1]2

=

[(
𝑟id +

𝛾

𝜏 − id

)
(𝜏 − id)𝜏𝑖−1

]
2

=

[
𝑟id (𝜏 − id)𝜏𝑖−1 +

𝛾

𝜏 − id (𝜏 − id)𝜏
𝑖−1

]
2

= 𝑟id
(
[𝜏𝑖 ]2 − id[𝜏𝑖−1]2

)
+ [𝛾𝜏𝑖−1]2 for 𝑖 ∈ [𝑁 − 1] .

Again, this matches the specification in Hyb(𝑏 )
3

and Hyb(𝑏 )
4

.

• Challenge phase:We now consider the components of the challenge ciphertext. Recall first that 𝛽 =
∑

id∈𝐼𝜆
1

𝜏−id
per Assumption 4.4. Next, both hybrids assign 𝑠1 = 𝑠1 +

∑
id∈H

1

𝜏−id and 𝑠2 = 𝑠2 +
∑

id∈C
1

𝜏−id , and 𝑠 = 𝑠1 + 𝑠2 by
construction. Here,H and C are the honest index and corrupted index sets the reduction creates based on the

adversary’s submitted tuples. Consider first the message-embedding component [𝑐∗
2
]1.

[𝑐∗
2
]1 = [𝑠]1 =

[
𝑠1 +

∑︁
id∈H

1

𝜏 − id + 𝑠2 +
∑︁
id∈C

1

𝜏 − id

]
1

=

[
𝑠1 + 𝑠2 +

∑︁
id∈𝐼𝜆

1

𝜏 − id

]
1

= [𝑠1 + 𝑠2]1 + [𝛽]1,

which coincides with the how the reduction simulates [𝑐∗
2
]1. Next, we consider the index-based component

[𝑐∗
3
]1 = 𝑠1 [𝑦]1 − 𝑠 [𝑟 ]1. Here, it is simpler to consider the terms [𝑠1𝑦]1 and [𝑠𝑟 ]1 separately. For the former, we

have that

[𝑠1𝑦]1 =
[(
𝑠1 +

∑︁
id∈H

1

𝜏 − id

)
𝛾𝛽

]
1

= 𝑠1 [𝛾𝛽]1 +
[
𝛾𝛽

∑︁
id∈H

1

𝜏 − id

]
1

,
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recalling that the hybrids define 𝑠1 = 𝑠1 +
∑

id∈H
1

𝜏−id and 𝑦 = 𝛾𝛽 . For the latter, we have that

[𝑠𝑟 ]1 =
[
(𝑠1 + 𝑠2 + 𝛽)

( ∑︁
id∈H

(
𝑟id +

𝛾

𝜏 − id

)
+

∑︁
id∈C

𝑟id

)]
1

=

[
(𝑠1 + 𝑠2 + 𝛽)

( ∑︁
id∈H

𝛾

𝜏 − id +
∑︁
id∈H

𝑟id +
∑︁
id∈C

𝑟id

)]
1

= (𝑠1 + 𝑠2)
∑︁
id∈H

[ 𝛾

𝜏 − id

]
1

+
[
𝛾𝛽

∑︁
id∈H

1

𝜏 − id

]
1

+
( ∑︁
id∈H

𝑟id +
∑︁
id∈C

𝑟id

)
( [𝑠1 + 𝑠2]1 + [𝛽]1),

using the fact that 𝑠 = 𝑠1 + 𝑠2 + 𝛽 (as shown above), 𝑟 =
∑

id∈𝐼𝜆 𝑟id by construction, and that 𝑟id = 𝑟id + 𝛾

𝜏−id for

id ∈ H . Combining the two terms, we have that

[𝑐∗
3
]1 = 𝑠1 [𝑦]1 − 𝑠 [𝑟 ]1 = [𝑠1𝑦]1 − [𝑠𝑟 ]1

= 𝑠1 [𝛾𝛽]1 −
(
𝑠1 + 𝑠2

) ∑︁
id∈H

[ 𝛾

𝜏 − id

]
1

−
( ∑︁
id∈H

𝑟id +
∑︁
id∈C

𝑟id

) (
[𝑠1 + 𝑠2]1 + [𝛽]1

)
.

For the attribute-based components in the ciphertext, we first consider [𝑐∗
4,𝑘
]1 = (𝑠2mT

𝑘
v) [𝑦]1 − [𝑠′𝑘 ]1 for 𝑘 ∈ [ℓ],

and, similar to the previous step, we consider terms [𝑠2𝑦mT
𝑘
v]1 and [𝑠′𝑘 ]1 separately. Suppose for now that

𝑠2 ≠ 0. Then, for the term [𝑠2𝑦mT
𝑘
v]1, we have

[𝑠2𝑦mT
𝑘
v]1 =

[
𝑠2𝛾𝛽mT

𝑘

1

𝑠2

(
ṽ + s̃2 +

∑︁
id∈C

1

𝜏 − idv
∗
id

)]
1

= [𝛾𝛽mT
𝑘
(ṽ + s̃2)]1 +

[
𝛾𝛽mT

𝑘

∑︁
id∈C

1

𝜏 − idv
∗
id

]
1

= [𝛾𝛽mT
𝑘
(ṽ + s̃2)]1 +

𝛾𝛽 ©­«
∑︁

id∈C:𝜌∗ (𝑘 )∉𝑆id

1

𝜏 − idm
T
𝑘
v∗id +

∑︁
id∈C:𝜌∗ (𝑘 ) ∈𝑆id

1

𝜏 − idm
T
𝑘
v∗id

ª®¬
1

= mT
𝑘
(ṽ + s̃2) [𝛾𝛽]1 +

𝛾𝛽
∑︁

id∈C:𝜌∗ (𝑘 )∉𝑆id

1

𝜏 − idm
T
𝑘
v∗id

1 ,
where we have used the fact that the hybrids define v = 1

𝑠2
(ṽ+ s̃2 +

∑
id∈C

1

𝜏−idv
∗
id) where v

∗
id is a vector with first

component 1wheremT
𝑘
v∗id = 0 for all𝑘 ∈ [ℓ] such that 𝜌∗ (𝑘) ∈ 𝑆id. For the latter term, it follows by definition that

[𝑠′
𝑘
]1 =

𝑠′𝑘 + 𝛾𝛽
∑︁

id∈C:𝜌∗ (𝑘 )∉𝑆id

1

𝜏 − idm
T
𝑘
v∗id

1 = [𝑠′𝑘 ]1 +
𝛾𝛽

∑︁
id∈C:𝜌∗ (𝑘 )∉𝑆id

1

𝜏 − idm
T
𝑘
v∗id

1 .
Hence, combining the two terms gives us

[𝑐∗
4,𝑘
]1 = (𝑠2mT

𝑘
v) [𝑦]1 − [𝑠′𝑘 ]1 = mT

𝑘
(ṽ + s̃2) [𝛾𝛽]1 − [𝑠′𝑘 ]1.
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Finally, we consider the [𝑐∗
5,𝑘
]2 component of the ciphertext. Substituting in the definition of 𝑠′

𝑘
, we have that

[𝑐∗
5,𝑘
]2 = [𝑠′𝑘 · 𝐹𝜌∗ (𝑘 ) (𝜏)]2 =

©­«𝑠′𝑘 + 𝛾𝛽
∑︁

id∈C:𝜌∗ (𝑘 )∉𝑆id

1

𝜏 − idm
T
𝑘
v∗id

ª®¬ · 𝐹𝜌∗ (𝑘 ) (𝜏)
2

= [𝑠′
𝑘
· 𝐹𝜌∗ (𝑘 ) (𝜏)]2 +

𝛾𝛽
∑︁

id∈C:𝜌∗ (𝑘 )∉𝑆id

1

𝜏 − idm
T
𝑘
v∗id · 𝐹𝜌∗ (𝑘 ) (𝜏)

2
= [𝑠′

𝑘
· 𝐹𝜌∗ (𝑘 ) (𝜏)]2 +

𝛾𝛽
∑︁

id∈C:𝜌∗ (𝑘 )∉𝑆id

mT
𝑘
v∗id · 𝐻𝜌∗ (𝑘 ),id (𝜏)

2
= 𝑠′

𝑘
fT
𝜌∗ (𝑘 ) [𝝉 ]2 +

∑︁
id∈C:𝜌∗ (𝑘 )∉𝑆id

mT
𝑘
v∗idh

T
𝜌∗ (𝑘 ),id [𝝌 ]2,

where f𝜌∗ (𝑘 ) is the coefficient vector associated with the polynomial 𝐹𝜌∗ (𝑘 ) (𝑋 ) of degree 𝑁 − 1 and h𝜌∗ (𝑘 ),id
is the coefficient vector associated with the polynomial 𝐻𝜌∗ (𝑘 ),id (𝑋 ) = 𝐹𝜌∗ (𝑘 ) (𝑋 )/(𝑋 − id) of degree 𝑁 − 2.

Overall, we can see that the common reference string, honest keys, and challenge ciphertext components which are

defined identically in the two hybrids are equivalent to what the reduction B𝑏 simulates from the challenge terms,

provided that 𝑠2 ≠ 0. We now consider the message-dependent ciphertext component [𝑐∗
1
]1, which the reduction B𝑏

simulates using the challenge term 𝑇 it receives. When 𝑇 = [𝛾𝛽2𝜏𝑁−1]T, we have that the reduction computes the

component as

[𝑐∗
1
]T = [𝛼 (𝑠1 + 𝑠2)]T + [𝛽]1 · [𝛼]2 − (𝑠1 + 𝑠2) [𝜏𝑁−1]1 · [𝛾𝛽]2 −𝑇 + [𝜇∗𝑏]T

= [𝛼 (𝑠1 + 𝑠2) + 𝛼𝛽 − 𝛾𝛽𝜏𝑁−1 (𝑠1 + 𝑠2) − 𝛾𝛽2𝜏𝑁−1 + 𝜇∗𝑏]T
= [(𝛼 − 𝛾𝛽𝜏𝑁−1) (𝑠1 + 𝑠2 + 𝛽) + 𝜇∗𝑏]T
= [𝑠𝛼 + 𝜇∗

𝑏
]T

= 𝑠 [𝛼]T + [𝜇∗𝑏]T .

Thus, the reduction B𝑏 simulates an execution of hybrid Hyb(𝑏 )
3

to A in this case. When 𝑇
r← GT, we have that [𝑐∗1]T

is additively masked by 𝑇 and hence is uniform (and independent of all other components). In this case, the reduction

B𝑏 simulates an execution of hybrid Hyb(𝑏 )
4

to A. Thus, we can now write

Pr[B𝑏 (1𝜆, params) = 1 : 𝑇 = [𝛾𝛽2𝜏𝑁−1]T] =

Pr[𝑠2 ≠ 0] · Pr[Hyb(𝑏 )
3
(A) = 1] + Pr[𝑠2 = 0] · Pr[B𝑏 (1𝜆, params) = 1 : 𝑇 = [𝛾𝛽2𝜏𝑁−1]T ∧ 𝑠2 = 0]

Pr[B𝑏 (1𝜆, params) = 1 : 𝑇
r← GT] =

Pr[𝑠2 ≠ 0] · Pr[Hyb(𝑏 )
4
(A) = 1] + Pr[𝑠2 = 0] · Pr[B𝑏 (1𝜆, params) = 1 : 𝑇

r← GT ∧ 𝑠2 = 0] .

Now, in the experiment, the exponent 𝑠2 is (implicitly) set to 𝑠2 = 𝑠2 +
∑

id∈C
1

𝜏−id , where 𝑠2
r← Z𝑝 . Thus, the probability

that 𝑠2 = 0 is at most 1/𝑝 . We conclude then that

| Pr[Hyb(𝑏 )
3
(A) = 1] − Pr[Hyb(𝑏 )

4
(A) = 1] |

≤ | Pr[B𝑏 (1𝜆, params) = 1 : 𝑇 = [𝛾𝛽2𝜏𝑁−1]T] − Pr[B𝑏 (1𝜆, params) = 1 : 𝑇
r← GT] | +𝑂 (1/𝑝).

Since A is efficient, the reduction algorithm B𝑏 is also efficient. From Assumption 4.4, we know there exists a

(universal) negligible function negl(·) independent of (𝑁, 𝐼 ) and B𝑏 and a polynomial poly(·) such that

| Pr[B𝑏 (1𝜆, params) = 1 : 𝑇 = [𝛾𝛽2𝜏𝑁−1]T] − Pr[B𝑏 (1𝜆, params) = 1 : 𝑇
r← GT] | = poly(𝜆) · negl(𝜆).

Since 𝑝 ≥ 2
2𝜆
, the claim follows. □
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Lemma 4.11. Pr[Hyb(0)
4
(A) = 1] = Pr[Hyb(1)

4
(A) = 1].

Proof. This follows from the fact that the adversary’s view is independent of the bit 𝑏. □

Theorem 4.6 now follows by combining Lemmas 4.7 to 4.11 using a hybrid argument as follows:

AdvA,𝑁 ,𝐼 (𝜆) = | Pr[Hyb(0)
0
(A) = 1] − Pr[Hyb(1)

0
(A) = 1] |

≤
∑︁

𝑏∈{0,1}

3∑︁
𝑖=0

| Pr[Hyb(𝑏 )
𝑖
(A) = 1] − Pr[Hyb(𝑏 )

𝑖+1 (A) = 1] |

≤ 2

(
poly

0
(𝜆) · negl

0
(𝜆) + poly

1
(𝜆) · negl

1
(𝜆) + poly

3
(𝜆) · negl

3
(𝜆)

)
≤

(
2poly

0
(𝜆) + 2poly

1
(𝜆) + 2poly

3
(𝜆)

) (
negl

0
(𝜆) + negl

1
(𝜆) + negl

3
(𝜆)

)
.

The last inequality holds because negl
0
, negl

1
, negl

3
≥ 0. The theorem follows by setting poly(𝜆) = 2poly

0
(𝜆) +

2poly
1
(𝜆) + 2poly

3
(𝜆) and negl(𝜆) = negl

0
(𝜆) + negl

1
(𝜆) + negl

3
(𝜆), and observing that all of the negligible functions

are independent of (𝑁, 𝐼 ). □

Corollary 4.12 (Slotted Registered ABE from Pairings). Let 𝜆 be a security parameter andGroupGen be an asymmetric
prime-order pairing-group generator that outputs groups of order 𝑝 = 𝑝 (𝜆). Suppose Assumption 4.4 holds with respect to
GroupGen. LetU = {U𝜆}𝜆∈N be any attribute universe and let P = {P𝜆}𝜆∈N be a set of policies that can be described
by a linear secret sharing scheme with attribute universeU over Z𝑝 . Then there exists a slotted registered ABE scheme
with attribute universeU, policy space P, and index space I = {{0, 1}𝜆}𝜆∈N. The scheme is index-set-selectively secure
without corruptions in the registered-key model. To support 𝑁 users, the scheme has the following efficiency properties:

• The common reference string crs contains 𝑁 + 1 elements in G1, 2𝑁 elements in G2, and 1 element in G𝑇 .

• Each user public key pkid contains 1 element in G1 and 𝑁 − 1 elements in G2.

• The master public key mpk contains 2 elements in G1, |𝐴| elements in G2, and 1 element in G𝑇 . Here, 𝐴 denotes
the union of all users’ sets of attributes.

• Each helper decryption key hskid contains |𝑆id | elements in G1 and 3 elements in G2. Here, 𝑆id is the attribute set
of the user with index id.

• A ciphertext ct contains |𝑃 | + 2 elements in G1, |𝑃 | elements in G2, and 1 element in G𝑇 , where 𝑃 is the policy.

Lifting to standard registered ABE. As discussed in Section 3.1, we can lift Corollary 4.12 from the registered-key

model to the plain model using a (simulation-sound) NIZK proof of knowledge (cf. [LWW25, Appendix A]). Then, we

can apply the powers-of-two transformation from [HLWW23] to obtain a full-fledged registered ABE scheme in the

plain model (that supports dynamic registration). Technically, the transformation from [HLWW23] only considers

a fixed-size index space; for completeness, we show in Appendix B that the transformation still applies when we

consider a large index space. Taken together, we obtain the following corollary:

Corollary 4.13 (Statically-Secure Registered ABE from Pairings). Let 𝜆 be a security parameter and GroupGen be
an asymmetric prime-order pairing-group generator that outputs groups of order 𝑝 = 𝑝 (𝜆). Suppose Assumption 4.4 holds
with respect to GroupGen. LetU = {U𝜆}𝜆∈N be any attribute universe and let P = {P𝜆}𝜆∈N be a set of policies that
can be described by a linear secret sharing scheme with attribute universeU over Z𝑝 . Then there exists a registered ABE
scheme with attribute universeU, policy space P, and index space I = {{0, 1}𝜆}𝜆∈N. The scheme satisfies static security
(i.e., where the adversary has to declare the index set upfront and is not allowed to corrupt any users). To support up to
𝑁 users, the scheme has the following efficiency properties:

• The size of the common reference string crs is 𝑁 · poly(𝜆, log𝑁 ).

• The size of each user public key pkid is 𝑁 · poly(𝜆, log𝑁 ).
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• The size of the master public key mpk is |𝐴| · poly(𝜆, log𝑁 ) where 𝐴 is the attribute set for all aggregated users.

• The size of each helper decryption key hskid is |𝑆id | · poly(𝜆, log𝑁 ) where 𝑆id is the attribute set for the user with
index id.

• The size of a ciphertext ct is |𝑃 | · poly(𝜆, log𝑁 ) where 𝑃 is the policy.

Adaptive security in the random oracle model. We can also consider Construction 4.1 in the setting where

we fix the index space to be I = {I𝜆}𝜆∈N where I𝜆 = {1, . . . , 𝑁 (𝜆)}. This coincides with the setting considered in

previous pairing-based registered ABE schemes [HLWW23, ZZGQ23, GLWW23, AT24, LWW25, GHK
+
25]. Since

the index set is completely fixed in this case, Corollary 4.12 gives a slotted registered ABE scheme with index space

I that is adaptively secure without corruptions in the registered-key model. We can now appeal to the transformations

in Remark 3.8 to obtain an adaptively secure registered ABE for the same attribute universe and policy family in the

random oracle model. We summarize this instantiation below:

Corollary 4.14 (Adaptively-Secure Registered ABE from Pairings in the Random Oracle Model). Let 𝜆 be a security
parameter and GroupGen be an asymmetric prime-order pairing-group generator that outputs groups of order 𝑝 = 𝑝 (𝜆).
Suppose Assumption 4.4 holds with respect to GroupGen with sub-exponential security.5 Let U = {U𝜆}𝜆∈N be any
attribute universe and let P = {P𝜆}𝜆∈N be a set of policies where each policy is of size at most |P | and can be described
by a linear secret sharing scheme with attribute universeU over Z𝑝 . Then there exists an adaptively secure registered
ABE scheme with attribute universe U, policy space P, and index set I = {[𝑁 (𝜆)]}𝜆∈N in the random oracle model.
To support up to 𝑁 users, the scheme has the following efficiency properties:

• The size of the common reference string crs is 𝑁 · poly(𝜆, |P |, log𝑁 ).

• The size of each user’s public key pkid is 𝑁 · poly(𝜆, |P |, log𝑁 ).

• The size of the master public keympk is |𝐴| ·poly(𝜆, |P |, log𝑁 ) where𝐴 is the attribute set for all aggregated users.

• The size of each helper decryption key hskid is |𝑆id | · poly(𝜆, |P |, log𝑁 ) where 𝑆id is the attribute set for the user
with index id.

• The size of a ciphertext ct is poly(𝜆, |P |, log𝑁 ).
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A Registered Attribute-Based Encryption
We recall the syntax and definitions for registered attribute-based encryption (registered ABE). The preliminaries

below are directly adapted from [HLWW23] with changes that reflect specific properties of our construction. We

discuss these changes in Remarks A.5 to A.8.

Definition A.1 (Registered ABE). LetU = {U𝜆}𝜆∈N be an attribute universe and P = {P𝜆}𝜆∈N be a set of policies

overU. LetM = {M𝜆}𝜆∈N be a message space and I = {I𝜆}𝜆∈N be an index space. A registered ABE scheme with

attribute universeU, policy space P, message spaceM, and index space I is a tuple of algorithms ΠRABE = (Setup,
KeyGen,RegPK, Encrypt,Update,Decrypt) with the following properties:

• Setup(1𝜆, 1𝑁 ) → crs: On input the security parameter 𝜆 and a maximum number of users𝑁 , the setup algorithm

outputs a common reference string crs. We assume that crs implicitly contains the security parameter 1
𝜆
.

• KeyGen(crs, id) → (pk, sk): On input the common reference string crs and an index id ∈ I𝜆 , the key-generation
algorithm outputs a public key pk and a secret decryption key sk.

• RegPK(crs, aux, id, pk, 𝑆) → (mpk, aux′): On input the common reference string crs, a curator state aux (ini-
tially set to ⊥), an index id ∈ I𝜆 , a public key pk, and a set of attributes 𝑆 ⊆ U𝜆 , the registration algorithm

outputs the master public key mpk and an updated curator state aux′. This algorithm is deterministic.

• Encrypt(mpk, 𝑃, 𝜇) → ct: On input the master public keympk, an access policy 𝑃 ∈ P𝜆 , and a message 𝜇 ∈ M𝜆 ,

the encryption algorithm outputs a ciphertext ct.

• Update(crs, aux, pk) → hsk: On input the common reference string crs, a curator state aux, and a public key

pk, the update algorithm outputs a helper decryption key hsk. This algorithm is deterministic.

• Decrypt(sk, hsk, ct) → 𝜇: On input a decryption key sk, a helper decryption key hsk, and a ciphertext ct, the
decryption algorithm outputs either a message 𝜇 ∈ M𝜆 , a special symbol 𝜇 = ⊥ to indicate a decryption failure,

or a special flag 𝜇 = GetUpdate that indicates an updated helper decryption key is needed to decrypt.

Definition A.2 (Correctness, Compactness, and Update Efficiency). Let ΠRABE = (Setup,KeyGen,RegPK, Encrypt,
Update,Decrypt) be a registered ABE scheme with attribute universe U = {U𝜆}𝜆∈N, policy space P = {P𝜆}𝜆∈N,
message spaceM = {M𝜆}𝜆∈N, and index space I = {I𝜆}𝜆∈N. Consider a game between an adversary A and a

challenger that is parameterized by a security parameter 𝜆 and consists of the following phases:

• Setup phase: On input the security parameter 1
𝜆
, the adversary A begins by declaring a bound 1

𝑁
on the

maximum number of users. The challenger responds toA with crs← Setup(1𝜆, 1𝑁 ) and additionally initializes
a curator state aux = ⊥, a master public key mpk

0
= ⊥, registration and encryption counters ctr[reg] = 0 and

ctr[enc] = 0, respectively, and a challenge registration index ctr∗ [reg] = ∞.

• Query phase: During the query phase, the adversary A is able to make the following queries:

– Non-challenge registration query: The adversary submits an index id, a public key pk, and a set of

attributes 𝑆 ⊆ U𝜆 . If the index has already been registered, the challenger returns ⊥. Otherwise, it incre-
ments the counter ctr[reg] ← ctr[reg] + 1, registers the public key by computing (mpkctr[reg], aux

′) ←
RegPK(crs, aux, id, pk, 𝑆), and then updates the curator state by setting aux← aux′.

– Challenge registration query: The adversary submits a challenge index id∗ ∈ I𝜆 and challenge set

of attributes 𝑆∗ ⊆ U𝜆 . If the adversary has previously made a challenge registration query or if the

index has previously been registered, then the challenger replies with ⊥. Otherwise, it increments the

counter ctr[reg] ← ctr[reg] + 1, generates the challenge key (pk∗, sk∗) ← KeyGen(crs, id∗), registers by
computing (mpkctr[reg], aux

′) ← RegPK(crs, aux, id∗, pk∗, 𝑆∗), and computes the helper decryption key

hsk∗ ← Update(crs, aux, pk∗). The challenger then updates aux← aux′, stores the index of the challenge
index ctr∗ [reg] ← ctr[reg], and sends (pk∗, sk∗) to A.
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– Encryption query: The adversary submits an index 𝑖 with ctr∗ [reg] ≤ 𝑖 ≤ ctr[reg], a policy 𝑃 ∈ P𝜆 , and
a message 𝜇 ∈ M𝜆 . If the adversary has not yet performed a challenge registration query or if the challenge

set of attributes 𝑆∗ does not satisfy the policy 𝑃 , the challenger replies with ⊥. Otherwise, the challenger
increments the counter ctr[enc] ← ctr[enc] + 1, responds to A with ctctr[enc] ← Encrypt(mpk𝑖 , 𝑃, 𝜇),
and stores the message 𝜇ctr[enc] ← 𝜇.

– Decryption query: The adversary submits a ciphertext index 1 ≤ 𝑗 ≤ ctr[enc]. The challenger com-

putes 𝜇′𝑗 ← Decrypt(sk∗, hsk∗, ct𝑗 ). If 𝜇′𝑗 = GetUpdate, then the challenger computes an updated helper

decryption key hsk∗ ← Update(crs, aux, pk∗) and recomputes 𝜇′𝑗 ← Decrypt(sk∗, hsk∗, ct𝑗 ). If 𝜇′𝑗 ≠ 𝜇 𝑗 ,

the experiment halts with output 𝑏 = 1.

• Output phase: If the adversary A finishes making its queries and the experiment has not halted (as a result

of a decryption query), then the experiment outputs 𝑏 = 0.

We now define correctness, compactness, and update efficiency for ΠRABE as follows:

• Correctness:We say that ΠRABE is correct if, for all (possibly unbounded) adversariesA, there exists a negligible

function negl(·) such that for all 𝜆 ∈ N, Pr[𝑏 = 1] = negl(𝜆) where 𝑏 is the output of the above game.

• Compactness: We say that ΠRABE is compact if there exists a universal polynomial poly(·, ·, ·) such that

for all 𝑖 ∈ [𝑁 ] (where 𝑁 is the user bound declared by A at the start of the game), the master public key

mpk𝑖 has size poly(𝜆, |𝐴𝑖 |, log 𝑖). We additionally require that the helper decryption key hsk∗ always has size
poly(𝜆, |𝐴|, log𝑁 ). Here, 𝐴𝑖 is the union of all attribute sets registered up through registration query 𝑖 and 𝐴

is the union of all registered attribute sets throughout the game.

• Update efficiency:We say that ΠRABE is update-efficient if the challenger invokes the update algorithm Update
at most𝑂 (log𝑁 ) times, and each invocation runs in poly(𝜆, |𝐴|, log𝑁 ) time in the RAM model of computation.

Remark A.3 (Malicious Correctness). Following [HLWW23], we define correctness so that, once a (non-challenge)

honest user generates their key, it is immediately registered. One could consider a stronger correctness notion where

a “rushing” adversary is allowed to ask an honest user to generate a key, then later on decide whether to register

it. Under this notion, the adversary can mount a “stealing” attack against the powers-of-two transform of [HLWW23]

by claiming slots associated with an honest user. Large index spaces natively prevent this kind of attack. For instance,

users could choose their indices to be verification keys for a one-time signature scheme, which is used to sign their

public keys. The key curator would then reject all public keys with an invalid signature. The resulting registered

ABE scheme would then satisfy a computational notion of correctness where a computationally bounded adversary

is unable to register keys in a way that violates correctness for honest users.

Our construction of slotted registered ABE with a large index space is adaptively secure without corruptions,

which directly implies static security of the slotted scheme. In Appendix B, we show that the powers-of-two-style

transformation from [GHMR18, HLWW23] lifts statically secure slotted registered ABE schemes with large indices to

statically secure standard registered ABE schemes with stateless key generation (that support dynamic registration).

We thus define static security of registered ABE here.

Definition A.4 (Static Security). Let ΠRABE = (Setup,KeyGen,RegPK, Encrypt,Update,Decrypt) be a registered

ABE scheme with attribute universeU = {U𝜆}𝜆∈N, policy space P = {P𝜆}𝜆∈N, message spaceM = {M𝜆}𝜆∈N, and
index space I = {I𝜆}𝜆∈N. The static security game between an adversary A and a challenger is parameterized by

positive integer-valued polynomials 𝑁 = 𝑁 (𝜆) and 𝑅 = 𝑅(𝜆) such that 𝑅(𝜆) ≤ 𝑁 (𝜆) for all 𝜆 ∈ N, a collection of

index sequences 𝐼 = {𝐼𝜆}𝜆∈N where each 𝐼𝜆 = {id𝑖 }𝑖∈[𝑅 ] ⊆ I𝜆 , a bit 𝑏 ∈ {0, 1}, and a security parameter 𝜆 and consists

of the following phases:

• Setup phase: On input the security parameter 1
𝜆
, number of slots 1

𝑁
, and the sequence of indices 𝐼𝜆 , the

adversary A begins by declaring a set C ⊆ [0, 𝑅 − 1] where each 𝑖 ∈ C indicates that the (𝑖 + 1)th registration
query will be a corrupted registration query. The challenger responds to A with crs ← Setup(1𝜆, 1𝑁 ) and
additionally initializes a curator state aux = ⊥, a master public key mpk = ⊥, and a counter ctr = 0.
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• Query phase: During the query phase, the adversary A is able to make the following queries:

– Corrupted registration query: The adversary submits a public key pk and a set of attributes 𝑆 ⊆ U𝜆 . If
ctr ∉ C, then the challenger replies with⊥. Otherwise, the challenger increments the counter ctr← ctr+1
and registers the key by computing (mpk′, aux′) ← RegPK(crs, aux, idctr, pk, 𝑆). Finally, it updates the
master public key and curator state by setting mpk← mpk′ and aux← aux′, respectively.

– Honest registration query: The adversary submits a set of attributes 𝑆 ⊆ U𝜆 . If ctr ∈ C, then the chal-

lenger replies with⊥. Otherwise, the challenger increments the counter ctr← ctr+1, generates (pk, sk) ←
KeyGen(crs, idctr), and registers the public key by computing (mpk′, aux′) ← RegPK(crs, aux, idctr, pk, 𝑆).
Finally, it updates the master public keympk← mpk′ and curator state aux← aux′, and it sends pk toA.

• Challenge phase: The adversary submits a challenge policy 𝑃∗ ∈ P𝜆 and messages 𝜇∗
0
, 𝜇∗

1
∈ M𝜆 . The challenger

computes a challenge ciphertext ct← Encrypt(mpk, 𝑃∗, 𝜇∗
𝑏
) which it provides to A.

• Output phase: At the end of the experiment, the adversaryA outputs a bit 𝑏∗, which is the output of the game.

We say that an adversary A is admissible for the static security game if, for every corrupted registration query, the

set 𝑆 submitted by A does not satisfy 𝑃∗ (i.e., attributes associated with corrupted users do not satisfy the challenge

policy). Next, we define the adversary’s advantage in the static security game with parameters (𝑁, 𝑅, 𝐼 ) to be

StaticAdvA,𝑁 ,𝑅,𝐼 (𝜆) := | Pr[𝑏∗ = 1 : 𝑏 = 0] − Pr[𝑏∗ = 1 : 𝑏 = 1] |.

We say that ΠRABE is statically secure for a fixed choice of (𝑁, 𝑅, 𝐼 ) if, for all efficient admissible adversaries A, there

exists a negligible function negl(·) such that for all 𝜆 ∈ N,

StaticAdvA,𝑁 ,𝑅,𝐼 (𝜆) ≤ negl(𝜆).

Finally, we say that ΠRABE is statically secure if it is statically secure for all positive integer-valued polynomials

𝑁 = 𝑁 (𝜆) and 𝑅 = 𝑅(𝜆) and all collections of index sequences 𝐼 = {𝐼𝜆}𝜆∈N where each 𝐼𝜆 = {id𝑖 }𝑖∈[𝑅 ] ⊆ I𝜆 .

Remark A.5 (Bounded Registered ABE). The work of [HLWW23] defines bounded and unbounded registered ABE,

where the latter does not require an a priori bound on the maximum number of users that can register in the system. As

we only consider bounded registered ABE, we directly integrate the 1
𝑁
bound into the syntax and definitions above.

Remark A.6 (Attribute-Universe-Independent Setup). Some registered ABE constructions allow the size of the

common reference string to scale with the size of the attribute universe, which must therefore be provided as input

1
|U |

to the setup procedure. We omit this since our construction does not require such a bound.

Remark A.7 (Index Space). Our formulation of registered ABE introduces indices from an index space, which may

be exponentially large. This serves as a generalization of the standard formulation, which can be recovered as a

special case by letting the index space be the set of integers {1, . . . , 𝑁 }.

Remark A.8 (Stateless Key Generation). The work of [FWW23] defines stateless key generation, where users need

only the long-term common reference string to generate keys. This is in contrast to stateful key generation, where

users must first obtain an up-to-date state from the key curator, which they use (in addition to the CRS) during key

generation. The syntax above reflects that our construction has stateless key generation.

B From Slotted Registered ABE with Large Index Space to Registered
ABE with Stateless Key Generation

The work of [HLWW23] constructs registered ABE via a generic transformation applied to the simpler notion of slotted

registered ABE, where each user in the system is assigned a slot index used for key generation, and the key curator

runs an aggregation algorithm that takes all users’ slot indices, public keys, and attributes simultaneously and outputs

a master public key. A drawback of existing pairing-based constructions of slotted registered ABE is that the user
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slot indices are integers 𝑖 ∈ [𝑁 ], where 𝑁 is the bound on the number of users. The [HLWW23] transformation thus

requires the key curator to assign to every user in the system a different slot index, which they will use to generate their

public key. The [HLWW23] transform handles this by requiring users to first obtain an index 𝑖 from the key curator’s

current state. Alternatively, each user can generate public keys for multiple distinct indices and have the key curator

select indices that are still unassigned during registration. This comes at the cost of increasing the size of the public key.

In this section, we show that (a small modification to) the [HLWW23] transform applied to statically-secure

slotted registered ABE with large index space directly results in a statically-secure standard registered ABE scheme

with stateless key generation (i.e., users can generate their keys using a fixed index independent from the state

of the system). Applied to our slotted registered ABE construction (Construction 4.1), we immediately obtain a

registered ABE scheme with stateless key generation. The transformation and proofs are nearly identical to those

of the [HLWW23] compiler, except that each user has a unique, static index they use to generate keys instead of

obtaining up-to-date unused slot indices from the key curator. Furthermore, in each user’s helper decryption key,

the key curator provides registration ordering information used to determine when to get updates (in [HLWW23],

the user obtains this in the curator state that the user obtains prior to key generation).

Construction B.1 (Slotted Registered ABE to Registered ABE). Let ΠsRABE = (Setup′,KeyGen′, IsValid′,Aggregate′,
Encrypt′,Decrypt′) be a slotted registered ABE scheme with attribute universe U = {U𝜆}𝜆∈N, policy space P =

{P𝜆}𝜆∈N, and large index space I = {I𝜆}𝜆∈N. We now construct a registered ABE scheme ΠRABE = (Setup,KeyGen,
RegPK, Encrypt,Update,Decrypt) over the same attribute spaceU, policy space P, and index space I as follows.

• Setup(1𝜆, 1𝑁 ): On input the security parameter 𝜆 and the number of slots 𝑁 = 2
𝑛
(assumed for simplicity to be a

power of two), the setup algorithm runs the setup algorithm for 𝑛+1 copies of the slotted registered ABE scheme.

Specifically, for each 𝑘 ∈ [0, 𝑛] it samples crs𝑘 ← Setup′ (1𝜆, 12𝑘 ), then it returns crs = (crs0, crs1, . . . , crs𝑛).

• KeyGen(crs, id): On input the common reference string crs = (crs0, crs1, . . . , crs𝑛) and an index id ∈ I𝜆 ,
the key generation algorithm generates a public/secret key-pair for each of the 𝑛 + 1 underlying schemes.

Specifically, for each 𝑘 ∈ [0, 𝑛] it generates (pk𝑘 , sk𝑘 ) ← KeyGen′ (crs𝑘 , id), then it outputs the public key

pk = (id, pk
0
, pk

1
, . . . , pk𝑛) and the secret decryption key sk = (sk0, sk1, . . . , sk𝑛).

• RegPK(crs, aux, id, pk, 𝑆): On input the common reference string crs = (crs0, crs1, . . . , crs𝑛), the curator state
aux, an index id ∈ I𝜆 , a public key pk = (id, pk

0
, pk

1
, . . . , pk𝑛), and a set of attributes 𝑆 ⊆ U𝜆 , the registration

algorithm proceeds as follows:

– If aux = ⊥, the algorithm initializes a counter ctr = 0, empty dictionaries D1,D2,D3 = ⊥, an empty

index set 𝐼 = ∅, and mpk = (ctr,⊥, . . . ,⊥) then sets aux = (ctr,D1,D2,D3, 𝐼 ,mpk). Otherwise, it parses
aux = (ctr,D1,D2,D3, 𝐼 ,mpk) where mpk = (ctr,mpk

0
,mpk

1
, . . . ,mpk𝑛).

– If ctr ≥ 𝑁 = 2
𝑛
, the algorithm halts and outputs the current master public key mpk and curator state aux.

– For each 𝑘 ∈ [0, 𝑛], the algorithm checks that IsValid′ (crs𝑘 , id, pk𝑘 ) = 1. If any of the checks fail, the

algorithm halts and outputs the current master public keympk and curator state aux. Otherwise, it updates
the dictionary D1 [pk] ← ctr + 1.

– For each 𝑘 ∈ [0, 𝑛], the algorithm sets 𝑖𝑘 ← (ctr mod 2
𝑘 ) + 1 and updates D2 [𝑘, 𝑖𝑘 ] ← (pk, 𝑆). It then

performs the following steps (for each given 𝑘):

∗ If 𝑖𝑘 = 2
𝑘
, the registration algorithm computes

(mpk′
𝑘
, hsk𝑘,1, . . . , hsk𝑘,2𝑘 ) ← Aggregate′ (crs𝑘 ,D2 [𝑘, 1], . . . ,D2 [𝑘, 2𝑘 ])

and updates D3 [ctr + 1 − 2𝑘 + 𝑖, 𝑘] ← hsk𝑘,𝑖 for each 𝑖 ∈ [2𝑘 ].
∗ If 𝑖𝑘 ≠ 2

𝑘
, the registration algorithm sets mpk′

𝑘
← mpk𝑘 .

– Finally, output the updated master public keympk = (ctr+ 1,mpk′
0
,mpk′

1
, . . . ,mpk′𝑛) and updated curator

state aux′ = (ctr + 1,D1,D2,D3, 𝐼 ,mpk).

• Encrypt(mpk, 𝑃, 𝜇): On input the master public key mpk = (ctr,mpk
0
,mpk

1
, . . . ,mpk𝑛), an access policy

𝑃 ∈ P𝜆 , and a message 𝜇 ∈ M𝜆 , the encryption algorithm does the following for each 𝑘 ∈ [0, 𝑛]:
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– If mpk𝑘 = ⊥, then let ct𝑘 = ⊥.
– Otherwise, compute ct𝑘 ← Encrypt′ (mpk𝑘 , 𝑃, 𝜇).

and outputs ct = (ctr, ct0, ct1, . . . , ct𝑛).

• Update(crs, aux, pk): On input the common reference string crs = (crs0, crs1, . . . , crs𝑛), the curator state

aux = (ctr,D1,D2,D3, 𝐼 ,mpk), and a user’s public key pk = (id, pk
0
, pk

1
, . . . , pk𝑛), the algorithm retrieves

ctrpk ← D1 [pk], sets hsk𝑘 ← D3 [ctrpk, 𝑘] for 𝑘 ∈ [0, 𝑛], and outputs hsk = (ctrpk − 1, hsk0, hsk1, . . . , hsk𝑛).

• Decrypt(sk, hsk, ct): On input a secret decryption key sk = (sk0, sk1, . . . , sk𝑛), a helper decryption key hsk =

(ctrhsk, hsk0, hsk1, . . . , hsk𝑛), and a ciphertext ct = (ctrct, ct0, ct1, . . . , ct𝑛), the decryption algorithm outputs

⊥ if ctrct ≤ ctrhsk. Otherwise, it computes the largest index 𝑘 on which ctrct and ctrhsk differ (where bits are
0-indexed starting from the least significant bit). If hsk𝑘 = ⊥, then the decryption algorithm outputs GetUpdate.
Otherwise, it computes and outputs 𝜇 = Decrypt′ (sk𝑘 , hsk𝑘 , ct𝑘 ). Note that 𝜇 may be ⊥.

Remark B.2 (CommonMessage Space). Construction B.1 implicitly requires the message space for all𝑛+1 underlying
slotted registered ABE schemes to be the same (recall that technically, the message space is determined during setup).

This is without loss of generality since we can take any scheme with arbitrary message space and convert it into

a scheme with message space {0, 1}. Then, we apply the transformation to the bit encryption schemes.

Theorem B.3 (Correctness). Suppose ΠsRABE is complete and correct. Then Construction B.1 is correct.

Proof. To argue that an efficient adversary A cannot win the correctness game except with negligible probability,

we will require the following observation that is proven in [HLWW23].

Claim B.4 ([HLWW23, Claim 6.4]). Let 0 ≤ 𝑥,𝑦 < 2
𝑛+1 − 1 be integers with binary representations 𝑥 = 𝑥𝑛 . . . 𝑥1𝑥0 and

𝑦 = 𝑦𝑛 . . . 𝑦1𝑦0. Suppose 𝑥 < 𝑦 and let 𝑘𝑥,𝑦 be the index of the most significant bit on which 𝑥 and𝑦 differ (where the bits are
0-indexed starting at the least significant bit). Then 𝑘𝑥,𝑦 ≤ 𝑘𝑥,𝑦+1. Moreover, if 𝑘𝑥,𝑦 < 𝑘𝑥,𝑦+1, then 𝑦 + 1 = 0 mod 2

𝑘𝑥,𝑦 + 1.

Continuing with the proof, suppose the adversary A declares the bound 𝑁 = 2
𝑛
and let crs ← Setup(1𝜆, 1𝑁 ). By

construction, we have that crs = (crs0, crs1, . . . , crs𝑛) where crs𝑘 ← Setup′ (1𝜆, 12𝑘 ) for 𝑘 ∈ [0, 𝑛]. Now suppose that

none of the crs𝑘 are in the negligible fraction of “bad” common reference strings for which the correctness of ΠsRABE is

not guaranteed to hold. Let negl′ (·) be a negligible bound on the fraction of “bad” common reference strings. Then the

supposition must occur with probability at least 1 − 𝑛 · negl′ (𝜆), which is overwhelming as 𝑛 is polylogarithmic in 𝜆.

Consider the curator state aux at some arbitrary point in the game. We have that aux = (ctr,D1,D2,D3, 𝐼 ,mpk) where
mpk = (ctr,mpk

0
,mpk

1
, . . . ,mpk𝑛). We will show that the following invariant holds for mpk.

Lemma B.5. Let aux = (ctr,D1,D2,D3, 𝐼 ,mpk) formpk = (ctr,mpk
0
,mpk

1
, . . . ,mpk𝑛) be the curator state maintained

by the challenger at any point in the correctness game after the adversary has made a challenge registration query.
Let pk∗ = (id∗, pk∗

0
, pk∗

1
, . . . , pk∗𝑛) be the challenge public key the challenger sampled when responding to the challenge

registration query, and let hsk∗ = (ctr∗, hsk∗
0
, hsk∗

1
, . . . , hsk∗𝑛) be the (current) associated helper secret key. Let 𝑘 ′ be the

most significant bit on which the binary representations of ctr∗ and ctr differ (where the bits are 0-indexed starting at
the least significant bit). Then the master public key mpk𝑘 ′ was the output of a call to Aggregate

′ (crs𝑘 ′ , ·) on a set of
key-pair/attribute tuples that included the challenge (pk∗, 𝑆∗).

Proof. The invariant follows by induction. We begin with the base case corresponding to the state of the challenger

immediately after the adversary’s target key registration query. Let aux = (ctr,D1,D2,D3, 𝐼 ,mpk) be the curator state
prior to this query, where mpk = (ctr,mpk

0
,mpk

1
, . . . ,mpk𝑛). Now, when A submits 𝑆∗,

• The challenger generates (pk∗, sk∗) for a new index id∗ ∈ I𝜆 by computing (pk∗
𝑘
, sk∗

𝑘
) ← KeyGen′ (crs𝑘 , id∗)

for each 𝑘 ∈ [0, 𝑛] and setting pk∗ = (id∗, pk∗
0
, pk∗

1
, . . . , pk∗𝑛) and sk∗ = (sk∗

0
, sk∗

1
, . . . , sk∗𝑛).

• By the completeness of ΠsRABE, IsValid′ (crs𝑘 , id∗, pk∗𝑘 ) = 1 for all 𝑘 ∈ [0, 𝑛], so registration proceeds.

• The challenger begins registration by recording D1 [pk∗] ← ctr + 1. Then, for each 𝑘 ∈ [0, 𝑛], it computes

𝑖∗
𝑘
← (ctr mod 2

𝑘 ) + 1 and records D2 [𝑘, 𝑖∗𝑘 ] = (pk
∗, 𝑆∗).
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• Let 𝑘 ′ be the index of the most significant bit on which ctr and ctr + 1 differ (where bits are 0-indexed starting

from the least significant bit). Then (ctr mod 2
𝑘 ′ ) = 2

𝑘 ′ − 1 (because the 𝑘 ′th bit of ctr is 0 and all less significant
bits of ctr are 1) hence 𝑖∗

𝑘 ′ = (ctr mod 2
𝑘 ′ ) + 1 = 2

𝑘 ′
. The registration algorithm thus aggregates by computing

(mpk′
𝑘 ′ , hsk𝑘 ′,1, . . . , hsk𝑘 ′,2𝑘′ ) ← Aggregate′ (crs𝑘 ′ , {D2 [𝑘 ′, 𝑖]}𝑖∈[1,2𝑘′ ]),

and it records D3 [ctr + 1 − 2𝑘
′ + 𝑖, 𝑘 ′] ← hsk𝑘 ′,𝑖 for each 𝑖 ∈ [2𝑘

′ ]. The registration algorithm creates a new

master public key mpk containing mpk′
𝑘 ′ (along with the other existing or newly aggregated mpk′

𝑘
) and a new

curator state aux′ that contains ctr′ = ctr + 1.

• The challenger finally computes the target helper decryption key by retrieving hsk∗
𝑘
← D3 [ctr′, 𝑘] for each

𝑘 ∈ [0, 𝑛] and setting hsk∗ = (ctr∗, hsk∗
0
, hsk∗

1
, . . . , hsk∗𝑛) where ctr∗ = ctr′ − 1 = ctr. Furthermore, it updates

mpkctr[reg] ← mpk and aux← aux′, the latter of which includes ctr← ctr′.

• We thus have that 𝑘 ′ is exactly the index of the most significant bit on which ctr∗ and ctr differ, and mpk′
𝑘 ′

contains (pk∗, 𝑆∗). We have shown that the invariant holds for our base case.

Now, suppose the invariant holds, and the adversary A submits a non-challenge registration query consisting of

a public key pk = (id, pk
0
, . . . , pk𝑛) and an attribute set 𝑆 to the challenger.

• For each 𝑘 ∈ [0, 𝑛], if IsValid′ (crs𝑘 , id, pk𝑘 ) = 0 then the registration algorithm directly outputs the current

master public key mpk and curator state aux′ = aux. The invariant trivially holds in this case.

• If the above checks pass, the challenger begins registration by recording D1 [pk] ← ctr + 1. Then, for each
𝑘 ∈ [0, 𝑛], it computes 𝑖𝑘 ← (ctr mod 2

𝑘 ) + 1 and records D2 [𝑘, 𝑖𝑘 ] = (pk, 𝑆).

• Let𝑘 ′
old

be the index of themost significant bit onwhich ctr∗ and ctr differ and𝑘 ′
new

be the index of themost signif-

icant bit on which ctr∗ and ctr+1 differ. By Claim B.4, we have that 𝑘 ′
old
≤ 𝑘 ′

new
. Consider the following two cases.

– If 𝑘 ′
old

= 𝑘 ′
new
( = 𝑘 ′), then the 𝑘 ′th bit of ctr and ctr + 1 are equal and (ctr mod 2

𝑘 ′ ) + 1 < 2
𝑘 ′
. It follows

that the registration procedure does not update mpk𝑘 ′ , i.e., it sets mpk′
𝑘 ′ ← mpk𝑘 ′ . By the inductive

hypothesis, the challenge key pk∗ was aggregated in mpk𝑘 ′ and is thus aggregated in the mpk′
𝑘 ′ in mpk

output by registration. The invariant holds in this case.

– If 𝑘 ′
old

< 𝑘 ′
new

, then ctr + 1 = 0 (mod 2
𝑘 ′
new ) per Claim B.4 so 𝑖𝑘 ′

new
= 2

𝑘 ′
new . The challenger thus computes

(mpk′
𝑘 ′
new

, hsk𝑘 ′
new
,1, . . . , hsk𝑘 ′

new
,2𝑘
′
new
) ← Aggregate′ (crs𝑘 ′

new
,
{
D2 [𝑘 ′new, 𝑖]

}
𝑖∈[1,2𝑘′new ]) .

Observe that D2 [𝑘 ′new, 1], . . . ,D2 [𝑘 ′new, 2𝑘
′
new ] store (pk𝑖 , 𝑆𝑖 ) for 𝑖 ∈ [ctr − 2

𝑘 ′
new + 1, ctr], where (pk𝑖 , 𝑆𝑖 )

denotes the 𝑖th successful (challenge or non-challenge) registration query. Since the most significant

differing bit between ctr and ctr∗ is 𝑘 ′
old
, we have that ctr − ctr∗ ≤ 2

𝑘 ′
old
+1 − 1 ≤ 2

𝑘 ′
new − 1. It follows that

ctr∗ ∈ [ctr − 2
𝑘 ′
new + 1, ctr], which implies that (pk∗, 𝑆∗) was aggregated into mpk′

𝑘 ′
new

. Now, when the

challenger updates mpk← mpk′ and aux← aux′ (including ctr← ctr + 1), we have that 𝑘 ′
new

is exactly

the index of the most significant bit on which ctr∗ and ctr differ, and (pk∗, 𝑆∗) was aggregated intompk′
𝑘 ′
new

which is contained in thempk output by registration. We have shown that the invariant holds in this case.

The above shows that if the invariant holds before a given non-challenge registration query (after the target query),

then it also holds after that query. Furthermore, because encryption and decryption queries do not modify the curator

state aux (and hence ctr) nor does update (following the challenge registration query) change the ctr∗ stored in hsk∗,
the invariant holds after those queries as well (provided it holds before). The claim now follows by induction. □

We finally analyze encryption and decryption queries. For each encryption query on registration (query) index 𝑖 ,

policy 𝑃 , and message 𝜇, recall that the challenger increments the counter ctr[enc] ← ctr[enc] + 1 and generates

ctctr[enc] = (ctrctr[enc],ct, ctctr[enc],0, ctctr[enc],1, . . . , ctctr[enc],𝑛) where ctctr[enc],𝑘 ← Encrypt′ (mpk𝑖,𝑘 , 𝑃, 𝜇) for 𝑘 ∈ [0, 𝑛].
Now, consider a decryption query on encryption (query) index 𝑗 , i.e., of the ciphertext ct𝑗 output by encryption on some
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registration (query) index 𝑖 . First observe that encryption queries must occur after the challenge registration query.

Hence ctr𝑗,ct > ctr∗ for the challenge helper decryption key hsk∗ = (ctr∗, hsk∗
0
, hsk∗

1
, . . . , hsk∗𝑛). Now, the decryption al-

gorithm begins by computing the largest index 𝑘 𝑗 on which ctr𝑗,ct and ctr∗ differ (where the bits are 0-indexed starting
from the least significant bit). If hsk∗

𝑘 𝑗
≠ ⊥, then the decryption algorithm outputs 𝜇′𝑗 = Decrypt′ (sk∗

𝑘 𝑗
, hsk∗

𝑘 𝑗
, ct𝑗,𝑘 𝑗 )

where sk∗ = (sk∗
0
, sk∗

1
, . . . , sk∗𝑛) is the challenge secret key. If hsk∗𝑘 𝑗 = ⊥, then the challenger performs the update

procedure for hsk∗, which sets hsk∗
𝑘 𝑗
← D3 [ctr∗ + 1, 𝑘 𝑗 ] (because the registration algorithm set D1 [pk∗] ← ctr∗ + 1).

The decryption algorithm then outputs 𝜇′𝑗 = Decrypt′ (sk∗
𝑘 𝑗
, hsk∗

𝑘 𝑗
, ct𝑗,𝑘 𝑗 ). By the invariant in Lemma B.5, we have that

(pk∗, 𝑆∗) was aggregated into the master public key mpk𝑖,𝑘 𝑗 used to encrypt ct𝑗,𝑘 𝑗 . Furthermore, hsk∗
𝑘 𝑗

= hsk𝑘 𝑗 ,ctr∗ ,
and hence 𝜇′𝑗 = 𝜇 by the correctness of ΠsRABE (recalling our supposition on the crs). □

Theorem B.6 (Compactness). Suppose ΠsRABE is compact. Then Construction B.1 is compact.

Proof. Suppose the adversary has made 𝑖 registration queries. Then mpk𝑖 = (ctr𝑖 ,mpk𝑖,0,mpk𝑖,1, . . . ,mpk𝑖,𝑛) where
𝑁 = 2

𝑛
is the bound on the number of users (declared by the adversary), ctr𝑖 = 𝑖 by construction, and for each

𝑘 ∈ [0, 𝑛], mpk𝑖,𝑘 is either an aggregated public key for the underlying slotted registered ABE scheme ΠsRABE or it

is uninitialized and hence set to ⊥. Now let us consider which mpk𝑖,𝑘 have been aggregated, recalling that this only

occurs if (ctr mod 2
𝑘 ) + 1 = 2

𝑘
where ctr is the counter contained in the master public key at any given point. We

thus have that, up to and including the 𝑖th registration query, the largest 𝑘 ′ ∈ [0, 𝑛] such that (ctr𝑗 mod 2
𝑘 ′ ) + 1 = 2

𝑘 ′

for ctr𝑗 ≤ 𝑖 is simply 𝑘 ′ = ⌊log 𝑖⌋. It follows that mpk𝑖,𝑘 has only been aggregated for the underlying ΠsRABE schemes

supporting at most 2
⌊log 𝑖 ⌋ ≤ 𝑖 slots. By the compactness of ΠsRABE, it follows that the size of mpk𝑖 is bounded by

log 𝑖 · poly′ (𝜆, |𝐴𝑖 |, log 𝑖) = poly(𝜆, |𝐴𝑖 |, log 𝑖). Here, poly′ (·, ·, ·) denotes the universal polynomial that bounds the size

of mpk𝑖,𝑘 output by aggregation, and 𝐴𝑖 is the union of all attribute sets registered through the 𝑖th registration query.

Now consider the helper decryption key hsk∗ = (ctr∗, hsk∗
0
, hsk∗

1
, . . . , hsk∗𝑛) at any point in the game. By the compact-

ness of ΠsRABE, we have that the size of hsk∗ is bounded by log𝑁 · poly′ (𝜆, |𝐴|, log𝑁 ) = poly(𝜆, |𝐴|, log𝑁 ), where
𝐴 is the union of all attribute sets registered by the adversary throughout the game. □

Theorem B.7 (Update Efficiency). Suppose ΠsRABE is compact. Then Construction B.1 is update-efficient.

Proof. Recall that the challenger invokes the update algorithm every time decryption outputs 𝜇′𝑗 = GetUpdate. Now
consider the helper decryption key hsk∗ = (ctr∗, hsk∗

0
, hsk∗

1
, . . . , hsk∗𝑛). By construction, decryption only outputs

GetUpdate when a particular hsk∗
𝑘
= ⊥ (where 𝑘 is computed based on the ciphertext and ctr∗). If this occurs, the

challenger updates hsk∗ by retrieving 𝑖∗ ← D1 [pk∗] and setting hsk∗𝑘 ← D3 [𝑖∗, 𝑘] for 𝑘 ∈ [0, 𝑛]. We now analyze how

D3 [𝑖∗, 𝑘] is assigned. Observe that registration assignsD3 [ctr+1−2𝑘 +𝑖, 𝑘] only for ctr such that (ctr mod 2
𝑘 ) +1 = 2

𝑘
,

or equivalently, ctr = 𝑐 · 2𝑘 − 1 for some unique 𝑐 ∈ N. Because 𝑖 ∈ [2𝑘 ] and ctr only increases, it follows that any

given D3 [𝑖′, 𝑘] is assigned exactly once. Consequently hsk∗
𝑘
← D3 [𝑖∗, 𝑘] is never overwritten, and updates to any

entry of hsk∗ = (ctr∗, hsk∗
0
, hsk∗

1
, . . . , hsk∗𝑛) is permanent. Finally, there are only 𝑛 = log𝑁 different hsk∗

𝑘
in hsk∗

initially set to ⊥ that can be updated, and once they are all non-⊥, decryption ceases to output GetUpdate and the

challenger no longer invokes the update algorithm.

The efficiency of the update runtime follows from the compactness of ΠsRABE. In particular, updating 𝑛 elements in

hsk∗ = (ctr∗, hsk∗
0
, hsk∗

1
, . . . , hsk∗𝑛) takes (assuming the dictionaries can be searched in constant time) running time

bounded by log𝑁 · poly′ (𝜆, |𝐴|, log𝑁 ) = poly(𝜆, |𝐴|, log𝑁 ), where poly′ (·, ·, ·) denotes the universal polynomial that

bounds the size of hsk∗
𝑘
output by aggregation and𝐴 is the union of all attribute sets registered through the game. □

Theorem B.8 (Static Security). Suppose ΠsRABE is index-set-selectively secure without corruptions. Then Construction B.1
is statically secure.

Proof. Take any positive integer-valued polynomials 𝑁 = 𝑁 (𝜆) and 𝑅 = 𝑅(𝜆) with 𝑅(𝜆) ≤ 𝑁 (𝜆) for all 𝜆, and any col-
lection of index sequences 𝐼 = {𝐼𝜆}𝜆∈N where each 𝐼𝜆 = {id𝑖 }𝑖∈[𝑅 ] ⊆ I𝜆 . Consider the following 𝑛+2 hybrids implicitly

parameterized by an efficient admissible adversaryA and the security parameter 𝜆, where 𝑛 = log𝑁 . We will assume,

without loss of generality, thatA does not make corrupted or honest registration queries that do not match the set C it

declared, and that it does not submit invalid public keys. In particular, given anA that does not satisfy these, we can con-

struct one that does by forwarding valid oracle queries and internally returning⊥ otherwise.Wewrite the full sequence

of hybrids below as a single experiment parameterized by a variable 𝑘∗ ∈ [0, 𝑛 + 1] and use green to denote changes.
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• HybridHyb𝑘∗ : This is the static security game except that the challenger encrypts 𝜇∗
1
for the first 𝑘∗ components

of the challenge ciphertext and 𝜇∗
0
for the remaining components. We recall the main steps here:

– Setup phase: The adversary A begins by submitting a set C ⊆ [0, 𝑅 − 1] where each 𝑖 ∈ C indicates that

the (𝑖 + 1)th registration query will be a corrupted registration query. The challenger responds to A with

crs ← Setup(1𝜆, 1𝑁 ). By construction, crs = (crs0, crs1, . . . , crs𝑛) where crs𝑘 ← Setup′ (1𝜆, 12𝑘 ) for 𝑘 ∈
[0, 𝑛]. The challenger also initializes a counter ctr = 0, an empty curator state aux = (ctr,D1,D2,D3, 𝐼 ,mpk)
and an empty master public key mpk = (ctr,mpk

0
,mpk

1
, . . . ,mpk𝑛) where each mpk𝑘 = ⊥.

– Query phase: During the query phase, the adversary A is able to make the following queries:

∗ Corrupted registration query: The adversary submits a public key pk = (idctr+1, pk0, pk1, . . . , pk𝑛)
and a set of attributes 𝑆 ⊆ U𝜆 . The challenger registers by checking that IsValid′ (crs𝑘 , idctr+1, pk𝑘 ) = 1

for 𝑘 ∈ [0, 𝑛]. If this succeeds, it assigns D1 [pk] ← ctr+ 1 and for each 𝑘 ∈ [0, 𝑛], computes the index

𝑖𝑘 ← (ctr mod 2
𝑘 ) + 1 and updates D2 [𝑘, 𝑖𝑘 ] ← (pk, 𝑆). If 𝑖𝑘 = 2

𝑘
, it computes

(mpk′
𝑘
, hsk𝑘,1, . . . , hsk𝑘,2𝑘 ) ← Aggregate′ (crs𝑘 ,D2 [𝑘, 1], . . . ,D2 [𝑘, 2𝑘 ]).

If 𝑖𝑘 ≠ 2
𝑘
, it sets mpk′

𝑘
← mpk𝑘 . Finally, the challenger updates the master public key by assigning

(ctr,mpk
0
,mpk

1
, . . . ,mpk𝑛) ← (ctr+ 1,mpk′

0
,mpk′

1
, . . . ,mpk′𝑛) and additionally updates the curator

state aux = (ctr + 1,D1,D2,D3, 𝐼 ,mpk).
∗ Honest registration query: The adversary submits a set of attributes 𝑆 ⊆ U𝜆 . The challenger

generates pk = (idctr+1, pk0, pk1, . . . , pk𝑛) by sampling (pk𝑘 , sk𝑘 ) ← KeyGen′ (crs𝑘 , idctr+1) for each
𝑘 ∈ [0, 𝑛]. It then registers the key using the same procedure described above, updates the master

public key mpk← mpk′ (which includes incrementing ctr← ctr + 1) and curator state aux← aux′,
and sends the public key pk to A.

– Challenge phase: The adversary submits a challenge policy 𝑃∗ ∈ P𝜆 and two messages 𝜇∗
0
, 𝜇∗

1
∈ M𝜆 .

The challenger responds with a challenge ciphertext ct∗ = (ctr, ct∗
0
, ct∗

1
, . . . , ct∗𝑛) by computing, for each

𝑘 ∈ [0, 𝑛], either ct∗
𝑘
← Encrypt′ (mpk𝑘 , 𝑃

∗, 𝜇∗
0
) if 𝑘 ≥ 𝑘∗, or ct∗

𝑘
← Encrypt′ (mpk𝑘 , 𝑃

∗, 𝜇∗
1
) if 𝑘 < 𝑘∗, or

by setting ct∗
𝑘
= ⊥ if mpk𝑘 = ⊥.

– Output phase: At the end, the adversary A outputs a bit 𝑏∗, which is the output of the hybrid.

Note that the counter maintained by the security game coincides with the registration counter maintained by the

key curator and included in the master public key (except at the beginning of a registration query, where the for-

mer is one greater than the latter). We write them with a single variable ctr. Furthermore, note that the hybrid

directly initializes an empty master public key mpk = (ctr,mpk
0
,mpk

1
, . . . ,mpk𝑛) and an empty curator state

aux = (ctr,D1,D2,D3, 𝐼 ,mpk). This is equivalent to setting them to ⊥ at the start of the game and initializing them

at the start of the first (successful) registration query.

We now argue that each pair of hybrids is indistinguishable provided the adversary A is efficient and admissible. In

particular, we bound the difference in the output distribution of each pair of consecutive hybrids in the lemma below.

Lemma B.9. Suppose ΠsRABE is index-set-selectively secure without corruptions. Then, for all efficient admissible ad-
versaries A, there exists a negligible function negl′ (·) independent of 𝑘∗ and a positive polynomial poly′

𝑘∗ (·) such that
| Pr[Hyb𝑘∗ (A) = 1] − Pr[Hyb𝑘∗+1 (A) = 1] | ≤ poly′

𝑘∗ (𝜆) · negl
′ (𝜆).

Proof. Let 𝐽 = [2𝑘∗ (⌊𝑅/2𝑘∗⌋ − 1) + 1, 2𝑘∗ ⌊𝑅/2𝑘∗⌋]. The lemma follows by constructing an efficient admissible reduction

B against the static security game for ΠsRABE with parameters 𝑁 ∗ = 2
𝑘∗

(recall that 𝑘∗ ≤ log𝑁 + 1 where 𝑁 = 𝑁 (𝜆)
is fixed above) and 𝐼 ∗ = {𝐼 ∗

𝜆
}𝜆∈N where 𝐼 ∗

𝜆
= {id𝑖 }𝑖∈ 𝐽 (recalling that 𝐼𝜆 = {id𝑖 }𝑖∈[𝑅 ] is fixed above). We describe the

reduction below:

• The reduction B begins by running the adversary A on input (1𝜆, 1𝑁 , 𝐼 ), which declares a set C ⊆ [0, 𝑅 − 1]
of corrupted registration query indices. The reduction internally computes the set C∗ = {id𝑖 }𝑖∈ 𝐽∩{ 𝑗+1:𝑗∈C} , then
it receives crs𝑘∗ ← Setup′ (1𝜆, 1𝑁 ∗ ).
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• Setup phase: The reduction B samples crs𝑘 ← Setup′ (1𝜆, 12𝑘 ) for each 𝑘 ∈ [0, 𝑛] \ {𝑘∗}. It additionally
initializes a counter ctr = 0, an empty curator state aux = (ctr,D1,D2,D3, 𝐼 ,mpk) and an empty master public

keympk = (ctr,mpk
0
,mpk

1
, . . . ,mpk𝑛) where eachmpk𝑘 = ⊥. Finally, it inputs crs = (crs0, crs1, . . . , crs𝑛) toA.

• Query phase: The reduction B answers the queries A makes as follows:

– Corrupted registration query: The adversary submits a public key pk = (idctr+1, pk0, pk1, . . . , pk𝑛) and
a set of attributes 𝑆 ⊆ U𝜆 . The reduction registers the key by checking that IsValid′ (crs𝑘 , idctr+1, pk𝑘 ) = 1

for each 𝑘 ∈ [0, 𝑛]. If this succeeds, it assigns D1 [pk] ← ctr + 1 and, for each 𝑘 ∈ [0, 𝑛], the algorithm
sets 𝑖𝑘 ← (ctr mod 2

𝑘 ) + 1 and updates D2 [𝑘, 𝑖𝑘 ] ← (pk, 𝑆). Next, if 𝑖𝑘 = 2
𝑘
, the reduction computes

(mpk′
𝑘
, hsk𝑘,1, . . . , hsk𝑘,2𝑘 ) ← Aggregate′ (crs𝑘 ,D2 [𝑘, 1], . . . ,D2 [𝑘, 2𝑘 ]).

If 𝑖𝑘 ≠ 2
𝑘
, the reduction simply assignsmpk′

𝑘
← mpk𝑘 . Finally, it updates the master public key by setting

(ctr,mpk
0
,mpk

1
, . . . ,mpk𝑛) ← (ctr+1,mpk′

0
,mpk′

1
, . . . ,mpk′𝑛) and additionally updates the curator state

by setting aux = (ctr + 1,D1,D2,D3, 𝐼 ,mpk). Finally, it stores pkidctr,𝑘∗ ← pk𝑘∗ and 𝑆idctr ← 𝑆 .

– Honest registration query: The adversary submits a set of attributes 𝑆 ⊆ U𝜆 . The reduction generates

the public key pk = (idctr+1, pk0, pk1, . . . , pk𝑛) by sampling (pk𝑘 , sk𝑘 ) ← KeyGen′ (crs𝑘 , idctr+1) for each
𝑘 ∈ [0, 𝑛] \ {𝑘∗}. Next, if idctr+1 ∉ 𝐼 ∗𝜆 \C

∗
, the reduction B generates (pk𝑘∗ , sk𝑘∗ ) ← KeyGen′ (crs𝑘∗ , idctr+1),

otherwise, if idctr+1 ∈ 𝐼 ∗𝜆 \ C
∗
, the reduction queries its own honest registration oracle to receive pkidctr+1,𝑘∗

and it assigns pk𝑘∗ ← pkidctr+1,𝑘∗ . Finally, B registers the key following the same procedure as corrupted

key registration. In particular, it checks that IsValid′ (crs𝑘 , idctr+1, pk𝑘 ) = 1 for 𝑘 ∈ [0, 𝑛]. If this succeeds,
it assigns D1 [pk] ← ctr + 1 and, for each 𝑘 ∈ [0, 𝑛], the algorithm sets 𝑖𝑘 ← (ctr mod 2

𝑘 ) + 1 and updates
D2 [𝑘, 𝑖𝑘 ] ← (pk, 𝑆). If 𝑖𝑘 = 2

𝑘
, the reduction computes

(mpk′
𝑘
, hsk𝑘,1, . . . , hsk𝑘,2𝑘 ) ← Aggregate′ (crs𝑘 ,D2 [𝑘, 1], . . . ,D2 [𝑘, 2𝑘 ]).

If 𝑖𝑘 ≠ 2
𝑘
, the reduction directly assignsmpk′

𝑘
← mpk𝑘 . Finally, it updates the master public key by setting

(ctr,mpk
0
,mpk

1
, . . . ,mpk𝑛) ← (ctr+1,mpk′

0
,mpk′

1
, . . . ,mpk′𝑛) and additionally updates the curator state

by setting aux = (ctr + 1,D1,D2,D3, 𝐼 ,mpk). Finally, it stores 𝑆idctr ← 𝑆 .

• Challenge phase: Upon the adversary A submitting a challenge policy 𝑃∗ ∈ P𝜆 and messages 𝜇∗
0
, 𝜇∗

1
∈ M𝜆 ,

the reduction B does the following. For each id∗ ∈ 𝐼 ∗
𝜆
, the reduction B submits the set of attributes 𝑆id∗ to

the game it plays, and additionally provides pkid∗,𝑘∗ if id
∗ ∈ C∗. It receives a challenge ciphertext ct∗

𝑘∗ as a

response. Next, for 𝑘 ∈ [0, 𝑛] \ {𝑘∗}, the reduction computes either ct∗
𝑘
← Encrypt′ (mpk𝑘 , 𝑃

∗, 𝜇∗
0
) if 𝑘 > 𝑘∗,

or ct∗
𝑘
← Encrypt′ (mpk𝑘 , 𝑃

∗, 𝜇∗
1
) if 𝑘 < 𝑘∗, or it sets ct∗

𝑘
= ⊥ if mpk𝑘 = ⊥. Finally, it provides the challenge

ciphertext ct∗ = (ctr, ct∗
0
, ct∗

1
, . . . , ct∗𝑛) as input to A.

• Output phase: The adversary A outputs a bit 𝑏∗, which the reduction B returns as its own output.

Observe that B is admissible, provided A is admissible. In particular, if A is admissible, then the policy 𝑃∗ selected
by A is not satisfied by any set of attributes submitted during a corrupted registration query (on, say, index id).
Equivalently, 𝑆id does not satisfy 𝑃∗ for id ∈ {id𝑖 }𝑖∈{ 𝑗+1:𝑗∈C} . It follows that 𝑆id∗ does not satisfy 𝑃∗ for id∗ ∈ C∗,
where C∗ = {id𝑖 }𝑖∈ 𝐽∩{ 𝑗+1:𝑗∈C} is the set of corrupted indices for which B submits public keys during the challenge

phase. This is because C∗ ⊆ C. Hence, B is admissible.

We now argue that the reduction B perfectly simulates Hyb𝑘∗ to A when it receives an encryption of 𝜇0 (i.e., 𝑏 = 0

in the static security game for ΠsRABE) and it perfectly simulates Hyb𝑘∗+1 to A when it receives an encryption of 𝜇1
(i.e., 𝑏 = 1 in the static security game for ΠsRABE). For 𝑘 ∈ [0, 𝑛] such that 𝑘 ≠ 𝑘∗, we note that the simulation for

the 𝑘 th slotted scheme is perfect, because B directly executes the setup, key generation, aggregation, and encryption

as is necessary. We now analyze the simulation of the 𝑘∗th slotted scheme.

• Setup phase: Here, the reduction directly forwards the crs𝑘∗ it receives to the adversary A. Because the game

computes crs𝑘∗ ← Setup′ (1𝜆, 1𝑁 ∗ ), this phase is simulated perfectly.
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• Query phase:We first note that the reduction may use crs𝑘∗ to aggregate during the query phase; however, the
outputs will eventually be overwritten. We move on to the public keys output by honest registration queries.

Recall that if idctr+1 ∉ 𝐼 ∗𝜆 \ C
∗
, then the reduction directly generates (pk𝑘∗ , sk𝑘∗ ) ← KeyGen′ (crs𝑘∗ , idctr+1), and

if idctr+1 ∈ 𝐼 ∗𝜆 \ C
∗
, then the reduction sends the pkid,𝑘∗ it received from the index-set-selective security without

corruptions game for the slotted scheme. The game itself computes (pkid,𝑘∗ , skid,𝑘∗ ) ← KeyGen′ (crs𝑘∗ , id) for
id ∈ 𝐼 ∗

𝜆
\ C∗, and thus the public keys are computed properly in either case.

• Challenge phase: Because the adversary re-aggregates the mpk𝑘∗ component of the master public key every

time (ctr mod 2
𝑘∗ ) + 1 = 2

𝑘∗
, we need only analyze the last time this occurs before the challenge phase. After

the final 𝑅th registration query, we have that 𝑅 = 2
𝑘∗ ⌊𝑅/2𝑘∗⌋ + 𝑟 where 𝑟 ∈ [0, 2𝑘∗ − 1] is a remainder. It follows

that index of the last query aggregated is 2
𝑘∗ ⌊𝑅/2𝑘∗⌋, which implies that the 2

𝑘∗
registration queries before were

also aggregated into the final master public key. In particular, the set 𝐽 = [2𝑘∗ (⌊𝑅/2𝑘∗⌋ − 1) + 1, 2𝑘∗ ⌊𝑅/2𝑘∗⌋]
is exactly the indices of the registration queries that A expects to be aggregated into the mpk𝑘∗ , and these are

the same indices that the static security game for the slotted scheme aggregates. Furthermore, the reduction

saves each public key and attribute set under the associated index, and hence outputs the correct keys and sets

during the challenge phase. It follows that the mpk𝑘∗ computed by the game the reduction B plays is correct

and B receives ct∗
𝑘∗ ← Encrypt′ (mpk𝑘∗ , 𝑃

∗, 𝜇∗
𝑏
). When 𝑏 = 0, ct∗

𝑘∗ encrypts 𝜇
∗
0
so the reduction simulates hybrid

Hyb𝑘∗ to A, and when 𝑏 = 1, ct∗
𝑘∗ encrypts 𝜇

∗
1
so the reduction simulates hybrid Hyb𝑘∗+1 to A.

It follows that

| Pr[Hyb𝑘∗ (A) = 1] − Pr[Hyb𝑘∗+1 (A) = 1] | = | Pr[𝑏∗ = 1 : 𝑏 = 0] − Pr[𝑏∗ = 1 : 𝑏 = 1] |
≤ poly′

𝑘∗ (𝜆) · negl
′ (𝜆)

where 𝑏 is the bit sampled in the static security game B plays and 𝑏∗ is its output, and where negl′ (·) and poly′
𝑘∗ (·)

are the negligible function and positive polynomial respectively guaranteed by the static security of ΠsRABE. □

Theorem B.8 now follows by applying Lemma B.9 using a hybrid argument as follows:

StaticAdvA,𝑁 ,𝑅,𝐼 (𝜆) = | Pr[Hyb0 (A) = 1] − Pr[Hyb𝑛+1 (A) = 1] |

≤
𝑛∑︁

𝑘∗=0

| Pr[Hyb𝑘∗ (A) = 1] − Pr[Hyb𝑘∗+1 (A) = 1] |

≤
𝑛∑︁

𝑘∗=0

poly′
𝑘∗ (𝜆) · negl

′ (𝜆)

= negl′ (𝜆) ·
𝑛∑︁

𝑘∗=0

poly′
𝑘∗ (𝜆)

= negl(𝜆),
where we have used the fact that Hyb

0
is the registered ABE static security game with 𝑏 = 0 and Hyb𝑛+1 is the

registered ABE static security game with 𝑏 = 1. □

C Generic Hardness of Assumption 4.4
In this section, we prove that Assumption 4.4 holds unconditionally in the generic bilinear groupmodel [Sho97, BBG05].

We use the exact same model definition and conventions as [GWWW26, Appendix B]. Specifically, we model a

generic asymmetric bilinear group of prime order 𝑝 with associated label space L by three random injective functions

𝜑1, 𝜑2, 𝜑T : Z𝑝 → L. An algorithm in the generic asymmetric bilinear group model then has access to the following

two oracles:

• Evaluation oracle: On input two labels ℓ1, ℓ2 ∈ L and a group index 𝑖 ∈ {1, 2, T}, the evaluation oracle first

checks that ℓ1, ℓ2 are in the image of 𝜑𝑖 . If not, it outputs ⊥. Otherwise, it returns 𝜑𝑖 (𝜑−1𝑖 (ℓ1) + 𝜑−1𝑖 (ℓ2) mod 𝑝).
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• Pairing oracle: On input two labels ℓ1, ℓ2 ∈ L, the pairing oracle first checks that ℓ1 is in the image 𝜑1 and ℓ2 is

in the image of 𝜑2. If not, it outputs ⊥. Otherwise, it returns 𝜑T (𝜑−11
(ℓ1) · 𝜑−12

(ℓ2) mod 𝑝).

Boneh, Boyen, and Goh [BBG05] describe a set of sufficient conditions for a cryptographic assumption to hold

unconditionally in the generic bilinear group model. Below, we describe a special case (specifically, the version

from [GWWW26]) of the assumption (where the assumption only gives out group elements inG1 andG2) that suffices

for our analysis. We start with the definition of linear independence from [BBG05] and then state the version of the

hardness theorem formalized in [GWWW26, Theorem B.2].

Definition C.1 (Independence of Polynomials). Let P = {𝑃𝑖 }𝑖∈[𝑘 ] be a collection of 𝑛-variate polynomials 𝑃𝑖 ∈
Z𝑝 [𝑋1, . . . , 𝑋𝑛]. We say a polynomial 𝑓 ∈ Z𝑝 [𝑋1, . . . , 𝑋𝑛] is dependent with respect to P if there exists coefficients

𝛼0, . . . , 𝛼𝑘 such that

𝑓 (𝑋1, . . . , 𝑋𝑛) = 𝛼0 +
∑︁
𝑖∈[𝑘 ]

𝛼𝑖𝑃𝑖 (𝑋1, . . . , 𝑋𝑛).

Conversely, we say that 𝑓 is independent with respect to P if 𝑓 is not dependent with respect to P.

Theorem C.2 (Generic Hardness in Prime-Order Groups [BBG05, Theorem A.2, as adapted by [GWWW26]]). Let
𝑝 be a prime and P = {𝑃𝑖 }𝑖∈[𝑘 ] and Q = {𝑄 𝑗 } 𝑗∈[𝑚] be two collections of 𝑛-variate polynomials 𝑃𝑖 , 𝑄 𝑗 ∈ Z𝑝 [𝑋1, . . . , 𝑋𝑛]
and where 𝑃1 = 𝑄1 = 1. Let 𝑇 ∈ Z𝑝 [𝑋1, . . . , 𝑋𝑛] be a polynomial. For an adversary A and a bit 𝑏 ∈ {0, 1}, we define
the following distinguishing experiment in the generic asymmetric bilinear group of order 𝑝 :

• At the beginning of the game, the challenger samples 𝑥1, . . . , 𝑥𝑛
r← Z𝑝 . For each 𝑖 ∈ [𝑘], it computes ℓ𝑖 =

𝜑1 (𝑃𝑖 (𝑥1, . . . , 𝑥𝑛)) and for each 𝑗 ∈ [𝑚], it computes ℓ ′𝑗 = 𝜑2 (𝑄 𝑗 (𝑥1, . . . , 𝑥𝑛)).

• If 𝑏 = 0, the challenger computes 𝜏 = 𝜑T (𝑇 (𝑥1, . . . , 𝑥𝑛)). If 𝑏 = 1, the challenger samples 𝑟 r← Z𝑝 and sets 𝜏 = 𝜑T (𝑟 ).

The challenger gives (ℓ1, . . . , ℓ𝑘 , ℓ ′1, . . . , ℓ ′𝑚, 𝜏) to A. Algorithm A outputs a bit 𝑏′ ∈ {0, 1} which is the output of the
experiment. Let PQ = {𝑃𝑖𝑄 𝑗 : 𝑖 ∈ [𝑘], 𝑗 ∈ [𝑚]}. Let 𝑑 be a bound on the total degree of the polynomials in PQ ∪ {𝑇 }.
If 𝑇 is independent of PQ, then for all adversaries A making at most 𝑞 queries to the generic asymmetric bilinear group
oracle, it holds that

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | ≤ (𝑞 + 𝑘 +𝑚 + 1)
2𝑑

𝑝
.

Generic hardness of Assumption 4.4. We now use Theorem C.2 to show Assumption 4.4 holds in the generic

asymmetric bilinear group model.

Theorem C.3 (Generic Hardness of Assumption 4.4). Let 𝜆 ∈ N be a security parameter and take any sequence of
sets 𝑆 = {𝑆𝜆}𝜆∈N where 𝑆𝜆 ⊆ {0, 1, . . . , 2𝜆 − 1} for all 𝜆 ∈ N. Let A be any adversary for Assumption 4.4 with set 𝑆 . If
A makes at most 𝑞 = 𝑞(𝜆) generic group oracle queries, then the advantage of A is at most 𝑂 (𝑞2 |𝑆𝜆 |3)/𝑝 in the generic
asymmetric bilinear group model with order 𝑝 ≥ 2

2𝜆 . In particular, whenever 𝑝 > 2
2𝜆 , the advantage of A is negligible

for all sequence of sets 𝑆 as long as |𝑆𝜆 | = poly(𝜆).

Proof. Let 𝜆 ∈ N be a security parameter, 𝑝 ≥ 2
2𝜆

be a group order, and L be the label space for the generic bilinear

group model. Let 𝑆𝜆 = {𝑠1, . . . , 𝑠𝑁 } ⊆ {0, 1, . . . , 2𝜆 − 1}. We now define a sequence of hybrid distributions:

• HybridHyb
0
: Sample random injective functions 𝜎1, 𝜎2, 𝜎T : Z𝑝 → L. Next, sample exponents 𝑟1, 𝑟2

r← Z𝑝 \ {0},
𝛾

r← Z𝑝 , and 𝜏
r← Z𝑝 \ 𝑆𝜆 . Let 𝛽 =

∑
𝑖∈[𝑁 ]

1

𝜏−𝑠𝑖 . Define the sets

P =

{
𝑟1𝜏

𝑖−1,
𝑟1𝛾

𝜏 − 𝑠𝑖

}
𝑖∈[𝑁 ]

∪ {𝑟1𝛽},

Q =
{
𝑟2𝜏

𝑖−1, 𝑟2𝛾𝜏
𝑖−1, 𝑟2𝛾𝛽𝜏

𝑖−1}
𝑖∈[𝑁−1] ∪ {𝑟2𝜏

𝑁−1}.

Let params = {𝜎1 (𝑃)}𝑃∈P ∪ {𝜎2 (𝑄)}𝑄∈Q . Let 𝑇 = 𝜎T (𝑟1𝑟2𝛾𝛽2𝜏𝑁−1). Output (params,𝑇 ). This coincides with
the pseudorandom distribution in Assumption 4.4 with respect to the generators 𝑔1 = 𝑔

𝑟1
and 𝑔2 = 𝑔

𝑟2
.
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• Hybrid Hyb
1
: Same as Hyb

0
, except the challenger first samples 𝑟1, 𝑟2

r← Z𝑝 \ {0}. Next, the challenger defines
polynomials 𝑍 (𝑋 ) = ∏

𝑖∈[𝑁 ] (𝑋 − 𝑠𝑖 ) and 𝐿𝑖 (𝑋 ) = 𝑍 (𝑋 )/(𝑋 − 𝑠𝑖 ) =
∏

𝑗∈[𝑁 ]\{𝑖 } (𝑋 − 𝑠 𝑗 ). It then sets

𝑟1 = 𝑟1 · 𝑍 (𝜏) and 𝑟2 = 𝑟2 · 𝑍 (𝜏).

In particular, under this choice of variables, for all 𝑖 ∈ [𝑁 ],

𝑟1

𝜏 − 𝑠𝑖
=
𝑟1 · 𝑍 (𝜏)
𝜏 − 𝑠𝑖

= 𝑟1 · 𝐿𝑖 (𝜏) and

𝑟2

𝜏 − 𝑠𝑖
=
𝑟2 · 𝑍 (𝜏)
𝜏 − 𝑠𝑖

= 𝑟2 · 𝐿𝑖 (𝜏).

Under this choice of variables, the components of P and Q can be re-written as:

P =
{
𝑟1𝜏

𝑖−1 · 𝑍 (𝜏), 𝑟1𝛾 · 𝐿𝑖 (𝜏)
}
𝑖∈[𝑁 ] ∪ {𝑟1

∑
𝑖∈[𝑁 ] 𝐿𝑖 (𝜏)}

Q =
{
𝑟2𝜏

𝑖−1 · 𝑍 (𝜏), 𝑟2𝛾𝜏𝑖−1 · 𝑍 (𝜏), 𝑟2𝛾𝜏𝑖−1 ·
∑
𝑗∈[𝑁 ] 𝐿 𝑗 (𝜏)

}
𝑖∈[𝑁−1] ∪ {𝑟2𝜏

𝑁−1 · 𝑍 (𝜏)}.

Finally, as before, let params = {𝜎1 (𝑃)}𝑃∈P ∪ {𝜎2 (𝑄)}𝑄∈Q . Let

𝑇 = 𝜎T (𝑟1𝑟2𝛾𝛽2𝜏𝑁−1) = 𝜎T ©­«𝑟1𝑟2𝛾𝜏𝑁−1 ©­«
∑︁
𝑘∈[𝑁 ]

𝐿𝑘 (𝜏)
ª®¬
2ª®¬ .

Output (params,𝑇 ).

• Hybrid Hyb
2
: Same as Hyb

1
, except the challenger now samples 𝑟1, 𝑟2, 𝜏

r← Z𝑝 .

• Hybrid Hyb
3
: Same as Hyb

2
, except the challenger now samples 𝑡

r← Z𝑝 and sets 𝑇 = 𝜎T (𝑡).

• Hybrid Hyb
4
: Same as Hyb

3
, except the challenger now reverts to sampling 𝑟1, 𝑟2

r← Z𝑝 \ {0} and 𝜏 r← Z𝑝 \ 𝑆𝜆 .

• Hybrid Hyb
5
: Same as Hyb

4
, except the challenger samples 𝑟1, 𝑟2

r← Z𝑝 \ {0} (as in Hyb
0
). This coincides with

the random distribution in Assumption 4.4 with respect to the generators 𝑔1 = 𝑔
𝑟1
and 𝑔2 = 𝑔

𝑟2
.

Take any adversary A that makes at most 𝑞 queries to the generic group oracle. For an index 𝑖 , let Hyb𝑖 (A) denote
the output distribution of A on the input (params,𝑇 ) sampled using the procedure in Hyb𝑖 . We now analyze each

adjacent pair of distributions.

Lemma C.4. Pr[Hyb
0
(A) = 1] = Pr[Hyb

1
(A) = 1].

Proof. The only (syntactic) difference between these two experiments is the distribution of 𝑟1 and 𝑟2. In both Hyb
0
and

Hyb
1
, we claim that 𝑟1, 𝑟2 is uniform over Z𝑝 \ {0}. This is by construction in Hyb

0
, whereas in Hyb

1
, the challenger

sets 𝑟1 = 𝑟1 ·𝑍 (𝜏) and 𝑟2 = 𝑟2 ·𝑍 (𝜏), where 𝑟1, 𝑟2 r← Z𝑝 \ {0} (and in particular, independent of 𝜏 ). As long as 𝑍 (𝜏) ≠ 0,

these distributions are identical. By construction, the roots of 𝑍 are the elements in 𝑆𝜆 and 𝜏 ∉ 𝑆𝜆 . Thus, 𝑍 (𝜏) ≠ 0

and the claim holds. □

Lemma C.5. | Pr[Hyb
1
(A) = 1] − Pr[Hyb

2
(A) = 1] | ≤ (|𝑆𝜆 | + 2)/𝑝 .

Proof. The only difference between Hyb
1
and Hyb

2
is the distribution of 𝑟1, 𝑟2, 𝜏 . First, 𝑟1, 𝑟2 are uniform over Z𝑝 \ {0}

in Hyb
1
and uniform over Z𝑝 in Hyb

2
. The statistical distance between these two distributions is 1/𝑝 . Similarly, 𝜏 is

uniform over Z𝑝 \ 𝑆𝜆 in Hyb
1
and uniform over Z𝑝 in Hyb

2
. The statistical distance between these two distributions

is |𝑆𝜆 |/𝑝 . Thus, the overall statistical distance between these two distributions is at most ( |𝑆𝜆 | + 2)/𝑝 . □

Lemma C.6. | Pr[Hyb
2
(A) = 1] − Pr[Hyb

3
(A) = 1] | ≤ 𝑂 (𝑞2 |𝑆𝜆 |3/𝑝).
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Proof. We will use Theorem C.2. To do so, let PQ = {𝑃𝑖𝑄 𝑗 : 𝑃𝑖 ∈ P, 𝑄 𝑗 ∈ Q} be a set of polynomials in the formal

variables 𝑟1, 𝑟2, 𝛾, 𝜏 . To invoke Theorem C.2, it suffices to show that the polynomial

𝑇 (𝑟1, 𝑟2, 𝛾, 𝜏) = 𝑟1𝑟2𝛾𝜏𝑁−1 ·
©­«

∑︁
𝑘∈[𝑁 ]

𝐿𝑘 (𝜏)
ª®¬
2

(C.1)

is linearly independent with respect to the polynomials PQ. Suppose otherwise. Then, there exists coefficients

𝛼𝑖, 𝑗 ∈ Z𝑝 such that

𝑇 (𝑟1, 𝑟2, 𝛾, 𝜏) =
∑︁
𝑃𝑖 ∈P

∑︁
𝑄 𝑗 ∈Q

𝛼𝑖, 𝑗 · 𝑃𝑖 (𝑟1, 𝑟2, 𝛾, 𝜏) ·𝑄 𝑗 (𝑟1, 𝑟2, 𝛾, 𝜏). (C.2)

Consider the value of the polynomials 𝑇 and 𝐿1, . . . , 𝐿𝑁 when 𝜏 = 𝑠𝑖 ∈ 𝑆𝜆 for some 𝑖 ∈ [𝑁 ]. By definition, we have

𝑍 (𝜏) = 𝑍 (𝑠𝑖 ) =
∏
𝑗∈[𝑁 ]

(𝑠𝑖 − 𝑠 𝑗 ) = 0

𝐿𝑖 (𝜏) = 𝐿𝑖 (𝑠𝑖 ) =
∏
𝑗≠𝑖

(𝑠𝑖 − 𝑠 𝑗 ) ≠ 0

∀𝑗 ≠ 𝑖 : 𝐿 𝑗 (𝜏) = 𝐿 𝑗 (𝑠𝑖 ) =
∏
𝑘≠𝑗

(𝑠𝑖 − 𝑠𝑘 ) = 0,

(C.3)

where the second equality holds since Z𝑝 is a field and 𝑠𝑖 − 𝑠 𝑗 ≠ 0 for all 𝑗 ≠ 𝑖 . Suppose we consider Eq. (C.2) when

we restrict the value of 𝜏 to 𝜏 ∈ 𝑆𝜆 . In this case, if 𝑃𝑖 or 𝑄 𝑗 is a multiple of 𝑍 (𝜏), then the value of 𝑃𝑖 (𝑟1, 𝑟2, 𝛾, 𝜏) and
𝑄 𝑗 (𝑟1, 𝑟2, 𝛾, 𝜏) is guaranteed to be 0. Thus, Eq. (C.2) requires that for all 𝜏 ∈ 𝑆𝜆 ,

𝑇 (𝑟1, 𝑟2, 𝛾, 𝜏) =
∑︁
𝑖∈[𝑁 ]

∑︁
𝑗∈[0,𝑁−2]

©­«𝛼 (1)𝑖, 𝑗 𝑟1𝑟2𝛾2𝜏 𝑗 · 𝐿𝑖 (𝜏) ·
∑︁
𝑘∈[𝑁 ]

𝐿𝑘 (𝜏)
ª®¬ +

∑︁
𝑗∈[0,𝑁−2]

𝛼
(2)
𝑗
𝑟1𝑟2𝛾𝜏

𝑗 ©­«
∑︁
𝑘∈[𝑁 ]

𝐿𝑘 (𝜏)
ª®¬
2

, (C.4)

where 𝛼
(1)
𝑖, 𝑗

and 𝛼
(2)
𝑗

are scalars. From Eq. (C.1), we have that the degree of 𝛾 in𝑇 is 1. For Eq. (C.4) to hold, this means

𝛼
(1)
𝑖, 𝑗

= 0 for all 𝑖 ∈ [𝑁 ], 𝑗 ∈ [0, 𝑁 − 2]. Thus, Eq. (C.4) implies that

∀𝜏 ∈ 𝑆𝜆 : 𝑟1𝑟2𝛾𝜏𝑁−1 ·
©­«

∑︁
𝑘∈[𝑁 ]

𝐿𝑘 (𝜏)
ª®¬
2

=
∑︁

𝑗∈[0,𝑁−2]
𝛼
(2)
𝑗
𝑟1𝑟2𝛾𝜏

𝑗 · ©­«
∑︁
𝑘∈[𝑁 ]

𝐿𝑘 (𝜏)
ª®¬
2

. (C.5)

From Eq. (C.3), we have that for all 𝜏 = 𝑠𝑖 ∈ 𝑆𝜆 ,
∑
𝑘∈[𝑁 ] 𝐿𝑘 (𝜏) = 𝐿𝑖 (𝑠𝑖 ) ≠ 0. Thus Eq. (C.5) holds only if

∀𝜏 ∈ 𝑆𝜆 : 𝜏𝑁−1 =
∑︁

𝑗∈[0,𝑁−2]
𝛼
(2)
𝑗
𝜏 𝑗 ,

or equivalently, if the polynomial 𝜏𝑁−1 −∑
𝑗∈[0,𝑁−2] 𝛼

(2)
𝑗
𝜏 𝑗 = 0 for all 𝜏 ∈ 𝑆𝜆 . This is a non-zero polynomial of degree

𝑁 − 1, which has at most 𝑁 − 1 roots. However, |𝑆𝜆 | = 𝑁 , which is a contradiction. We conclude that Eq. (C.4)

cannot hold for all 𝜏 ∈ 𝑆𝜆 , which means that we cannot write the target polynomial 𝑇 as a linear combination of the

polynomials in PQ. Thus, 𝑇 is linearly independent with respect to PQ.
To complete the proof, we observe that |P | = 𝑂 (𝑁 ) and |Q| = 𝑂 (𝑁 ). The total degree of polynomials in PQ is

also 𝑂 (𝑁 ) since the polynomials 𝑍 (𝑋 ), 𝐿1 (𝑋 ), . . . , 𝐿𝑁 (𝑋 ) all have degree at most 𝑁 . Similarly, the degree of 𝑇 is also

𝑂 (𝑁 ). Thus, by Theorem C.2, if A makes at most 𝑞 queries, then

| Pr[Hyb
2
(A) = 1] − Pr[Hyb

3
(A) = 1] | ≤ 𝑂 (𝑞

2𝑁 3)
𝑝

=
𝑂 (𝑞2 |𝑆𝜆 |3)

𝑝
. □

Lemma C.7. | Pr[Hyb
3
(A) = 1] − Pr[Hyb

4
(A) = 1] | ≤ (𝑁 + 2)/𝑝 .

47



Proof. Follows by the same argument as in the proof of Lemma C.5. □

Lemma C.8. Pr[Hyb
4
(A) = 1] = Pr[Hyb

5
(A) = 1].

Proof. Follows by the same argument as in the proof of Lemma C.4. □

Theorem C.3 now follows by combining Lemmas C.4 to C.8 and a standard hybrid argument. □
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