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Abstract. This paper introduces the structured generic-group model,
an extension of Shoup’s generic-group model (from Eurocrypt 1997) to
capture algorithms that take advantage of some non-generic structure
of the group. We show that any discrete-log algorithm in a group of
prime order ¢ that exploits the structure of at most a § fraction of
group elements, in a way that we precisely define, must run in time
2(min{,/q,1/6}). As an application, we prove a tight subexponential-
time lower bound against discrete-log algorithms that exploit the mul-
tiplicative structure of smooth integers, but that are otherwise generic.
This lower bound applies to a broad class of index-calculus algorithms.
We prove similar lower bounds against algorithms that exploit the struc-
ture of small integers, smooth polynomials, and elliptic-curve points.

1 Introduction

The hardness of the discrete-logarithm problem is the foundation of the most
widely-deployed cryptographic protocols [28, 33, 45, 62]. However, complexity-
theoretic barriers make it infeasible to prove the hardness of discrete log in any
concrete group. To gain confidence in the hardness of discrete log and related
computational problems [15,17,18], we thus resort to studying their hardness
against restricted classes of algorithms [9,21,23,32,42,51,55,67,73]. A particularly
fruitful line of study has focused on “generic algorithms” [51,55,67]—algorithms
that only make black-box use of the group operation. A fast generic algorithm
for the discrete-log problem implies a fast discrete-log algorithm in every group
that has an efficiently-computable group operation.

Because generic algorithms are restricted in how they interact with the un-
derlying group, it is possible to prove unconditional, information-theoretic lower
bounds against their performance. Nechaev [55], Shoup [67], and Maurer [51]
show, in slightly different models, that every generic algorithm that solves the
discrete-log problem in a group of prime order ¢ with constant probability must
perform at least (2(,/q) group operations [51,55,67,73]. These lower bounds
demonstrate that any better discrete-log algorithm must make some non-black-
box use of the group. In fact, over many standard elliptic-curve groups [47,49,54],
generic algorithms for discrete log [58,59,66] are the best ones known.

At the same time, there are many groups of interest where non-generic algo-
rithms significantly outperform their generic counterparts [6]. The most notable



example is discrete log over a finite field IF,x. Over F,x, index-calculus meth-
ods solve discrete log in subexponential time [34,50] or even quasi-polynomial
time, when the field characteristic is small [10]. Index-calculus methods apply
to elliptic-curve groups with pairings [52], class groups [37], and certain hyper-
elliptic curve groups [5], among others. These index-calculus algorithms take
advantage of the structure of group elements, and specifically the ability to lift
group elements to the integers (or to a polynomial ring, or to some other object)
in a way that preserves some of the original group structure.

The existence of these fast non-generic algorithms leaves discrete-log-based
cryptography in an uncomfortable state: generic-group analysis rules out a large
class of discrete-log algorithms. Even so, as index-calculus methods show, this
class cannot capture the best discrete-log algorithms in many groups. The limi-
tations of generic models mean that we have no way to rule out better and better
non-generic attacks in cryptographically important groups.

In this work, we introduce the structured generic-group model, a new ideal-
ized group model. The structured generic-group model captures algorithms that
exploit some non-generic structure of the group, albeit in a restricted way. We
show that the structured generic-group model is expressive enough to capture
subexponential-time index-calculus attacks [3,60], yet is generic enough to let us
reason about the hardness of the discrete-log problem with information-theoretic
tools. This approach lets us rule out a broader class of discrete-log attacks than
classic generic-group analysis can. In particular, we prove that a certain index-
calculus algorithm for discrete log is optimal among algorithms that are generic,
but for the ability to lift group elements to the integers, and factor them.

As in Shoup’s original generic-group model [67], each group element in our
model is represented via a “label,” which is just an arbitrary bitstring in some
label space L. A structured-generic-group-model algorithm interacts with these
labels by calling a group-operation oracle O. The algorithm passes two labels
£1,05 € L to the oracle, and the oracle returns the label ¢3 = O(¢1,43) € L
corresponding to their product under the group operation. In Shoup’s generic-
group model, the only way for the algorithm to learn information on the output of
the group operation on ¢; and ¢5 is to consult the oracle O. Internally, the generic-
group oracle maintains a labeling function o that maps each group element’s
discrete log to its associated label.

Algorithms in our structured generic-group model work just as in Shoup’s
model—labels represent group elements and the algorithm interacts with a group-
operation oracle O. The one difference is that the structured generic-group model
is parameterized by a partial binary function x, which operates on pairs of labels
in the label space £. Algorithms in the (£, *)-structured generic-group model
have free access to the partial binary function x. The model’s guarantee is that
wherever /1 x {5 is defined, it “agrees with” the group-operation oracle: that is,
£y x s = O(fq,42). In this sense, the x function captures information that the
labels alone (i.e., the bit representation of group elements) leak to the adversary.

With different choices of the x function, we can model different group struc-
tures. At one extreme, when the x function is defined nowhere, the structured



generic-group model is identical to Shoup’s generic-group model. At the other
extreme, when the * function is defined on all pairs of labels in the label space,
we recover a concrete group, since x fully determines the discrete log of every el-
ement. (In this case, discrete log is easy information-theoretically.) Parametriza-
tions of the structured generic-group model between these two extremes let us
model groups and discrete-log algorithms that are generic, but for the ability to
exploit some specific property of group elements’ representations, captured by
*.

For example, we can model groups in which elements are represented as
integers and algorithms can exploit the multiplicative structure of small integers.
To do so, we let the label space £ represent n integers £ = {{1,...,¢,} and we
define x: £2 — £ to be £; x £; = £;; for all i,j € {1,...,n} such that i-j < B,
where B < n is some bound. In this model, algorithms can “multiply” and
“factor” all group elements represented as integers < B for free.

With an appropriate choice of x, we can also model algorithms that ex-
ploit the multiplicative structure of polynomial rings as well. We show that
such parametrizations of the structured generic-group model are both expressive
enough to efficiently implement subexponential-time index-calculus algorithms
and generic enough to support stronger lower bounds than previously known.

Our results. Our first result in the new model is a lower bound showing that
a fast discrete-log algorithm must exploit non-generic properties of many group
elements (Theorem 3.2). To sketch this result: fix a label space £ and function
x: L2 — L. We say that a label £ € L is “constrained by %" if there exists
a triple of labels ¢1,05,¢35 € L such that: (1) ¢; x {3 = {3 is defined and (2)
£ € {l1,02,03}. Then, we prove that, if a 0 fraction of labels in £ are constrained
by *, every discrete-log algorithm in the (£, x)-structured generic-group model of
prime order ¢ making up to 7" oracle queries succeeds with probability at most
O(T?/q + 8T). In other words, any faster-than-generic discrete log algorithm
must exploit the structure of more than a § > 1/,/q fraction of group elements.

Our second result shows that classic index-calculus algorithms for finding
discrete logarithms can be efficiently instantiated in the structured generic-group
model. In particular, we construct an index-calculus-style discrete-log algorithm
in the structured generic-group model (Theorem 4.2). The algorithm succeeds
with constant probability and its running time is dictated by: (1) a smoothness
property of the x function and (2) the time required to “factor” a label, under
the x function. More specifically, let there be a set of labels S = {{;,¢5,...} C L
such that a v fraction of all labels in £ “factor over” this set .S. That is, for a
random label ¢ <¢ £, with probability ~ it can be written as a * combination
of labels in S. Then in the (£, x)-structured generic-group model of order ¢, our
index-calculus algorithm makes T = |S| - % - polylog(q) group-operation-oracle
queries. For any choice of x where there exists a set S with [S| ~ 1/ < /g, the
number of group-operation oracle queries required to solve discrete log matches
that of our lower bound, up to logarithmic factors. Moreover, the RAM-model
running time of this algorithm is roughly T'F, where F' is the time required to
factor a group element under *.



Finally, in Section 5, we apply our upper and lower bounds to analyze
discrete-log algorithms that exploit specific types of non-generic group struc-
ture. In particular, we look at algorithms that lift group elements to the integers
and to polynomials. In both settings, we give lower bounds against discrete-log
algorithms that are generic, but for the ability to factor group elements over the
integers (or over a polynomial ring). In these instantiations of our model, we
show that our index-calculus-style discrete-log algorithm of Section 4 makes an
optimal number of group-operation oracle queries, up to low-order terms. As we
discuss in Section 5.3, we have not yet attempted to model more sophisticated
index-calculus algorithms, such as the number-field or function-field sieve [3,34].

Related work. The cryptography community has analyzed an array of RSA-
and discrete-log-type assumptions [16, 24,27, 72| and constructions [19, 63, 68|
in generic-group models, and has proven separations that show that certain
cryptographic primitives cannot be built from generic groups [57,61, 64,65, 73,
74]. A number of works have extended the generic-group model by giving the
algorithm additional oracles to model pairing groups [17,18,43], Diffie-Hellman
relations [51], or Jacobi-symbol-like predicates [64]. Further work extends the
model to capture groups of unknown order [24].

In Section 6, we give detailed discussion of five existing models that aim to
capture non-generic attacks in groups: the algebraic group model [32], the generic
ring model [7], the smooth generic-group model [40], the preprocessing model [21,
23], and the bit-fixing model [21,22,71]. As far as we know, the structured
generic-group model is the only model of these that can simultaneously capture
subexponential-time index-calculus attacks and support matching information-
theoretic lower bounds.

Enge and Gaudry [30] give a general template for constructing index-calculus
algorithms over different groups. Their goal is not to give a formal generic model
or prove lower bounds, but it is possible to interpret their template as an informal
version of our algorithm (Section 4).

As with the random-oracle model [12], there exist computational problems
that can be hard in generic groups, but are easy in every concrete group [26,31,
48,73]. In light of this, the correct interpretation of a generic-group lower bound
is that “any fast algorithm must be non-generic,” rather than “no fast algorithm
exists.”

Notation. We write log = to denote the logarithm to the base 2 of x. For a finite
set S, we use x <& S to denote a uniform random sample from S. For a function
f, we write f(z) := y to denote setting the value of f at = to the value y.

2 The structured generic-group model

2.1 Background: Shoup’s generic-group model

Given a group order n € N and a label space £ C {0,1}* of order n, Shoup [67]
models a generic group using an injective function o: Z,, — L. We call o the
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Fig. 1: The structured generic-group model interpolates between a fully generic group
and a concrete group. We demonstrate this with a x function over label space £ =
{l1,...,4c}. Depending on the choice of the star function (a model parameter), we
obtain a generic group (left), a concrete group (right), or something in between (center).

labeling function. The labels {c(0),0(1),0(2),...} C L represent the elements
of a cyclic group G generated by g € G: {¢°,g',4%,...}.

An algorithm in Shoup’s generic-group model may not access the labeling
function o directly. Instead, the only way that an algorithm can learn about the
labeling function ¢ is via queries to a group-operation oracle, O,. The group-
operation oracle takes as input two labels in L, representing any two group
elements g* € G and ¢/ € G, and outputs the label representing their product
under the group operation: that is, the element ¢’ - ¢ = ¢/ € G. The precise
definition of the group-operation oracle is:

Definition 2.1 (Group-operation oracle). For an injective labeling func-
tion o: Z, — L, the corresponding group-operation oracle O, : L2 — L is the
function that computes

j — O'il(ej) c Zn,

i(—ail(&-)ezm &Hmodn(—J(i—i—jmodn)Eﬁ,

and returns ;4 mod n € L. If either of the oracle’s arguments are not in the
range of o, the oracle returns L.

We refer to Shoup’s model as the generic-group model.

2.2 Informal description of the structured generic-group model

An algorithm in the structured generic-group model operates exactly as an algo-
rithm in Shoup’s traditional generic-group model (cf. Section 2.1) [67]. The only
difference is that, in addition to the group-operation oracle O,, the algorithm
also has access to a partial binary function x on the label space £, which imposes
some additional structure on the labeling function o: Z,, — L.



Specifically, the structured generic-group model is defined relative to a label
space £ and a partial binary function *: £2 — L. As usual, an algorithm in
the structured generic-group model may interact with the normal generic-group
oracle O, : £2 — L. In addition, the algorithm gets free access to the function *.
The key point is that, on pairs of labels (¢;, ;) € £? where * is defined, we require
the group-operation oracle’s answers to “agree with” the x function. That is, we
restrict the group-operation oracle O, to be such that: ¢; x £; = O, (¢;,¢;).

For the purposes of proving lower bounds, we think of evaluations of x as be-
ing free—we only charge the algorithm for making queries to the group-operation
oracle O,. In this way, the x function reveals partial information about the la-
beling function ¢ to an algorithm, even before the algorithm makes any group-
operation oracle queries. We refer to Fig. 1 for a visual depiction of this.

2.3 Definition of the structured generic-group model
We now describe the structured generic-group model in more detail.

Definition 2.2 (Structured label space). For a finite set £ and partial
binary function x: £2 — L, we say that (L£,x) is a structured label space of
order n if |£| = n and (£, ) is a commutative monoid with unique factorization.

To be more concrete, (£, «) is a structured label space if it has the following
properties:

— Associativity. For all labels ¢1, 05, 05 € L, where (¢1 xf2) and ({1 x£3) * {3 are
defined, we have that (€1 x €o) x €5 = {1 % ({3 x l3).

— Commutativity. For all labels £1,f5 € L, we have that £1 x {5 = 3 x {1. In
particular, if /1 x /5 is defined, then so is £o * ;.

— Identity. There exists a label £ € L, the “identity element,” such that for all
¢ € L, it holds that £« ¢/ =0 x{ = /"

— Unique factorization. We say a label ¢ € L is “prime” if ¢ is not an identity
element, and there does not exist labels £1, {o € Lx{¢} such that ¢, x {5 = ¢.
Then we require that for all labels ¢ € L, either: (1) ¢ is an identity element,
(2) ¢ is prime, or (3) there exists a unique set of primes ¢y, ..., ¢; such that
by x-xly =L

We can define variants of the structured generic-group model by being more
permissive about the definition of a structured label space (e.g., not requiring
unique factorization). We stick with this simplest formulation since it already
captures many non-generic discrete-log algorithms.

Definition 2.3 (Structured labeling function). Fix a structured label space
(L, *) of order at least n. A structured labeling function of order n over (L, ) is
an injective function o: Z, — L whose corresponding group-operation oracle O,
(as in Definition 2.1) “agrees with” the x function, wherever the * function is de-
fined. To be precise, for all labels ¢;,¢; € £ such that ¢; and £; are in the image
of 0 and ¢; x {; is defined, it holds that

lix by = Oo(Li, b5). (1)



We now define the discrete-log problem in the structured generic-group model:

Definition 2.4 (Discrete-log problem in a structured generic group).
We define the discrete-log advantage of an algorithm A in the (£, x)-structured
generic-group model of order n with respect to a distribution D over structured
labeling functions over (£, ) as

o+ D
DLAdv(z [A, D] := Pr | A9 (o(1),0(z)) =z : caz | (2)

When the distribution D is the constant distribution that outputs ¢ with prob-
ability 1, we may write DLAdv (. ,)[A, o].

A salient difference between Definition 2.4 and the standard generic-group
formulation is that here we explicitly specify the distribution D over labeling
functions from which the challenger chooses the labeling function ¢. In con-
trast, in the standard generic-group formulation, the challenger always picks the
labeling function ¢ uniformly at random from the set of all labelings.

We explicitly specify the distribution over labelings since for a particular
structured label space (£, %), it may not be obvious how to sample from the uni-
form distribution over labelings in a way that satisfies all x constraints. When we
prove lower bounds, we typically show that there exists some hard distribution
over labelings—often not the uniform one—on which all algorithms making few
group-operation-oracle queries must fail often.

Measuring running time. For the purposes of proving lower bounds, we mea-
sure the running time of an algorithm in the structured generic-group model only
by the number of group-operation oracle queries it makes. All other computation—
including evaluation of the x function—is for free. Not charging the algorithm
for computation yields stronger lower bounds.

3 A lower bound in the structured generic-group model

In this section, we present a lower bound on the running time of discrete-log
algorithms in the structured generic-group model. This result is general in that
it applies to every structured label space.

Shoup’s generic-group lower bound states that any generic discrete-log al-
gorithm must run in £2(,/g) time in a group of order n, where ¢ is the largest
prime divisor of n. Our result essentially says that any generic algorithm that
additionally exploits the structure of a § fraction of group elements must run
in time 2(min{,/q,1/6}), in a group of prime order n, where ¢ is again the
largest prime divisor of n. Thus, algorithms—such as traditional index-calculus
algorithms in a subgroup of Z) —that only make use of the structure of a subex-
ponentially small § ~ exp(—+/logn) fraction of group elements, must run in at

least 1/6 = exp(+/logn) time.



As we detail in Theorem 3.2, the structure that * reveals can be much less
helpful than arbitrary preprocessed advice (i.e., auxiliary input) about the group
structure. The * function only provides local information about the group op-
eration, and an adversary cannot choose at what points x is defined. For this
reason, we obtain tighter lower bounds than direct application of known bounds
on generic discrete-log algorithms with preprocessing would give [21,22,23,36,71].

We use the following notation:

Definition 3.1 (Constrained by star). For a structured label space (£, )
and a label ¢ € £, we say that ¢ is constrained by star if either (a) there exists a
non-identity element ¢’ where £ ¢’ is defined; or (b) there exist labels ¢, ¢y # ¢
such that /1 x5 = ¢.

Theorem 3.2 (Hardness of discrete log in the structured generic group
model). Let (L, %) be a structured label space such that there exists at least one
structured labeling function of order n over (L,%). Let § denote the fraction of
elements in L constrained by %, in the sense of Definition 3.1, and let q be the
largest prime divisor of n.

Then, there exists a distribution D over structured labeling functions such
that for all T-query discrete-log algorithms A in the (L,x)-structured generic-
group model,

on(3T + 2 3T+1)2 1
n(3T+2)  (T+1)?

DLAdv ¢ )[4, D] < -
q q n

In Appendix B, we extend this lower bound to handle algorithms for the
special case of prime-order groups in the structured generic-group model with
preprocessing. We use a compression argument to show (Theorem B.1) that even
if a discrete-log algorithm has S bits of arbitrary preprocessed advice about the
generic-group oracle, if it makes at most T' group-operation oracle queries, then
in a group of prime order g, its advantage at solving discrete log is at most
O(ST?/q + 8T).

In addition, in Appendix B.4, we show that these general lower bounds are
tight. In particular, for every § € (0, 1), there is a structured label space (L5, *5)
of prime order ¢ in which a § fraction of elements are constrained by star. There
also is an algorithm A that solves discrete log in the (L5, xs)-structured generic-
group model using S bits of preprocessed advice and T queries achieving advan-
tage roughly ST?/q + 0T. This implies that we cannot hope to prove a lower
bound better than Theorem 3.2 without somehow restricting the set of label
spaces to which the lower bound applies.

As we discuss in Section 6.5, it is also possible to prove Theorem 3.2 using
the “presampling” technique [21,22,71]. We give the direct proof here, since it is
so straightforward. In contrast, as far as we know, presampling techniques are
not sufficient to prove tight lower bounds in the structured generic-group model
with preprocessing.

Proof of Theorem 3.2. We first define the distribution D. We do so by describing
the process of sampling a structured labeling function ¢ from D.



The distribution is defined relative to an arbitrary structured labeling func-
tion op over (L£,%). (The theorem assumes that at least one such o( exists.)
Having fixed o(, we then sample o ~ D in two steps:

1. For every label ¢ € L that is constrained by *, in the sense of Definition 3.1,
we define o1 (¢) := oy *(£).

2. For all other labels ¢ € £, we define 0~1(¢) to be a random value = € Z,
such that o(x) has not yet been defined.

Now, we argue that for all T-query adversaries A,

on(37T + 2 3T+1)2 1
BT +2) | BT+1?

DLAdv(, )[4, D] < —.
q q n

Let A be a discrete-log algorithm in the (L£,x)-structured generic-group
model.

Hybrid 0. Real distribution. At the beginning of the game, the challenger sam-
ples a random structured labeling function o ~ D. The challenger also samples
x & Z,, and runs algorithm A on the discrete-log challenge (o(1),0(z)). The
challenger answers A’s group-operation-oracle queries using o as usual. At the
end of the game, the adversary outputs a value x’ € Z,,. The challenger outputs
“1”if x = 2/ and “0” otherwise.

Hybrid 1. In this game, the challenger answers group-operation oracle queries
differently. Instead of choosing ¢ at the start of the game, the challenger, follow-
ing Shoup [67], builds it up lazily.

In more detail, the challenger maintains a table mapping labels in £ to
values in Z,, as in Shoup. The difference from Shoup is that the challenger
pre-populates its table with certain values. That is, at the start of the inter-
action, for every label ¢ € £ constrained by star, the challenger adds the pair
(4,051 (0)) € L x Z,, to the table. There are at most dn such values.

Next, the challenger chooses £, <+ L. If £, does not yet appear in the table,
the challenger samples a value z <* Z,, distinct from all other Z,, values in the
table and adds the pair (£,,x) to the table. The challenger then sends ¢, to the
algorithm A as the discrete-log challenge.

To answer an oracle query on input (¢;,¢;) € L2, the challenger proceeds as
follows:

— For each label ¢ € {¢;,¢;} that does not correspond to a table entry, sample
a value r < Z, distinct from all Z, values currently in the table. The
challenger adds the mapping (¢,7) to the table.

— Let z;,z; € Zy, be the values that labels /;, £; map to in the table.

o If 2; + 2; € Zy, corresponds to a label in the table, return that label.

o Otherwise, sample a random label £, € £ distinct from all others in the
table. Add the mapping (¢, 2; + 2z; € Zy) to the table, and return the
label /..



Hybrid 2. In this game, the challenger answers group-operation oracle queries
differently. Instead of choosing the value of € Z,, at the start of the game, the
challenger instead chooses it at the end.

More precisely, the challenger now maintains a table mapping labels in £ to
formal polynomials in Z,[X]. The challenger prepopulates its table with values
corresponding to labels constrained by star, as in Hybrid 1. That is, for each
label ¢ € £ constrained by star, the challenger adds the pair (¢, 05" (¢)) to the
table. (Here, o L(¢) € Z,, represents a constant polynomial.)

Then, the challenger samples ¢, < £ and sends the label £, to the algorithm
as the discrete-log challenge. Hybrid 2 differs in the way the challenger handles
the challenge label if /, is not already in the table. In this case, the challenger
inserts the pair (£,, X) into its table, where X is a formal variable.

The challenger then answers an oracle query on input (¢;,¢;) € £? as in
Hybrid 1. The only difference is that the z values are all now formal polynomials
in Z,[X].

At the end of the game, the algorithm A outputs a value =’ € Z,. The
challenger then samples x <& Z,. The challenger outputs “1” if x = z’ and “0”
otherwise.

For i € {0,1}, let W; be the event that in the " hybrid distribution, the
challenger outputs “1.” By construction, we have that Pr[Wp] is the probability
that the adversary solves discrete log in the star model.

Claim 3.3. Pr[Wy] = Pr[W;].

Proof. The adversary’s view in Hybrid 0 and Hybrid 1 is identical. Both hybrids
simulate an interaction with ¢ that is identical to og at all labels constrained by
star, and random elsewhere, subject to the constraint that distinct labels have
distinct discrete logs. O

Claim 3.4. |Pr[W;] — Pr[Wy]| < (3T +2)(6n/q) + (3T +1)?/q.

Proof. The adversary’s view in the two hybrids differ if either of the following
events occur:

— The label 4, sampled by the challenger is already contained in the table.
In this case, the challenger in Hybrid 1 would check if z’ is the discrete-
log associated with £, whereas in Hybrid 2, the challenger checks whether
7' = x where x & Z,.

— The label £, is not already in the table and the challenger samples a discrete-
log = that is inconsistent with the challenger’s oracle outputs. This corre-
sponds to the case where there are two distinct labels ¢1, /5 in the table asso-
ciated with formal polynomials f; and fa, respectively, where fi(z) = fa(x).
In this case, the challenger would have responded with the same label in
Hybrid 2, but different labels in Hybrid 3.

The first event occurs with probability §. We bound the probability of the
second event happening. Following Shoup [67], the second event only happens
when there exists a pair of formal polynomials in the table whose evaluation at
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x is identical. The polynomials appearing in the table are univariate with degree
at most 1. To agree modulo n at a randomly-sampled point x <* Z,,, a distinct
pair of such polynomials must agree modulo each prime divisor ¢ of n. Letting
q denote the largest prime divisor of n, the probability that they agree modulo
n is thus bounded by %.

The challenger evaluates at most 37 + 1 polynomials. Each polynomial’s
evaluation can “collide” with the dn constant polynomials in the table or one
of the 3T other non-constant polynomials. Taking a union bound over all such
pairs gives a collision probability of

(3T 4+ 1)(3T 4 6n)/q < (3T + 1)2/q + §(3T + 1)(n/q).

Since the first event occurs with probability §, the claim now follows via a union

bound. O
Finally, we have Pr[Ws] = %, since the adversary’s view in Hybrid 2 is
independent of the discrete-log x. This completes the proof. U

4 Index calculus in the structured generic-group model

In this section, we describe an index-calculus-style algorithm for the discrete-
logarithm problem in the structured generic-group model.
There are two main reasons to be interested in such an algorithm:

— First, it demonstrates that the structured generic-group model is powerful
enough to express subexponential time discrete-log algorithms.

— Second, it isolates the exact property that a label space must have for a
discrete-log algorithm to run in subexponential time. (As one familiar with
index-calculus algorithms would expect, some notion of “smoothness” is crit-
ical.)

The algorithm here is an adaptation of the discrete-log algorithm of Pomer-
ance [60] in the language of the structured generic-group model.

Before presenting the algorithm, we introduce some useful definitions. First,
recall from Definition 2.2 that a label £ € £ in a structured label space (£, *) is
“prime” if £ is not an identity element, and there do not exist labels ¢1, 5 € £5{{}
such that ¢; x¢s = £. We now define what it means to factor over a set of primes:

Definition 4.1 (Factoring over a set). Let S C £ be a set of primes. We
say a label ¢ € L factors over S if there exist labels ¢1,...,¢; € S such that
=101 %-xl;.

4.1 The discrete-log algorithm

We now give the main result of this section, a discrete-log algorithm in the
structured generic-group model. The bottom line of the result is: if labels in a
structured generic group factor often over a small set, then discrete log in the
group is relatively easy.
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Theorem 4.2 (Index-calculus for discrete log, based on Pomerance [60]).
Let (L,*) be a structured label space of order n. Let there be a size-k set S C L
such that: a y-fraction of labels in L factor over the set S, in the sense of Defi-
nition 4.1.
Then, there is an algorithm A in the (L,)-structured generic-group model

of order n that

— makes T = O(% k- log2 k-logn) group-operation oracle queries and,

— for all distributions D, satisfies DLAdv(z [A, D] > 1 — 10%.
Moreover, algorithm A runs in time poly (k, %, log n) +T-F in the RAM model,
where F' is the time required to factor a label over the set S.

As an easy corollary (Corollary 4.5), we get that for prime g, there is a
discrete-log algorithm in Zj running in time exp(O(y/loggloglog q)).
Algorithm preliminaries. The index-calculus algorithm is parameterized by
a (possibly composite) group order n, a label space £, a vector of distinct labels
S = (m,ma,...,m) C L (called the “factor base”), and a parameter tgactor € N,
which we set to O(y~!logk). The algorithm has access to the generic-group
oracle, which implicitly defines a labeling function o: Z,, — £ that maps every
discrete log to its corresponding label.

Finally, the input to the algorithm is a discrete-log instance (o(1),o(x)). The
output of the algorithm (if successful) is the discrete log = € Z,,.

We need this one additional bit of notation:

Definition 4.3 (Exponent vector with respect to a set). Let S C L
be a set of labels where |S| = t. Let my,...,m be the elements of S under
some canonical ordering. Let ¢ € L be a label that factors over S and let £ =
Ty * Tiy * -+« % m;, be the factorization, where 41,...,4; € [t]. We define the
exponent vector associated with this factorization to be Zje[k] e;;, where e; € ZI,

is the j** standard basis vector.

Now we present the algorithm that proves Theorem 4.2.

Description of the index-calculus algorithm:
1. Collect linear relations on the discrete logs of the factor base. Maintain a
set V of vectors in ZF.
(a) Repeat for tgactor - k- (2[log k] + 3) iterations:
— Choose random 7 <= Z,, and compute o(r) using the group-operation
oracle by repeated doubling of o(1).
— If o(r) factors over the factor base S, add the corresponding exponent
vector (eq,...,ex) of o(r) to the set V.
(b) For each i =1,2,...,k, repeat these steps teactor - (2[log k] + 3) times:
— Choose s ¢+ Z,, and compute o(s) using the group-operation oracle.

— Let m; be the i*" element of the factor base. Apply the group-operation
oracle to m; and o(s) to get a label ¢;.

12



— If ¢; factors over S, then add the corresponding exponent vector
(61,...,6k) OffZ to V.

2. Solve for the discrete logs of the elements in the factor base. Let 21, 22, ...,z €
Z,, be the discrete logs of the k values in the factor base. That is, for all
i € [k], let z; € Z,, be such that o(z;) = m; € L.

Each factorization from Step 1 gives a linear relation on the values 21, . .., zj.
Specifically, if (e1,...,ex) is the exponent vector of o(r), then it must be
that o(r) = o(e1z1 + -+ + egzx). Since o is injective, this implies that
r=eiz1+ -+ egzr € Z,. Then, we have two cases:

— If the group order n is a prime, attempt to solve directly for these values
z1,- .., 2 using Gaussian elimination.

— If the group order is a composite, factor n, attempt to solve the linear
system modulo each of the (prime power) factors of n, applying Hensel
lifting as necessary, and then reassemble the solutions modulo n using
the Chinese Remainder Theorem.

If the linear system has no unique solution, output “FAIL” and halt.

3. Ezxpress the target discrete-log as a linear relation of the discrete logs of the
elements in the factor base.

Repeat tgactor times:

— Choose random r < Z, and compute the label ¢, < o(r) using the
group-operation oracle.

— Let ¢, = o(x) be the discrete-log challenge. Apply the group-operation
oracle to £, and £, to get £,.

— If £, factors over S with exponent vector (ey,...,e;) € ZF

s output
T (Zie[k] eizi> — r mod n and halt.

If the algorithm has not terminated after t¢,cto, iterations, output “FAIL” and
halt.

We give an analysis of this index-calculus algorithm in Appendix A.

Remark 4.4 (Index calculus in groups of unknown order). While our description
here assumes that the algorithm knows the order n of the group, this is not
necessary. When the group order is unknown, there is a standard trick that
applies here: the algorithm first proceeds as if the group order were prime. If the
algorithm never encounters a non-invertible element in the group, it succeeds. If
the algorithm does encounter a non-invertible x element in the group, it must
be that the greatest common divisor between x and n reveals a factor of n. The
algorithm can then use this factor to decompose n (using the Chinese Remainder
Theorem) and restart. The number of restarts is no larger than the number of
prime factors of n, which is bounded by log(n).
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4.2 Consequences for concrete groups

Over the group Z; for any prime g, Theorem 4.2 implies a subexponential-time
algorithm:

Corollary 4.5 (Index calculus in ZZ). For any prime q, there is a discrete-
log algorithm in Z; that runs in expected time exp(O(y/logqloglogq)).

Our proof of Corollary 4.5 relies on the following fact on the smoothness of the
integers which comes from the survey of Granville [35, Equation (1.16)]:

Lemma 4.6 (Density of numbers that factor into small primes [35]).
Let L(x) := exp(y/logxzloglogx). Then for a positive integer x, the fraction of
positive integers < x that factor into primes < L(z) is 1/L(z)z o),

Proof of Corollary 4.5. Let the order-(q — 1) label space be £ = Z;. Then, for
a fixed generator g € Z, for all i € [¢ — 1], define o(i) := (¢" mod ¢q). Let
v =1/L(g)2+°® and let S be the set containing the first L(q) primes, where
L(q) := exp(+v/logqloglog q) is the function from Lemma 4.6. By Lemma 4.6,
the set (£,x) is y-smooth with respect to the set S.

Instantiating Theorem 4.2 with

k=1|S|=L(g) and 5=1/L(g)z*""),

we obtain a discrete-log algorithm A in the structured generic-group model that

makes T = exp(O(v/log qloglog q)) group-operation queries and performs up to

exp(O(v/log qloglog q)) additional operations.
Algorithm A implies a discrete-log algorithm in the concrete group Zj. The

idea is to run A; every time A must factor a label £,,, factor the integer x over the
first k& primes and return the corresponding labels as the factorization. (If z does
not factor into the first k primes, return “prime.”) We then obtain a discrete-log
algorithm over Z; that runs in time exp(O(y/log gloglogq)). Here, we use the
fact that factoring an integer into the first k = L(g) primes (or determining that
it does not factor that way) is possible by trial division in & - polylog k time. [

5 Applications

In this section, we show how to use the structured generic-group model to analyze
discrete-log algorithms that are “slightly” non-generic.

5.1 Discrete-log algorithms that lift group elements to the integers

First, we show how the structured generic-group model can model non-generic
discrete-log algorithms that (1) “lift” group elements to the integers and (2) use
structural properties of these integer representations to solve discrete log.

As an example, Adleman’s subexponential-time index-calculus [2] algorithm
for solving discrete log over finite fields (i.e., a subgroup of the multiplicative
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group Zy for prime p) relies on the ability to lift Zy elements to the integers and
then factor them. Hellman and Reyneri [39] generalized this technique to work
over a broader range of finite fields and Pomerance [60] provided a rigorous anal-
ysis of the algorithm’s runtime. The simplest subexponential-time algorithms for
computing discrete log in Z; still use this approach [29,60].

Such algorithms are not generic—they make use of structural properties of
the group elements—so standard generic-group lower bounds do not apply. At
the same time, the basic index-calculus algorithms make only very limited use of
the structure of the integers. That is, when computing discrete logs in a prime-
order subgroup of Z7, for prime p, the algorithms only take advantage of the
fact that for integers a,b € Z, if ab = c over the integers and if a,b, ¢ € Z;, then
ab=c € Z,.

The structured generic-group model gives us a way to prove that algorithms
that only make use of this restricted structure of the integers—and are otherwise
generic—cannot solve discrete log. In this way, we can show that existing index-
calculus methods over the integers are optimal among generic algorithms that
exploit this small bit of extra structure of the integers. We give two examples
of this approach. For each, we define a structured label space (£, ) that models
the structure of the labels. Then we apply our lower and upper bounds to reason
about the running time of algorithms in these models.

Model 1: Multiplying small integers for free. For prime p, define the
label space EZ; = {l1,...£p_1}, where each label in £Z; is an arbitrary string.
Then, for a bound B € {1,...,p}, define a function x5": £2 — L. For all
i,J € Ly, C Z, let {; xemall ¢; be defined if ¢ - j < B over the integers. If so, we
define 61 *Séna" €j = El]

The (ﬁZ;, *Sé“a”)—structured generic-group model models algorithms that can
(a) lift group elements to integers in Z, and (b) evaluate the group operation on
“small” group elements (those represented by integers whose product < B) for
free.

In the structured generic-group model of order p — 1, we can prove that such
discrete log algorithms must still run in exponential time whenever B < p° for
any constant € < 1. The following is a direct application of our main lower bound
(Theorem 3.2):

Corollary 5.1 (Discrete log is hard for semi-generic algorithms that
can lift to the integers and factor small numbers). Fiz positive inte-
gers p and B < p. Let g be the largest prime divisor of p — 1. There exists a
distribution D over structured labeling functions such that for every algorithm A
in the (EZ;,*%‘””)—structured generic-group model of order |Z3| =p —1,
BT T?
DLAdV([Z;’*%naII)[A, D] § O (q —+ q) .

The corollary asserts that, to solve discrete log with constant probability, an
algorithm in the (ﬂzg, x5nal)_structured generic-group model must run in time
T = 2(min{q/B, /q}), where ¢ is the largest prime divisor of p — 1.
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Proof of Corollary 5.1. The function x5! is defined on at most a § = B/p
fraction of labels, by construction.

To apply Theorem 3.2, we then must only demonstrate that there exists
at least one structured labeling function o¢: Z,—1 — L over (ﬁZ; Sme‘”) We
can construct one such labeling by just looking at the labels assigned to group
elements in the concrete group Zy. To construct oo, choose an arbitrary generator
g € Zy, of the group Zy. Then, for i € Z, 1, define 04(i) := £(4i mod p) € EZ;.

To show that oy is consistent with x572 we must show that for all £;, l; e EZ;

such that ¢; 57" ¢, is defined, it holds that £; x5 ¢; = oo (o 1 (4:) + 05 (4;)).
Fix a pair of labels 4,0 € L’Z* on which /; *Sma" 4 is deﬁned By construction
of *Sma" it must be that ¢ - j < B as integers, and ¢; *53[“3” ;=4 .

Since g generates all of Z;, we can without loss of generality write, ¢; =
£(ga mod p) AN £j = L(gb mod p), for some unique a,b € Z, 1. Then aal(&) =a
and Ual(fj) =b. Finally7 O’()(a + b) = €(ga+b mod p) — E(ga mod p)-(g® mod p) = &J

Since oy is a valid structured labeling function, we can apply Theorem 3.2
to prove the corollary. O

One interpretation of Corollary 5.1 is that lifting group elements to the in-
tegers and then exploiting the factorizations cannot be too useful to a generic
discrete-log algorithm, provided that the algorithm can only factor integers of
size < B.

To show that the lower bound of Corollary 5.1 is tight for a wide range of
parameters:

— When /g < p/B, we can use the standard (generic) baby-step giant-step
discrete-log algorithm to solve discrete log in the (LZ ,x5malhy_structured
generic-group model of order p — 1 in time 7" = O(,/q).

— When p/B < /q, we can use the index-calculus algorithm of Theorem 4.2.
Letting L(-) be as in Lemma 4.6, a 1/L(B)'/?*°() fraction of integers < B
factor over the set S = {lx | m < L(B) is prime} C Lz:. Equivalently, there
are roughly B/+/L(B) integers < B that factor over S. Thus, over the full
label space ,CZ* roughly a v = B/(p\/L(B)) fraction of labels in /.ZZ* factor
over S. The set S has size at most L(B). Then to get a discrete-log algorlthm
we apply Theorem 4.2 to obtain the following corollary:

Corollary 5.2 (A better-than-generic discrete-log algorithm that ex-
ploits a lift to integers and factorizations of small integers). Let p
be a prime and let B < p be an integer. There is an algorithm A in the
(EZ;,*B)-structured generic-group model of order |Z; = p — 1 that makes

T= 5(p/B) -exp(O(4/log Bloglog B))) group-operation oracle queries and for

all distributions D satisfies

DLAAV(z,. 4[4, D] > 1/2.
P

When we take B = p°, and when the largest prime divisor of p—1is ¢ = O(p),
we can write the running time of the algorithm of Corollary 5.2 as p' —¢t°(1) ~
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gite® /B, which matches the lower bound of Corollary 5.1, up to the low-order
o(1) term in the exponent.

Model 2: Factoring smooth integers for free. Next, we show that the struc-
tured generic-group model can also model algorithms that lift group elements to
(arbitrarily large) “smooth” integers—these are integers that factor entirely into
small factors.

First, for a prime p, let the label space Lz, = {l1,02,03,...,0p_1} be aset of
arbitrary strings representing group elements, as before. Now, for a smoothness
bound B € {1,...,p}, we define x37°°*": £2 — £ For all 4, € Zy CZ, xSooth
{; is defined if both ¢ and j factor into primes < B.

We can then obtain a lower bound against algorithms in the (EZ;,*%“OM")—
structured generic-group model. Again by Lemma 4.6, if we set B = L(p) then
a 0 ~ L(p)~'/? fraction of Lz factors over the set S = {{ | prime 7 < B}.
Theorem 3.2 now yields the following:

Corollary 5.3 (Discrete log is hard for semi-generic algorithms that
can lift to the integers and factor smooth numbers). Fiz a prime p
and integer B = exp(O(v/logploglogp)). There exists a distribution D over
structured labeling functions such that for every algorithm A in the (EZ; , Ksmooth'y

structured generic-group model of order |Z;‘,| =p-—1,

T o(T?
DLAdV(ﬁZ;7*sBmcoth)[A, D] < ?p -exp(—£2(+y/logploglogp)) + (q )
Proof. The only delicate part of applying Theorem 3.2 is constructing a labeling
oo that is consistent with x57'°°" wherever x57°°*" is defined. The same labeling

function oy that we construct in the proof of Corollary 5.1 also serves here. O

Corollary 5.3 says that to achieve constant discrete-log advantage in the
(EZ;,*%“"“")—structured generic-group model where the largest prime factor of
p satisfies ¢ = £2(p), an algorithm must run in time roughly T' > exp(+/logp).
Moreover, Theorem 4.2 gives a matching upper bound.

5.2 Discrete log algorithms that lift group elements to polynomials

Certain non-generic discrete-log algorithms, including the best ones for small-
characteristic finite fields, represent group elements as polynomials. These al-
gorithms are able to represent group elements ¢y, ¢y, ¢;, as polynomials f,g, h if
[ -g = h (as polynomials) then ¢; £, = ¢, (where  represents the group opera-
tion). Such representations typically require f, g, and h to factor into irreducible
polynomials of small degree.

We now show that the structured generic-group model is useful for modeling
this type of non-generic structure as well. In particular, consider the multiplica-
tive group F%. of the finite field F = Fon, for some n > 1. Define the label
space

Ly = {ls | f € Fo[X] and deg(f) < n}.

17



Define the set Sg C Ly of B-smooth labels as
Sp = {ls | f factors into irreducible polynomials of degree < B}.

Define the function xpg: L',IZF* — Ly on all pairs ¢, {, € Ly~ where £y and £, are
both B-smooth and deg(f) + deg(g) < n.

Lemma 5.4 (Density of smooth polynomials [56, Corollary A2]). For
B such that n'/1%0 < B < n%/100,

S5 (B>(1+0(1))$

L]~ \n

This bound immediately yields a lower bound on generic algorithms that can
additionally lift a 6 = |[Sg|/|Lr~| fraction of group elements to polynomials:

Corollary 5.5 (Discrete log is hard for semi-generic algorithms that
lift to polynomials and factor smooth ones). Let n, B € N such that q is
the largest prime divisor of 2" — 1 and n/1%0 < B < n99/100,

Then, there exists a distribution D over structured labeling functions such
that for every algorithm A in the (Lp«,*p)-structured generic-group model of
order |F*| =2™ — 1,

(271 _ 1) .T ' (B) (I+o0(1))- % O(T2)

DLAAV(£,. 4[4, D] < - + =

n

In particular, when B = y/n and ¢ = ©(2"), every algorithm in the (Lp«, *p5)-
structured generic-group model that achieves constant discrete-log advantage

must run in subexponential time T > exp(§2(v/logn)).

Proof of Corollary 5.5. As in the proof of Corollary 5.1, to apply Theorem 3.2,
we must show that there exists one structured labeling function og: Zg — L~
over (Lp«,*p).

To do so, fix a generator a of F* = [F5,.. For all i € Z3n_y), define o¢(i) :=
LaieFyn)- Then for all £;, £; such that ¢; xp £; is defined, we can write i = o®
and j = o, since a generates all of F},. Then we have that

Uo(dal(faa) + Ual(fab)) = O‘o(a + b) =Lpatr = Z(aa,ab).
Since l; xp £j = Loa *B Lop = Lya.qv Dy construction, og is a valid structured
labeling. Applying Theorem 3.2 with § = (B/n)1+°(1)% completes the proof.
O

We can also show that there is a discrete-log algorithm in the structured
generic-group model whose running time matches this bound when B = /n.
The analysis applies Theorem 4.2 taking the set S in that theorem to be the set
of irreducible polynomials with coefficients in Fy of degree < y/n. There are at
most 2V™ such polynomials. The probability that a polynomial factors over the
set S is, by Lemma 5.4, roughly 2-V"™. This yields:
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Corollary 5.6 (Discrete-log algorithms that lift to smooth polynomi-
als). Fiz positive integers n and B = \/n. Let F* = ... There is an algorithm
A in the (Lp+,xp)-structured generic-group model of order |F*| = 2™ — 1 that
makes T = 290" group-operation oracle queries and for all distributions D
satisfies DLAdV(z, «,)[A, D] > 1/2.

5.3 Other applications

There are many other non-generic discrete-log algorithms that we have not
yet attempted to model. These include, for example, the Gaussian integers
method [20], the function-field sieve [3,4], algorithms for hyperelliptic-curve dis-
crete log [70], and special-case algorithms for elliptic-curve discrete log [69]. We
expect that extensions to the structured generic-group model will be able to
capture many of these non-generic algorithms.

As one example, number-field-sieve-type algorithms [34] are the fastest known
discrete-log algorithms in Zy, under reasonable running-time heuristics. At a
conceptual level, these algorithms construct a ring K such that there is a ring
homomorphism ¢: K — Zy. Then, these algorithms exploit the ability to “fac-
tor” a group element h € Z5 in two ways: (1) by lifting h to the integers and
factoring h into primes over Z and (2) by finding a preimage oy, < ¢~ 1(h) € K
of the ring homomorphism and factoring oy, into prime ideals over the ring K.
We could extend the structured generic-group model to capture such structure
by defining a label space £L = {¢; | i € Z,} U{l, | @ € K} and a function
x: L2 = L in which each group element can have two factorizations under *:
one into labels representing rational primes, and one into labels representing
elements of K.

6 Discussion of alternative models

In this section, we compare our structured generic-group model to existing
generic-group-style models that aim to capture some restricted forms of non-
generic attack.

6.1 The algebraic group model

The algebraic group model [32], like our work, aims to bridge the gap between
the generic-group model and concrete groups. The goal of the algebraic group
model is to give a way to prove reductions between hard problems. The algebraic
group model does not give a way to prove unconditional lower bounds against
certain classes of algorithms, as Shoup’s generic-group model does, or as our
model does.

As an example, an application of the algebraic group model would be to prove
“If discrete log is hard for ‘algebraic’ algorithms, then so is the computational
Diffie-Hellman problem.” Then, the idea is that a generic-group lower bound on
the cost of computing the discrete-log problem could also give a lower bound
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on the generic-group running time of generic algorithms for the computational
Diffie-Hellman problem.

The strong algebraic-group model [46] extends the algebraic model to allow
fine-grained reasoning about the running time of algebraic algorithms. They use
this to show, for example, that a strongly algebraic algorithm that can break
a certain delay function can be converted into a faster-than-expected factoring
algorithm.

Recent works have shown [73,75] that the existence of an algebraic reduction
in the algebraic group model to a problem that is unconditionally hard in Shoup’s
generic-group model, does not always mean that the original problem is hard in
the generic-group model. Jaeger and Mohan [42] provide a systematic treatment
of when proofs in the algebraic group model can be used to derive unconditional
lower bounds in the generic-group model.

The semi-generic group model [43] predates the algebraic group model and
is specialized to the setting of cryptographic groups with a bilinear map. At the
same time, the goal is similar to the algebraic group model: it allows proving
reductions of the form “If there is a fast semi-generic algorithm for problem X,
then there is a concrete algorithm for problem Y.”

Again, the goal of the structured generic-group model is to support proving
information-theoretic lower bounds against algorithms that make use of some
non-generic group structure. This is orthogonal from the algebraic group model’s
goal, of giving a framework for providing reductions between hard problems.

6.2 The generic ring model

The generic-ring model, of Aggarwal and Maurer [7], gives a way to reason about
the hardness of computational problems that are defined over rings. One such
problem is the RSA problem defined over Z. In the generic-ring model, an
algorithm interacts with ring elements via opaque “handles.” An algorithm can
only: (1) add, subtract, multiply, and divide ring elements, and (2) test ring
elements for equality.

Aggarwal and Maurer show that, in the generic-ring model, solving the RSA
problem is as hard as factoring [7]. At the same time, the model is so restrictive
that every non-trivial decision problem in the generic-ring model is as hard
as factoring [8]. As one concrete example, Jager and Schwenk [44] show that
computing the Jacobi symbol, which is easy in the concrete ring Z;, is as hard
as factoring in the generic-ring model.

Our structured generic-group model is different from the generic-ring model
in two ways: First, in our x-structured generic-group model, there is only a
single group operation that algorithms can apply to group elements. In this
way, our model is more restrictive than the generic ring model, which allows
addition and multiplication. Second, in our model, algorithms get explicit labels
representing group elements, rather than abstract handles, and these labels are
endowed with additional structure, via the x function. In this way, our model
gives algorithms more power: algorithms can, for example, efficiently factor group
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elements under * and implement index-calculus-type algorithms. (In contrast, in
the generic-ring model, there is no better-than-brute-force factoring algorithm.)

6.3 The smooth generic-group model

Very recently, Hhan [40] introduced the smooth generic-group model to capture
the essence of index-calculus algorithms and prove lower bounds against their
runtime.

While our structured generic-group model appears superficially similar to
Hhan’s smooth generic-group model, the two models are actually quite different.
In the smooth generic-group model, an algorithm is essentially given access to
a “smoothing” oracle. (Strictly speaking, the smooth generic-group model repre-
sents computations as circuits, so the smoothing operation is represented there
as a special type of gate.) This oracle takes as input a group element h and,
if the element h falls into a distinguished set S of group elements, the oracle
outputs some information about the discrete log of h. The distinguished set S is
random and hidden from the adversary. Therefore, in essence the smoothing gate
just outputs information about the discrete log of its argument with probability
e =S| /n, in a group of order n.

In this model, Hhan proves that, until the adversary makes {2(1/¢e) queries
to the smoothing oracle, the oracle is not useful to the adversary. More precisely,
in the smooth generic-group model, an algorithm making T oracle queries total
in a group of order n, solves discrete-log with probability 72 /n + Te.

In contrast, our structured generic-group model introduces no additional or-
acles or sources of randomness, beyond the standard generic-group oracle. The
only change we make to the standard generic-group model is to impose some
structure—fixed, deterministic, and known to the adversary—on the labels (i.e.,
group elements) themselves. This structure can model, e.g., the multiplicative
structure of the integers.

There are two major limitations of the smooth generic-group model, which
distinguish it from our structured generic-group model:

The existence of a lower bound in the smooth generic-group model does not rule
out the existence of an algorithm that works in every group (i.e., a generic al-
gorithm). This follows because an algorithm can succeed with probability 1 in
every generic group and can succeed with probability negligibly close to zero in
the smooth model. This peculiarity arises because in the smooth model, with
extremely high probability, many distinct group elements will have the same
discrete log. Thus, a discrete-log algorithm could work in every group in which
distinct elements have distinct discrete logs (i.e., in all groups defined on a par-
ticular label space), and yet it could fail with all but negligible probability in
the smooth model. Thus, a lower bound in the smooth model does not rule out
extremely powerful discrete-log algorithms.

To explain the issue with the smooth model in more detail: The smooth
model chooses a set of distinct group elements to be small primes, and it assigns
discrete logs to these values independently at random. A substantial fraction
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of the remaining group elements (namely, all smooth elements) have discrete
logs that are fixed linear combinations of the discrete logs of the small primes.
In a group of order n, as soon as the number of smooth group elements is
larger than /7, by a birthday-bound argument, multiple smooth group elements
will be assigned the same discrete log. In Hhan’s smooth model, the number of
smooth elements is 2(n/exp(yv/lognloglogn)) = 2(n°%), which implies that
such collisions will occur with overwhelming probability. Therefore, it will almost
always be the case that multiple distinct group elements are assigned the same
discrete log, meaning that the group-operation oracle’s answers will almost never
be consistent with a valid labeling function for a generic group. (One might hope
to prove an adversary will never be able to detect this inconsistency, but that
seems challenging.)

In contrast, in our model, the adversary’s view is always consistent with a
group in which every group element has a distinct discrete log. Ensuring that
the adversary’s view remains so is absolutely crucial to the argument.

The existence of a good algorithm for discrete log in the smooth generic-group
model does not imply the existence of a good algorithm for discrete log in any
concrete group. The reason for this is that there is no clear way to instantiate
the smoothing oracle in a concrete group. A discrete-log algorithm in the smooth
model could, for example, exploit the randomness of the smoothing-oracle in a
way that is not possible to simulate in a concrete group. (Moreover, Hhan [40]
does not prove any upper bounds in the smooth model.)

In contrast, upper bounds in our model do imply upper bounds for algo-
rithms in concrete groups, just by instantiating the group-operation oracle with
a concrete group operation that respects the relevant x function. The RAM-
model running time of the resulting algorithm depends on the complexity of
factoring over x, in a way that we precisely characterize. We give a better-than-
generic discrete-log algorithm in our model (Section 4), which immediately yields
better-than-generic algorithms for concrete groups (Corollary 4.5).

6.4 The generic-group model with preprocessing

The generic-group model with preprocessing [21, 23] models generic algorithms
that get some bits of arbitrary preprocessed “advice” (or leakage) on the group-
operation oracle. The preprocessing model is the natural choice to model at-
tacks, such as Hellman tables [38], in which the adversary learns some global
information about the entire group. In contrast, our model is a more natural
fit to capture algorithms, such as index-calculus ones, which only exploit local
information about group elements.

Star constraints are “less useful” than arbitrary preprocessed advice. Existing
lower bounds [21, 23] show that a T-time generic discrete-log algorithm with
preprocessing using S bits of advice advantage at most ¢ < ST?/q. Viewing
the x constraints as giving out dq bits of preprocessed advice, and applying this
bound implies that the best discrete-log algorithm in the structured generic-
group model has advantage at most € < (S+68q)-T?/q in the structured generic-
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group model. This is weaker than the bound of Theorem B.1, as the bound we
show in Theorem B.1 has a smaller §7 term while this bound has a 672 term.
When 6 =~ 1/T, the difference is significant.

The intuitive reason for the gap is that x constraints are much less helpful
to a discrete-log algorithm than arbitrary advice. For example, a single bit of
preprocessed advice can depend on the entire labeling function o, while a star
constraint is local: it can touch at most three values of o. Our compression
argument can comprehend this limitation of algorithms in the structured generic-
group model.

6.5 The bit-fixing model

The structured generic-group model is conceptually similar to the “bit-fixing
model” [21,22,71] used to prove non-uniform lower bounds via the presampling
approach. In the bit-fixing model, as applied to Shoup’s generic-group model [21]
of order g over label space £, the adversary can fiz the labeling function o: Z; —
L at some P arbitrary inputs during the preprocessing stage. Our structured
generic-group model similarly imposes constraints on the possible values of the
oracle. The critical difference, however, is that the adversary in the structured
generic-group model does not have the ability to pick the star constraints, nor
the values of the oracle at those constraints. These constraints are determined
by the model parameters and are outside of the adversary’s control.

Bit-fizing lower bounds imply structured generic-group model lower bounds with-
out preprocessing. In the structured generic-group model over (L, x), if a § frac-
tion of labels are constrained by x then any time-T" discrete-log algorithm in the
structured generic-group model of order n implies a time-T discrete-log algo-
rithm in the bit-fixing model with P = O(dn) fixed points. (The idea is to just
fix the points at which the star function is defined.) Coretti et al. [21] show that
every time-T discrete-log adversary in the bit-fixing model with P fixed points
achieves advantage at most (T2 + PT))/q, ignoring low-order terms. Instantiating
P = dq recovers the lower bound of Section 3.

Unfortunately, the connection to bit-fixing does not directly allow us to prove
lower bounds against algorithms in the structured generic-group model with
preprocessing. Coretti et al. [21] show that a preprocessing algorithm implies a
bit-fixing algorithm (and thus lower bounds against bit-fixing algorithms imply
lower bounds against preprocessing algorithms). Proving a similar relationship
for the structured generic-group model with preprocessing seems to require non-
black-box modifications to their argument.

The structured generic-group model is not equivalent to the bit-fizing model. In
the prior three paragraphs, we have argued that an algorithm in the structured
generic-group model translates directly to an algorithm in the bit-fixing model
(preserving the key parameters). We now emphasize that this connection does
not flow in both directions—that is, an algorithm in the bit-fixing model does
not always give an algorithm in the structured generic-group model.
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That is, an algorithm in the bit-fixing model with P presampled points
running in time 7" might not correspond to a T-time algorithm in the (£, *)-
structured generic-group model, for any choice of the label space £ and x. The
issue is that in the presampling world, the adversary gets to choose which of the
labeling function o are fixed. In the (£, )-model, the adversary has no control
over which points are fixed.

7 Conclusion

We close by discussing one direction for future work. A long-standing open ques-
tion in computational number theory is: “Given an oracle for factoring integers,
is there a polynomial-time algorithm for computing discrete logarithms in Z;7”

One way to rule out such a discrete-log algorithm would be to prove that
there is no fast discrete-log algorithm that (a) uses a factoring oracle and (b)
is otherwise generic. Our structured generic-group model gives one crisp way to
model such a statement.

To sketch the idea: for an integer m, let £,, be a set of m arbitrary labels.
Then, define the function %,,: £2, — L, such that, for all integers a,b,c € Z
where 1 < a,b,¢c < m and a-b = c € Z, it holds that £, *,, £, = £.. At all other
points, the x,,, function is undefined. An algorithm in the (L,,, *,)-structured
generic-group model then is one that (1) may factor £,, elements as integers
into primes for free but (2) otherwise makes only black-box use of the group
operation.

Proving any non-trivial bound against discrete-log algorithms in the (L, % )-
structured generic-group model appears challenging. (An overwhelming fraction
of labels in £,,, are involved in %, constraints, so the lower bounds of Section 3
are useless here.) At the same time, it seems entirely plausible that strong lower
bounds—or surprising upper bounds!—exist in this model.

This is one example of how, for us, the structured generic-group model cap-
tures some of the drama and mystery of the discrete-log problem.
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A Analysis of the index-calculus algorithm

In this section, we provide an analysis of the index-calculus algorithm of Sec-
tion 4.1, which closely follows the original analysis of Pomerance [60]. The anal-
ysis uses the following lemma. The lemma states that a collection of vectors that
forms a basis for a vector space W remains a basis for W after it is perturbed
by sufficiently many vectors drawn at random from a finite set W’ C W.

Lemma A.1 (|60, Lemma 4.1]). Let W be a vector space of dimension k
over a finite field F. Let W' C W be a finite set and let by,..., b, € F* be a
basis for W. Take any £ > 2logk + 3 and for each i € [k] and j € [{], sample
Vi, Wi <= W'. Fori € [k| and j € [{], let w; ; =b; + W, ;. Then,

1
Pr [span <{vivj’wivj}ie[k],je[l]) = W} >1- BT

We will also need the following simple claim:
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Claim A.2. Fiz a structured label space (L,*) of order n. Let o: Z, — L be
any labeling function such that a & fraction of elements in L factor over a set S.
Then

PrVi € [tgactor] : (1) does not factor over S :71,... Ty, & Zy] < e Otoctor
Proof of claim. Since |£] = n and the image of o is equal to £, we have
Pr [o(r) factors over S: r <% Z,| = .

If we sample 71, ...,y .., uniformly and independently from Z,,, the probability
that none of o(r1), ..., 0(r¢,.... ) factor over S is then (1—§)tfactor < e=Oactor ]

Proof of Theorem 4.2. We prove the claim with an analysis of the algorithm of
Section 4.1. Throughout this discussion we use the shorthand L = 2[log k] + 3.

First, we argue that the algorithm’s output is correct. That is, whenever
the algorithm on input (o(1),0(z)), produces an output z’, it holds that = =
2’ mod n. By construction, the values z1,..., 2, € Z, computed in Step 2 are
such that, for all ¢ € [k], o(z;) = m;. In Step 3, if £, factors over S with associated
exponent vector (eq,...,ex), then in Step 3, we have:

olx+r)=o(er -0 (m)+ - +ex-o H(m)).
Since o is injective, it holds that:
TH+r=ez1+ - +egzp €Ly

Finally, we conclude that z’/ = Zie[k] eizi — 1 € Z, is the correct discrete log
(i.e, x = a').

Now, we argue that the algorithm succeeds with probability at least 1 —1/k.
By Claim A.2, Step 1(a) adds at least kL vectors to the set V', except with
probability at most kL - exp(—dtsactor). Again by Claim A.2, in Step 1(b), for
each loop iteration ¢ € [k], the algorithm adds at least L vectors to the set V,
except with probability kL - exp(—dtgactor)- Thus, Step 1 succeeds, except with
probability 2kL - exp(—dttactor)-

If neither failure event in Step 1 occurs, by Lemma A.1, the vectors in V'
modulo each prime factor g of n will span all of Z’(j, except with probability
1/2k. If the vectors in V modulo each of the prime factors of n span their
respective vector spaces, then using Hansel lifting and the Chinese Remainder
Theorem, the algorithm will successfully recover a solution to the linear system.
Thus, conditioned on Step 1 succeeding and union bounding over each of the
(up to logn) prime factors of n, the probability that Step 2 outputs “FAIL” in
Step 2 is at most logn/2k.

If the algorithm does not fail in Step 2, then in Step 3, each iteration of the
loop succeeds with probability §. The probability that all g0 iterations fail is
at most (1 — §)actor < exp(—b&ttactor )-
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The probability that any of the three steps fails is then bounded by:

logn

(QkL + 1) . eXp(ffstfactor) + 2% .

as desired. By setting tgactor = [lOg (2k(2kL + 1))/6]7 the failure probability is
then bounded by (logn)/k. O

B The structured generic-group model with
preprocessing

B.1 Definition: Preprocessing algorithms in the structured
generic-group model

We extend the structured generic-group model to handle preprocessing. Following
earlier work on discrete log with preprocessing in generic groups [11,13,14, 21,
23,41,53|, we consider an algorithm that:

— in an offline phase, makes any number of group-operation oracle queries and
then outputs an S-bit advice string, and
— in an online phase, takes as input the preprocessed advice string and a
discrete-log challenge, makes T group-operation oracle queries, and finally
outputs a discrete log.
Here, taking S = O(1) recovers the plain structured generic-group model (with-
out preprocessing).

More formally, a preprocessing algorithm in the structured generic-group
model is a pair of algorithms (Ap,.A;). We say that (Ag,.A;1) p-solves discrete
log in the (£, *)-structured generic-group model of order n using space S and
time 7', with respect to a distribution D over structured labeling functions on

(£, %),
oc& D
Pr | A9- (st,o(z)) = : st Ag(o)| >p,
&7,
where we require that:
— algorithm 4y outputs an S-bit string, and

— algorithm 4; makes at most 1" oracle queries.

B.2 A preprocessing lower bound

For the sake of simplicity, the lower bound that we give in this section holds for
groups of prime order ¢, though we expect that it can be readily generalized to
the composite-order case.

In the following theorem statement, we consider a structured-generic-group-
model algorithm with preprocessing, and we treat the algorithm’s space usage
S, time usage T, and success probability p as functions of the group order gq.
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(As per Section 2.3, S here represents the size of the algorithm’s preprocessed
advice string, and T represents the number of group-operation oracle queries
made in the online phase.) This implies a corresponding lower bound in the
model without preprocessing by simply setting the length of the advice string to
be S = 1. Throughout, the notation O(-) hides logarithmic factors in q.

The theorem statement uses the terminology “constrained by x,” defined in
Definition 3.1.

Then, the main theorem, which we prove in Appendix B.3 is:

Theorem B.1 (Lower bound in the structured generic-group model).
Let (L,%) be a structured label space of size at least q such that there exists at
least one structured labeling function of prime order q over (L,%). Let § denote
the fraction of elements in L constrained by x (in the sense of Definition 3.1).

Then, there exists a distribution D over structured labeling functions such
that all algorithms A in the (L,*)-structured generic-group model of order g,
using space S and time T, have discrete-log advantage at most:

DLAdv ¢ [A, D] < O(ST?/q + 6T).

We state the theorem in the prime-order setting for simplicity; the extension
to the composite-order setting is standard.

We now sketch the main idea for the proof of Theorem B.1. We give the full
proof in Appendix B.3.

Proof idea for Theorem B.1. The first observation is that if we have one labeling
function that is consistent with the x constraints, then we can generate a family
Y of ((1 —0) - q)! distinct labelings consistent with the * constraints by per-
muting the labels of the unconstrained values, via Lemma B.3. These labelings
are all identical at the * constraints, in the sense of Definition B.2. The hard
distribution D in the theorem is the uniform distribution over labelings in family
2.

We then use an averaging argument to show that a discrete-log algorithm that
succeeds with probability € on a random labeling also succeeds with probability
nearly € on a large fraction of the labelings in Y. Finally, we use the random
self-reducibility of discrete log to boost the success probability of the algorithm
on every element in X to very close to 1. Then, we can apply Lemma B.4 to this
set of labeling functions.

The consequence of Lemma B.4 is that we can use our discrete-log algorithm
to compress elements of X by S—eq/T?+3q/T bits. Since compressing a random
o € ¥ is impossible, we roughly have S — eq/T? + dq/T < 0, and solving for &
gives the final bound. O

B.3 Proof Theorem B.1

We now give the proof of Theorem B.1, which uses the following definition:
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Definition B.2 (Identical at x constraints). Let £ be a label space and let
x: L2 — L be a partial binary function. We say that two labeling functions o;, o;
over (L,*) are identical at the x constraints if, for all labels ¢ € £ constrained

by *, we have 0;1(8) = J;l(g),

We begin by proving some auxiliary claims that will be useful in the proof of
Theorem B.1.

Lemma B.3. Let £ be a label space of order q and let x: L2 — L be a partial
binary function. Let § denote the fraction of elements in L constrained by *.
Then for every structured labeling function o: Zy — L over (L, ), there exists
a set X of structured labeling functions such that:

— the set X contains the labeling function o,
— the set X has size |X| > ((1=196) - q)!, and
— every pair of labeling functions in X is identical at the x constraints.

Proof. Let o: Zy — L be a valid structured labeling function over (£,*). We
mutate o into another structured labeling function by renaming (i.e., permuting)
the labels that are not constrained by *. The resulting function is still a valid
structured labeling function. There are (1 —§) - ¢ labels that are not constrained
by *. As such, there are ((1 —9) - ¢)! permutations of these labels, which implies
that there exist at least ((1 —¢) - ¢)! valid structured labeling functions that are
identical with o at the * constraints. O

The next key lemma follows the argument of Corrigan-Gibbs and Kogan [23],
with a modification to account for the x constraints.

Lemma B.4. Let q be a prime and let L be a label space of size at least q. Let
x: L2 = L be a partial binary function and let k be the number of the labels in
L that are constrained by x. Let ¥ = {01,09,...} be a non-empty subset of the
structured labeling functions over (L,x) such that every pair of functions in X
is identical at the x constraints.

Let (Ao, A1) be a preprocessing algorithm in the (L,x)-structured generic-
group model of order q such that, for every o € X, Ay outputs an S-bit string,
Ay makes at most T group-operation oracle queries, and (Ao, A1) satisfies:

API" [A?“("‘)(Ao(o),a(z)) =z:x Zq} >,
1,T

and let kT = o(eq/log q). Then, there exists a randomized encoding scheme that
compresses elements of X to bitstrings of length at most

eq k

_ | -~ -
log(la =k)") +5 = S5 10aq T 16T

+0(1)

and succeeds with probability at least 1/2.

The proof of Lemma B.4 uses an incompressibility argument, closely following
that of Lemma 4 of Corrigan-Gibbs and Kogan [23]. We prove the key lemma
first and then return to prove the main theorem:.
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Proof of Lemma B.4. To execute the incompressibility argument, we must con-
struct two algorithms:
— an encoder, which takes as input a labeling function ¢ and outputs a com-
pressed representation of o, and

— a decoder, which takes as input a compressed representation and outputs a
labeling function o.

Since the argument is information theoretic, neither the encoder nor the decoder
need to be computationally efficient.

The encoder/decoder pair that we construct is very similar to the one in the
proof of Lemma 4 of Corrigan-Gibbs and Kogan [23]. In that proof, the encoder
and decoder maintain a table Table containing pairs of (a) formal polynomials
with coefficients in Z, and (b) labels in £. This table captures the information
about the labeling function o that the encoder has transmitted, or that the
decoder has received, at any point in its execution. In particular, if the pair
(a, ) € Zy x L appears in the encoder’s table, we know that the encoder’s
compressed representation has conveyed to the decoder that o(a) = ¢.

There is only one difference between our encoder/decoder pair and that of
Corrigan-Gibbs and Kogan: at the very beginning of the encoding routine—
before the encoder has output any bits at all—our encoder prepopulates the
table with k pairs. In particular, for each label ¢ € L constrained by x, by
definition it must hold that the value o=1(¢) is the same for all ¢ € X. Thus, for
each such label ¢ € £, the encoder can add the pair (¢=1(¢),¢) to the table. In
words, the encoder prepopulates the table with the discrete logs of the k labels
associated with labels constrained by .

The rest of the encoding/decoding routine remains unchanged.

To complete the proof of Lemma B.4, we must now analyze the length of
the compressed representation that the encoder outputs. If the encoder runs the
algorithm A; for d times, then the table grows to size of at most k+d(37 +1) <
k + 4dT': the k initial values, plus at most an additional 3T for each execution,
added as a result of answering A;’s oracle queries, plus one for the discrete-
log computed. In contrast, the encoder’s table in prior work [23] only grows to
size d(3T + 1). The extra k rows in our encoder’s table come from the k star
constraints.

Applying Lemma B.3, the naive encoding of a labeling function in X requires
log((¢ — k)!) bits to encode the mapping from Z, on to £ for each label not
constrained by star. For R = (2log ¢q)/e, Corrigan-Gibbs and Kogan show that
as long as

9o 4™ | Table|

< RT - [Table]’ or equivalently |Table| - 2RT +1) <mn, (3)

and Ay outputs an S-bit advice string, each execution of A; that the encoder
runs yields one bit of savings in the encoding-length over the naive encoding.
Thus, the total encoding length is at most

log((q — k)!) + S — d + O(1) bits,
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where the O(1) accounts for rounding fractions.
If the encoder runs A; at most d = |q/(16RT?) — k/(16T)| times, then we
have |Table| < q/(4RT) — k/4. To satisfy Eq. (3), we need

2kRT + 2k + n/4ART? + n/AT < n.

The first term on the left side is o(n) by the the hypothesis of the lemma that
kT = o(eq/logq). The remaining terms are all at most n/4. Thus we satisfy
Eq. (3) as long as g is large enough.

Then, the total compressed representation has bit-length at most:

A .
log((¢ — k)Y + S 16RT2+16T+O(1)'

Substituting in R = 2(log q)/e completes the analysis. O
We now return to the proof of Theorem B.1.

Proof of Theorem B.1. Fix an adversary A = (Ao, A1). Let the distribution D
be the uniform distribution over the family X' of labelings implied by Lemma B.3.

We first use an averaging argument to construct a set Xyo0oq4 C 2 of labeling
functions such that: the discrete-log algorithm (A, A1) succeeds with proba-
bility at least ¢’ ~ ¢ on every labeling in Xgy,04. Since all labelings in Xgq0q
are consistent at the * constraints (by construction of X'), we then can apply
Lemma B.4 to compress elements of this set Yyo04-

Let DLAdv(£ ) [A, D] = €. Following Corrigan-Gibbs and Kogan [23], we say
that a labeling o € ¥ is “good” if (Ag,.A;) successfully computes discrete logs
with probability at least /2 (only over the choice of the discrete-log challenge
and A;’s randomness) when the challenger implements the generic-group oracle
using labeling 0. Letting Yy00q4 € X' be the set of good labelings, by an averaging
argument, we have that at least an £/2 fraction of the labelings in X' are good.
Then we have:

9 9
[ Zgooal 2 5+ [2] 2 5 - (L= d)g)t.

Using the random self-reducibility of discrete log [1], we can convert the algo-
rithm (Ao, A1)—which for all o € ¥y0q succeeds with probability at least € over
the random choice of the challenge and of its coins—to an algorithm (Ag, A} )—
which for all o € Xy00q and for all choices of the challenge, succeeds with prob-
ability e only over the choice of its random coins. If the running time of A; is
T, the running time of A} is T + ©@(log q).

Now, we can apply Lemma B.4 to the set of labeling functions Yg0q, and
this algorithm (Ap, .A}). Lemma B.4 requires the number of points k constrained
by star to be such that kT = o(eq/logq). This equivalently requires 6T =
o(1/log q), which we may assume since if §7 = w(1/loggq), the theorem holds
trivially.
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Lemma B.4 implies that we can use (Ag,.A}) to compress every element in
Yeood to a bitstring of length at most

eq oq
log(q — k) 4+ 5 — = +=+0(),
(a=R)+ 8= sobo e 7+ 00
where we apply the lemma with k& = dq, and the compression routine succeeds
with probability at least 1/2.
By a compression argument [25], the length of such an encoding must be at
least log | Yg00a| — log 2 bits. We then have

£ eq 46
log ( =((1 — 1) —1<log((1— ! - = — 1
og (5((1 = 8)a)!) — 1 < log(( )+ 5= 5o+ T+ O
eq qé
= <SS+ = +log(l/e)+ O(1
Gorsy S5+ % +loa(1/2) + 00
_ 2
e<O <ST —|—5T> ,
q
where we used on the second-to-last line that log(1/e) < loggq. O

B.4 An algorithm that matches the lower bound
We now show that Theorem B.1 is in some sense tight.

Theorem B.5. Take any modulus of prime order ¢ € N. Let L be a label space.
For every § € [0,1], there exists a partial function xs: L2 — L such that:

— at most dq elements of L are constrained by x5, and

— there is a (preprocessing) algorithm in the structured generic-group model
of order q over (L,xs) such that for every distribution D over structured
labeling functions,

- 2
DLAdv(, . [A4, D] > 2 <ST + 5T> :
q

Proof. We work in the fixed-generator setting. When ST? > 6T, we can use stan-
dard discrete-log algorithms with preprocessing in the generic-group model [23],
no matter what the %5 function is. These algorithms achieve advantage ¢ =
2(ST?/q).

When ST? < 6T, we can define the function x5 as (¢1,4;) = £;41 for all i €
[0n], where {1 is the fixed generator. (That is, for all structured labelings, o (1) =
¢1.) For readability, we will describe the algorithm using standard discrete-log
notation, where g is the generator of the order-¢q group G (i.e., g represents label
£1). Defining the 5 function in this way effectively gives the adversary a list of
values L = (g,9%, 9%, g%, ..., ¢°?) whose discrete-logs it knows.

Then, we define the following algorithm that is given a discrete-log challenge
h=g"eG:
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1. Choose a random r < Z,, compute h - g" using the group-operation oracle
(this can be done with log(r) + 1 < log(q) + 1 oracle calls using repeated
squaring), and check whether h-g" € L.

2. If so, we have learned a relation of the form ¢ = z 4+ r € Z,, where c €
[1,2,...,0n]. Then, output = ¢ — r € Z, as the discrete log.

3. Otherwise, go to step (1) and repeat. The maximum number of iterations is
determined by the time budget T

We will show that for every structured labeling function o (and thus for
every distribution D over such functions), the algorithm does well. To compute
the advantage: each time the algorithm re-randomizes the discrete-log challenge,
it will compute a value h-g" € G that hits the list L with probability (dq)/q = ¢.
Each attempt requires O(log ¢) group-operation oracle queries. After T' attempts
(which requires time T+ O(log q)), the probability that the algorithm has not hit
the list is at most (1 — §)7 < e97. Thus an O(T) algorithm achieves success

probability

521—6”21—(1—‘?)2(}(57’),

which completes the proof. U
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