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Abstract

Silent threshold encryption is a generalization of threshold encryption where the public encryption key associated
with a group of users is a deterministic function of their individual public keys. The main efficiency requirement
is that the ciphertext size should be sublinear in (and ideally, independent of) the size of the decryption quorum
N. Existing constructions of silent threshold encryption for arbitrary threshold policies have either relied on bilinear
maps or on heavyweight tools such as witness encryption and indistinguishability obfuscation. Recently, several
works have shown how to support constant thresholds from the decomposed learning with errors (LWE) problem.

In this work, we show how to construct a silent threshold encryption scheme from the decomposed LWE assump-
tion with ciphertext size O(T) + poly(A, log N), where N is the total number of users, T is the threshold, and 1 is the
security parameter. Our scheme achieves non-trivial succinctness for all thresholds T = N¢ for any constant ¢ < 1.
More generally, our scheme extends beyond threshold policies to any monotone policy family that has a succinct (com-
putational) secret sharing scheme; the ciphertext in this case scales with the maximum number of corrupted shares.

The core building block in our work is a new bounded-collusion registered functional encryption (FE) scheme
with succinct ciphertexts. Specifically, for N users and a collusion bound Q, we obtain a registered FE scheme that
supports depth-d Boolean circuits on ¢-bit inputs with ciphertext size Q - O(d) + £ - poly(A, d, log N). Security relies
on the decomposed LWE assumption in the random oracle model. Previously, bounded-collusion registered FE for
general circuits was known only from bilinear maps, evasive LWE, or indistinguishability obfuscation.

1 Introduction

Threshold cryptography [Des87, Fra89, DF89, DDFY94] is a standard technique to protect cryptographic keys by
splitting them into multiple independent shares, each held by a different party. In a T-out-of-N threshold public-key
encryption scheme, anyone can encrypt a message under the public key such that it can only be decrypted with
the cooperation of at least T decrypters. For the scheme to be non-trivial, we require the size of the ciphertext to
be sublinear in the number of decrypters N. Without this efficiency requirement, there is a trivial construction where
each member of the decryption committee holds an (independent) public/secret key-pair and the ciphertext simply
consists of vanilla encryptions of a T-out-of-N Shamir secret sharing [Sha79] of the message under the N public
keys (where the it" share is encrypted under the public key of decrypter i).

Traditional threshold encryption assumes some kind of centralized setup, where either a trusted dealer generates
and issues the shares of the decryption keys to the different parties, or the parties themselves engage in an interactive
distributed key-generation protocol to generate the shares. The former requires a trusted party while the latter
requires parties to interact and be aware of one another. Moreover, in many conventional settings, the setup needs
to be repeated whenever users join or leave the system.

Silent threshold encryption. Silent threshold encryption [GKPW24] (also known as registered threshold encryp-
tion [BLM™*24]) is a generalization of threshold cryptography that is more suitable for distributed settings. Specifically,
in this setting, we assume there is a common reference string (CRS). Each user can generate their own public/secret
key-pair (pk, sk) with respect to the CRS. Then, given an arbitrary collection of public keys (pk;, ..., pky) along
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with a threshold T, there is a public, deterministic algorithm that aggregates these public keys together into an
aggregated encryption key mpk for this group of users. The aggregated public key now functions as the public key
for a T-out-of-N threshold encryption system, and each party’s secret key sk; functions as their decryption share.
Specifically, anyone can encrypt a message y to the aggregated public key mpk and obtain a ciphertext ct. Given
the ciphertext ct, any decrypter can use their secret key sk; to decrypt and output a partial decryption o;. Given T
partial decryptions {o;}, there is a public aggregation algorithm to recover the message p.

Compared to the traditional “top-down” model of threshold encryption where a trusted dealer generates shares of
a decryption key and issues the shares to the users, we can view silent threshold encryption as a “bottom-up” model
where users choose their own public/private keys, and the overall master public key is derived as a deterministic
function of the users’ public keys. The advantage of this model is that it removes the need for a trusted dealer (or
interactive protocol) to generate shares. Moreover, when users join or leave the system, it is straightforward to derive
a new public key that reflects the current composition of the decryption quorum.

Constructions of silent threshold encryption. In the last few years, a number of works have studied construc-
tions of silent threshold encryption from assumptions like indistinguishability obfuscation [RSY21, ADM*24, DJWW25]
and from bilinear maps [GKPW24, BLM*24, BCF*25, WW26, GWWW26]. If we restrict our attention to lattice-based
constructions, the results are far more limited. Here, existing constructions can only support constant threshold
policies [CW26a, AGY26a, CW26b] or the more restricted case of threshold T = 1 [CW24, CHW25, AMR25, WW25,
CW26b, GY26¢, AMR26, GY26a] (which is known as distributed broadcast encryption [WQZD10, BZ14]). All of
these aforementioned lattice-based schemes rely on either the succinct learning with errors (succinct LWE) assump-
tion [Wee24] or the decomposed LWE assumption [AMR25]. The work of [HSW25] considers a relaxed version
of silent threshold encryption with “soft thresholds” where there is an Q(N) gap between the threshold needed to
decrypt and that needed for security (i.e., the “ramp threshold” setting), and moreover, correctness only holds for most,
but not all, decryption quorums of a sufficient size. This relaxed notion can be realized just from public-key encryption.

1.1 Owur Results

In this work, we give the first lattice-based silent threshold encryption scheme from the decomposed LWE assumption
in the random oracle model where the ciphertext size is O(T) + poly (2, log N), N is the total number of users, and
T is the threshold. Notably, our scheme achieves non-trivial succinctness (i.e., ciphertext size o(N)) for all thresholds
T = N¢ for any constant ¢ < 1. This is the first lattice-based silent threshold encryption scheme that supports
super-constant thresholds. Our scheme supports any number of users N, and the size of the public parameters scale
polylogarithmically with N. Moreover, the scheme has a transparent setup procedure. We summarize the properties
of our construction in the following theorem:

Theorem 1.1 (Silent Threshold Encryption from Lattices, Informal). Let A be a security parameter. Under the decom-
posed LWE assumption (with a sub-exponential modulus-to-noise ratio), there exists a silent threshold encryption scheme
in the random oracle model that supports decryption quorums with up to N users with the following properties:

« Common reference string: The CRS is a uniform random string of size poly(A,log N). Since the CRS is uniform,
the scheme has a transparent setup.

« Public key size: The size of each user’s public key is poly(A,log N).
- Aggregated public key size: The size of the aggregated public key is poly(4,log N).

. Ciphertext size: A ciphertext with threshold T has size O(T) + poly (2, log N)), where O(-) suppresses constant
and polylogarithmic factors.

Moreover, our scheme generalizes to support dynamic thresholds where the threshold T is specified at encryption time
(with the same properties as above).

Technical building block: registered FE. The main technical tool underlying our construction is a bounded-
collusion registered functional encryption scheme with succinct ciphertexts. Specifically, in registered functional



encryption (FE) [DPY24, FFM™*23], users can generate their own public/private key-pair (pk, sk) and then register
their public key pk along with an associated function f: {0, 1} — {0, 1} with a key curator. The key curator can
then aggregate the list of public keys and their associated functions (pk;, fi),..., (pky, fa) to obtain an aggregated
master public key mpk. Anyone can encrypt an input x € {0, 1} to the master public key mpk. A user with secret key
sk; (and associated function f;) can decrypt the ciphertext and learn f;(x). In this work, we show how to construct
a registered FE scheme in the bounded-collusion model where security holds if the adversary controls at most Q
keys in the system, and we allow the ciphertext size to grow with the collusion bound Q. We say the registered FE
scheme has succinct ciphertexts (in the sense of [GKP*13]) if the size of the ciphertext only scales with the depth
of the functions f, and not the size of f. We summarize our instantiation in the following theorem:

Theorem 1.2 (Bounded-Collusion Registered FE from Lattices, Informal). Let A be a security parameter and ¥ be a
family of functions on inputs of length £ = £(1) that can be computed by a Boolean circuit of depth d = d(A) and size s =
s(A). Then, under the decomposed LWE assumption (with a sub-exponential modulus-to-noise ratio), there exists a bounded-
collusion registered FE scheme for ¥ in the random oracle model that supports N users with the following properties:

« Common reference string: The CRS is a uniform random string of size poly(A, d,log ¢,log s, log N). Since the
CRS is uniform, the scheme has a transparent setup.

« Public key size: The size of each user’s public key is poly(A,d, log ¢,log s, log N).

« Aggregated public key size: To achieve security with collusion bound Q, the size of the aggregated public key
is poly(4,d,log ¢,logs,log N).

. Ciphertext size: A ciphertext with collusion bound Q has size Q-O(d)+¢-poly(A, d,log N), where O(-) suppresses
constant and polylogarithmic factors.

The work of [BLM*24] shows a direct implication between (bounded-collusion) registered FE and silent thresh-
old encryption. Prior to this work, all constructions of (bounded-collusion) registered FE relied on the private-
coin evasive LWE assumption [ZCHZ24, PST25] (as well as the random oracle model in the case of [ZCHZ24]).
Unfortunately, recent attacks have raised substantial concerns over the plausibility of the evasive LWE assump-
tion [VWW22, BUW24, BDJ*25, DJM*25, AMYY25, HJL25, HHY26]. Moreover, in the case of [ZCHZ24], the underlying
bounded-collusion registered FE does not consider security in the presence of adversarially-chosen public keys, and
as such, it is insufficient for silent threshold encryption. Even if [ZCHZ24] could be extended to support adversarially-
chosen public keys, the resulting silent threshold encryption scheme would still have asymptotically-longer ciphertexts
than our scheme (see Appendix A). Theorem 1.2 gives the first (bounded-collusion) registered FE scheme for general
circuits from a falsifiable lattice assumption (decomposed LWE) in the random oracle model.

We also note that bounded-collusion registered FE is considerably more challenging to construct than vanilla
bounded-collusion functional encryption. For instance, plain bounded-collusion FE is known just from the minimal
assumption of public-key encryption [SS10, GVW12]. In contrast, even I-bounded registered FE (i.e., a scheme where
security holds against an adversary that is allowed to corrupt just a single user) already implies (distributed) broadcast
encryption. Existing lattice-based constructions of broadcast encryption (either centralized or distributed) all rely
on succinct or decomposed LWE [Wee24, CW24, CHW25, AMR25, WW25, CW26b, GY26c, AMR26, GY26a], and it
would be a major breakthrough to realize this primitive from plain LWE (let alone public-key encryption).

An application to collusion-resistant traitor tracing. The work of [BLM*24] also shows how to construct
a registered traitor tracing scheme from any registered FE scheme that supports quadratic functions. Substituting
Theorem 1.2 into their compiler yields a (bounded-collusion) registered traitor tracing scheme from the decomposed
LWE assumption in the random oracle model.

Concurrent work. In a pair of concurrent and independent works, Afshar, Goyal, and Yadugiri [AGY26b, GY26b]
also show how to construct silent threshold encryption from decomposed LWE in the random oracle model. They
do so by extending the approach from [AGY26a, CW26a] to threshold policies using a form of scaled secret sharing.
We describe the main differences between our silent threshold encryption scheme and theirs:



« Ciphertext size. The use of scaled secret sharing in [AGY26b, GY26b] leads to large reconstruction coefficients.
To instantiate their construction for N users and threshold T, they need to set the decomposed LWE modulus g
in their scheme to have bit length min{T?, N — T}. When instantiated with decomposed LWE (and recalling that
n > log q for security), this leads to ciphertext size at least T?2-poly (1) or (N—T)! -poly(A) and a public key size
of at least T8-poly(A) or (N=T)*-poly(A). The ciphertext size can be improved to T®-poly(A) or (N=T)3-poly(A)
by instead using succinct LWE, at the cost of needing structured public parameters whose size scales with
poly(T). In this work, we focus on the small threshold case and obtain ciphertext size O(T) + poly (A, log N),
which achieves non-trivial succinctness whenever T = N¢ for any constant ¢ < 1. Moreover, we do so with
transparent, poly(A, log N)-sized public parameters and poly (A, log N)-sized public keys.

+ Public key aggregation. In the original definition of silent threshold encryption [GKPW24], there is a
deterministic aggregation algorithm that takes as input the users’ public keys and aggregates them into a master
public key for the quorum. This is the notion we consider in this work. The works of [AGY26b, GY26b] consider
a randomized aggregation algorithm. It is plausible that they can derandomize the aggregation process using
the random oracle, but this is not explicitly proven in their work. Having a deterministic aggregation process
is important to avoid the possibility of a malicious aggregator using “bad” aggregation randomness to subvert
the scheme. This is a central requirement in trustless cryptographic systems.

« Security. Both our work and [GY26b] consider a form of static security. In both works, the adversary is not
allowed to adaptively corrupt users in the security game. In our work, we impose the additional restriction
where the adversary must declare the indices for the corrupted slots at setup time, whereas the work of [GY26b]
allows the adversary to adaptively choose the indices of the corrupted users. Both works allow the adversary
complete freedom to choose the public keys for the corrupted users (as a function of the honest users’ public
keys). Note that both works consider a stronger security notion than [AGY26b].

1.2 Technical Overview

In this section, we give an overview of our approach for building silent threshold encryption. We start by explaining
the limitations of the distributed monotone-policy encryption scheme for DNF policies from [CW26a, AGY26a]. In
a distributed monotone-policy encryption scheme, users choose their own public/secret keys. Later, anyone can
publicly encrypt a message with respect to an arbitrary set of public keys (pk, ..., pky) together with a monotone
access policy P over those users. Any subset of users that satisfies the policy can decrypt the ciphertext and the
ciphertext should computationally hide the message from any unauthorized set of users. Silent threshold encryption
is a special case of distributed monotone-policy encryption for threshold policies. (Technically, silent threshold
encryption requires an additional algorithm to aggregate public keys, but this is a second-order bit.)

Noisy shares and their limitation. The basic strategy from the prior works of [CW26a, AGY264a] is to take a
vector p € Zg (in the public parameters) and split it into shares py,...,py € Zg. The encrypter then constructs a
succinct ciphertext that allows user i to recover the noisy inner product s'p;. Here, s € Z? is an LWE secret (sampled
at encryption time) and we write s'p; to denote s'p; + e; for some small error ¢; € Z. The ciphertext additionally
contains s"p + 1 - | g/2], where y € {0, 1} is the message. If the secret sharing scheme is linear (i.e., for any authorized
set of users S, there exist coefficients w; € Z such that ;.5 @;p; = p), and moreover, the reconstruction coefficients
w; are small, then the authorized users can compute s'p ~ };c5 w;s'p; and recover the message. For this template
to work, it is critical that the reconstruction coefficients w; are small relative to the modulus q. Unfortunately, this
is incompatible with standard Shamir secret sharing (over Z,) since the Lagrange interpolation coefficients are large.
While there are many techniques to reduce the size of the interpolation coefficients (cf. Section 1.3), instantiating
the [CW26a, AGY26a] template with existing approaches leads to an insecure construction. This is because the security
analysis in [CW26a, AGY26a] additionally requires that any set of unauthorized shares p; be linearly independent. If
the unauthorized shares are linearly dependent, then there is a zeroizing attack on the scheme. Unfortunately, existing
approaches for threshold secret sharing do not simultaneously have small reconstruction coefficients and satisfy the
linear independence property. Thus, in this work, we take a different approach and instead ask whether the decrypters
can obtain noise-free shares. If so, then the users would be able to use standard Shamir interpolation to decrypt.



Noise-free shares via registered functional encryption. If we consider the problem from the perspective of
building a mechanism to allow users to obtain noise-free shares, then a natural approach is to leverage some type
of functional encryption [BW07, BSW11, O'N10]. Previously, the work of Branco et al. [BLM*24] showed such an
implication between registered linear functional encryption and silent threshold encryption. We start by describing
their template as applied to any linear secret sharing scheme. Specifically, we model a linear secret sharing scheme
over N parties by a share-generating matrix M € Zfo‘] *T To share a message y € Zy, sample ry, ..., rr < Z, and
consider the vector r = [, 12, ..., r7]". The share for party i is mlTr € Z, where m; € ZIT, is the i row of M. Given
the secret shares for any authorized group of users, the message p is a linear function of the parties’ shares.

« Each user in the system generates a public/private key-pair (pk, sk) for the registered linear FE scheme. This
serves as their public/private key-pair for the silent threshold encryption scheme.

+ Given a collection of public keys (pk;, ..., pky) and a share-generating matrix M € Zﬁ’ T the aggregation

algorithm runs the aggregation algorithm for the registered linear FE scheme with m] € Z; as the linear
function associated with party i. The aggregated public key is then the public key associated with the quorum.

« To encrypt a message yi € Z,, the encrypter samples ry, ..., rr ¢ Z,, and encrypts the vectorr = [g,r5, ..., rr]".
Let ct be the resulting ciphertext.

+ Each party i can decrypt ct with their secret key sk; to learn their share m[r. Any subset of parties that satisfies
the policy can now combine their shares to recover the message p.

The work of [BLM*24] shows how to construct a registered linear FE scheme from pairings. Combined with standard
Shamir secret sharing, they obtain a silent threshold encryption scheme from pairings with ciphertext size T - poly(A).

This work: bounded-collusion registered FE for circuits. Currently, the only constructions of registered
FE [ZCHZ24, PST25] rely on the evasive LWE assumption. This remains the case even if we consider a relaxation to
the bounded-collusion setting. In this work, we show how to construct a bounded-collusion registered FE scheme that
supports arbitrary circuits, where the ciphertext encrypting an input x has size Q - O(d) + |x] - poly(A, d); here, Q is
the collusion bound and d is an a priori bound on the depth of the circuits we support. Observe that this is sufficient to
instantiate the general template from [BLM*24]. For the case of threshold encryption, the collusion bound Q coincides
with the threshold T, so in combination with Shamir secret sharing, we obtain a silent threshold encryption scheme
with ciphertext size O(T)+poly (A, log N). Strictly speaking, we instantiate the above compiler with Shamir secret shar-
ing where the share randomness is derived from a pseudorandom function (PRF). In this case, the ciphertext just needs
to contain an encryption of a short PRF key (as opposed to the share randomness which would have size Q(T log N)).

Background: matrix commitments and homomorphic evaluation. Our construction of bounded-collusion
registered FE for general circuits combines techniques from the registered attribute-based encryption (ABE) scheme
from [WW25] and the dual-use technique for constructing predicate encryption from [BTVW17]. We start here by
recalling some basic preliminaries on lattice-based homomorphic evaluation underlying these schemes that we will
also use:

« Matrix commitments: A key building block in the [WW25] registered ABE scheme is the matrix commitment
scheme introduced in [Wee25]. Specifically, given a collection of public parameters pp_,,,, there exists an
efficient algorithm that takes as input a matrix M € ZZXL and outputs a commitment C € Z*™ and a low-norm

Z‘Lm5 XL

opening Zy € where

CV., =M —-BZy, (1.1)

where B € ng‘*’"s and V; € Z™L are matrices determined by the public parameters (moreover, V; is low-
norm). In addition, under the succinct LWE [Wee24] or the decomposed LWE assumption [AMR25], the LWE
assumption holds with respect to the matrix B given pp_,,, (i.e., (B, s'B) is pseudorandom given pp_,.,)-

+ Homomorphic evaluation: The construction also relies on the lattice-based homomorphic evaluation ma-
chinery from [GSW13, BGG*14], and specifically, on the extension to matrix-valued functions from [BTVW17].



Namely, for every matrix A € ZZ”’”, every function f: {0,1}f — Zg” that can be computed by a Boolean
circuit of depth d, and every input x € {0, 1}/, there is a low-norm matrix Hafrx € Zfm<t \where

(A-x"®G) -Hapx=Ar - f(x) €27 (1.2)

Here, G denotes the gadget matrix [MP12] and Ay € Zg” is a matrix that only depends on A and f (Theo-

rem 2.15). The norm of Hp s scales as mO@ _ When f: {0,1}¢ — {0,1} is a Boolean function, we recover the
usual relation (A — x" ® G)Ha rx = Af — f(x) - G by taking t = m and considering the function x — f(x) - G.

From registered ABE to registered FE. Next, we recall the basic structure of the registered (key-policy) ABE
scheme from [CHW25, WW25]. In key-policy registered ABE, users are associated with policies and ciphertexts are
associated with attributes. Decryption is successful whenever the ciphertext attribute satisfies the user’s policy. In the
[CHW25, WW25] constructions, a ciphertext encrypting a message p € {0, 1} with attribute x € {0, 1}¢ has the form

ct=(s'B, s"(Co+Cy), s (A-x"®G), s'p+u-|q/2]).

Here, B is the matrix defined by the public parameters of the matrix commitment scheme, C; is a matrix commitment
to the public keys of the individual users and their respective policies, Cy is a term used to blind C;, and A, p are
fixed matrices (in the public parameters) used to encode the attribute and the message, respectively. Specifically, C,
commits to the matrix whose i column is p+Bri—Ag G~1(d;) — Cyv;, where v; is the i column of the matrix V;
from Eq. (1.1), and d; € Zg is also a fixed vector from the public parameters. A user associated with a policy f; where
fi(x) = 0 can decrypt as follows:

« Using the homomorphic evaluation relation and the fact that f;(x) = 0, the user computes
s'(A-x'®G) -Hp(xG™'(d) »s'(Af — fi(x) - G) - G™'(dy) =s"A;G™!(dy).

« Using the matrix commitment relation from Eq. (1.1), the user takes their opening z; for C; and computes

s"(Co+Cy)v; +s'Bz; ~ s"(Cyv; +p + Br; — AfiG_l(d,-) — Cov; — Bz;) +s'Bz;
=s"(p+Br; —A;G7(dy)).

Combining the above relations and using their secret key r; to compute s'Br; = s'Br;, the user recovers a noisy
version of s'p, and from there, the message. To extend these ideas to registered FE (for functions with single-bit
outputs), we follow the template used to build predicate encryption [GVW 15, BTVW17]:

« In the registered ABE scheme, the user homomorphically evaluates their function f; on a public input x. In
registered FE, we need to support a computation on a secret input x. Following [GVW 15, BTVW17], we can
support computation on hidden inputs by replacing the input x with a (leveled) homomorphic encryption of x.
Let ¥ be the encryption of x. In the ciphertext, we replace the encoding of x (i.e., the encoding s"(A — x" ® G))
with an encoding of ¥ (and also give out ¥ as part of the ciphertext). Instead of associating the function f;
with user i, we now associate the function fl that homomorphically evaluates f; (on an encryption of x). We
can view f; as outputting a vector in ZZ.

Specifically, let ¢ be the binary representation of the ciphertext ¥ and we replace the encoding of x with an en-
coding of ¢. Then, the decrypter can apply the matrix-valued homomorphic evaluation procedure and compute

(A9 ©6) by, ~5'(a; = filg): (13)

When ¥ is an encryption under the Gentry-Sahai-Waters homomorphic encryption scheme [GSW13] where
the secret key is s, the dual-use technique of [BTVW17] shows how to compute an element { € Z; from ¥
and f; such that )

¥ —s'file) = fi(x) - Lg/2]. (1.4)



Combining Egs. (1.3) and (1.4), the decrypter can now compute
S(A-9/ 8G) by, +¥ =5 (a;— il9) +§ = s'aj + i) - La/2)

Now, by taking C; to be a commitment to a matrix whose i column is Br; + a = Cyv;, we can use the same
12

strategy as before to allow the i user to recover a noisy version of f;(x) - |g/2]. The user now rounds to learn
the noise-free value f;(x), as required.

« The above strategy suffices for correctness, but is insecure. Specifically, in functional encryption, we require
that the decrypter only learn f;(x) and nothing more about the input x. Unfortunately, the above template
reveals more than just f;(x); the user also learns information about the noise associated with the ciphertext
¥. As such, we cannot argue that the ciphertext ¥ hides the message x. This leakage is precisely the reason
why the predicate encryption schemes in [GVW15, BTVW17] only provide weak attribute-hiding and not
strong attribute-hiding. Thus, to lift to registered FE, we need to introduce an additional masking term to the
ciphertext to hide the leakage on the noise for the homomorphic encryption scheme. Roughly speaking, for
each key that the adversary has, we need to introduce one unit of randomness to smudge away this leakage.
This limits our scheme to bounded-collusion security. In particular, security against an adversary controlling
Q keys requires a ciphertext whose size grows with Q.

We are now ready to give our full construction. For ease of exposition, we first describe the construction with a random-
ized aggregation algorithm and where the collusion bound is fixed to Q = 1. Afterwards, we describe how we derandom-
ize the aggregation algorithm using the random oracle and how to support larger collusion bounds using cover-free sets.

+ Public parameters: The public parameters for the scheme consist of the public parameters pp,,,, for the
matrix commitment scheme. Let B € ng4m5 be the matrix associated with pp_ .,

« Key generation: To generate a public key, the user samples K < {0, 1}4’”5X’". The user’s secret key is sk = K
and their public key is P = BK € ZZX’". Here, our approach differs from [CHW25, WW25] in that we take the
user public key to be a matrix rather than a vector. This allows us to leverage the deferred public-key sampling
technique from [CW26b], which will be important for proving simulation security of our registered FE scheme.

- Aggregation: Given a collection of public keys Py, ..., Py € Zg™™, together with the set of associated functions
fi,oo s v {0, 1}¥ — {0,1}, the aggregation algorithm proceeds as follows:

- Sample an encoding matrix. Let ¢ be the length of a ciphertext (for the [GSW13] encryption scheme)
for encrypting an input of length ¢. Sample an encoding matrix A ¢- ZZX[’”.

- Derive a fresh public key for each user. For each i € [N], sample a low-norm vector u; € Z™ and let
d; = Piu; € Zg be the effective public key for user i.

- Sample a masking vector. Sample a masking vector w < Zg. In the security analysis, this vector will
be used to both program in the value of the function evaluation for corrupted users and to introduce a
smudging term for smudging the [GSW13] decryption error. We refer to the overview of the security
analysis for more details on the critical role w plays.

- Commit to the public keys. Sample an offset Cy <- Zg ™. Then, for each i € [N], let ﬁ be the function
that homomorphically evaluates f; on an encrypted ¢-bit input and let a € Zy be the vector associated

with the function fl with respect to A (see Eq. (1.3)). Let M € ZgXN be the matrix whose i column is
m; = Pu; + aﬁ +w—Cyv; € Z;, (15)

where v; € Z™ is the i column of the matrix Vy from Eq. (1.1). Let C; € ZZX’" be a commitment to M
and let z; be the i™ column of the associated opening. Finally, let C = Co + C; € Zg-m.

The aggregated master public key is mpk = (A, C,w) and the helper decryption key for user i is hsk; =
(V,’, Zi, u;, ﬁ)



« Encryption: To encrypt an input x € {0, 1}, the encrypter samples s < Zg, computes a [GSW13] encryption
¥ of x with respect to the secret key s (and public matrix B). Concretely, the encryption algorithm samples
Ry & {0, 1}4m XM and sets

| - Ry +x'®G e ZC(I"”)X['".

B
SB
Let ¢ € {0, 1}‘; be the binary representation of W. Then, it outputs the ciphertext
ct= (¥, sB,s'C,s"(A-¢' ®G), s'w). (1.6)

Here, the component s'w will include a large smudging error which will be used to smudge out the noise in
the [GSW13] ciphertext. By construction, the size of the ciphertext is poly(4, £, d), where d is a bound on the
depth of the Boolean circuit computing f;.

« Decryption: To decrypt, user i uses their secret key K; together with the helper decryption key hsk; =
(vi, zi, u;, f;). By Eq. (1.1) and the fact that C = Cy + C;, we have

CVi = CoVi + C1Vi = C()V,‘ +Pilli + aﬁ_ +w— Covi - BZi = Pilli + afi +w — BZi.
Since K;, v;, z; are all low norm and P; = BK;, this means
sC-v;—s'B-Kju;—s'w+s'B-z; ~ sTaf.
S % 5.0 SWTS2Db -

Next, the user computes a noisy encoding of s"(a - ﬁ-((p)) using Eq. (1.3). Taken together, the user learns
s' fi(@). Following Eq. (1.4), the user computes ¢ from ¥ and f;, and computes { — s’ fi(¢) ~ fi(x) - [q/2].

Security analysis. We now provide a brief sketch of the security analysis for the above construction. In this
work, we focus on simulation security, where we require that the ciphertext (encrypting an input x) can be simulated
given only {f;(x)};cc, where C C [N] denotes the set of indices that the adversary corrupted and f; is the function
associated with the corrupted slot i € C. Moreover, we consider selective security in the static model; this means
the adversary both declares the input x as well as the corrupted indices C at the beginning of the security game.
However, the adversary can still adaptively choose the public keys (and the functions f;) for the corrupted indices.

For the construction described above, the collusion bound is Q = 1, so the adversary declares a singleton set C = {i}
as the set of corrupted indices. The adversary also declares the challenge input x. We now must construct an efficient
simulator that simulates the keys for the honest users together with the challenge ciphertext given only y; = f;(x),
where f; is the function the adversary selects for user i. Unlike registered ABE (and related notions), we cannot simply
argue that the ciphertext is a pseudorandom string; this is because the adversary can decrypt and learn f;(x). In particu-
lar, this means we must be able to “program” the value of f;(x) into the ciphertext itself. This is also the reason why the
ciphertext size in (simulation-secure) registered FE necessarily scales with the collusion bound Q (see also Remark 3.8).

We now describe our general strategy. Throughout this work, we work in the registered-key model [RY07] where
we require the adversary to provide the key-generation randomness associated with any public key it chooses in the
security game. Such a scheme is also said to satisfy semi-malicious security. It is straightforward to compile a semi-
malicious scheme to one with full security using non-interactive zero-knowledge proofs of knowledge [RY07, LWW25]
(see Remark 3.7). We start by describing an alternative (but statistically indistinguishable) way to sample the public
parameters, the keys for the honest users, and the components of the challenge ciphertext. Note that this procedure
will still require knowledge of the input x, but will be a stepping stone to the eventual simulation procedure that
will only require knowledge of f;(x):

« We set pp,,, exactly as in the real scheme. Let B be the matrix associated with pp_,.,.

+ Following the deferred public key sampling technique from [CW26b], we sample the public keys P; €
ZZX’" together with a trapdoor td; for all honest users j # i. By standard lattice trapdoor sampling tech-
niques [Ajt96, GPV08, MP12], the marginal distribution of P; is statistically close to uniform.



+ We sample a random matrix M < Z;XN and compute C; € ngm to be a commitment to M. Next, we sample

Re & {0, 1}4™*m and define C, = BRc — C;. For this choice of variables, observe that C = Cy + C; = BRc.
By the leftover hash lemma,! Cy and C; are statistically close to their distribution in the real scheme.

When constructing the challenge ciphertext, we sample the [GSW13] ciphertext ¥ exactly as in the real scheme.

Namely, we sample Ry < {0, 1} *% and set
Y = T Ry +x ®G€Z(n Dxtm
s'B g ’

Let ¢ € {0,1}! be the binary representation of ¥. Then, sample Ry < {0, 134 <m and let A = BR + 9" ®G.
By the leftover hash lemma, these components are statistically indistinguishable from those in the real scheme.

When constructing the challenge ciphertext, we sample the randomizing terms as follows:
— For the corrupted user i, the simulator samples a low-norm u; € Z™ and sets
w=m; — P;u; — a];_ + Cyv; € ZZ (17)
- For the honest users j # i, the simulator uses the trapdoor td; to sample a low-norm u; € Z™ such that
lelj =m; — af} —W+C0Vj S ZZ

For this choice of uy, ..., un, w, observe that the columns of M are precisely the ones that would be computed
according to Eq. (1.5). This is the equivocation strategy developed in [GY26c, CW26b]. The critical point is we
use w to program the column of M corresponding to the corrupted user and we use u; to program the columns
of M corresponding to honest users.

. Let K; € {0,1}*™ %™ be the secret key associated with the adversary’s chosen public key P; = BK;. This is
available since we are working in the registered-key model. From Eq. (1.7), we now have

w =m; — P;u; — ag + Cyv;
=Cyv; +Bz; — Pju; — ag+ Cov; since C;v; = m; — Bz;
= BRcv; + Bz; — BK;u; — ag since C = Cy + C; = BRc and P; = BK;
=B(zi +Rcvi - Kiu) - (A-¢'®G) -h, ;  —filp)  byEq (12)
= B(z +Revi —Kiu; —Rah,, ) — fi(@) since A =BRy +¢' ® G.

Now compute § € Z, from ¥ and f; (where { € Z, is the component in Eq. (1.4)). We now simulate the term
,S\:‘,)VV ~ S,\T,B . (Zi + Rev; — Kju; — RAhAf‘_ ‘P) - STﬁ((p)
~s'B- (z; +Rev; — Kju; — RAhA,fi,(p) +fi(x) - lg/2] = ¢ by Eq. (1.4).

To argue that this has the correct distribution, we will require that the noise in s'w is sufficient to smudge the
noise ins'B- (z,~ +Rcv; —K;ju; —Rph A fi,tp)' In particular, this means that the noise in s'w smudges out the noise
accumulated by [GSW13] evaluation. This is the reason why the decrypted ciphertext does not leak information
about the [GSW13] noise (and thus, ensures that we can simulate the ciphertext given only the value f;(x)).

There are two important properties to observe in the above distribution:

Technically, we are invoking the leftover hash lemma on the non-random matrix B. This is nonetheless valid due to the specific structure of
B (see Lemma 2.18).



« First, the public parameters, the honest users’ keys, and the components of the challenge ciphertext can also be
simulated given knowledge of pp.,,,, (Which determines B) and s'B. Thus, by the decomposed LWE assumption,
the above distribution is computationally indistinguishable from one where we substitute s'B with a uniform
random vector v’ & Z4qm5. After this change, the [GSW13] ciphertext ¥ would be constructed as

B
v |t

« Second, when simulating the challenge ciphertext, the only component that depends on the input x is the
[GSW13] ciphertext W. The remaining components (A and s'w) can be simulated given only ¥, f;, and f;(x).
Moreover, nothing else in the experiment depends on the encryption randomness Ry. Thus, we can appeal
to the leftover hash lemma and argue that ¥ in Eq. (1.8) is statistically close to uniform. In this distribution,
all of the components can be simulated given just f;(x), and simulation security holds.

Ry +x' ® G. (1.8)

We give the formal construction and analysis in Section 3.

Bounded collusion via cover-free sets. The basic template described above allows the adversary to corrupt a single
slot i € [N]. The simulator then programs the function value f;(x) into the vector w. Suppose now that the adversary
can corrupt up to Q users C C [N]. To carry out the same proof strategy, we need to program the function evaluations
fi(x) for each corrupted index i € C. To do so, we need at least Q vectors wy,..., Wp, one associated with each
corrupted slot. Thus, a natural approach is to replace the global vector w in Eq. (1.5) with a slot-specific vector w; € Zg.

Namely, at aggregation time, the aggregation algorithm would commit to the matrix M € Z;XN whose i column is
m; = P;u; + af +w; — C()Vi S Z;l

For correctness, the ciphertext would then need to include s'w; for each i € [N]. This is a problem because the
ciphertext size is now linear in the total number of users. Invstvgad, we need a solution that only relies on a small
number of vectors wy, ..., wy where M = é(Q) In this case, the ciphertext size scales with the collusion bound
rather than the total number of users. We can achieve this by associating a set S; C [M] with each index i € [N].
Then, at aggregation time, the aggregation algorithm modifies the vector m; to be

m; = Piui +aﬁ + Z W — CoV,' € ZZ
JES;
The property we require now is that for every i € C, there exists an index s; € S; such thats; ¢ S; forall j € C \ {i}.
Then, in the security analysis, we can simply program the function value f;(x) using wy,, exactly as before.

The remaining question is how to choose the parameter M and the sets Sy, ..., Sy so this property holds (with
high probability). One approach is to choose the sets Sy, ..., Sy € [M] to be from a Q-cover-free family [KS64, EFF85].
This ensures that every S; is guaranteed to not be contained in the union of any collection of Q other sets. Then,
we can always associate a unique index s; with S;. The drawback of using cover-free sets is that constructing a
Q-cover-free family of sets requires choosing M = Q(0Q?) [DR82]. In this case, the ciphertext size in our construction
grows quadratically with the collusion bound. In this work, since we are already limited to static security where the
adversary declares the set of corrupted users C at the beginning of the security game, we can do better. In particular,
since the set of corrupted indices C is fixed in advance, we only require a set family Sy, ..., Sy € [M] where for all
i € C, itis the case that S; € U ec\ (s} Sj- This is a “local” cover-free property and can be satisfied using standard
Q-wise independent hash functions with M = O(Q). This in turn yields a Q-bounded-collusion registered FE scheme
where the ciphertext size scales quasi-linearly with the collusion bound.

Finally, we note that combinatorial approaches (using cover-free sets) to lift from 1-bounded security to Q-bounded
security are well known in the setting of (centralized) functional encryption [GVW12, AR17, AV19]. In particular, the
work of [AV19] shows how to obtain a bounded-collusion centralized functional encryption scheme for Boolean circuits
with ciphertexts of size Q- poly(4, s), where s is a bound on the size of the Boolean circuits the scheme supports. In this
work, we are working in the registered setting and moreover, for our application to silent threshold encryption, we
additionally require the size of the ciphertext to only grow with a bound on the depth of the circuit rather than the size.
As such, the [AV19] approach is not immediately applicable. While it is possible to adapt the existing compiler (see also
Appendix A), we believe it is simpler to directly integrate the cover-free sets into the algebraic structure of our scheme.

10



Derandomizing aggregation. In registration-based cryptography [GHMR18, HLWW23] (and silent threshold
encryption [GKPW24]), aggregation should be a public deterministic algorithm. While the aggregation algorithm we
described above is randomized, it is straightforward to derandomize it by simply deriving the aggregation randomness
from a public hash function evaluated on the inputs to the aggregation algorithm (i.e., the user’s public keys and
their associated functions). In the security analysis, we model the hash function as a random oracle. This is similar to
the approach taken in several previous works that also relied on the random oracle to derandomize the aggregation
procedure [CHW25, WW25, CW26a, AGY26a, CW26b]. The security reduction will in turn program the outputs of
the random oracle to implement the simulation strategy described above.

One technical caveat that comes up in this work is our reduction strategy needs the ability to program all potential
random oracle queries that correspond to a set of valid public keys and policies. This is because we are considering a
simulation-based notion of security. Previous works on registered ABE and distributed monotone-policy encryption
all considered an indistinguishability-based notion of security and there, it was sufficient to have the reduction “guess”
the query to the random oracle that corresponds to the adversary’s challenge query, and take a 1/Q,, loss in the
security reduction, where Qy, is the number of random-oracle queries the adversary makes. Such a strategy is no longer
viable if we consider a simulation-based security definition because the 1/Q,, loss in the reduction translates into a
simulator that is successful with probability ~ 1/Q;,, which does not provide a meaningful security guarantee. To get
around this, we need the ability to program the random oracle on every random oracle query that could potentially
be the challenge query. To do this, our proof strategy critically relies on the deferred public-key sampling technique
from [CW26b]. Namely, since the honest users’ effective public key d; = P;u; is refreshed at each query, the reduction
has the ability to equivocate on each query. In contrast, the earlier techniques of [CHW25, WW25] fix the honest
users’ public keys at key-generation time, which limits the reduction to only being able to program a single query.

One-round distributed decryption. Finally, for our application to silent threshold encryption, we require a
distributed decryption procedure. Specifically, in silent threshold encryption, given a ciphertext, each user should
be able to publish a decryption hint that only depends on their individual secret key and the ciphertext (and nothing
else about other parties in the decryption quorum). Then, there is a separate recover algorithm that takes a collection
of decryption hints (from a sufficiently-large quorum of users) and uses the hints to recover the underlying message.
Translated to the setting of registered functional encryption, this boils down to decomposing the decryption algorithm
into two steps (see also Definition 3.9):

+ Hint generation: Given only the ciphertext ct and the user’s secret key sk (but not the helper decryption key
hsk), the hint-generation algorithm should output a decryption hint ht. This procedure will map to the local
decryption algorithm in the application to silent threshold encryption.

« Message recovery: Given the ciphertext ct, the decryption hint ht, and the helper decryption key hsk, the
message-recovery algorithm recovers the message. Notably, this step does not depend on the user’s secret
key. In fact, it only depends on public quantities (recall that a user’s helper decryption key is output by the
aggregation algorithm, which is a public algorithm). In the application to silent threshold encryption, this step
corresponds to aggregating the hints from different decrypters together to recover the message.

The decryption relation in our scheme satisfies this decomposition. During decryption, the only quantity that depends
on the user’s secret key K; is ht; = s'B - K;. Given ht;, the remainder of the decryption algorithm only requires
knowledge of ct and the helper decryption key hsk;.

In silent threshold encryption, the standard security notion allows the adversary to request decryption hints
from honest users. In the context of registered functional encryption, this translates to requiring security against an
adversary that additionally has access to a hint-generation oracle. Handling such hint-generation queries follows via
the same strategy as in prior works [CW26a, CW26b]. Specifically, observe that if the ciphertext is well-formed, then
the decryption hint is simply ht; = s'B - K; ~ s'P;, where P; = BK; is the public key for user i. If the ciphertext was
honestly-generated (with s as part of the encryption randomness), then the output of the decryption query is essentially
just a function of the encryption randomness s and the public key P;, which the adversary could have computed
itself without knowledge of the secret key. To argue this formally, we augment ciphertexts with a non-interactive
zero-knowledge (NIZK) proof of knowledge of the encryption randomness (which includes s); in the security proof,
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the reduction algorithm extracts s from the proof and responds with s"P;. Using noise smudging, we can ensure that
this is statistically close to the actual decrypted value. We refer to the proof of Theorem 3.13 for the full details.

From registered FE to silent threshold encryption. Finally, to obtain our main implication to silent threshold
encryption from registered functional encryption, we can appeal to the general template from [BLM*24]. Specifically,
we proceed as follows:

« A user’s public/secret key is simply a public/secret key-pair for the registered functional encryption scheme.

+ Suppose we want to form a decryption quorum for a group of users with public keys (Py,...,Py) and a
threshold T. We associate user i with the function f;(y, k) that takes as input the message u € {0, 1} together
with a key k for a pseudorandom function (PRF). The function f; outputs the i Shamir share of i generated
using randomness derived from the PRF with key k and with threshold T. The aggregated public key mpk
(with collusion bound T — 1) functions as the public key for the decryption quorum.

« To encrypt a message p with respect to mpk, the encrypter samples a PRF key k and encrypts the pair (g, k).

« Observe that each user i can locally decrypt to obtain the i Shamir share of the message. Given T such shares,
we can interpolate and recover the message. If the underlying registered functional encryption scheme supports
split decryption, then we can decompose this process into a hint-generation and aggregation process.

If the PRF can be computed by a circuit with depth poly(log 1) (e.g., [BPR12]), then we only require our registered
functional encryption scheme to support circuits of depth poly(log A, log N). Instantiated with our bounded-collusion
registered functional encryption scheme, we obtain a silent threshold encryption scheme with ciphertext size
O(T) + poly(A,log N) (see Corollary 4.13).

Extending to dynamic thresholds. Finally, we can support dynamic thresholds (i.e., where the threshold is
specified at encryption time) using a standard power-of-two construction (cf. [BLM*24, §6.2.1]). Roughly speaking,
the aggregation algorithm prepares [log N] schemes, where the i scheme supports thresholds of up to 2. In this
case, we provide the threshold as an additional input to the encryption algorithm (i.e., we now encrypt the triple
(i, T, k)), and the function associated with each user generates Shamir shares for the chosen threshold T. The jth
scheme is instantiated with a registered functional encryption scheme with collusion bound 2 (which is good for
all thresholds up to T < 2%). This increases the size of the master public key by a factor of log N and the ciphertext
size by at most a factor of 2. We provide more details in Remark 4.14.

1.3 Additional Related Work

As mentioned in Section 1.2, a natural approach to build silent threshold encryption is to combine the distributed
monotone-policy encryption schemes from [CW26a, AGY26a] with a secret sharing scheme for threshold policies.
Correctness holds as long as the secret sharing scheme has small reconstruction coefficients and security holds as long
as any collection of unauthorized shares is linearly independent. Unfortunately, existing approaches for designing
threshold secret sharing fall short along one or both of these axes. In the following, let p € Zf be the vector and let
P1..... PN € Zg be the shares. We discuss some of the possibilities below:

« Bit decomposition: A folklore approach (cf. [BCM21]) is to use bit decomposition to reduce the size of the
Shamir interpolation coefficients. Namely, suppose Py, . .., pn are Shamir shares of p. Normally, the Lagrange
interpolation coefficients w; are large. However, we can replace each interpolation coefficient w; with its binary
decomposition and each share p; with a vector of shares corresponding to p; scaled up by powers of two:
(Pi» 2Pis - . ., 21°891-1p,) . However, the resulting shares are now linearly dependent, which breaks security.

+ Clearing out the denominators: Recall that for a T-out-of-N threshold policy, the Lagrange interpolation
coefficients w; can be written as a ratio of two products, where each product is over T small integers. The
problem is that over Z, the modular inversion leads to large coefficients, which breaks correctness. A standard
technique to obtain small reconstruction coefficients over Z; is to clear out the denominators [ABV*12,
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BGG*18]. Specifically, the encrypter could first scale each share p; by a common denominator for the Lagrange
interpolation coefficients such that the resulting reconstruction coefficients have magnitude at most 20, The
problem is the encrypter does not know in advance which set of users will reconstruct. Thus, the scaling factor
applied to each share must simultaneously clear the denominators for all possible authorized sets of T users. If
we consider the standard interpolation basis {1,..., N}, a common denominator is (N!)2. Thus, the encrypter
would scale each share p; by (N!)2. For correctness to hold, this means the bit length of the modulus g must
now satisfy log g > log((N!)?) = Q(N log N). This leads to a scheme where the ciphertext size is Q(N log N),
which is worse than the trivial silent threshold encryption scheme of just encrypting Shamir shares of the
message to each user’s public key.

- Lagrange interpolation over a cyclotomic ring: A similar approach is to work over a cyclotomic ring and
consider Lagrange interpolation over a subtractive set [AL21, KLNO24, CLW25]. For power-of-two cyclotomics
(with suitably-chosen parameters), the prior works show that the bit length of the Lagrange interpolation
coefficients scales with the threshold T. The limitation, however, is that the size of the subtractive set in these
approaches is bounded by the ring dimension n (which corresponds to the security parameter). As a result, the
maximum number of users the scheme supports is also bounded by the ring dimension. If we want to support
N users, we need to work over a ring of dimension at least N; in this case, the ciphertexts also have size Q(N),
so this approach no longer confers any (asymptotic) advantage over the trivial approach.

« Secret sharing with small reconstruction coefficients: One could also consider alternative secret sharing
schemes with small reconstruction coefficients. For instance, the work of [BGG*18] gives one way to do
this by combining Valiant’s construction of a monotone formula for computing a threshold function [Val84,
Gol20] together with the classic linear secret sharing scheme for monotone formulas [BL88], which has {0, 1}-
reconstruction coeflicients. Another possibility is to consider a scheme that supports ramp threshold policies
with small reconstruction coefficients [ANP23]. Unfortunately, neither of these schemes satisfies the additional
linear independence property required by [CW26a, AGY26a].

In summary, we are not aware of any linear secret sharing scheme for threshold policies that supports small recon-
struction coefficients and satisfies the additional linear independence property for unauthorized shares.

2 Preliminaries

We begin with some basic notation and definitions. We follow similar conventions as in [CW26a, CW26b] and parts of
this section are taken verbatim from [CW26a, CW26b]. We write A to denote the security parameter. For a positive inte-
gern € N, we write [n] := {1,...,n}. Foraset S, we write 25 to denote the power set of S (i.e., the set of all subsets of S).
We write {x;};cs to denote the set of index-value pairs (i, x;). When S is a finite set, we write x < S to denote that x is
sampled uniformly from S, and we write x < D to denote that x is sampled from the distribution . We write poly (1)
to denote a fixed polynomial in A and negl(A) to denote a function that is 0(A7°) for all ¢ € N. We say an algorithm
is efficient if it runs in probabilistic polynomial time in the length of its input. We write O(-) to suppress polylog-
arithmic factors. We say that two distribution ensembles Dy = {Z)o, ,1} rep and Dy = {Z)l, ,1} Jen are computationally
indistinguishable if for all efficient adversaries A, there exists a negligible function negl(-) such that for all A € N,

|Pr[A(14,x) =1: x « Dy;] = Pr[A(1%, x) = 1: x «— Dy;]| = negl(A).

We say that they are statistically indistinguishable if their statistical distance A(Dy, D;) is bounded by negl(1). We
say an event occurs with overwhelming probability if the probability of its complement occurring is negligible.

Simulation-sound extractable NIZKs. We recall the notion of a simulation-sound extractable non-interactive zero-
knowledge (NIZK) argument for NP [BFM88, FLS90, Sah99, DDO*01]. Our definition is taken verbatim from [CW26b]:

Definition 2.1 (Simulation-Sound Extractable NIZK). Let C = {Cy},ci Where C) is a set of Boolean circuits. A
simulation-sound extractable NIZK argument ITyizk for C is a tuple of efficient algorithms IInjzx = (Setup, TrapSetup,
Prove, Verify, Sim, Extract) with the following syntax:
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« Setup(1%) — crs: On input the security parameter A, the setup algorithm outputs a common reference string crs.

« TrapSetup(1*) — (crs, td): On input the security parameter A, the trapdoor setup algorithm outputs a common
reference string crs and a trapdoor td.

« Prove(crs,C, x,w) — m: On input the common reference string crs, a Boolean circuit C: {0, 1}" X {0, l}h —
{0, 1}, a statement x € {0, 1}", and a witness w € {0, l}h, the prove algorithm outputs a proof 7.

« Verify(crs, C, x, 1) — b: On input the common reference string crs, a Boolean circuit C: {0, 1}" x {0, 1}h —
{0, 1}, a statement x € {0, 1}", and a proof 7, the verification algorithm outputs a bit b € {0, 1}.

« Sim(td, C, x) — 7: On input the trapdoor td, a Boolean circuit C: {0, 1}" x {0, l}h — {0, 1}, and a statement
x € {0,1}", the simulation algorithm outputs a proof 7.

« Extract(td, C, x, 1) — w: On input the trapdoor td, a Boolean circuit C: {0, 1}" X {0, 1}h — {0, 1}, a statement
x € {0,1}", and a proof 7, the extraction algorithm outputs a witness w € {0, 1}" (or a special symbol L).

We require that IIyjzk satisfy the following properties:

. Completeness: For all A € N, all Boolean circuits C € Cy with type C: {0,1}" x {0, 1} — {0, 1}, all statements
x € {0,1}" and witnesses w € {0, 1} where C(x, w) = 1,

crs « Setup(1%)

Pr [Verify(crs,C,x, ) = 1: 7 — Prove(crs, C, x, w)

=1

+ Zero knowledge: For a security parameter A, an adversary A, and abit b € {0, 1}, we define the zero-knowledge
security game as follows:

- If b = 0, the challenger samples crs « Setup(1*). If b = 1, the challenger samples (crs,td) «
TrapSetup(1%). The challenger gives crs to A.

- Algorithm A can now make adaptive queries of the form (C, x, w), where C € C) is a Boolean circuit,
x € {0,1}" is a statement, and w € {0, 1}h is a witness. On each query, the challenger proceeds as follows:

» The challenger first checks if C(x, w) = 1. If not, the challenger responds with L.
» If b = 0, the challenger replies with = « Prove(crs,C,x,w). If b = 1, the challenger replies with
7 « Sim(td, C, x).

— After A is finished making queries, it outputs a bit b’ € {0, 1}, which is the output of the experiment.
We say that IInzk satisfies computational zero knowledge if for all efficient adversaries A, there exists a

negligible function negl(-) such that forallA € N, |Pr[d’ =1:b =0] —Pr[d’ =1:b = 1]| = negl(A) in the
zero-knowledge security game.

« Simulation extractability: For a security parameter A and an adversary A, we define the simulation ex-
tractability game as follows:

— The challenger samples (crs, td) « TrapSetup(1*) and gives crs to A. The challenger also initializes an
empty list Q.

— Algorithm A can now make adaptive queries (C, x) where C € C) is a Boolean circuit and x € {0, 1}"
is a statement. The challenger replies with 7 < Sim(td, C, x) and adds (C, x, 7) to Q.

— After A is finished making queries, it outputs a Boolean circuit C € C), a statement x € {0,1}", and a
proof 7.

— The challenger computes w = Extract(td, C, x, 7) and outputs b’ = 1 if Verify(crs,C,x, 7) = 1, (C,x, ) ¢
Q, and C(x, w) = 0. Otherwise, the challenger outputs b’ = 0.

We say that IInjzk is simulation extractable if for all efficient adversaries A, there exists a negligible function
negl(-) such that for all A € N, Pr[b’ = 1] = negl(A) in the simulation-extractability game.

14



When the common reference string output by Setup(1%) is a uniform random string, we say that the NIZK has a
transparent setup. The works of [PS19, WWW25, BCD"25] show how to construct a NIZK with a transparent setup
from the plain LWE assumption. The work of [DDO*01] shows how to construct a simulation-sound extractable
NIZK for NP from any NIZK for NP together with a public-key encryption scheme. Finally, the work of [GGI*15]
shows how to combine a NIZK for NP with a (leveled) homomorphic encryption scheme to obtain a NIZK argument
where the size of the proof scales with the size of the witness (and the depth of the circuit), but not the statement
size (i.e., a rate-1 NIZK). In this work, we will use the following:

Fact 2.2 (Simulation-Sound Extractable Rate-1 NIZKs from LWE). Let C = {Cy} <y Where C; is the set of all Boolean
circuits with depth at most d = d(A) for some fixed polynomial d(4). Then, under the plain LWE assumption with
a sub-exponential modulus-to-noise ratio, there exists a simulation-sound extractable NIZK for C with the following
properties:

« Transparent setup: The CRS is a uniform random string of size poly(4, d).

« Proof size: For all security parameters A, all crs in the support of Setup(1) and all C € Cj, a proof output
by Prove(crs, C, x, w) has size at most |w| + poly(4, d).

2.1 Cover-Free Set Families

The construction and security analysis of our scheme will rely on cover-free set families [KS64]. We start by recalling
the general definition below:

Definition 2.3 (Cover-Free Family [KS64, adapted]). Let N,M,Q € N. A family of sets {S;,...,Sx} C 2!M is
Q-cover-free if for all i € [N] and all  C [N] \ {i} where [ J| < Q, we have that S; £ J;c 5 S;-

Local cover-free family. The works of [KS64, EFF85] give an explicit construction of a Q-cover-free family of sets
{S1,...,5x} C 2IMl where M = O(Q?log? N). Moreover, a lower bound from [DR82] shows that any Q-cover-free
QZ
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that allows us to set M = O(Q), which translates to better parameters for our silent threshold encryption scheme.

Specifically, we consider a randomized algorithm that samples the family of sets, and moreover, we only require the
cover-free property to hold with overwhelming probability for a fixed subfamily of sets. We define the syntax and
requirement below and then show how to realize our notion from any k-wise independent hash family.

family of sets necessitates taking M = Q( log N). In this work, we consider a relaxation of the requirements

Definition 2.4 (Local Cover-Free Family). Let N, M, Q, D € N. A local cover-free family with parameters (N, M, Q, D)
and public parameters of size p consists of an efficient deterministic algorithm Expand with the following syntax:

« Expand(pp, i) — S: On input the public parameters pp € {0,1}” and an index i € [N], the expand algorithm
outputs a set S C [M] where |S| < D.

We say that the local cover-free family satisfies e-local cover-freeness if for all fixed sets of indices 7 C [N] where
171 <0,

R p
pp < {0,1} Sl

Pr|S; ¢ U SjforallieT : Vie I :S;=Expand(pp,i) | =

jer\{i}
Constructing a local cover-free family. We now show how to construct a local cover-free family. Our construc-

tion relies on an almost k-wise independent hash function, which we define below.

Definition 2.5 (Almost k-Wise Independent Hash Function). Let k, N,M € N and ¢ > 0. A family of functions H
with domain [N] and codomain [M] is e-almost k-wise independent if for all distinct x;, . .., xx € [N], the statistical
distance between the following distributions is at most ¢:

« Sample h < H and output (h(x)), ..., h(xz)).
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« Sample yy, ..., yx & [M]. Output (yi,..., yx).
When ¢ = 0, we say the family is k-wise independent.

Fact 2.6 (Almost k-Wise Independent Hash Function [WC81]). For all k, N, M € N and ¢ > 0, there exists an explicit
e-almost k-wise independent hash family H with domain [N] and codomain [M] where each function h € H can
be described by k - O(log N + log(kM/¢)) bits and evaluated in time k - polylog(N, M, 1/¢). Moreover, there exists
an efficient algorithm to sample h & H using k - O(log N + log(kM/¢)) uniformly random bits.

Fact 2.7 (Combinatorial Number System). For all M, D € N with M > D, there is an explicit bijection ¢: [(]g)] -
([1\5[]), where (Ug]) denotes the set of all D-element subsets of [M]. Both ¢ and ¢~! can be evaluated in time poly(M, D).

Construction 2.8 (Local Cover-Free Family). Let N, M, Q, D € N be parameters such that M > QD. Let H be an
e-almost Q-wise independent hash family with domain [N] and codomain [(]g )1. Let p be the randomness complexity
for sampling uniformly from 9. We construct a local cover-free sampler Expand with parameters (N, M, Q, D) and
public parameter size p as follows:

« Expand(pp,i): On input pp € {0,1}”, sample a hash function h ¢ H using randomness pp. Then, output
¢(h(i)) € [M], where ¢: [(AL/)[)] — ([1\[/)[]) is the mapping from Fact 2.7.

Lemma 2.9 (Local Cover-Free Family). Construction 2.8 satisfies ¢’ -local cover-freeness where ¢’ = Q - (QD/M)P + .

Proof. Consider first the case where H is a Q-wise independent hash family. Take any set of indices 7 C [N] where
|7| < Q and suppose h < H. For each i € I, let S; = Expand(pp, i) = #(h(i)). Fix an index i € I and consider the set
Ji = I \ {i} of the remaining at most Q — 1 indices. We bound the probability that S; C ;¢ 4, S;. Since [ ;| < Q — 1
and each S; has exactly D elements, we have |U;c ¢ Sj| < (Q —1)D < QD. Since h is Q-wise independent and ¢
is a bijection, the distribution of S; is independent of | ¢ 4, S; and moreover, is uniform over the set of all subsets
of [M] of size D. Therefore,

Pr S € Ujeq Si] < % < (QWD)D'

By a union bound over all i € 7, we have
Pr(3ie T :S CUjcq Si1 < Q- (QD/M)P,

where the probability is taken over the choice of h ¢~ H. The above analysis assumes that H is Q-wise independent.
When H is e-almost Q-wise independent, we have

PI'[HI €el:S;C UjEZ SJ] <0 (QD/M)D + &,
which proves the claim. O

Corollary 2.10 (Local Cover-Free Family). Let N be the domain and Q be the collusion bound where Q < N. Take
any € € (0,1). Then there is an e-local cover-free sampler with parameters (N, M, Q, D) where

D =0(log(Q/¢)) and M= 0(Qlog(Q/¢)),
and whose public parameter size is p = Q - O(log N + logz(Q/e)).

Proof. Instantiate Construction 2.8 with D = [log(Q/¢)] + 1, M = 20D, and an (¢/2)-almost Q-wise independent
hash family H with codomain [(jg)]. Since M = 20D, we have (QD/M)P = 270, s0 by Lemma 2.9 the resulting
failure probability is

€ =0-(0D/M)P +¢e/2=0-2"P+¢e/2<e/2+¢/2=¢,

since D > log(Q/¢) + 1 = log(2Q/¢), so Q - 270 = 21°89-D < /2 If we instantiate H using Fact 2.6, we can sample
from H using p uniformly random bits where

p=0Q-0(logN +log (Q(}))/e)) = 0 - O(log N +log?(Q/e)),
and log (¥) < Dlog M = O(log?(Q/e)). O
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2.2 Lattice Preliminaries

We now recall some basic facts about lattices. Our presentation here is adapted from [CW26a, §2.1] with some parts
taken verbatim. Throughout this work, we use bold uppercase letters (e.g., A, B) to denote matrices and bold lowercase
letters (e.g., u, v) to denote vectors. We use non-boldface letters to denote their components (e.g., v = [v1, ..., v,]). For
a vector v € R”, we write ||v|| = max; |v;| to denote the fo,-norm of v, and for a matrix V we write ||V]| = max; ; |V,-,j|.

Kronecker products and vectorization. For matrices A € ZZX”‘ and B € Z’;X[, we write A® B € ngxm" to
denote their Kronecker product. For a matrix A € Z*™, we write vec(A) to denote the vectorization of A (i.e., the
vector a € Zg™ obtained by concatenating together the columns of A in left-to-right order).

Discrete Gaussians. We write Dz, to denote the discrete Gaussian distribution over Z with width parameter
o > 0. For a matrix A € Zg"™ and a target vector y € Z in the column-space of A, we write A;!(y) to denote a
random variable x <~ D7’ conditioned on Ax =y mod g. We extend A;!(-) to matrices by applying A!(-) to each
column of the input. Next, we recall some basic properties of the discrete Gaussian distribution:

Lemma 2.11 (Gaussian Tail Bound [MP12, Lemma 2.6, adapted]). Let n, m, q be lattice parameters where m > 2nlog q.
For all but a negl(n)-fraction of matrices A € Zg*™, for all o > logm, all 1 € N, and all vectors'y € Zj in the span of A,

Prflull > VAo :u — A (y)] < m-27%

Moreover, forallo > 0 and A € N,
Pr[|x| > Vio:x « D, .l < 277,

Lemma 2.12 (Gaussian Samples [GPV08, adapted]). Let n,m, q, o be lattice parameters such that ¢ > logm, m >
2nlogq, and q is prime. There exists a negligible function negl(-) such that for all but a q~" -fraction of matrices A € Zg*™,
the statistical distance between the following distributions is negl(n):

{(X,AX) PX — D%g} and {(x,y) ry & Z0x <—A;1(y)}.

Truncated discrete Gaussian distribution. We write Dz, g to denote the truncated discrete Gaussian distribution
with truncation bound B. To sample from Dz, 5, we first sample x < Dz, and output x if |x| < B and 0 otherwise. By
Lemma 2.11, the statistical distance between the distributions Dz,,,, g and Dz, is at most 274 = negl(1) when B > Vio.

By a hybrid argument, for all n,m = poly(A) and all B > VAo, the statistical distance between the distributions Dgxm

and DZX™ is also negl(A). We will also use the following smudging lemma. This was originally shown for the discrete
Gaussian distribution, but also extends to the truncated distribution when the two distributions are statistically
indistinguishable (via a standard hybrid argument). We state the version we use below:

Lemma 2.13 (Noise Smudging [BDE"18, adapted]). Let A be a security parameter. Let x € Z be an integer and let
o > 0 be a width parameter such that o > |x| - A*1). Take any B > VAo. Then, the statistical distance between the
following distributions is negl(1):

{e te — DZ,O’,B} and {x+ e:e — DZ’G,B} .

Lattice trapdoors. For positive integers n,q € N, let G, =1, ® g" € ZZX’”/ be the gadget matrix where I, is the
identity matrix of dimension n, g' = [1,2, ..., 2llog ‘ﬂ_l], and m’ = n[logq]. For m > m’, we overload G, to denote
the padded gadget matrix G,, = [I, ® g | 0"("™~™)]. When the dimensions of G,, are clear from context, we omit the
subscript and simply write G. We write G;;*: Zg — {0,1}™ to denote the operator that expands each component of
the input into its binary decomposition, appropriately padded with 0s if G, is padded. In particular, G, - G, (x) = x
for all x € Z{. Next, we recall the notion of a gadget trapdoor [MP12]:
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Lemma 2.14 (Gadget Trapdoor [Ajt96, GPV08, MP12]). Let n, m, q be lattice parameters with m > 3nlog q. There exist
efficient algorithms (TrapGen, SamplePre) with the following syntax:

« TrapGen(1?,q,m) — (A, T): On input the lattice dimension n, the modulus q, and the number of samples m,
the trapdoor-generation algorithm outputs a matrix A € ZSX"’ together with a trapdoor T € Z™™ where

m’ = nflogq].
« SamplePre(A, T, y, 0) — x: On input a matrix A € Z;’X’", a trapdoor T € Z™™ | a target vectory € Z!", and a
Gaussian width parameter o, the preimage-sampling algorithm outputs a vectorx € Z™.
Moreover, the above algorithms satisfy the following properties:
« Trapdoor distribution: If (A, T) < TrapGen(1",q,m) and A’ & ZZX'”, then A(A,A’) = negl(n). Moreover,
AT = G, € ZP™ and ||T|| = 1.

« Preimage sampling: For all matrices A € ZZX’" and'T € Z™™ | all width parameters o > 0, and all target
vectorsy € Zg in the column span of A, the output x < SamplePre(A, T, y, o) satisfies Ax =y.

« Preimage distribution: There exists a negligible function negl(-) such that for all (A € Zz*™, T € zmxm'y
where T is a gadget trapdoor for A (i.e, AT = Gy), all o > m||T||log n and all target vectorsy € Zg, the statistical
distance between the following distributions is at most negl(n):

{x « SamplePre(A,T,y,0)} and {x < A '(y)}.

Homomorphic computation. Our construction of bounded-collusion registered functional encryption will rely
on the lattice homomorphic evaluation machinery developed in [GSW13, BGG*14, BTVW17]. In this work, we will
use the version for matrix-valued functions from [BTVW17]:

Theorem 2.15 (Homomorphic Evaluation of Matrix-Valued Functions [GSW13, BGG*14, BTVW17]). Let A be a
security parameter, n,m, q be lattice parameters where m > n[logq], and {,t € N be dimensions. There exists a pair
of efficient and deterministic algorithms (EvalF, EvalFX) with the following properties:

- EvalF(A, f) — Ags: On input a matrix A € Z7*"™ and a matrix-valued function f: {0,1}* — Z5*', output a
matrix Ay € Zp<.
« EvalFX(A, f,x) — Ha sx: On input a matrix A € Z*™, a function f: {0,1}* — Zi**, and an input x € {0, 1},
output a matrix Hp g € Z™".
For all matrices A € ZZX[’”, all functions f: {0,1}f — ZZX’ that can be computed by a Boolean circuit of depth d and sizes,
and all inputs x € {0,1}", the matrices Ay = EvalF(A, ) and Ha rx = EvalFX(A, f, x) satisfy the following key relation:
(A-x"®G) -Hafx=Ar - f(x). (2.1)

In addition, ||Ha rx|| < mP@) . poly(s). Finally, for any fixed f, the function A — EvalF(A, f) can be computed by a
Boolean circuit of depth d - polylog(m) and size poly(s, m).

Decomposed LWE. The learning with errors (LWE) assumption [Reg05] with parameters (n, m, ¢, o) states that
the following distributions are computationally indistinguishable:

(B,s'B+e') and (B,v') where B & Zp™, s &7 e < DY, v & 2

For parameters £ € N and s > 0, the (¢, s)-decomposed LWE assumption from [AMR25] asserts that LWE is hard
when the matrix B is sampled in a structured manner:

B:=W(,;®R) +vec(I;)’ ® G where W & Z;’le, R « Dgfsx[m.

We now give the statement of the assumption, except we substitute the truncated discrete Gaussian distribution in
place of the discrete Gaussian distribution. As long as the truncation bound is chosen such that the truncated distri-
bution and the original distribution are statistically close, and n, m, £ are polynomially bounded, the two formulations
are equivalent. We give the statement we use below:
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Assumption 2.16 (Decomposed LWE [AMR25, adapted]). Let A be a security parameter and let n = n(1),m =
m(A),q = q(1), 0 = () be lattice parameters. Let s > 0 be a Gaussian width parameter and £ € N be a dimension.
We say that the (£, s)-decomposed LWE assumption with parameters (n, m, g, o) holds if for all efficient adversaries
A, there exists a negligible function negl(-) such that for all A € N:

Pr[A(1", W,R,s'B +¢") = 1] - Pr[A(1}, W,R,v") = 1]| = negl(1),
where B = W(I; ® R) + vec(I;))" ® G € Z"Xf mw & Z"Xfm R « D’"Xf}’i’ s & VAN p* m\F ,and v & Zf;’".
We will sometimes write “¢-decomposed LWE” as shorthand to refer to an instance of the (¢, s)-decomposed LWE
assumption for some (implicitly-defined) width parameter s.

Leftover hash lemma. Next, we recall a basic form of the leftover hash lemma from [HILL99], along with a gener-
alized version [DORS08, ABB10] that also applies to the structured matrix B from the decomposed LWE assumption.
The generalized version we use was formally shown in [CW26a]. We state the version from [CW26a], but adapted
to the setting of truncated discrete Gaussians.

Lemma 2.17 (Leftover Hash Lemma [HILL99, adapted]). Take m,q € N where m > 2log q. Then, for all k = poly(m),
the statistical distance between the following distributions is negl(m):

{(a,aTK):a&Zm,K&{O,l}ka} and {(a,uT):a&Zm,u&ZS}.

Lemma 2.18 (Leftover Hash Lemma for Decomposed LWE Matrix [CW26a, adapted]). Let A be a security parameter
and let n,m, q be integers such thatn > A, m > 2nlogq, and q is prime. Let ¢ € N and suppose s > log m. Then, for all
fixed vectors e € Zf;m and all k = poly(Q), the statistical distance between the following distributions is negl(1):

. {(W,R,BK, e'K) : W & Z2X/m R D;‘Xf’r", K & {0,1}¢ mxk} nd

. {(W, R U, eTK) W& an[m R «— Dmxf/rg uU& ank K& {0, 1}[2m><k})
S

where B =W (I, ® R) + vec(I;)" ® G € ZZX‘J’” in both distributions.

Matrix commitments. The main lattice building block we use is the matrix commitment scheme of Wee [Wee25].
In Wee’s construction, a commitment to a matrix M € ZZXL is a matrix C € Z,’;X"’ such that

C-Vp=M-B-Z

where B € ZZX‘“"S, V. € Z™<L are matrices defined by a set of public parameters pp,,,,, and Z € Z4m%L is a low-norm
opening. We summarize the main properties below (using the version from [Wee25, Appendix C.2] where the public
parameters can be described by a uniform random string):

Theorem 2.19 (Matrix Commitment [Wee25, adapted]). Let n,m, q be lattice parameters where m > 2nlogq. There
exists a triple of efficient and deterministic algorithms (Com, Ver, Open) with the following syntax and properties:

« Com(ppyms M) — C: On input the public parameters pp,,,, and a matrix M € ZZXI‘, the Com algorithm outputs
a commitment matrix C € Zg™™.

o Ver(ppeom, L) = Vi: On input the public parameters pp,,, and the length parameter L € N, the Ver algorithm
outputs a matrix Vi € Z™*L,

« Open(pp.om M) = Z: On input the public parameters pp,,,,, and a matrixM € ZZXL, the Open algorithm outputs

. 5
a matrix Z € 74 <L,
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For all pp,., = (W,R,B) where W € ng2m3, R € Zm2m qnd B = W(I,,: ® R) + vec(Ip,2)" ® G € Z;X‘*’"S, all
parameters L € N, all matrices M € Z;’XL, and setting

C = Com(pp.om: M) €zZg "
Vi = Ver(ppeoms L) e zm<L
Z = Open(pp.om M) e ZtmxL,

the following hold:

CVy,=M-BZ and |V.|| <O(|R||-m*logq) and |Z| < O(||R|-m’logqlogL).

Explainable discrete Gaussian sampling. Similar to [BCTW16, AWY20, WWW22, CHW25, WW25, CW26a,
AGY26a, GY26a], we will use a random oracle to sample from a discrete Gaussian distribution. In the security
reduction, we will in turn need to program the discrete Gaussian samples output by the random oracle. To implement
this, we need to use an explainable discrete Gaussian sampler [LW22]. In this work, we only require an explainable
sampler for polynomially-bounded width parameters, so we can use the simple inversion sampler from [WWW22,
§5.1] to instantiate our scheme. We give the formal description we require below:

Definition 2.20 (Explainable Discrete Gaussian Sampler [LW22, adapted]). Let A be a security parameter and m
be an output dimension. A p-explainable discrete Gaussian sampler IIpgs with randomness length p (A, m) is a pair
of efficient algorithms IIpgs = (Sample, Explain) with the following syntax:

. Sample(l/l, 1™, 0;r) — x: Oninput a security parameter A, a dimension m, a width parameter o, and randomness
r € {0,1}?»™) the sampling algorithm outputs a vector x € Z™ where ||x|| < Vio.

« Explain(1%, %, ¢) — r: On input a security parameter A, a sample x € Z™, and a width parameter o, the explain
algorithm outputs a string r € {0, 1}2»™).

Moreover, there exists a negligible function negl(-) such that for all A € N and all width parameters o = poly(A), the
statistical distance between the following distributions is bounded by negl(1):*

R p(Am) x « D™
{(x, r): re {01} ; and {(x, r): ZoVAo }

x = Sample(14,1™, o; 1) r « Explain(14,x, o)

Theorem 2.21 (Explainable Discrete Gaussian Sampler [WWW?22, §5.1]). For all m = poly(Q), there exists a p-
explainable discrete Gaussian sampler IIpgs where p(A, m) = poly(A, m).

3 Succinct Bounded-Collusion Registered Functional Encryption

In this section, we formally define a succinct bounded-collusion registered functional encryption (FE) scheme [DPY24,
ZLZ*24, BLM*24]. As in prior work [GHMR18, HLWW23, DPY24, ZLZ"24, BLM*24], we consider the simpler slotted
setting where instead of supporting dynamic registration, there is a one-time aggregation algorithm that takes a
collection of N public keys together with their associated functions fi, ..., fy and aggregates them into a single
succinct public key. In the bounded-collusion model, we fix a collusion bound Q (provided as input to the aggregation
algorithm), and only require security to hold against an adversary that registers up to Q public keys in the system.
We allow the size of the ciphertext to scale with Q. We note that allowing the ciphertext to scale with Q is necessary
if we consider simulation-based security (cf. [AGVW13] and Remark 3.8). We give the formal syntax below:

’The original definition from [LW22] allows the Explain algorithm to additionally take a precision parameter 1% as input and only requires
the statistical distance between these two distributions to be bounded by 1/x. This is sufficient for many applications. In our application, we
consider a simulation-based security notion, and our security analysis requires the stronger property that the two distributions are statistically
indistinguishable. When the discrete Gaussian has polynomial-size support, this is possible using standard inversion sampling [WWW22].
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Definition 3.1 (Slotted Succinct Bounded-Collusion Registered FE). Let A be a security parameter and 7 be a function-
family parameter. Let ¥ = {7} ;en be a family of Boolean circuits where 77 is a collection of Boolean functions on
inputs of length ¢ = £(7) and single-bit outputs. A slotted succinct bounded-collusion registered FE scheme for ¥ is a
tuple of efficient algorithms ITrrr = (Setup, KeyGen, IsValid, Aggregate, Encrypt, Decrypt) with the following syntax:

« Setup(14,17, N) — pp: On input the security parameter A € N, the function-family parameter 7 € N, and the
number of slots N € N (in binary), the setup algorithm outputs the public parameters pp. We assume that the
public parameters include 14,17, and N.

« KeyGen(pp) — (pk, sk): On input the public parameters pp, the key-generation algorithm outputs a public
key pk and a secret key sk.

« IsValid(pp, pk) — b: On input the public parameters pp and a public key pk, the validity-checking algorithm
outputs a bit b € {0, 1}.

. Aggregate(12, pp, (pky,...,pky), (fi,- .., fn)) — (mpk, hsky, ..., hsky): On input a collusion bound Q € N,
the public parameters pp, a list of public keys pk;, ..., pky, and their associated functions f;, ..., fx € 77, the
aggregation algorithm outputs the master public key mpk and helper decryption keys hskj, ..., hsky. This
algorithm is deterministic.

« Encrypt(mpk,x) — ct: On input the master public key mpk and an input x € {0, 1}/, the encryption algorithm
outputs a ciphertext ct.

« Decrypt(sk, hsk,ct) — b: On input a secret key sk, a helper decryption key hsk, and a ciphertext ct, the
decryption algorithm outputs a bit b € {0, 1}.

We require that Igpg satisfy the following properties:

« Correctness: For all security parameters A € N and function-family parameters 7 € N, all N € N, all
Q < N, all public parameters pp in the support of Setup (14,17, N), all indices i € [N], all (pk;, sk;) in the
support of KeyGen(pp), all pk; for j # i, all functions fi,..., fx € %, all inputs x € {0, 1}, and setting
(mpk, hsky, ..., hsky) = Aggregate(lQ, pp, (pky, ..., pky), (fis- .., fv)), we have that

Pr[Decrypt(sk;, hsk;, ct) = fi(x) : ct « Encrypt(mpk,x)] = 1. (3.1)

+ Completeness: For all security parameters A € N, all function-family parameters 7 € N, all N € N, all
public parameters pp in the support of Setup(1%, 17, N)), and all (pk, sk) in the support of KeyGen(pp), we have
IsValid(pp, pk) = 1.

+ Simulation security: For an adversary A, a simulator S = (Spp, Skg, Scor Sct), and a bit b € {0, 1}, we define
the simulation-security game as follows:

— Setup: On input the security parameter 1%, the adversary A outputs the function-family parameter 17
and a slot count N. Then, the challenger samples the public parameters as follows:
« If b = 0, the challenger samples pp <« Setup (14,17, N).
» If b = 1, the challenger samples (pp, sts) « SPP(IA, 1%,N).
The challenger gives pp to A. The challenger also initializes a counter ctr = 0, an empty dictionary Dyey,
and a set of corrupted slots C = @.

- Pre-challenge query phase: Adversary A can now issue the following queries:

» Key-generation query: When A makes a key-generation query, the challenger starts by increment-
ing the counter ctr = ctr + 1. Then, it proceeds as follows:
- If b = 0, the challenger samples (pk, sk) < KeyGen(pp) and adds ctr — (pk, sk) to Diey.
- If b = 1, the challenger samples (pk, sts) < Sig(sts) and adds ctr — (pk, L) to Dyey.
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The challenger replies with (ctr, pk).

+ Corruption query: In a corruption query, the adversary specifies an index 1 < ¢ < ctr. The
challenger responds as follows:

- If b = 0, the challenger looks up the tuple (pk, sk) = Dyey[c].

- If b = 1, the challenger runs (sk, sts) « Scor(sts, ¢, @). Note that the third argument to Scor is
only set for post-challenge corruption queries.

In both cases, the challenger responds with sk.

- Challenge phase: The adversary first outputs a collusion bound 19 where Q < N. Then, for each slot
i € [N], the adversary must specify a tuple (cj, f;", pk;) where f* € ¥ and either ¢} € {1,...,ctr} to
reference a challenger-generated key or c¢; = L to reference a key outside this set. In addition, the adversary
specifies a challenge input x* € {0, 1}¢. For each i € [N], the challenger then checks the following:

« If ¢; € {1,...,ctr}, then the challenger looks up (pk’,sk’) = Dyey[c;]. If pkj # pk’, then the chal-
lenger halts with output 0. If the adversary previously made a corruption query on index c;, then
the challenger adds the index i to C.

« If ¢; = 1, then the challenger checks that IsValid(pp, pk;) = 1 and outputs 0 if not. If the check
passes, the challenger adds index i to C.

The challenger checks that |C| < Q and outputs 0 if not. The challenger then constructs the challenge
ciphertext as follows:

« If b = 0, the challenger computes

(mpk*, hski, ..., hsky) = Aggregate(lQ, pp, (pki, . ... pka), (i o fa))

and ct* « Encrypt(mpk”, x¥).
« If b = 1, the challenger runs (ct*, sts) « S (sts, 19, {(ct, £, Pk}, y)) Yiegny), where yi = f7(x¥) if
i € Candy; = L otherwise.

— Post-challenge query phase: Adversary A can continue to make corruption queries as in the pre-
challenge query phase. Let S; C [N] be the set of slots associated with a counter value ¢ in the challenge
phase. The challenger responds to these queries as follows:

« If b = 0, the challenger looks up the tuple (pk, sk) = Dyey[c].

« If b = 1, the challenger computes (sk, sts) < Scor(sts, ¢, {f*(x*) }ies.)-
The challenger adds the slots in S, to C and outputs 0 if |C| > Q. In both cases, the challenger responds
with sk.

— Output phase: At the end of the experiment, algorithm A outputs a bit b € {0, 1}, which is the output
of the experiment. If A aborts without outputting a bit, then we take b’ = 0.

We say that ITgr satisfies simulation security if there exists an efficient simulator S = (Spp, Skg, Scor, Set) such
that for all efficient adversaries A, there exists a negligible function negl(-) such that for all A € N,

[Pr[b’ =1|b=0] —Pr[b’ =1]|b=1]| = negl(d) (3.2)
in the simulation security game defined above.

Succinctness: There exists a polynomial poly(-,-,-, ) such that for all security parameters A € N, all
function-family parameters 7 € N, all N € N, all Q < N, all public parameters pp in the support of
Setup(1%,17, N), all public keys pk; for i € [N], all functions f;,..., fy € F, all inputs x € {0,1}, and
setting (mpk, hsky, ..., hsky) = Aggregate(lQ, pp, (pky, . ... pky), (fi,-- -, fv)), we have that |mpk|, |hsk;| =
poly(4,7,Q,log N) for alli € [N].
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Remark 3.2 (Registered FE in the Random Oracle Model). When defining simulation security for a registered FE
scheme in the random oracle model [BR93], we allow the simulator S to simulate the adversary’s queries to the
random oracle. Formally, the simulator S includes an additional algorithm S,, that takes as input the state sts and
an input x and responds with a value y together with an updated state sts. Then, when b = 1, the challenger answers
the adversary’s random oracle queries using S. When b = 0, the challenger answers random oracle queries with
a fresh random value (for each distinct input).

Relaxed notions of security. We now define a few relaxations of the simulation security model:

« Static security: In the static security game, we require the adversary to declare the indices of the corrupted
slots ahead of time. The adversary still picks the public keys and functions for the corrupted slots during the
challenge phase (which could depend on the public keys for honest users). This relaxation is a common one in
the setting of both registered ABE and silent threshold cryptography (cf. [GIM*24, GLWW24, WW26, SWW26]).

« Input-selective security: We also consider an input-selective notion of security where the adversary has
to declare its challenge input x* in advance. This is a standard relaxation in lattice-based (registered) ABE
(e.g., [BGG*14, CHW25]), a weaker form of functional encryption. We note that using complexity leveraging,
we can generically lift an input-selective scheme into an adaptively-secure scheme (Remark 3.5).

« Semi-malicious security: Finally, for ease of exposition, we work in the semi-malicious model where in the
security game (Definition 3.1), the adversary is required to provide the challenger with the key-generation
randomness it used to sample the keys for malicious users. This is sometimes also referred to as the registered-
key model [RY07]. As noted in prior works [RY07, LWW25], it is straightforward to upgrade any scheme with
semi-malicious security into a fully secure scheme by having users include a simulation-extractable NIZK proof
of well-formedness in their public keys (Remark 3.7). Working in the semi-malicious model simplifies both the
scheme description and its security analysis.

We now define each of these notions formally.

Definition 3.3 (Static Security). Let IIgeg be a slotted succinct bounded-collusion registered FE scheme. We define
the static security game for Ilgrg by restricting the adversary in the security game from Definition 3.1 as follows:

« At the beginning of the setup phase, the adversary commits to the set of corrupted slots C € [N].

« The adversary cannot make any corruption queries in either phase. In particular, there is no post-challenge
query phase in the static security game.

+ During the challenge phase, the adversary is required to set ¢; = 1 foralli € Candc; € {1,...,ctr} foralli ¢ C.

We say that Ilgp satisfies static security if there exists an efficient simulator S = (Sp, Skg, S¢t) such that for all
efficient adversaries (A, Eq. (3.2) holds in the static simulation security experiment. Note that in this setting, the
simulator algorithm S, now takes the tuple (14,17, N, C) as its input. Since there are no corruption queries in the
static security game, we drop the simulator algorithm S¢or from Definition 3.1.

Definition 3.4 (Input-Selective Security). Let ITrre be a slotted succinct bounded-collusion registered FE scheme. We
define the input-selective security game for Ilgrg by restricting the adversary in the security game from Definition 3.1
as follows:

« During the setup phase, the adversary must commit to the challenge input x* € {0, 1}’.

We say that IIrre satisfies input-selective security if there exists an efficient simulator S = (Spp, Skg, Scor» Sct) such
that for all efficient adversaries A, Eq. (3.2) holds in the input-selective simulation security experiment.

Remark 3.5 (Adaptive Security via Complexity Leveraging). Using standard complexity leveraging, any scheme
that satisfies input-selective security (Definition 3.4) is also secure against an adversary that adaptively chooses the
challenge input x* € {0,1}, so long as the input length ¢ is a priori bounded. Complexity leveraging incurs a 2°
loss in the security reduction, so we will have to rely on sub-exponential security of the underlying input-selective
scheme, and moreover, the scheme parameters will increase by a factor of poly(?).
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Definition 3.6 (Semi-Malicious Correctness and Security). Let ITgrg be a slotted succinct bounded-collusion reg-
istered FE scheme. We now define semi-malicious variants of the correctness and simulation-security requirements
from Definition 3.1:

« Semi-malicious correctness: We say IIgre satisfies semi-malicious correctness if Eq. (3.1) holds for collections
of public keys pk; for j # i where there exists sk; such that (pk;, sk;) is in the support of KeyGen(pp).

« Semi-malicious security: We define the semi-malicious simulation-security game by modifying the chal-
lenge phase of the security game from Definition 3.1 to require that the adversary additionally provide the
key-generation randomness for every key it chooses (i.e., every index i € [N] where c; = L). Concretely, if
¢; = L, the adversary must provide (skj, r;) such that (pkj, ski) = KeyGen(pp;r;). Moreover, in the case where
b = 1, the simulator S is additionally given the randomness r; for each slot i where c; = L.

We say that ITgpe satisfies semi-malicious security if there exists an efficient simulator S = (S;p, Skg, Scors Sct)
such that for all efficient adversaries A, Eq. (3.2) holds in the semi-malicious simulation security experiment.

Since completeness stipulates that IsValid always outputs 1 on every honestly-generated key, when we consider
semi-malicious security and correctness, we will omit the IsValid algorithm from the scheme description.

Remark 3.7 (From Semi-Malicious to Malicious Security). Any scheme that satisfies semi-malicious correctness
and security (Definition 3.6) can be generically upgraded into one that satisfies the standard correctness and security
requirements from Definition 3.1 using a simulation-extractable NIZK proof of knowledge. Specifically, the public key
would additionally include a NIZK proof of knowledge of the associated key-generation randomness. In the security
reduction, the challenger and/or simulator would then extract the key-generation randomness from the NIZK proof.
We refer to [LWW25] for a formal exposition of this transformation in the setting of multi-authority registered ABE.

Remark 3.8 (Ciphertext Size and the Collusion Bound). In Definition 3.1, we allow the ciphertext size to grow
with the collusion bound Q. This dependence is inherent. In particular, the lower bound from [AGVW13] for
simulation-secure non-adaptive functional encryption extends naturally to the setting of statically-secure slotted
registered FE with simulation security whenever the scheme is expressive enough to support a function family that
contains a pseudorandom function. Namely, if we require simulation security against an adversary that (statically)
corrupts at most Q slots, the size of the ciphertext is necessarily Q(Q). This follows via the same incompressibility
argument as in [AGVW13]. We give a brief sketch of their argument here:

« Let PRF be a pseudorandom function. Consider the adversary that registers Q (honestly-generated) public keys
where the i" key is associated with the function f;(k) := PRF(k, i). The adversary makes no key-generation
queries or corruption queries.

« In the challenge phase, the adversary requests an encryption of a random PRF key k.

« If the slotted registered FE scheme satisfies simulation security, then the simulator needs to simulate a ciphertext
ct that decrypts to yy, . .., yo where y; = PRF(k, i) with respect to the adversary’s secret keys. However, if PRF
is a secure pseudorandom function, then the string y;, ..., yp is pseudorandom, and thus, incompressible. This
means the size of ct must be at least Q(Q).

Split decryption and CCA security. For our application to silent threshold encryption, it will be helpful to
decompose the decryption algorithm Decrypt into two separate steps:

- Hint generation: The first step is a “hint-generation” algorithm that only depends on the ciphertext ct and
the user’s secret key sk, but not the user’s helper decryption key. This step outputs a decryption hint ht.

« Message recovery: Given the ciphertext ct, the decryption hint ht, and the helper decryption key hsk,
the recover algorithm recovers the message. Since the helper decryption key hsk is a public quantity, the
message-recovery algorithm does not rely on any user secrets.
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Looking ahead to our application to silent threshold encryption, this split decryption procedure will be needed to
support a one-round distributed decryption procedure where the individual decrypters implement the local decryption
procedure (that only requires knowledge of their secret key) and the aggregator applies the recover algorithm to
the partial decryptions and combines them together to obtain the underlying message. Moreover, we also define a
notion of CCA security where we require security to hold even if the adversary has access to a decryption oracle
in the simulation security game.

Definition 3.9 (Split Decryption). Let ITgrg = (Setup, KeyGen, IsValid, Aggregate, Encrypt, Decrypt) be a registered
functional encryption scheme. We say IIgpr satisfies split decryption if there exist two efficient algorithms with the
following syntax:

« GetHint(sk, ct) — ht: On input a secret key sk and a ciphertext ct, the hint-generation algorithm outputs a
decryption hint ht.

« Recover(ht, hsk, ct) — b: On input a decryption hint ht, a helper decryption key hsk, and a ciphertext ct, the
output-recovery algorithm outputs a bit b € {0, 1}. This algorithm is deterministic.

Moreover, if ITgpe satisfies split decryption, we require that the decryption algorithm Decrypt be defined as follows:
Decrypt(sk, hsk, ct) := Recover(GetHint(sk, ct), hsk, ct).

Since Decrypt is defined implicitly in terms of (GetHint, Recover), we will define registered functional encryption
with split decryption by the tuple (Setup, KeyGen, IsValid, Aggregate, Encrypt, GetHint, Recover) which does not
contain an explicit Decrypt algorithm.

Definition 3.10 (CCA Security). Let Ilgrg = (Setup, KeyGen, IsValid, Aggregate, Encrypt, GetHint, Recover) be
a registered functional encryption scheme with split decryption. For an adversary (A, a simulator algorithm
S = (Spps Skgs Scor» Sct» Shi), and a bit b € {0,1}, we define the CCA security game exactly as we defined the
simulation-security game in Definition 3.1, except we allow the adversary to additionally make hint-generation
queries in the pre-challenge and post-challenge query phases:

- Hint-generation query: In a hint-generation query, the adversary specifies a ciphertext ct and an index
1 < ¢ < ctr. The challenger responds as follows:

- If b = 0, the challenger looks up the tuple (pk, sk) = Dyey[c] and replies with GetHint(sk, ct).
— If b = 1, the challenger runs (ht, sts) « Sht(sts, ¢, ct) and replies with ht.

For post-challenge hint-generation queries, we additionally require that ct # ct* where ct* is the challenge
ciphertext the challenger constructed in the challenge phase.’

We say that IIgre satisfies CCA security if there exists an efficient simulator S = (Spp, Skg, Scor» Sct» She) such that
for all efficient adversaries A, Eq. (3.2) holds in the CCA security game. We also define static CCA security to be
the analogous extension of Definition 3.3 to allow hint-generation queries.

3.1 Constructing Succinct Bounded-Collusion Registered FE

In this section, we show how to construct a succinct bounded-collusion registered FE scheme for general circuits.
The public parameter and key sizes are independent of the collusion bound Q, while the ciphertext size grows with
Q- 0(d) + ¢ - poly(A,d), where d is a bound on the circuit depth and ¢ is a bound on the input length.

Construction 3.11 (Slotted Succinct Bounded-Collusion Registered FE). Let A be a security parameter, 7 be a
function-family parameter, and N be the number of slots. We define the following quantities:

3Here, we could also define a stronger notion that allows post-challenge hint-generation queries on the challenge ciphertext ct*. In this case,
if the adversary specified a tuple of the form (c, f;*, pk}) during the challenge phase, then the simulator Sp,; would additionally be provided
the value f;"(x*). In this work, we consider the simpler definition here where we disallow hint-generation queries on the challenge ciphertext.
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« Let ¥ = {F;}:en be a family of Boolean functions where 7; is a collection of functions f: {0,1}¢() — {0,1}
on inputs of length £ = £(7) and which can be computed by a Boolean circuit of depth at most d = d(z) and
size at most s(7).

+ Let (n,m, g, oLwe) be lattice parameters and opp, Oagg, Tsmudge, Oht > 0 be Gaussian width parameters. These
parameters are functions of A, 7, and N, and we assume throughout that n, m, and log q are polynomially
bounded in A, 7, and log N (as are the input length ¢ = £(), the depth d = d(r), and the size s = s(r) associated
with the function family).

« Let IIpgs = (DGS.Sample, DGS.Explain) be a p-explainable discrete Gaussian sampler (Definition 2.20).

« LetIInizk = (NIZK.Setup, NIZK.TrapSetup, NIZK.Prove, NIZK.Verify, NIZK.Sim, NIZK.Extract) be a simulation-
sound extractable NIZK argument for NP (Definition 2.1). In this construction, we will consider the following
Boolean relation:

— Let C be the Boolean circuit that takes a statement (B, ctpmain, ), a witness (s,e) € ZZ X Z4’"5, and
outputs 1if ¢] = B+ ", § € Z, and [le]l < f. Here, ctrain = (¥, [, ¢} ...}, with W € Z{™X™,
c] € Zflms, c, € zg, cj € Zf]’", and cj,...,c}, € Zg. Note that C; can be computed by a circuit of depth
poly(n, m,log gq).
« Let Hy: {0,1}" x {0,1}" — Zg, Hp: {0,1}* X N — {0,1}, and H3: {0,1}* X N — {0,1}” be hash functions
(which we model as random oracles in the security analysis).

In the following description, we will consider gadget matrices G, and G4+ with heights n and n+1, respectively.
For ease of exposition, we will pad both gadget matrices to have the same width m > (n+1) [logq].

We construct a slotted bounded-collusion registered FE scheme with split decryption IIrre = (Setup, KeyGen,
Aggregate, Encrypt, GetHint, Recover) for F as follows:*

« Setup(1%,17, N): On input the security parameter A, the function-family parameter 7, and the number of slots
N, the setup algorithm samples
CISNIZK NIZK.Setup(lA)

W R x2m> ~mx2m?
com Zn m > Rcom Dm m/ .
g Z,0pp,VAopp

It sets B = Weom(Inz ® Reom) + vec(Iy2)" ® G, € Z(’Z’X‘*m5 and ppem = (Weom, Reom, B). It outputs
pp = (14,17, N, B, crsnizks PPeom)-
« KeyGen(pp): On input the public parameters pp = (1%, 17, N, B, crsnizk, PPeor ) the key-generation algorithm

samples K < {0, 1}4’"5X’" and computes P = BK € Zg*™. It outputs the public key pk = P and the secret key
sk = (K pp).

. Aggregate(19, pp, (pky, ..., pky)s (fi, - - -, fv)): On input the collusion bound Q, the public parameters pp =
(1A, 17, N, B, crsNizk, PPeom)» the public keys pk; = P; € ngm and associated function f; € #; for each i € [N],
the aggregation algorithm proceeds as follows:

— Let £ = (n+1)¢m [log q]. Then for each i € [N], define the function
{01} - ZZH where f/(x) = fi(x) - 1q/2] - Npis (3.3)

where 7,,,; € {0,1}"*! is the (n + 1)* elementary basis vector. Next, define the function ﬁ {o, l}é — Zy
as follows:

4Throughout, we work in the semi-malicious model, so we omit the explicit IsValid algorithm.

26



On input ¢ € {0, 1}‘9:

1. Let ¥ ¢ Z,(I"H)x{m be the matrix with binary representation ¢.
2. Letyp = EvalF(¥, f)) € ZZ”.
3. Output ¢ € Zg, where ¢4 denotes the first n components of g 4.

Figure 1: The homomorphic evaluation function ﬁ By Theorem 2.15, ﬁ can be computed by a Boolean
circuit of depth d = d - polylog(m) and size § = poly(s, m).

— Define

= (pp, Q. (pkys ... pky)s (fis- - fv)) o
A= [H(E WD) |- | Hi(E (1 im)] e 2. .

Then, for each i € [N], let R
ag = EvalF(A, f) € Zg.
— Let CFF.Expand be the local cover-free sampler from Corollary 2.10 with collusion bound Q, domain size

N,and e = 27 l°g'(D) = negl(A). Let pcrr be the associated public parameter size and M be the size of the
output universe. Compute the public parameters

pPcrr = Ha2 (& DIl -+ - |H2 (&, pcrr)-

Then, for each i € [N], let
S; = CFF.Expand(ppcp i) € [M].

Next, for each j € [M], compute a smudging term w; = H; (£, (2, j)) € Zg.

- Compute Vi = Ver(pp.om N) € Z™¥ and for each i € [N], let v; € Z™ be the i column of V. Next,
derive the matrix

Co=[Hi(£& (3, 1) |-+ | Hi(& (3,m))] € Zg™.

For each i € [N], compute
u; = DGS.Sample(1%, 1™, 0agq; H3 (£, 1)) € Z™. (3.5)

By Definition 2.20, we have |Ju;|| < \/Icragg.

— Define the matrix
M= [P1u1 - Covy +ag + Yjes, Wil | Pyuy = Covy +ag + 2jesn wj] € ZZXN.

Compute the commitment C; = Com(pp,,,,,» M) andlet C = Cy+C;. Then, compute Z = Open(pp o M) €
Z4m XN and for each i € [N], let z; € Z*™ be the i" column of Z.

Output the master public key mpk = (crsnizk, A, B,C, wy, ..., wy) along with the helper decryption keys
hsk; = (A, v;, z;,0;, S;, f;) for alli € [N].

« Encrypt(mpk, x): On input the master public key mpk = (crsnizk, A, B, C, w1, ..., Wy) and an input x € {0, 1},
sample the following quantities:
s & ZZ

~4am®
e—D
Z01we.VAoLwe

Ry & {0,1}4m5><€m . Re & {0’1}4m5><m . Ra & {0’1}4m5><{3m.

€ e, € «— D
> YWy s “Wapm 7
)asmudge’ﬁosmudge
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Compute an encryption of the input x:

V= Ry +x' ® Gy € Z X,

s'B+e’
Let ¢ € {0, 1}‘; be the binary representation of W. Set
Ctrmain = (¥,s'B+e€’, s'"C+eRe, s'(A— 9" ®G,) +eRa, s'Wi+ew,, ..., s Wy +ew,)-
Finally, compute the proof
7t < NIZK.Prove(crsnizis Cets (B, Ctmains \/EJLWE), (s,e))

and output ct = (Ctmain, 7ct)-

. GetHint(sk;, ct): Oninput the secretkey sk; = (K;, pp) where K; € {0, 1}*""*m and pp = (14,17, N, B, crsniz, PPcom)s

and a ciphertext ct = (Ctmain, 7Zct), Where ctmain = (¥, ¢}, ¢}, ¢3, ¢}, . . ., ¢),), the hint-generation algorithm checks
that
NIZK.Verify(crsizk, Cets (B, Ctmains VAoLwE), Zet) = 1.
If the check fails, it outputs L. Otherwise, it samples ep; «— DZ Vion" It then outputs the hint
»Oht> VAOht

T _ AT T m
pi =cKi+e, €Z.

« Recover(ht, hsk, ct): On input a hint ht = p € Z;”, a helper decryption key hsk = (A,v,z,u,S, f), and a
ciphertext ct = (Ctmain, 77ct) where ctmain = (¥, ¢}, ¢), ¢3, ¢f, . . ., ¢},), the recovery algorithm proceeds as follows:

- Let ¢ € {0, l}f be the binary representation of ¥, and let f” (Eq. (3.3)) and f (Fig. 1) be the functions
associated with f as defined in Aggregate. Compute

h, ;, = EvalFX(A, fip)€Z'™ and g, =EvalF(¥, ') € ZI*.

A.f,

Let dy € Zg be the (n+1)* component of Py

— Compute
di=cv+ez—pu— Y ;= C-SrhA,f,(p €Z,. (3.6)

- Compute d = dy — d; € Z, and output 1if g/4 < d < 3q/4 and 0 otherwise.

Theorem 3.12 (Correctness). Supposen > A, m > 2(n+1) log q, GLwE, Opp, Tagg, Tsmudge Oht > 1, and IInizk is complete.
Then, there exists
dmin = O(Q) ' mO(d~po|y|og(m)) ' POIY(S) -t OLWEOppOaggOsmudge Oht

such that for all ¢ > qmin, Construction 3.11 is correct.

Proof. Fix ,,7,N € N, Q < N, an index i € [N], functions fi,..., fv € F7, and an input x € {0, 1}. Take any
pp = (14,17, N, B, crsnizks PPeom) With pPeom = (Weoms Reoms B) in the support of Setup(14, 17, N) and any (pk;, sk;)
in the support of KeyGen(pp). Fix any collection of public keys pk; = P; € Zg*™ for j # i. Let

(mpk, hsky, ..., hsky) = Aggregate(lQ, pp, (pky, ..., pky), (fis - oo fN))-
Next, let ct < Encrypt(mpk, x) and ht « GetHint(sk;, ct). We show that Recover(ht, hsk;, ct) = fi(x):
« Setup and public keys. By definition of Setup, ||Reom|| < \/Iopp. By definition of KeyGen, sk; = (K;, pp)

where K; € {0, 1}4™%m and pk; = P; = BK;.
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« Aggregation. Write hsk; = (A, v;,z;,1;, S;, f;). By construction, C = Cy + C; where C; = Com(pp,,,, M) and
the i column of M is

m; = Pju; — Cyv; + ag + 2jes; Wj where ag = EvaIF(A,fi).
Since v; and z; are the i'" columns of Viy = Ver(pp,,» N) and Z = Open(pp,,m» M), respectively, Theorem 2.19
gives

CVl' = (CO + Cl)Vl' = C()Vi +m; — Bz; = Pilli + aﬁ + ZjESi w;j— Bz;, (37)

with [|v;]| < O(VAop,m*log q) and ||z;|| < O(VAc,,m log qlog N). From Eq. (3.5) and Definition 2.20, we have
“ui” < ‘/Io—agg-

« Encryption. Parse ct = (Ctmain, ct), Ctmain = (¥, ¢}, €3, €5, ¢], ..., ¢),), and

Y= 9 |Ry+X ®Gpu

s'B+e’

ci=sB+e’, c;=s'C+e'Rc, c;=s"(A—¢ ®G,)+eRn,
’
J

where ¢ € {0, 1}‘; is the binary representation of W. By construction, we have ||R¢||, ||Rall, ||Ry|| < 1 and
llell < VAoiwe and ’ewj| < \/Icrsmudge. By completeness of IIyjzk, we have

NIZK.Verify (crsniz, Cet, (B, Ctimain, VAoLwE), 7ct) = 1.

- Hint generation. By definition of GetHint, it first samples ep; € Z™ where ||ep|| < \/Iaht. Then, it outputs
ht; = p] = c{K; + e, =s'BK; +e'K; + e[, =s'P; +e'K; + ¢ .
« Recovery. Consider the values dy, d;, d computed by Recover(ht;, hsk;, ct). By Eq. (3.7) we have
cyvi+¢jz; =s'Cv; +s'Bz; + e'Rev; + €z;
= ST(Pilli + afi + ZjES,- Ww; — BZ,‘) + STBZi + CTRCvi + eTz,-
=s'Pu; + sTaff +jes; S'Wj + e,
where ¢; = e'Rcv; + €'z;. Next, we can write
T . _ T T
p;u; =s'Pu; + &, where & = (e'K; +ep)u;.

We can also write
’ T j—
Djes; € = 2jes, S Wj+es where 3= )cg, ew;.

Since a; = EvalF(A, f;) and hA,ﬁ-,(p = EvalFX(A, f;, @), Theorem 2.15 gives (A — ¢" ®Gn)hA,ﬁ.,¢ =ag - fi(e), so
C;hA]g 0= sTaﬁ — sTﬁ((p) +¢e wWhere &= eTRAhAf_ .
Substituting into the definition of d; from Eq. (3.6), we now have
di = ¢yvi +¢12; — piW; — Yjes, € — chy iy
=s'Pu; + sTaﬁ_ +Djes; STWj—s'Piu; — 3 jcq, sTW; — sTaﬁ_ + sTﬁ-((p) +E— &) —E3— &y (3.8)

=s"fi(p) +e — e — &5 — &4
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Next, consider dy € Z,. By construction, dj is the (n + 1)* component of @p = EvalF(¥, f). Let s = [=s" | 1].

Since ¥ - x' ® G4 = [STBB+eT ] Ry, we have §"(¥ — x" ® Gp,11) = e'Ry. Writing h\y)fi"x = EvalFX(¥, f/,x) and
using Theorem 2.15, we have

(¥ =X @ Guenhw = 0y — /(9 =y = i) - La/2] - My
Since 7,,,, is the (n + 1)** basis vector, this means

e Ryhy rx =8"(¥ —x" ® G )hy px =8'pp - fi(x) - Lg/2].

Thus, we can now write
§T([)f_/ = fi(x) - lq/2] + &5 where &= eTR\ph\y’f;f,X.

By definition, ﬁ((p) = lilfi/ is the first n components of g I and dj is the last component of Py This means
§T1/)fi/ =dy —s"fi(¢) and

dy = 8" +5'fi(9) = fi(x) - Lg/2] + &5 +5"fi(9).
Combined with Eq. (3.8), this means

d=dy—di=fi(x)-|q/2] +&5 —e1+ &2+ &3+ €a.

Let ¢" = &5 — &1 + £ + €3 + &4. It suffices to bound |¢*|.

+ By construction, the function f; in Eq. (3.3) has depth d + O(1) and size s + O(nlog q). By Theorem 2.15, the
function ﬁ from Fig. 1 has depth d=d- polylog(m) and size § = poly(s, m). By Theorem 2.15, this means

by oIl Iyl < mO(@PONIOBED . poly (s).

« From Corollary 2.10, we have that M = O(Q). This means |S;| < O(Q).

. Since Re € {0,1}*™ ™ and K; € {0, 1}*""*™ we have |le'Rc||, le'K;|| < 4m® - VAoywe. Taken together with
the bounds on ||v;||, ||z:||, ||u;l, ||ent|| from above, we can now bound

ler] < A~ opweapp - logglog N - mO™)

lez] < A+ Gagg (oLwE + Ot) - mOD)
|es| < \//_1 Osmudge * O(Q)

lea], |es] < V- oLwel - mO(d-polylog(m)) poly(s).

Since each of the width parameters o1 we, Opp, Oagg> Tsmudge- Oht is at least 1 and using the fact that m > 2(n+1)log g > A,
this means

le*] < O(Q) - mO(d-polylog(m)) poly(s) - € - OLWEOppOaggOsmudgeOht -

Taking gmin to be four times this bound, we have |¢*| < q/4 for all ¢ > qmin. Finally, d = fi(x) - | ¢/2] + ¢" with
le*| < q/4.If fi(x) = 0, then |d| < q/4 and Recover outputs 0; if f;(x) = 1, then q/4 < d < 3¢g/4 and Recover outputs
1. In both cases Recover(ht, hsk;, ct) = f;(x) and correctness holds. O

Theorem 3.13 (Security). Suppose IIpgs is a p-explainable discrete Gaussian sampler (Definition 2.20), IINizk is zero-
knowledge and simulation-sound extractable (Definition 2.1), and that the (2m?, o, )-decomposed LWE assumption holds
with lattice parameters (n, m, q, opwe). Suppose also that the following constraints hold:

« Lattice parameters: n > A, m > 3nlogq, and q > 2 is prime.
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« Width parameters: o, > logm, mlogn < a6 = poly(A,d), oht > am>Voywe - 12, and

Tsmudge > 2@ .@(Q[) . mO(d-polylog(m)) | poly(s) - Opp OLWE Tagg-

Then, Construction 3.11 satisfies input-selective static CCA security in the semi-malicious model and modeling the hash
functions Hy, Hy, Hs as random oracles (Remark 3.2).

Proof. We start by defining the simulator S = (Spp, Sro, Skg> St Sht).

. Spp(l’l, 1%, N, C): On input the security parameter A, the function-family parameter z, a slot count N, and a set
of corrupted slots C C [N], the simulator samples (crsnizk, tdnizk) < NIZK.TrapSetup(l/l), Weom & ngzma,

_ 3
Reom — D’"XZ’"( , and sets
Z,0pp,NAapp

B= ‘Vcom(IZm2 ® Rcom) + VeC(IZmZ)T ® Gn € ng4m5 and PPcom = (Wcom’ Rcom, B)~

The simulator initializes ctr = 0 and initializes empty dictionaries Dyey, Dagg, Dro. The simulator samples

y & Z;ms, vy & Zénﬂ)x{m, and outputs the public parameters pp together with the initial state stg, where
pp = (1*,17, N, B, crsnizk, PPeom) and sts = (pp, tdnizk, ctr, Diey, Dagg, Dro, ¥, ¥).

+ Sio(sts, y): On input a state stg = (pp, tdniz, ctr, Diey, Dagg, Dro, ¥, ¥) and an oracle input y € {0, 1}* (which
specifies an oracle among H;, Hy, Hs), the simulator maintains the dictionary D,, of responses. By default,
whenever H (resp., Hz, H3) is queried on an input that is not already present in Dy,, the simulator samples a uni-
formly random value in Zf (resp., {0, 1}, {0, 1}”) and records the input-output pair in Dy,. On a previously-seen
input, the simulator always responds with the existing value in D,,. Throughout, the simulator also consults
the same dictionary D,, whenever it needs to evaluate the random oracle itself. In addition, when the query
is made, the simulator first checks the following conditions:

(i) The query is of the form H; (&%, ), Hy(&%,-), or H3(&%, -) for some string £ € {0, 1}, and none of the
preceding random-oracle queries have first input £*.

(ii) The string &* is of the form &* = (pp, Q, (pki, ..., pky), (fis ... fi)), where |C| < Q < N, and moreover,
pk; € ngm and f* € ¥, foralli € [N].

(iii) For every i € [N]\ C, there exists a counter ¢ € [ctr] such that pk; is the public key stored in Dyey[c].
If any check fails, the simulator replies with the value determined above together with the current state stg.
If all checks pass, the simulator adds &* + st to D,gg, Where st is an empty state that will be populated with
the components generated below. The simulator then computes ppcpr = Hy (€%, 1)|| - - - ||H2(&", pcrr) and for
each i € [N], sets S; = CFF.Expand(pp¢g. i) € [M]. The simulator checks that for all i € C, there exists an

index j; € S; \ Uyec\ (i) Siv- Define j; to be the smallest such index if there are multiple. If no such index exists
for some i € C, the simulator outputs L. Otherwise, the simulator does the following:

- Sample Rc & {0, 1}4m*>m R, & {o, 1}4m5><fm, and 1y, & {0,1}*™ for each j € [M] \ {Ji Yiec. Let
@ € {0, 1} be the binary representation of ¥, and set A = BRy + ¢' ® G,,.

- Sample m; < Zg foralli € [N],and set M = [my | --- | mn], C; = Com(pp s M), Co = BRc — Ci.

- For each i € [N], let f/ and fl* be the functions associated with f;* (Eq. (3.3) and Fig. 1), let ag =
EvalF(A, f:*), let v; be the i" column of Ver(pp.,m> N), and parse pk; = P}.

SWe adopt the convention that whenever a simulator algorithm fails, it outputs L in place of both its output and the updated state stg. Any
subsequent simulator algorithm that receives stg = L as input immediately outputs L without performing any further computation. In the
security experiment, this means the experiment halts and outputs 0. This is distinct from Sy replying with a hint of L on a ciphertext whose
proof does not verify, which mirrors the behavior of GetHint and leaves stg unchanged.
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— For each index j € [M] \ {j; }iec set w; = Bry,,. The simulator programs

[Hi(&,(1,1) |-+ | Hi(&,(1,6m)] = A
[Hi(&,(3,1) | -+ | Hi(&, (3,m))] := Cy,
and H (%, (2, j)) := w; for each j € [M] \ {j}icc-
— Foreachie€ Csetu; = DGS.SampIe(lA, 1™, Oagg; H3 (&%, 1)) and compute

[ * ~ p— .
Wj;f —mi—Piui+C0v,~—aﬁ* Zjesi\{j;} W;.

The simulator then programs H; (£%, (2, ji)) = Wi

— For each i € [N] \ C, let ¢ € [ctr] be the first counter where Dy, [c] = (P}, T}) for some trapdoor T;.
Then, the simulator sets
di =m; + Con' - afAi* - ZjESi W,

computes u; « SamplePre(P}, T, d;, 0agg), sets u; = T;G,'(d;) if [lu;]| > \/Iaagg, and programs
H;(&,i) = DGS.Explain(lﬂ, Uj, Oagg)-
All of the quantities computed above are recorded in D,z [£*], and all programmed input-output pairs are

recorded in Dy,. The simulator then replies with the value determined above together with the updated state
sts = (PP, tdnizk ctr, Dkey: Dagg, Dro, Yy, \I’)

Sig(sts): On input a state sts = (pp, tdniz, ctr, Diey, Dagg, Dro, ¥, ¥), the simulator increments ctr = ctr + 1,
samples (P, T) < TrapGen(1",q,m), sets pk = P, and adds ctr — (pk, T) to Dyey. It replies with (pk, sts),
where st now contains the incremented counter ctr and the updated dictionary Dye,.

Sct(sts, 19, {(ct, 7. Pk}, yi) Yiepng, {(ski, 7i) Yiec): On input a state sts = (pp, tdnizk, ctr, Diey, Dagg, Dro, ¥, ¥),
a collusion bound 19, a list of counter-function-key-output tuples {(c}, f*, pk;, y:) }ie[n], and a list of pairs
{(skj,ri) }icc, the simulator checks that Q < N, |C| < Q, f" € Fr,¢; = Lforalli € C, ¢} € {1,...,ctr} for all
i ¢ C, and halts with output L otherwise. For each i € [N], the simulator then checks the following:

- If ¢} € {1,..., ctr}, the simulator looks up (pk’,T’) = Dyey[c;] and halts with output L if pk} # pk’.

- If ¢f = 1, the simulator halts with output L if (pkj, ski) # KeyGen(pp;r;).

If the checks pass, the simulator sets

Ehar = (PP, O, (ks - .o, pka), (f -5 )

Namely, £, | is the specific aggregation string associated with the adversary’s challenge query. The simulator
checks that £,  is contained in Dagg, and halts with output L if not. If the check passes, then the simulator

5 .
parses ski =K € {0, 1}4m°>m for all i € C, samples Ewys - lwy < D , and sets
Z’O'smudge,\/zasmudge

T _ T

=Yy
T _ T

Cz =y RC
T T

3=y Ra

c} = yTrwj + ew, vj e [M]\ {j;}ieC’

where the components multiplying y' are retrieved from D,gg[£}, ||. For each i € C, the simulator com-
putes ¢ = .. EvalF (¥, f) and hAf.* 0= EvalFX(A, ﬁ*,(p). It then sets z; € 74 1o be the ih column of
Open(pp.,m» M) and computes the remaining ciphertext components as

C;: = yT(Z,’ - K?lli +Rev; — RAhA,fi*,(P - ZjES,-\{j;‘} I'wj) +yi- |_q/2J - %ﬁ' + ewji* € Zq.
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*
main

7t NIZK.Sim(tdnizk, Cet, (B, ct™ ., VAoLwe)).

main’

Finally, the simulator sets ct = (¥,cl,c),clc,. .., c;w) and computes a simulated proof

*
main’®

The simulator outputs ct* = (ct n;,) and the updated state stg = (pp, tdniz, ctr, Dyey, Dagg, Dro, ¥, ¥).

+ Shi(sts,c,ct): On input a state sts = (pp, tdnizk, ctr, Diey, Dagg, Dro, ¥, ¥), a counter ¢ < ctr, and a ci-
phertext ct, the simulator parses pp = (1’1, 17, N, B, crsNizk, PPeom) and ct = (Ctmain, 7ict) Where Ctmain =

(‘If, ¢l e, e, ., 65\/1) Then, the simulator checks that

NIZK.Verify (crsniz, Cet, (B, Ctimain, VAoLwE), fict) = 1.

If not, the simulator responds with the hint L together with the unchanged state stg. If the proof verifies, the
simulator computes

(8,8) «— NIZK.Extract(tdnizk, Cet, (B, Ctmain, ﬁGLWE),ﬁCt)-

If ||&]] > VAoLwe or ¢ # §'B + &', then the simulator halts with output L. Otherwise, the simulator looks

up (pk, T) = Dyey[c], parses pk = P, samples é,; « D™ , and replies with §'P + &' together with the
Z,Jht,\/icm ht

(unchanged) state stg.

Take now any efficient adversary A for the input-selective static security game. We show that the real distribution and
the simulated distribution in Definition 3.1 are computationally indistinguishable. In the security analysis, we model
all three hash functions Hy, H, Hs as random oracles. Since A is efficient, there are polynomials N = N(A) and Q,, =
Qro(A) that bound the number of keys algorithm (A outputs and the number of random oracle queries A makes, respec-
tively. For ease of exposition, we also make the following simplifying assumptions on the behavior of the adversary A:

« Algorithm A does not query H;, Hy, or H; on the same input more than once.

« Prior to the challenge phase, algorithm A makes at least one random-oracle query to one of H;, Hy, or H;
whose first input is the tuple

Eonat = (PP Q. (Pkys -, pky), (- s )
associated with the challenge query (specifically, the tuple &7, | that is constructed by the Aggregate algorithm
in Eq. (3.4)). Specifically, this is a query of the form H, (&, ., ), H2(&}, ), or H3(&, 1, *)-

Both assumptions are without loss of generality since for any efficient algorithm A that does not conform to these
requirements, we can construct an efficient wrapper algorithm A’ that does satisfy the requirements and induces
the same output distribution.

Hybrid experiments. We now define our sequence of hybrid experiments.

+ Hyb,: This is the input-selective static CCA security experiment in the semi-malicious model from Defini-
tions 3.3, 3.6 and 3.10 corresponding to the case where b = 0 (i.e., the challenger answers the adversary’s queries
using the real algorithm). We give the formal specification below:

— Setup phase: On input the security parameter 1%, the adversary A outputs a function-family parameter
17, a slot count N, a set of corrupted slots C C [N], and a challenge input x € {0, 1}’. The challenger
then samples

CISNIZK NIZK.Setup(lA)

R 3 = 3
Wcom & ZnXZm , Rcom — Dm><2m .
q Z,G’PP,\/IO'pp

It then sets

B = Weom (Ipmz ® Reom) + VeC(IZmZ)T ®G, € Z;X4m5 and PPcom = (Weoms Reom, B),

and gives the public parameters pp = (1%, 1%, N, B, crsyz. PPeom) to A. The challenger also initializes
a counter ctr = 0 and an empty dictionary Djey.
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— Pre-challenge query phase: The adversary can now make random oracle queries, key-generation
queries, and hint-generation queries. In the static security model, the adversary cannot make corruption
queries. The challenger then responds as follows:

*

Random-oracle queries: The challenger maintains a table of its random-oracle responses. Whenever
A queries Hj (resp., Hy, H3) on an input that is not already present in the table, the challenger samples
a uniformly random value in ZZ (resp., {0, 1}, {0, 1}*), records the input-output pair in the table, and
replies with this value. On a previously-seen input it replies with the recorded value. The challenger
consults the same table whenever it evaluates the random oracles itself (e.g., when constructing the
challenge ciphertext), so that its own evaluations remain consistent with the values returned to A.
Key-generation queries: When A makes a key-generation query, the challenger increments
ctr = ctr + 1, samples K < {0, 1}4m’xm and computes P = BK € Zg™™. The challenger sets pk = P
and sk = (K, pp) and adds ctr > (pk, sk) to Dyey. It replies to A with (ctr, pk).

Hint-generation queries: When A makes a hint-generation query (ct, ¢) for ¢ < ctr, the challenger
parses ct = (Ctmain, 7ct) Where Ctmain = (‘i’ ¢}, ¢}, ¢5,¢1,...,¢),) and looks up (pk, sk) = Dyey[c]. The
challenger parses sk = (K, pp) and pp = (1%, 17, N, B, crsnizk, PPeom)- Then, it checks that

NlZK.Verify(crsNIZK, Cet, (B, 6tmains \/ZO—LWE): Aet) = 1. (3.9)

If the check fails, the challenger replies with L. If the check passes, the challenger samples ép¢

m ; Sl AT AT
and replies with ¢]K + &/ ..
Z,Uhtsﬁaht p 1 ht

— Challenge phase: After the adversary is finished making pre-challenge queries, it outputs a collusion
bound 19 with Q < N. The challenger checks that |C| < Q and halts with output 0 otherwise. Then,
for each slot i € [N], the adversary specifies a tuple (c}, f, pki) where f* € ;,¢; = Lforalli € C,
and ¢} € {1,...,ctr} forall i ¢ C. For each i € C, the adversary additionally provides (sk;, ;) such that
(pk},sk;) = KeyGen(pp;r;). For each i € [N], the challenger then checks the following:

*

*

Ifc; € {1,...,ctr}, the challenger looks up (pk’, sk’) = Dyey[c}] and halts with output 0 if pk} # pk’.
If ¢; = 1, the challenger halts with output 0 if (pk}, ski) # KeyGen(pp;r;).

The challenger then constructs the challenge ciphertext. Concretely, it parses pk; = P; for each i € [N]
and proceeds as follows:

*

Let £ = (n+1)¢m [log q], and for each i € [N] let f{ and f:* be the functions associated with f*, as
defined in Eq. (3.3) and Fig. 1.

Set §:hal = (pp, Q, (pki, ..., pky), (ffs - - . f3)) and compute

A= [Hi(& (L) |- | Hi(& (1,¢m))] € Z;Xf’".

Then, for each i € [N], compute R
ag = EvalF(A, f;") € Zg.

Let CFF.Expand be the local cover-free sampler from Corollary 2.10 with collusion bound Q, domain

size N, and ¢ = 27 1°8"(1) = negl(1). Let pcrr be the associated public parameter size and M be the

size of the output universe. Compute the public parameters ppcg = Hz (&7, DIl - - - 1H2(&], . PCFF)-

Then, for each i € [N], let S; = CFF.Expand(ppcgp. i) € [M].

For each j € [M], compute a smudging term w; = H; (£, . (2, ))) € Zg.

Compute Vi = Ver(ppom N) € Z™N and for each i € [N], let v; € Z™ be the it" column of Vy.

Construct the matrix

Co = [Hi (&, B 1) |-+ | Hi(&,,, (3m)] € ngm-

For each i € [N], compute u; = DGS.Sample(14, 1, Oaggs H3 (&), 1)) € Z™.
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» Define the matrix

M= [Plul - Cyvy +a*1* + Zjesl W | - | Pyuy — Covn +a;f, + ZjeSN Wj] c ZZXN’

and compute the commitment C; = Com(pp,,,,, M). Let C = Cy + C;.
+ Next, sample
s & Zg

— 4m’ _
e«—D Ewis-- sl — D
Z,ULWE,\HO'LWE ’ v ’ M Zxo'smudge,\ao'smudge

R‘I’ & {0’1}4m5><[m , RC & {0’1}4m5><m , RA (L {0’1}4m5><fm'

Set
Y =

(n+1)xtm
B4 o | RY+X © Gyt € Z :

Let ¢ € {0, 1}‘; be the binary representation of W. Set
ct’ = (¥, s’B+e’, s’"C+e'Rc, s"(A—¢' ®Gy,) +e' Ry, s'Witew,...,s' Wy +ew,,)

main

— T 1T T 7 ’
= (¥, ¢}, €5 €5, Ch e v o5 Chy)
and compute the proof

7z < NIZK.Prove(crsnizk, Cet, (B, ct \/IO'LWE), (s,€)).

main’
The challenger gives the challenge ciphertext ct* = (ct; . . 77) to A.

— Post-challenge query phase: The adversary can continue to make random oracle queries and hint-
generation queries in the post-challenge phase subject to the restriction that its hint-generation queries
(ct,c) cannot be on the challenge ciphertext (i.e., ct # ct*). The challenger answers these queries exactly
as in the pre-challenge phase.

— Output phase: At the end of the experiment, A outputs a bit " € {0, 1}, which is the output of the
experiment. If A aborts without outputting a bit, the output is 0.

+ Hyb,: Same as Hyb,, except the challenger replaces the NIZK proof in the challenge ciphertext with a simulated
proof:

— During the setup phase, the challenger now samples (crsyizk, tdnizi) < NlZK.TrapSetup(l’l).

*

— During the challenge phase, after constructing ct; .,

the challenger now computes the proof 77, as

ﬂjt «— NIZK.Sim(tdnizk, Cet, (B, ct” \FAO'LWE)).

main’

+ Hyb,: Same as Hyb, except the challenger extracts the encryption randomness underlying the ciphertexts when
answering hint-generation queries. Specifically, when A makes a hint-generation query (ct, ¢), the challenger
first parses ct = (Ctmain, Zct) and replies with L if NIZK.Verify(crsnizk, Cet, (B, Ctmain, \/IO'LWE), Aet) # 1. If the
proof verifies, the challenger additionally extracts

(5,8) « NIZK.Extract(tdyizk, Cet» (B, Ctmain, YAGLWE), et),

and halts with output 0 if [|&]] > VAopwe or ¢} # s'B +e". If the checks pass, then the challenger answers the
query as in Hyb,.
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+ Hyb,: Same as Hyb, except when answering key-generation queries, the challenger now adds the mapping
ctr — (pk, L) to Dyey (instead of ctr — (pk, sk)). When answering hint-generation queries, the challenger
now uses the extracted randomness. In particular, for a hint-generation query (ct, ¢) where ¢t = (Ctmain, At ),
the challenger first checks the proof 7 (i.e., by checking Eq. (3.9)). If the proof verifies, then the challenger
extracts (8, €) as in Hyb,. Next it looks up (pk, 1) = Dyey[c] and parses pk = P € Z{*™. The challenger samples

T

. 1T L A
and replies with s'P + ¢ .

A Dm
Cht < Z,0ht, VAot
At this point, nothing in the experiment depends on the secret keys for the honest parties. For completeness,
we provide a more detailed description of the challenger’s behavior in this hybrid here:

— Setup phase: On input the security parameter 1%, the adversary A outputs a function-family parameter
17, a slot count N, a set of corrupted slots C C [N], and a challenge input x € {0, 1}. The challenger

samples (crsyizk, tdnizk) < NIZK. TrapSetup(11), Weom & ZZXZ’"B, and Reom, < D™2™_ Tt then sets
»Opp> VATpp

B=Wcm (IZm2 ® Rcom) + VeC(IZmZ)T ®G, € ng4m5 and PPcom = (Wcoms Reom, B),

and gives the public parameters pp = (1%, 17, N, B, crsnizk. PPcom) to A. It also initializes a counter ctr = 0
and an empty dictionary Dyey.

— Pre-challenge query phase: The challenger responds to the adversary’s queries as follows:

» Random-oracle queries: The challenger maintains a table of its random-oracle responses. Whenever
A queries H; (resp., Hy, H3) on an input that is not already present in the table, the challenger samples
a uniformly random value in Zg (resp., {0, 1}, {0, 1}*), records the input-output pair in the table, and
replies with this value. On a previously-seen input it replies with the recorded value. The challenger
consults the same table whenever it evaluates the random oracles itself (e.g., when constructing the
challenge ciphertext), so that its own evaluations remain consistent with the values returned to A.

+ Key-generation queries: When A makes a key-generation query, the challenger increments
ctr = ctr + 1, samples K & {0, 1}4’”5X'", and computes P = BK. It sets pk = P, adds ctr — (pk, L) to
Dyey, and replies to A with (ctr, pk).

~ Hint-generation queries: When A makes a hint-generation query (ct, ¢) for ¢ < ctr, the challenger
parses ct = (Ctmain, Zct) Where Ctpain = (‘I’ ¢}, ¢}, ¢}, ¢, ..., ¢,). Then, the challenger checks that

NIZK.Verify(crsnizk, Cet, (B, é\tmaina \/IO'LWE)a fer) = 1.

If not, the challenger responds with L. If the proof verifies, the challenger computes
(§, é) “— NIZK.Extract(th|ZK, Cet, (B, 6tmaina \/ZO'LWE), ﬁ’ct)-

If ||&]| > VAoLwe or ¢} # §'B + &', then the challenger halts with output 0. Otherwise, the challenger

looks up (pk, L) = Dyey[c], parses pk = P, samples & < D™ , and replies with §'P + & .
Z,6ht, VAGHt ht

*

main €xactly as in the real ex-

— Challenge phase: The challenger constructs the challenge ciphertext ct
periment (Hyb,), but now computes a simulated proof

”:t — N|ZK.Sim(th|ZK, Cet, (B, ct? \/IO']_WE)).

The rest of the challenge phase proceeds identically to that in Hyb,,.

— Post-challenge query phase: The adversary may continue to make random-oracle and hint-generation
queries, which the challenger answers exactly as in the pre-challenge phase, subject to the restriction
that ct # ct* for each hint-generation query.

— Output phase: At the end of the experiment, A outputs a bit »" € {0, 1}, which is the output of the
experiment. If A aborts without outputting a bit, the output is 0.
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« Hyb,: Same as Hyb, except that when answering a key-generation query, instead of sampling K <- {0, 1}4’"5X’"
and setting P = BK, the challenger samples P <~ Zy*™ uniformly at random. As before, it increments ctr = ctr+1,
sets pk = P, adds ctr — (pk, L) to Dyey, and replies with (ctr, pk).

+ Hyb;: Same as Hyb, except that the challenger initializes a dictionary D, at setup time. Moreover, when A
makes a random-oracle query, the challenger performs the following additional checks:

(i) The query is of the form H; (¢, -), H2(&%,-), or H3(&", ) for some string &* € {0,1}, and none of the
preceding random-oracle queries have first input &*.

(ii) The string &* parses as & = (pp, Q, (pki,...,pky), (f. ... fx)), where |C| < Q < N, and moreover,
pk; € ngm and f;" € F; foralli € [N].

(iii) For every i € [N] \ C, there exists some counter ¢ € [ctr] such that pk] is the public key the challenger
sampled on the ¢ key-generation query (i.e., pk; is the public key stored in Diey[c]).

If all checks pass, the challenger adds &* + st to D,gg, where st is an empty state. Moreover, in the challenge
phase, the challenger aborts if £, does not exist in D,g,. Throughout the proof, we refer to queries that pass
the above three checks as aggregation-valid random oracle queries with prefix &*.

+ Hyb,: Same as Hyb, except that, after the adversary makes an aggregation-valid random oracle query with
prefix £, the challenger samples the cover-free set parameters associated with £* and then tries to assign
a unique index to each corrupted slot. Concretely, when answering this query, the challenger computes
ppcrr = Ho (85, 1)|| - - - |H2(&", pcrr) and S; = CFF.Expand(ppcpg, i) € [M] for each i € C. Then, for each i € C,
the challenger attempts to find an index j; € S; such that jI ¢ Sy for every i’ € C \ {i}. If no such index exists
for some i € C, the challenger aborts with output 0.

+ Hyb,: Same as Hyb, except the challenger changes how it samples the vectors u; for the honest slots when
answering aggregation-valid random oracle queries. Specifically, after A makes an aggregation-valid random
oracle query with prefix & = (pp, O, (pki, ..., pky), (f ..., fx)), the challenger proceeds as follows:

— By Condition (i), this is the first random oracle query with prefix £*, so the adversary has not queried
for the values of H;(£%,-), H2(&%,-), and H3(&%, ) before. This means the challenger has the ability to
“program” the values of the random oracles at these points.

- For each i € [N], parse pk; = P; € Zg™™.

- For each index i € [N] \ C, the challenger now samples the vector u; < D™

and programs the
ﬁagagg,‘/zo'agg p g

value H3(&%,i) := DGS.Explain(lA,ui,oagg).

From now on, the challenger adds all programming-related components to the state D,g¢[&"] and refers to
Dagg[&7,,,,] Wwhen using these components to construct the challenge ciphertext.

« Hybg: Same as Hyb, except the challenger samples d; <- Zg and u; — (P?);ﬁ;(di) fori € [N]\ C when
answering aggregation-valid random oracle queries. ‘

+ Hyb,: Same as Hybg except when responding to key-generation queries, the challenger now samples (P, T) «
TrapGen(1", g, m). It sets pk = P € Zg*™ and adds ctr — (pk, T) to Diey.

+ Hyb,,: Same as Hyb, except the challenger truncates u; when answering aggregation-valid random oracle
queries. In this experiment, for each i € [N] \ C, the challenger first looks up the first counter ¢ € [ctr]
where Dyey[c] = (P}, T;) for some trapdoor T;. Then, the challenger samples u; < (P});! (d;) and sets

Oagg
u; = TjG;l(dl—) if [|u;]| > \ﬁaagg. Note that in this case, Pju; = d; since P; T} = G,.

+ Hyb,;: Same as Hyb,, except the challenger now samples u; < SamplePre(P}, T}, d;, 0.4) fori € [N]\ C
when answering aggregation-valid random oracle queries.
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« Hyb,,: Same as Hyb,; except the challenger changes how it samples w;: € Zg for each slot i € C when
answering aggregation-valid random oracle queries. Specifically, after A makes an aggregation-valid random
oracle query with prefix £* and the challenger checks the cover-free property, the challenger proceeds as follows:

- Asin Hyb,,, write & = (pp, Q, (pkj, ..., pkx), (.- .- ,f;‘])) where pk; = P}. The challenger now defines
the following quantities (in the same manner as Hyb,,):

« Let A = [Hy(&,(1,1)) | -+ | Hy (&, (1,€m))]. For each i € [N], compute ag. = EvaIF(A,fl.*).
+ Compute Vi = Ver(pp.oms N) € Z™N and for each i € [N], let v; € Z™ be the i'" column of V.
Let Co = [H1 (£, (3, 1)) | -+ [ Hi(£", (3, m))].

« For each i € C, let u; = DGS.Sample(14, 1™, Oagg; H3 (&%, 1)) € Z™.

« For eachi € C, let j € [M] be the special index associated with corrupted slot i (as defined in Hyb).
« For each j € [M] \ {j}}icc, compute w; = Hi (&%, (2, j)).

« Foreach i € C,let S; = CFF.Expand(ppcry, i).

— For each i € C, the challenger samples m; <- Zy (after generating A) and sets

Wjs = m; — P;:lll' +Cov; — aﬁ - 27551\{/,} w;.

i

Note that this is well-defined since by construction of j;, for all i € C,

Si\{ji}t € IMI\ {ji trec.
The challenger now programs H; (£, (2, j)) =w Ji

+ Hyb,;: Same as Hyb,, except the challenger programs d; for each i € [N] \ C. Specifically, after A makes an
aggregation-valid random oracle query and the challenger has generated A, the challenger samples m; <~ Zg
for each i € [N]\ C. After the challenger computes the w; vectors for all j € [M] (via the procedure in Hyb,),
the challenger computes S; = CFF.Expand(ppcg, i) for each index i € [N] \ C and then sets

d,j =m; + C()Vi — afl — Z]'GS,' w;.

+ Hyb,,: Same as Hyb,; except the challenger programs A, Coy, and w; for j € [M] \ {j}}icc. In particular,
after the setup phase (before any random oracle queries), the challenger samples the challenge ciphertext

components s E 70 e — DAm’ ,and Ry & {0, 1}4'"5”’”. The challenger sets
Z,o1we, VAoLwe

(n+1)xtm

Y= Ry + X' ® Gpy1 € Z ,

s'B+e'

and sets ¢ € {0, 1}‘? to be the binary representation of W. Note that this is possible because the adversary commits
to the challenge input x at the beginning of the input-selective security game. Moreover, whenever A makes an
aggregation-valid random oracle query with prefix £*, the challenger samples the candidate challenge ciphertext

components Re & {0,1}4™Xm and Ry & {0, 1}*™*‘m_The challenger sets A = BR, + ¢ ® G, and programs

[Hy (&5, (1, 1) | -+ | Hi(&, (1,6m))] = A.

For each i € [N], the challenger samples m; < Zg. The challenger now sets M = [m; | --- | my], sets
Ci = Com(ppom: M), and sets Cy = BR¢ — C;. The challenger additionally programs

[Hi(£ (3, 1) |-+ | Hi(&", (3,m))] = Co.

Finally, for each index j € [M]\ {j}icc, the challenger samples Tw; & Ao, 1}4’”5, sets w; = Bry, and programs
Hi(&%,(2,))) = wj.
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+ Hyb,;: Same as Hyb,, except the challenger changes how it constructs the challenge ciphertext components

¢ = s'W; + ey, for j € [M]. Specifically, for each i € C, the challenger computes the (n + 1™ component
ggﬁ' of l[}fi/ = EvalF(¥, f/), computes hAfi*,(p = EvalFX(A,fi*,(p) € me’ lets z; € Z4™ be the ith column of
Open(pp.om» M), and sets

C;, =(s'B+e") |z —Kiu; +Rev; — RAhA,fl’ v rw, |+ £ (0) - Lg/2] =5 + ew,:s
jeSi\{j;}

where K is the secret key sk} the adversary provides for index i € C.° For each j € [M] \ {j;}iec, the

challenger now sets
’ T T
c;=(s'B+e My, + ew;.

In this hybrid, the challenge ciphertext can be simulated just given (Wcom, Reom, s'B + €7) and we are ready
to appeal to decomposed LWE. For completeness, we provide a more detailed description of the challenger’s
behavior in this hybrid here:

~ Setup phase: On input 14, the adversary A outputs a function-family parameter 17, a slot count N,
a corrupted set C C [N], and a challenge input x € {0,1}¢. The challenger samples the components
(crsnizis tdnizk) < NIZK.TrapSetup(1t), Weom & ngzmS, Reom < D™2™_ and sets

Z"’pp»‘ﬁ"pp
5
B = Weom(Izm2 ® Reom) + vec(Izp2)' ® G, € Z7™ and  ppom = (Weom: Reom B).-

The challenger gives pp = (14,17, N, B, crsnizis PPeor,) t0 A, and initializes ctr = 0 and empty dictio-

naries Dyey, Dage. The challenger samples s & 7", e « D*™’ cand Ry & {0, 1}4m°xtm et
key> “agg & P q Zo1we, VAaLwe ¥ { }

y =sB+e' € Zé’"s. The challenger sets

Ry + X' ® Gpyq € Z,(I"”)X[m

>

B
|2

and sets ¢ € {0, 1} to be the binary representation of W.
— Pre-challenge query phase: The challenger answers queries as follows:

» Random-oracle queries: The challenger maintains a table of its random-oracle responses. When-
ever A queries H; (resp., Hy, H3) on an input that is not already present in the table, the challenger
samples a uniformly random value in Z (resp., {0, 1}, {0, 1}”), records the input-output pair in the
table, and replies with this value. On a previously-seen input it replies with the recorded value. The
challenger consults the same table whenever it evaluates the random oracles itself, so that its own
evaluations remain consistent with the values returned to A.

In addition, when A makes a random-oracle query, the challenger first checks the following con-
ditions:
(i) The query is of the form H; (&%, -), Hz(&*,-), or H3(&*, ) for some string & € {0, 1}*, and none

of the preceding random-oracle queries have first input £*.

(ii) The string &" is of the form &* = (pp, Q, (pkj, ..., pky), (ff'>-- -, fy)), where |C| < Q < N, and
moreover, pk} € ZZX’” and f* € F; foralli € [N].

(ili) For every i € [N] \ C, there exists a counter ¢ € [ctr] such that pk] is the public key stored in
Dkey [C] .

®Recall that in the semi-malicious model, the adversary submits a pair ( skj, r;) for each i € C in the challenge phase, and the challenger halts

with output 0 unless (pkj, skj) = KeyGen(pp;r;). Thus, whenever the challenger does not abort, we have that sk; = K} € {0, 1}4’”5”" and
P; =BK] foralli € C.
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If any check fails, the challenger responds with the value determined above. If all checks pass, the chal-
lenger adds &* + st to D,ge, Where st is an empty state that will be populated with the components gen-
erated below. The challenger then computes ppcpr = Ha (6, 1)|| - - - [|[H2 (€%, pcrr) and for each i € [N],
sets S; = CFF.Expand(ppcgp, i) € [M]. The challenger checks that for all i € C, there exists an index
Ji € Si\ Urec\ (i) Sir- Define j; to be the smallest such index if there are multiple. If no such index
exists for some i € C, the challenger halts with output 0. Otherwise, the challenger does the following:
- Sample Re & {0, 114%™ Ry & {0, 1}*" %™ and ry,, & {0,1}*" for each j € [M]\ {j}icc-
Set A=BRj +¢' ® Gy,
- Sample m; & Zg foralli € [N],and set M = [my | -~ | my], C1 = Com(ppcom, M),
Co =BR¢c —C;.
- For each i € [N], let f/ and f:* be the functions associated with f;* (Eq. (3.3) and Fig. 1), let
a];i* = EvalF (A, f:*), let v; be the i" column of Ver(pp.oms N), and parse pk; = P
- For each index j € [M] \ {j; }iec set w; = Bry,,. The challenger programs

[Hi (&5 (L) |-+ | Hi(&, (1,ém))] = A
[Hi (£, (3,1) [ -+ [ Hi(£", (3,m))] = Cy,

and H; (", (2, j)) = w; for each j € [M] \ {j} }icc-
- Foreachi € C setu; = DGS.Sample(l’l, 1™, Oagg; H3 (&, i)) and compute

—_— * ~ — .
Wj;« —mi—Piu,-+C0v,~—aﬁ Zjesi\{ji*}wl'

The challenger then programs H, (¢, (2, j})) = w;:.
- Foreachi € [N]\C, let ¢ € [ctr] be the first counter where Dyey[c] = (P}, T}) for some trapdoor
T;. Then, the challenger sets

di =m; + Cyv; — afi* - ZjGS,- W,

computes u; < SamplePre(P;, T}, d;, Oagg), sets u; = TG 1 (d;) if [Juy]| > \/Iaagg, and programs
H;(&,1) == DGS.Explain(1%, u;, 0agg).-
» Key-generation queries: The challenger increments ctr = ctr+1, samples (P, T) < TrapGen(1", g, m),
sets pk = P, adds ctr = (pk, T) to Dyey, and replies with (ctr, pk).
» Hint-generation queries: When A makes a hint-generation query (ct,c) for ¢ < ctr, the challenger
parses ct = (Ctmain, Zct) Where Ctmain = (P, ¢}, ¢}, ¢, ¢, ..., ¢,). Then, the challenger checks that

NIZK.Verify(crsnizk, Cet, (B, Ctmain, VAGLWE), fict) = 1.
If not, the challenger responds with L. If the proof verifies, the challenger computes

(,8) « NIZK.Extract(tdnizk, Cet> (B, Ctmain, VAGLWE), 7ct)-

If ||&]| > VAo we or ¢} # §'B + &', then the challenger halts with output 0. Otherwise, the challenger

looks up (pk, T) = Dyey[c], parses pk = P, samples & < D;’ Vo’ and replies with s'P + €] .
>Oht> VACht

— Challenge phase: After the adversary is finished making pre-challenge queries, it outputs a collusion
bound 19 with Q < N. The challenger checks that |C| < Q and halts with output 0 otherwise. Then,
for each slot i € [N], the adversary specifies a tuple (c}, f, pki) where f* € ,¢; = Lforalli € C,
and ¢} € {1,...,ctr} foralli ¢ C. For each i € C, the adversary additionally provides (sk;, 7;) such that
(pk},ski) = KeyGen(pp;r;). For each i € [N], the challenger then checks the following:

« If ¢; € {1,...,ctr}, the challenger looks up (pk’, T’) = Dyey[c;] and halts with output 0 if pk} # pk’.
« If ¢; = L, the challenger halts with output 0 if (pkj, ski) # KeyGen(pp;r;).
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If the checks pass, the challenger sets

Sehal = (PP> Qs (P, o, PRy, (fs -0 f))-

The challenger checks that &, is contained in Dagg, and halts with output 0 if not. If the check passes,

then the challenger parses sk = K; € {0, 1}4’"5X'” foralli € C, samples ey, ..., ew, < D ,
Zao-smudgeaﬁo-smudge

and sets

T _ T T _ T
c,=sB+e =y

c; =y'Rc
c;=y'Ra
;. = yTer + er \7/_] € [M] \ {jl?k}iEC’

where the components multiplying y' are retrieved from Dagg[£}, 1. For each i € C, the challenger

computes Yy = n,,,EvalF (¥, f7) and hAﬁ* 0 = EvalFX(A, fl*(p) It then sets z; € Z*™ to be the ith

column of Open(pp,,,,» M) and computes the remaining ciphertext components as

C;l* = yT(Zi — K?lli + RCVi - RAhA,fi*,(P - Zjesz\{J:} er) +f;*(x) . I_q/ZJ — l[f;/ + ewj;f .

*
main

Finally, the challenger sets ct = (¥,c},cl,ci,cp,- -0, c;w) and computes a simulated proof

”:t — NIZK.Sim(th|ZK, Cet, (B, ct” \/IO']_WF_)).

main’
The challenger gives ct* = (ct” ., 77) to A.
— Post-challenge query phase: The challenger answers random-oracle and hint-generation queries as
in the pre-challenge phase, subject to the restriction that ct # ct* for each hint-generation query.

— Output phase: At the end of the experiment, A outputs a bit »" € {0, 1}, which is the output of the
experiment (and 0 if A aborts without outputting a bit).

« Hyb,¢: Same as Hyb, except the challenger samples the vector y <- Z‘*q’”5 uniformly at random, instead of
setting y" =s'B +e'.

« Hyb,,: Same as Hyb,, except the challenger samples W < Z\"*"**"" uniformly at random. This corresponds
to the static experiment from Definition 3.1 corresponding to the case where b = 1 (i.e., the challenger answers
the adversary’s queries using the simulator algorithm).

We write Hyb,(A) to denote the random variable corresponding to the output of an execution of Hyb; with adversary
A (and an implicit security parameter ). We now bound the distinguishing advantage between each adjacent pair
of hybrid experiments.

Lemma 3.14. Suppose IINizk satisfies zero knowledge. Then there exists a negligible function negl(-) such that for all
A eN, |Pr[Hyby(A) = 1] — Pr[Hyb,(A) = 1]| = negl(}).

Proof. Suppose |Pr[Hyb0(3l) =1] = Pr[Hyb,(A) = l]| = ¢ for some non-negligible . We use A to construct an
efficient adversary 8 that breaks zero knowledge of Iy zx with the same advantage ¢. Algorithm B works as follows:

« Setup phase: Algorithm B receives crsyizk from the zero-knowledge challenger. It samples Wy, Reom and
constructs B and pp,,,, exactly as in Hyb, and Hyb,. Algorithm B gives pp = (1%, 17, N, B, crsnizk, PPeorm) tO
A. Finally, algorithm $ initializes a counter ctr = 0 and an empty dictionary Dye,.

+ Pre-challenge query phase: Algorithm B answers the random-oracle, key-generation, and hint-generation
queries according to the specification in Hyb, and Hyb,.
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+ Challenge phase: Algorithm $ implements the challenge phase exactly as described in Hyb, and Hyb;.

After constructing cth i algorithm B submits the query (C, (B, ctr i \/IO'LWE), (s, €)) to the zero-knowledge

challenger to obtain x,. Algorithm B gives ct* = (ct’ . ,77) to A.

main’

+ Post-challenge query phase: Algorithm 8B responds to post-challenge random-oracle queries and hint-
generation queries exactly as in the pre-challenge phase (by following the exact procedure in Hyb, and Hyb,).

« Output phase: At the end of the experiment, algorithm A outputs a bit b” € {0, 1}, which algorithm 8 also
outputs.

First, we argue that algorithm 8 only queries the NIZK challenger on a valid statement-witness pair. By de-
sign, algorithm 8B makes a single query (Ce, (B, ct* \/ZO'LWE), (s,e)) to the NIZK challenger, where ct* =

main’ main
(¥, cj,c,cl,cly. .., Chp). By definition, Ce; outputs 1if ¢} =s'B +e" and [le|| < VoL we. By construction, algorithm
B sets ¢] = s'B + e', and moreover, algorithm 8 samples e such that ||e|| < V2Aoiwe. Thus,

Cat((Bct? ., Viarwe), (s,e)) = 1.

main’
We now consider the two possible distributions of crsnizk and the proof 7;:

« If the challenger samples crsyizk < NlZK.Setup(l’l) and constructs 7}, as

7}y« NIZK.Prove(crsnizi, Cet, (B, ct, Vaorwe), (s, e)),

main?

then algorithm B perfectly simulates an execution of Hyb,,. In this case, algorithm B outputs 1 with probability
Pr[Hyb,(A) = 1].

« If the challenger samples (crsnizk, tdnizk) < NIZK.TrapSetup(lA) and constructs 7} as

JT:t «— NlZK.Sim(thZK, Cet, (B, ct” \/XO'LWE)),

main’

then algorithm 8 perfectly simulates an execution of Hyb,. Thus, algorithm $ outputs 1 with probability
Pr[Hyb, (A) = 1].

We conclude that B breaks zero knowledge with the same advantage ¢, as required. O

Lemma 3.15. Suppose IInizk is simulation extractable. Then there exists a negligible function negl(-) such that for all
A €N, |Pr[Hyb, (A) = 1] — Pr[Hyb,(A) = 1]| = negl(1).

Proof. By design, hybrids Hyb, and Hyb, are identical experiments, except in Hyb,, the challenger additionally runs
the extractor when answering hint-generation queries and halts with output 0 if extraction fails. Let Bad be the event
that, in an execution of Hyb,, algorithm A makes a hint-generation query (ct, ¢) on a ciphertext ct = (Ctmain, 7ct)
such that the following two conditions hold:

. NIZK.Verify(crsN|ZK, Cct’ (B, CAtmain, \/XO'LWE)s ﬁ'ct) =1; and
« lle]l > VAoyLwe or ¢} # 8B+ &', where (8, &) « NIZK.Extract(tdnizk, Cet, (B, Ctmains VAGLWE), #ct)-
The second condition is equivalent to
Cet (B, Ctmain, VAoLwe). (5.€)) = 0.

Observe that if Bad does not happen, then the adversary’s view in Hyb, and Hyb, is identically distributed. Thus,
‘Pr[Hybl(ﬂ) =1] — Pr[Hyb,(A) = 1]’ < Pr[Bad]. It thus suffices to bound Pr[Bad]. To do so, let Q' be a bound
on the number of hint-generation queries algorithm A makes. Since A is efficient, Q" = poly(1). Suppose also that
Pr[Bad] > ¢ for some non-negligible e. We now use A to construct an efficient adversary $ for the simulation-
extractability game with the same advantage e¢:
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« Setup phase: At the beginning of the game, algorithm B receives crsyjzg from the challenger. Then, algorithm
B samples W eom, Reom and constructs B and pp,,,,, exactly as in Hyb,. It gives pp = (1%, 17, N, B, crsnizk, PPeomn)
to A. It also initializes a counter ctr = 0 and an empty dictionary Dyey. Algorithm 8 also samples an index
je 190

+ Pre-challenge query phase: Algorithm 8 responds to the queries as follows:

- Random-oracle queries and key-generation queries: Algorithm B answers these queries using the
same procedure as described in Hyb,. In particular, none of these operations require knowledge of the
simulation trapdoor tdyzk.

- Hint-generation queries: When A makes a hint-generation query (ct, ¢) with ct = (Ctmain, Zct), algo-
rithm B first checks if this is the j™ hint-generation query that algorithm A has made. If so, algorithm B
halts with output (Cc, (B, Ctmain, \/IGLWE), 7iet). Otherwise, algorithm B responds using the same proce-
dure as described in Hyb, (which, again, does not require knowledge of the simulation trapdoor tdnzx).

+ Challenge phase: Algorithm $ implements the challenge phase exactly as in Hyb,. Specifically, after algo-
rithm 8B constructs ct” .

It then gives ct* = (ct* .  77) to A.

main’

it queries the simulation oracle on (Cy, (B, ct; . , \/XO'LWE)) to obtain the proof 77,.

« Post-challenge query phase: Algorithm 8 handles the post-challenge queries in the same manner as the
pre-challenge queries.

« Output phase: If algorithm B has not yet halted (i.e., the adversary A makes fewer than j hint-generation
queries), then it outputs L.

By construction, the simulation-extractability challenger samples (crsyizk, tdnizk) < NIZK.TrapSetup(11) and
7, NIZK.Sim(tdnizk, Cet, (B, cty s \/IGLWE)). This perfectly coincides with the distribution of crsyizk and 77, in

Hyb,. This means algorithm B perfectly simulates the view of A in an execution of Hyb,. Thus, with probability
at least ¢, adversary A will make a hint-generation query (ct, ¢) where ct = (Ctmain, 7ct) such that

« NIZK.Verify(crsnizk, Cets (B, Ctmain, VAoLwE), 7ict) = 1; and

. ct((B: 6tmaina \/ZO'LWE), (§, é)) = 0 where (g, é) — NlZK.EXtI"aCt(th[ZK, Ce, (B, CAtmam, \/IO'LWE), ﬁct)-

Let j* € [Q’] be the index of this hint-generation query. Since algorithm B samples j <~ [Q’], with probability 1/Q’, it
will be the case that j = j*. In this case, algorithm 8 is successful provided that the tuple (Cct, (B, Ctmain, \/IO'LWE), Aet)
associated with the j™ hint-generation query (ct, ¢) was not added to Q by an earlier query. We consider two cases:

« Suppose the j hint-generation query is a pre-challenge query. In this case, algorithm 8B has not made any sim-
ulation queries to the simulation-extractable challenger. Thus, algorithm 8 wins the simulation-extractability
game.

« Suppose the j™ hint-generation query is a post-challenge query, which means ct # ct*. In this case, algorithm 8
has made a single simulation query to the challenger on (C, (B, ct], .. , VAo, we)) and received 7}, as the output.
Since ¢t # ct¥, ¢t = (Ctmain, Act), and ct* = (cty ins 7Tot)» this means that either Ctmain # cty i OF At # ). Once

more, this is a valid output and algorithm B wins the simulation-extractability game.

We conclude that algorithm $ wins the simulation-extractability game with advantage ¢/Q’, which is non-negligible
since ¢ is assumed to be non-negligible and Q’ = poly(A). O

Lemma 3.16. Suppose op; > 4m*VAopwe - A1), Then there exists a negligible function negl(-) such that for all A € N,
[Pr[Hyb, (A) = 1] = Pr[Hyby(A) = 1]| = negl(A).

Proof. Hybrids Hyb, and Hyb, are identical except in how the challenger computes its reply to a hint-generation
query (¢t, ¢). In both experiments, the challenger verifies the proof 7, extracts (8, €) from 7, and halts with output
0 unless ¢} = §'B+¢&" and [|&]| < VAoLwe. Let P=BK € Zg*™ denote the public key of user ¢, where K € {0, 1}4m’xm
is the matrix sampled in the corresponding key-generation query. Consider how the challenger responds to the
hint-generation query in the two experiments:
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m

+ In Hyb,, the challenger samples & « DZ’GN’ Vo

and replies with

AT AT _ T ~T AT _ T ~T AT
¢ K+e,=sBK+eK+é,=sP+eK+eg,.

m

+ In Hyb,, the challenger samples & < DZ’GN’ Vo

; S T aT

and replies with s'P + €[ .

Since K € {0, 1}4’"5X'", this means ||€'K|| < 4m*VAoLwe. By Lemma 2.13 and a standard hybrid argument, the
statistical distance between the distributions of €'K + éTht and éLt is negl(A) as long as o, > am3Vopwe - 120 Since
the adversary makes at most poly(4) hint-generation queries, the claim follows by a standard hybrid argument. O

Lemma 3.17. Suppose m > 2nlogq, q is prime, and opp, > log m. Then there exists a negligible function negl(-) such
that for all A € N, [Pr[Hyb,(A) = 1] — Pr[Hyb,(A) = 1]| = negl(4).

Proof. Hybrids Hyb, and Hyb, are identical except in how the challenger samples the keys for the honest parties:

}4m5><m

« In Hyb,, the challenger samples K < {0,1
in this experiment.

and sets P = BK. The matrix K is not used anywhere else

« In Hyb,, the challenger samples P <- zgxm.

The challenger in both experiments sets B = Wom(Ipmz ® Reom) + vec(I2)" ® G, with Weom & ZZXZ’"3 and

Reom < D;zmejﬁ . Thus, the lemma holds by Lemma 2.18 and a hybrid argument (over the adversary’s key-
»Opp> VA Opp

generation queries). )
Lemma 3.18. Suppose n > A. Then there exists a negligible function negl(-) such that forall A € N,
|Pr[Hyb4(ﬂ) = 1] = Pr[Hyby(A) = 1]| = negl(}).

Proof. Hybrids Hyb, and Hyb, are identical except for the additional abort event introduced in Hyb,. We argue that
this event changes the output with only negligible probability. The only instance where the output can differ is if
there exists some i € [N] \ C such that pk; is not contained in Dyey, when &, , first appears as the first component of
a random oracle query. The experiment will output 0 if there exists some i € [N] \ C such that pk; is not contained
in Dyey at the challenge phase, so this event only occurs if a public key in £, | is sampled after &, , first appears in a
random oracle query. In Hyb,, the honestly-generated public keys are uniform over Z;X’”, so the probability that the
challenger samples a public key that matches pk; is at most g~"" = negl(1). Since the adversary can make at most a
polynomial number of key-generation queries, we can appeal to a union bound and conclude that the probability the
challenger samples pk; after &,  first appears in a random oracle query is negl(4). Thus, the differing abort event
occurs with negligible probability, as desired. O

Lemma 3.19. Forall A € N, [Pr[Hyby(A) = 1] — Pr[Hyb(A) = 1]| = negl(2).

Proof. Hybrids Hyb; and Hyb, are identical except for the additional abort condition in Hyb,, which occurs when,
for some corrupted slot i € C, there does not exist an index j; € S; \ Uycc\ (i} Sv» Where S; = CFF.Expand(ppcg, 1)-
Take any aggregation-valid random oracle query with prefix £* and let Q be the collusion bound associated with
&*. By Condition (ii), we have |C| < Q, so the challenger runs CFF.Expand with a collusion bound that is at least
the size of the corrupted set C C [N]. Moreover, by Condition (i), the values Hy(£%, 1), ..., Ho (&%, pcrr) are uniform
and unqueried at the time of this query, so the public parameters ppcgr = Hz2 (&%, 1)|| - - - [[H2 (&%, pcrr) are distributed
independently of C for each &*. Thus, by Corollary 2.10,

Pr [Eli €C:S5 S Urea\(iy Sir] <e=27lg'M) = negl().
Taking a union bound over the at most Q,, aggregation-valid random oracle queries, with overwhelming probability,

every i € C admits an index j; € S; with j; ¢ Sy for alli” € C \ {i} on every such query. In this case the behavior
in Hyb, is identical to that in Hyb, proving the lemma. O
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Lemma 3.20. Suppose the discrete Gaussian sampler is p-explainable (Definition 2.20) and 0,5, = poly(A,d). Then
there exists a negligible function negl(-) such that for all A € N,

[Pr[Hybg(A) = 1] — Pr[Hyb,(A) = 1]| = negl().

Proof. First, we note that algorithm A specifies the function-family parameter 17 in unary, so 7 = poly(A1). Corre-
spondingly, this means 0,45 = poly(4,d(7)) is bounded by poly(2), as required by Theorem 2.21. Next, we note that
hybrids Hyb, and Hyb, are identical except in how the challenger samples the vector u; and the values Hs(¢*, i) for
i € [N]\ C when responding to an aggregation-valid random oracle query with prefix £*.

« In Hyb,, H5(&*, i) is uniform and u; = DGS.SampIe(lA, 1™, Oagg; H3 (&7, 1)).

N * H A
« In Hyb,, the challenger samples u; « Dgaagg,\/ioagg’ and sets H3(£",i) < DGS.Explain(1%, u;, Oagg).
Fix an honest slot i. By the explainability of the sampler (Definition 2.20), the pair (u;, H3(£*, 1)) in Hyby is statistically

close to the distribution (u;, DGS.Explain(lA, U;, Oagg)) for u; D™ . Since N and Qy, are polynomially
7,026, VAagg

bounded, the claim follows by a hybrid argument over the at most N honest slots and Q,, aggregation-valid random
oracle queries. O

Lemma 3.21. Suppose 0,5, > logm, m > 2nlogq, and q is prime. Then there exists a negligible function negl(-) such
that for all A € N, |Pr[Hyb, (A) = 1] — Pr[Hybg(A) = 1]| = negl(2).

Proof. The only difference between the hybrids is the distribution of u; for i € [N] \ C when an aggregation-valid
query is made:

. . nm
In Hyb,, the challenger samples u; < DZ’Gagg, Viows'

« In Hyby, the challenger samples d; ¢~ Z and v; « (P});! (dy).

Oagg
First, D™
e Z’Uagg»‘ﬁf’agg
u; are then statistically indistinguishable by Lemma 2.12 since P} is sampled uniformly. Thus, the lemma follows
by a hybrid argument over at most N honest slots and Q,, aggregation-valid random oracle queries. O

and D’Zf’gagg are within negl(1) statistical distance by Lemma 2.11. The resulting distributions for

Lemma 3.22. Suppose m > 3nlogq. Then there exists a negligible function negl(-) such that for all A € N,
|Pr[Hyb8(ﬂ) =1] = Pr[Hyby(A) = l]\ = negl(}).

Proof. Hybrids Hyb, and Hyb, are identical except in how the challenger samples the keys for the honest parties:
« In Hyby, the challenger samples P < ZZX’”.

« In Hyb,, the challenger samples (P, T) « TrapGen(1", g, m). The trapdoor T is not used anywhere in this
experiment.

By the trapdoor-distribution property of Lemma 2.14, the above distributions are statistically indistinguishable. The
claim now follows by a hybrid argument over the adversary’s key-generation queries. O

Lemma 3.23. Suppose m > 2nlog q and 0ag; > logm. Then there exists a negligible function negl(-) such that for all
AeN, |Pr[Hyb9(ﬂ) =1] = Pr[Hyb,((A) = 1]| = negl(}).

Proof. Since P;T;G,, 1(d;) = d;, the only difference between the experiments is the resetting of u; for i € [N] \ C,
-1

which occurs only when |[Ju;|| > \/Iaagg for u; « (P;‘)Uag

. (d;). Since the distribution of P} is statistically close to

uniform, Lemma 2.11 implies that this happens with probability at most m - 2+ + negl(1) = negl(1). The claim now
follows by a union bound over the at most N honest slots and Q,, aggregation-valid random oracle queries. O
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Lemma 3.24. Suppose m > 3nlogq and 0,45 > mlogn. Then there exists a negligible function negl(-) such that for
allA € N, \Pr[HyblO(ﬂ) =1] —Pr[Hyb,,(A) = 1]| = negl(4).

Proof. Hybrids Hyb,, and Hyb,, are identical except in how the challenger samples the preimage u; of the target
d; for each honest slot i € [N] \ C when an aggregation-valid random oracle query is made:

« In Hyb,,, the challenger samples u; « (P})! (d;).

Oagg

+ In Hyb,;, the challenger samples u; « SamplePre(P}*,T;‘, d;, oagg), where T; is the gadget trapdoor generated
alongside P} in Hyb,,.

Since P;T; = G, and 0,5, > mlogn = m||T;|| log n, the preimage-distribution property of Lemma 2.14 implies that

the two distributions of u; are statistically close. Taking a union bound over the at most N honest slots and Q,
aggregation-valid queries, the claim follows. O

Lemma 3.25. Forall A € N, Pr[Hyb,,(A) = 1] = Pr[Hyb,,(A) = 1].

Proof. Hybrids Hyb,, and Hyb,, are identical except in how the challenger generates the value w;: = H;(&", (2, j;))
for each corrupted slot i € C when answering aggregation-valid random oracle queries with prefix &*.

+ In Hyb,,, the value H; (", (2, j7)) is the uniform value recorded in the random-oracle table.

« In Hyb,,, the challenger samples m; < Zg, sets wj» =m; — Piu; + Cov; — ag. = ZjESi\{j;‘} w, and programs
Hl(g*’ (2’ Jl*)) = W,

By definition, an aggregation-valid random oracle query is the first query with prefix £&*, so the adversary has not
queried Hy (£, (2, j;)) before the challenger programs it. By the abort condition introduced in Hyb,, the indices
{J }iec are distinct, so the challenger programs one value for each j;. Since m; < Zg is uniform and independent
of every other quantity, the programmed value w;: is uniform and independent in Hyb,,, exactly as in Hyb,,. The
two experiments are therefore identically distributed. O

Lemma 3.26. For all A € N, Pr[Hyb,,(A) = 1] = Pr[Hyb;5;(A) =1].

Proof. Hybrids Hyb,, and Hyb,, are identical except in how the challenger samples the preimage target d; for the
honest slots i € [N] \ C on aggregation-valid random oracle queries.

« In Hyb,,, the challenger samples d; < Zg (as in Hyby).
+ In Hyb,,, the challenger samples m; & Zg and sets d; = m; + Cyv; — ag — ZjeSi W

In both experiments u; is sampled as a preimage of d; in the same way, so it suffices to compare the distribution of
d;. Since m; < Zg is uniform and independent of the remaining quantities, the vector d; is uniform and independent
in Hyb,,, exactly as in Hyb,,. The two experiments are therefore identically distributed. O

Lemma 3.27. Supposem > 2nloggq, q is prime, and o,, > logm. Then there exists a negligible function negl(-) such
that for all A € N, |Pr[Hyb,,(A) = 1] - Pr[Hyb,,(A) = 1]| = negl(1).

Proof. First, hybrids Hyb,, and Hyb,, differ in when the challenger samples the components s, e, Ry, and ¥: in Hyb,,
these are sampled in the challenge phase, whereas in Hyb,,, they are sampled in the setup phase. This reordering
does not change the distribution of the experiment since these components are sampled independently of every other
quantity in the experiment (and the challenge input x is fixed at the beginning of the input-selective security game).
Otherwise, the two experiments are identical except that the matrix A, the matrix Cy, and the non-special vectors
w; (j € [M] \ {j; }iec) are programmed when an aggregation-valid random oracle query is made:

+ In Hyb,;, the values A, Cy, and w; are the uniform values recorded in the random-oracle table.
« In Hyb,,, the challenger samples binary Ra, Rc, Ty, and sets A = BRA+¢"®G,,,Cy =BRc - Cy,and w; = Bry,

(programming the corresponding random-oracle values).
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Let K = [Ra | Rc | (rw;)jem\{ji}icc] € {0, 1}4'”5Xk be the concatenation of these binary matrices, where

< (n+1)tm* [log q] + m + 0(Q),

k:fm+M+|[M]\{j7}ieC

using £ = (n + 1)¢m [log q] and M = O(Q). Since n, m, log g, and ¢ are polynomially bounded in 1, r, and log N, and
since the adversary outputs 17, N, and 19 where Q < N, we conclude that k = poly(1). The shifts ¢ ® G,, and C; are
determined by quantities independent of K. Moreover, in Hyb,,, we have C = Cy + C; = BRc and A — ¢ ® G,, = BRa,
so the challenge ciphertext components can be written as

c; =s'C+e'Rc =s"(BR¢) + e'Rc
c;=s(A-9"'®G,)+e Ry =s"(BRy) +e'Ry

’

€j

s'Wj +ey; =s (Bry,) +ey, forallje[M]\ {ji*}iGC'
Each of these terms can be simulated from BK and the leakage e'K, together with quantities that are independent of K
(namely s, e, and the smudging noise ey;). The same is true of the remaining components c}_* for i € C, of the vectors
d; the challenger computes for the honest slots, and of the values A, Cy, and w; the challlenger programs into the
random oracle. Thus, the adversary’s entire view is a function of BK, the leakage 'K, and quantities independent of
K. By Lemma 2.18, the distribution of (B, BK, e'K) is statistically close to that of (B, U, e'K) for uniform U. Replacing
BK with U transforms the distribution in Hyb,, into the distribution in Hyb,;. Thus the two are statistically close
and the claim follows by a hybrid argument over at most Q,, aggregation-valid queries. O

Lemma 3.28. Suppose osmudge > A0 - Bsm, where Bsm = O(Qf) . mO(d-polylog(m)) . poly(s) - OppOLWETagg. Then there
exists a negligible function negl(-) such that forallA € N,

[Pr[Hyb,,(A) = 1] - Pr[Hyb,s(A) = 1]| = negl(A).
Proof. Hybrids Hyb,, and Hyb,; are identical except for the components ¢’; for j € [M].

« Consider c}.* for i € C. In Hyb,,, we have c;* = STWJF +ew., where
i i i
Wj;‘ =m,~—P:~‘ui+Covi—af_* - Z w;.
1
jeS\UT)

Leth = EvalFX(A, f:* ¢). By Theorem 2.15, we have

A,fi*,(p
(A-¢' ®Guhy 1., =2z~ f(9).

Similarly, by Theorem 2.19, the commitment C; = Com(pp,,,,, M) and the opening Z = Open(pp,,» M) satisfy
CiVy = M — BZ. This means C;v; = m; — Bz;. Finally, in Hyb,,, we have P; = BK}, A — ¢" ® G, = BRa,
Co =BRc — Cy, and w; = Bry, for all j € [M] \ { jl.*}l.e - Substituting these relations into the above expression
for c};, we obtain

' — < m — P PSR o
cﬁ—s(m, P;u; + Cyv; ag. Zjes,»\{]i}wj)"'ewj;

i

ST(mi - BK;u; + (BRc — Cy)v; — (BRAhA,f;_*,(P +fi*((p)) _ ZjeS,—\{j,-*} Brwj) + ew,.

ST(III,' — BK?U[ + BRcvl- —m; + BZ,’ — BRAhA,f?,(p _ f;* ((P) _ ZjESi\{j?} Brw_,-) + ewjf (310)

STB(zi - Kiu; +Rev; — RAhA,fi*,(p - ZjeSi\{j;‘} rwj) - STﬁ*((P) + ew]-;_k

= STBti - STﬁ* ((P) + erl’f ,
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where we write
ti=z; — K;klli + Rev; — RAhA’f;*,‘P - Zjesi\{j;} Ty,
In Hyb,;, the challenger instead sets
c;.l_* =(s'B+eti+ £ (x) - lg/2] =Y + ewje - (3.11)
As in the proof of Theorem 3.12, Theorem 2.15 gives
Y =5 () + £ (0 la/2] + e Rahy g
where hy ¢ = EvalFX(¥, f/, x). Substituting this expression for §/ ¢ into Eq. (3.11), the value of c;f in Hyb,;

can be written as
¢ = s'Bt; +e't; + ' (x) - Lq/2] - (sTfi* (p)+fF(x)- Lg/2] + ETR\yh\y,fi/’X) +ew,, 612
! N ! 3.12
= STBtl‘ - STf;»* ((p) + eT (tl - R‘I’h\l’»f;’x) + ewj; .
Comparing Eqs. (3.10) and (3.12), we see that the two expressions are identical except that the noise term ey .
in Hyb, ; is shifted by the additive term
A= e’ (ti - R\yh\y,flj’x) eZ.
We now bound |A;| by expanding t; and bounding each term individually. Recall that e € 7' satisfies

llell < VAouwe, and that K, Re € {0, 1}4 ™, Ry € {0, 1}*" %™ Ry € {0, 1}*”*/™ and ry, € {0,1}*". In
particular, HeTK;‘H ,lleRe]l, le'Rall, lleRy || < 4m° VAo we. We now consider each term in t;:

— Since z; is the i'" column of Open(pp.,m M) and ||Reom|| < \/zapp, we appeal to Theorem 2.19 and
conclude that ||z;|| < O(ﬁappm7 log qlog N), so

|eTzl-| < 4m’ - Vioiwe - O(\/IO'ppm7 log glog N) = A - oLweop, - logqlog N - mOW

Since u; = DGS.Sample(14, 1™, Oaggs H3 (&, - 1)), we have |lu;]| < \/Zoagg by Definition 2.20, so

|eTK:‘u,~| <m- 4m5\/IO'LWF_ . \ﬁaagg =1 OLWEOagg * mo(l).

Since v; is the i™ column of Ver(ppeom» N), Theorem 2.19 gives ||v;|| < O(\/Iappm4 log q), so

|eTRcV,-| <m- 4m5\ﬁc)'|_wg . O(‘/IO'F,pm4 logq) = A - oLweopp - logq - mOW.

As in the proof of Theorem 3.12, Theorem 2.15 gives ||h Il Ihw ¢ x|l < mO(d-polylog(m)) . holy (s). Since

Afie
{ = (n+1)tm[logq] and n,log g < m, this means

<V1- oLwel - mO (@ polyleg(m)) . poly(s).

eTRAhA,f;*,(p| 5 )CTR\]Ih\I/,f;I’X

Finally, since S; C [M] where M = O(Q) by Corollary 2.10,

< M- 4m>VAorwe = 0(Q) - VA - opwe - mOW.

| Zyesngry €'

Since each of the width parameters o\we, opp, Oagg is at least 1, and using the fact that A < m and loggq < m,
we can sum up the above bounds to conclude that

1A < O(Qf) . mO(d-polylog(m)) | poly(s) - OppOLWETagg = Bem-

Since ew,. D with Gsmudge > A@) . Bsm, we appeal to Lemma 2.13 to conclude that the distri-

Zso-smudge,\/;lasmudge
butions Ew s and ew,. + A; are statistically close. Thus, the distributions of c; are statistically indistinguishable

i

between the two experiments.
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« Consider j € [M] \ {j;}icc- In this case, w; = Bry,,. Thus, in Hyb,,
c} =s'Wj +ey, =5 Bry; +ey,.
In Hyb,;, we have
¢;=(s'B+e)ry; + ey,
Again, these are identical expressions except that the noise term ey, in Hyb,, is shifted by the additive term

e'ry, in Hyb,s. Since ry; € {0, 1}4'”5 and ||e|| < VAoLwe, we have le'ry, | < am*Vowe < Bsm- Appealing to
Lemma 2.13 again, the distribution of ¢/ is statistically indistinguishable in the two experiments.
Since M = poly(4), the claim now follows by a hybrid argument over the M components ¢/, ..., c},. O
Lemma 3.29. Suppose the (2m?, o) -decomposed LWE assumption holds with lattice parameters (n, m, q, o we). Then,
there exists a negligible function negl(-) such that forallA € N,

[Pr[Hyb s (A) = 1] — Pr[Hyb,;(A) = 1]| = negl(A).

Proof. The two hybrids differ in the distribution of y". Suppose |Pr[Hyb15 (A) =1] = Pr[Hyb((A) = 1]| = ¢ for
some non-negligible e&. We use A to construct an efficient adversary B that breaks (2m?, opp)-decomposed LWE:

« At the start of the game, 8 gets a challenge (W, R, v") from the decomposed LWE challenger, where W € ngznﬁ

andR € Z’"XZ’"3, and sets Weom = W, Reom =R, and y"' =v' € Zéms. Algorithm 8B then runs the setup phase
as in Hyb,., except it constructs

B=Wcm (IZm2 ® Rcom) + VeC(IZmZ)T ®Gy € ZZX4mS and PPcom = (Wcom: Reom, B)

from the challenge (rather than sampling W, and Reon, itself), and it does not sample s and e. It uses y' in
place of s'B + €" when constructing .

« Algorithm 8B runs the rest of the game exactly as described in Hyb . (which only requires knowledge of y').

Ify" =s"B + €', algorithm B perfectly simulates Hyb,., and if y" is uniform, algorithm B perfectly simulates Hyb,.
Thus, algorithm B breaks (2m?, op,)-decomposed LWE with advantage . O

Lemma 3.30. Supposem > 2nloggq, q is prime, and o,, > logm. Then there exists a negligible function negl(-) such
that for all A € N, |Pr[Hyb,(A) = 1] — Pr[Hyb,;(A) = 1]\ = negl(}).

Proof. The difference between the hybrids is the distribution of ¥:
« In Hyb,,, the challenger samples Ry <~ {0, 1}4’"5”"1 and sets ¥ = [;,ST ]R\y +X' ® Gpy.

« In Hyb,,, the challenger samples ¥ < Z((]"H)X[m.

We show that the distributions are indistinguishable in two steps:

« First, we apply Lemma 2.18 with the fixed vector y and K = Ry € {0, 1}4"’5”'". Then, (W¢oms Reom> BRy, Y Ry)
is statistically close to (Wcom, Reom, U, ¥'Ry) where U & ZZX"”‘. This means the following distributions are
statistically indistinguishable:

B
yT

« Next, sincey & Z‘;’"S is uniform and 4m> > 2log g, we can apply Lemma 2.17 to conclude that the distribution of

(y,y"Ry) is statistically close to (y,u") where u < Zg’". This means the following distributions are statistically
indistinguishable:

[B

yT

Since U and u are uniform and independent of all other quantities, the latter distribution is precisely Hyb,.

Ry +x' ® G,4; and [YTIIJQW +x' ® Gpiq.

U
Ry +x' ® G,y; and ot X' ® Gy

The claim now holds by a hybrid argument. O
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Completing the proof. By Lemmas 3.14 to 3.30, we conclude that
| Pr[Hyb,(A) = 1] — Pr[Hyb,,(A) = 1]| = negl(1),
and security follows. o

Remark 3.31 (Reducing Size of Master Public Key). The master public key mpk = (crsnizk, A, B,C, wy, ..., W) in
Construction 3.11 contains M = O(Q) vectors wy, ..., wy € Z(’I’. Thus, the size of the master public key scales with the
collusion bound Q. We can remove this dependence using an extra layer of indirection. Let Hy: {0,1}* — {0,1}* be a
hash function (which we also model as a random oracle). Then, we modify the Aggregate algorithm to first compute a
short digest & = Hy (&) of the aggregation input & from Eq. (3.4), and then derive every random-oracle-generated compo-
nent using & as the prefix rather than . In particular, the Aggregate algorithm now sets w; = H;(¢’, (2, j)) foreach j €
[M]. Likewise, it derives A, ppcgg, Co, and u; using &’. Since the vectors wy, ..., wy and the matrix A are now recom-
putable from & alone, the aggregation algorithm instead outputs mpk = (crsnizk, B, C, £). This reduces the size of the
master public key to poly (A, d, log ¢,log s, log N), which is independent of the collusion bound Q and depends only poly-
logarithmically on the input length ¢. Similarly, we can reduce the size of the helper decryption keys by setting hsk; =
(&,vi,2;, f;). The encryption and recovery algorithms can compute the matrix A, the vectors wy, ..., wys, and the
cover-free set parameters pp.gr from £ and then proceed as before. Finally, the ciphertext is unchanged. It still contains
the M components c, .. ., c;w, so the size of the ciphertext still scales with the collusion bound Q (and this is unavoid-
able due to Remark 3.8). This also means that the running time of the encryption algorithm scales with the collusion
bound (and formally, we would augment the encryption algorithm to take the collusion bound 19 as an explicit input).

The security analysis carries over with one change. In the proof of Theorem 3.13, the challenger programs the
values of Hy, Hy, Hs at &* on each aggregation-valid random oracle query with prefix £*. In the modified scheme,
whenever the adversary queries Hy on such an input &*, the challenger samples a fresh & & {0, 1}* and responds
with &. Then the challenger programs the values of H; (&, -), Hy(&,-), and H3 (&, -), exactly as before. Since each
& is uniform and independent of the adversary’s view at the time it is sampled, the probability that the adversary
queries H;, Hy, H on an input whose prefix is & is at most Q% /2% = negl(1), where Q,, = poly(2) is again a bound
on the number of random oracle queries the adversary makes. The rest of the analysis now follows similarly.

Remark 3.32 (Functions with Multi-Bit Output). We can extend Construction 3.11 to support functions f: {0,1}f —
{0, 1}%t with £, output bits by instantiating the scheme with N£,,; slots and collusion bound Q#,;. Namely, each user
now registers £o,; slots, where the k™ slot of user i is associated with the function ﬁ(k) that computes the k" output
bit of f;. The user recovers f;(x) by decrypting each of its £, slots. Since an adversary that corrupts a user obtains
all £yt of its slots, the collusion bound scales accordingly, and security follows immediately from Theorem 3.13. We
note that a user can reuse a single key-pair (pk, sk) for all of its slots. Since GetHint depends only on the user’s secret
key and the ciphertext (and not on the slot index or the function), a single decryption hint suffices for all £, slots.

Parameter instantiation. Let A be a security parameter, ¢ € (0, 1) be a constant, and & = {7}, be a family
of functions f: {0,1}’ — {0, 1}%« on inputs of length ¢ = £(7) and outputs of length £, = £out(7), and which can
be computed by Boolean circuits of depth at most d = d(r) and size at most s = s(7). Let N be the number of slots
and Q < N be the collusion bound. We instantiate the parameters in Construction 3.11 (with the extension from
Remark 3.32) as follows so as to satisfy Theorems 3.12 and 3.13:

« We set the lattice dimension n = A-d'/¢-polylog (A, d, ¢, s, N), where the polylog factor is chosen so that n¢ > log g.
+ We take m = ©(nlog q) where m > 3nloggq. In particular,n > A and m > 2(n + 1) logq.
« We set the Gaussian width parameters to be

opp = [logm] +1, 0agg =2mlogn, opwe =poly(n), on = glog* 2 . ms\ﬁo._WE,

and Osmudge = glog’ . O(N?) - mO(d polylog(m)) . poly(s) - oppOLWETagg. Taking Ao = Zlogz’l, these satisfy the
requirements op, > log m, oaeg > mlogn, o,gs = poly(4,d), one > am5 V2o we - A2 and Tsmudge > A0 .g
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from Theorem 3.13. Note here that we use the fact that the extension from Remark 3.32 instantiates Construc-
tion 3.11 with N4,y slots and collusion bound Qf,t, and since s > £, the extra factor of £,,; can be absorbed
into poly(s).

« We choose the modulus g to be a prime satisfying

4> 4 () - mOTHOSD oy (5) - g e
_ 2po[y10g(/1) . N?- mO(d<ponl0g(m)) . poly(s),

so as to satisfy Theorem 3.12.

Taken together, this means logm = 0(1), logg = O(d), and m = A - O(d”l/g). By construction, logg < n’,

so q = 20(d) < 2n° and correspondingly, we rely on the decomposed LWE assumption with a sub-exponential
modulus-to-noise ratio. With this setting of parameters, the ciphertext ct = (ctmain, 7ct) has size

MTlogq]l + ((n+1)em+4m®+m+fm) [logq] + poly(Ad) = Qloy: - O(d) + £ - poly(A, d,log N),
———— —————

, / T T T
CloeensCpp ¥, cp,c,, 04 TTet

where we use the fact that M = O(Qfyu), £ = (n+ 1)fm [log g1, and that the proof . has size |(s, e)| + poly(A,d) =
poly (4, d) by Fact 2.2. Based on these parameter choices, we can appeal to Theorems 3.12 and 3.13 and Fact 2.2, and
Remarks 3.7, 3.31 and 3.32 to obtain the following corollary:

Corollary 3.33 (Slotted Succinct Bounded-Collusion Registered FE). Let A be a security parameter, N be the number
of slots, and Q < N be a collusion bound. Let ¥ be a function family with input length { = ¢(A) and output length
Lout = Lout(A) that can be computed by a Boolean circuit of depth at most d = d(A) and size at most s = s(A). Then, under
the decomposed LWE assumption with a sub-exponential modulus-to-noise ratio, there exists an input-selective static
CCA-secure succinct bounded-collusion registered FE scheme for ¥ in the random oracle model. The scheme supports
up to N users and satisfies the following properties:

+ Public parameters, user keys, and decryption hints: The public parameters pp, each individual user’s public
key pk and secret key sk, and the decryption hints ht all have size poly(4,d, log¢,logs,log N).

« Master public key: The size of the master public key mpk is poly(A, d,log¢,logs,log N). Note that this is
independent of the collusion bound Q (see Remark 3.31).

« Helper decryption keys: The size of each user’s helper decryption key is £y, - poly(A, d,log¢,1log s, log N); here,
we do not count the description length of the function associated with the helper decryption key. Note that this
is independent of the collusion bound Q (see Remark 3.31).

. Ciphertext: A ciphertext ct has size Qfyy - O(d) + € - poly (A, d,log N).

Moreover, the scheme has a transparent setup.

4 Silent Threshold Encryption

In this section, we compile our registered FE scheme from Section 3 into a silent threshold encryption scheme with
ciphertext size O(T) + poly(A,log N), where T is the threshold and N is the number of users. More generally, we
construct a bounded-collusion distributed monotone-policy encryption scheme (that supports key aggregation) from
any computational secret sharing scheme.
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4.1 Secret Sharing

We recall the notion of a secret sharing scheme [Sha79, BL88]. In the standard information-theoretic setting, security
requires that shares for any unauthorized set reveal no information about the message. We also consider the more
general computational setting [Yao89, VNS*03] where we only require the unauthorized shares to computationally
hide the message.

Definition 4.1 (Monotone Access Policy). A monotone access policy on N parties is a monotone Boolean function
P: {0,1}"N — {0,1} (i.e, if P(B1,..., ) = 1 and B} > B; for all i € [N], then P(f], .. .,By) =1). ForasetS C [N],
we define

P(S) == P(p1,...,fN) where pf;=1ifie Sand f; =0 otherwise.

We say that a set S C [N] is authorized for P if P(S) = 1 and unauthorized otherwise.

Definition 4.2 (Secret Sharing). Let # be a family of monotone access policies. A secret sharing scheme for $ with per-
party share size £ = £(1) and randomness length pss = pss(A) is a pair of efficient algorithms IIss = (Share, Reconst)
with the following syntax:

« Share(P, i, u;r) — (o;): On input a policy P € P (over N parties), a party index i € [N], a message p € {0, 1},
and randomness r € {0, 1}755, the deterministic sharing algorithm outputs the i share o; € {0, 1}*.

« Reconst(P, T, {(i,0i)};er) — p: On input a policy P € P (over N parties), a set T € [N], and shares o; for
i € T, the reconstruction algorithm outputs a message p € {0, 1}.

We require the following properties:

« Correctness: For all security parameters A € N, policies P € P (over N parties), messages p € {0,1}, and
authorized sets T C [N] where P(T) =1,

r & {0,1}pss

“HYVieT:o;=Share(Piir) | L

Pr |Reconst(P, T, {(i, 0;) };c1)

« Non-adaptive security: For an adversary A and a bit b € {0, 1}, we define the non-adaptive security game
as follows:

— Setup: On input the security parameter 1%, the adversary A outputs a policy P € P (over N parties) and
a set of parties T C [N].

- Challenge phase: The challenger checks that P(T) = 0 and halts with output 0 if not. Otherwise, the
challenger samples r & {0, 1}Pss, computes o; = Share(P, i, b;r) for each i € T, and gives {0;};cr to A.

— Output phase: At the end of the experiment, algorithm A outputs a bit b” € {0, 1}, which is the output
of the experiment.

We say that ITss is secure if for all efficient adversaries A, there exists a negligible function negl(-) such that
forall A € N,
[Pr[b’=1|b=0]—Pr[b’ =1|b=1]| =negl(d) (4.1)

in the secret-sharing security game defined above. If Eq. (4.1) holds for all (possibly unbounded) adversaries A,
we say the scheme is statistically secure. If the distinguishing advantage is 0, we say the scheme is perfectly secure.

Additionally, we define the share circuit complexity of IIss to be the size of the smallest Boolean circuit family # of
circuits Cp j(y,r) = Share(P, j, py;r) that output the j share (as a function of the message and randomness) for a
policy P € P and an index j.

Classic secret sharing schemes like Shamir’s scheme [Sha79] for threshold policies, or the linear secret sharing schemes
for monotone Boolean formulas from [BL88, LW11] satisfy perfect security. More recently, Applebaum et al. [ABI"23]
constructed succinct computational secret sharing schemes where the per-party share size ¢ is sublinear in the length
of the policy description.
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Remark 4.3 (Randomness Length). In Definition 4.2, we assume that the randomness length pss is a fixed function of
A and in particular, independent of the number of parties N. We note that this is without loss of generality, since one
can always use a pseudorandom generator (PRG) to expand a poly(1)-size seed into however many bits of randomness
are required by the sharing algorithm. Computational security of the resulting scheme would then follow by security
of the PRG.

Instantiation for threshold policies. For threshold policies, we can combine Shamir secret sharing [Sha79] with a
pseudorandom function (PRF) that can be computed by polylogarithmic-depth Boolean circuits (e.g., the lattice-based
scheme from [BPR12]) to obtain a computational threshold secret sharing scheme with the following properties:

Fact 4.4 (Computational Threshold Secret Sharing). Let A be a security parameter and # = {Pny .1} where Py 1
is the threshold policy with N users and threshold T < N (i.e, Pyr(S) = 1if |S| = T). Then, under the LWE
assumption (with a super-polynomial modulus-to-noise ratio), there exists a computationally-secure secret sharing
scheme IIss = (Share, Reconst) for # with the following properties:

+ Per-party share size: The shares output by Share for a policy Py 1 € P have size £ = O(log N).
« Randomness length: The randomness length for Share is pss = poly(21).

« Share circuit complexity: The algorithm Share(Pn,-,-) can be computed by a Boolean circuit of size
T - poly(A,log N) and depth poly(log A,log T).

4.2 Bounded-Collusion Distributed Monotone-Policy Encryption

In this section, we define the notion of distributed monotone-policy encryption with one-round distributed decryption,
following [DJWW25, CW26a, AGY26a]. Our definition differs from [DJWW25, CW26a, AGY26a] in that additionally
we parameterize the scheme by a collusion bound Q and only require security against adversaries that corrupt at
most Q parties. Similar to [AGY26a], we also include a deterministic aggregation procedure (a requirement in the
setting of silent threshold encryption [GKPW24]).

Definition 4.5 (Distributed Monotone-Policy Encryption). Let A be a security parameter, Q be a collusion bound, and
P be a family of monotone access policies. A distributed monotone-policy encryption scheme with policy space
and collusion bound Q is a tuple of efficient algorithms IImpe = (Setup, KeyGen, IsValid, Aggregate, Encrypt, GetHint,
Decrypt) with the following syntax:

« Setup(1%, N) — pp: On input the security parameter A € N and the number of parties N € N (in binary), the
setup algorithm outputs the public parameters pp.

« KeyGen(pp) — (pk, sk): On input the public parameters pp, the key-generation algorithm outputs a public
key pk and a secret key sk.

« IsValid(pp, pk) — b: On input the public parameters pp and a public key pk, the validity-checking algorithm
outputs a bit b € {0, 1}.

. Aggregate(lQ, pp, (pky, ..., pky), P) = (mpk, hsky, ..., hsky): On input a collusion bound Q € N, the public
parameters pp, a list of public keys pk;, ..., pky, and a policy P € P, the aggregation algorithm outputs a
master public key mpk and helper decryption keys hsky, ..., hsky. This algorithm is deterministic.

« Encrypt(mpk, g) — ct: On input the master public key mpk and a message y € {0, 1}, the encryption algorithm
outputs a ciphertext ct.

« GetHint(sk;, ct) — ht;: On input a secret key sk; and a ciphertext ct, the hint-generation algorithm outputs
a decryption hint ht;.

« Decrypt(P, {(i, ht;, hsk;) };er, ct) — p: On input the policy P € P, a list of hints and helper decryption keys
(ht;, hsk;) for i € T € [N], and a ciphertext ct, the decryption algorithm outputs a message y € {0,1}.
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Moreover, ITppg should satisfy the following properties:

« Correctness: For all security parameters A € N, all N € N, all collusion bounds Q € N, all policies P € P (over
N parties), all sets T € [N] where P(T) = 1, all messages u € {0, 1}, all public parameters pp in the support
of Setup (1%, N), all (pk;, sk;) in the support of KeyGen(pp) for i € T, and all public keys pk; for i € [N] \ T,

Pr [Decrypt(P’ {(15 htia hSki)}iET > Ct) = )u] = 1’

where we have (mpk, hsky,...,hsky) = Aggregate(19, pp, (pky,. .., pky), P), ct « Encrypt(mpk, z), and
ht; « GetHint(sk;,ct) foralli € T.

« Completeness: For all security parameters A € N, all N € N, all public parameters pp in the support of
Setup(1%, N), and all (pk, sk) in the support of KeyGen(pp), we have IsValid(pp, pk) = 1.

« Security: For a security parameter A, an adversary A, and a bit b € {0, 1}, we define the security game as follows:

— Setup: At the beginning of the game, the adversary outputs the number of parties N and the challenger
samples pp < Setup(1%, N) and initializes a counter ctr = 0 and an (empty) list C = @. The list C is used
to keep track of corrupted keys. The challenger gives pp to A.

- Pre-challenge query phase: The adversary can now make the following queries:

» Key-generation query: In a key-generation query, the challenger increments the counter ctr = ctr+1,
samples (pk,,, Sketr) < KeyGen(pp), and responds with pk,

ctr> ctr-

» Corruption query: In a corruption query, the adversary specifies a counter value ctr’ < ctr, and
the challenger replies with ske. The challenger adds ctr’ to C.

» Hint-generation query: In a hint-generation query, the adversary specifies a ciphertext ct and a
counter value ctr’ < ctr. The challenger replies with GetHint(skey, ct).

— Challenge phase: In the challenge phase, the adversary specifies a challenge policy P € P on N users and
a collusion bound 1€ such that Q < N. In addition, for each i € [N], algorithm A either specifies a public
key pk; or a counter value ctr;. For eachi € [N] where A specifies a counter value ctr; < ctr, the challenger
sets pk; = pkg,,. The challenger computes (mpk, hsk;, ..., hsky) = Aggregate(19, pp, (pky, . .., pky), P)
and replies with ct* < Encrypt(mpk, b).

— Post-challenge query phase: The adversary can continue to make corruption and hint-generation
queries. If the adversary asks for a hint on the challenge ciphertext ct*, the counter value ctr’ is added to C.

— Output phase: At the end of the game, algorithm A outputs a bit b’ € {0, 1}, which is the output of the
experiment.

For each i € [N], let §; = 1 if the adversary chose the key itself or a corrupted counter value ctr; € C during
the challenge phase, and f§; = 0 otherwise. We say that A is admissibleif P(Bi, ..., n) =0, Xie(n) Bi < Q. and
for each i € [N] where A specifies a public key pk;, we have IsValid(pp, pk;) = 1. We say that IIppe is secure
if for all efficient and admissible adversaries A, there exists a negligible function negl(-) such that for all A € N,

[Pr[b’=1|b=0]-Pr[b’ =1|b=1]| = negl(d) (4.2)
in the security game defined above.

« Succinctness: There exists a polynomial poly(-, -, -) such that for all A € N, all N € N, all collusion bounds
Q € N, all public parameters pp in the support of Setup(1%4, N), all policies P € P (over N parties), all pub-
lic keys pk;, ..., pky, and setting (mpk, hsky, ..., hsky) = Aggregate(lQ, pp, (pky, - . ., pky), P), we have that
[mpk]|, |hsk;| = poly(A, Q,log N) for all i € [N].

Definition 4.6 (Static Security). Let IIppg be a distributed monotone-policy encryption scheme with collusion bound
Q. We define the static security game for IImpg by restricting the adversary in the security game from Definition 4.5
as follows:
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« At the beginning of the setup phase, the adversary commits to the set of corrupted parties C C [N].
+ The adversary cannot make any corruption queries in either phase.

« In the post-challenge query phase, the adversary cannot make a hint-generation query on the challenge
ciphertext ct™.

+ During the challenge phase, the adversary is required to specify a public key pk; of its own choosing for all
i € C and a counter value ctr; < ctrforalli ¢ C.

Since there are no corruption queries in the static security game, the values f1,. .., Sy from Definition 4.5 satisfy
pBi = 1ifand onlyifi € C. Thus, in this setting, an adversary is admissible if C is unauthorized (i.e., P(C) = 0), |C| < O,
and IsValid(pp, pk;) = 1 for all i € C. We say that IImpg satisfies static security if for all efficient and admissible
adversaries A, Eq. (4.2) holds in the static security game.

4.3 Silent Threshold Encryption from Succinct Bounded-Collusion Registered FE

In this section, we show how to construct silent threshold encryption with ciphertext size O(T) + poly (2, log N) from
slotted succinct bounded-collusion registered FE, where T is the threshold and N is the number of users. Specifically,
we first show how to construct bounded-collusion distributed monotone-policy encryption for any policy with a
computational secret sharing scheme and then instantiate the computational secret sharing scheme for threshold
policies using Shamir secret sharing [Sha79] with randomness derived from a low-depth PRF.

Construction 4.7 (Distributed Monotone-Policy Encryption). Let A be a security parameter, N be the number of
parties, and Q be a collusion bound. We define the following:

« Let P be a family of monotone access policies over N parties. Let IIss = (SS.Share, SS.Reconst) be a computa-
tional secret sharing scheme for  with per-party share size £ = £(1) and share randomness length pss = pss(1).

« Let F = {F2} 1 be the function family where F; contains the share-generation circuits Cp;: {0, 1}PsM*1 —
{0, 1}*P for all policies P € P over N parties and all j € [N], where

Cp,j(pr) = SS.Share(P, j, ji;7).

o Let ITrrr = (RFE.Setup, RFE.KeyGen, RFE.IsValid, RFE.Aggregate, RFE.Encrypt, RFE.GetHint, RFE.Recover) be
a slotted succinct bounded-collusion registered FE scheme (Definition 3.1) for the function family . Since
each share circuit has ¢-bit outputs, we require ITgfe to support functions with ¢-bit outputs (see Remark 3.32).

We construct a distributed monotone-policy encryption scheme IIpmpe = (Setup, KeyGen, IsValid, Aggregate, Encrypt,
GetHint, Decrypt) as follows:

« Setup(14, N): Output RFE.Setup(1%, 14, N).

« KeyGen(pp): Output RFE.KeyGen(pp).

« IsValid(pp, pk): Output RFE.IsValid(pp, pk).

. Aggregate(lQ, pp, (pky, ..., pky), P): Output RFE.Aggregate(lQ, pp, (pky, ..., pky), (Cp1, ..., CpN)).
« Encrypt(mpk, p): Sample r <~ {0, 1}#ss and output RFE.Encrypt(mpk, (g, 7)).

« GetHint(sk;, ct): Output RFE.GetHint(sk;, ct).

« Decrypt(P, {(i, ht;, hsk;) };cr, ct): For each i € T, compute the shares o; = RFE.Recover(ht;, hsk;, ct). Output
SS.Reconst(P, T, {(i, 0;) }ieT)-

Theorem 4.8 (Correctness). Suppose Ilgrg and Ilss are correct. Then, Construction 4.7 is correct.
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Proof. Take any A € N, any N € N, any collusion bound Q < N, any policy P € P over N parties, any set T C [N]
where P(T) = 1, any message p € {0,1}, any pp in the support of Setup(1%, N), any (pk,, sk;) in the support of
KeyGen(pp) for i € T, and any choice of pk; for i ¢ T. Let

(mpk, hsky, ..., hsky) = Aggregate(lQ, pp, (pky, ..., pky). P)
and ct « Encrypt(mpk, p1). For each i € T, let ht; «<— GetHint(sk;, ct). Now, consider the output of
Decrypt(P, {(i, ht;, hsk;) };er, ct).
By correctness of ITgrrg, we have
o; = RFE.Recover(ht;, hsk;, ct) = SS.Share(P, i, y; r)
where r € {0, 1}755 is the randomness sampled by Encrypt. By correctness of IIss, we have
Decrypt(P, {(i, ht;, hsk;) };c7, ct) = SS.Reconst(P, T, {(i, o) }ieT) = - O

Theorem 4.9 (Static Security). Suppose Ilpre satisfies input-selective static CCA security and Ilss is secure. Then,
Construction 4.7 is statically secure.

Proof. Take any efficient adversary A for the static security game. We define a sequence of hybrid experiments
parameterized by a bit b € {0, 1}.

. Hyb(()b>: This is the static security game with challenge bit b € {0, 1}:

— Setup phase: On input the security parameter 14, the adversary outputs the number of parties N and the
set of corrupted parties C C [N]. The challenger gives pp < RFE.Setup(1%, 1%, N) to A and initializes
a counter ctr = 0.

— Key-generation queries: When algorithm A makes a key-generation query, the challenger increments
ctr = ctr + 1, samples (pk,,, Sketr) < RFE.KeyGen(pp), and replies with pk

ctr ctre
- Pre-challenge hint-generation queries: When algorithm A makes a hint-generation query (ct, c) for

¢ < ctr, the challenger replies with RFE.GetHint(sk,, ft).

- Challenge phase: Algorithm A outputs a policy P € P over N parties, a collusion bound 19 where
Q < N and |C| £ Q. Algorithm A specifies a public key pk; for i € C and a counter value ctr; for each
i € [N]\ C.Foreachie [N]\C,the challenger sets pk; = pk,,, . For each i € C, the challenger checks
that IsValid(pp, pk}) = 1 and halts with output 0 if not. Otherwise, the challenger computes

(mpk, hsky, ..., hsky) = RFE.Aggregate(lQ, pp, (pki, ..., pky), (Cpy1,...,CpN)).

The challenger then samples r <~ {0, 1}#ss and gives ct* < RFE.Encrypt(mpk, (b,r)) to A.

— Post-challenge hint-generation queries: Algorithm A can continue to make hint-generation queries
on ciphertexts (ct, ¢) where ct # ct*. The challenger answers these queries exactly like the pre-challenge
hint-generation queries.

— Output phase: At the end of the experiment, algorithm A outputs a bit b” € {0, 1}, which is the output
of the experiment.

. Hybib): Same as Hybéb) except the challenger uses the RFE simulator S = (Spp, Skg, Sct> Sht) instead of the
honest RFE algorithms. Here, S is the simulator for IIgrg from Definition 3.10. Specifically, the challenger now
does the following:

— Setup phase: The challenger now samples (pp, sts) « Spp(l", 1%, N, C) and gives pp to A.
- Key-generation queries: When algorithm A makes a key-generation query, the challenger increments
ctr = ctr + 1, samples (pk_,,.,sts) < Sy (sts), and replies with pk

ctr*
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- Pre-challenge hint-generation queries: When algorithm A makes a hint-generation query (ct, ¢) for
¢ < ctr, the challenger computes (ht, sts) « S (sts, ¢, ct) and replies with ht.

- Challenge phase: The challenger checks that IsValid(pp, pk}) = 1 for each i € C and halts with output
0 if not (exactly as in Hyb(()b)). Otherwise, it samples r <~ {0, 1}#ss and defines the following quantities
for each i € [N]:

« If i € C, the challenger sets ctr; = L and y; = Cp;(b,r) = SS.Share(P, i, b;r).
« If i € [N] \ C, then ctr; is the counter value A specified for slot i, and the challenger sets y; = L.
The challenger then computes (ct*, stg) « Sci(sts, 19, {(ctri, Cp,, pk}, yi)}ie[NJ) and gives ct* to A.

— Post-challenge hint-generation queries: The challenger answers these queries exactly like the pre-
challenge hint-generation queries (i.e., using Spy).

— Output phase: At the end of the experiment, algorithm A outputs a bit b” € {0, 1}, which is the output
of the experiment.

We write Hybgb) (A) to denote the random variable corresponding to the output of an execution of hybrid Hyblgb) with
adversary A (and an implicit security parameter ). We now bound the difference between the output distributions
of each adjacent pair of hybrid experiments.

Lemma 4.10. Suppose Igee satisfies input-selective static CCA security. Then, there exists a negligible function negl(1)
such that for all b € {0,1} and all A € N, | Pr[Hyb'" (A) = 1] - Pr[Hyb'" (A) = 1]| = negl(1).

Proof. Suppose |Pr[Hybéb) (A)=1] - Pr[Hybib) (A) = 1]| = ¢ for some b € {0, 1} and some non-negligible ¢. We
use A to construct an efficient adversary B that breaks input-selective static CCA security of IIrrg:

« Setup phase: Algorithm 8B samples r & {0,1}#ss and gives (1’1, 1" N,C, x), where x = (b, r), to the challenger
to get the public parameters pp. Algorithm B gives pp to A.

+ Key-generation queries: When algorithm A makes a key-generation query, algorithm 8 makes a key-
generation query to the challenger to get pk,,, which it forwards to A.

ctr>

« Hint-generation queries: When algorithm A makes a hint-generation query (ct, c), algorithm 8 makes a
hint-generation query (ct, ¢) to the challenger to get ht, which it forwards to A.

+ Challenge phase: When algorithm A outputs a policy P € P over N parties, a collusion bound 19 where
Q < N, a public key pk; (which sets ctr; = 1) for i € C, and a counter value ctr; for each i € [N] \ C, algorithm
B outputs 0 if |C| > Q. For each i € [N] where A specifies a counter value ctr; < ctr, algorithm B sets
pki = pk,- Algorithm B gives (19, {(ctr;, Cp,i, pk}) }ie[n]) to the challenger to get ct*, which it forwards to
A. Note that the registered FE challenger checks that IsValid(pp, pk}) = 1 for each i € C (and halts with output
0 if not), which matches the behavior in Hyb(()b) and Hybib).

« Output phase: At the end of the game, if algorithm A outputs b’ € {0, 1}, algorithm B also outputs b’.

By admissibility of A, algorithm B is admissible. If the registered FE challenger uses the real algorithms to construct
each component, then algorithm B perfectly simulates Hyb(()b). If the registered FE challenger constructs the com-

ponents using the simulator, then algorithm 8 perfectly simulates Hybib). Thus, algorithm B breaks input-selective
static CCA security with the same advantage «. O

Lemma 4.11. Suppose Ilss is secure. Then, there exists a negligible function negl(A) such that for allb € {0,1} and
all 2 € N, | Pr[Hyb'” (A) = 1] = Pr[Hyb!" (A) = 1]| = negl(A).

Proof. Suppose |Pr[Hyb§0) (A) =1] - Pr[Hybil)(ﬂ) = 1]| = ¢ for some non-negligible ¢. We use A to construct
an efficient adversary 8 that breaks security of ITgg:
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« Setup and query phases: Algorithm B starts running A on input 1*. Algorithm A outputs the number of
parties N and the set of corrupted parties C C [N]. Algorithm B executes the remainder of the setup and query

phases exactly as described in Hyb{b) since these phases do not depend on b (or the secret sharing scheme).

« Challenge phase: Algorithm A outputs a policy P € P over N parties, a collusion bound 19 where Q < N
and |C| < Q, a public key pk; for each i € C, and a counter value ctr; for each i € [N] \ C. For each
i € [N]\ C, algorithm 8 sets pk; = pkmi, and for each i € C, it sets ctr; = L. Next, algorithm B checks that
IsValid(pp, pk}) = 1 for each i € C and halts with output 0 if not. Otherwise, algorithm $ submits the policy P
together with the set C to the secret sharing challenger, which replies with shares {y;};c. For eachi € [N]\C,
algorithm B sets y; = L. Finally, algorithm 8B constructs the challenge ciphertext by computing

(ct", sts) = Set(sts, 19, {(ctrs, Cp, pkj, yi)}ie[N] )
and gives ct* to A.

« Output phase: At the end of the game, if algorithm A outputs b’ € {0, 1}, B also outputs b’.

Since A is admissible, we have P(C) = 0. In this case, if the secret sharing challenger shares 0, algorithm 8 per-

fectly simulates Hybgo), and if the secret sharing challenger shares 1, algorithm 8B perfectly simulates Hybil). Thus,
algorithm B breaks secret sharing security with the same advantage e. O

Security now follows via Lemmas 4.10 and 4.11 and a hybrid argument. O

Instantiations. Combining Construction 4.7 with Theorems 4.8 and 4.9 and instantiating the underlying registered
FE scheme with Corollary 3.33, we obtain the following corollary:

Corollary 4.12 (Distributed Monotone-Policy Encryption with Bounded Corruptions). Let A be a security parameter,
Q = Q(A) be a collusion bound, and P be a policy family over N parties with a secret sharing scheme with per-party share
size £ = £(A) and randomness length pss = pss(A). Suppose the share-generation algorithm can be computed by a Boolean
circuit with depth d = d(A) and size s = s(A). Then, under the decomposed LWE assumption with a sub-exponential
modulus-to-noise ratio, there exists a statically-secure distributed monotone-policy encryption scheme for P with collusion
bound Q in the random oracle model. The scheme satisfies the following properties:

« Public parameters, user keys, and decryption hints: The public parameters pp, each individual user’s public
key pk and secret key sk, and the decryption hints ht all have size poly(4, d,log pss,log s, log N).

. Aggregated public key: The size of the aggregated public key mpk is poly(4, d, log pss, log s,log N).
« Helper decryption keys: The size of each user’s helper decryption key is £ - poly(4A, d, log pss, log s,log N).
. Ciphertext: A ciphertext ct has size O - O(d) + pss - poly(A, d,log N).

Moreover, the scheme has a transparent setup.

Finally, we instantiate Corollary 4.12 with the threshold secret sharing scheme from Fact 4.4 and the collusion bound
Q =T — 1. In this case, the per-party share size is £ = O(log N), the randomness length is pss = poly(A1), and the
share-generation circuit has depth d = poly(log A,log T) = O(1) and size s = T - poly(},log N). This yields the
following corollary:

Corollary 4.13 (Silent Threshold Encryption). Let A be a security parameter, N be the number of users, and T be a
threshold. Then, under the decomposed LWE assumption with a sub-exponential modulus-to-noise ratio, there exists a
statically-secure silent threshold encryption scheme in the random oracle model with the following properties:

+ Public parameters, user keys, and decryption hints: The public parameters pp, each individual user’s public
key pk and secret key sk, and the decryption hints ht all have size poly(A,log N).
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« Aggregated public key and helper decryption keys: The aggregated public key mpk and each user’s helper
decryption key have size poly(A,log N).

. Ciphertext: A ciphertext ct has size O(T) + poly (2, log N).
Moreover, the scheme has a transparent setup.

Remark 4.14 (Supporting Dynamic Thresholds). Following a similar compiler from [BLM*24], we can use a generic
power-of-two approach to support dynamic thresholds with only logarithmic overhead. For completeness, we briefly
describe the approach here. First, we say a silent threshold encryption scheme supports dynamic thresholds if the
threshold T is provided at encryption time rather than aggregation time. At a high level, we run n = [log N instances
of Construction 4.7, where the it instance is instantiated with collusion bound 2! and supports all thresholds T < 2:

« Since the actual threshold T is only determined at encryption time, it is now provided as an input to the
encryption algorithm. Thus, we modify the function associated with user j to be the circuit

Cj(p, T,r) == SS.Share(Pn.r, j, i1;7).

Again, by Fact 4.4, such a function can be computed by a Boolean circuit of size 2’ - poly(A,log N) and depth
poly(log A, log N) in the i instance (which only needs to support thresholds T < 27).

« The aggregation algorithm now aggregates the users’ public keys in each of the n instances, where the i
instance is aggregated with collusion bound 2°. The master public key consists of all n aggregated master public
keys and each user’s helper decryption key now consists of the n helper keys for the n instances.

« To encrypt with respect to a threshold T, the encrypter encrypts the triple (¢, T,r) using the master public
key of the i instance, where i = [log T]. The threshold T is also included in the clear, so that the decrypters
know which instance to use and how to reconstruct. Decryption is unchanged. Each user recovers its share
of yt using its helper key for the i'" instance and then reconstructs the message from the shares.

Security follows from the fact that the i instance is secure against up to 2! > T colluding users. The transformation
increases the size of the master public key and the size of each user’s helper decryption key by a factor of n = O(log N),
and the size of the ciphertext by a factor of at most 2 (from needing to use 2/'°¢71 as the collusion bound instead
of T). The parameter sizes from Corollary 4.13 are therefore unaffected.
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A An Alternative Approach to Build Registered FE

In Section 4, we showed how to obtain silent threshold encryption with ciphertext size O(T) + poly(4,log N), where
T is the threshold, N is the number of users, and A is the security parameter. The main ingredient we used is a slotted
succinct bounded-collusion registered FE (cf. Section 3). In this section, we describe two alternative approaches for
building slotted bounded-collusion registered FE for general circuits:

« The first approach relies on a distributed broadcast encryption scheme [CW24, CHW25, AMR25, WW25, GY26c,
GY26a, AMR26, CW26b] and has ciphertext size that is polynomial in the circuit size. This construction follows
the template from [ZCHZ24], except we additionally sketch how to support adversarially-chosen public keys.

« The second approach is based on registered attribute-based encryption (ABE) [CHW25, WW25] and follows
the approach of Goldwasser et al. [GKP*13]. This yields a scheme with succinct ciphertexts (which, like
Corollary 3.33, only scale with the depth of the circuit).

In conjunction with our compiler in Section 4, both approaches yield a silent threshold encryption scheme with
ciphertext size poly (A, T) from the decomposed LWE assumption in the random oracle model. Thus, both schemes still
achieve non-trivial succinctness for sufficiently small thresholds T = N* (for a sufficiently small constant ¢ < 1). Since
these alternative constructions achieve worse succinctness than the construction from Corollary 4.13, we provide
only a high-level sketch of these approaches here. Throughout this section, we consider the simulation-based security
notion from Definition 3.1, restricted to the static setting of Definition 3.3 where the adversary does not make any
corruption queries. As in the main body, the adversary may still choose the public keys in the corrupted slots itself.

Overview of the approach. The construction consists of two steps. First, we construct a registered single-key
FE scheme. Then following [GVW15, AR17, AV19], we show how to compile the single-key scheme into a Q-
bounded-collusion registered FE scheme, where Q is the collusion bound. The first step can be realized by adapting
the single-key FE construction of Sahai and Seyalioglu [SS10], which combines garbled circuits with public-key
encryption, to the registered setting. Alternatively, a more succinct instantiation can be obtained by adapting the
construction of succinct FE from attribute-based encryption, leveled homomorphic encryption, and garbled circuits
from the work of Goldwasser et al. [GKP*13]. We start by describing the bootstrapping step.
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The [GVW12] compiler. We consider the approach of Gorbunov, Vaikuntanathan, and Wee [GVW12], who
described a generic approach to transform a single-key FE scheme into a bounded-collusion FE scheme. The work
of [ZCHZ24] also showed how to combine a distributed broadcast encryption scheme with the [GVW15] compiler
to construct a bounded-collusion registered FE scheme for general circuits. However, their approach did not consider
adversarially-chosen keys, which is critical for the application to silent threshold encryption. Here, we sketch a
version that handles adversarially-chosen keys. At a high level, the compiler runs M independent instances of a
single-key FE scheme. Namely, the public key for the scheme consists of (mpk;, ..., mpk,,), where mpk; is the
master public key for the i scheme. Let Q denote the collusion bound and let M = poly(Q) be sufficiently large (e.g.,
M = Q(Q%)). The scheme has the following structure:

+ In the centralized setting, to generate a secret key for a function f, the central authority first selects a random
subset T' C [M]. The authority then generates a secret key for f in each FE instance indexed by T.

« To encrypt an input x, the encrypter first constructs Shamir secret shares xj, ..., x) of x and then for each
i € [M], encrypts x; under mpk;. The ciphertext consists of the M encrypted shares.

« The basic version of the compiler supports evaluating functions in NC!.” Specifically, suppose a user has a key
for abounded-degree polynomial f. For each i € T, the user can decrypt to learn f(x;). By setting the parameters
accordingly, given f(x;) for all i € T, the user can interpolate the polynomial and learn f(x). Reconstruction
relies on the fact that one can homomorphically evaluate low-degree polynomial on Shamir secret-shared values.
For the particular application to silent threshold encryption, we only need FE for linear functions because the
share-generating function in vanilla Shamir secret sharing is a linear function in the secret sharing randomness.

+ Suppose an adversary obtains Q secret keys associated with the subsets I, . . ., Ip. Whenever an FE instance
i falls into two or more of these subsets (i.e., any index i € I; N I} for some j # k), then multiple keys have
been issued for instance i and the security guarantee of the underlying single-key FE scheme can no longer
be invoked. However, if an instance i belongs to exactly one subset, then we can invoke single-key security
of the i™ FE scheme.

+ The key observation in [GVW15] is that if the subsets I}, ..., Ip are chosen at random, then one can set the
parameters so that with high probability, the number of indices that fall into more than one set is small. As
a result, only a small fraction of the underlying single-key FE instances will be “bad” (i.e., the user obtains
more than one secret key for the particular instance). Then, by combining the security of the underlying
secret sharing scheme with the security of the remaining single-key FE instances, the work of [GVW12] proves
simulation security against up to Q colluding key holders.

Adapting [GVW12] to the registered setting. We now adapt the above paradigm to the registered setting.
Instead of a central authority that issues the secret keys, we now have M registration buckets, where the i bucket
corresponds to the i instance of the single-key registered FE scheme, where each bucket is associated with its own
(independently-sampled) CRS. The scheme has the following structure:

« Key generation. A user first samples a random seed y and derives a subset I' € [M] from y. Then, for each
instance i € T, the user samples a fresh public/secret key-pair for the i single-key registered FE scheme. Its
public key consists of the seed y together with the public keys for the registered FE instances indexed by T'.

« Aggregation. To aggregate a collection of public keys and their associated functions, the aggregator first
recovers the subset I' associated with each user from its seed y. Then, for each i € [M], the aggregator takes
the public keys registered in the i'" bucket (i.e., the keys of the users whose subset contains i) together with
their associated functions, and aggregates them using the i single-key registered FE scheme to obtain a master
public key mpk;. The aggregated public key is the collection (mpk;, ..., mpk,,). Each user’s helper decryption
key consists of the helper decryptions key associated with the instances indexed by I'.

"The work of [GVW12] then shows how bootstrap an FE scheme for NC! into one that supports general polynomial-size circuits by additionally
relying on a low-depth PRG and randomized encodings [Yao86, IK00, AIK06].
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« Encryption and decryption. These proceed exactly as in the centralized setting. The encrypter secret-shares
the input x into M shares and encrypts the i share with respect to mpk;, while a user with function f decrypts
to learn f(x;) for each i € T' and then interpolates to obtain f(x).

The main challenge is that, unlike in the centralized setting, the subsets I' are now chosen by the users, who may
be malicious. For instance, the corrupted users could choose highly-correlated subsets so as to maximize the overlap
Uj#k (I N Tk) among their subsets I, . .., Tp. If the overlap is too big, then too many of the single-key instances are
“bad” and the security argument from [GVW12] no longer applies.

To fix this problem, we can have the users derive I' from the seed y using a random oracle (i.e, setT = H(y)). A
malicious user can still query the random oracle on many candidate seeds and register using the most favorable ones.
Thus, unlike in the centralized setting, the subsets associated with the corrupted users are no longer independently
distributed. However, the analysis of [GVW12] establishes a stronger guarantee: for any fixed collection of Q random
subsets, the probability that their overlap exceeds the permitted bound is exponentially small. For an adversary that
makes at most Q,, random-oracle queries, there are at most (Qm) collections of subsets it can choose to register. By
choosing the parameters appropriately, we can still appeal to a union bound to show that with overwhelming proba-
bility, every collection the adversary could have registered satisfies the required bound. In this case, the combinatorial
guarantee underlying the analysis of [GVW12] continues to hold even when the subsets are chosen adversarially.

Cover-freeness and randomization. The description above omits a few technical components that are also
present in the compiler from [GVW12]. First, the encrypter not only secret-shares the input x, it also encrypts secret
shares of 0 in M” additional slots. Second, a key for a function f is not a key for f itself, but for a derived function
Gr.a, where A C [M'] is a subset of the dummy slots (the precise definition of Gy 4 is not important for this overview).
Since the dummy slots contain shares of 0, they do not affect correctness, and in the security analysis, they provide
the simulator with a fresh random value for each key it has to simulate. For this to work, the analysis requires that
the subsets Ay, ..., Ap associated with the adversary’s keys be cover-free (Definition 2.3).

In the registered setting, the subsets A are again chosen by the users, so a malicious user could try to bias its choice
so as to violate cover-freeness. This is handled exactly as before: each subset A is derived by applying the random
oracle to a user-chosen seed. The analysis of [GVW12] shows that any fixed collection of Q random subsets fails to be
cover-free with exponentially small probability, so a union bound over the (Q“’) collections the adversary can assemble
from its random-oracle queries again yields a negligible failure probability. As such, both of the combinatorial
properties underlying the analysis of [GVW12] (the small overlap of the subsets I, ..., T and the cover-freeness of
the subsets Ay, ..., Ap) hold in the registered setting, and the security argument carries over essentially unchanged.

Registered single-key FE from [SS10, ZCHZ24]. It remains to construct a registered single-key FE scheme. We
first describe the approach from [ZCHZ24] which follows the template of Sahai and Seyalioglu [SS10]. The work of
[SS10] combines garbled circuits with public-key encryption to obtain a single-key FE scheme. To build a registered
FE scheme, the work of [ZCHZ24] replaces the public-key encryption scheme with a distributed broadcast encryption
scheme that supports key aggregation [CW24, CHW25, AMR25, WW25, GY26¢, GY26a, AMR26, CW26b]. In this
setting, there is a common reference string, and each user independently samples their own public/secret key-pair.
Then, given a collection of public keys pk;, ..., pky and a set S C [N], there is a public and deterministic aggregation
algorithm that compresses the public keys of the users in S into a short master public key mpkg of size poly(1). In
particular, the size of mpkg is independent of the number of users in S. Anyone can encrypt a message with respect
to mpkg, and any user i € S can decrypt using its own secret key sk; (together with a helper decryption key output
by the aggregation algorithm). Security requires that the ciphertext hide the message from any collection of users
outside S, even if those users choose their public keys maliciously.

We now describe the template from [SS10, ZCHZ24]. Suppose the functions we support have descriptions of
length £.;;, and write f[i] for the i'" bit of the description of the function f. The scheme has the following structure:

« Registration buckets. For each position i € [£ ] and each bit b € {0, 1}, we create a registration bucket. Each
of the 24, buckets is an instance of a distributed broadcast encryption scheme (again, with its own CRS).

+ Key generation. A user samples a public/secret key-pair for each bucket and publishes the collection pk =
{pk”b}ie[&ir]’be{o’l} as its public key.
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« Aggregation. Suppose users with functions fj, ..., fy have registered the public keys pk,,..., pky, where
pk; = {pk;.’h}l. » For each i € [£i ] and b € {0, 1}, the aggregator aggregates the public keys of the users whose

function description agrees with b at position i. Namely, it aggregates the keys {pkj.’b} , to obtain a master

Jj:filil=
public key mpk; ;, for bucket (i, b). The aggregated public key is the collection mpk = {Jmpki,b}ie[(cir],be{o,l}- In
particular, the key that a user with function f registers only contributes to the £, buckets indexed by (i, f[i]).

« Encryption. To encrypt an input x, the encrypter garbles the universal circuit Uy that takes as input the
description of a function f and outputs f(x). Let {lab;p}ie(¢,,pe{0,1} denote the garbled input labels. For each
pair (i, b), the encrypter encrypts the label lab;;, with respect to mpk; .

« Decryption. A user with function f can decrypt exactly the buckets its public key contributed to, and thus,
recovers the labels {lab; f[;1}ic[s,]- These constitute a garbled input encoding of the description of f, so the
user can evaluate the garbled circuit to obtain Ux(f) = f(x).

Security follows the same argument as in [SS10, ZCHZ24]. Namely, security of the distributed broadcast encryption
scheme ensures that a user does not learn the labels associated with the buckets its public key did not contribute to,
while privacy of the garbled circuit ensures that the labels it does learn reveal nothing more than f(x). We note that
this scheme is inherently single-key: if two users with different functions f # f’ both decrypt, then at any position
i where the descriptions differ, they respectively recover lab; ¢[;; and lab; f+[;], and together, they hold both labels
for an input wire of the garbled circuit. To support bounded collusions, we thus need to apply the above variant
of [GVW12] to the basic registered single-key FE scheme. We now bound the ciphertext size for this scheme.

« Suppose the functions we support can be computed by Boolean circuits of size s. Then, £, = O(s). A ciphertext
for the single-key scheme consists of a garbling of the universal circuit Uy, which has size O(s) - poly (1),
together with 2¢;, distributed broadcast encryption ciphertexts of size poly(A) each. Thus, a ciphertext for
the single-key scheme already has size O(s) - poly(A). Since a ciphertext for the bounded-collusion scheme
consists of a single-key ciphertext for each of the M = poly(Q) instances, the ciphertext size of the resulting
Q-bounded-collusion registered FE scheme is poly(Q) - O(s) - poly(1). For instance, if M = O(Q°), the resulting
ciphertext size is Q% - O(s) - poly(2). In contrast with Corollary 3.33, the ciphertext size here scales with the
size of the functions rather than just their depth.

« In the context of silent threshold encryption, suppose we instantiate Construction 4.7 with vanilla Shamir
secret sharing.® Then the sharing randomness consists of the T — 1 coefficients of the sharing polynomial and
pss = O(T). Taking the collusion bound to be Q = T — 1, each user is associated with a share function on
inputs of length 1 + pss = O(T) which can be computed by a Boolean circuit of size s = O(T). Substituting
into the above, the ciphertext size is poly(T, A). If M = O(Q?), this becomes T® - poly(1). In fact, even if we
could set M = O(Q), this would still lead to a ciphertext of size T? - poly(1). In contrast, Corollary 4.13 achieves
ciphertext size O(T) + poly(2,log N).

Succinct registered single-key FE from [GKP"13]. As in the scheme of [SS10], the ciphertext in the above
construction grows with the size of the supported functions. In the application to silent threshold encryption, the
function that computes a share of the message has size that scales with the threshold T, and the ciphertext size inherits
this dependence. To avoid this, we can instead use a succinct registered single-key FE scheme, where the ciphertext
size only scales with the depth of the supported functions. Such a scheme can be obtained by adapting the succinct
FE scheme from Goldwasser et al. [GKP*13], which combines ABE, leveled homomorphic encryption (LHE), and
garbled circuits. To obtain the registered variant, we simply replace the ABE scheme with a registered ABE scheme:

« Registration buckets. Let £, denote the bit length of an LHE ciphertext (encrypting a single bit). As before,
we create a bucket for each position i € [fhe] and each bit b € {0, 1}, except now each of the 2. buckets is an
instance of registered ABE.

8We could also use the PRF-based sharing algorithm from Fact 4.4. However, since the ciphertext size for this scheme depends on the size of
the functions being computed, and using a low-depth PRF to derive the randomness does not decrease the size of the share-generating function,
this optimization does not change the bottom line.
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« Key generation. For each bucket (i, b), a user registering the function f generates a registered ABE key for the
predicate f7, that takes as input an LHE ciphertext X, homomorphically evaluates f on X to obtain an evaluated

ciphertext f(;) and outputs 1 if and only if the it bit of f(;) is b.

« Encryption. To encrypt an input x, the encrypter samples an LHE key, computes an LHE encryption X of x,
and garbles the LHE decryption circuit (with the LHE secret key hardwired). Let {lab; }ie[4,.],be{0,1} denote
the garbled input labels. For each pair (i, b), the encrypter encrypts the label lab; ;, using the registered ABE
instance for bucket (i, b) with respect to the attribute x. The ciphertext also includes %.

« Decryption. For each position i, exactly one of the predicates f;; and f, is satisfied by the attribute X. Thus, a
LFOO ,]}le (e ]’ Wheref(\x)[i] denotes the ih bit of £(x).

These constitute a garbled input encoding of f (x) so the user can evaluate the garbled LHE decryption circuit
to obtain f(x).

user with function f recovers exactly the labels {Iab

Security follows the same argument as in [GKP*13]. Namely, security of the registered ABE scheme ensures that
a user only learns the labels associated with the bits of f’(_\x), privacy of the garbled circuit ensures that these labels
reveal nothing more than the output of the LHE decryption circuit, and semantic security of LHE ensures that X hides
the input x. We note that if the underlying registered ABE scheme is only input-selectively secure, then both the
resulting registered single-key FE scheme and the bounded-collusion registered FE scheme we obtain from it are
input-selectively secure. We now bound the ciphertext size for this scheme.

« Suppose the functions we support are defined on inputs of length ¢ and can be computed by Boolean circuits
of depth d, and suppose the registered ABE scheme has succinct ciphertexts (i.e., of size poly(4,d’), where
d’ is a bound on the depth of the supported predicates). Since the predicate f /. homomorphically evaluates
a function of depth d, we can take d’ = poly(4,d). A ciphertext for the smgle key FE scheme now consists
of an LHE encryption of the input, which has size ¢ - poly(4, d), a garbling of the LHE decryption circuit,
which has size poly(A, d), and 24, registered ABE ciphertexts of size poly(A,d’) each. Thus, a ciphertext for
the single-key registered FE scheme has size ¢ - poly(4, d), which is independent of the size of the supported
functions. As before, a ciphertext for the bounded-collusion scheme consists of a single-key ciphertext for
each of the M = poly(Q) instances, so the ciphertext size of the resulting Q-bounded-collusion registered FE
scheme is poly(Q) - £ - poly(A, d). For instance, if M = O(Q?), the resulting ciphertext size is Q° - £ - poly(A, d).
Contrast this with Corollary 3.33, where the ciphertext size is Q - O(d) + ¢ - poly(A, d).

« In the context of silent threshold encryption, suppose we instantiate Construction 4.7 with the PRF-based
sharing algorithm from Fact 4.4 (instantiated with a PRF in NC!). In this case, the sharing randomness is a
PRF key of length pss = poly(A). Taking the collusion bound to be Q = T — 1, each user is now associated with
a share function on inputs of length ¢ = 1 + pss = poly(1) and of depth d = O(1). Substituting into the above,
the ciphertext size is poly(Q) - poly(4). If M = O(Q?), this becomes T° - poly(1). Optimistically, suppose we
could take M = O(Q); note that we are not claiming such an instantiation is feasible for succinct registered
FE. Even in this setting, the resulting ciphertext would have size O(T) - poly(A). Once again, this is worse than
the O(T) + poly(A, log N) ciphertext size we obtain via Corollary 4.13.
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