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Abstract

Dwork and Naor (FOCS 2000) showed a generic transformation to construct a ZAP (a two-round public-coin

witness-indistinguishable proof) from any non-interactive zero-knowledge (NIZK) proof with statistical soundness in

the common random string model. In recent years, a number of works have shown how to construct NIZK arguments
in the common random string model from a broad range of assumptions including decisional Diffie-Hellman (DDH),

learning with errors (LWE), or combinations of multiple assumptions. While a number of previous works have devel-

oped specialized tools to build ZAPs using these same assumptions (through a non-trivial adaptation of the underlying

NIZK), a natural question is whether we can generically obtain a ZAP from these NIZK arguments à la Dwork-Naor.

In this work, we introduce the notion of a sometimes-constricting generator and show how to use it to generically
upgrade any computational (resp., statistical) NIZK argument in the common random string model into a compu-

tational (resp., statistical) ZAP argument. We then show how to build sometimes-constricting generators from either

the DDH assumption (over pairing-free groups) or the LWE assumption. Our transformation immediately allows

us to recover constructions of ZAPs from assumptions like DDH or LWE, as well as enables new constructions

from different combinations of cryptographic assumptions with properties that were not previously attainable. More

broadly, our compiler provides a general mechanism to convert any future NIZK construction in the common random

string model into a ZAP.

1 Introduction
Zero-knowledge proofs for NP [GMR85] allow a prover to convince a verifier that an NP statement is true without

revealing anything more than the fact that the statement is true. While zero-knowledge proofs are a cornerstone

of modern cryptography, constructing them either requires assuming some kind of setup (to sample a common

reference string) or relies on interaction between a prover and a verifier. In the plain model, at least three rounds

of interaction are needed [GO94, BLV03]. One way to overcome these limitations is to relax zero-knowledge to

witness indistinguishability, which asks that a proof for an NP statement 𝑥 generated using a witness𝑤0 should be

indistinguishable from a proof for the same statement generated using a witness𝑤1. Unlike the case of zero-knowledge,

there are no lower bounds on the round complexity of witness indistinguishable proofs.

ZAPs. In this work, we focus on ZAPs [DN00], which are two-message public-coin witness indistinguishable proofs

in the plain model. The seminal work of Dwork and Naor introduced the notion of a ZAP and then showed how

to generically construct it from any non-interactive zero-knowledge (NIZK) proof whose common reference string

(CRS) is uniformly random. The classic NIZK based on factoring by Feige, Lapidot, and Shamir [FLS90] for instance

satisfies this property. The Dwork-Naor transformation applies as long as the underlying NIZK satisfies the following

properties: (1) the NIZK is statistically sound; and (2) the CRS is a uniform random string. Today, NIZKs for NP
are known from numerous cryptographic assumptions including quadratic residuosity [BFM88], factoring [FLS90],

pairing-based assumptions [CHK03, GOS06, LPWW20], assumptions over pairing-free groups [CKU20, JJ21, CJJQ23],

lattice-based assumptions [CCH
+
19, PS19, Wat24, WWW25, BCD

+
25], as well as the learning parity with noise

assumption in conjunction with another algebraic assumption [BKM20, DJJ24]. However, in many of these settings,

the underlying NIZK only satisfies one of the two requirements of the Dwork-Naor transformation. For instance,

many of these aforementioned constructions like [CCH
+
19, BKM20, JJ21, PS19, DJJ24, WWW25, BCD

+
25] are only
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computationally sound with a uniform random string. As a result, we cannot generically apply the Dwork-Naor

transformation to obtain ZAPs from the same underlying assumption. Indeed, recent ZAPs based on assumptions like

the decisional Diffie-Hellman (DDH) assumption over pairing-free groups [JJ21], pairing-based assumptions [CKSU21],

or lattice-based assumptions [LVW19, BFJ
+
20, GJJM20, BLN

+
25] have all taken a specialized approach that starts

from a specific NIZK scheme (e.g., [JJ21, LPWW20, PS19, WWW25]) and then modifies the structure to obtain a ZAP.

This work: generically constructing ZAPs from NIZK arguments. The beauty of the Dwork-Naor trans-

formation is that it provides a generic approach to take any NIZK proof in the uniform random string model and

convert it into a ZAP. There is no need to understand the internal details of the NIZK proof to construct the ZAP.

A natural question then is whether we can achieve an analogous transformation starting from a weaker primitive

(say, a NIZK argument in the uniform random string model). In this work, we show that using a new tool called a

sometimes-constricting generator, we can generically compile any NIZK argument in the common random string

model into a computational ZAP argument. Specifically, we prove the following theorem:

Theorem 1.1 (Informal). Let ΠNIZK be a sub-exponentially-secure computational (resp., statistical) NIZK argument
for NP in the common random string model and let ΠSCG be a sub-exponentially-secure sometimes-constricting generator.
Then, we obtain a sub-exponentially-secure computational (resp., statistical) ZAP argument for NP.

We also note that we can replace sub-exponential security of either the NIZK or the sometimes-constricting

generator (but not both) in Theorem 1.1 with quasi-polynomial security (i.e., 2
− log𝑐 𝜆

-security for a constant 𝑐 > 1

where 𝜆 is the security parameter). In return, we obtain a quasi-polynomially-secure computational (resp., statistical)

ZAP argument.

Constructing sometimes-constricting generators. We then show how to build sometimes-constricting generator

from the standard decisional Diffie-Hellman (DDH) assumption over pairing-free groups or the learning with errors

(LWE) assumption. Our techniques are inspired by techniques used to build lossy functions from the same underlying

assumptions [PW08]. In conjunction with Theorem 1.1, our results allow us to upgrade any NIZK argument (with

super-polynomial security) in the common random string model to a computational ZAP argument from either the

DDH or the LWE assumption. For instance, we immediately recover several existing implications by applying our

transformation to existing NIZK schemes:

• ZAPs from DDH: If we apply our transformation to the statistical NIZK argument based on sub-exponentially-

secure DDH from [JJ21], then we obtain a statistical ZAP argument from sub-exponentially-secure DDH. The

resulting ZAP has quasi-polynomial security (since the underlying NIZK only provides quasi-polynomial

security). This yields a ZAP with the same properties as the specialized construction from [JJ21] (which they

obtain by adapting their NIZK construction).

• ZAPs from LWE: If we apply our transformation to a statistical NIZK argument from learning with errors (e.g.,

any of [PS19, WWW25, BCD
+
25]), then we obtain a (sub-exponentially-secure) statistical ZAP argument from

the sub-exponentially-secure learning with errors assumption. This is comparable to previous lattice-based

statistical ZAP arguments [LVW19, BFJ
+
20, GJJM20, BLN

+
25]. An advantage of previous constructions is that

they can also be instantiated with quasi-polynomially-secure LWE to get a quasi-polynomially-secure statistical

ZAP. However, prior constructions were tailored either to the specific structure of the [PS19] NIZK based on

correlation-intractable hash functions [LVW19, BFJ
+
20, GJJM20] or to the specific structure of a hidden-bits

model NIZK [WWW25, BLN
+
25]. Our approach applies irrespective of the structure of the underlying NIZK.

Using our generic compiler, we can also obtain several new implications that were previously not known. We list

two examples below:

• Sub-exponentially-secure ZAPs from DDH and LPN: If we apply our transformation to the computational

NIZK argument based on DDH and LPN from [BCD
+
25],

1
then we obtain a sub-exponentially-secure computa-

tional ZAP argument from sub-exponential DDH and sub-exponential LPN. Previously, it was not known how

to get a ZAP with sub-exponential security from this combination of assumptions.

1
The NIZK is a computational NIZK proof with a pseudorandom CRS. If we instantiate the scheme with a uniform random string, then the scheme

becomes a computational NIZK argument.
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• Quasi-polynomially-secure ZAPs from DDH, LPN, and MQ: We can also apply our transformation to the

computational NIZK argument based on LPN and the multivariate quadratic assumption (MQ) from [DJJ24]. If

we assume sub-exponential hardness of LPN and exponentially-hard MQ (to get a sub-exponentially-secure

NIZK), and quasi-polynomial hardness of DDH (to get a quasi-polynomially-secure sometimes-constricting

generator), then we obtain a quasi-polynomially-secure ZAP. Once again, this combination of assumptions was

not previously known to yield a ZAP.

1.1 Technical Overview
We start by recalling the classic Dwork-Naor template [DN00] of constructing a ZAP proof from a NIZK proof. Recall

first that in a NIZK for NP, there are three algorithms: (1) a setup algorithm that samples a common reference string

(CRS); (2) a prover algorithm that takes as input the CRS, the statement 𝑥 , an NPwitness𝑤 , and outputs a proof 𝜋 ; and

(3) a verification algorithm that takes as input the CRS, the statement 𝑥 , and the proof 𝜋 and decides whether to accept

or reject. Critically, both soundness and zero-knowledge of the NIZK assume that the CRS was generated honestly.

When designing a ZAP from a NIZK, a natural strategy is to have the prover and the verifier jointly sample a CRS for

the NIZK and then take the proof of the statement to be the NIZK proof with respect to the jointly-sampled CRS. The

question is how to implement this joint sampling procedure. The general template of Dwork and Naor works as follows:

• The verifier picks an initial common reference string crs𝑉 and sends it as its initial message.

• The prover then picks a “tweak” crs𝑃 and the overall common reference string crsNIZK for the NIZK is derived

as a deterministic function of (crs𝑃 , crs𝑉 ). The prover generates a proof 𝜋 with respect to crsNIZK and sends

(crs𝑃 , 𝜋) to the verifier as the proof.

• The verifier derives crsNIZK from (crs𝑉 , crs𝑃 ) and then checks the proof 𝜋 with respect to crsNIZK.

When designing a ZAP, we must strike a balance between two competing goals:

• For soundness, the prover’s tweak crs𝑃 must be sufficiently constrained. Namely, the prover must not be able

to efficiently find a tweak crs𝑃 that induces a bad crs where it is possible to break soundness. In particular, the

prover must not be able to unilaterally choose crsNIZK, as this would allow it to trivially break soundness.

• For witness indistinguishability, the prover’s tweak must have sufficient entropy. Namely, the verifier should

not be able to choose a crs𝑉 where for most tweaks crs𝑃 available to the prover, the induced CRS crsNIZK from

(crs𝑃 , crs𝑉 ) fails to hide the witness.

The work of Dwork-Naor shows how to satisfy both properties by relying on a reverse randomization technique and

statistical soundness of the underlying NIZK. In this work, our starting point is a NIZK argument which only provides

computational soundness. To rely on computational soundness, we instead follow an alternative approach based on

complexity leveraging inspired by the works of [LVW19, BFJ
+
20, GJJM20, CKSU21, BLN

+
25]. This will enable us to

balance the two competing objectives. Conceptually, these previous constructions essentially do the following:

• With probability 𝜀 = 𝜀 (𝜆) over the choice of crs𝑉 , the verifier is able to “program” crsNIZK to a value of its

choosing. Observe that such a verifier is able to break witness indistinguishability with probability at least 𝜀
(i.e., we can assume that the verifier would always try to program crsNIZK into one that would allow it to break

witness indistinguishability). Thus, it must be the case that 𝜀 (𝜆) is a negligible function. In this setting, this

property does not inherently contradict witness indistinguishability.

At the same time, this property allows us to argue soundness provided that the underlying NIZK satisfies a

notion of 𝜀-soundness where the probability that an efficient adversary breaks soundness (with respect to a

uniform random reference string) is at most 𝜀 (𝜆) · negl(𝜆). Namely, suppose an adversary breaks soundness of

the ZAP with non-negligible probability 𝛿 = 𝛿 (𝜆). Suppose moreover that over the choice of crs𝑉 , the adversary
succeeds in breaking soundness with advantage 𝜀 (𝜆) · 𝛿 (𝜆) for a target crsNIZK chosen by the verifier (in this

case, for an honestly-chosen CRS). Note that this latter property is stronger than just being able to target

a crsNIZK with probability 𝜀. We require the stronger property that the success probability of the adversary
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breaking soundness with respect to the target reference string crsNIZK is 𝛿 scaled down by exactly 𝜀. (Intuitively,

we want the success of the adversary to be independent of whether the verifier can program the CRS of its

choice.) If this were the case, then we have found an adversary that breaks soundness of the underlying NIZK

with probability 𝜀 (𝜆) · 𝛿 (𝜆) for some non-negligible 𝛿 . This contradicts 𝜀-soundness of the NIZK. Because we

need to set 𝜀 to be inverse super-polynomial, this step requires the NIZK to be super-polynomially-secure.

• On the flip side, we also require that for any choice of the verifier message crs𝑉 , with all but negligible probability
over the choice of crs𝑃 , the induced CRS crsNIZK associated with (crs𝑃 , crs𝑉 ) is statistically close to a uniform

random string. This is enough to guarantee witness indistinguishability, since with overwhelming probability

over the choice of crs𝑃 , the prover is generating a proof with respect to a uniform random string. This allows

us to appeal to the fact that the NIZK is zero knowledge, and thus, witness indistinguishable. Note that the

statistical distance with the uniform distribution must be at least 𝜀 (since with probability at least 𝜀, the verifier

has complete control over the value of crsNIZK).

The works of [LVW19, BFJ
+
20, GJJM20, CKSU21, BLN

+
25] developed various algebraic mechanisms to integrate this

general template with the algebraic structure of an existing NIZK construction [PS19, LPWW20, WWW25]. In this

work, we take a different strategy and introduce a cryptographic primitive that captures this template and enables

a generic compiler that is agnostic to the specific structure of the underlying NIZK argument.

Sometimes-constricting generator. The main cryptographic notion we introduce in this work is that of a

sometimes-constricting generator. The properties of the sometimes-constricting generator capture the general tem-

plate described above for constructing a ZAP from a NIZK argument. Specifically, a sometimes-constricting generator

consists of three algorithms (Setup, Sample,Verify) with the following properties:

• The setup algorithm Setup takes the security parameter 𝜆 and an output length ℓout and outputs a set of public

parameters pp together with a “guess” for the output string 𝑡∗ ∈ {0, 1}ℓout .

• The Sample algorithm is a randomized algorithm that takes the public parameters pp and outputs a string

𝑦 ∈ {0, 1}ℓout together with a proof 𝜋 attesting to the value of 𝑦.

• Finally, the verification algorithm Verify takes the public parameters pp, an output string 𝑦 ∈ {0, 1}ℓout and a

proof 𝜋 and outputs a bit indicating whether the string 𝑦 is valid or not.

The main requirements are as follows:

• Completeness: The first property simply says that Verify accepts all pairs (𝑦, 𝜋) output by Sample.

• Mode indistinguishability: The second property requires that the public parameters pp output by Setup be

computationally indistinguishable from a uniform random string. This is important for obtaining a public-coin

ZAP.

• Target randomness: The next property essentially asserts that for all public parameters pp, the strings

𝑦 ∈ {0, 1}ℓout output by Sample are statistically close to uniform. In fact, we impose a stronger requirement by

requiring an efficient algorithm Target such that for all public parameters pp, the following distributions are
statistically indistinguishable (i.e., have statistical distance at most negl(𝜆)):

{(𝑦, 𝜋) : (𝑦, 𝜋) ← Sample(pp)} and

{
(𝑦, 𝜋) : 𝑦

r← {0, 1}ℓout
𝜋 ← Target(td, 𝑦)

}
. (1.1)

Here td denotes some trapdoor information associated with the public parameters pp that is used for targeting.

We separately assume that there is an inefficient algorithm Preprocess that takes any collection of public

parameters pp and outputs an associated targeting trapdoor associated with it.

• 𝜇-guessing: The final property essentially says that with probability at least 𝜇 = 𝜇 (𝜆) over the choice of

(pp, 𝑡∗) ← Setup(1𝜆, 1ℓout ), any efficient algorithmA that successfully outputs (𝑦, 𝜋) where Verify(pp, 𝑦, 𝜋) = 1
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will output 𝑦 = 𝑡∗ with probability that is negligibly close to 𝜇.2 Importantly for our application, we require

that 𝜇 is a function of the security parameter (and does not depend on the output length ℓout). Note that this is

only feasible for values of 𝜇 that are smaller than the statistical distance between the distributions in Eq. (1.1).

ZAPs from any NIZK argument and a sometimes-constricting generator. Given a sometimes-constricting

generator, it is straightforward to construct a ZAP from a NIZK argument. Suppose the underlying NIZK argument

has a uniform random string of length 𝜎 . We will use a sometimes-constricting generator to sample strings of length

𝜎 . In the scheme, the verifier chooses a uniform random string 𝑧
r← {0, 1}𝜎 and the prover derives a string 𝑦 using

the sometimes-constricting generator. The joint CRS for the NIZK is then 𝑦 ⊕ 𝑧. As we see below, the properties of
the sometimes-constricting generator will enable us to argue soundness and witness indistinguishability. We now

give a sketch of our construction:

• Verifier’s message: The verifier’s initial message consists of a random ppSCG
r← {0, 1}ℓpp for the sometimes-

constricting generator and a random string 𝑧
r← {0, 1}𝜎 . Here, ℓpp is the length of the public parameters for the

sometimes-constricting generator.

• Prover’s message: Given an NP statement 𝑥 and the associated witness𝑤 , the prover first runs (𝑦, 𝜋SCG) ←
Sample(ppSCG) and then sets crsNIZK = 𝑦 ⊕ 𝑧. Then it uses the NIZK to generate a proof 𝜋NIZK of 𝑥 with respect

to crsNIZK. The overall proof is then (𝑦, 𝜋SCG, 𝜋NIZK).

• Verification: To check the proof, the verifier first checks that Verify(ppSCG, 𝑦, 𝜋SCG) = 1. If so, it constructs

crsNIZK = 𝑦 ⊕ 𝑧 and then checks that 𝜋NIZK is a valid proof for 𝑥 with respect to the crsNIZK.

We refer to Construction 3.2 for the formal details. We now provide a brief sketch of the security analysis.

Soundness. Soundness relies onmode indistinguishability and the 𝜇-guessing property of the sometimes-constricting

generator together with soundness of the NIZK. In particular, we need to assume that the underlying NIZK is 𝜇-sound,

which means a polynomial-time adversary can break soundness with advantage at most 𝜇 (𝜆) · negl(𝜆). Then, our
analysis proceeds as follows:

• First, by mode indistinguishability of the sometimes-constricting generator, we can replace the public param-

eters pp r← {0, 1}ℓpp with the public parameters pp output by Setup. Let 𝑡∗ ∈ {0, 1}𝜎 be the associated guess

output by Setup.

• Let crsNIZK
r← {0, 1}𝜎 be an honestly-generated CRS for the NIZK. We program crsNIZK into the verifier’s initial

message by setting 𝑧 = crsNIZK⊕ 𝑡∗. Since crsNIZK is uniformly random, this does not change the distribution of 𝑧.

• At this point, we can rely on 𝜇-guessing security of 𝜋SCG. This property ensures that if a prover outputs a false

statement 𝑥 and a proof (𝑦, 𝜋SCG, 𝜋NIZK) where Verify(𝑦, 𝜋SCG) = 1 and 𝜋NIZK is a valid proof of 𝑥 with respect

to the CRS 𝑦 ⊕ 𝑧, then with probability at least 𝜇 (𝜆), it will additionally be the case that 𝑦 = 𝑡∗. However, since
we programmed 𝑧 = crsNIZK ⊕ 𝑡∗ into the verifier’s message, this means 𝜋NIZK is a valid proof with respect to

the CRS 𝑦 ⊕ 𝑧 = 𝑡∗ ⊕ crsNIZK ⊕ 𝑡∗ = crsNIZK. Since crsNIZK is honestly-generated, this means the prover broke

soundness with advantage 𝜇 (𝜆), which contradicts 𝜇-soundness of the original NIZK.

As noted above, the sometimes-constricting generator can only satisfy 𝜇-guessing security for a choice of 𝜇 that is

a negligible function (i.e., bounded by an inverse super-polynomial function). In turn, this means we need to assume

that an efficient adversary can only break soundness with advantage at most 𝜇 (𝜆) · negl(𝜆), which is a stronger

requirement than standard polynomial hardness. One way to satisfy our requirements is to assume sub-exponential

hardness of the NIZK and complexity leverage (see Lemma 2.9). We refer to the proof of Theorem 3.4 for the full details.

2
The formal definition is more intricate and we refer to Definition 3.1 for the precise definition.
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Witness indistinguishability. Witness indistinguishability follows by the target randomness property of the

sometimes-constricting generator. Specifically, the target randomness property says that for any choice of pp, the dis-
tribution of𝑦 output by Sample is statistically close to uniform. In the construction, the prover constructs its proof with

respect to crsNIZK = 𝑦 ⊕ 𝑧. Thus, if the string 𝑦 ∈ {0, 1}𝜎 output by Sample is statistically close to uniform, the distribu-

tion of crsNIZK is also statistically close to uniform. This allows us to appeal to zero-knowledge of the underlying NIZK

to argue that 𝜋NIZK hides the witness. Formally, in the security analysis, the reduction would get crsNIZK ∈ {0, 1}𝜎 from

the NIZK challenger and the reduction would set 𝑦 = crsNIZK ⊕ 𝑧 and then use the Target algorithm to obtain the proof

𝜋SCG ← Target(td, 𝑦). In this case, the trapdoor td is a function of the public parameters and could be provided to the

reduction algorithm as non-uniform advice; correspondingly, witness indistinguishability relies on security of the under-

lying NIZK against non-uniform adversaries.
3
Finally, we note that if the underlying NIZK argument satisfies statistical

zero-knowledge, then our analysis yields a statistical ZAP argument. We refer to Theorem 3.9 for the formal analysis.

Constructing a sometimes-constricting generator. It remains to showhow to construct a sometimes-constricting

generator. To do so, we first introduce an intermediate notion called a branch-constricting generator, which can be

more directly built from algebraic assumptions such as DDH or LWE. A branch-constricting generator is syntactically

very similar to a sometimes-constricting generator except we introduce an additional “branch parameter” with the

following properties:

• The setup, sample, and verification algorithms all take an additional branch parameter br ∈ 𝔅 as input.

• Completeness is similar to before. Namely, if we sample a pair (𝑦, 𝜋) with respect to a branch br, then the pair

verifies with respect to the same branch. Mode indistinguishability says that the public parameters associated

with any branch br are computationally indistinguishable from a random string. In particular, this means the

public parameters pp must computationally hide the associated branch br.

• Target randomness is defined similarly to before and says that for any choice of pp, if we sample a random
branch br r← 𝔅, then the string 𝑦 output by Sample(pp, br) is statistically close to uniform. Formally, it is

defined with respect to an explicit Target algorithm exactly as before.

• The final property (in place of 𝜇-guessing) says that if the public parameters pp are generated for a particular

branch br∗ ∈ 𝔅, then the set of possible values 𝑦 ∈ {0, 1}ℓout where Verify(pp, br∗, 𝑦, 𝜋) = 1 is small (i.e., has size

2
poly(𝜆)

that only depends on the security parameter and not the output length ℓout). Technically, we impose

a stronger requirement that says there is an efficient algorithm SampleGuess to sample from the set of possible

outputs 𝑦 that Verify(pp, br∗, 𝑦, ·) may accept.

It is straightforward to build a sometimes-constricting generator from a branch-constricting generator:

• The setup algorithm for the sometimes-constricting generator would sample a random branch br∗ r← 𝔅 and

output the public parameters for br∗. The guess 𝑡∗ ∈ {0, 1}ℓout is obtained via SampleGuess.

• The sampling algorithm for the sometimes-constricting generator would simply run the sampling algorithm

for the branch-constricting generator with a random branch br r← 𝔅 to obtain a pair (𝑦, 𝜋BCG). The chosen
branch br is included as part of the proof 𝜋SCG = (br, 𝜋BCG). The verification algorithm simply invokes the

corresponding algorithm for the branch-constricting generator with branch br and proof 𝜋SCG.

Completeness, mode indistinguishability, and target randomness now follow via the corresponding properties for

the underlying scheme. For the 𝜇-guessing property, the argument proceeds as follows:

• For ease of exposition, suppose the public parameters pp are associated with a branch br∗ and let 𝑆∗ ⊂ {0, 1}ℓout
be the set of values 𝑦 ∈ {0, 1}ℓout for which Verify(pp, br∗, 𝑦, ·) accepts. Recall that the size of 𝑆∗ depends only
on 𝜆 and not on ℓout. Suppose also that SampleGuess samples uniformly from 𝑆∗. In Section 4, we show how

to avoid these simplifying assumptions.

3
Alternatively, if td can be computed in 2

poly(𝜆)
time (independent of ℓout), we could also consider a super-polynomial-time reduction algorithm

that runs both Preprocess and Target. This would be fine as long as the NIZK is secure against super-polynomial-time adversaries. If the

underlying NIZK satisfies statistical zero-knowledge, then we can also consider an inefficient reduction that simply runs both Preprocess and
Target. We provide more discussion in Theorem 3.9.
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• Consider an adversary A for the 𝜇-guessing security game. Let (𝑦, (br, 𝜋BCG)) be the value output by this

adversary. Our goal is to argue that with probability at least 𝜇, it will be the case that 𝑦 = 𝑡∗.

• First, suppose that no efficient adversary can break mode indistinguishability of the branch-constricting gen-

erator with probability better than 1/|𝔅| · negl(𝜆). Since Setup samples the target branch br∗ r← 𝔅, this means

that br = br∗ with probability at least 1/|𝔅| · (1 − negl(𝜆)). Namely, this level of mode indistinguishability

ensures that adversary A cannot consistently avoid choosing br = br∗.

• Suppose (br, 𝜋BCG) is a valid proof for 𝑦. When br = br∗, this means that 𝑦 ∈ 𝑆∗. If SampleGuess outputs
𝑡∗ ← 𝑆∗, then 𝑡∗ = 𝑦 with probability 1/|𝑆∗ |.

• We conclude that the guess 𝑡∗ is correct if we guessed the correct branch br∗ and the correct target within the

constrained set 𝑆∗ associated with br∗. This occurs with probability 1/(|𝔅| · |𝑆∗ |). If we set𝔅 to be a function of

only the security parameter, then the resulting scheme satisfies the 𝜇-guessing property with 𝜇 = 1/(|𝔅| · |𝑆∗ |),
which depends only on the security parameter.

We refer to Theorem 4.5 for the full details.

Comparison with all-but-one trapdoor functions. A branch-constricting generator shares a similar flavor as

the notion of an all-but-one trapdoor function introduced by Peikert and Waters [PW08]. An all-but-one trapdoor

function has several branches, where almost all of the branches implement injective trapdoor functions (with a

common trapdoor), except for one branch which is lossy. Analogously, we can think of a branch-constricting generator

as a function with several branches, where almost all of the branches are surjective functions, except for a few that

have a much smaller range.

Constructing a branch-constricting generator from DDH. We now sketch how to construct a branch-

constricting generator from the DDH assumption. Let G be a prime-order group of order 𝑝 and generated by 𝑔. For

a matrix M ∈ Z𝑛×𝑛
𝑝 , we write ⟦M⟧ to denote 𝑔M, where exponentiation is defined component-wise. Our construction

shares a similar structure to the DDH-based all-but-one function from [PW08]:

• We can take the branch set 𝔅 to be any subset 𝔅 ⊂ Z𝑝 .

• To sample the public parameters associated with a branch br∗ ∈ 𝔅, and output length ℓout, we first sample

u, v r← Zℓout
𝑝 and then computeM = uvT − br∗ · I, where I denotes the identity matrix. The public parameters

are pp = ⟦uvT − br∗ · I⟧.

• Given the public parameters ⟦M⟧ and a branch br ∈ 𝔅, the sample algorithm samples a random r r← Zℓout
𝑝 and

computes ⟦(M + br · I)r⟧. It then applies a (universal) hash function ℎ : G→ {0, 1} to each group element to

obtain an ℓout-bit string 𝑦 = ℎ(⟦(M + br · I)r⟧). The proof is the vector r.

• The verification algorithm simply checks that 𝑦 = ℎ(⟦(M + br · I)r⟧).

It is straightforward to check each of the required properties:

• Mode indistinguishability follows from DDH. Specifically, under the DDH assumption, an encoding of a

rank-1 matrix ⟦uvT⟧ is computationally indistinguishable from the encoding of a random matrix ⟦M⟧ where
M r← Zℓout×ℓout

𝑝 . Thus, the public parameters are computationally indistinguishable from a matrix of uniform

random group elements.

• For target randomness, take anymatrixM ∈ Zℓout×ℓout
𝑝 . Target randomness follows whenever the matrix (M+br·I)

is full rank. In this case, (M+br · I) · r is uniform over Zℓout
𝑝 when r r← Zℓout

𝑝 . Now, ifM+br · I is not full rank, then
br must be an eigenvalue ofM. SinceM has dimension ℓout × ℓout, it can have at most ℓout distinct eigenvalues.

Thus, as long as ℓout/|𝔅| = negl(𝜆), then the output of Sample with a random branch br r← 𝔅 will yield a

uniform random string in {0, 1}ℓout . (It is straightforward to extend this argument to give an explicit Target
algorithm; see Theorem 5.11). We note that this rank argument also featured prominently in the construction

of pairing-based ZAPs from the work of [CKSU21].

7



• Finally, we need to argue that if pp = ⟦M⟧ is output by Setup for branch br∗, then there are a small number of val-

ues 𝑦 ∈ {0, 1}ℓout where Verify(pp, br∗, 𝑦, ·) accepts. On the target branch, the verification algorithm only accepts

if𝑦 = ℎ(⟦(M+br∗ ·I)r⟧). In this case, the setup algorithm setsM = uvT−br∗ ·I soM+br∗ ·I = uvT
, and correspond-

ingly, the verification algorithm accepts only if𝑦 = ℎ(uvTr) = ℎ(𝛼u), for some 𝛼 ∈ Z𝑝 . By construction, there are

only 𝑝 = 2
Θ(𝜆)

possible values of 𝛼 . Observe that this only depends on the group order (which is a function of the

security parameter), and importantly, independent of the output length. Essentially, when br = br∗, the sampling

algorithm is sampling values from a rank 1 subspace (as opposed to a rank ℓout vector space). This constrains

the number of outputs to depend only on the security parameter 𝜆 rather than the output dimension ℓout.

We refer to Construction 5.6 for the formal description and Section 5 for the analysis.

Constructing a branch-constricting generator from LWE. Next, we sketch how to construct a branch-

constricting generator from the LWE assumption. Here, we rely on a similar type of matrix re-randomization

that was previously used in the work of [BLN
+
25] for building a ZAP via a hidden-bits approach.

• We take the branch set 𝔅 to be a collection of tuples of the form (𝑖1, . . . , 𝑖𝑁 , 𝑧1, . . . , 𝑧𝑁 ) where 𝑖1, . . . , 𝑖𝑁 ∈ [𝑘]
are a collection of indices (over a range [𝑘]) and 𝑧1, . . . , 𝑧𝑁 ∈ Z𝑞 are scalars. We view the branch as a sparse
encoding of a row vector brT ∈ Z𝑘𝑁

𝑞 with 𝑁 non-zero values. The indices of the non-zero elements in brT are
determined by 𝑖1, . . . , 𝑖𝑁 ∈ [𝑘] (see Construction 6.7 for the precise mapping) and the values at the non-zero

indices are given by 𝑧1, . . . , 𝑧𝑁 ∈ Z𝑞 . We map a branch br to a block diagonal matrix Hbr of the form

Hbr =


brT 0 · · · 0
0 brT · · · 0
...

...
. . .

...

0 0 · · · brT


∈ Zℓout×𝑚

𝑞 ,

where𝑚 = 𝑘𝑁ℓout.

• To sample the public parameters associatedwith a branch br∗ ∈ 𝔅 and output length ℓout, we first samplematrices

S r← Zℓout×𝑛
𝑞 , A r← Z𝑛×𝑚

𝑞 as well as an error term E ∈ Zℓout×𝑚
𝑞 from a discrete Gaussian distribution. We then com-

pute the public parameters as pp = C = SA+E−Hbr∗ . Here, 𝑛 is the lattice dimension (for the LWE assumption).

• Given the public parameters pp = C and a branch br ∈ 𝔅, the sample algorithm samples a vector r ∈ Z𝑚𝑞 from

a discrete Gaussian distribution and then computes (C +Hbr)r. It then rounds each element of the vector to

a bit to obtain an ℓout-length bit string 𝑦 = Round((C + Hbr)r). The proof is the vector r.

• The verification algorithm simply checks that r is low-norm and that 𝑦 = Round((C + Hbr)r).

We briefly sketch why the construction satisfies each of the required properties:

• Mode indistinguishability follows from LWE. Specifically, under the LWE assumption, the matrix SA + E is

indistinguishable from a random matrix C where C r← Zℓout×𝑚
𝑞 . Thus, the public parameters are computationally

indistinguishable from a matrix of uniform random elements.

• For target randomness, take anymatrix C ∈ Zℓout×𝑚
𝑞 . We show the target randomness property in two main steps:

– First, we show that for all but a negligible fraction of branches br ∈ 𝔅 the matrix Cbr = C + Hbr has a

low-norm gadget trapdoor [MP12]. This is the main technical part of the proof.

– Then, by appealing to [GPV08], we can argue that for any matrix Cbr with a low-norm gadget trapdoor, the

distribution of Cbrr is statistically close to uniform when r is sampled from a (sufficiently-wide) discrete

Gaussian.

This argument extends straightforwardly to an explicit Target algorithm that uses the gadget trapdoor to

sample a preimage; we refer to Theorem 6.13 for the full details.
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• Finally, we need to argue that if pp = C is output by Setup for branch br∗, then there are a small number of

values 𝑦 ∈ {0, 1}ℓout where Verify(pp, br∗, 𝑦, ·) accepts. On the target branch, the verification algorithm only

accepts if𝑦 = Round((C+Hbr∗ )r). Since the setup algorithm sets C = SA+E−Hbr∗ , this means C+Hbr∗ = SA+E,
and correspondingly, the verification algorithm accepts only if 𝑦 = Round((SA + E)r).

For simplicity, ignore the error term E. The key observation is that the mapping r ∈ Z𝑚𝑞 ↦→ Ar ∈ Z𝑛
𝑞 is

compressing. Specifically since Ar ∈ Z𝑛
𝑞 , the maximum number of values of Round(SAr) is 𝑞𝑛 = 2

𝑛 log𝑞
. Since

𝑛 log𝑞 = poly(𝜆), this means the set of possible values 𝑦 is also bounded by 2
poly(𝜆)

. This is independent of

the output length ℓout, as required. In the proof of Theorem 6.24, we give a more rigorous analysis that also

takes the error E into account. There, we rely on the fact that the error E and the opening r are low-norm, and

therefore, can be accounted for using a simple rounding mechanism.

We refer to Construction 6.7 for the formal description and Section 6 for the analysis.

2 Preliminaries
We write 𝜆 to denote the security parameter. We write poly(𝜆) to denote a polynomial in the security parameter 𝜆.

We say a function 𝑓 (𝜆) is negligible in 𝜆 if 𝑓 (𝜆) = 𝑜 (𝜆−𝑐 ) for all 𝑐 ∈ N and denote this by writing 𝑓 (𝜆) = negl(𝜆).
We say an algorithm is efficient if it runs in probabilistic polynomial time in the length of its input. We say two

distribution ensembles D0 =
{
D0,𝜆

}
𝜆∈N and D1 =

{
D1,𝜆

}
𝜆∈N are computationally indistinguishable if for all efficient

adversaries A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[A(𝑥) = 1 : 𝑥 ← D0,𝜆] − Pr[A(𝑥) = 1 : 𝑥 ← D1,𝜆] | = negl(𝜆).

We say that D0 and D1 are statistically indistinguishable if their statistical distance is negl(𝜆) and that they are

identical if their statistical distance is identically zero. Finally, we recall Hoeffding’s inequality:

Lemma 2.1 (Hoeffding’s Inequality). Let 𝑋1, . . . , 𝑋𝑛 ∈ {0, 1} be independent random variables where Pr[𝑋𝑖 = 1] ≥ 𝑝

for all 𝑖 ∈ [𝑛]. Then for every 𝜀 > 0,

Pr


∑︁
𝑖∈[𝑛]

𝑋𝑖 < 𝑛(𝑝 − 𝜀)
 ≤ 𝑒−2𝜀

2𝑛 .

Non-uniform algorithms. Wemodel an efficient non-uniform algorithmA for inputs of length 𝑛 = 𝑛(𝜆) as a pair of
algorithmsA = (A1,A2), whereA1 is a (possibly unbounded) algorithm that takes as input 1

𝜆
and outputs an advice

string 𝑎𝜆,A of length poly(𝜆), and A2 is an efficient algorithm that takes as input the advice 𝑎𝜆,A and the input 𝑥 .

Specifically, for all 𝜆 ∈ N and all inputs 𝑥 ∈ {0, 1}𝑛 (𝜆) , we define the outputA(1𝜆, 𝑥) to beA(1𝜆, 𝑥) := A2 (A1 (1𝜆), 𝑥).
We often refer to A1 as the preprocessing algorithm and A2 as the online algorithm.

Super-polynomial hardness. Our construction will rely on super-polynomial hardness assumptions, so we will

formulate some of our security definitions using (𝑡, 𝜀)-notation. Generally, we say that a primitive is (𝑡, 𝜀)-secure,
if for all adversaries A running in time at most 𝑡 (𝜆) · poly(𝜆), there exists a negligible function negl(·) such that for

all 𝜆 ∈ N, the adversary’s advantage is bounded by 𝜀 (𝜆) · negl(𝜆). We say a primitive is polynomially-secure if it is

(1, negl(𝜆))-secure for some negligible function negl(·). We say it is quasi-polynomially-secure if it is (1, 2− log𝑐 𝜆)-
secure for some constant 𝑐 > 1. We say that it is sub-exponentially-secure if it is (1, 2−𝜆𝜀 )-secure for some constant

𝜀 ∈ (0, 1). Finally, we say that it is exponentially-secure if it is (1, 2−𝑐𝜆)-secure for some constant 𝑐 > 0.

2.1 Hash Functions and Randomness Extraction
Next, we recall some properties on hash functions and randomness extractors that we use in this work. Let D be

a distribution over a finite set X. The min-entropy of D is defined to be 𝐻∞ (D) = − logmax𝑥∈X D(𝑥).
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Definition 2.2 (Uniformity of Hash Functions). LetH = {H𝜆}𝜆∈N be an ensemble of hash functions indexed by a secu-

rity parameter whereH𝜆 = {𝐻𝜆 : X𝜆 → Y𝜆}. ThenH satisfies statistical uniformity if there exists a negligible function

negl(·) such that for all 𝜆 ∈ N, the statistical distance between the following two distribution ensembles is negl(𝜆):{
(𝐻𝜆, 𝐻𝜆 (𝑥)) : 𝐻𝜆

r←H𝜆, 𝑥
r← X𝜆

}
𝜆∈N and

{
(𝐻𝜆, 𝑦𝜆) : 𝐻𝜆

r←H𝜆, 𝑦𝜆
r← Y𝜆

}
𝜆∈N .

When these two distributions are identical, thenH satisfies perfect uniformity.

Definition 2.3 (Universal Hash Function). A family of hash functionsH =
{
𝐻 : X → {0, 1}ℓ

}
is universal if for all

𝑥1 ≠ 𝑥2 ∈ X, we have that Pr[𝐻 (𝑥1) = 𝐻 (𝑥2) : 𝐻 r←H] ≤ 2
−ℓ
.

Lemma 2.4 (Leftover Hash Lemma [HILL99]). Let 𝜆 be a security parameter. LetH = {H𝜆}𝜆∈N be an ensemble of
hash functions indexed by a security parameter whereH𝜆 =

{
𝐻𝜆 : X𝜆 → {0, 1}ℓ (𝜆)

}
where eachH𝜆 is a universal family

of hash functions. Let D = {D𝜆}𝜆∈N be an ensemble of distributions where D𝜆 is a distribution over X𝜆 and moreover,
there exists a function 𝛿 (𝜆) = 𝜔 (log 𝜆) such that for all 𝜆 ∈ N, 𝐻∞ (D𝜆) ≥ ℓ (𝜆) + 𝛿 (𝜆). Then, there exists a negligible
function negl(·) such that for all 𝜆 ∈ N, the statistical distance between the following distributions is negl(𝜆):{

(𝐻𝜆, 𝐻𝜆 (𝑥)) : 𝐻𝜆
r←H𝜆, 𝑥 ← D𝜆

}
𝜆∈N and

{
(𝐻𝜆, 𝑢) : 𝐻𝜆

r←H𝜆, 𝑢
r← {0, 1}ℓ (𝜆)

}
𝜆∈N .

Next, we state two simple corollaries of the leftover hash lemma (Lemma 2.4) that will be useful in our analysis.

The first corresponds to the case where the same hash function is used to hash polynomially-many independent

instances. This follows from Lemma 2.4 via a standard hybrid argument. The second is that universal hash families

over a sufficiently large domain X = {X𝜆}𝜆∈N satisfy statistical uniformity (Definition 2.2). This follows by taking

the distribution D𝜆 in Lemma 2.4 to be the uniform distribution over X𝜆 .

Corollary 2.5 (Leftover Hash Lemma for Multiple Instances). Let 𝜆 be a security parameter. LetH = {H𝜆}𝜆∈N be
an ensemble of hash functions indexed by a security parameter whereH𝜆 =

{
𝐻𝜆 : X𝜆 → {0, 1}ℓ (𝜆)

}
where eachH𝜆 is

a universal family of hash functions. Let D = {D𝜆}𝜆∈N be an ensemble of distributions where D𝜆 is a distribution over
X𝜆 and moreover, there exists a function 𝛿 (𝜆) = 𝜔 (log 𝜆) such that for all 𝜆 ∈ N, 𝐻∞ (D𝜆) ≥ ℓ (𝜆) + 𝛿 (𝜆). Then, for all
polynomials 𝑛 = 𝑛(𝜆), there exists a negligible function negl(·) such that for all 𝜆 ∈ N, the statistical distance between
the following distributions is negl(𝜆):{
(𝐻𝜆, 𝐻𝜆 (𝑥1), . . . , 𝐻𝜆 (𝑥𝑛)) :

𝐻𝜆
r←H𝜆,

𝑥1, . . . , 𝑥𝑛 ← D𝜆

}
𝜆∈N

and
{
(𝐻𝜆, 𝑢1, . . . , 𝑢𝑛) :

𝐻𝜆
r←H𝜆,

𝑢1 . . . , 𝑢𝑛
r← {0, 1}ℓ (𝜆)

}
𝜆∈N

.

Corollary 2.6 (Universal Hash Functions are Statistically Uniform). Let H = {H𝜆}𝜆∈N be an ensemble of hash
functions where each H𝜆 =

{
𝐻𝜆 : X𝜆 → {0, 1}ℓ (𝜆)

}
is universal. Suppose there exists a function 𝛿 (𝜆) = 𝜔 (log 𝜆) such

that for all 𝜆 ∈ N, log |X𝜆 | ≥ ℓ (𝜆) + 𝛿 (𝜆). ThenH satisfies statistical uniformity.

2.2 Cryptographic Primitives
We now recall the main cryptographic primitives we use in this work.

Non-interactive zero-knowledge arguments. First, we recall the notion of a non-interactive zero-knowledge argu-

ment forNP [BFM88, FLS90]. In this work, we only need to rely on the weaker property of witness-indistinguishability

(which is implied by the standard definition of zero knowledge [FLS90, Lemma 3.4]). For ease of exposition, we focus

exclusively on witness-indistinguishability in the following definition (and in this paper as a whole).

Definition 2.7 (Non-Interactive Zero-Knowledge Argument). Let 𝜆 be a security parameter. Let R be an NP relation

defined by a family of polynomial-size circuits C =
{
C𝑛 : {0, 1}𝑛 × {0, 1}ℎ (𝑛) → {0, 1}

}
𝑛∈N, where 𝑛 is the instance

length and ℎ = ℎ(𝑛) is the witness length. Let L be the associated NP language. A non-interactive zero-knowledge

argument for R in the uniform random string model with random string length 𝜎 = 𝜎 (𝜆, 𝑛) is a tuple of efficient

algorithms ΠNIZK = (Setup, Prove,Verify) with the following syntax:
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• Setup(1𝜆, 1𝑛) → crs: On input the security parameter 𝜆 and the statement length 𝑛, the setup algorithm outputs

a common reference string crs ∈ {0, 1}𝜎 .

• Prove(crs, 𝑥,𝑤) → 𝜋 : On input the common reference string crs ∈ {0, 1}𝜎 , a statement 𝑥 ∈ {0, 1}𝑛 , and a

witness𝑤 ∈ {0, 1}ℎ , the prove algorithm outputs a proof 𝜋 .

• Verify(crs, 𝑥, 𝜋) → 𝑏: On input the common reference string crs ∈ {0, 1}𝜎 , a statement 𝑥 ∈ {0, 1}𝑛 , and a proof

𝜋 , the verification algorithm outputs a bit 𝑏 ∈ {0, 1}.

We require that ΠNIZK satisfies the following properties:

• Uniform random string: For all 𝜆, 𝑛 ∈ N the following distributions are identical:{
crs : crs← Setup(1𝜆, 1𝑛)

}
and

{
crs : crs r← {0, 1}𝜎 (𝜆,𝑛)

}
• Completeness: For all 𝜆 ∈ N, and all (𝑥,𝑤) ∈ R, it holds that

Pr

[
Verify(crs, 𝑥, 𝜋) = 1 :

crs← Setup(1𝜆, 1 |𝑥 | )
𝜋 ← Prove(crs, 𝑥,𝑤)

]
= 1.

• Soundness: For a security parameter 𝜆 and an adversaryA, we define the adaptive soundness game as follows:

1. On input the security parameter 1
𝜆
, the adversary sends a statement length 1

𝑛
to the challenger.

2. The challenger runs crs← Setup(1𝜆, 1𝑛) and sends crs to the adversary.

3. The adversary responds with a statement 𝑥 ∈ {0, 1}𝑛 and a proof 𝜋 .

4. The challenger outputs 1 if 𝑥 ∉ L and Verify(crs, 𝑥, 𝜋) = 1. Otherwise it outputs 0.

We say that ΠNIZK satisfies (𝑡, 𝜀)-adaptive soundness if for all adversariesA running in time at most 𝑡 (𝜆) ·poly(𝜆),
there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

Pr[𝑏 = 1] = 𝜀 (𝜆) · negl(𝜆)

in the adaptive soundness game. We also define a non-adaptive soundness game where the adversary outputs

the statement 𝑥 ∈ {0, 1}𝑛 at the beginning of the security game (before it sees the common reference string).

We then say that ΠNIZK satisfies (𝑡, 𝜀)-non-adaptive soundness if for all adversaries A running in time at most

𝑡 (𝜆) · poly(𝜆), there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

Pr[𝑏 = 1] = 𝜀 (𝜆) · negl(𝜆)

in the non-adaptive soundness game.

• Non-adaptive witness indistinguishability: For a security parameter 𝜆, an adversary A and a bit 𝑏 ∈ {0, 1},
we define the non-adaptive witness-indistinguishability game as follows:

1. On input the security parameter 1
𝜆
, the adversary outputs a statement 𝑥 ∈ {0, 1}𝑛 and two witnesses

𝑤0,𝑤1 ∈ {0, 1}ℎ to the challenger.

2. The challenger checks that R(𝑥,𝑤0) = 1 = R(𝑥,𝑤1). If not, the challenger outputs 0. Otherwise, the
challenger runs crs← Setup(1𝜆, 1𝑛) and responds with (crs, Prove(crs, 𝑥,𝑤𝑏)).

3. Finally, the adversary outputs a guess 𝑏′ ∈ {0, 1} which is the output of the experiment.

We say ΠNIZK satisfies non-adaptive witness-indistinguishability if for all polynomials 𝑛 = 𝑛(𝜆), and every

efficient adversary A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = negl(𝜆) (2.1)

in the non-adaptive witness-indistinguishability game. We say ΠNIZK satisfies statistical non-adaptive witness-
indistinguishability if Eq. (2.1) holds for all adversaries A.
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Remark 2.8 (Non-Adaptive Hardness against Non-Uniform Adversaries). In the non-adaptive soundness (resp.,

witness indistinguishability) security game for a NIZK, the adversary has to commit to the statement 𝑥 (resp., the

statement 𝑥 and the witnesses𝑤0,𝑤1) at the beginning of the security game. When we consider hardness against a

non-uniform non-adaptive adversaryA = (A1,A2), we can assume without loss of generality that the preprocessing

algorithmA1 includes the statement 𝑥 (resp., the statement 𝑥 and the witnesses𝑤0,𝑤1) as part of its advice string stA
and the online algorithm A2 would then be invoked on stA and crs (resp., stA , crs, and 𝜋 ). We adopt this convention

throughout this paper.

Complexity leveraging. Next, we state a standard security-parameter-scaling lemma (i.e., complexity leveraging)

that we will use to simplify the exposition. We give the proof in Appendix A.

Lemma 2.9 (Complexity Leveraging). Suppose ΠNIZK is a NIZK that satisfies completeness, witness indistinguishability,
and (1, 2−𝜆𝜀𝑠 )-non-adaptive soundness for constant 𝜀𝑠 ∈ (0, 1) in the common random string model. Then for every
polynomial 𝑝 (𝜆), there exists a NIZK argument Π′NIZK that satisfies completeness, witness-indistinguishability and
(1, 2−𝑝 (𝜆) )-non-adaptive soundness in the common random string model.

ZAPs. We now recall the formal notion of a ZAP [DN00]. A ZAP is a two-message witness-indistinguishable proof

(or argument system). By default, a ZAP is public coin, which means the verifier’s initial message is a uniform random

string. Moreover, we require witness-indistinguishability to hold even if the verifier chooses its message maliciously.

Definition 2.10 (ZAP Argument). Let 𝜆 be a security parameter. Let R be an NP relation defined by a family of

polynomial-size circuits C =
{
C𝑛 : {0, 1}𝑛 × {0, 1}ℎ (𝑛) → {0, 1}

}
𝑛∈N, where 𝑛 is the instance length and ℎ = ℎ(𝑛)

is the witness length. Let L be the associated NP language. A ZAP argument for R with public parameter size

ℓpp = ℓpp (𝜆, 𝑛) is a pair of efficient algorithms ΠZAP = (Prove,Verify) with the following syntax:

• Prove(1𝜆, pp, 𝑥,𝑤) → 𝜋 : On input the security parameter 𝜆, the public parameters pp ∈ {0, 1}ℓpp , a statement

𝑥 ∈ {0, 1}𝑛 , and a witness𝑤 ∈ {0, 1}ℎ , the prove algorithm outputs a proof 𝜋 .

• Verify(pp, 𝑥, 𝜋) → 𝑏: On input the public parameters pp ∈ {0, 1}ℓpp , a statement 𝑥 ∈ {0, 1}𝑛 , and a proof 𝜋 , the

verification algorithm outputs a bit 𝑏 ∈ {0, 1}.

We require that ΠZAP satisfies the following properties:

• Completeness: For all 𝜆 ∈ N, and all (𝑥,𝑤) ∈ R, it holds that

Pr

[
Verify(pp, 𝑥, 𝜋) = 1 :

pp r← {0, 1}ℓpp (𝜆, |𝑥 | )
𝜋 ← Prove(1𝜆, pp, 𝑥,𝑤)

]
= 1.

• Soundness: For a security parameter 𝜆 and an adversaryA, we define the adaptive soundness game as follows:

1. On input the security parameter 1
𝜆
, the adversary sends the statement length 1

𝑛
to the challenger.

2. The challenger responds with the public parameters pp r← {0, 1}ℓpp (𝜆,𝑛)

3. The adversary responds with a statement 𝑥 and proof 𝜋 .

4. The challenger outputs 1 if 𝑥 ∉ L and Verify(pp, 𝑥, 𝜋) = 1. Otherwise it outputs 0.

We say that ΠZAP satisfies adaptive soundness if for all efficient adversaries A, there exists a negligible function

negl(·) such that for all 𝜆 ∈ N,
Pr[𝑏 = 1] = negl(𝜆)

in the adaptive soundness game. We also define a non-adaptive soundness game where the adversary outputs

the statement 𝑥 ∈ {0, 1}𝑛 at the beginning of the security game (before it sees the public parameters). We say

that ΠZAP satisfies non-adaptive soundness if for all efficient adversaries A, there exists a negligible function

negl(·) such that for all 𝜆 ∈ N, Pr[𝑏 = 1] = negl(𝜆) in the non-adaptive soundness game.
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• Witness-indistinguishability: For a security parameter 𝜆, an adversary A and a bit 𝑏 ∈ {0, 1}, we define
the witness-indistinguishability game as follows:

1. On input the security parameter 1
𝜆
, the adversary outputs a statement 𝑥 ∈ {0, 1}𝑛 , two witnesses

𝑤0,𝑤1 ∈ {0, 1}ℎ , and the public parameters pp ∈ {0, 1}ℓpp (𝜆,𝑛) .
2. The challenger checks that R(𝑥,𝑤0) = 1 = R(𝑥,𝑤1). If not, the challenger outputs 0. Otherwise, the

challenger responds with Prove(1𝜆, pp, 𝑥,𝑤𝑏).
3. Finally, the adversary outputs a guess 𝑏′ ∈ {0, 1} which is the output of the experiment.

We say ΠZAP satisfies witness-indistinguishability if for all polynomials 𝑛 = 𝑛(𝜆), and every efficient adversary

A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = negl(𝜆) (2.2)

in the witness-indistinguishability game. We say ΠZAP satisfies statistical witness indistinguishability if Eq. (2.2)

holds for all adversaries A.

Remark 2.11 (Non-Adaptive Hardness against Non-Uniform Adversaries). We follow the same conventions as

Remark 2.8 when defining non-adaptive soundness against a non-uniform adversary (i.e., where we assume the

preprocessing algorithm chooses the statement). Similarly, when defining witness indistinguishability against a

non-uniform adversary, we assume without loss of generality that the preprocessing algorithm includes the statement

𝑥 , the witnesses𝑤0,𝑤1, and the public parameters pp ∈ {0, 1}ℓpp as part of the advice string stA it outputs.

3 ZAPs from Sometimes-Constricting Generators
In this section, we introduce the notion of a sometimes-constricting generator and then show how a sometimes-

constricting generator can be used to generically compile a NIZK argument (in the common random string model)

to a ZAP. We refer to Section 1.1 for an overview of the syntax of a sometimes-constricting generator and how it

can be used to generically lift any NIZK argument in the common random string model to a ZAP.

Definition 3.1 (Sometimes-Constricting Generator). Let 𝜆 be a security parameter and ℓout be an output length.

A public-coin sometimes-constricting generator with public parameter size ℓpp = ℓpp (𝜆, ℓout) is a triple of efficient

algorithms ΠSCG = (Setup, Sample,Verify) with the following syntax:

• Setup(1𝜆, 1ℓout ) → (pp, 𝑡∗): On input the security parameter 𝜆 and the output length ℓout, the setup algorithm

outputs a set of public parameters pp ∈ {0, 1}ℓpp and a guess 𝑡∗ ∈ {0, 1}ℓout . Throughout, we will assume that

the public parameters pp always implicitly include a description of 1
𝜆
and 1

ℓout
.

• Sample(pp) → (𝑦, 𝜋): On input the public parameters pp ∈ {0, 1}ℓpp , the sampling algorithm outputs a string

𝑦 ∈ {0, 1}ℓout and a proof 𝜋 .

• Verify(pp, 𝑦, 𝜋) → {0, 1}: On input the public parameters pp ∈ {0, 1}ℓpp , a string 𝑦 ∈ {0, 1}ℓout and a proof 𝜋 , the

verification algorithm outputs a bit 𝑏 ∈ {0, 1}. This algorithm is deterministic.

We require ΠSCG to satisfy the following properties:

• Completeness: For all 𝜆, ℓout ∈ N, all pp ∈ {0, 1}ℓpp , and all (𝑦, 𝜋) in the support of Sample(pp), it holds that
Verify(pp, 𝑦, 𝜋) = 1.

• Mode indistinguishability: For an adversary A and a bit 𝑏 ∈ {0, 1}, we define the mode-indistinguishability

game as follows:

– On input 1
𝜆
, the adversary sends 1

ℓout
to the challenger.

– If 𝑏 = 0, the challenger samples pp r← {0, 1}ℓpp . If 𝑏 = 1, the challenger samples (pp, 𝑡∗) ← Setup(1𝜆, 1ℓout ).
The challenger sends pp to the adversary.
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– Finally, the adversary outputs a guess 𝑏′ ∈ {0, 1} which is the output of the experiment.

We say that ΠSCG satisfies mode indistinguishability if for all efficient adversaries A, there exists a negligible

function negl(·) such that for all 𝜆 ∈ N,

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = negl(𝜆) (3.1)

in the mode-indistinguishability game.

• 𝜇-Guessing security: For a security parameter 𝜆 and an adversary A, we define the following game:

– On input 1
𝜆
, the adversary sends 1

ℓout
to the challenger.

– The challenger samples (pp, 𝑡∗) ← Setup(1𝜆, 1ℓout ) and sends pp to the adversary A.

– The adversary A either aborts with output ⊥ or it outputs a pair (𝑦, 𝜋). The output of the experiment

is 1 if 𝑦 = 𝑡∗ and Verify(pp, 𝑦, 𝜋) = 1 and 0 otherwise.

Let 𝐸⊥ be the event whereA either outputs ⊥ or outputs a pair (𝑦, 𝜋) where Verify(pp, 𝑦, 𝜋) = 0. Let 𝐸guessed be

the event that the output of the experiment is 1. We say ΠSCG satisfies 𝜇-guessing security if for every efficient

adversary A, there exists a negligible function negl(·) such that for every 𝜆 ∈ N,

Pr[𝐸guessed] ≥ 𝜇 (𝜆) · (Pr[¬𝐸⊥] − negl(𝜆)) . (3.2)

• Target randomness: There exists a pair of algorithms (Preprocess, Target) with the following syntax:

– Preprocess(pp) → td: On input the public parameter pp ∈ {0, 1}ℓpp (which includes an implicit description

of 1
𝜆
and 1

ℓout
), the preprocess algorithm outputs a trapdoor td.

– Target(td, 𝑦) → 𝜋 : On input a trapdoor td and a string𝑦 ∈ {0, 1}ℓout , the target algorithm outputs a proof 𝜋 .

We require that (Preprocess, Target) satisfy the following two properties:

– Efficiency: There exists a universal polynomial poly(·) such that for all 𝜆, ℓout ∈ N, all pp ∈ {0, 1}∗, and all
td in the support of Preprocess(pp), we have that |td| ≤ poly(𝜆 + ℓout + |pp|). In addition, we require that

Target be efficiently-computable. Note that we do not require that Preprocess be efficiently-computable.

– Target randomness: For a security parameter 𝜆, an adversaryA, an output length ℓout, and a bit𝑏 ∈ {0, 1},
we define the target randomness game as follows:

∗ On input the security parameter 1
𝜆
and the output length 1

ℓout
, the adversary A sends pp to the

challenger.

∗ The challenger computes ℓpp = ℓpp (𝜆, ℓout) and checks that pp ∈ {0, 1}ℓpp . Otherwise, it halts with
output 0.

· If 𝑏 = 0, the challenger samples (𝑦, 𝜋) ← Sample(pp).
· If 𝑏 = 1, the challenger samples 𝑦

r← {0, 1}ℓout and computes td ← Preprocess(pp) and
𝜋 ← Target(td, 𝑦).

The challenger sends (𝑦, 𝜋) to the adversary.

∗ Finally, the adversary outputs a guess 𝑏′ ∈ {0, 1} which is the output of the experiment.

We say that ΠSCG satisfies target randomness if for all (possibly unbounded) adversaries A and all

polynomials ℓout = ℓout (𝜆), there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = negl(𝜆)

in the target randomness game.
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ZAP from NIZK using a sometimes-constricting generator. We now show how to generically compile any

NIZK argument in the common random string model into a ZAP. We give our construction below and refer to

Section 1.1 for an overview of the transformation.

Construction 3.2 (ZAP from NIZK Argument and Sometimes-Constricting Generator). Let 𝜆 be a security parameter.

Let R be an NP relation, and let C =
{
C𝑛 : {0, 1}𝑛 × {0, 1}ℎ (𝑛) → {0, 1}

}
𝑛∈N be the family of polynomial-size circuits

that compute R. Let L be the associated NP language. Our construction relies on the following building blocks:

• Let ΠSCG = (SCG.Setup, SCG.Sample, SCG.Verify) be a public-coin sometimes-constricting generator with

𝜇-guessing advantage. Let ℓscg-pp (𝜆, ℓout) be the public parameter size for ΠSCG.

• Let ΠNIZK = (NIZK.Setup,NIZK.Prove,NIZK.Verify) be a NIZK argument for R in the common random string

model satisfying witness-indistinguishability and (1, 𝜇 (𝜆))-non-adaptive soundness (where 𝜇 is the same func-

tion as that for the 𝜇-guessing advantage for ΠSCG). Let 𝜎 (𝜆, 𝑛) be the length of the common random string

associated with ΠNIZK.

We construct a ZAP ΠZAP = (Prove,Verify) with public parameter size ℓpp (𝜆, 𝑛) = 𝜎 (𝜆, 𝑛)+ℓscg-pp (𝜆, 𝜎 (𝜆, 𝑛)) as follows:

• Prove(1𝜆, pp, 𝑥,𝑤): On input the security parameter 𝜆, the public parameters pp ∈ {0, 1}ℓpp , the statement

𝑥 ∈ {0, 1}𝑛 , and a witness𝑤 ∈ {0, 1}ℎ , the prove algorithm proceeds as follows:

– Let 𝜎 = 𝜎 (𝜆, 𝑛) and ℓscg-pp = ℓscg-pp (𝜆, 𝜎).
– Parse pp = ppSCG∥𝑧 where ppSCG ∈ {0, 1}ℓscg-pp and 𝑧 ∈ {0, 1}𝜎 .
– Compute (𝑦, 𝜋SCG) ← SCG.Sample(ppSCG) and 𝜋NIZK ← NIZK.Prove(𝑦 ⊕ 𝑧, 𝑥,𝑤).
– Output 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK).

• Verify(pp, 𝑥, 𝜋): On input the public parameters pp ∈ {0, 1}ℓpp , the statement 𝑥 ∈ {0, 1}𝑛 , and the proof

𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK), the verification algorithm parses pp = ppSCG∥𝑧 where ppSCG ∈ {0, 1}ℓscg-pp and 𝑧 ∈ {0, 1}𝜎 .
Then, it checks that SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 and that NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK). If the checks pass,
it outputs 1; otherwise, it outputs 0.

Theorem 3.3 (Completeness). If ΠSCG is complete and ΠNIZK is complete in the common random string model, then
Construction 3.2 is complete.

Proof. Take any 𝜆 ∈ N and any (𝑥,𝑤) ∈ R where |𝑥 | = 𝑛. Take any pp ∈ {0, 1}ℓpp and let 𝜋 ← Prove(1𝜆, pp, 𝑥,𝑤).
Parse pp = ppSCG∥𝑧 where ppSCG ∈ {0, 1}ℓscg-pp and 𝑧 ∈ {0, 1}𝜎 . Next, by construction of Prove, we can write

𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK) where (𝑦, 𝜋SCG) ← SCG.Sample(ppSCG) and 𝜋NIZK ← NIZK.Prove(𝑦 ⊕ 𝑧, 𝑥,𝑤). We now con-

sider the two verification checks:

• By completeness of ΠSCG, SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 so the first verification check passes.

• Since the CRS output by NIZK.Setup(1𝜆, 1𝑛) is uniformly random, the value 𝑦 ⊕ 𝑧 lies in the support of

NIZK.Setup(1𝜆, 1𝑛). Then, by completeness of ΠNIZK, this means NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1 and the

second verification check passes.

Since both verification checks pass, completeness holds. □

Theorem 3.4 (Non-Adaptive Soundness). Suppose ΠNIZK is (1, 𝜇 (𝜆))-non-adaptively sound against non-uniform ad-
versaries and ΠSCG satisfies mode-indistinguishability and 𝜇 (𝜆)-guessing security against non-uniform adversaries. Then
Construction 3.2 is non-adaptively sound against non-uniform adversaries.

Proof. Let A = (A1,A2) be a non-uniform adversary for the non-adaptive soundness game, where A1 is the offline

algorithm that takes as input the security parameter 1
𝜆
and outputs a polynomial-size advice string stA . We assume

that stA includes a description of the statement 𝑥 ∈ {0, 1}𝑛 (see Remark 2.11). Algorithm A2 is the online algorithm

that takes as input the advice string stA , the public parameters pp, and outputs the proof 𝜋 (for the statement 𝑥).

We now define a sequence of hybrid experiments:
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• Hyb
1
: This is the non-adaptive soundness game for Construction 3.2.

1. On input the security parameter 1
𝜆
, algorithm A1 outputs an advice string stA , which includes a descrip-

tion of the statement 𝑥 ∈ {0, 1}𝑛 .
2. The challenger samples pp r← {0, 1}ℓpp and invokesA2 (stA, pp). AlgorithmA2 outputs𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK).
3. The challenger parses pp = ppSCG∥𝑧 where ppSCG ∈ {0, 1}ℓscg-pp and 𝑧 ∈ {0, 1}𝜎 . The challenger checks

that SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 and outputs 0 if not. The output of the experiment is 1 if

𝑥 ∉ L and SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 and NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1.

• Hyb
2
: Same as Hyb

1
except the challenger samples ppSCG using SCG.Setup.

1. On input the security parameter 1
𝜆
, algorithm A1 outputs an advice string stA , which includes a descrip-

tion of the statement 𝑥 ∈ {0, 1}𝑛 .
2. The challenger samples (ppSCG, 𝑡∗) ← SCG.Setup(1𝜆, 1𝜎 ). Next, it samples 𝑧

r← {0, 1}𝜎 and sets pp =

ppSCG∥𝑧. Then, it invokes A2 (stA, pp). Algorithm A2 outputs 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK).
3. The output of the experiment is 1 if

𝑥 ∉ L and SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 and NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1.

• Hyb
3
: Same as Hyb

2
, except the challenger only outputs 1 if 𝑦 = 𝑡∗.

1. On input the security parameter 1
𝜆
, algorithm A1 outputs an advice string stA , which includes a descrip-

tion of the statement 𝑥 ∈ {0, 1}𝑛 .
2. The challenger samples (ppSCG, 𝑡∗) ← SCG.Setup(1𝜆, 1𝜎 ). Next, it samples 𝑧

r← {0, 1}𝜎 and sets pp =

ppSCG∥𝑧. Then, it invokes A2 (stA, pp). Algorithm A2 outputs 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK).
3. The output of the experiment is 1 if

𝑥 ∉ L and SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 and NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1 and 𝑡∗ = 𝑦.

• Hyb
4
: Same as Hyb

3
, except the challenger programs 𝑡∗ into the CRS as follows:

1. On input the security parameter 1
𝜆
, algorithm A1 outputs an advice string stA , which includes a descrip-

tion of the statement 𝑥 ∈ {0, 1}𝑛 .
2. The challenger samples (ppSCG, 𝑡∗) ← SCG.Setup(1𝜆, 1𝜎 ). Next, it samples crs ← NIZK.Setup(1𝜆, 1𝑛)

and sets 𝑧 = crs ⊕ 𝑡∗. Finally, it sets pp = ppSCG∥𝑧. Then, it invokes A2 (stA, pp). Algorithm A2 outputs

𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK).
3. The output of the experiment is 1 if

𝑥 ∉ L and SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 and NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1 and 𝑡∗ = 𝑦.

Let Hyb𝑖 (A) be the random variable denoting the output of an execution of experiment Hyb𝑖 with adversary A. We

now analyze each pair of adjacent hybrid experiments. Our goal is to show Pr[Hyb
1
(A) = 1] = negl(𝜆).

Claim 3.5. Suppose ΠSCG satisfies mode indistinguishability against non-uniform adversaries. Then, there exists a neg-
ligible function negl(·) such that for all security parameters 𝜆 ∈ N, | Pr[Hyb

1
(A) = 1] − Pr[Hyb

2
(A) = 1] | = negl(𝜆).

Proof. Suppose | Pr[Hyb
1
(A) = 1] − Pr[Hyb

2
(A) = 1] | ≥ 𝜀 (𝜆) for some non-negligible 𝜀. We use A = (A1,A2) to

construct an efficient non-uniform adversary B = (B1,B2) that breaks mode indistinguishability. The preprocessing

algorithm B1 works as follows:

1. On input the security parameter 1
𝜆
, run stA ← A1 (1𝜆) and let 𝑥 be the statement associated with stA .
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2. If 𝑥 ∈ L, then let stB = (stA, 1𝜎 , 𝑥, 0). Otherwise, let stB = (stA, 1𝜎 , 𝑥, 1), where 𝜎 = 𝜎 (𝜆, |𝑥 |). Output stB .

The online algorithm B2 now works as follows:

1. On input the state stB = (stA, 1𝜎 , 𝑥, 𝑏), output 1𝜎 .

2. The challenger responds with the public parameters ppSCG ∈ {0, 1}ℓscg-pp .

3. Sample 𝑧
r← {0, 1}𝜎 and set pp = ppSCG∥𝑧. Run 𝜋 ← A2 (stA, pp) and parse 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK).

4. Output 1 if 𝑏 = 1, SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1, and NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1. Otherwise, output 0.

By construction, since A2 is efficient, algorithm B2 is also efficient. By construction of B, we have 𝑏 = 0 if 𝑥 ∈ L
and 𝑏 = 1 if 𝑥 ∉ L. Thus, the output of B2 is 1 if and only if 𝑥 ∉ L, SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1, and

NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1. Observe that these conditions coincide with those in Hyb
1
and Hyb

2
. We now

consider the two possible distributions of ppSCG:

• Suppose the challenger samples ppSCG
r← {0, 1}ℓscg-pp . Since B2 samples 𝑧

r← {0, 1}𝜎 , the overall distribution of

pp is uniform over {0, 1}ℓpp . This matches the distribution in Hyb
1
and correspondingly, algorithm B2 outputs

1 with probability Pr[Hyb
1
(A) = 1].

• Suppose the challenger samples (ppSCG, 𝑡∗) ← SCG.Setup(1𝜆, 1𝜎 ). In this case, the distribution of pp coincides

with the distribution in Hyb
2
. In this case, algorithm B2 outputs 1 with probability Pr[Hyb

2
(A) = 1].

We conclude that algorithm B breaks mode indistinguishability with the same advantage 𝜀, and the claim holds. □

Claim 3.6. Suppose ΠSCG satisfies 𝜇-guessing security against non-uniform adversaries. Then, there exists a negligible
function negl(·) such that for all security parameters 𝜆 ∈ N,

Pr[Hyb
3
(A) = 1] ≥ 𝜇 (𝜆) · (Pr[Hyb

2
(A) = 1] − negl(𝜆)) .

Proof. We first use A to construct a non-uniform 𝜇-guessing adversary B = (B1,B2) for ΠSCG. The preprocessing

algorithm B1 works as follows:

1. On input the security parameter 1
𝜆
, run stA ← A1 (1𝜆) and let 𝑥 be the statement associated with stA .

2. If 𝑥 ∈ L, then let stB = (stA, 1𝜎 , 𝑥, 0). Otherwise, let stB = (stA, 1𝜎 , 𝑥, 1), where 𝜎 = 𝜎 (𝜆, |𝑥 |). Output stB .

The online algorithm B2 now works as follows:

1. On input the state stB = (stA, 1𝜎 , 𝑥, 𝑏), output 1𝜎 .

2. The challenger replies with the public parameters ppSCG ∈ {0, 1}ℓscg-pp .

3. Sample 𝑧
r← {0, 1}𝜎 and set pp = ppSCG∥𝑧. Run 𝜋 ← A2 (stA, pp) and parse 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK).

4. Then check if𝑏 = 1, SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1, andNIZK.Verify(𝑦⊕𝑧, 𝑥, 𝜋NIZK) = 1. If so, output (𝑦, 𝜋SCG).
Otherwise, output ⊥.

By construction, sinceA2 is efficient, algorithm B2 is also efficient. We now analyze the 𝜇-guessing advantage of algo-

rithmB. In the 𝜇-guessing security game, the challenger samples (ppSCG, 𝑡∗) ← SCG.Setup(1𝜆, 1𝜎 ). Let 𝐸⊥ be the event
that algorithmB2 outputs⊥ or that it outputs (𝑦, 𝜋SCG) where SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 0. Let 𝐸guessed be the event

that algorithm B2 outputs (𝑦, 𝜋SCG) where SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 and 𝑦 = 𝑡∗. By definition, the distribution

of pp simulated by B2 perfectly coincides with the distribution in Hyb
2
and Hyb

3
. Thus, the following relations hold:

• Consider the event¬𝐸⊥. First, algorithmB2 will never output a pair (𝑦, 𝜋SCG)where SCG.Verify(ppSCG, 𝑦, 𝜋SCG) =
0. In addition, algorithm B2 will not output ⊥ if 𝑏 = 1, SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1, and NIZK.Verify(𝑦 ⊕
𝑧, 𝑥, 𝜋NIZK) = 1. By construction of B1, 𝑏 = 1 if and only if 𝑥 ∉ L. Thus, event ¬𝐸⊥ occurs as long as

𝑥 ∉ L and SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 and NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1.

By definition, this is precisely Pr[¬𝐸⊥] = Pr[Hyb
2
(A) = 1].
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• Next, the event 𝐸guessed occurs only if

𝑥 ∉ L and SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1 and NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1 and 𝑡∗ = 𝑦.

By definition, this is precisely Pr[𝐸guessed] = Pr[Hyb
3
(A) = 1].

Since ΠSCG satisfies 𝜇-guessing security, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

Pr[𝐸guessed] ≥ 𝜇 (𝜆) · (Pr[¬𝐸⊥] − negl(𝜆)) .

Since Pr[𝐸guessed] = Pr[Hyb
3
(A) = 1] and Pr[¬𝐸⊥] = Pr[Hyb

2
(A) = 1], we conclude that

Pr[Hyb
3
(A) = 1] ≥ 𝜇 (𝜆) · (Pr[Hyb

2
(A) = 1] − negl(𝜆)) .

The claim follows. □

Claim 3.7. Suppose ΠNIZK has a uniform random string. Then, Pr[Hyb
4
(A) = 1] = Pr[Hyb

3
(A) = 1].

Proof. The only difference between the two hybrids is in how 𝑧 ∈ {0, 1}𝜎 is sampled. In Hyb
3
, the challenger samples

𝑧
r← {0, 1}𝜎 whereas in Hyb

4
, the challenger samples crs← NIZK.Setup(1𝜆, 1𝑛) and sets 𝑧 = crs ⊕ 𝑡∗. Since ΠNIZK

has a uniform random string, the distribution crs in Hyb
4
is uniform over {0, 1}𝜎 and independent of 𝑡∗. Thus, in

both cases, the distribution of 𝑧 is uniform over {0, 1}𝜎 and the two experiments are identically distributed. □

Claim 3.8. Suppose ΠNIZK satisfies (1, 𝜇 (𝜆))-non-adaptive soundness against non-uniform adversaries. Then, there exists
a negligible function negl(·) such that for all 𝜆 ∈ N, Pr[Hyb

4
(A) = 1] = 𝜇 (𝜆) · negl(𝜆).

Proof. Suppose Pr[Hyb
4
(A) = 1] ≥ 𝜇 (𝜆) · 𝜀 (𝜆) for some non-negligible 𝜀. We use A = (A1,A2) to construct a

non-adaptive non-uniform soundness adversary B = (B1,B2) for ΠNIZK. The preprocessing algorithm B1 simply

runs A1 to get the state stA and the associated statement 𝑥 . Algorithm B1 outputs the same statement 𝑥 and the

advice string stB = stA . We now describe the online algorithm B2:

1. On input the advice string stB = stA and the common reference string crs ∈ {0, 1}𝜎 , algorithm B2 runs
(ppSCG, 𝑡∗) ← SCG.Setup(1𝜆, 1𝜎 ). It computes 𝑧 = crs ⊕ 𝑡∗, sets pp = ppSCG∥𝑧, and runs A2 on stA and the

public parameters pp.

2. AlgorithmA2 responds with a proof 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK). Algorithm B2 checks SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1

and 𝑦 = 𝑡∗. If both checks pass, it sends 𝜋NIZK to the challenger. Otherwise it halts with output ⊥.

First, ifA2 is efficient, then so is B2. We argue that B perfectly simulates an execution ofHyb
4
forA. In the reduction,

the challenger samples crs← Setup(1𝜆, 1 |𝑥 | ), which coincides with the distribution of crs inHyb
4
. Similarly, algorithm

B samples (ppSCG, 𝑡∗) and constructs pp exactly as described in Hyb
4
. Thus, with probability 𝜇 (𝜆) · 𝜀 (𝜆), algorithm

A will output 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK) such that Hyb
4
(A) = 1, which means

𝑥 ∉ L, SCG.Verify(ppSCG, 𝑦, 𝜋SCG) = 1, NIZK.Verify(𝑦 ⊕ 𝑧, 𝑥, 𝜋NIZK) = 1 and 𝑡∗ = 𝑦. (3.3)

In particular, since algorithm B sets 𝑧 = crs ⊕ 𝑡∗, this means that

𝑦 ⊕ 𝑧 = 𝑡∗ ⊕ crs ⊕ 𝑡∗ = crs.

In this case, Eq. (3.3) means that algorithm B outputs (𝑥, 𝜋NIZK) where 𝑥 ∉ L and NIZK.Verify(crs, 𝑥, 𝜋NIZK) = 1,

which means it breaks non-adaptive soundness of ΠNIZK with the same advantage. □
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Proof of Theorem 3.4. Returning now to the proof of Theorem 3.4, we appeal to Claims 3.6 and 3.7 to conclude

that there exists a negligible function negl
1
(·) such that for all 𝜆 ∈ N,

𝜇 (𝜆) · (Pr[Hyb
2
(A) = 1] − negl

1
(𝜆)) ≤ Pr[Hyb

4
(A) = 1] .

Combined with Claim 3.8, we see that there exists a negligible function negl
2
(·) such that for all 𝜆 ∈ N,

𝜇 (𝜆) · (Pr[Hyb
2
(A) = 1] − negl

1
(𝜆)) ≤ Pr[Hyb

4
(A) = 1] = 𝜇 (𝜆) · negl

2
(𝜆).

This means

Pr[Hyb
2
(A) = 1] ≤ negl

1
(𝜆) + negl

2
(𝜆).

Finally, by Claim 3.5, there exists a negligible function negl
3
(·) such that for all 𝜆 ∈ N,

Pr[Hyb
1
(A) = 1] ≤ negl

1
(𝜆) + negl

2
(𝜆) + negl

3
(𝜆),

which proves non-adaptive soundness. □

Theorem 3.9 (Witness Indistinguishability). Suppose ΠNIZK satisfies non-adaptive witness indistinguishability against
efficient non-uniform (resp., unbounded) adversaries and ΠSCG satisfies target randomness. Then Construction 3.2 satisfies
witness indistinguishability against efficient non-uniform (resp., unbounded) adversaries.

Proof. LetA = (A1,A2) be an efficient non-uniform (resp. unbounded) adversary for the witness indistinguishability

game (see Remark 2.11). Let (SCG.Preprocess, SCG.Target) be the target randomness algorithms associated with

ΠSCG. We now define a sequence of hybrid arguments, each parameterized by a bit 𝑏 ∈ {0, 1}.

• Hyb(𝑏 )
1

: This is the standard witness-indistinguishability game with bit 𝑏:

1. On input the security parameter 1
𝜆
, the preprocessing algorithm A1 outputs the advice string stA . Let

𝑥 ∈ {0, 1}𝑛 be the statement,𝑤0,𝑤1 ∈ {0, 1}ℎ be the witnesses and pp ∈ {0, 1}ℓpp be the public parameters

associated with stA .

2. The challenger checks that R(𝑥,𝑤0) = 1 = R(𝑥,𝑤1) and that ℓpp = ℓpp (𝜆, |𝑥 |). If any check fails, the

challenger halts with output 0.

3. The challenger parses pp = ppSCG∥𝑧 where ppSCG ∈ {0, 1}ℓscg-pp and 𝑧 ∈ {0, 1}𝜎 .
4. The challenger constructs the proof 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK) as follows:

– Sample (𝑦, 𝜋SCG) ← SCG.Sample(ppSCG).
– Compute 𝜋NIZK ← NIZK.Prove(𝑧 ⊕ 𝑦, 𝑥,𝑤𝑏).

The challenger sends 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK) to A.

5. Finally, the adversary outputs a guess 𝑏′ ∈ {0, 1} which is the output of the experiment.

• Hyb(𝑏 )
2

: Same as Hyb(𝑏 )
1

, except the challenger changes how it samples (𝑦, 𝜋SCG) in Step 4:

4. The challenger constructs the proof 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK) as follows:
– Sample 𝑦

r← {0, 1}ℓout .
– Compute tdSCG ← SCG.Preprocess(ppSCG) and 𝜋SCG ← SCG.Target(tdSCG, 𝑦).
– Compute 𝜋NIZK ← NIZK.Prove(𝑧 ⊕ 𝑦, 𝑥,𝑤𝑏).

The challenger sends 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK) to A.

• Hyb(𝑏 )
3

: Same as Hyb(𝑏 )
2

, except the challenger changes the distribution of 𝑦 in Step 4:

4. The challenger constructs the proof 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK) as follows:
– Sample crs← NIZK.Setup(1𝜆, 1𝑛) and set 𝑦 = crs ⊕ 𝑧.
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– Compute tdSCG ← SCG.Preprocess(ppSCG) and 𝜋SCG ← SCG.Target(tdSCG, 𝑦).
– Compute 𝜋NIZK ← NIZK.Prove(𝑧 ⊕ 𝑦, 𝑥,𝑤𝑏).

The challenger sends 𝜋 = (𝑦, 𝜋SCG, 𝜋NIZK) to A.

Let Hyb(𝑏 )
𝑖
(A) be the random variable denoting the output of the experiment Hyb(𝑏 )

𝑖
with adversary A. We now

analyze each adjacent pair of hybrid experiments.

Claim 3.10. Suppose ΠSCG satisfies target randomness. Then, there exists a negligible function negl(·) such that for
all 𝑏 ∈ {0, 1} and all 𝜆 ∈ N, | Pr[Hyb(𝑏 )

1
(A) = 1] − Pr[Hyb(𝑏 )

2
(A) = 1] | = negl(𝜆).

Proof. Take any 𝑏 ∈ {0, 1} and let | Pr[Hyb(𝑏 )
1
(A) = 1] − Pr[Hyb(𝑏 )

2
(A) = 1] | ≥ 𝜀 (𝜆) for some non-negligible 𝜀. We

use A = (A1,A2) to construct a (inefficient) reduction algorithm B that breaks target randomness of ΠSCG with

the same advantage. Algorithm B works as follows:

1. On input the security parameter 1
𝜆
, algorithm B runs stA ← A1 (1𝜆). Let 𝑥 ∈ {0, 1}𝑛 be the statement,

𝑤0,𝑤1 ∈ {0, 1}ℎ be the witnesses and pp ∈ {0, 1}ℓpp be the public parameters associated with stA .

2. If R(𝑥,𝑤0) = 0 or R(𝑥,𝑤1) = 0 or ℓpp ≠ ℓpp (𝜆, |𝑥 |), then algorithm B outputs 0. Otherwise, it parses

pp = ppSCG∥𝑧 where ppSCG ∈ {0, 1}ℓscg-pp , 𝑧 ∈ {0, 1}𝜎 , 𝜎 = 𝜎 (𝜆, |𝑥 |), and ℓscg-pp = ℓscg-pp (𝜆, 𝜎) and sends

(1𝜎 , ppSCG) to the challenger.

3. The challenger responds with a pair (𝑦, 𝜋SCG).

4. Algorithm B computes 𝜋NIZK ← NIZK.Prove(𝑧⊕𝑦, 𝑥,𝑤𝑏) and sendsA2 (stA, (𝑦, 𝜋SCG, 𝜋NIZK)) to the challenger.

Let 𝑛 = 𝑛(𝜆) be the length of the statement output by A1. By definition, this is polynomially-bounded. Consider now

the target randomness security experiment with algorithm B and output length ℓout (𝜆) = 𝜎 (𝜆, 𝑛(𝜆)).
We bound the probability that algorithm B outputs 1 in the target randomness security experiment. First, if

R(𝑥,𝑤0) = 0 or R(𝑥,𝑤1) = 0 or ℓpp ≠ ℓpp (𝜆, |𝑥 |), the challenger’s output in Hyb(𝑏 )
1

or Hyb(𝑏 )
2

is always 0. Algorithm

B also outputs 0 in this case. It suffices to consider the case where R(𝑥,𝑤0) = 1 = R(𝑥,𝑤1) and ℓpp = ℓpp (𝜆, |𝑥 |).
We argue that depending on the distribution of the tuple (𝑦, 𝜋SCG), algorithm B perfectly simulates an execution

of Hyb(𝑏 )
1

or Hyb(𝑏 )
2

for A:

• Suppose the challenger samples (𝑦, 𝜋SCG) ← SCG.Sample(ppSCG). This is precisely how the challenger samples

(𝑦, 𝜋SCG) in Hyb(𝑏 )
1

. Moreover, algorithm B constructs 𝜋NIZK using the same procedure as in Hyb(𝑏 )
1

. Thus,

algorithm B perfectly simulates an execution of Hyb(𝑏 )
1

and outputs 1 with probability Pr[Hyb(𝑏 )
1
(A) = 1].

• Suppose the challenger samples 𝑦
r← {0, 1}ℓout and then computes 𝜋SCG as 𝜋SCG ← SCG.Target(tdSCG, 𝑦)

where tdSCG ← SCG.Preprocess(ppSCG). In this case, the distribution of (𝑦, 𝜋SCG) precisely coincides with its

distribution inHyb(𝑏 )
2

. Moreover, algorithm B constructs the proof 𝜋NIZK using the same procedure as inHyb(𝑏 )
2

.

Thus, algorithmB perfectly simulates an execution ofHyb(𝑏 )
2

and outputs 1 with probability Pr[Hyb(𝑏 )
2
(A) = 1].

We conclude that the algorithm B breaks target randomness with the same advantage 𝜀. □

Claim 3.11. Suppose ΠNIZK has a uniform random string. Then for all 𝑏 ∈ {0, 1},

Pr[Hyb(𝑏 )
2
(A) = 1] = Pr[Hyb(𝑏 )

3
(A) = 1] .

Proof. Same as the proof of Claim 3.7. □

Claim 3.12. Suppose ΠSCG satisfies target randomness and ΠNIZK satisfies non-adaptive witness indistinguishability
against non-uniform (resp. unbounded) adversaries. Then, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[Hyb(0)
3
(A) = 1] − Pr[Hyb(1)

3
(A) = 1] | = negl(𝜆).

Recall that A is an efficient non-uniform (resp., unbounded) adversary for the witness indistinguishability game.
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Proof. Suppose | Pr[Hyb(0)
3
(A) = 1]−Pr[Hyb(1)

3
(A) = 1] | ≥ 𝜀 (𝜆) where 𝜀 is non-negligible. We useA = (A1,A2) to

construct a non-uniform (resp. unbounded) algorithm B = (B1,B2) that breaks witness indistinguishability of ΠNIZK
with the same advantage. We show the non-uniform case below and remark about how to adapt it for unbounded

adversaries in the end. The preprocessing algorithm B1 works as follows:

1. On input the security parameter 1
𝜆
, run stA ← A1 (1𝜆). Let 𝑥 ∈ {0, 1}𝑛 be the statement,𝑤0,𝑤1 ∈ {0, 1}ℎ be

the witnesses and pp ∈ {0, 1}ℓpp be the public parameters associated with stA .

2. If ℓpp ≠ ℓpp (𝜆, |𝑥 |), then output stB = ⊥. Otherwise, parse pp = ppSCG∥𝑧 where ppSCG ∈ {0, 1}ℓscg-pp , 𝑧 ∈ {0, 1}𝜎 ,
𝜎 = 𝜎 (𝜆, |𝑥 |), and ℓscg-pp = ℓscg-pp (𝜆, 𝜎). Compute tdSCG ← SCG.Preprocess(ppSCG).

3. Output stB = (stA, ppSCG, tdSCG, 𝑧, 𝑥,𝑤0,𝑤1).

The online algorithm B2 works as follows:

1. On input stB , if stB = ⊥, then output ⊥. Otherwise, parse stB = (stA, ppSCG, tdSCG, 𝑧, 𝑥,𝑤0,𝑤1) and output

(𝑥,𝑤0,𝑤1).

2. The challenger responds with crs and a proof 𝜋NIZK.

3. Let 𝑦 = crs ⊕ 𝑧 and compute 𝜋SCG ← SCG.Target(tdSCG, 𝑦). Output A2 (stA, (𝑦, 𝜋SCG, 𝜋NIZK)).

Length of advice string. First, we need to argue that |stB | = poly(𝜆). SinceA is an efficient adversary, this means

|stA | = poly(𝜆). As such, the lengths of pp, 𝑥,𝑤0,𝑤1 associated with stA are all polynomially-bounded. Since ΠSCG
satisfies target randomness, the size of the trapdoor tdSCG is at most poly( |ppSCG |) = poly(ℓscg-pp (𝜆, 𝜎 (𝜆, 𝑛))). Since
𝑛 = poly(𝜆), and 𝜎 (·, ·) and ℓscg-pp (·, ·) are polynomially-bounded, this means the length of tdSCG is poly(𝜆).

Running time of online algorithm. By target randomness of ΠSCG, the target algorithm Target is efficient (i.e.,

runs in time poly( |tdSCG | + 𝜎 (𝜆, 𝑛))). Since 𝜎 (·, ·) is a polynomial, and 𝑛 is polynomially-bounded, the running time

of Target is poly(𝜆). Since A2 is efficient, we conclude that B2 is efficient.

Advantage analysis. To conclude the proof, we compute the advantage of B. First, the challenger samples

crs← NIZK.Setup(1𝜆, 1 |𝑥 | ) which coincides with the distribution in Hyb(0)
3

and Hyb(1)
3

. Next, algorithm B computes

𝑧, the trapdoor tdSCG, the string 𝑦, and the proof 𝜋SCG using the exact same procedure as described in Hyb(0)
3

and

Hyb(1)
3

. Moreover, in Hyb(0)
3

and Hyb(1)
3

(as well as in the reduction), we have

𝑧 ⊕ 𝑦 = 𝑧 ⊕ (crs ⊕ 𝑧) = crs.

It remains to consider the distribution of 𝜋NIZK:

• Suppose 𝜋NIZK ← NIZK.Prove(crs, 𝑥,𝑤0). This coincides with the distribution inHyb(0)
3

so algorithm B outputs

1 with probability Pr[Hyb(0)
3
(A) = 1].

• Suppose 𝜋NIZK ← NIZK.Prove(crs, 𝑥,𝑤1). This coincides with the distribution inHyb(1)
3

so algorithm B outputs

1 with probability Pr[Hyb(1)
3
(A) = 1].

We conclude that algorithm B distinguishes with the same advantage 𝜀.

The case of unbounded A. The above argument extends in a straightforward manner to the case when our

adversaryA is unbounded. The only differences are that we now allow the online algorithms to be inefficient and the

advice string length to be unbounded. No other part of the proof relies on computational restrictions, and therefore

the remainder of the argument proceeds unchanged. □
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Proof of Theorem 3.9. Combining Claims 3.10 to 3.12, we conclude via a hybrid argument that there exists a

negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[Hyb(0)
1
(A) = 1] − Pr[Hyb(1)

1
(A) = 1] | ≤ negl(𝜆).

The claim follows. □

Remark 3.13 (On the Need for Non-Uniform Hardness). Both the proofs of Theorem 3.4 and Theorem 3.9 rely

on non-uniform hardness. We briefly describe how we could alternatively avoid non-uniformity by relying on

sub-exponential hardness.

• Soundness. In our soundness analysis (Theorem 3.4), we rely on non-uniformity so the reduction algorithm

can decide whether the underlying adversary outputs a true or a false statement. Alternatively, if the underlying

NIZK scheme was sound against adversaries running in sub-exponential time, then we can complexity leverage

and scale up the security parameter (as a function of the statement size) so that the reduction algorithm can

decide the language itself. Effectively, the reduction algorithm can simply compute the advice string itself, and

so there is no need to rely on the non-uniform advice bit for indicating whether the statement is true or not.

• Witness indistinguishability. In our witness indistinguishability analysis (Theorem 3.9), we run the (in-

efficient) Preprocess algorithm in the offline phase and provide the trapdoor to the online algorithm as the

non-uniform advice in Claim 3.12. This means our analysis assumes the underlying NIZK provides witness-

indistinguishability against non-uniform adversaries.

First, we note that if the NIZK satisfies statistical witness indistinguishability, then it is of course also secure

against non-uniform adversaries.

Alternatively, if the NIZK only provides computational witness indistinguishability and if the Preprocess
algorithm can be implemented in time 2

poly(𝜆)
which is independent of the output length ℓout, then we can again

rely on complexity leveraging to avoid the need for non-uniform hardness. Specifically, if the underlying NIZK

provided witness indistinguishability against adversaries running in sub-exponential time, then we can again

complexity leverage and scale up the security parameter for the NIZK so that the reduction algorithm (in the

proof of Claim 3.12) can simply run the Preprocess algorithm itself in the online phase. With this modification,

the online algorithm no longer needs the non-uniform advice. Our sometimes-constricting generator based

on the DDH assumption (Section 5 and Corollary 5.21) has the property where the running time of Preprocess
is a function of the security parameter 𝜆 (and not the output length ℓout).

For this latter implication, it is crucial that the running time of Preprocess be independent of ℓout.4 This is because
scaling up the security parameter for the NIZK could lead to a NIZK with a longer CRS, which in turn translates

to a larger value of ℓout in Construction 3.2. Now, if the running time of Preprocess depends on ℓout, this means the

NIZK would now need to be secure against an adversary whose running time is large enough to run Preprocess.
This leads to a circular dependency. In contrast, if the running time of Preprocess only depends on the security

parameter, then we can simply fix a security parameter 𝜆, and then choose the NIZK security parameter such

that the NIZK remains secure against an adversary whose running time is large enough to run Preprocess.

3.1 Extending to Super-Polynomial Security
We briefly remark about how to extend Construction 3.2 to obtain a (1, 𝜀)-secure ZAP for inverse-super-polynomial

𝜀. As noted in Section 2, sub-exponential security corresponds to the case where 𝜀 (𝜆) = 2
−𝜆𝑐

for some constant 𝑐 > 0

and quasi-polynomial security corresponds to the case where 𝜀 (𝜆) = 2
− log𝑐 𝜆

for some constant 𝑐 > 1. To do so, we

require (1, 𝜀)-security for the mode indistinguishability, the 𝜇-guessing, and the target randomness properties in

Definition 3.1. Concretely, we would make the following changes:

4
Technically, we do allow a polylogarithmic dependence, but since we only consider settings where ℓout ≤ 2

𝜆
, we can always absorb polylogarithmic

dependencies into the security parameter 𝜆.
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• Mode indistinguishability: We now require (1, 𝜀)-mode indistinguishability. Namely, for every efficient

adversary A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = 𝜀 (𝜆) · negl(𝜆)

in the mode indistinguishability game.

• 𝜇-Guessing security:We now require (1, 𝜀)-𝜇-guessing security. Namely, we modify Eq. (3.2) to require for

every efficient adversary A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

Pr[𝐸guessed] ≥ 𝜇 (𝜆) · (Pr[¬𝐸⊥] − 𝜀 (𝜆) · negl(𝜆)) . (3.4)

• Target randomness:We now require (1, 𝜀)-target randomness. Namely, for every adversary A, there exists

a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = 𝜀 (𝜆) · negl(𝜆)

in the target randomness game.

We can update the proofs of Theorem 3.4 and Theorem 3.9 to obtain a (1, 𝜀)-secure ZAP as follows:

• Soundness: To prove soundness, we use the same sequence of hybrid experiments from the proof of Theorem 3.4.

– Under the strengthened notion of mode indistinguishability, Claim 3.5 now says that

| Pr[Hyb
1
(A) = 1] − Pr[Hyb

2
(A) = 1] | ≤ 𝜀 (𝜆) · negl

1
(𝜆) .

– Under the strengthened notion of 𝜇-guessing security, Claim 3.6 now says that

Pr[Hyb
3
(A) = 1] ≥ 𝜇 (𝜆) · (Pr[Hyb

2
(A) = 1] − 𝜀 (𝜆) · negl

2
(𝜆)) .

– Claim 3.7 is unaffected so we still have Pr[Hyb
4
(A) = 1] = Pr[Hyb

3
(A) = 1].

– Finally, if the underlying NIZK satisfies (1, 𝜇 (𝜆) · 𝜀 (𝜆))-non-adaptive soundness, then Claim 3.8 shows that

Pr[Hyb
4
(A) = 1] = 𝜇 (𝜆) · 𝜀 (𝜆) · negl

3
(𝜆) .

Recall from Lemma 2.9 that if the underlying NIZK is sub-exponentially sound, then we can complexity

leverage to obtain a NIZK that is (1, 2−𝑝 (𝜆) )-sound for any polynomial 𝑝 (𝜆).
– By the same hybrid argument and calculation as in the proof of Theorem 3.4, we now conclude that

there is a negligible function negl(·) such that Pr[Hyb
1
(A) = 1] ≤ 𝜀 (𝜆) · negl(𝜆), which means the ZAP

satisfies (1, 𝜀)-soundness.

• Witness indistinguishability: For witness indistinguishability, we use the same sequence of hybrid experi-

ments from the proof of Theorem 3.9. Take a NIZK that satisfies (1, 𝜀 (𝜆))-non-adaptive witness indistinguisha-
bility against non-uniform adversaries.

– Under the strengthened notion of target randomness, Claim 3.10 now says that

| Pr[Hyb(𝑏 )
1
(A) = 1] − Pr[Hyb(𝑏 )

2
(A) = 1] | ≤ 𝜀 (𝜆) · negl

1
(𝜆).

– Claim 3.11 is unaffected so we still have

Pr[Hyb(𝑏 )
2
(A) = 1] = Pr[Hyb(𝑏 )

3
(A) = 1] .

– Finally, if the underlying NIZK satisfies (1, 𝜀 (𝜆))-non-adaptive soundness, then Claim 3.12 shows that

| Pr[Hyb(0)
3
(A) = 1] − Pr[Hyb(1)

3
(A) = 1] | = 𝜀 (𝜆) · negl

2
(𝜆).

– By the same hybrid argument and calculation as in the proof of Theorem 3.9, there exists a negligible

function negl(·) such that | Pr[Hyb(0)
1
(A) = 1] − Pr[Hyb(1)

1
(A) = 1] | ≤ 𝜀 (𝜆) · negl(𝜆) and the ZAP

satisfies (1, 𝜀)-witness indistinguishability.
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4 Branch-Constricting Generator
In this section, we define an intermediate primitive called a branch-constricting generator. We then show how to use

a branch-constricting generator to construct a sometimes-constricting generator. The notion of a branch-constricting

generator provides a more convenient intermediate abstraction when constructing it from algebraic assumptions.

Then, in Section 5, we show how to construct a branch-constricting generator from the DDH assumption (over

pairing-free groups) and in Section 6, we show how to construct one from the plain LWE assumption.

Definition 4.1 (Branch-Constricting Generator). Let 𝜆 be a security parameter and ℓout be an output length. A

public-coin branch-constricting generator with branch set 𝔅 = 𝔅(𝜆) and public parameter size ℓpp = ℓpp (𝜆, ℓout) is
a tuple of efficient algorithms ΠBCG = (Setup, Sample,Verify, SampleGuess) with the following syntax:

• Setup(1𝜆, 1ℓout , br∗) → (pp, aux): On input the security parameter 1
𝜆
, the output length ℓout, and a branch

br∗ ∈ 𝔅, the setup algorithm outputs a set of public parameters pp ∈ {0, 1}ℓpp and auxiliary information aux.
Throughout, we will assume that the public parameters pp always implicitly include a description of 1

𝜆
and 1

ℓout
.

• Sample(pp, br) → (𝑦, 𝜋): On input the public parameters pp ∈ {0, 1}ℓpp and a branch br ∈ 𝔅, the evaluation

algorithm outputs a string 𝑦 ∈ {0, 1}ℓout and a proof 𝜋 .

• Verify(pp, br, 𝑦, 𝜋) → 𝑏: On input the public parameters pp ∈ {0, 1}ℓpp , a branch br ∈ 𝔅, a string 𝑦 ∈ {0, 1}ℓout ,
and a proof 𝜋 , the verification algorithm outputs a bit 𝑏 ∈ {0, 1}. This algorithm is deterministic.

• SampleGuess(aux) → 𝑡∗: On input the auxiliary information aux, the sample-guess algorithm outputs a string

𝑡∗ ∈ {0, 1}ℓout .

We require ΠBCG to satisfy the following properties:

• Completeness: For all 𝜆, ℓout ∈ N, all branches br ∈ 𝔅, all pp ∈ {0, 1}ℓpp , all (𝑦, 𝜋) in the support of

Sample(pp, br), it holds that Verify(pp, br, 𝑦, 𝜋) = 1.

• Mode indistinguishability: For a security parameter 𝜆, an adversary A, and a bit 𝑏 ∈ {0, 1}, we define the
mode-indistinguishability game as follows:

– On input the security parameter 1
𝜆
, the adversary A sends the output length 1

ℓout
and a branch br∗ ∈ 𝔅

to the challenger.

– If 𝑏 = 0, the challenger samples pp r← {0, 1}ℓpp , where ℓpp = ℓpp (𝜆, ℓout). If 𝑏 = 1, the challenger samples

(pp, aux) ← Setup(1𝜆, 1ℓout , br∗). The challenger gives pp to A.

– Finally, the adversary outputs a guess 𝑏′ ∈ {0, 1} which is the output of the experiment.

We say ΠBCG satisfies 𝜀-mode-indistinguishability if for all efficient adversaries A, there exists a negligible

function negl(·) such that for all 𝜆 ∈ N

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = 𝜀 (𝜆) · negl(𝜆)

in the mode-indistinguishability game.

• Most-branches target randomness. There exists a pair of algorithms (Preprocess, Target) with the following

syntax:

– Preprocess(pp, br) → td: On input the public parameters (which include an implicit description of 1
𝜆
and

1
ℓout

) pp ∈ {0, 1}ℓpp , and a branch br ∈ 𝔅, the preprocess algorithm outputs a trapdoor td.

– Target(td, 𝑦) → 𝜋 : On input a trapdoor td and a string𝑦 ∈ {0, 1}ℓout , the target algorithm outputs a proof 𝜋 .

We require that (Preprocess, Target) satisfy the following two properties:
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– Efficiency: There exists a universal polynomial poly(·) such that for all pp ∈ {0, 1}∗ and all br ∈ 𝔅,

and all td in the support of Preprocess(pp, br), we require that |td| ≤ poly(𝜆 + ℓout + |pp| + |br|). In
addition, we require that Target be efficiently-computable. Note that we do not require that Preprocess
be efficiently-computable.

– Most-branches target randomness: For a security parameter 𝜆, an output length ℓout, an adversary A,

and a bit 𝑏 ∈ {0, 1}, we define the most-branches target randomness game as follows:

∗ On input the security parameter 1
𝜆
and the output length 1

ℓout
, the adversary A sends pp to the

challenger.

∗ The challenger computes ℓpp = ℓpp (𝜆, ℓout) and checks that pp ∈ {0, 1}ℓpp . Otherwise, it halts with
output 0.

· If 𝑏 = 0, the challenger samples br r← 𝔅 and computes (𝑦, 𝜋) ← Sample(pp, br).
· If 𝑏 = 1, the challenger samples br r← 𝔅 and 𝑦

r← {0, 1}ℓout . Next, it computes the trapdoor

td← Preprocess(pp, br) and 𝜋 ← Target(td, 𝑦).
The challenger sends (br, 𝑦, 𝜋) to the adversary.

∗ Finally, the adversary outputs a guess 𝑏′ ∈ {0, 1} which is the output of the experiment.

We say that ΠBCG satisfies target randomness if for all (possibly unbounded) adversaries A and all

polynomials ℓout = ℓout (𝜆), there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = negl(𝜆)

in the most-branches target randomness game.

• Sampling on constricted branch: There exists a polynomial 𝑝 = 𝑝 (𝜆) such that for all 𝜆 ∈ N, all ℓout ∈ N, all
br∗ ∈ 𝔅, all (pp, aux) in the support of Setup(1𝜆, 1ℓout , br∗), all strings 𝑦 ∈ {0, 1}ℓout , and all proofs 𝜋 ∈ {0, 1}∗
where Verify(pp, br∗, 𝑦, 𝜋) = 1, it holds that

Pr[𝑦 = 𝑡∗ : 𝑡∗ ← SampleGuess(aux)] ≥ 2
−𝑝 (𝜆) . (4.1)

Constructing a sometimes-constricting generator. Wewill now show how to construct a sometimes-constricting

generator using a branch-constricting generator.

Construction 4.2 (Sometimes-Constricting Generator from Branch-Constricting Generator). Let 𝜆 be a security

parameter and ℓout be an output length. Let ΠBCG = (BCG.Setup,BCG.Sample,BCG.Verify,BCG.SampleGuess) be a
branch-constricting generator with branch set 𝔅 = 𝔅(𝜆), branch element size ℓbr = ℓbr (𝜆, ℓout) and public parameter

size ℓpp = ℓpp (𝜆, ℓout). We construct a sometimes-constricting generator ΠSCG = (Setup, Sample,Verify) with public

parameter size ℓpp as follows:

• Setup(1𝜆, 1ℓout ): On input the security parameter 1
𝜆
and the output length 1

ℓout
, the setup algorithm samples

br∗ r← 𝔅 and runs (pp, aux) ← BCG.Setup(1𝜆, 1ℓout , br∗). Next it computes 𝑡∗ ← BCG.SampleGuess(aux) and
outputs pp and the guess 𝑡∗.

• Sample(pp): On input the public parameters pp ∈ {0, 1}ℓpp , sample br r← 𝔅 and compute (𝑦, 𝜋BCG) ←
BCG.Sample(pp, br). Output 𝑦 and 𝜋 = (br, 𝜋BCG).

• Verify(pp, 𝑦, 𝜋): On input the public parameters pp ∈ {0, 1}ℓpp , a string 𝑦 ∈ {0, 1}ℓout , and a proof 𝜋 = (br, 𝜋BCG),
the verification algorithm outputs BCG.Verify(pp, br, 𝑦, 𝜋BCG).

Theorem 4.3 (Completeness). If ΠBCG is complete, then Construction 4.2 is complete.

Proof. Take any 𝜆, ℓout ∈ N, any pp ∈ {0, 1}ℓpp , and any (𝑦, 𝜋) in the support of Sample(pp). By construction, we can

write 𝜋 = (br, 𝜋BCG) and moreover, (𝑦, 𝜋BCG) is in the support of BCG.Sample(pp, br). By completeness of ΠBCG, this

means BCG.Verify(pp, br, 𝑦, 𝜋BCG) outputs 1. This means Verify(pp, 𝑦, 𝜋) = 1, as required. □
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Theorem 4.4 (Mode Indistinguishability). Suppose ΠBCG satisfies 𝜀-mode indistinguishability for some 𝜀 (𝜆) ≤ 1. Then
Construction 4.2 satisfies mode indistinguishability.

Proof. Take any efficient adversary A that breaks mode indistinguishability of the sometimes-constricting generator

with advantage 𝛿 = 𝛿 (𝜆). We useA to construct an efficient adversaryB that breaksmode indistinguishability ofΠBCG:

1. On input the security parameter 1
𝜆
, algorithm B runs 1

ℓout ← A(1𝜆).

2. Algorithm B samples br∗ r← 𝔅 and gives (1ℓout , br∗) to the challenger. The challenger replies with pp.

3. Algorithm B gives pp to A and outputs whatever A outputs.

If A is efficient, then B is efficient by construction. We now consider the distribution of pp.

• Suppose the challenger samples pp r← {0, 1}ℓpp . This corresponds to the distribution in an execution of the

mode indistinguishability experiment where 𝑏 = 0.

• Suppose the challenger samples (pp, aux) ← BCG.Setup(1𝜆, 1ℓout , br∗). Since algorithm B samples br∗ r← 𝔅,

the distribution of pp is precisely that of Setup(1𝜆, 1ℓout ), which coincides with the distribution in an execution

of the mode indistinguishability experiment where 𝑏 = 1.

We conclude that B breaks mode indistinguishability of ΠBCG with the same advantage 𝛿 = 𝛿 (𝜆). Since ΠBCG satisfies

𝜀-mode indistinguishability and 𝜀 (𝜆) ≤ 1, we conclude that there exists a negligible function negl(·) such that for

all 𝜆 ∈ N,
𝛿 (𝜆) ≤ 𝜀 (𝜆) · negl(𝜆) ≤ negl(𝜆). (4.2)

Thus, Construction 4.2 satisfies mode indistinguishability. □

Theorem 4.5 (𝜇-Guessing Security). Suppose ΠBCG satisfies the sampling on constricted branch property, and let
𝑝 = 𝑝 (𝜆) be the associated polynomial from Eq. (4.1). Let 𝜀 (𝜆) ≤ 1/|𝔅(𝜆) |. If ΠBCG satisfies 𝜀-mode indistinguishability,
then Construction 4.2 satisfies 𝜇-guessing security for 𝜇 (𝜆) = 2

−𝑝 (𝜆) · 𝜀 (𝜆).

Proof. Take any efficient adversary A for the 𝜇-guessing security game. Then the 𝜇-guessing security game for

Construction 4.2 with security parameter 𝜆 and adversary A proceeds as follows:

1. On input 1
𝜆
, the adversary A sends 1

ℓout
to the challenger.

2. The challenger samples br∗ r← 𝔅, (pp, aux) ← BCG.Setup(1𝜆, 1ℓout , br∗), and 𝑡∗ ← BCG.SampleGuess(aux).
The challenger gives pp to A.

3. The adversary A either aborts with output ⊥ or it outputs a string 𝑦 ∈ {0, 1}ℓout and a proof 𝜋 . The output

of the experiment is 𝑏 = 1 if 𝑦 = 𝑡∗ and Verify(pp, 𝑦, 𝜋) = 1. In particular, the output is 1 if 𝑦 = 𝑡∗ and
BCG.Verify(pp, br, 𝑦, 𝜋BCG) = 1 where 𝜋 = (br, 𝜋BCG). Otherwise, the output is 0.

LetGuess(A) be the random variable denoting the output of the above experiment and 𝐸⊥ be the event that adversary
A aborts or that it outputs (𝑦, 𝜋) where Verify(pp, 𝑦, 𝜋) = 0. Notably, if ¬𝐸⊥ occurs, then the adversaryA must have

output (𝑦, 𝜋) where 𝜋 = (br, 𝜋BCG) and Verify(pp, 𝑦, 𝜋) = 1, and correspondingly, BCG.Verify(pp, br, 𝑦, 𝜋BCG) = 1.

We need to show that there exists a negligible function negl(·) such that for 𝜆 ∈ N,

Pr[Guess(A) = 1] ≥ 𝜇 (𝜆) · (Pr[¬𝐸⊥] − negl(𝜆)) .

By definition,

Pr[Guess(A) = 1] = Pr[¬𝐸⊥ ∧ 𝑦 = 𝑡∗]
≥ Pr[¬𝐸⊥ ∧ 𝑦 = 𝑡∗ ∧ br = br∗]
= Pr[𝑦 = 𝑡∗ | (br = br∗ ∧ ¬𝐸⊥)] · Pr[br = br∗ ∧ ¬𝐸⊥] .

(4.3)
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Conditioned on¬𝐸⊥, this means adversaryA outputs (𝑦, 𝜋) where 𝜋 = (br, 𝜋BCG) andBCG.Verify(pp, br, 𝑦, 𝜋BCG) = 1.

SinceΠBCG satisfies sampling on constricted branch and (pp, aux) is in the support ofBCG.Setup(1𝜆, 1ℓout , br∗), we have

Pr[𝑦 = 𝑡∗ | (br = br∗ ∧ ¬𝐸⊥)] ≥ 2
−𝑝 (𝜆) , (4.4)

where the probability is taken over the choice of 𝑡∗ ← BCG.SampleGuess(aux). To complete the proof, we now

bound the probability of Pr[br = br∗ ∧ ¬𝐸⊥].

Claim4.6. LetMatch(A) be the indicator random variable for the event (br = br∗∧¬𝐸⊥) in the 𝜇-guessing security exper-
iment. If ΠBCG satisfies 𝜀-mode indistinguishability, then there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

Pr[Match(A) = 1] ≥ 𝜀 (𝜆) · (Pr[¬𝐸⊥] − negl(𝜆)) .

Proof. To prove the claim, we first define an intermediate hybrid Hyb where the challenger samples pp r← {0, 1}ℓpp
(independently of br∗):

1. On input 1
𝜆
, the adversary A sends 1

ℓout
to the challenger.

2. The challenger samples br∗ r← 𝔅 and pp r← {0, 1}ℓpp . The challenger gives pp to A.

3. The adversary A either aborts with output ⊥ or it outputs a pair (𝑦, 𝜋). The output of the experiment is 1 if

br = br∗, 𝜋 = (br, 𝜋BCG), and BCG.Verify(pp, br, 𝑦, 𝜋BCG) = 1. Otherwise, the output of the experiment is 0.

LetMatch′ (A) be the random variable corresponding to the output of an execution of Hyb. Suppose

| Pr[Match(A) = 1] − Pr[Match′ (A) = 1] | ≥ 𝜀 (𝜆) · 𝛿 (𝜆)

for some non-negligible function 𝛿 = 𝛿 (𝜆). We use A to construct an efficient algorithm B that breaks 𝜀-mode-

indistinguishability of ΠBCG:

1. On input the security parameter 1
𝜆
, algorithm B runs 1

ℓout ← A(1𝜆).

2. Algorithm B samples br∗ r← 𝔅 and gives (1ℓout , br∗) to the challenger. The challenger replies with pp.

3. Algorithm B gives pp to A. Algorithm A either outputs ⊥ or it outputs a pair (𝑦, 𝜋).

4. Output 1 if A outputs a pair (𝑦, 𝜋) where 𝜋 = (br, 𝜋BCG), br = br∗, and BCG.Verify(pp, br, 𝑦, 𝜋BCG) = 1.

Otherwise, output 0.

We consider the two possibilities depending on the distribution of pp:

• If the challenger samples pp r← {0, 1}ℓpp , then algorithm B perfectly simulates an execution of Hyb. In this

case, algorithm B outputs 1 if and only if Match′ (A) = 1.

• If the challenger samples pp← Setup(1𝜆, 1ℓout , br∗), then algorithm B perfectly simulates the public parameter

distribution in the original 𝜇-guessing security game. In this case, algorithm B outputs 1 with probability

Pr[Match(A) = 1].

We conclude that algorithm B has advantage

| Pr[Match(A) = 1] − Pr[Match′ (A) = 1] | ≥ 𝜀 (𝜆) · 𝛿 (𝜆),

for some non-negligible 𝛿 = 𝛿 (𝜆). This contradicts the 𝜀-mode-indistinguishability of ΠBCG. Thus, we conclude that

there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[Match(A) = 1] − Pr[Match′ (A) = 1] | = 𝜀 (𝜆) · negl(𝜆). (4.5)
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To complete the proof, we now bound the probability Pr[Match′ (A) = 1]. By construction, in Hyb, the distribution
of pp is independent of br∗, and in particular, the challenger can defer the sampling of br∗ until after the adversary
A outputs (𝑦, 𝜋). Since the challenger samples br∗ r← 𝔅 and independently of all other quantities, we have

Pr[Match′ (A) = 1] = Pr[br = br∗ ∧ ¬𝐸⊥]
= Pr[¬𝐸⊥] · Pr[br = br∗ | ¬𝐸⊥]

= Pr[¬𝐸⊥] ·
1

|𝔅(𝜆) |
≥ 𝜀 (𝜆) · Pr[¬𝐸⊥] .

(4.6)

Combined with Eq. (4.5), we conclude that

Pr[Match(A) = 1] ≥ Pr[Match′ (A) = 1] − 𝜀 (𝜆) · negl(𝜆)
≥ 𝜀 (𝜆) · (Pr[¬𝐸⊥] − negl(𝜆)).

The claim follows. □

Combining Eqs. (4.3) and (4.4) and Claim 4.6, we now have

Pr[Guess(A) = 1] = Pr[𝑦 = 𝑡∗ | (¬𝐸⊥ ∧ br = br∗)] · Pr[br = br∗ ∧ ¬𝐸⊥]
= 2
−𝑝 (𝜆) · Pr[Match(A) = 1]

≥ 2
−𝑝 (𝜆) · 𝜀 (𝜆) · (Pr[¬𝐸⊥] − negl(𝜆)).

Thus, Construction 4.2 satisfies 𝜇-guessing security where 𝜇 (𝜆) = 2
−𝑝 (𝜆) · 𝜀 (𝜆). □

Theorem 4.7 (Target Randomness). Suppose ΠBCG satisfies most-branches target randomness. Then for all polynomials
ℓbr = ℓbr (𝜆), Construction 4.2 satisfies target randomness.

Proof. Let (BCG.Preprocess,BCG.Target) be the targeting algorithms associated with the most-branches target

randomness property of ΠBCG. We define the corresponding targeting algorithms for Construction 4.2 as follows:

• Preprocess(pp): On input the public parameter pp (which includes an implicit description of 1
𝜆
and 1

ℓout
),

sample a branch br r← 𝔅 and a trapdoor tdBCG ← BCG.Preprocess(pp, br). Output td = (br, tdBCG).

• Target(td, 𝑦): On input td = (br, tdBCG), compute 𝜋BCG ← BCG.Target(tdBCG, 𝑦) and output 𝜋SCG = (br, 𝜋BCG).

We now show that (Preprocess, Target) satisfy the required properties.

Efficiency. The size of the trapdoor td output by Preprocess(pp) is poly(𝜆 + ℓout + |pp| + |br|). This is a polynomial

in 𝜆, ℓout, and |pp| since |br| = ℓbr is polynomially-bounded. Moreover, since BCG.Target is efficiently-computable,

the same holds for Target.

Most-branches target randomness. Suppose there exists a polynomial ℓout = ℓout (𝜆) and a (possibly-unbounded)

adversary A that can break target randomness of Construction 4.2 with non-negligible probability. We use A to

construct a (possibly-unbounded) adversary B that breaks most-branches target randomness of ΠBCG (for the same

output length ℓout = ℓout (𝜆)):

1. On input the security parameter 1
𝜆
and the output length 1

ℓout
, invoke A on the same inputs to obtain a set

of public parameters pp. Algorithm B forwards pp to the challenger.

2. The challenger replies with a triple (br, 𝑦, 𝜋BCG). Algorithm B sets 𝜋 = (br, 𝜋BCG) and gives (𝑦, 𝜋) to A.

3. Algorithm A outputs a bit 𝑏′ ∈ {0, 1}, which algorithm B also outputs.
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We now compute the advantage of B:

• Suppose the challenger samples br r← 𝔅 and (𝑦, 𝜋BCG) = BCG.Sample(pp, br). In this case, the pair (𝑦, 𝜋) is
sampled exactly as in Sample(pp). This is the target randomness experiment for Construction 4.2 with 𝑏 = 0.

• Suppose the challenger samples br r← 𝔅, 𝑦
r← {0, 1}ℓout , tdBCG ← BCG.Preprocess(pp, br), and 𝜋BCG ←

BCG.Target(tdBCG, 𝑦). Then, the pair td = (br, tdBCG) is distributed exactly as Preprocess(pp) and 𝜋 is dis-

tributed exactly according to Target(td, 𝑦). Since 𝑦 is uniform over {0, 1}ℓout , the pair (𝑦, 𝜋) is distributed exactly
according to the specification of the target randomness experiment for Construction 4.2 with 𝑏 = 1.

We conclude that algorithm B breaks most-branches target randomness of ΠBCG with the same advantage as A. □

Corollary 4.8 (Sometimes-Constricting Generator). Let 𝜆 be a security parameter. Suppose there exists a branch-
constricting generator with a branch set of size 𝑁 = 𝑁 (𝜆). Suppose further that ΠBCG satisfies completeness, 𝜀-mode
indistinguishability for 𝜀 (𝜆) ≤ 1/𝑁 (𝜆), sampling on constricted branch and target randomness. Then there exists a polyno-
mial 𝑝 = 𝑝 (𝜆) such that the resulting sometimes-constricting generator satisfies completeness, mode-indistinguishability,
𝜇-guessing security, and target randomness, where 𝜇 (𝜆) = 2

−𝑝 (𝜆) · 𝜀 (𝜆).

4.1 Extending to Super-Polynomial Security
Similar to Section 3.1, it is straightforward to extend Construction 4.2 to obtain a (1, 𝜀)-secure sometimes-constricting

generator for inverse-super-polynomial 𝜀. As discussed in Section 3.1, this is relevant for getting a ZAP with quasi-

polynomial or sub-exponential security. To extend Construction 4.2 to obtain a (1, 𝜀)-secure sometimes-constricting

generator, we would first require that the branch-constricting generator satisfy the following stronger properties:

• Mode indistinguishability: First, we require (1, 𝜀2)-mode indistinguishability. Namely, for every efficient

adversary A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = 𝜀2 (𝜆) · negl(𝜆)

in the mode indistinguishability game.

• Most-branches target randomness: Second, we require (1, 𝜀)-most-branches target randomness. Specifically,

for every adversary A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[𝑏′ = 1 : 𝑏 = 0] − Pr[𝑏′ = 1 : 𝑏 = 1] | = 𝜀 (𝜆) · negl(𝜆)

in the most-branches target randomness game.

Using these properties, we can update the proofs of Theorems 4.4, 4.5 and 4.7 to satisfy the strengthened notions

from Section 3.1. The main difference is we now require that ΠBCG satisfy (1, 𝜀2)-mode indistinguishability (instead

of (1, 𝜀)-mode indistinguishability).

• Mode indistinguishability: The proof of Theorem 4.4 directly applies. Specifically, if ΠBCG satisfies (1, 𝜀2)-
mode indistinguishability, then the proof in Theorem 4.4 shows that Construction 4.2 also satisfies (1, 𝜀2)-mode

indistinguishability (which implies (1, 𝜀)-mode indistinguishability since 𝜀 < 1).

• 𝜇-Guessing advantage:We follow the same template as the proof of Theorem 4.5.

– We modify Claim 4.6 to argue that

Pr[Match(A) = 1] ≥ 𝜀 (𝜆) · (Pr[¬𝐸⊥] − 𝜀 (𝜆) · negl(𝜆)).

– If ΠBCG satisfies (1, 𝜀2)-mode indistinguishability, Eq. (4.5) now becomes

| Pr[Match(A) = 1] − Pr[Match′ (A) = 1] | = 𝜀2 (𝜆) · negl(𝜆).

Eq. (4.6) is unchanged and still says that

Pr[Match′ (A) = 1] ≥ 𝜀 (𝜆) · Pr[¬𝐸⊥] .
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– By the same calculation as in the proof of Theorem 4.5,

Pr[Guess(A) = 1] ≥ 2
−𝑝 (𝜆) · Pr[Match(A) = 1] ≥ 𝜇 (𝜆) · (Pr[¬𝐸⊥] − 𝜀 (𝜆) · negl(𝜆))

where 𝜇 (𝜆) = 2
−𝑝 (𝜆) · 𝜀 (𝜆). Recall that 𝑝 (𝜆) is still the same associated polynomial from Eq. (4.1).

• Target randomness: Similar to the case with mode indistinguishability, the proof of Theorem 4.7 directly

extends.

5 Branch-Constricting Generator from DDH
In this section, we show how to construct a branch-constricting generator from the decisional Diffie-Hellman (DDH)

assumption (over a standard pairing-free group). We begin by formally defining the DDH assumption.

Definition 5.1 (Prime-Order Group Generator). A prime-order group generator GroupGen is an efficient algorithm

that takes as input the security parameter 1
𝜆
and outputs a description G = (G, 𝑝, 𝑔) of a group G with prime order

𝑝 > 2
𝜆
and generator 𝑔. We require that 𝑝 = 2

Θ(𝜆)
and that the group operation in G be efficiently computable, and

that each element of G can be represented by a bit-string of length at most 𝑂 (𝜆).

Definition 5.2 (Public-Coin Prime-Order Group Generator). We say GroupGen is a public-coin prime-order group

generator if the algorithm GroupGen is public-coin.

Definition 5.3 (Obliviously-Sampleable Group). Let GroupGen be a prime-order group generator. We say that

GroupGen is obliviously sampleable with randomness complexity 𝜌 = 𝜌 (·) if GroupGen(1𝜆) outputs the description
of a group (G, 𝑝, 𝑔) in addition to two efficient algorithms (Samp, Samp−1) with the following properties:

• Algorithm Samp is deterministic and Samp−1 may be randomized.

• For all 𝜆 ∈ N and all ℎ ∈ G,

Pr[Samp(1𝜆, 𝑟 ) = ℎ : 𝑟 ← Samp−1 (1𝜆, ℎ)] = 1.

• There exists a negligible function negl(·) such that for all 𝜆 ∈ N, the statistical distance between the following

distributions is at most 2
−𝜆 · negl(𝜆):{

(𝑟, Samp(1𝜆, 𝑟 )) : 𝑟 r← {0, 1}𝜌 (𝜆)
}

and

{
(Samp−1 (1𝜆, ℎ), ℎ) : ℎ r← G

}
.

Note that this can be extended to polynomially many samples via a standard hybrid argument.

Notation. We will use implicit notation to represent group elements [EHK
+
13]. Specifically, let G = (G, 𝑝, 𝑔) be a

prime-order group. For a matrix A ∈ Z𝑛×𝑚
𝑝 , we write ⟦A⟧ to denote the matrix of group elements 𝑔A (where exponen-

tiation is defined component-wise). For matrices A,B of identical dimension and a scalar 𝑐 , we write 𝑐 · ⟦A⟧ := ⟦𝑐A⟧
and ⟦A⟧ + ⟦B⟧ := ⟦A + B⟧. We now define the DDH problem.

Assumption 5.4 (Decisional Diffie-Hellman). Let GroupGen be a prime-order group generator. The 𝜀-decisional

Diffie-Hellman (𝜀-DDH) assumption holds with respect to GroupGen if for all efficient (and possibly non-uniform)

adversaries A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,���Pr [A(1𝜆,G, ⟦𝑢⟧, ⟦𝑣⟧, ⟦𝑢𝑣⟧) = 1

]
− Pr

[
A(1𝜆,G, ⟦𝑢⟧, ⟦𝑣⟧, ⟦𝑤⟧) = 1

] ��� = 𝜀 (𝜆) · negl(𝜆)

where the probability is over G = (G, 𝑝, 𝑔) ← GroupGen(1𝜆) and 𝑢, 𝑣,𝑤 r← Z𝑝 . When GroupGen is a public-coin

group, the group description G is replaced by the random coins used to sample G.
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Matrix DDH. In our construction, it will be more convenient to use the following matrix version of the DDH

assumption, which follows from the plain DDH assumption by a standard hybrid argument (cf. [EHK
+
13]). We state

the version we use here.

Assumption 5.5 (Matrix Decisional Diffie-Hellman). Let GroupGen be a prime-order group generator and 𝑛 = 𝑛(𝜆)
be an input dimension. We say that the 𝜀-matrix decisional Diffie-Hellman (𝜀-MDDH) assumption holds with respect

to GroupGen if for all polynomials 𝑛 = 𝑛(𝜆) and all efficient (and possibly non-uniform) adversaries A, there exists

a negligible function negl(·) such that for all 𝜆 ∈ N,���Pr [A(1𝜆,G, ⟦u⟧, ⟦v⟧, ⟦uvT⟧) = 1

]
− Pr

[
A(1𝜆,G, ⟦u⟧, ⟦v⟧, ⟦M⟧) = 1

] ��� = 𝜀 (𝜆) · negl(𝜆),

where u, v r← Z𝑛
𝑝 and M r← Z𝑛×𝑛

𝑝 . When GroupGen is a public-coin group, the group description G is replaced by

the random coins used to sample G.

Construction 5.6 (Branch-Constricting Generator from DDH). Let 𝜆 be a security parameter. Our construction

relies on the following ingredients:

• Let the branch set size 𝑁 = 𝑁 (𝜆) where 𝑁 ≤ 2
𝜆
.

• Let GroupGen be an obliviously-sampleable public-coin prime-order group generator. Let ℓG = ℓG (𝜆) be the
length of the random coins used byGroupGen. Let 𝜌 = 𝜌 (𝜆) be the randomness complexity for the oblivious sam-

pler associated with GroupGen and ℓG = ℓG (𝜆) be a bound on the representation size of a single group element.

• LetH = {H𝜆}𝜆∈N where eachH𝜆 is a family of universal hash functions with domain {0, 1}ℓG (𝜆) , seed space

{0, 1}ℓ𝑠 (𝜆) and range {0, 1}.

We construct a branch-constricting generator ΠBCG = (Setup, Sample,Verify, SampleGuess) with branch set 𝔅 =

𝔅(𝜆) = [𝑁 (𝜆)] and public parameter size ℓpp = ℓpp (𝜆, ℓout) = ℓG (𝜆) + 𝜌 (𝜆) · ℓout2 as follows:

• Setup(1𝜆, 1ℓout , br∗): On input the security parameter 𝜆, the output length ℓout, and a branch br∗ ∈ 𝔅, the setup

algorithm proceeds as follows:

– Sample ppG
r← {0, 1}ℓG (𝜆) and let G = (G, 𝑝, 𝑔) = GroupGen(1𝜆 ; ppG). Let (Samp, Samp−1) be the

oblivious sampling algorithms associated with the group G.
– Sample u, v r← Zℓout

𝑝 and letM = uvT − br∗ · I ∈ Zℓout×ℓout
𝑝 where I ∈ {0, 1}ℓout×ℓout is the identity matrix.

Let ppM ← Samp−1 (1𝜆, ⟦M⟧), where we apply Samp−1 on each group element in the input. Output pp =

ppG ∥ppM ∈ {0, 1}ℓpp and the auxiliary information aux = (G, ⟦u⟧). As usual, we assume the public parameters

include an implicit description of the security parameter 1
𝜆
and the output length 1

ℓout
.

Parsing pp: In the following, we will interpret a bit string pp ∈ {0, 1}ℓpp as encoding the group description G
together with ⟦M⟧. Specifically, we first parse pp as pp = ppG ∥ppM where ppG ∈ {0, 1}ℓG and ppM ∈ {0, 1}𝜌 ·ℓ

2

out .

Then, we compute G = (G, 𝑝, 𝑔) = GroupGen(1𝜆 ; ppG) and ⟦M⟧ = Samp(1𝜆, ppM), where we apply Samp
block-by-block.

• Sample(pp, br): On input the public parameters pp ∈ {0, 1}ℓpp and a branch br ∈ 𝔅, the sampling algorithm

proceeds as follows:

– Parse pp as (G, ⟦M⟧) in the manner described in Setup.

– Sample ℎ
r←H𝜆 and r r← Zℓout

𝑝 .

– Compute 𝑦 = ℎ(⟦(M + br · I) · r⟧), where the hash function ℎ is applied component-wise to the binary

representation of each group element.

Output 𝑦 and 𝜋 = (r, ℎ).
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• Verify(pp, br, 𝑦, 𝜋): On input the public parameters pp ∈ {0, 1}ℓpp , a branch br ∈ 𝔅, a string 𝑦 ∈ {0, 1}ℓout , and
a proof 𝜋 = (r, ℎ), the verification algorithm first parses pp as (G, ⟦M⟧) in the manner described in Setup.
Then, it outputs 1 if ℎ ∈ H𝜆 , r ∈ Zℓout

𝑝 , and 𝑦 = ℎ(⟦(M + br · I) · r⟧), where the hash function ℎ is applied

component-wise to the binary representation of each group element.

• SampleGuess(aux): On input the auxiliary information aux = (G, ⟦u⟧) sample 𝛼
r← Z𝑝 , ℎ

r←H𝜆 , and output

𝑡 = ℎ(𝛼 · ⟦u⟧).
Theorem 5.7 (Completeness). Suppose GroupGen is obliviously sampleable (Definition 5.3). Then Construction 5.6
is complete.

Proof. Take any 𝜆, ℓout ∈ N and any branches br ∈ 𝔅. Take pp = ppG ∥ppM ∈ {0, 1}ℓpp and (𝑦, 𝜋) in the support

of Sample(pp, br). From Definition 5.3, this means Samp(1𝜆, ppM) = ⟦M⟧ for ⟦M⟧ ∈ Gℓout×ℓout
. By construction of

Sample, we have that 𝑦 = ℎ(⟦(M + br · I) · r⟧) and 𝜋 = (r, ℎ) for some r ∈ Zℓout
𝑝 , ℎ ∈ H𝜆 . These properties precisely

coincide with the check that Verify(pp, br, 𝑦, 𝜋) performs, so completeness holds. □

Theorem 5.8 (Mode Indistinguishability). Suppose GroupGen is obliviously sampleable and that the 𝜀-MDDH assump-
tion holds with respect to GroupGen for some 𝜀 (𝜆). Then Construction 5.6 satisfies 𝜀′-mode indistinguishability where
𝜀′ (𝜆) = max(𝜀 (𝜆), 2−𝜆).
Proof. Let A be an efficient adversary for the mode indistinguishability game. We define the following sequence of

hybrid experiments:

• Hyb
1
: This is the mode indistinguishability game with bit 𝑏 = 0. Specifically, the game proceeds as follows:

1. On input the security parameter 1
𝜆
, algorithm A outputs the length 1

ℓout
and a branch br∗ ∈ 𝔅.

2. The challenger samples pp r← {0, 1}ℓpp and gives pp to A.

3. Algorithm A outputs a bit 𝑏′ ∈ {0, 1}, which is the output of the experiment.

• Hyb
2
: Same as Hyb

1
, except the challenger changes how it samples the public parameters pp:

2. The challenger samples ppG
r← {0, 1}ℓG and sets G = (G, 𝑝, 𝑔) = GroupGen(1𝜆 ; ppG). Then, it samples

M r← Zℓout×ℓout
𝑝 . Finally, it sets ppM ← Samp−1 (1𝜆, ⟦M⟧) and gives pp = ppG ∥ppM to A.

• Hyb
3
: Same as Hyb

2
, except the challenger changes how it samples the public parameters pp:

2. The challenger samples ppG
r← {0, 1}ℓG and sets G = (G, 𝑝, 𝑔) = GroupGen(1𝜆 ; ppG). Then, it samples

u r← Zℓout
𝑝 , v r← Zℓout

𝑝 and sets M = uvT − br∗ · I. Finally, it sets ppM ← Samp−1 (1𝜆, ⟦M⟧) and gives

pp = ppG ∥ppM to A.

This is the mode indistinguishability game with bit 𝑏 = 1.

Let Hyb𝑖 (A) be the random variable denoting the output of an execution of experiment Hyb𝑖 with adversary A. We

now analyze each adjacent pair of hybrid experiments.

Claim 5.9. Suppose GroupGen is obliviously-sampleable. Then there exists a negligible function negl(·) such that for
all 𝜆 ∈ N, | Pr[Hyb

1
(A) = 1] − Pr[Hyb

2
(A) = 1] | = 2

−𝜆 · negl(𝜆).

Proof. The only difference between the hybrids is in the way the public parameters pp are sampled. In Hyb
1
,

the public parameters ppM are sampled uniformly at random from {0, 1}ℓpp , while in Hyb
2
, they are sampled as

ppM ← Samp−1 (1𝜆, ⟦M⟧) for uniformly random M ∈ Zℓout×ℓout
𝑝 . Since GroupGen is obliviously-sampleable and ℓout

is polynomial in 𝜆 (as A is efficient), there exists a negligible function negl(·) such that for all 𝜆 ∈ N, the statistical
distance between the following distributions

5
is at most 2

−𝜆 · negl(𝜆):{
𝑟 : 𝑟

r← {0, 1}ℓpp
}

and

{
Samp−1 (1𝜆, ⟦M⟧) : M r← Zℓout×ℓout

𝑝

}
.

These distributions exactly correspond to the distribution of pp inHyb
1
andHyb

2
respectively, so the claim follows. □

5
Strictly speaking, in Definition 5.3 the statistical distance is between joint distributions. However marginalizing out one variable cannot increase

the statistical distance, so the property used here also holds.
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Claim 5.10. Suppose GroupGen is a public-coin group sampler and the 𝜀-MDDH assumption holds with respect to
GroupGen. Then there exists a negligible function negl(·) such that for all 𝜆 ∈ N, | Pr[Hyb

2
(A) = 1] − Pr[Hyb

3
(A) =

1] | = 𝜀 (𝜆) · negl(𝜆).

Proof. Suppose | Pr[Hyb
2
(A) = 1] − Pr[Hyb

3
(A) = 1] | > 𝜀 (𝜆) · 𝛿 (𝜆) for some non-negligible 𝛿 . Without loss of

generality, suppose that for each security parameter 𝜆, algorithm A chooses a fixed value of ℓout = ℓout (𝜆).6 We now

use A to construct an efficient algorithm B that breaks the 𝜀-MDDH assumption with dimension ℓout with the same

advantage. Algorithm B works as follows:

1. On input the security parameter 1
𝜆
and the challenge (ppG, ⟦u⟧, ⟦v⟧, ⟦M⟧), algorithm B invokes algorithm

A on the same security parameter.

2. Algorithm A outputs the output length 1
ℓout

and the branch br∗ ∈ 𝔅.

3. Algorithm B computes ppM ← Samp−1 (1𝜆, ⟦M − br∗ · I⟧) and gives pp = ppG ∥ppM to A.

4. At the end of the experiment, algorithm A outputs a bit 𝑏′ ∈ {0, 1} which B also outputs.

We argue that depending on the distribution of the challenge, algorithm B either perfectly simulates an execution

of Hyb
2
or of Hyb

3
for A:

• Suppose the challenger sends (ppG, ⟦u⟧, ⟦v⟧, ⟦M⟧) for uniformly randomM ∈ Zℓout×ℓout
𝑝 . Algorithm B computes

⟦M−br∗ · I⟧ and sets ppM ← Samp−1 (1𝜆, ⟦M−br∗ · I⟧). It then sends pp = ppG ∥ppM toA. SinceM is uniformly

random, the distribution of M − br∗ · I is uniform over Zℓout×ℓout
𝑝 and independent of br∗. This is consistent with

Hyb
2
, hence B outputs 1 with probability Pr[Hyb

2
(A) = 1].

• Suppose the challenger sends (ppG, ⟦u⟧, ⟦v⟧, ⟦M⟧) where ⟦M⟧ = ⟦uvT⟧ to B. Algorithm B computes

⟦M − br∗ · I⟧ = ⟦uvT − br∗ · I⟧ and sets ppM ← Samp−1 (1𝜆, ⟦uvT − br∗ · I⟧). It then sends pp = ppG ∥ppM to

A. This is consistent with Hyb
3
, hence B outputs 1 with probability Pr[Hyb

3
(A) = 1].

We conclude that algorithm B wins with the same advantage 𝜀 (𝜆) · 𝛿 (𝜆), which breaks the 𝜀-MDDH assumption. □

Proof of Theorem 5.8. From Claims 5.9 and 5.10, there exist negligible functions negl
1
(·), negl

2
(·) such that

| Pr[Hyb
1
(A) = 1] − Pr[Hyb

2
(A) = 1] | ≤ 2

−𝜆 · negl
1
(𝜆)

| Pr[Hyb
2
(A) = 1] − Pr[Hyb

3
(A) = 1] | ≤ 𝜀 (𝜆) · negl

2
(𝜆)

Taking 𝜀′ = max(𝜀, 2−𝜆), negl
3
(𝜆) = negl

1
(𝜆) + negl

2
(𝜆), and applying the triangle inequality, we see that

| Pr[Hyb
1
(A) = 1] − Pr[Hyb

3
(A) = 1] | ≤ 2

−𝜆 · negl
1
(𝜆) + 𝜀 (𝜆) · negl

2
(𝜆) ≤ 𝜀′ (𝜆) · negl

3
(𝜆).

Thus the claim follows. □

Theorem 5.11 (Most-Branches Target Randomness). SupposeH is a universal hash function family and 1/𝑁 (𝜆) =
negl(𝜆). For all polynomials ℓout = ℓout (𝜆), Construction 5.6 satisfies most-branches target randomness.

Proof. We begin by stating a useful lemma from [CKSU21].

Lemma 5.12 ([CKSU21, Lemma 33, adapted]). Let 𝑝 be a prime and take any matrixM ∈ Z𝑛×𝑛
𝑝 . Let 𝑁 < 𝑝 be a positive

integer. Sample 𝑤 r← [𝑁 ] and let A = M +𝑤 · I𝑛 , where I𝑛 is the 𝑛-by-𝑛 identity matrix. Then, over the randomness
of𝑤 , the matrix A is invertible with probability at least 1 − 𝑛/𝑁 .

6
For instance, for each security parameter, we could provide the reduction algorithm the value of ℓout that contributes the most to algorithm

A’s advantage as non-uniform advice. Then, the reduction algorithm will only proceed if algorithm A chooses the particular value of ℓout.

Since A is polynomially-bounded, there are only polynomially-many possible values for ℓout that it can possibly choose, so restricting A to

a single value of ℓout for each security parameter can only reduce the advantage of A by a polynomial factor.

33



We define the Preprocess and Target algorithms as follows:

• Preprocess(pp, br): On input the public parameters pp ∈ {0, 1}ℓpp and a branch br ∈ 𝔅, the preprocessing

algorithm proceeds as follows:

– Parse pp as (G, ⟦M⟧) in the manner described in Setup.

– Recover M ∈ Zℓout×ℓout
𝑝 from ⟦M⟧ by computing discrete logarithms.

Output td = (M, br).

• Target(td, 𝑦): Given a trapdoor td = (M, br) and a target string 𝑦 ∈ {0, 1}ℓout :

– If M + br · I is not invertible, then abort and output 𝜋 = (0ℓout , 0ℓ𝑠 ).
– Sample a hash function ℎ

r←H .

– For each 𝑖 ∈ [ℓout], sample an element 𝑡𝑖
r← Z𝑝 such that ℎ(⟦𝑡𝑖⟧) = 𝑦𝑖 . Concretely, we will use the

following procedure: repeatedly sample 𝑡𝑖
r← Z𝑝 until finding one that satisfies ℎ(⟦𝑡𝑖⟧) = 𝑦𝑖 . If for any

index 𝑖 ∈ [ℓout], no such 𝑡𝑖 is found after 𝜆 iterations, then set t = 0ℓout .

Output 𝜋 = ((M + br · I)−1t, ℎ).

We now show that (Preprocess, Target) satisfy the required properties.

Efficiency. The size of the trapdoor td = (M, br) is 𝑂 (ℓ2
out

log𝑝 + 𝜆) = poly(𝜆, ℓout). Moreover, since all steps of the

Target algorithm run in poly(𝜆, ℓout) time, it is efficient.

Most-branches target randomness. Before proving this property, we introduce some useful notation. Let

pp ∈ {0, 1}ℓpp be the public parameters with ⟦M⟧ = Samp(1𝜆, ppM) for some ⟦M⟧ ∈ Gℓout×ℓout
. We interpret each

branch br ∈ 𝔅 as an element of Z𝑝 and define

𝔅BAD
pp := {br : the matrix M + br · I is not full rank}.

Next, for each hash function ℎ ∈ H𝜆 , value 𝑦 ∈ {0, 1}ℓout , and branch br ∈ 𝔅, define the preimage sets to be

𝑅𝑦,ℎ,br :=
{
r : r ∈ Zℓout

𝑝 , ℎ(⟦(M + br · I)r⟧) = 𝑦
}

𝑇𝑦,ℎ :=
{
t : t ∈ Zℓout

𝑝 , ℎ(⟦t⟧) = 𝑦
}

Suppose there exists a polynomial ℓout = ℓout (𝜆) and a possibly unbounded adversary A that can break the target

randomness of Construction 5.6. We define a sequence of hybrid experiments as follows:

• Hyb
1
: This is the target randomness game for 𝑏 = 0.

1. On input the security parameter 1
𝜆
and the output length 1

ℓout
, the adversaryA sends pp to the challenger.

2. The challenger computes ℓpp = ℓpp (𝜆, ℓout) and checks that pp ∈ {0, 1}ℓpp . Otherwise, it halts with output 0.

3. The challenger parses pp as (G, ⟦M⟧) in the manner described in Setup. Then it works as follows:

– Sample br r← 𝔅, ℎ
r←H𝜆 , and r r← Zℓout

𝑝 .

– Compute 𝑦 = ℎ(⟦(M + br · I) · r⟧).
The challenger sends the branch br, the string 𝑦, and the proof 𝜋 = (r, ℎ) to the adversary A.

4. Finally, the adversary outputs a guess 𝑏′ ∈ {0, 1} which is the output of the experiment.

• Hyb
2
: Same as Hyb

1
except the challenger changes the distribution of r in Step 3.

3. The challenger parses pp as (G, ⟦M⟧) in the manner described in Setup. Then it works as follows:

– Sample br r← 𝔅, ℎ
r←H𝜆 , and r′ r← Zℓout

𝑝 .
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– Compute 𝑦 = ℎ(⟦(M + br · I) · r′⟧)
– Sample r r← 𝑅𝑦,ℎ,br if 𝑅𝑦,ℎ,br ≠ ∅ and set r = 0ℓout otherwise.

The challenger sends the branch br, the string 𝑦, and the proof 𝜋 = (r, ℎ) to the adversary A.

• Hyb
3
: Same as Hyb

2
except the challenger aborts if br ∈ 𝔅BAD

pp .

3. The challenger parses pp as (G, ⟦M⟧) in the manner described in Setup. Then it works as follows:

– Sample br r← 𝔅.

– If br ∈ 𝔅BAD
pp then abort and send br, 𝑦 r← {0, 1}ℓout , and 𝜋 = (0ℓout , 0ℓ𝑠 ) to the adversary A.

– Sample ℎ
r←H𝜆 and r′ r← Zℓout

𝑝

– Compute 𝑦 = ℎ(⟦(M + br · I) · r′⟧)
– Sample r r← 𝑅𝑦,ℎ,br if 𝑅𝑦,ℎ,br ≠ ∅ and set r = 0ℓout otherwise.

The challenger sends the branch br, the string 𝑦, and the proof 𝜋 = (r, ℎ) to the adversary A.

• Hyb
4
: Same as Hyb

3
except the challenger changes the distribution of the input to the hash function ℎ.

3. The challenger parses pp as (G, ⟦M⟧) in the manner described in Setup. Then it works as follows:

– Sample br r← 𝔅.

– If br ∈ 𝔅BAD
pp then abort and send br, 𝑦 r← {0, 1}ℓout , and 𝜋 = (0ℓout , 0ℓ𝑠 ) to the adversary A.

– Sample ℎ
r←H𝜆

– Sample t r← Zℓout
𝑝

– Compute 𝑦 = ℎ(⟦t⟧)
– Sample r r← 𝑅𝑦,ℎ,br if 𝑅𝑦,ℎ,br ≠ ∅ and set r = 0ℓout otherwise.

The challenger sends the branch br, the string 𝑦, and the proof 𝜋 = (r, ℎ) to the adversary A.

• Hyb
5
: Same as Hyb

4
except the challenger changes the distribution of 𝑦 in Step 3.

3. The challenger parses pp as (G, ⟦M⟧) in the manner described in Setup. Then it works as follows:

– Sample 𝑦
r← {0, 1}ℓout

– Sample br r← 𝔅.

– If br ∈ 𝔅BAD
pp then abort and send br, 𝑦 r← {0, 1}ℓout , and 𝜋 = (0ℓout , 0ℓ𝑠 ) to the adversary A.

– Sample ℎ
r←H𝜆

– Sample r r← 𝑅𝑦,ℎ,br if 𝑅𝑦,ℎ,br ≠ ∅ and set r = 0ℓout otherwise.

The challenger sends the branch br, the string 𝑦, and the proof 𝜋 = (r, ℎ) to the adversary A.

• Hyb
6
: Same as Hyb

5
except the challenger changes the distribution of r in Step 3.

3. The challenger parses pp as (G, ⟦M⟧) in the manner described in Setup. Then it works as follows:

– Sample 𝑦
r← {0, 1}ℓout

– Sample br r← 𝔅

– If br ∈ 𝔅BAD
pp then abort and send br, 𝑦 r← {0, 1}ℓout , and 𝜋 = (0ℓout , 0ℓ𝑠 ) to the adversary A.

– RecoverM from ⟦M⟧ by computing discrete logarithms.

– Sample ℎ
r←H𝜆

– Sample t r← 𝑇𝑦,ℎ if 𝑇𝑦,ℎ ≠ ∅ and set t = 0ℓout otherwise. Set r = (M + br · I)−1t.
The challenger sends the branch br, the string 𝑦, and the proof 𝜋 = (r, ℎ) to the adversary A.

• Hyb
7
: Same as Hyb

6
except the challenger changes the distribution of t in Step 3.

3. The challenger parses pp as (G, ⟦M⟧) in the manner described in Setup. Then it works as follows:
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– Sample 𝑦
r← {0, 1}ℓout

– Sample br r← 𝔅

– If br ∈ 𝔅BAD
pp then abort and send br, 𝑦 r← {0, 1}ℓout , and 𝜋 = (0ℓout , 0ℓ𝑠 ) to the adversary A.

– RecoverM from ⟦M⟧ by computing discrete logarithms.

– Sample ℎ
r←H𝜆

– For each 𝑖 ∈ [ℓout], repeatedly sample 𝑡𝑖
r← Z𝑝 until finding one that satisfies ℎ(⟦𝑡𝑖⟧) = 𝑦𝑖 . If for any

index 𝑖 ∈ [ℓout], no such 𝑡𝑖 is found after 𝜆 iterations, then set t = 0ℓout . Set r = (M + br · I)−1t.
The challenger sends the branch br, the string 𝑦, and the proof 𝜋 = (r, ℎ) to the adversary A.

This is the target randomness game for 𝑏 = 1.

Let Hyb𝑖 (A) be the random variable denoting the output of an execution of experiment Hyb𝑖 with adversary A. We

now analyze each adjacent pair of hybrid experiments.

Claim 5.13. It holds that Pr[Hyb
1
(A) = 1] = Pr[Hyb

2
(A) = 1].

Proof. The only difference between these two distributions is how they sample r ∈ Zℓout
𝑝 . Fix any br, ℎ and let 𝑅̃ be the

random variable denoting the value of r in the experiments. Consider the distribution of 𝑅̃ in the two experiments:

• In Hyb
1
, the distribution of 𝑅̃ is uniform over Zℓout

𝑝 .

• In Hyb
2
, take any r ∈ Zℓout

𝑝 , let 𝑦∗ = ℎ(⟦(M + br · I)r⟧). Consider now the distribution of 𝑅̃. By definition, the

event 𝑅̃ = r occurs when r′ ∈ 𝑅𝑦∗,ℎ,br and then r is sampled by drawing randomly from 𝑅𝑦∗,ℎ,br. Since the

challenger in Hyb
2
samples r′ r← Zℓout

𝑝 , this occurs with probability

Pr[𝑅̃ = r] = Pr[r′ ∈ 𝑅𝑦∗,ℎ,br : r′
r← Zℓout

𝑝 ] ·
1

|𝑅𝑦∗,ℎ,br |
=
|𝑅𝑦∗,ℎ,br |
𝑝ℓout

· 1

|𝑅𝑦∗,ℎ,br |
=

1

𝑝ℓout

Thus, the distribution of 𝑅̃ is also uniform over Zℓout
𝑝 .

We conclude that in both experiments, the distribution of r is uniform over Zℓout
𝑝 . Thus, these distributions are

identically distributed and the claim follows. We note that the condition 𝑅𝑦,ℎ,br = ∅ never triggers in Hyb
2
because

r′ ∈ 𝑅𝑦,ℎ,br by definition of the hybrid. □

Claim 5.14. Suppose 1/𝑁 (𝜆) = negl(𝜆). For all polynomials ℓout = ℓout (𝜆), there exists a negligible function negl(·)
such that for all 𝜆 ∈ N, | Pr[Hyb

2
(A) = 1] − Pr[Hyb

3
(A) = 1] | = negl(𝜆).

Proof. The hybrids differ only if the sampled branch br lies in the set𝔅BAD
pp := {br : det(M + br · I) = 0}. By Lemma 5.12,

we have |𝔅BAD
pp | ≤ ℓout. Since br is sampled uniformly from a set of size 𝑁 (𝜆), the probability that br ∈ 𝔅BAD

pp is at

most ℓout/𝑁 (𝜆). As ℓout is polynomial in 𝜆 and 1/𝑁 (𝜆) = negl(𝜆), this probability is negligible in 𝜆. Therefore, the

statistical distance between the two hybrids is negligible, and the claim follows. □

Claim 5.15. It holds that Pr[Hyb
3
(A) = 1] = Pr[Hyb

4
(A) = 1].

Proof. The only difference between the hybrids lies in the generation of the input to the hash function ℎ. In Hyb
3
,

we compute this input as t = (M + br · I) · r′ where r′ r← Zℓout
𝑝 , whereas in Hyb

4
we directly sample t r← Zℓout

𝑝 . By

definition, for any br ∉ 𝔅BAD
pp the matrixM + br · I is invertible over Z𝑝 . This implies that for r′ r← Zℓout

𝑝 , (M + br · I) · r′

is distributed uniformly over Zℓout
𝑝 . Thus the distributions of t = (M+br · I) · r′ for r′ r← Zℓout

𝑝 and t r← Zℓout
𝑝 are identical

and the claim follows. □

Claim 5.16. Suppose H𝜆 is a universal hash function family. Then for all polynomials ℓout = ℓout (𝜆), there exists a
negligible function negl(·) such that for all 𝜆 ∈ N, | Pr[Hyb

4
(A) = 1] − Pr[Hyb

5
(A) = 1] | = negl(𝜆).
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Proof. The only difference between the hybrids lies in the way 𝑦 is sampled. In Hyb
4
we sample t r← Zℓout

𝑝 and set 𝑦 =

ℎ(⟦t⟧) while in Hyb
5
we sample 𝑦

r← {0, 1}ℓout . SinceH𝜆 is a universal hash function and log𝑝 = Θ(𝜆) ≥ 1+𝜔 (log 𝜆),
it is statistically uniform (Corollary 2.6). Then the statistical distance between the joint distribution of (ℎ,ℎ(⟦t⟧))
and (ℎ,𝑦) when ℎ

r←H𝜆, t
r← Zℓout

𝑝 , and 𝑦
r← {0, 1}ℓout is at most ℓout · negl(𝜆) by a standard hybrid argument. Since

ℓout is polynomial in 𝜆, the claim follows. □

Claim 5.17. It holds that Pr[Hyb
5
(A) = 1] = Pr[Hyb

6
(A) = 1].

Proof. The proof is similar to that of Claim 5.15. It suffices to show that the distribution of r is identical in both hybrids.

Fix 𝑦 ∈ {0, 1}ℓout , ℎ ∈ H𝜆 , and br ∈ 𝔅 \𝔅BAD
pp . SinceM+br · I is invertible, the map r ↦→ (M+br · I)r induces a bijection

between𝑅𝑦,ℎ,br and𝑇𝑦,ℎ . In particular,𝑇𝑦,ℎ = ∅ if and only if𝑅𝑦,ℎ,br = ∅, and in this case both hybrids set r = 0ℓout . Other-
wise, when both sets are non-empty, sampling t r← 𝑇𝑦,ℎ uniformly and setting r = (M+br·I)−1t yields the uniform distri-

bution over 𝑅𝑦,ℎ,br. This is exactly the distribution obtained by sampling r r← 𝑅𝑦,ℎ,br directly, and the claim follows. □

Claim 5.18. Suppose H𝜆 is a universal hash function family. Then for all polynomials ℓout = ℓout (𝜆), there exists a
negligible function negl(·) such that for all 𝜆 ∈ N, | Pr[Hyb

6
(A) = 1] − Pr[Hyb

7
(A) = 1] | = negl(𝜆).

Proof. The only difference between the hybrids lies in the distribution of t. Fix a target 𝑦 ∈ {0, 1}ℓout and a hash

function ℎ. We consider two cases:

• Suppose 𝑇𝑦,ℎ = ∅. This means that there must exist at least one index 𝑖 such that for all t ∈ Zℓout
𝑝 , we have

ℎ(⟦𝑡𝑖⟧) ≠ 𝑦𝑖 . In this case, both hybrids set t = 0ℓout . The challenger in both experiments then sets r = (M+br·I)−1t
and outputs 𝜋 = (r, ℎ). Thus, in this case, the challenger’s behavior in the two experiments is identical.

• Suppose 𝑇𝑦,ℎ ≠ ∅. Observe that since ℎ is applied component-wise, the condition ℎ(⟦t⟧) = 𝑦 decouples

into independent constraints for each component. Specifically, define the component preimage sets 𝑇𝑦𝑖 ,ℎ :={
𝑡𝑖 ∈ Z𝑝 : ℎ(⟦𝑡𝑖⟧) = 𝑦𝑖

}
. Then, we can write 𝑇𝑦,ℎ = 𝑇𝑦1,ℎ × · · · ×𝑇𝑦ℓ

out
,ℎ . Then, sampling t r← 𝑇𝑦,ℎ is equivalent

to independently sampling each component 𝑡𝑖
r← 𝑇𝑦𝑖 ,ℎ .

Now, we show that the sampling procedure for t inHyb
7
yields a distribution that is statistically close to the distri-

bution of t inHyb
6
. Sinceℎ is applied component-wise, we analyze the failure probability for a single component

𝑖 ∈ [ℓout]. InHyb7, the algorithm fails only if it cannot find a preimage 𝑡𝑖 such that ℎ(⟦𝑡𝑖⟧) = 𝑦𝑖 after 𝜆 iterations.

To bound this failure probability, we rely on the statistical uniformity ofH𝜆 . Specifically, sinceH𝜆 is a universal

hash function and log𝑝 = Θ(𝜆) ≥ 1 + 𝜔 (log 𝜆), it is statistically uniform (Corollary 2.6). Specifically, let Bad
be the event that the sampled ℎ is sufficiently unbalanced such that Pr[ℎ(⟦𝑡𝑖⟧) = 0 : 𝑡𝑖

r← Z𝑝 ] < 1/3 or

Pr[ℎ(⟦𝑡𝑖⟧) = 1 : 𝑡𝑖
r← Z𝑝 ] < 1/3. SinceH𝜆 is statistically uniform, Pr[Bad : ℎ

r←H𝜆] = negl(𝜆).

Conditioned on ℎ ∉ Bad, the probability of failing to find a suitable 𝑡𝑖 after 𝜆 independent samples is at most

(2/3)𝜆 = negl(𝜆). Finally, applying a union bound over all ℓout components (where ℓout = poly(𝜆)), the total
failure probability remains negligible. Thus the claim follows. □

Proof of Theorem 5.11. Combining Claims 5.13 to 5.18, we conclude via a hybrid argument that there exists a

negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[Hyb
1
(A) = 1] − Pr[Hyb

7
(A) = 1] | = negl(𝜆)

and the claim follows. □

Theorem 5.19 (Sampling on Constricted Branch). For all polynomials ℓ𝑠 (𝜆) such that |H𝜆 | ≤ 2
ℓ𝑠 (𝜆) , Construction 5.6

satisfies sampling on constricted branch.
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Proof. Take any security parameter 𝜆 ∈ N, output length ℓout, and branch br∗ ∈ 𝔅. Let (pp, aux) be in the support of

Setup(1𝜆, 1ℓout , br∗). By construction and Definition 5.3, on parsing pp as (G, ⟦M⟧) in the manner described in Setup
we have ⟦M⟧ = ⟦uvT − br∗ · I⟧, and aux = (G, ⟦u⟧). Define the set

Range :=
{
ℎ(𝛼 · ⟦u⟧) : ℎ ∈ H𝜆, 𝛼 ∈ Z𝑝

}
.

Note that |Range| ≤ 𝑝 · |H𝜆 |. Fix any 𝑦∗ ∈ {0, 1}ℓout and proof 𝜋∗ such that Verify(pp, br∗, 𝑦∗, 𝜋∗) = 1. By correctness

of verification, 𝜋∗ = (r∗, ℎ∗) for some r∗ ∈ Zℓout
𝑝 and ℎ∗ ∈ H𝜆 , and moreover

𝑦∗ = ℎ∗ (⟦(M + br∗ · I) · r∗⟧) = ℎ∗ (⟦uvTr∗⟧) = ℎ∗ (vTr∗ · ⟦u⟧) .

Let 𝛼∗ := vTr∗ ∈ Z𝑝 . Then 𝑦
∗ = ℎ∗ (𝛼∗ · ⟦u⟧), and hence 𝑦∗ ∈ Range. The SampleGuess algorithm samples ℎ

r← H𝜆

and 𝛼
r← Z𝑝 uniformly and independently, and outputs 𝑦 = ℎ(𝛼 · ⟦u⟧). Therefore,

Pr[𝑦 = 𝑦∗ : 𝑦 ← SampleGuess(aux)] ≥ Pr[ℎ = ℎ∗ ∧ 𝛼 = 𝛼∗] =
1

|H𝜆 | · 𝑝
.

Since |H𝜆 | ≤ 2
ℓ𝑠 (𝜆)

and 𝑝 = 2
Θ(𝜆)

, letting 𝑞(𝜆) = ℓ𝑠 (𝜆) + Θ(𝜆) yields

Pr[𝑦 = 𝑦∗ : 𝑦 ← SampleGuess(aux)] ≥ 2
−𝑞 (𝜆) .

Since ℓ𝑠 (𝜆) = poly(𝜆), we conclude that 𝑞(𝜆) = poly(𝜆). Thus the claim follows. □

Parameter instantiation. Let 𝜆 be the security parameter and let ℓout denote the output length. We now provide

one possible instantiation of the parameters in Construction 5.6 to satisfy the requirements in Theorems 5.7, 5.8, 5.11

and 5.19.

• Let GroupGen be an obliviously-sampleable public-coin group generator where the 𝜀-DDH assumption holds

for some negligible function 𝜀 (𝜆) = negl(𝜆).

• We set the branch set size 𝑁 to be 𝑁 (𝜆) = 1/𝜀 (𝜆).

• Let ℓG (𝜆) = 𝑂 (𝜆) be the bit-length of the representation of a group element. For each 𝜆 ∈ N, letH𝜆 = {ℎ𝑠 : 𝑠 ∈
{0, 1}ℓG (𝜆) } where ℎ𝑠 (𝑥) := ⟨𝑠, 𝑥⟩ mod 2. LetH = {H𝜆}𝜆∈N.

We briefly verify that these parameters satisfy the necessary requirements:

• Since GroupGen is obliviously sampleable and the 𝜀-MDDH assumption holds with respect to GroupGen, the
conditions of Theorem 5.8 are satisfied. In particular, 𝜀′-mode indistinguishability holds with

𝜀′ = max(2−𝜆, 𝜀 (𝜆)) = negl(𝜆).

• For Theorem 5.11, observe thatH is universal and that 1/𝑁 (𝜆) = 𝜀 (𝜆) = negl(𝜆).

• For Theorem 5.19, note that log𝑝 = 𝑂 (𝜆) so |H𝜆 | = 2
𝑂 (𝜆)

, as required.

Corollary 5.20 (Branch-Constricting Generator from DDH). Let 𝜆 be a security parameter and take any negligible
function 𝜀 = 𝜀 (𝜆) = negl(𝜆). If the DDH assumption is 𝜀-hard with respect to an obliviously-sampleable public-coin
group generator GroupGen, then there exists a branch-constricting generator that satisfies 𝜀-mode indistinguishability
with a branch set of size 𝑁 (𝜆) = 1/𝜀 (𝜆).

In conjunction with Corollary 4.8, we now obtain a sometimes-constricting generator from the DDH assumption:

Corollary 5.21 (Sometimes-Constricting Generator from DDH). Let 𝜆 be a security parameter and take any negligible
function 𝜀 = 𝜀 (𝜆) = negl(𝜆). If the DDH assumption is 𝜀-hard with respect to an obliviously-sampleable public-coin
group generator GroupGen, then there exists a polynomial 𝑝 = 𝑝 (𝜆) and a sometimes-constricting generator that satisfies
completeness, mode indistinguishability, 𝜇-guessing security, and target randomness where 𝜇 (𝜆) = 2

−𝑝 (𝜆) · 𝜀 (𝜆).
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6 Branch-Constricting Generator from LWE
In this section, we show how to construct a branch-constricting generator from the learning with errors (LWE)

assumption [Reg05]. We start with some preliminaries.

6.1 Lattice Preliminaries
For a vector v ∈ Z𝑛

, we write ∥v∥ to denote the ℓ∞-norm of v. If v ∈ Z𝑛
𝑞 , we write ∥v∥ to denote the ℓ∞-norm of

the vector over Z𝑛
obtained by first associating each component 𝑣𝑖 ∈ Z𝑞 with its unique representative in the set

(−𝑞/2, 𝑞/2] ∩ Z. For a matrix A ∈ Z𝑛×𝑚
, we write ∥A∥ = max𝑖∈[𝑚] ∥a𝑖 ∥ where a𝑖 is the 𝑖th column of A. For two

matrices A ∈ Z𝑛×𝑚
𝑞 and B ∈ Z𝑘×ℓ

𝑞 we write A ⊗ B to denote their tensor (or Kronecker) product.

Sampling random vectors. Next, we describe an algorithm for sampling random elements over Z𝑞 from a uniform

random bit-string. We will use these algorithms to construct our public-coin branch-constricting generator.

Definition 6.1 (Sampling Algorithms). We define the algorithms Samp, Samp−1 (for converting between a bit string

and an integer) as follows:

• Samp(1𝜆, 𝑞, 𝑡, 𝑟 ) → 𝑠 : On input the security parameter 1
𝜆
, a modulus 𝑞, a length parameter 𝑡 ≥ 0, and a bitstring

𝑟 ∈ {0, 1}⌈log𝑞⌉+𝜆+𝑡 , the Samp algorithm interprets 𝑟 as the binary representation of a (⌈log𝑞⌉ +𝜆+ 𝑡)-bit integer
and outputs 𝑠 = 𝑟 mod 𝑞.

• Samp−1 (1𝜆, 𝑞, 𝑡, 𝑠) → 𝑟 : On input the security parameter 1
𝜆
, modulus 𝑞, a length 𝑡 ≥ 0, and an integer 𝑠 ∈ Z𝑞 ,

the Samp−1 algorithm samples 𝛾
r← {0, . . . , ⌊2⌈log𝑞⌉+𝜆+𝑡/𝑞⌋ − 1}. It sets 𝑟 = 𝑞 · 𝛾 + 𝑠 where 𝑟 is represented as

a binary string in {0, 1}⌈log𝑞⌉+𝜆+𝑡 .

By construction, algorithm Samp is deterministic and Samp−1 is randomized. In addition, they satisfy the following

properties:

• Perfect correctness: For all 𝜆, 𝑞, 𝑡 ∈ N and all 𝑠 ∈ Z𝑞 ,

Pr[Samp
(
1
𝜆, 𝑞, 𝑡, 𝑟

)
= 𝑠 : 𝑟 ← Samp−1 (1𝜆, 𝑞, 𝑡, 𝑠)] = 1.

• Statistical indistinguishability: There exists a negligible function negl(·) such that for all 𝜆 ∈ N, the statistical
distance between the following distributions is at most 2

−𝑡 · negl(𝜆):{
(𝑟, Samp(1𝜆, 𝑞, 𝑡, 𝑟 )) : 𝑟 r← {0, 1}⌈log𝑞⌉+𝜆+𝑡

}
and

{
(Samp−1 (1𝜆, 𝑞, 𝑡, 𝑠), 𝑠) : 𝑠 r← Z𝑞

}
.

Note that this can be extended to polynomially many samples via a standard hybrid argument.

We extend these functions to matrices in a natural way by sampling component-wise.

Rounding. We associate Z𝑞 with the interval (−𝑞/2, 𝑞/2] ∩ Z. For ease of exposition, we define the following sets,

each parameterized by a modulus 𝑞 and a bound 𝐵𝑅 ∈ N:

Good−𝑞,𝐵𝑅
:= (− ⌊𝑞/2⌋ + 𝐵𝑅,−𝐵𝑅) ∩ Z𝑞 (6.1)

Good+𝑞,𝐵𝑅
:= (𝐵𝑅, ⌊𝑞/2⌋ − 𝐵𝑅) ∩ Z𝑞 (6.2)

Good𝑞,𝐵𝑅
:= Good−𝑞,𝐵𝑅

∪ Good+𝑞,𝐵𝑅
. (6.3)

Next, we define the following rounding functions RoundS : Z𝑞 → {0, 1} and RoundB𝑞,𝐵𝑅
: Z𝑞 → {0, 1,⊥} as follows:

RoundS(𝑤) =
{
0 if𝑤 ≤ 0

1 otherwise

and RoundB𝑞,𝐵𝑅
(𝑤) =


0 if𝑤 ∈ Good−𝑞,𝐵𝑅

1 if𝑤 ∈ Good+𝑞,𝐵𝑅

⊥ otherwise.

(6.4)
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We also define a reverse-sampling algorithm RoundB−1𝑞,𝐵𝑅
as follows:

On input 𝑦 ∈ {0, 1}:

• If 𝑦 = 0 output𝑤
r← Good−𝑞,𝐵𝑅

.

• If 𝑦 = 1 output𝑤
r← Good+𝑞,𝐵𝑅

.

Figure 1: The reverse-sampling algorithm RoundB−1𝑞,𝐵𝑅
.

We extend the rounding functions to operate on matrices in a component-wise manner.

Discrete Gaussians over lattices. We use 𝐷Z,𝜒 to denote the discrete Gaussian distribution over Z with width

parameter 𝜒 > 0. Furthermore, let 𝐷̃Z,𝜒,𝐵𝐺
denote the truncated discrete Gaussian defined by the following sampling

procedure:

• Sample 𝑥 ← 𝐷Z,𝜒 .

• If |𝑥 | < 𝐵𝐺 output 𝑥 , else output 0.

Lemma 6.2 (Gaussian Tail Bound [MP12, Lemma 2.6, adapted]). For all 𝜒 > 0 and 𝜆 ∈ N

Pr[|𝑥 | >
√
𝜆𝜒 : 𝑥 ← 𝐷Z,𝜒 ] < 2

−𝜆

By Lemma 6.2, the truncated discrete Gaussian distribution 𝐷̃Z,𝜒,𝐵𝐺
with 𝐵𝐺 ≥

√
𝜆𝜒 is statistically close to the discrete

Gaussian distribution 𝐷Z,𝜒 . For a matrix A ∈ Z𝑛×𝑚
𝑞 and a vector v ∈ Z𝑛

𝑞 in the column space of A, we write A−1𝜒 (v)
to denote a random variable x← 𝐷𝑚

Z,𝜒 conditioned on Ax = v mod 𝑞.

The gadget matrix. We recall the definition of the gadget matrix [MP12]. For positive integers 𝑛, 𝑞 ∈ N, let
G𝑛 = I𝑛 ⊗ gT ∈ Z𝑛×𝑚′

𝑞 be the gadget matrix where gT
:= [1, 2, . . . , 2⌈log𝑞⌉−1] and𝑚′ = 𝑛 ⌈log𝑞⌉. The inverse function

G−1𝑛 : Z𝑛×𝑡
𝑞 → Z𝑚

′×𝑡
𝑞 expands each entry 𝑥 ∈ Z𝑞 into a column of size ⌈log𝑞⌉ consisting of the bits in the binary

representation of 𝑥 . By construction, for every matrix A ∈ Z𝑛×𝑡
𝑞 , it follows that G𝑛 · G−1𝑛 (A) = A mod 𝑞. When the

lattice dimension 𝑛 is clear, we drop the subscript 𝑛.

Gadget trapdoors. Our constructions will use the gadget trapdoors from [MP12], which builds on a long sequence

of works on constructing lattice trapdoors [Ajt96, GPV08, AP09, ABB10a, ABB10b, CHKP10].

Theorem 6.3 (Gadget Trapdoors [MP12, adapted]). Let 𝑛,𝑚,𝑞, 𝜒 be lattice parameters with𝑚 ≥ 3𝑛 ⌈log𝑞⌉. Then there
exists an efficient algorithm SamplePre with the following syntax:

• SamplePre(A,RA, y, 𝜒) → x: On input a matrix A ∈ Z𝑛×𝑚
𝑞 , a trapdoor RA, a target vector y ∈ Z𝑛

𝑞 , and a Gaussian
width parameter 𝜒 , the preimage sampling algorithm outputs a vector x ∈ Z𝑚𝑞 .

For A ∈ Z𝑛×𝑚
𝑞 , suppose there exists RA ∈ Z𝑚×𝑚

′
𝑞 such that ARA = G. We call RA a “gadget trapdoor” for A. Then, the

SamplePre algorithm satisfies the following properties:

• Preimage sampling: For all width parameters 𝜒 > 0, if we sample x← SamplePre(A,RA, y, 𝜒), then Ax = y.

• Preimage distribution: For all 𝜒 ≥ 𝑚 ∥RA∥ log𝑛, and all target vectors y ∈ Z𝑛
𝑞 , the statistical distance between

the following distributions is at most 2−𝑛 :

{x← SamplePre(A,RA, y, 𝜒)} and
{
x← A−1𝜒 (y)

}
.

40



Gaussian samples. We also state the following lemma, which is a consequence of [GPV08, Lemma 5.2]. We prove

it in Appendix B:

Lemma 6.4 (Gaussian Samples). Let 𝑛,𝑚,𝑞, 𝜒 be lattice parameters. Let A ∈ Z𝑛×𝑚
𝑞 be a matrix with a gadget trapdoor

RA. If 𝜒 ≥ 4𝑚 ∥RA∥ · log𝑚 then there exists a negligible function negl(·) such that the statistical distance between the
following distributions is negl(𝑚):{

(x,Ax mod 𝑞) : x← 𝐷𝑚
Z,𝜒

}
and

{
(x, z) : z r← Z𝑛

𝑞 , x← A−1𝜒 (z)
}
.

Learning with errors. We now recall the learning with errors assumption [Reg05].

Assumption 6.5 (LearningWith Errors [Reg05]). Let 𝜆 be a security parameter and 𝑛 = 𝑛(𝜆),𝑚 =𝑚(𝜆), 𝑞 = 𝑞(𝜆), 𝜒 =

𝜒 (𝜆) be lattice parameters. We say the 𝜀-learning with errors assumption (𝜀-LWE𝑛,𝑚,𝑞,𝜒 ) with parameters (𝑛,𝑚,𝑞, 𝜒)
holds if for all efficient adversaries A, there exists a negligible function negl(·) such that for all 𝜆 ∈ N,����Pr [A(1𝜆,A, sTA + eT) → 1 :

A r← Z𝑛×𝑚
𝑞

s r← Z𝑛
𝑞 , e← 𝐷𝑚

Z,𝜒

]
− Pr

[
A(1𝜆,A, uT) → 1 :

A r← Z𝑛×𝑚
𝑞

u r← Z𝑚𝑞

] ���� = 𝜀 (𝜆) · negl(𝜆)

Similar to the DDH case, we can extend the LWE assumption to polynomially-many samples of independent secrets

and error vectors. The following result follows by a standard hybrid argument from Assumption 6.5:

Assumption 6.6 (Matrix Learning With Errors). Let 𝜆 be a security parameter and 𝑛 = 𝑛(𝜆),𝑚 =𝑚(𝜆), 𝑞 = 𝑞(𝜆), 𝜒 =

𝜒 (𝜆) be lattice parameters. We say the 𝜀-matrix learning with errors (𝜀-MLWE𝑛,𝑚,𝑞,𝜒 ) assumption with parameters

(𝑛,𝑚,𝑞, 𝜒) holds if for all polynomials 𝜏 = 𝜏 (𝜆) and all efficient (and possibly non-uniform) adversaries A, there

exists a negligible function negl(·) such that for all 𝜆 ∈ N,����Pr [A(1𝜆,A, SA + E) → 1 :

A r← Z𝑛×𝑚
𝑞

S r← Z𝜏×𝑛𝑞 , E← 𝐷𝜏×𝑚
Z,𝜒

]
− Pr

[
A(1𝜆, (A,U)) → 1 :

A r← Z𝑛×𝑚
𝑞

U r← Z𝜏×𝑚𝑞

] ���� = 𝜀 (𝜆) · negl(𝜆)

6.2 Construction of Branch-Constricting Generator from LWE
We now show how to construct a branch-constricting generator from LWE.

Construction 6.7 (Branch-Constricting Generator from LWE). Let 𝜆 be a security parameter and ℓout be an output

length. Define the following parameters:

• Let 𝑁 = 8𝜆 and 𝑘 = 𝑘 (𝜆, ℓout) be a polynomial. We will use these parameters to define our branch set below,

where 𝑁 will denote the number of branch indices and 𝑘 the chunk width.

• Let 𝑛 = 𝑛(𝜆, ℓout) be the LWE dimension,𝑚 = 𝑘 · 𝑁 · ℓout be the LWE matrix width, 𝑞 = 𝑞(𝜆, ℓout) be the LWE

modulus (we assume it to be an odd prime throughout the construction) and 𝜒 = 𝜒 (𝜆, ℓout) be the Gaussian
width parameter.

• Let 𝐵𝑀 = 𝐵𝑀 (𝜆, ℓout) be a norm bound, 𝐵𝑅 = 𝐵𝑅 (𝜆, ℓout) be a rounding threshold, and 𝐵𝐺 = 𝐵𝐺 (𝜆, ℓout) be a
truncation bound for the discrete Gaussian error distribution. We implicitly assume that 0 < 𝐵𝑀 , 𝐵𝑅, 𝐵𝐺 < 𝑞.

• Let ℓpp = ℓout ·𝑚 · ( ⌈log𝑞⌉ + 𝜆 + 𝑡) for 𝑡 = 𝑡 (𝜆, ℓout) ≥ 0 be the length of the public coins.

• Define the branch set to be

𝔅 :=
{
(𝑖1, . . . , 𝑖𝑁 , 𝑧1, . . . , 𝑧𝑁 ) : 𝑖1, . . . , 𝑖𝑁 ∈ [𝑘], 𝑧1, . . . , 𝑧𝑁 ∈ Z𝑞

}
.

• Define 𝐻 : 𝔅→ Zℓout×𝑚
𝑞 for any br = (𝑖1, . . . , 𝑖𝑁 , 𝑧1, . . . , 𝑧𝑁 ) ∈ 𝔅 as

𝐻 ((𝑖1, . . . , 𝑖𝑁 , 𝑧1, . . . , 𝑧𝑁 )) := Iℓout ⊗
∑︁
𝑗∈[𝑁 ]

𝑧 𝑗𝜼
T
( 𝑗−1) ·𝑘+𝑖 𝑗 (6.5)

where 𝜼𝑖 ∈ Z𝑘 ·𝑁
𝑞 denotes the 𝑖th standard basis vector. We will often write Hbr for 𝐻 (br).
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We construct a branch-constricting generator ΠBCG = (Setup, Sample,Verify, SampleGuess) with branch set 𝔅 as

follows:

• Setup(1𝜆, 1ℓout , br∗): On input the security parameter 1
𝜆
, the output length 1

ℓout
, and a branch br∗ ∈ 𝔅, sample

S r← Zℓout×𝑛
𝑞 , A r← Z𝑛×𝑚

𝑞 , E← 𝐷̃
ℓout×𝑚
Z,𝜒,𝐵𝐺

and compute C = SA − Hbr∗ + E. Recall that Hbr∗ = 𝐻 (br∗) as defined
in Eq. (6.5). Output pp← Samp−1 (1𝜆, 𝑞, 𝑡,C) and aux = S.

• Sample(pp, br): On input the public parameters pp ∈ {0, 1}ℓpp (which includes an implicit description of 1
𝜆
and

1
ℓout

) and a branch br ∈ 𝔅, let C = Samp(1𝜆, 𝑞, 𝑡, pp) ∈ Zℓout×𝑚
𝑞 . Then:

– Compute Cbr = C + Hbr. Recall that Hbr = 𝐻 (br) as defined in Eq. (6.5).

– Initialize an ordered list 𝐿 = ∅. For 𝑖 ∈ [𝜆]:
∗ Sample r𝑖 ← 𝐷𝑚

Z,𝜒 .

∗ If ∥r𝑖 ∥ > 𝐵𝑀 then set y𝑖 = ⊥ℓout and r𝑖 = 0𝑚 . Add (y𝑖 , r𝑖 ) to 𝐿 and continue to the next iteration.

∗ Compute w𝑖 = Cbrr𝑖 .
∗ Compute y𝑖 = RoundB𝑞,𝐵𝑅

(w𝑖 ) and add (y𝑖 , r𝑖 ) to 𝐿. Recall that RoundB𝑞,𝐵𝑅
was defined in Eq. (6.4).

– Let (y∗, r∗) be the first element of 𝐿 for which there does not exist any index 𝑗 ∈ [ℓout] such that 𝑦∗𝑗 = ⊥.
If such a tuple does not exist then output y = 0ℓout , 𝝅 = 0𝑚 . Otherwise output y = y∗ and 𝝅 = r∗.

• Verify(pp, br, y, 𝝅): On input the public parameters pp ∈ {0, 1}ℓpp (which includes an implicit description of

1
𝜆
and 1

ℓout
), a branch br ∈ 𝔅, a string y ∈ {0, 1}ℓout , and a proof 𝝅 = r, compute C = Samp(1𝜆, 𝑞, 𝑡, pp), and

ỹ = RoundB𝑞,𝐵𝑅
((C + Hbr) · r). Output 1 if one of the following holds:

– There exists an index 𝑗 ∈ [ℓout] such that ỹ𝑗 = ⊥, y = 0ℓout , and 𝝅 = 0𝑚 .

– It holds that ỹ = y and ∥r∥ ≤ 𝐵𝑀 .

• SampleGuess(aux): On input the auxiliary information aux = S ∈ Zℓout×𝑛
𝑞 sample 𝜶 r← Z𝑛

𝑞 and output

t∗ = RoundS(S𝜶 ). Recall that RoundS was defined in Eq. (6.4).

Theorem 6.8 (Completeness). Construction 6.7 is complete.

Proof. Take any 𝜆, ℓout ∈ N and any branches br ∈ 𝔅. Take pp ∈ {0, 1}ℓpp , and (y, 𝝅) in the support of Sample(pp, br).
Samp(1𝜆, 𝑞, 𝑡, pp) = C for C ∈ Zℓout×𝑚

𝑞 . By construction of Sample, we have two cases:

• Case 1: 𝝅 = 0𝑚 and y = 0ℓout . In this case the verification algorithm computes ỹ = RoundB𝑞,𝐵𝑅
(0ℓout ) = ⊥ℓout .

This will be accepted by the verification algorithm.

• Case 2: 𝝅 = r ∈ Z𝑚𝑞 such that ∥r∥ ≤ 𝐵𝑀 and y = RoundB𝑞,𝐵𝑅
((C + Hbr) · r) such that for all 𝑗 ∈ [ℓout], 𝑦 𝑗 ≠ ⊥.

Since ỹ is also computed in the same way as y, we have ỹ = y. Further ∥r∥ ≤ 𝐵𝑀 so this too will be accepted

by the verification algorithm.

Since the verification algorithm accepts in both cases, completeness holds. □

Theorem 6.9 (Mode Indistinguishability). Suppose 𝐵𝐺 ≥
√
𝜆 + 𝑡 𝜒 and the 𝜀-MLWE𝑛,𝑚,𝑞,𝜒 assumption holds for some

𝜀 (𝜆). Then Construction 6.7 satisfies 𝜀′-mode indistinguishability where 𝜀′ (𝜆) = max(𝜀 (𝜆), 2−𝑡 ).

Proof. Let A be an efficient adversary for the mode indistinguishability game. We define the following sequence of

hybrid experiments:

• Hyb
1
: This is the mode indistinguishability game with bit 𝑏 = 0. Specifically, the game proceeds as follows:

1. On input the security parameter 1
𝜆
, algorithm A outputs the length 1

ℓout
and a branch br∗ ∈ 𝔅.

2. The challenger samples pp r← {0, 1}ℓpp and gives pp to A.

3. Algorithm A outputs a bit 𝑏′ ∈ {0, 1}, which is the output of the experiment.
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• Hyb
2
: Same as Hyb

1
, except the challenger changes how it samples the public parameters pp:

2. The challenger samples C r← Zℓout×𝑚
𝑞 and sets pp← Samp−1 (1𝜆, 𝑞, 𝑡,C) and gives pp to A.

• Hyb
3
: Same as Hyb

2
, except the challenger changes how it samples the public parameters pp:

2. The challenger samples S r← Zℓout×𝑛
𝑞 , A r← Z𝑛×𝑚

𝑞 , E← 𝐷
ℓout×𝑚
Z,𝜒 and computes C = SA − Hbr∗ + E. It sets

pp← Samp−1 (1𝜆, 𝑞, 𝑡,C) and gives pp to A.

• Hyb
4
: Same as Hyb

3
, except the challenger changes how it samples the error E:

2. The challenger samples S r← Zℓout×𝑛
𝑞 , A r← Z𝑛×𝑚

𝑞 , E← 𝐷̃
ℓout×𝑚
Z,𝜒,𝐵𝐺

and computes C = SA − Hbr∗ + E. It sets
pp← Samp−1 (1𝜆, 𝑞, 𝑡,C) and gives pp to A.

This is the mode indistinguishability game with bit 𝑏 = 1.

Let Hyb𝑖 (A) be the random variable denoting the output of an execution of experiment Hyb𝑖 with adversary A. We

now analyze each adjacent pair of hybrid experiments.

Claim 6.10. There exists a negligible function negl(·) such that for all 𝜆 ∈ N, | Pr[Hyb
1
(A) = 1] − Pr[Hyb

2
(A) =

1] | = 2
−𝑡 · negl(𝜆).

Proof. This proof is similar to that of Claim 5.9. The only difference between the hybrids is in the way the public

parameter pp is sampled. In Hyb
1
, the public parameters pp are sampled uniformly at random from {0, 1}ℓpp , while

in Hyb
2
, they are sampled as pp← Samp−1 (1𝜆, 𝑞, 𝑡,C) for uniformly random C ∈ Zℓout×𝑚

𝑞 . Since A is efficient, the

matrix dimensions ℓout and𝑚 = 𝑘 · 𝑁 · ℓout are polynomials in 𝜆. Then by the statistical indistinguishability property

of Definition 6.1, there exists a negligible function negl(·) such that for all 𝜆 ∈ N, the statistical distance between
the following distributions is at most 2

−𝑡 · negl(𝜆){
pp : pp r← {0, 1}ℓpp

}
and

{
Samp−1 (1𝜆, 𝑞, 𝑡,C) : C r← Zℓout×𝑚

𝑞

}
.

These distributions exactly correspond to the distribution of pp inHyb
1
andHyb

2
respectively, so the claim follows. □

Claim 6.11. Suppose the 𝜀-MLWE𝑛,𝑚,𝑞,𝜒 assumption holds. Then there exists a negligible function negl(·) such that
for all 𝜆 ∈ N, | Pr[Hyb

2
(A) = 1] − Pr[Hyb

3
(A) = 1] | = 𝜀 (𝜆) · negl(𝜆).

Proof. The proof is similar to that of Claim 5.10. Suppose | Pr[Hyb
2
(A) = 1] − Pr[Hyb

3
(A) = 1] | > 𝜀 (𝜆) · 𝛿 (𝜆) for

some non-negligible 𝛿 . Without loss of generality, suppose that for each security parameter 𝜆, algorithm A chooses

a fixed value of ℓout = ℓout (𝜆). We now use A to construct an efficient algorithm B that breaks the 𝜀-MLWE𝑛,𝑚,𝑞,𝜒

assumption with dimension ℓout with the same advantage. Algorithm B works as follows:

1. On input the security parameter 1
𝜆
and the challenge (A,C), algorithm B invokes algorithm A on the same

security parameter.

2. Algorithm A outputs the output length 1
ℓout

and a branch br∗ ∈ 𝔅.

3. Algorithm B sends pp← Samp−1 (1𝜆, 𝑞, 𝑡,C − Hbr∗ ) to A.

4. At the end of the experiment, algorithm A outputs a bit 𝑏′ which B also outputs.

We argue that depending on the distribution of the challenge, algorithm B either perfectly simulates an execution

of Hyb
2
or of Hyb

3
for A:

• Suppose the challenger sends (A,C) for uniformly random C ∈ Zℓout×𝑚
𝑞 . Algorithm B computes C − Hbr∗ and

sends pp ← Samp−1 (1𝜆, 𝑞, 𝑡,C − Hbr∗ ) to A. Since C is uniformly random, the distribution of C − Hbr∗ is

uniform over Zℓout×𝑚
𝑞 and independent of br∗. This coincides with the distribution in Hyb

2
, so B outputs 1 with

probability Pr[Hyb
2
(A) = 1].
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• Suppose the challenger sends (A,C) to B where C = SA + E. Algorithm B computes C − Hbr∗ = SA + E − Hbr∗

and sends pp← Samp−1 (1𝜆, 𝑞, 𝑡, SA−Hbr∗ +E) toA. This coincides with the distribution inHyb
3
, so B outputs

1 with probability Pr[Hyb
3
(A) = 1].

We conclude that algorithm B wins with the same advantage 𝜀 (𝜆) ·𝛿 (𝜆), breaking the 𝜀-MLWE𝑛,𝑚,𝑞,𝜒 assumption. □

Claim6.12. Suppose𝐵𝐺 ≥
√
𝜆 + 𝑡 𝜒 . Then there exists a negligible function negl(·) such that for all 𝜆 ∈ N, | Pr[Hyb

3
(A) =

1] − Pr[Hyb
4
(A) = 1] | = 2

−𝑡 · negl(𝜆).

Proof. The only difference between the hybrids is in the distribution from which E is sampled. Since A is efficient,

the matrix dimensions ℓout and𝑚 = 𝑘 · 𝑁 · ℓout are polynomials in 𝜆. By a Gaussian tail bound (Lemma 6.2) and a

hybrid argument (over the components of E), the statistical distance between the distributions of E in the two hybrids

is at most ℓout ·𝑚 · 2−(𝑡+𝜆) , which is 2
−𝑡 · negl(𝜆). Thus the claim follows. □

Proof of Theorem 6.9. By Claims 6.10 to 6.12, the difference between each pair of adjacent hybrids can be bounded

by max(2−𝑡 , 𝜀 (𝜆)) · negl(𝜆). The claim now follows by a standard hybrid argument. □

Theorem 6.13 (Most-Branches Target Randomness). Suppose 𝐵𝑀 ≥
√
𝜆𝜒 , 𝜒 ≥ max(4𝑚 log𝑚,𝑚 log ℓout), 𝑚 ≥

3ℓout ⌈log𝑞⌉, 𝑘 ≥ 4ℓout ⌈log𝑞⌉, and 𝑞 > 2ℓout (4𝐵𝑅 + 3). Then for all polynomials ℓout = ℓout (𝜆), Construction 6.7 satisfies
most-branches target randomness.

Proof. We first prove a few helper lemmas that show that, with high probability over the choice of branches br ∈ 𝔅,

the matrix Cbr = C + Hbr has a gadget trapdoor for any C ∈ Zℓout×𝑚
𝑞 .

Lemma 6.14. Take any matrix C ∈ Zℓout×𝑘 ·𝑁
𝑞 where 𝑘 ≥ 4ℓout ⌈log𝑞⌉. Then there exists a set of vectors h1, . . . , h𝑁 ∈

{−1, 0, 1}𝑘 such that for all 𝑖 ∈ [𝑁 ]:

• It holds that C(h𝑖 ⊗ 𝜼̃𝑖 ) = 0ℓout , where 𝜼̃𝑖 ∈ Z𝑁
𝑞 is the 𝑖 th standard basis vector.

• The fraction of indices where h𝑖 is non-zero is at least 1/4.

Proof. Suppose C ∈ Zℓout×𝑘 ·𝑁
𝑞 where 𝑘 ≥ 4ℓout log𝑞. We split C into 𝑁 “chunks” of 𝑘 columns each: C = [C1 | · · · | C𝑁 ]

where for all 𝑖 ∈ [𝑁 ], C𝑖 ∈ Zℓout×𝑘
𝑞 . Then we need to show that for all 𝑖 ∈ [𝑁 ], there exists a vector h𝑖 such that

• C(h𝑖 ⊗ 𝜼̃𝑖 ) = C𝑖h𝑖 = 0ℓout ; and

• the fraction of indices where h𝑖 is non-zero is at least 1/4.

Consider the following (inefficient) algorithm FindVector(C𝑖 ) for finding such a vector:

On input C𝑖 ∈ Zℓout×𝑘
𝑞 :

1. Initialize 𝑆 = ∅ and h𝑖 = 0𝑘 .

2. While |𝑆 | < 𝑘/4:

(a) Let h′ be the lexicographically first vector in {−1, 0, 1}𝑘 such that

• It holds that h′ is not identically 0𝑘 .
• For all indices 𝑧 ∈ 𝑆, ℎ′𝑧 = 0.

• It holds that C𝑖h′ = 0ℓout .

(b) Update h𝑖 to h𝑖 + h′

(c) Update 𝑆 =
{
𝑧 ∈ [𝑘] : ℎ𝑖,𝑧 ≠ 0

}
.

3. Output h𝑖 .
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Wewill now show that for allC𝑖 ∈ Zℓout×𝑘
𝑞 , algorithm FindVector(C𝑖 ) finds a vector h𝑖 satisfying the required conditions.

• Consider any iteration of the algorithm. By the initialization step in Step 1 and the update rule in Step 2c, the

set 𝑆 always contains exactly the indices 𝑧 ∈ [𝑘] where ℎ𝑖,𝑧 ≠ 0. Furthermore, by the continuation condition

of the while loop, we are guaranteed that |𝑆 | < 𝑘/4 on every iteration.

• We first show that on every iteration, there exists y0 ≠ y1 ∈ {0, 1}𝑘 such that

– It holds that C𝑖y0 = C𝑖y1.

– For all 𝑧 ∈ 𝑆 , we have that 𝑦0,𝑧 = 𝑦1,𝑧 = 0.

To see this, we first count the number of possible outputs formed by multiplying C𝑖 by a vector y. Consider
the mapping y ↦→ C𝑖y. Since C𝑖 ∈ Zℓout×𝑘

𝑞 , the image of this mapping has size at most 𝑞ℓout . Next we count

the number of possible bit vectors that satisfy our constraints. There are 2
𝑘
possible bit vectors of length 𝑘 .

If we restrict ourselves to bit vectors y such that 𝑦𝑧 = 0 for all 𝑧 ∈ 𝑆 , then there are 2
𝑘−|𝑆 |

such vectors. Since

|𝑆 | < 𝑘/4, the number of inputs that satisfy our conditions is 2
𝑘−|𝑆 | > 2

3𝑘/4
. Since 𝑘 ≥ 4ℓout⌈log𝑞⌉, we have

2
3𝑘/4 ≥ 𝑞3ℓout > 𝑞ℓout . On the other hand, the number of possible outputs is at most 𝑞ℓout . Hence 2𝑘−|𝑆 | > 𝑞ℓout .

By the pigeonhole principle, there must exist two distinct vectors y0, y1 satisfying the above conditions that
produce the same output under the mapping.

• Consider the vector y1 − y0 ∈ {−1, 0, 1}𝑘 . Since y0 ≠ y1, the vector y1 − y0 has at least one nonzero entry in

{−1, 1}. Moreover,𝑦1,𝑧−𝑦0,𝑧 = 0 for all 𝑧 ∈ 𝑆 by construction. Finally, since C𝑖y0 = C𝑖y1, we have C𝑖 (y1−y0) = 0.

Hence, the vector y1 − y0 satisfies all of the conditions in Step 2a of the FindVector algorithm. Since at least

one vector exists, Step 2a of the FindVector algorithm will always find one (say, by exhaustive search).

• Finally, we show that the loop must terminate. Recall that the vector h′ chosen in Step 2a satisfies the following

properties:

– It has at least one index where it is non-zero.

– It is zero at every index where h𝑖 is non-zero.

Thus, when h′ is added to h𝑖 in Step 2b, it introduces at least one new non-zero coordinate without affecting

the coordinates that are already non-zero. Then the set 𝑆 gains at least one new index in each iteration, so

|𝑆 | strictly increases in every iteration. Therefore the loop must terminate, and upon termination we have

|𝑆 | ≥ 𝑘/4. Thus, h𝑖 has at least 𝑘/4 non-zero coordinates.

Thus, we run the algorithm for each 𝑖 ∈ [𝑁 ] to find the vectors h1, . . . , h𝑁 satisfying the conditions required by

Lemma 6.14. □

Lemma 6.15. Let 𝜆 ∈ N be a security parameter, and let ℓout = ℓout (𝜆) and 𝑞 = 𝑞(𝜆, ℓout) be polynomials. For a matrix
C ∈ Zℓout×𝑘 ·𝑁

𝑞 where 𝑘 ≥ 4ℓout ⌈log𝑞⌉ and 𝑁 = 8𝜆, let h1, . . . , h𝑁 ∈ {−1, 0, 1}𝑘 be the vectors satisfying the conditions
of Lemma 6.14. Define

𝑆 :=


∑︁

𝑖∈[𝑁 ]
𝑏𝑖 (h𝑖 ⊗ 𝜼̃𝑖 ) : 𝑏1, . . . , 𝑏𝑁 ∈ {0, 1}

 ⊆ {−1, 0, 1}𝑘 ·𝑁 (6.6)

where 𝜼̃𝑖 ∈ Z𝑁
𝑞 is the 𝑖 th standard basis vector. Then, there exists a negligible function negl(·) such that for all 𝜆 ∈ N, for all

𝑢 ∈ Z𝑞 , and for all but a negl(𝜆) fraction of branches br = (𝑖1, . . . , 𝑖𝑁 , 𝑧1, . . . , 𝑧𝑁 ) ∈ 𝔅, there exists a vector d ∈ 𝑆 such that∑︁
𝑗∈[𝑁 ]

𝑧 𝑗𝑑 ( 𝑗−1)𝑘+𝑖 𝑗 = 𝑢.

Proof. Fix a security parameter 𝜆, and let ℓout = ℓout (𝜆) and𝑞 = 𝑞(𝜆, ℓout) be polynomials. Take anymatrixC ∈ Zℓout×𝑘 ·𝑁
𝑞

where 𝑘 ≥ 4ℓout log𝑞 and 𝑁 = 8𝜆, and let h1, . . . , h𝑁 ∈ {−1, 0, 1}𝑘 be the corresponding vectors satisfying the con-

ditions of Lemma 6.14. Let 𝑆 be as defined in Eq. (6.6). Then, we have the following:

45



• By the definition of 𝑆 , any vector d = [𝑑1, . . . , 𝑑𝑘 ·𝑁 ]T ∈ 𝑆 will have entries in {−1, 0, 1} and have the form

d =
[
𝑏1hT

1
| · · · | 𝑏𝑁hT

𝑁

] T
where for 𝑖 ∈ [𝑁 ], h𝑖 ∈ {−1, 0, 1}𝑘 . For notational convenience, define 𝑎 𝑗 := ℎ 𝑗,𝑖 𝑗 .

• For br = (𝑖1, . . . , 𝑖𝑁 , 𝑧1, . . . , 𝑧𝑁 ) ∈ 𝔅, define 𝐹br : {0, 1}𝑁 → Z𝑞 as

𝐹br (𝑏1, . . . , 𝑏𝑁 ) :=
∑︁
𝑗∈[𝑁 ]

𝑏 𝑗𝑧 𝑗𝑎 𝑗

By definition ∑︁
𝑗∈[𝑁 ]

𝑧 𝑗𝑑 ( 𝑗−1)𝑘+𝑖 𝑗 =
∑︁
𝑗∈[𝑁 ]

𝑏 𝑗𝑧 𝑗𝑎 𝑗 = 𝐹br (𝑏1, . . . , 𝑏𝑁 ).

The claim now reduces to showing that for all but a negligible fraction of branches br ∈ 𝔅, the function 𝐹br
is surjective.

• We start by showing that for all 𝑗 ∈ [𝑁 ], with 1 − negl(𝜆) probability over the choice of br r← 𝔅, at least an

(𝑁 /8)-fraction of the 𝑎 𝑗 ’s are non-zero. Let 𝑋 𝑗 be the indicator random variable for the event 𝑎 𝑗 ≠ 0. Since

at least 1/4 fraction of indices in h𝑗 are non-zero and each index 𝑖 𝑗
r← [𝑘] is sampled uniformly at random,

this means Pr[𝑋 𝑗 = 1] ≥ 1/4. Then by a Chernoff bound (Lemma 2.1), we obtain:

Pr


∑︁
𝑗∈[𝑁 ]

𝑋 𝑗 < 𝑁 /8 : br r← 𝔅

 = 𝑒−Ω (𝑁 ) .

Since 𝑁 = 8𝜆, with probability 1 − 𝑒−Ω (𝜆) = 1 − negl(𝜆) over the choice of br, at least 𝜆 of the 𝑎 𝑗 ’s are non-zero.

Let 𝔅′ ⊆ 𝔅 be the set of branches where this condition holds (i.e., where at least 𝜆 of the 𝑎 𝑗 ’s are non-zero).

• For br ∈ 𝔅′, let 𝐼br = { 𝑗1, . . . , 𝑗𝜆} denote the first 𝜆 indices where 𝑎 𝑗 ≠ 0. Define the function 𝐹 ′br : {0, 1}
𝜆 → Z𝑞 as

𝐹 ′br (𝑏
′
1
, . . . , 𝑏′

𝜆
) :=

∑︁
𝑘∈[𝜆]

𝑏′
𝑘
𝑧 𝑗𝑘𝑎 𝑗𝑘 .

We note that 𝐹 ′br is a restricted version of the function 𝐹br and its image is a subset of the image of 𝐹br. Specifically,

given any vector (𝑏′
1
, . . . , 𝑏′

𝜆
) ∈ {0, 1}𝜆 as input for 𝐹 ′br, we can translate it to an input (𝑏1, . . . , 𝑏𝑁 ) ∈ {0, 1}𝑁

for 𝐹br as follows:

– For each 𝑘 ∈ [𝜆], set 𝑏 𝑗𝑘 = 𝑏′
𝑘
.

– For all other indices 𝑗 ∉ 𝐼br, set 𝑏 𝑗 = 0.

Evaluating 𝐹br on the transformed input yields:

𝐹br (𝑏1, . . . , 𝑏𝑁 ) =
∑︁
𝑗∈[𝑁 ]

𝑏 𝑗𝑧 𝑗𝑎 𝑗 =
∑︁
𝑘∈[𝜆]

𝑏 𝑗𝑘𝑧 𝑗𝑘𝑎 𝑗𝑘 +
∑︁
𝑗∉𝐼br

𝑏 𝑗𝑧 𝑗𝑎 𝑗 = 𝐹 ′br (𝑏
′
1
, . . . , 𝑏′

𝜆
).

Thus, to show that 𝐹br is surjective, it suffices to show that 𝐹 ′br is surjective. We will now proceed to show this.

• Next, we show that the family

{
𝐹 ′br

}
br∈𝔅′ forms a universal hash function family. Take any two distinct inputs

x, y ∈ {0, 1}𝜆 . Since x ≠ y, there exists some index ind ∈ [𝜆] such that 𝑥ind ≠ 𝑦ind. We evaluate the collision

probability:

Pr[𝐹 ′br (x) = 𝐹 ′br (y) : br
r← 𝔅′] = Pr


∑︁
𝑘∈[𝜆]
(𝑥𝑘 − 𝑦𝑘 )𝑧 𝑗𝑘𝑎 𝑗𝑘 = 0 : br r← 𝔅′

 .
Isolating the term for ind, this is equivalent to:

Pr

[
𝑧 𝑗ind (𝑥ind − 𝑦ind)𝑎 𝑗ind = −

∑︁
𝑘≠ind

(𝑥𝑘 − 𝑦𝑘 )𝑧 𝑗𝑘𝑎 𝑗𝑘 : br r← 𝔅′

]
.
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Since x, y ∈ {0, 1}𝜆 and 𝑥ind ≠ 𝑦ind, we have (𝑥ind − 𝑦ind) ∈ {−1, 1}. Furthermore, by the definition of 𝐼br,

𝑎 𝑗ind ≠ 0, meaning 𝑎 𝑗ind ∈ {−1, 1}. Thus, the product (𝑥ind − 𝑦ind)𝑎 𝑗ind ∈ {−1, 1}, which is invertible in Z𝑞 . For
any fixed choice of 𝑧 𝑗𝑘 for 𝑘 ≠ ind, there is exactly one value of 𝑧 𝑗ind ∈ Z𝑞 that satisfies the equation. Because

𝑧 𝑗ind is drawn uniformly from Z𝑞 and is independent of the other variables, the equation holds with probability

exactly 1/𝑞 when 𝑞 is prime (i.e., Z𝑞 is a field).

• By the leftover hash lemma (Corollary 2.6), we conclude that there exists a negligible function negl′ (·) such
that the statistical distance between the following distributions is negl′ (𝜆):{

(br, 𝐹 ′br (𝑏
′
1
, . . . 𝑏′

𝜆
)) : br r← 𝔅′, 𝑏′

1
, . . . 𝑏′

𝜆

r← {0, 1}
}

and

{
(br, 𝑢) : br r← 𝔅′, 𝑢 r← Z𝑞

}
(6.7)

• We now argue that with all but negligible probability over the choice of branches br ∈ 𝔅′, for every𝑢 ∈ Z𝑞 there
exist 𝑏′

1
, . . . , 𝑏′

𝜆
∈ {0, 1} such that 𝐹 ′br (𝑏

′
1
, . . . , 𝑏′

𝜆
) = 𝑢. Suppose towards contradiction that with non-negligible

probability 𝜀, the sampled branch br r← 𝔅 produces a function 𝐹 ′br that is not surjective. Let 𝔅
′′ ⊆ 𝔅′ be the

set of such “deficient” branches, meaning for every br ∈ 𝔅′′, there exists a missing target 𝑢br ∈ Z𝑞 such that

𝐹 ′br (𝑏
′
1
, . . . , 𝑏′

𝜆
) ≠ 𝑢br for all 𝑏

′
1
, . . . , 𝑏′

𝜆
∈ {0, 1}.

Consider the event where a branch br ∈ 𝔅′′ is sampled, followed by sampling 𝑢 = 𝑢br:

– In the first distribution of Eq. (6.7) (where 𝑢 is generated by evaluating 𝐹 ′br on uniform bits), the probability

of producing (br, 𝑢br) is exactly 0.

– In the second distribution of Eq. (6.7) (where 𝑢 is drawn uniformly from Z𝑞), the probability of producing

(br, 𝑢br) is 𝜀/𝑞.

Since 𝑞 is polynomial in 𝜆 and 𝜀 is non-negligible, the quantity 𝜀/𝑞 is non-negligible. This implies the statistical

distance between the two distributions is non-negligible, contradicting the statistical uniformity established

in Eq. (6.7). Thus, 𝐹 ′br is surjective for all but a negligible fraction of branches, and the claim follows. □

Corollary 6.16. Let 𝜆 ∈ N be a security parameter, and let ℓout = ℓout (𝜆) and 𝑞 = 𝑞(𝜆, ℓout) be polynomials. Let 𝑁 = 8𝜆,
𝑘 ≥ 4ℓout log𝑞, and𝑚 = 𝑘 · 𝑁 · ℓout. For any matrix C ∈ Zℓout×𝑚

𝑞 , for all but a negl(𝜆) fraction of branches br ∈ 𝔅, there
exists a matrix RC,br ∈ {−1, 0, 1}𝑚×𝑚

′
such that

CbrRC,br = G

where Cbr = C + Hbr and Hbr was defined in Eq. (6.5), G ∈ Zℓout×𝑚′
𝑞 is the gadget matrix, and𝑚′ = ℓout ⌈log𝑞⌉.

Proof. Fix a security parameter 𝜆, and let ℓout = ℓout (𝜆) and 𝑞 = 𝑞(𝜆, ℓout) be polynomials. Take any C ∈ Zℓout×𝑚
𝑞 where

𝑘 ≥ 4ℓout ⌈log𝑞⌉.

• Decompose C into ℓout “chunks” of 𝑘 · 𝑁 columns each, that is, C = [C1 | · · · | Cℓout ] where for all 𝑖 ∈ [ℓout],
C𝑖 ∈ Zℓout×𝑘 ·𝑁

𝑞 . For each C𝑖 , let h𝑖,1, . . . , h𝑖,𝑁 ∈ {−1, 0, 1}𝑘 be the vectors satisfying the conditions of Lemma 6.14.

• For 𝑖 ∈ [ℓout], define the set

𝑆𝑖 :=


∑︁
𝑗∈[𝑁 ]

𝑏 𝑗 (h𝑖, 𝑗 ⊗ 𝜼̃ 𝑗 ) : 𝑏1, . . . , 𝑏𝑁 ∈ {0, 1}


where 𝜼̃𝑖 ∈ Z𝑁
𝑞 is the 𝑖th standard basis vector. By definition of h𝑖,1, . . . , h𝑖,𝑁 (see Lemma 6.14), for every d𝑖 ∈ 𝑆𝑖 ,

we have C𝑖d𝑖 = 0ℓout , since for all 𝑗 ∈ [𝑁 ], C𝑖 (h𝑖, 𝑗 ⊗ 𝜼̃ 𝑗 ) = 0ℓout .

• Consider the matrix Cbr = C+Hbr. We will now show that for all but a negligible fraction of branches br ∈ 𝔅 and

for every u ∈ Zℓout
𝑞 , there exists a vector d ∈ {−1, 0, 1}𝑚 such thatCbrd = u. Let vT

br :=
∑

𝑗∈[𝑁 ] 𝑧 𝑗𝜼
T
( 𝑗−1)𝑘+𝑖 𝑗 ∈ Z

𝑘 ·𝑁
𝑞 .

We can express Hbr as Iℓout ⊗ vT
br. Let d = [dT

1
| · · · | dT

ℓout
]T where for 𝑖 ∈ [ℓout], d𝑖 ∈ {−1, 0, 1}𝑘 ·𝑁 . As

Cd =
∑

𝑖∈[ℓout ] C𝑖d𝑖 = 0ℓout , note that:
Cbrd = (C + Hbr)d = Hbrd.

47



• Since Hbr = Iℓout ⊗ vT
br, the 𝑖

th
coordinate of the output Hbrd = (Iℓout ⊗ vT

br)d is precisely

vT
brd𝑖 =

∑︁
𝑗∈[𝑁 ]

𝑧 𝑗𝑑𝑖,( 𝑗−1)𝑘+𝑖 𝑗 .

• By Lemma 6.15, for all but a negligible fraction of branches br ∈ 𝔅, it holds that for all 𝑢𝑖 ∈ Z𝑞 , there exists
a d𝑖 ∈ {−1, 0, 1}𝑘 ·𝑁 such that vT

brd𝑖 = 𝑢𝑖 . That is, for any target vector u = [𝑢1, . . . , 𝑢ℓout ]T ∈ Zℓout
𝑞 , there exist

vectors d1 ∈ 𝑆1, . . . , dℓout ∈ 𝑆ℓout such that

∀𝑖 ∈ [ℓout] :
∑︁
𝑗∈[𝑁 ]

𝑧 𝑗𝑑𝑖,( 𝑗−1)𝑘+𝑖 𝑗 = 𝑢𝑖 . (6.8)

This demonstrates that for any vector u ∈ Zℓout
𝑞 , there exists a vector d ∈ {−1, 0, 1}𝑚 such that Hbrd = u, and

correspondingly, that Cbrd = u.

• By taking the target vectors u to be the columns of the gadget matrix, we conclude that for all but a negligible

fraction of branches br ∈ 𝔅, there exists a matrix RC,br ∈ {−1, 0, 1}𝑚×𝑚
′
such that CbrRC,br = G. □

Now returning to the proof of Theorem 6.13, we define the Preprocess and Target algorithms as follows:

• Preprocess(pp, br): On input the public parameters pp ∈ {0, 1}ℓpp and branch br ∈ 𝔅:

– Parse C = Samp(1𝜆, 𝑞, 𝑡, pp) for C ∈ Zℓout×𝑚
𝑞 .

– Compute Cbr = C + Hbr ∈ Zℓout×𝑚
𝑞 .

– Compute a gadget trapdoor RC,br ∈ {−1, 0, 1}𝑚×𝑚
′
for Cbr so that CbrRC,br = G. If such a trapdoor does

not exist then set RC,br = ⊥.

Output td = (Cbr,RC,br, br).

• Target(td, y): Given a trapdoor td = (Cbr,RC,br, br) and a target string y ∈ {0, 1}ℓout :

– If RC,br = ⊥ then abort and output 𝝅 = 0𝑚 .

– Compute w← RoundB−1𝑞,𝐵𝑅
(y), where RoundB−1𝑞,𝐵𝑅

is the reverse-sampling algorithm defined in Fig. 1.

– Sample r ← SamplePre(Cbr,RC,br,w, 𝜒), where SamplePre is the preimage-sampling algorithm from

Theorem 6.3.

Output 𝝅 = r.

We now show that (Preprocess, Target) satisfy the required properties.

Efficiency. The size of the trapdoor td = (Cbr,RC,br, br) is 𝑂 (ℓout · 𝑚 + 𝑚 · 𝑚′ + 𝑁 log(𝑞𝑘)) = 𝑂 (8𝜆ℓ2
out
𝑘 +

𝜆ℓ2
out
𝑘 (⌈log𝑞⌉) + 8𝜆 log(𝑞𝑘)) which is poly(𝜆, ℓout) for all polynomials 𝑘 = 𝑘 (𝜆, ℓout) and log𝑞 = 𝑂 (𝜆). Moreover, all

steps of the Target algorithm run in poly(𝜆, ℓout) time, so it is efficient.

Most-branches target randomness. Before proving this property, we set up some useful notation. Let pp ∈ {0, 1}ℓpp
be a set of public parameters and let C = Samp(1𝜆, 𝑞, 𝑡, pp) ∈ Zℓout×𝑚

𝑞 . Define

𝔅BAD
pp :=

{
br : � RC,br ∈ {−1, 0, 1}𝑚×𝑚

′
such that CbrRC,br = G where Cbr = C + Hbr

}
. (6.9)

Suppose there exists a polynomial ℓout = ℓout (𝜆) and a possibly unbounded adversary A that can break the target

randomness of Construction 6.7. We define a sequence of hybrids as follows:

• Hyb
1
: This is the target randomness game where 𝑏 = 0.
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1. On input the security parameter 1
𝜆
and the output length 1

ℓout
, the adversaryA sends pp to the challenger.

2. The challenger computes ℓpp = ℓpp (𝜆, ℓout) and checks that pp ∈ {0, 1}ℓpp . Otherwise, it halts with output 0.

3. The challenger parses C = Samp(1𝜆, 𝑞, 𝑡, pp) where C ∈ Zℓout×𝑚
𝑞 . Then it works as follows:

– Sample br r← 𝔅

– Compute Cbr = C + Hbr.

– Initialize an ordered list 𝐿 = ∅. For 𝑖 ∈ [𝜆]:
∗ Sample r𝑖 ← 𝐷𝑚

Z,𝜒 .

∗ If ∥r𝑖 ∥ > 𝐵𝑀 then set y𝑖 = ⊥ℓout and r𝑖 = 0𝑚 . Add (y𝑖 , r𝑖 ) to 𝐿 and continue to the next iteration.

∗ Compute w𝑖 = Cbrr𝑖 .
∗ Compute y𝑖 = RoundB𝑞,𝐵𝑅

(w𝑖 ) and add (y𝑖 , r𝑖 ) to 𝐿.
– Let (y∗, r∗) be the first element of 𝐿 for which there does not exist any index 𝑗 ∈ [ℓout] such that

𝑦∗𝑗 = ⊥. If such a tuple does not exist then set y = 0ℓout , 𝝅 = 0𝑚 . Otherwise set y = y∗ and 𝝅 = r∗.

Finally send br, y and 𝝅 to the adversary A.

4. Finally, the adversary outputs a guess 𝑏′ ∈ {0, 1} which is the output of the experiment.

• Hyb
2
: Same as Hyb

1
except we change the distribution of r𝑖 in Step 3. Specifically, the challenger no longer

checks the norm constraint on r𝑖 .

3. The challenger parses C = Samp(1𝜆, 𝑞, 𝑡, pp) where C ∈ Zℓout×𝑚
𝑞 . Then it works as follows:

– Sample br r← 𝔅

– Compute Cbr = C + Hbr.

– Initialize an ordered list 𝐿 = ∅. For 𝑖 ∈ [𝜆]:
∗ Sample r𝑖 ← 𝐷𝑚

Z,𝜒 .

∗ If ∥r𝑖 ∥ > 𝐵𝑀 then set y𝑖 = ⊥ℓout and r𝑖 = 0𝑚 . Add (y𝑖 , r𝑖 ) to 𝐿 and continue to the next iteration.

∗ Compute w𝑖 = Cbrr𝑖 .
∗ Compute y𝑖 = RoundB𝑞,𝐵𝑅

(w𝑖 ) and add (y𝑖 , r𝑖 ) to 𝐿.
– Let (y∗, r∗) be the first element of 𝐿 for which there does not exist any index 𝑗 ∈ [ℓout] such that

𝑦∗𝑗 = ⊥. If such a tuple does not exist then set y = 0ℓout , 𝝅 = 0𝑚 . Otherwise set y = y∗ and 𝝅 = r∗.

Finally send br, y and 𝝅 to the adversary A.

• Hyb
3
: Same as Hyb

2
except the challenger aborts if br ∈ 𝔅BAD

pp , where 𝔅BAD
pp was defined in Eq. (6.9).

3. The challenger parses C = Samp(1𝜆, 𝑞, 𝑡, pp) where C ∈ Zℓout×𝑚
𝑞 . Then it works as follows:

– Sample br r← 𝔅

– If br ∈ 𝔅BAD
pp then abort and send br, y r← {0, 1}ℓout , and 𝝅 = 0𝑚 to the adversary A.

– Compute Cbr = C + Hbr.

– Initialize an ordered list 𝐿 = ∅. For 𝑖 ∈ [𝜆]:
∗ Sample r𝑖 ← 𝐷𝑚

Z,𝜒 .

∗ Compute w𝑖 = Cbrr𝑖 .
∗ Compute y𝑖 = RoundB𝑞,𝐵𝑅

(w𝑖 ) and add (y𝑖 , r𝑖 ) to 𝐿.
– Let (y∗, r∗) be the first element of 𝐿 for which there does not exist any index 𝑗 ∈ [ℓout] such that

𝑦∗𝑗 = ⊥. If such a tuple does not exist then set y = 0ℓout , 𝝅 = 0𝑚 . Otherwise set y = y∗ and 𝝅 = r∗.

Finally send br, y and 𝝅 to the adversary A.

• Hyb
4
: Same as Hyb

3
, except the challenger changes how it samples (w𝑖 , r𝑖 ) in each iteration:

3. The challenger parses C = Samp(1𝜆, 𝑞, 𝑡, pp) where C ∈ Zℓout×𝑚
𝑞 . Then it works as follows:
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– Sample br r← 𝔅

– If br ∈ 𝔅BAD
pp then abort and send br, y r← {0, 1}ℓout , and 𝝅 = 0𝑚 to the adversary A.

– Compute Cbr = C + Hbr.

– Initialize an ordered list 𝐿 = ∅. For 𝑖 ∈ [𝜆]:
∗ Sample w𝑖

r← Zℓout
𝑞 .

∗ Sample r𝑖 ← C−1br,𝜒 (w𝑖 ).
∗ Compute y𝑖 = RoundB𝑞,𝐵𝑅

(w𝑖 ) and add (y𝑖 , r𝑖 ) to 𝐿.
– Let (y∗, r∗) be the first element of 𝐿 for which there does not exist any index 𝑗 ∈ [ℓout] such that

𝑦∗𝑗 = ⊥. If such a tuple does not exist then set y = 0ℓout , 𝝅 = 0𝑚 . Otherwise set y = y∗ and 𝝅 = r∗.

Finally send br, y and 𝝅 to the adversary A.

• Hyb
5
: Same as Hyb

4
, except the challenger replaces the iterative sampling with sampling a single vector

w ∈ Zℓout
𝑞 .

3. The challenger parses C = Samp(1𝜆, 𝑞, 𝑡, pp) where C ∈ Zℓout×𝑚
𝑞 . Then it works as follows:

– Sample br r← 𝔅

– If br ∈ 𝔅BAD
pp then abort and send br, y r← {0, 1}ℓout , and 𝝅 = 0𝑚 to the adversary A.

– Compute Cbr = C + Hbr.

– Sample w r← Goodℓout
𝑞,𝐵𝑅

= (Good−𝑞,𝐵𝑅
∪ Good+𝑞,𝐵𝑅

)ℓout . We refer to Eqs. (6.1) to (6.3) for the definitions

of these sets.

– Sample r← C−1br,𝜒 (w). Set 𝝅 = r.
– Compute y = RoundB𝑞,𝐵𝑅

(w).
Finally send br, y and 𝝅 to the adversary A.

Note that iterating over 𝑖 ∈ [𝜆] is no longer necessary, since by definition RoundB𝑞,𝐵𝑅
never outputs ⊥ when

the components of w lie in Good𝑞,𝐵𝑅
.

• Hyb
6
: Same as Hyb

5
except the challenger changes how it samples (w, y).

3. The challenger parses C = Samp(1𝜆, 𝑞, 𝑡, pp) where C ∈ Zℓout×𝑚
𝑞 . Then it works as follows:

– Sample br r← 𝔅

– If br ∈ 𝔅BAD
pp then abort and send br, y r← {0, 1}ℓout , and 𝝅 = 0𝑚 to the adversary A.

– Compute Cbr = C + Hbr.

– Sample y r← {0, 1}ℓout .
– Sample w← RoundB−1𝑞,𝐵𝑅

(y).
– Sample r← C−1br,𝜒 (w). Set 𝝅 = r.

Finally send br, y and 𝝅 to the adversary A.

• Hyb
7
: Same as Hyb

6
except the challenger changes how it samples r.

3. The challenger parses C = Samp(1𝜆, 𝑞, 𝑡, pp) where C ∈ Zℓout×𝑚
𝑞 . Then it works as follows:

– Sample br r← 𝔅

– If br ∈ 𝔅BAD
pp then abort and send br, y r← {0, 1}ℓout , and 𝝅 = 0𝑚 to the adversary A.

– Compute Cbr = C + Hbr.

– Let RC,br be a gadget trapdoor for Cbr, such that



RC,br


 = 1 and CbrRC,br = G.

– Sample y r← {0, 1}ℓout .
– Sample w← RoundB−1𝑞,𝐵𝑅

(y).
– Sample r← SamplePre(Cbr,RC,br,w, 𝜒). Set 𝝅 = r.
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Finally send br, y and 𝝅 to the adversary A.

This is the target randomness game for 𝑏 = 1.

Let Hyb𝑖 (A) be the random variable denoting the output of an execution of experiment Hyb𝑖 with adversary A. We

now analyze each adjacent pair of hybrid experiments.

Claim 6.17. Suppose 𝐵𝑀 ≥
√
𝜆𝜒 . Then for all polynomials ℓout = ℓout (𝜆), there exists a negligible function negl(·) such

that for all 𝜆 ∈ N, | Pr[Hyb
1
(A) = 1] − Pr[Hyb

2
(A) = 1] | = negl(𝜆).

Proof. The only difference between the hybrids is that inHyb
2
, the challenger no longer checks if ∥r𝑖 ∥ > 𝐵𝑀 . It suffices

to argue that the probability that there exists an 𝑖 ∈ [𝜆] and 𝑗 ∈ [𝑚] such that |𝑟𝑖, 𝑗 | > 𝐵𝑀 is negligible. Since 𝐵𝑀 ≥
√
𝜆𝜒 ,

the Gaussian tail bound (Lemma 6.2) implies that Pr[|𝑟𝑖, 𝑗 | > 𝐵𝑀 ] ≤ 2
−𝜆
. Since𝑚 is polynomial in 𝜆, a union bound im-

plies that the probability that such an 𝑟𝑖, 𝑗 exists is at most𝑚 ·𝜆 ·2−𝜆 , which is negligible in 𝜆. Thus the claim follows. □

Claim 6.18. Suppose 𝑘 ≥ 4ℓout ⌈log𝑞⌉. Then for all polynomials ℓout = ℓout (𝜆), there exists a negligible function negl(·)
such that for all 𝜆 ∈ N, | Pr[Hyb

2
(A) = 1] − Pr[Hyb

3
(A) = 1] | = negl(𝜆).

Proof. The only difference between the hybrids occurs when we sample a br such that br ∈ 𝔅BAD
pp . Recall that 𝔅BAD

pp
is the set of branches where Cbr does not have a gadget trapdoor. Since 𝑘 ≥ 4ℓout ⌈log𝑞⌉, Corollary 6.16 implies that

there exists a negligible function negl(·) such that |𝔅BAD
pp |/|𝔅| = negl(𝜆). Since br is chosen uniformly at random

from 𝔅, Pr[br ∈ 𝔅BAD
pp ] = negl(𝜆) and the claim follows. □

Claim 6.19. Suppose 𝜒 ≥ 4𝑚 log𝑚. Then for all polynomials ℓout = ℓout (𝜆), there exists a negligible function negl(·)
such that for all 𝜆 ∈ N, | Pr[Hyb

3
(A) = 1] − Pr[Hyb

4
(A) = 1] | = negl(𝜆).

Proof. We define a series of 𝜆 + 1 hybrids corresponding to the iterations of the for loop. We only focus on Step 3

of the hybrids. The remaining steps are the same as in Hyb
3
and Hyb

4
. For 𝑖∗ ∈ [𝜆 + 1], define Hyb

3,𝑖∗ to be the same

as Hyb
3
and Hyb

4
except for the following:

3. The challenger parses C = Samp(1𝜆, 𝑞, 𝑡, pp) where C ∈ Zℓout×𝑚
𝑞 . Then it works as follows:

• Sample br r← 𝔅

• If br ∈ 𝔅BAD
pp then abort and send br, y r← {0, 1}ℓout , and 𝝅 = 0𝑚 to the adversary A.

• Compute Cbr = C + Hbr.

• Initialize an ordered list 𝐿 = ∅. For 𝑖 ∈ [𝜆]:
– If 𝑖 < 𝑖∗

∗ Sample w𝑖
r← Zℓout

𝑞 .

∗ Compute r𝑖 ← C−1br,𝜒 (w𝑖 ).
– Else

∗ Sample r𝑖 ← 𝐷𝑚
Z,𝜒 .

∗ Compute w𝑖 = Cbrr𝑖 .
– Compute y𝑖 = RoundB𝑞,𝐵𝑅

(w𝑖 ) and add (y𝑖 , r𝑖 ) to 𝐿.
• Let (y∗, r∗) be the first element of 𝐿 for which there does not exist any index 𝑗 ∈ [ℓout] such that 𝑦∗𝑗 = ⊥.
If such a tuple does not exist then set y = 0ℓout , 𝝅 = 0𝑚 . Otherwise set y = y∗ and 𝝅 = r∗.

Finally send br, y and 𝝅 to the adversary A.

Note that Hyb
3,1 corresponds to Hyb3, whereas Hyb3,𝜆+1 corresponds to Hyb4. We proceed to show that each adjacent

pair of hybrids is statistically indistinguishable.

Claim 6.20. Suppose 𝜒 ≥ 4𝑚 log𝑚. Then for all polynomials ℓout = ℓout (𝜆), there exists a negligible function negl(·)
such that for all 𝜆 ∈ N, | Pr[Hyb

3,𝑖∗ (A) = 1] − Pr[Hyb
3,𝑖∗+1 (A) = 1] | = negl(𝜆).
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Proof. The only difference between the hybrids occurs for iteration 𝑖 = 𝑖∗ of the for loop. In Hyb
3,𝑖∗ , the challenger

samples r𝑖∗ ← 𝐷𝑚
Z,𝜒 , w𝑖∗ = Cbrr𝑖∗ , while in Hyb

3,𝑖∗+1, the challenger samples w𝑖∗
r← Zℓout

𝑞 , r𝑖∗ ← C−1br,𝜒 (w𝑖∗ ). Suppose
the challenger does not abort. Then br ∉ 𝔅BAD

pp and the matrix Cbr has a gadget trapdoor RC,br ∈ {−1, 0, 1}𝑚×𝑚
′
with

RC,br



 = 1. Since 𝜒 ≥ 4𝑚 log𝑚, the conditions of Lemma 6.4 are satisfied, implying that there exists a negligible

function negl(·) such that the statistical distance between the joint distribution of (r𝑖∗ ,w𝑖∗ ) in Hyb
3,𝑖∗ and Hyb

3,𝑖∗+1
is negl(𝑚). Furthermore, since 𝑘, 𝑁 , and ℓout are polynomials in 𝜆 and𝑚 = 𝑘 · 𝑁 · ℓout, the statistical distance between
the distributions is also negligible in 𝜆, and the claim follows. □

Claim 6.19 now follows from Claim 6.20 by a standard hybrid argument. □

Claim 6.21. Suppose 𝑞 > 2ℓout (4𝐵𝑅 + 3). Then there exists a negligible function negl(·) such that for all 𝜆 ∈ N,
| Pr[Hyb

4
(A) = 1] − Pr[Hyb

5
(A) = 1] | = negl(𝜆).

Proof. Observe that for any 𝑖 ∈ [𝜆], 𝑗 ∈ [ℓout], RoundB𝑞,𝐵𝑅
(𝑤𝑖, 𝑗 ) = ⊥ if and only if 𝑤𝑖, 𝑗 ∉ Good𝑞,𝐵𝑅

. Then the

only difference between the hybrids occurs when, for all 𝜆 iterations of Hyb
4
, the challenger samples a w𝑖 with

an index 𝑗 for which 𝑤𝑖, 𝑗 ∉ Good𝑞,𝐵𝑅
. Denote this event for iteration 𝑖 by 𝐸𝑖 . Then by a union bound over the

ℓout components, Pr[𝐸𝑖 ] ≤ ℓout (4𝐵𝑅 + 3)/𝑞. Since the challenger samples w𝑖 independently over the 𝜆 iterations,

Pr[∀𝑖 ∈ [𝜆] : 𝐸𝑖 ] ≤ (ℓout (4𝐵𝑅 + 3)/𝑞)𝜆 < 2
−𝜆

which is negligible in 𝜆. Thus the claim follows. □

Claim 6.22. It holds that Pr[Hyb
5
(A) = 1] = Pr[Hyb

6
(A) = 1].

Proof. It suffices to show that the joint distribution of (w, y) in both hybrids is the same. Note that by definition

(Eqs. (6.1) to (6.3)), |Good+𝑞,𝐵𝑅
| = |Good−𝑞,𝐵𝑅

| = |Good𝑞,𝐵𝑅
|/2. Let𝑊,𝑌 be the random variables denoting the value of

w, y in the experiments. Consider the distribution of (𝑊,𝑌 ). For a pair w, y such that y = RoundB𝑞,𝐵𝑅
(w):

• In Hyb
5
, Pr[𝑊 = w, 𝑌 = y] = |Good𝑞,𝐵𝑅

|−ℓout .

• In Hyb
6
, Pr[𝑊 = w, 𝑌 = y] = Pr[𝑊 = w : 𝑌 = y] · 2−ℓout = ( |Good𝑞,𝐵𝑅

|/2)−ℓout · 2−ℓout = |Good𝑞,𝐵𝑅
|−ℓout .

As the distributions are identical, the claim follows. □

Claim 6.23. Suppose 𝜒 ≥ 𝑚 · log ℓout and 𝑘 ≥ 4ℓout ⌈log𝑞⌉. Then for all polynomials ℓout = ℓout (𝜆), there exists a
negligible function negl(·) such that for all 𝜆 ∈ N, | Pr[Hyb

6
(A) = 1] − Pr[Hyb

7
(A) = 1] | = negl(𝜆).

Proof. The only difference between the hybrids is in the distribution of r. In Hyb
6
, r ← C−1br,𝜒 (w) while in Hyb

7
,

r← SamplePre(Cbr,RC,br,w, 𝜒). Since


RC,br



 = 1, 𝜒 ≥ 𝑚 · log ℓout,𝑚 = 𝑘 ·𝑁 ·ℓout ≥ 3ℓout ⌈log𝑞⌉ and ℓout is polynomial

in 𝜆, we appeal to Theorem 6.3 to conclude that there exists a negligible function negl(·) such that the statistical

distance between these distributions of r is negl(𝜆). Thus the claim follows. □

Proof of Theorem 6.13. Combining Claims 6.17 to 6.19 and 6.21 to 6.23, we conclude via a hybrid argument that

there exists a negligible function negl(·) such that for all 𝜆 ∈ N,

| Pr[Hyb
1
(A) = 1] − Pr[Hyb

7
(A) = 1] | = negl(𝜆)

and the claim follows. □

Theorem 6.24 (Sampling on Constricted Branch). Suppose 𝐵𝑅 = 𝐵𝑀 · 𝐵𝐺 ·𝑚. For all polynomials 𝑛 = 𝑛(𝜆) and
𝑞 = 𝑞(𝜆, ℓout) such that log𝑞 = 𝑂 (𝜆), Construction 6.7 satisfies sampling on constricted branch.

Proof. Take any security parameter 𝜆 ∈ N, output length ℓout ∈ N, and branch br∗ ∈ 𝔅. Let pp← Setup(1𝜆, 1ℓout , br∗).
By construction and Definition 6.1, C = Samp(1𝜆, 𝑞, 𝑡, pp) = SA − Hbr∗ + E and aux = S. Define the set

Range :=
{
RoundS(S𝜶 ) : 𝜶 ∈ Z𝑛

𝑞

}
Note that by definition, |Range| ≤ 𝑞𝑛 . Fix any y∗ ∈ {0, 1}ℓout and proof 𝝅∗ such that Verify(pp, br∗, y∗, 𝝅∗) = 1. We

show y∗ ∈ Range. We consider two cases based on the structure of the verification algorithm:
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• Case 1: 𝝅∗ = 0𝑚 and y∗ = 0ℓout . Then y∗ = RoundS(S · 0𝑛), hence y∗ ∈ Range.

• Case 2: 𝝅∗ = r∗ ∈ Z𝑚𝑞 such that ∥r∗∥ ≤ 𝐵𝑀 and y∗ = RoundB𝑞,𝐵𝑅
((C + Hbr∗ ) · r∗) such that for all 𝑗 ∈ [ℓout],

𝑦∗𝑗 ≠ ⊥. Since for all 𝑗 ∈ [ℓout], 𝑦∗𝑗 ≠ ⊥, it means that all the components of w∗ = (C + Hbr∗ ) · r∗ are in the set

Good𝑞,𝐵𝑅
(see Eq. (6.3)) and ∥r∗∥ ≤ 𝐵𝑀 . Then we have ∥Er∗∥ ≤ ∥E∥ · ∥r∗∥ ·𝑚 ≤ 𝐵𝑀 ·𝐵𝐺 ·𝑚 = 𝐵𝑅 . We argue that

RoundS(SAr∗) = RoundB𝑞,𝐵𝑅
((SA + E) · r∗) .

Let u = SAr∗ and consider any index 𝑖 ∈ [ℓout] such that RoundB𝑞,𝐵𝑅
(𝑤∗𝑖 ) = 1.

– By definition of RoundB𝑞,𝐵𝑅
(Eq. (6.4)) this implies𝑤∗𝑖 ∈ (𝐵𝑅, ⌊𝑞/2⌋ − 𝐵𝑅).

– Since ∥Er∗∥ ≤ 𝐵𝑅 , 𝑢𝑖 ∈ (0, ⌊𝑞/2⌋).
– Then by definition of RoundS (Eq. (6.4)), it holds that RoundS(𝑢𝑖 ) = 1.

An analogous argument holds when RoundB𝑞,𝐵𝑅
(𝑤∗𝑖 ) = 0 as well. This implies y∗ = RoundS(u) and y∗ ∈ Range.

Thus for any y∗ that verifies, y∗ ∈ Range, implying that there exists an 𝜶 ∗ ∈ Z𝑛
𝑞 such that y∗ = RoundS(S𝜶 ∗). Recall

that the SampleGuess algorithm takes as input aux = S, samples 𝜶 r← Z𝑛
𝑞 and outputs y = RoundS(S𝜶 ). Therefore,

Pr[y = y∗ : y← SampleGuess(aux)] ≥ Pr[𝜶 = 𝜶 ∗] = 𝑞−𝑛 = 2
−𝑛 log𝑞 .

Since 𝑛 is polynomial in 𝜆 and 𝑞 satisfies log𝑞 = 𝑂 (𝜆), there exists a polynomial 𝑝 such that 2
−𝑛 log𝑞 ≥ 2

−𝑝 (𝜆)
. Thus

the claim follows. □

Parameter instantiation. Let 𝜆 be a security parameter and ℓout be an output length. We now provide one possible

instantiation of the parameters in Construction 6.7 to satisfy Theorems 6.8, 6.9, 6.13 and 6.24. In the following, we

assume that ℓout < 2
𝜆
.

• When setting parameters, we work under the assumption that 𝑞 ≤ 2
𝑂 (𝜆)

. Our final parameter instantiations

will satisfy this property. In this case, log𝑞 = 𝑂 (𝜆).

• We set 𝑘 = 4ℓout ⌈log𝑞⌉ = 𝑂 (ℓout𝜆). This gives𝑚 = 𝑘 · 𝑁 · ℓout = 𝑂 (𝜆2ℓ2
out
).

• We set 𝜒 = 4𝑚2 = 𝑂 (𝜆4ℓ4
out
).

• We set 𝑡 = 𝜆3.

• We set the bounds to be 𝐵𝑀 =
√
𝜆𝜒 , 𝐵𝐺 =

√
𝜆 + 𝜆3𝜒 and 𝐵𝑅 = 𝐵𝑀 · 𝐵𝐺 ·𝑚 = 𝑂 (𝜆12ℓ10

out
).

• We choose a prime modulus 𝑞 = poly(𝜆, ℓout) such that 𝑞 ≥ 10ℓout𝐵𝑅 = 𝑂 (𝜆12ℓ11
out
). In particular, since

𝑞 = poly(𝜆, ℓout) and ℓout < 2
𝜆
, this means 𝑞 ≤ 2

𝑂 (𝜆)
which satisfies our initial assumption.

• Finally, we choose 𝑛 = 𝜆3/𝛿 for a constant 𝛿 ∈ (0, 1), such that the 2
−𝑛𝛿

-LWE𝑛,𝑚,𝑞,𝜒 assumption holds.

• Since 𝑁 = 8𝜆, the above setting of parameters yields a branch set with size |𝔅| = (𝑞𝑘)𝑁 ≤ 2
𝑂 (𝜆2 )

.

We briefly verify that these parameters satisfy the necessary requirements:

• Since 𝐵𝐺 =
√
𝜆 + 𝜆3𝜒 , and the 2

−𝑛𝛿 = 2
−𝜆3

-LWE𝑛,𝑚,𝑞,𝜒 assumption holds, the conditions of Theorem 6.9 are

satisfied. In particular, mode indistinguishability holds with 𝜀′ = 2
−𝜆3

.

• For Theorem 6.13, we have 𝐵𝑀 =
√
𝜆𝜒 , 𝜒 = 4𝑚2 ≥ max(4 · 𝑚 · log𝑚, 𝑚 · log ℓout), 𝑚 ≥ 3ℓout ⌈log𝑞⌉,

𝑘 = 4ℓout ⌈log𝑞⌉ and 𝑞 ≥ 10ℓout𝐵𝑅 > 2ℓout (4𝐵𝑅 + 3). Thus, the conditions of the theorem are satisfied.

• For Theorem 6.24, note that 𝐵𝑅 = 𝐵𝑀 ·𝐵𝐺 ·𝑚, 𝑛(𝜆) is polynomial in 𝜆, and log𝑞 = 𝑂 (𝜆), hence the requirements

are met.
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Corollary 6.25 (Branch-Constricting Generator from LWE). Let 𝜆 be a security parameter. Assuming sub-exponential
security of LWE with a polynomial modulus-to-noise ratio, there exists a branch-constricting generator that satisfies
2
−𝜆3 -mode indistinguishability with a branch size of 2𝑂 (𝜆

2 ) .

In conjunction with Corollary 4.8, we now obtain a sometimes-constricting generator from the LWE assumption

with a polynomial modulus-to-noise ratio.

Corollary 6.26 (Sometimes-Constricting Generator from LWE). Let 𝜆 be a security parameter. Assuming sub-
exponential security of LWE with a polynomial modulus-to-noise ratio, there exists a polynomial 𝑝 = 𝑝 (𝜆) and a
sometimes-constricting generator that satisfies completeness, mode indistinguishability, 𝜇-guessing security, and target
randomness where 𝜇 = 2

−𝑝 (𝜆) .
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A Proof of Lemma 2.9 (Complexity Leveraging)
Suppose ΠNIZK1 = (Setup

1
, Prove1,Verify1) is a NIZK satisfying completeness, witness-indistinguishability, and

(1, 2−𝜆𝜀𝑠 )-non-adaptive soundness for constant 𝜀𝑠 ∈ (0, 1) in the common random string model. Let 𝑝 (𝜆) be any
polynomial. Then for some constant 𝑐 ∈ N, there exists 𝜆0 ∈ N such that for all 𝜆 > 𝜆0, 𝑝 (𝜆) ≤ 𝜆𝑐 . Define the rescaled

security parameter
˜𝜆 := 𝜆𝑐/𝜀𝑠 . We construct a NIZK ΠNIZK2 = (Setup

2
, Prove2,Verify2) satisfying completeness,

witness-indistinguishability, and (1, 2−𝑝 (𝜆) )-non-adaptive soundness in the common random string model as follows:

• Setup
2
(1𝜆, 1𝑛) outputs Setup

1
(1 ˜𝜆, 1𝑛) where ˜𝜆 = 𝜆𝑐/𝜀𝑠 .

• Prove2 (crs, 𝑥,𝑤) outputs Prove1 (crs, 𝑥,𝑤).

• Verify
2
(crs, 𝑥, 𝜋) outputs Verify

1
(crs, 𝑥, 𝜋).

Completeness. Immediate from the completeness of ΠNIZK1.

Soundness. Let A be any efficient adversary against the soundness of ΠNIZK2. By construction, A induces an

adversary against ΠNIZK1 with security parameter
˜𝜆. By the soundness of ΠNIZK1, there exists a negligible function

negl(·) such that for all 𝜆,

Pr[A wins the soundness game for ΠNIZK2] ≤ 2
− ˜𝜆𝜀𝑠 · negl( ˜𝜆) = 2

−𝜆𝑐 · negl( ˜𝜆).

For all 𝜆 > 𝜆0, we have 𝜆
𝑐 ≥ 𝑝 (𝜆), and thus

Pr[A wins the soundness game for ΠNIZK2] ≤ 2
−𝑝 (𝜆) · negl( ˜𝜆).

Since
˜𝜆 = poly(𝜆), negl( ˜𝜆) is negligible in 𝜆, completing the soundness proof.

Witness indistinguishability. Witness indistinguishability also follows directly from that of ΠNIZK1. Indeed, for

any efficient adversaryA, the witness-indistinguishability advantage ofA against ΠNIZK1,WIAdvNIZK (A) ≤ negl( ˜𝜆),
which is negligible in 𝜆. □

B Proof of Lemma 6.4 (Gaussian Samples)
In this section, we give a self-contained proof of Lemma 6.4. To argue this, we show that whenever a matrix A ∈ Z𝑛×𝑚

𝑞

has a “good” gadget trapdoor, the SIS-lattice associated with A (i.e., the lattice Λ⊥ (A) := {x ∈ Z𝑚 : Ax = 0𝑛 mod 𝑞})
has a small smoothing parameter. Lemma 6.4 then follows immediately by [GPV08]. We start by stating a few

preliminaries and helper lemmas from prior works:

Lattices. Let B ∈ R𝑛×𝑛
be a full-rank matrix (over R). Then the 𝑛-dimensional lattice Λ = L(B) generated by B

is defined to be Λ := B · Z𝑛 = {Bz : z ∈ Z𝑛}.
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Dual lattices. For a lattice Λ, we define the dual lattice Λ∗ = {w ∈ R𝑛
: ∀x ∈ Λ,wTx ∈ Z}. If A ∈ Z𝑛×𝑚

𝑞 for integers

𝑛,𝑚,𝑞, we define the 𝑞-ary lattices

Λ⊥ (A) := {x ∈ Z𝑚 : Ax = 0𝑛 mod 𝑞}
Λ(A) :=

{
y ∈ Z𝑚 : y = ATx mod 𝑞 for some x ∈ Z𝑛

}
.

It can be seen from their definitions that Λ⊥ (A) and Λ(A) are scaled duals:

Λ⊥ (A) = 𝑞 · Λ(A)∗ and Λ(A) = 𝑞 · (Λ⊥ (A))∗

We write 𝜆∞
1
(Λ) := minv∈Λ\{0} ∥v∥ to denote the ℓ∞-norm of the shortest non-zero vector in Λ.

Smoothing parameter. We recall the notion of the smoothing parameter introduced in [MR04]. For an 𝑛-

dimensional lattice Λ and a positive real number 𝜀 > 0, the smoothing parameter 𝜂𝜀 (Λ) is the smallest real value

𝜒 > 0 such that 𝜌1/𝜒 (Λ∗) ≤ 1 + 𝜀.

Lemma B.1 (Smoothing Parameter Bound [Pei08, Lemma 3.5]). Let Λ be an 𝑛-dimensional lattice. Then there exists
a negligible function 𝜀 = 𝜀 (𝑛) such that 𝜂𝜀 (Λ) ≤ log𝑛/𝜆∞

1
(Λ∗).

Corollary B.2 (Smoothing Parameter of Λ⊥ (A) [GPV08, Lemma 5.3]). Let A ∈ Z𝑛×𝑚
𝑞 , and suppose 𝜆∞

1
(Λ(A)) ≥ 𝑡 .

Then there exists a negligible function 𝜀 = 𝜀 (𝑚) such that 𝜂𝜀 (Λ⊥ (A)) ≤ 𝑞/𝑡 · log𝑚.

Proof. Since Λ(A) and Λ⊥ (A) are scaled duals, we have Λ(A) = 𝑞 · (Λ⊥ (A))∗ and 𝜆∞
1
(Λ(A)) = 𝑞 · 𝜆∞

1
((Λ⊥ (A))∗).

Now, using Lemma B.1, we obtain for the lattice Λ⊥ (A)

𝜂𝜀 (Λ⊥ (A)) ≤
log𝑚

𝜆∞
1
((Λ⊥ (A))∗) =

𝑞 · log𝑚
𝜆∞
1
(Λ(A)) ≤ 𝑞/𝑡 · log𝑚.

The claim follows. □

Lemma B.3 (Gaussian Samples [GPV08, Lemma 5.2, adapted]). Assume the columns of A ∈ Z𝑛×𝑚
𝑞 generate Z𝑛

𝑞 , and
let 𝜀 = 𝜀 (𝑚) be a negligible function. If 𝜒 ≥ 𝜂𝜀 (Λ⊥ (A)), then the statistical distance between the following distributions
is at most 2𝜀: {

(x,Ax mod 𝑞) : x← 𝐷𝑚
Z,𝜒

}
and

{
(x, z) : z r← Z𝑛

𝑞 , x← A−1𝜒 (z)
}
.

Lemma B.4 (Norm of xTG). Let G ∈ Z𝑛×𝑡
𝑞 be the gadget matrix, where 𝑡 = 𝑛 ⌈log𝑞⌉. Then for all x ≠ 0𝑛 mod 𝑞,

∥xTG mod 𝑞∥ ≥ 𝑞/4.

Proof. Take any x ≠ 0𝑛 mod 𝑞. Observe that the entries ofG are the vectors 2
𝑖𝜼 𝑗 ∈ Z𝑛

𝑞 where 𝑖 ∈ {0, . . . , ⌈log𝑞⌉ − 1} , 𝑗 ∈
[𝑛], and 𝜼 𝑗 is the 𝑗 th standard basis vector. Since x ≠ 0𝑛 mod 𝑞, there exist indices 𝑖, 𝑗 such that 2

𝑖xT𝜼 𝑗 mod 𝑞 ≥ 𝑞/4.
The claim follows. □

Lemma B.5 (Gadget Trapdoor =⇒ Large 𝜆∞
1
(Λ(A))). Let 𝑛,𝑚,𝑞 be lattice parameters and

ARA = G mod 𝑞

where A ∈ Z𝑛×𝑚
𝑞 and RA ∈ Z𝑚×𝑡𝑞 . Then 𝜆∞

1
(Λ(A)) ≥ 𝑞/(4𝑚 ∥RA∥).

Proof. Take a non-zero vector y ∈ Λ(A). By definition, yT = xTA mod 𝑞. Since we associate Z𝑞 with (−𝑞/2, 𝑞/2], we
have ∥xTA mod 𝑞∥ ≤ 𝑞/2. This implies that ∥y∥ ≥ ∥xTA mod 𝑞∥. We now consider two cases:

• Suppose y = 0𝑚 mod 𝑞. Since y ≠ 0𝑚 , this means ∥y∥ ≥ 𝑞/2.
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• Suppose y ≠ 0𝑚 mod 𝑞. This in turn implies that x ≠ 0𝑛 mod 𝑞. Wewill show that ∥xTA mod 𝑞∥ ≥ 𝑞/(4𝑚 ∥RA∥).
Suppose otherwise (i.e., that ∥xTA mod 𝑞∥ < 𝑞/(4𝑚 ∥RA∥)). Then the following relation holds over the integers:

(xTA mod 𝑞) · RA = (xTARA mod 𝑞) (B.1)

This means ∥(xTA mod 𝑞) · RA∥ = ∥xTARA mod 𝑞∥ = ∥xTG mod 𝑞∥ ≥ 𝑞/4 by Lemma B.4. Since Eq. (B.1)

holds over the integers, this means ∥(xTA mod 𝑞) · RA∥ ≤ ∥(xTA mod 𝑞)∥ · ∥RA∥ ·𝑚 < 𝑞/4. This leads to a

contradiction, and we are done.

Thus, we conclude that ∥y∥ ≥ ∥xTA mod 𝑞∥ ≥ 𝑞/(4𝑚 ∥RA∥). □

Proof of Lemma 6.4. Suppose A ∈ Z𝑛×𝑚
𝑞 is a matrix with gadget trapdoor RA. Then, by definition, we have ARA = G.

We first show that the columns of A generate Z𝑛
𝑞 . For any u ∈ Z𝑛

𝑞 , observe that

ARAG−1 (u) = G · G−1 (u) mod 𝑞 = u mod 𝑞.

Hence, for every u ∈ Z𝑛
𝑞 , there exists a vector x ∈ Z𝑚 such that Ax = u mod 𝑞, and therefore A has rank 𝑛 modulo 𝑞.

Now, by Lemma B.5, 𝜆∞
1
(Λ(A)) ≥ 𝑞/(4𝑚 ∥RA∥). Then, by using Corollary B.2, we obtain that there exists a negligible

function 𝜀 (𝑚) = negl(𝑚) such that 𝜂𝜀 (Λ⊥ (A)) ≤ 4𝑚 ∥RA∥ · log𝑚. Since 𝜒 ≥ 4𝑚 ∥RA∥ · log𝑚 ≥ 𝜂𝜀 (Λ⊥ (A)) and the

columns of A span Z𝑛
𝑞 , the conditions of Lemma B.3 are satisfied, implying that the statistical distance between{
(x,Ax mod 𝑞) : x← 𝐷𝑚

Z,𝜒

}
and

{
(x, z) : z r← Z𝑛

𝑞 , x← A−1𝜒 (z)
}

is at most 2𝜀. Since 𝜀 (𝑚) is negligible in𝑚, the claim follows. □
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