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Group Messaging and Broadcast Encryption
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Group Messaging and Broadcast Encryption

Naive solution: to send a message, user encrypts the message to each group member

ﬂ pkAlice

(0| : . . . T
@ skalice Alice’s communication is linear
1 Encrypt(pkgob, 1) in the size of the group
Encrypt(pkcarol, 1)

g Question: can we compress the ciphertext?

Can we encrypt a message to N public keys

Encrypt(pkBOfm{ypt(pkcam' H) pk4, ..., pky with ciphertext size o(N)?

All the public keys are sampled

ﬂ pKcarol independently
aro
O""" SkCarol




Matrix Hash (or Matrix Commitment)

[Wee24, Wee25]

Succinct hash of a matrix M € ZZXL ‘ k= legnﬁlogcﬂ

Hash key hk Hash(hk, M) Open(hk, M)

» I
k

compress the matrix M into a digest C

small entries




Matrix Hash

[Wee24, Wee25]

Succinct hash of a matrix M € 7" % = molilin, lome)

Hash(hk, M) - C € Z’C}Xk Open(hk, M) = Zy; € ZF*F  1onom

Hash key hk = (4,V;)

Aezy®c v, et
Hash

low-norm

Key opening relation: C-Vi=M-A-Zy
C is a compressed representation of M (width of € independent of M)

Can expand C to translation of M by multiplying by a fixed low-norm matrix V;

Z yy must be “taller” since its elements are small (will be taller than M by > log g factor)



Matrix Hash

[Wee24, Wee25]

Succinct hash of a matrix M € 7" % = molilin, lome)

Hash(hk, M) - C € Z’C}Xk Open(hk, M) = Zy; € ZF*F  1onom

Hash key hk = (4,V;)

Aezy®c v, et
Hash

low-norm

Key opening relation: C-Vi=M-A-2Zy

Security assumption: LWE problem is hard with respect to A4 given hk

LWE problem: distinguish s'A 4+ e’ from random when s < Z} and e € Z* is low-norm

noisy linear combination of rows of A are pseudorandom



Matrix Hash

[Wee24, Wee25]

Succinct hash of a matrix M € 7" % = molilin, lome)

Hash(hk, M) - C € Z’C}Xk Open(hk, M) = Zy; € ZF*F  1onom

Hardness of LWE with respectto 4

given hk holds under the
decomposed LWE assumption Hash

Key opening relation: C-Vi=M-A-2Zy

Security assumption: LWE problem is hard with respect to A4 given hk

LWE problem: distinguish s'A 4+ e’ from random when s < Z} and e € Z* is low-norm

noisy linear combination of rows of A are pseudorandom



Group Messaging and Broadcast Encryption

ct

ﬂ pkAlice

° W“' SkAlice
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Goal: size of the ciphertext ct is
independent of the number of receivers

Scheme with optimal parameters only
known from strong tools such as witness
encryption or indistinguishability obfuscation
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Group Messaging and Broadcast Encryption

[WW25, BBDG\\/26]

ﬂ kaarol

Aggregated public key

agg (independent of group size)
Ciphertext
Use the opening of the
matrix hash to “recode”
Approach: “recode” an LWE
Enc(pKaiices 1) Enc(pkcarol 1) PP

ciphertext with respect to pk,gs to a
ciphertext with respect to pKyser



Group Messaging and Broadcast Encryption

[W\W25, BBDG\\/26]

Starting point: dual Regev encryption

pk: A €ZP* , peZy

sk: low-norm r where Ar = p

Ciphertext (encrypting u € {0, 1}): Learning with errors (LWE)

T T
is pseudorandom
Multiply by r l
Decryption: s’p+elr u-lq/2] + (e, —eir)

7l llesll, le;] < g = |e; —efr| < g



Group Messaging and Broadcast Encryption

[WW25, BBDG\\/26]

Public parameters: A € ZZX" , D € Lg Aggregated group key:

nxk
L . C € Lg
pk3 t3 AT3 + p E Zq i

= sky =13 « {O;l}k

ﬂ pk1=t1=AT1+pEZZ
all sk; =r; « {0,1}%

i Invariant: Cv; = t; — Az; where v;, z; are low-norm



Group Messaging and Broadcast Encryption

[WW25, BBDG\\/26]

Public parameters: A € ZZX" , D € Lg Aggregated group key:

ﬂ pk1=t1=AT1+pEZZ
all sk; =r; « {0,1}%

Ciphertext: (suppressing error terms) |
s <« L} sTA,sTp+u-lg/2],s'C

Use v;, Z; to recode to encryption under ¢;: = ank
| q

i Invariant: Cv; = t; — Az; where v;, z; are low-norm




Group Messaging and Broadcast Encryption

[WW25, BBDG\\/26]

Public parameters: A € ZZX" , D € Lg Aggregated group key:
— _ n TC
B k=t =Ar+pe S
all sk; =r; « {0,1}%
_____________________________________________________________________________ recode
CiphertEXt: (suppressing error terms) E
/AL sTA,sTp+u-lg/2],s'C T4
’ ti = Ari + P St

Use vy, z; to recode to encryption under ¢;:
STC-v;,+s"A-z; ~s't;—s'Az; + s'Az;
=s't;=sTAr; +s'p

i Invariant: Cv; = t; — Az; where v;, z; are low-norm
sTC-v;+s'A-z,—s"A-r;=s'p '



Group Messaging and Broadcast Encryption

[WW25, BBDG\\/26]

Public parameters: A € ZZX" , D € Lg Aggregated group key:
— _ n T
ﬂ pky =t; = Ar, + p € Z, s C
all sk; =r; « {0,1}%
_____________________________________________________________________________ recode
CiphertEXt: (suppressing error terms) E
/AL sTA,sTp+u-lg/2],s'C T4
i ti = Arl' + P St

Overall ciphertext size:

|ct] = poly(n,logq)

(independent of group size) Invariant: Cv; = t; — Az; where v;, z; are low-norm




Group Messaging and Broadcast Encryption

[WW25, BBDG\\/26]

Public parameters: A € ZZX" , D € Lg Aggregated group key:
— _ n TC
B k=t =Ar+pe S
all sk; =r; « {0,1}%
_____________________________________________________________________________ recode
CiphertEXt: (suppressing error terms) E
/AL sTA,sTp+u-lg/2],s'C T4
i ti = Arl' + P St

Can augment scheme to support
incremental updates and key refreshes =

continuous group key-agreement and secure

group messaging i Invariant: Cv; = t; — Az; where v;, Z; are low-norm




Succinct Computational Secret Sharing

[ABIKLV25]

secret SI' > Correctness: any set of users T where
monotone policy P(T) = 1 can reconstruct s

Security: shares for users T where P(T) = 0
should hide s

Succinctness: share size g; should be
polylogarithmic in size of P

For general monotone policies on n-bits (e.g., truth table of size 2"),
best information-theoretic construction has share size ~ 20->85"

Best information-theoretic lower bound: Q(n?/logn)

With computational assumptions: poly(n) = poly(log |P|)

shares of s



Succinct Computational Secret Sharing

Recall approach to group messaging:

s—Zy s'A,s'p+u-lq/2],s'C .
l

tl-=Arl-+p

1; is user i’s secret key

Invariant: if party i knows 7, can recover s p and decrypt

sic
recode

STti




Succinct Computational Secret Sharing

Recall approach to group messaging: sTc

s—Zy s'A,s'p+u-lq/2],s'C .
l

recode

In more detail: secret share p according to
a non-succinct linear secret sharing

t; = Ar; + p; STti

scheme, attach a public key to each share,
and commit to the public keys

1; is user i’s secret key

Invariant: if party i knows 7, can recover s p and decrypt
Secret sharing: if party i knows r;, can recover s'p; where p; is a share of p
Approach: hash t; that now recodes to p; for each user (each party can have multiple t;)

Technicality: can only prove security for DNFs with constant-size shares [some details omitted]



Matrix Hash

[Wee24, Wee25]

Succinct hash of a matrix M € 7" % = molilin, lome)

Hash(hk, M) - C € Z’C}Xk Open(hk, M) = Zy; € ZF*F  1onom

Key opening relation: C-Vi,=M-A-Zy

Very versatile tool for realizing applications that require succinctness

Verifiable computation for arithmetic circuits [WW23a, WW23b, Wee24, Wee25]

Broadcast encryption and group messaging  [cw24, Wee25, CHW25, WW25, AMR26, C\W26, BBDG\W26, GY26a, GY26b]

Nearly optimal attribute-based encryption [Wee24, Wee25]

Succinct computational secret sharing for DNFs [CW26, GY26c]

Thank you!
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