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Order-Revealing Encryption [BLRSZZ15]
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The Landscape of OPE/ORE

OPE [BCLOO09]
o °
Practical ORE
[CLWW16]

Constructions from multilinear
maps [BLRSZZ15] or obfuscation
[GGGIKLSSZ14] @

Space
Efficiency

Security

Not drawn to scale



The Elephant in the Room: Inference Attacks [NKW15]
__ID__| Name | Age |Diagnosis

wpjOos  2wzXW8  SgX9l9 KgLUXE
XdXdg8  y9GFpS gwilE3 MJ23b7

P6vKhW  EgNOJn SOpRJe aTaelk
orJRe6 KQWy9U sERF3M  4FBEOO

encrypted database public information

D | Name | Age |Diagnosis
277 2

Alice 30-35

f . 2?7 Bob 45-50 3 plaintext
r n n

?qu Cy a | 277 Charlie  40-45 2 recovery
statistical analysis 297 277 40-45 4



Our ORE Scheme: Ciphertext Decomposition

Enc(lOl)

D 3y 5
R

l

greater than

ciphertexts naturally split
Into two components



Our ORE Scheme: Ciphertext Decomposition

right ciphertexts provide
semantic security!

J

comparison can be performed
between left ciphertext and
right ciphertext

robustness against offline
inference attacks!



Thanks!
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