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Lattice Problems in Cryptography

Short integer solutions (SIS): Given A « Zg™™, find low-norm x # 0 such that Ax = 0 [Ajt96]
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Yields one-way functions, collision-resistant hash functions, digital signatures
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Lattice Problems in Cryptography

Recent years: explore lattice assumptions with minimum additional structure
that allow us to reason about security of simple (and natural) constructions of
new cryptographic primitives

Hope: over time, will be able to reduce to the standard lattice problems

Very successful in the area of bilinear maps: many new assumptions (e.g.,
composite-order, g-type, etc.), but can now do most things from k-Lin

But... not everything However, many lattice-inspired approaches

Broadcast encryption [BV22] Most schemes did not have a concrete hardness assumption

Witness encryption [GGH15, CVW18] or were based on a hardness assumption that was

Indistinguishability obfuscation subsequently broken (in the most general setting)

[GGH15, Agr19, CHVW19, AP20, BDGM20a, WW21, GP21, BDGM20b, DQVWW?21]



Succinct and Decomposed LWE

This talk: conjecture hardness of LWE (or SIS) for a specific distribution P

Two possibilities (mirroring the preconditions and postconditions of evasive LWE):

Option A: (P,sTP + eT) is pseudorandom decomposed LWE [AMR25]

Option B: (A,sTA + eT) pseudorandom given (P, A~1(P)) succinct LWE [Wee24]

A~L(P) € Z™%¥: low-norm preimage where A- A~*(P) = P
Can also define the SIS variants:

Option A: SIS is hard with respect to P decomposed SIS  [AMR26]

Option B: SIS is hard with respect to 4 given A~1(P) succinct SIS [Wee24]
BASIS [WW23]



Succinct and Decomposed LWE

“degree-2 correlations” Wi, ...W, < Zg™™
2
P = [ ‘ W:-R: —68::G ‘ ] g gnxt m
iNj — Oij q L =g
0yj = {0, i % j
Decomposed LWE [AMR25]: sTP+elis pseudorandom given W, ..., W,, R4, ..., R,
Succinct LWE [Wee24]: sTA + e! is pseudorandom given A~ 1(P)

Without 9;;G, the assumption holds under LWE via [BLMR15]

STWi[Rl | | Rg] + e’ir =~ (STWl' ~+ é'lr)[Rl | | Rg] + e'ir smudging
~ul[Ry || R,]+ef LWE
~ UL LWE [BLMR15]
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Succinct and Decomposed LWE

“degree-2 correlations” Wi, ..Wp < Zg™™m
2
P = [ | W,R; — 5;;G | - ] e gnxt?m
LY ij q . oy
% = {0, i # J

Decomposed LWE [AMR25]: sTP+elis pseudorandom given W, ..., W,, R4, ..., R,

: T T : -1
Succinct LWE [Wee24]: s' A + e is pseudorandom given A=~ (P) T, ; are blocks of A=1(P)
Can also view A~1(P) as trapdoor for a related matrix: AT;; = W,R; — 6;;G

i L T cee —T. ] -

A4 W, :1,1 . :1’{) G
. . X . . . = .
L —Tp1 - —Typ G
R L B e 1 _




£-Succinct LWE

LWE is hard with respect to A given a trapdoor T for a related matrix D,

Dg —_
Two axis for hardness: Applications need the width
to be o(¥) - poly(n,logq)
broken Open!
0 when O(1) O(fnlogq)  widthof W

q = poly(4)



£-Succinct LWE

LWE is hard with respect to A given a trapdoor T for a related matrix D,

R

Two axis for hardness:

reduces to

LWE
W 2m?-succinct LWE [Wee25]

£ =1 P = 2m? number of blocks ¢



Open Problems

P = [ ‘ WiRj _ 51,],6 ‘ ] = ngfzm

Is SIS/LWE hard with respect to P?
Baby step: poly(¥) improvement over a generic SIS/LWE algorithm?

Hardness of SIS/LWE with respect to P from some worst-case lattice problem?



Applications of Succinct and Decomposed LWE

Functional commitments for all circuits (and SNARGs for P/poly) (ww23, ww23b, Wee24, Wee25]

Optimal broadcast encryption [Wee25, AMR26a, GY26b]

[CW24, CHW25, WW25, AMR263,

Distributed broadcast encryption GY26a, GY26b]

Silent threshold encryption (constant thresholds) [C\W26, AGY26]
Nearly-optimal KP-ABE and CP-ABE for circuits [Wee24, Wee25]
Registered ABE for circuits [CHW25, W\W25]
Fully succinct randomized encodings [AMR25]
Laconic function evaluation (and ABE) for RAM programs [AMR25]

Correlation intractability for all batch relations [AMR26b]



A Useful Abstraction: Matrix Commitments

[Wee24, Wee25]

Succinct commitment to a matrix M & Z’C}XL

Commit(pp, M) — C € Zy*™ Open(pp, M) — Z € Z7™"

deterministic algorithms

m L L m L
- g = - I
L

low-norm low-norm

t

determined by the public parameters pp




A Useful Abstraction: Matrix Commitments

[Wee24, Wee25]

Succinct commitment to a matrix M & Z’C}XL

Commit(pp, M) — C € Zy*™ Open(pp, M) — Z € Z7™"

deterministic algorithms

m L L m L
- g = - I
L

low-norm low-norm

Security property: (pp,s’4 + e') ~ (pp, u’)
LWE holds with respect to A given pp



Compressing [BGG*] Encodings

[WW23, Wee24, Wee25, AMR25]

[BGG*] encodingof x € {0,1}Y: B—xT® G

DT DT N O

Useful property: supports homomorphic operations

In lattice-based ABE: ciphertext contains LWE encoding sT(B — xT @ G)
Ciphertext size scales with | x|

_ T
Compressing [BGG*] encoding C: VL — (x ® G) —A-7
Replace sT(B — xT ® G) with (sTA4,sT(B, — C)) where C is a commitmentto xT ® G
Can expand by computing B

T T T ~ T ) )
(S (B, — C)) -V, — (S A) - =S5 (BOVL —x & G) dropping noise terms



An Application to Group Messaging

[WW25, BBDG\\/26]

ok e public-key directory)
Alice

all SK Alice ﬂ (Alice, pKagice) Users generate public/private keys
independently

ﬂ (Carol, pkearol)| @0al: non-interactively derive a short
group key from the users’ public keys

kaarol

SkCarol @ )

Distributed broadcast encryption [wazD14, Bz14]: encrypt to
an arbitrary set of public keys with a short ciphertext




An Application to Group Messaging

[WW25, BBDG\\/26]

matrix commitment
(i.e., Merkle hash)

Aggregated public key
(independent of group size)

Ciphertext
Use openings of matrix
commitment to “recode”
Approach: “recode” an LWE
Enc(pkAlice: m) Enc(kaarol» m) PP

ciphertext with respect to pk,gs to a
ciphertext with respect to pKyser



An Application to Group Messaging

[W\W25, BBDG\\/26]

Recall: dual Regev encryption

pk: A €EZZ™ , p ELY
sk: r< A 1(p)

Ciphertext:
s < I} sTA+ef , s'p+e,+u-lq/2]

Multiply by r l

s’p+elr u-lq/2] + (e, —eir)



An Application to Group Messaging

[WW25, BBDG\\/26]

Public parameters: A € Z"™ , p € Z7 Aggregated group key:

nxm
pk3 t3 AT3 ~+ P € Zq i

* Sk3 — 1‘3 — {0,1}m

ﬂ pk1=t1=AT1+pEZZ
cll sk, =r; « {0,1}™

i Invariant: Cv; = t; — Az; where v;, z; are low-norm



An Application to Group Messaging

[WW25, BBDG\\/26]

Public parameters: A € Z"™ , p € Z7 Aggregated group key:

ﬂ pk1=t1=AT1+pEZZ
@ sk, =r, < {0,1)™ L L3

Ciphertext: (suppressing error terms)
s<—ZZIl STA,STP+H'lCI/2J,STC

Use vy, z; to recode to encryption under ¢;:

Invariant: Cv; = t; — Az; where v;, Z; are low-norm

STC-v;,+s"A-z; ~s't;—s'Az; + s'Az;

=sTAr; +s'p

sTC-v;+s'A-z,—s"A-r;=s'p



An Application to Group Messaging

[WW25, BBDG\\/26]

Public parameters: A € Z"™ , p € Z7 Aggregated group key:

ﬂ pk1=t1=AT1+pEZZ
al sk, = r; <« {0,1}™

Ciphertext: (suppressing error terms) |
s <« L} sTA,sTp+u-lg/2],s'C

To prove security, need to introduce

an additional offset (i.e., so the i
reduction can simulate STC) | Invariant: Cv; = t; — Az; where v;, z; are low-norm




A Useful Abstraction: Matrix Commitments

[Wee24, Wee25]

Succinct commitment to a matrix M & Z’C}XL

Commit(pp, M) — C € Zy*™ Open(pp, M) — Z € Z7™"

deterministic algorithms

m L L m L
- g = - I
L

low-norm low-norm

t

determined by the public parameters pp




Open Problems

H 2
Is SIS/LWE hard with respectto P = | --- | W;R; — 6;;G | --- | € Zl¥*"™

Wi, .. W, < Z3*™ 5 — {1, L=]
= .

Ry, .., R, « D™ 0, [#]
LWE variants:
Option A: (P,sTP + e7) is pseudorandom decomposed LWE [AMR25]
Option B: (A,sTA + eT) pseudorandom given (P, A~1(P)) succinct LWE [Wee24]
SIS variants:
Option A: SIS is hard with respect to P decomposed SIS  [AMR26]

Option B: SIS is hard with respect to 4 given A~1(P) succinct SIS [Wee24]



Open Problems

Potential new applications of succinct LWE / decomposed LWE

Adaptively-secure optimal distributed broadcast encryption in the plain model

Known: scheme with O(N) size public parameters [AMR26, GY26] or unbounded scheme
with ciphertext size O(|S 1/2) [CW26b] for N users and broadcasting to S

Succinct computational secret sharing for monotone circuits

Known: succinct computational secret sharing for DNF policies [CW26b]

Thank you!
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   𝒗 i ,  𝒛 i


   𝒕 i


  𝑪  𝒗 i =  𝒕 i − 𝑨  𝒛 i


   𝒗 i ,  𝒛 i


   𝒔 T 𝑪 ⋅  𝒗 i +  𝒔 T 𝑨 ⋅  𝒛 i


  ≈  𝒔 T  𝒕 𝒊 −  𝒔 T 𝑨  𝒛 i +  𝒔 T 𝑨  𝒛 i


  =  𝒔 T 𝑨  𝒓 𝒊 +  𝒔 T 𝒑


   𝒔 T 𝑪 ⋅  𝒗 i +  𝒔 T 𝑨 ⋅  𝒛 i −  𝒔 T 𝑨 ⋅  𝒓 i ≈  𝒔 T 𝒑


   𝒔 T 𝑪


  𝑴 ∈  ℤ q  n × L  


  Commit  (  pp , 𝑴 ) → 𝑪 ∈  ℤ q  n × m


  Open  (  pp , 𝑴 ) → 𝒁 ∈  ℤ q  m × L


  𝑪


   𝑽 L


  𝑴


  n


  m


  L


  𝑨


  𝒁


  m


  L


  L


  pp


  𝑷 =  [ ⋯ ∣   𝑾 i  𝑹 j −  𝛿  i j 𝑮 ∣ ⋯ ] ∈  ℤ q  n ×  ℓ 2 m


   (  𝑷 ,  𝒔 T 𝑷 +  𝒆 T )


   (  𝑨 ,    𝒔 T 𝑨 +  𝒆 T )


   (  𝑷 ,  𝑨  − 1  ( 𝑷 ) )


  𝑷


  𝑨


   𝑨  − 1  ( 𝑷 )


   𝑾 1 , … ,  𝑾 ℓ ←  ℤ q  n × m


   𝑹 1 , … ,  𝑹 ℓ ←  D  ℤ , 𝜎  m × m


   𝛿  i j =  {      1 ,     i = j     0 ,     i ≠ j


  O  ( N )


  O  (     | S |   1 / 2 )


  N


  S

