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Closed Covers: To Verify Progress for
Communicating Finite State Machines

MOHAMED G. GOUDA, MEMBER, IEEE

Abstract—Consider communicating finite state machines which ex-
change messages over unbounded FIFO channels. We discuss a tech-
nique to verify that the communication between a given pair of such
machines will progress indefinitely; this implies that the communication
is free from deadlocks and unspecified receptions. The technique is
based on finding a set of global states for the communicating pair such
that the following two conditions (along with other conditions) are
satisfied: 1) the initial global state is in that set; and 2) starting from any
global state in that set, an “acyclic version” of the communicating pair
must reach a global state in that set. We call such a set a closed cover,
and show that the existence of a closed cover for a communicating pair
is sufficient to guarantee indefinite communication progress. We also
show that in many practical instances, if the communication is guaran-
teed to progress indefinitely, then the existence of a closed cover is

necessary.

Index Terms—Communicating finite state machines, communication
progress, communication protocols, verification techniques.

I. INTRODUCTION

communicating finite state machine is an abstraction of
A a process which communicates, with the environment or
with other processes, by sending and receiving messages over
unbounded, one-directional, FIFO channels. The abstraction
is achieved by ignoring the internal data structures and internal
operations of the process, and representing the process only by
its external behavior, i.e., by all possible sequences of its send-
ing and receiving operations.

Communicating finite state machines are useful in modeling
[12], analysis [1], [2], [7], [14], [15], and synthesis [3],
(4], [6], [10], [16] of communication protocols. They are
also useful in modeling and analysis of some resource sharing
schemes [9], and in distributed systems.

The problem of whether the communication between an
arbitrary pair of communicating finite state machines will con-
tinue to progress indefinitely is undecidable in general [2]. So
far, state exploration [11], [13] is the only available technique
to verify indefinite progress of communication between two
(or more) machines. Unfortunately, this technique has two
apparent shortcomings. First, the number of generated global
states is usually “large,” making it difficult to use for practical
purposes. Second, state exploration can be used only for
bounded communications, i.e., when there is an upper bound
on the number of messages which can exist simultaneously in
each channel.
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In this paper, we propose another technique to verify indef-
inite progress for two communicating finite state machines,
We also show that the two shortcomings of state exploration
are remedied to some degree by this new technique. (For sim-
plicity, we limit the discussion to the case of two communi-
cating machines. The proposed technique, however, can be
used to verify indefinite progress for any number of communi-
cating machines.)

II. COMMUNICATING FINITE STATE MACHINES

A communicating finite state machine P is a directed labeled
graph where each edge is labeled either “send(m)” or “receive
(m)” for some message m from a finite set M. An edge la-
beled “send(m)” is called a sending edge; otherwise, it is called
a receiving edge. One of the nodes in P is identified as its ini-
tial node;, and all the nodes in P are reachable by directed paths
from the initial node. P is assumed to be “nonterminating,”
i.e., each node in P must have at least one output edge.

Let p be a directed path in P, which starts from node 7, ends
at node /, and consists of the directed edges ey, e;, -+, e,.
And let node & and its input edge e, and its output edge e, .,
be in p. Then p [i, k] denotes the directed path which consists
of the edges e,, e,, * -+, ¢,, while p[k,j] denotes the path
which consists of the edges e,,,, -, e,. Therefore, path p
can be denoted as p [1,/].

The sequence of sent messages along a directed path p whose
edges are ey, " -, e, in Pisdefined as s; -5, - - - - s,, where
“* is the usual string concatenation operator, and

s1=m if e, islabeled “send(m)”

= [ (the empty string)  otherwise.

(Notice thatx - E-y =x-y.)

Similarly, the sequence of received messages along a directed
path p whose edges are e, - - - , e, inPisdefined asry -ry - - -+
‘ ry, Where

ro=m if e, islabeled “receive(m)”

= F (the empty string)  otherwise.

Let P and Q be two communicating finite state machines
with the same set M of messages. A global state s of Pand Q is
an ordered tuple with four components: s = [i,7,x,y] where i
and j are two nodes in P and Q, respectively, and x and y are
two (possibly empty) strings over the set M. Informally, [i,],
x, y] defines a global state at which the execution of P has
reached node 7, the execution of Q has reached node j, and
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the contents of the input channels of P and Q are x and y,
respectively.

The initial global state so of P and Q is of the form s, = [i,,
jo, E, E] where iy and j, are the initial nodes of P and Q, re-
spectively, and £ is the empty string.

A global state [iz, j,, X5, y2] is reachable from a global
state [iy, ]y, x4, y1] over the two paths pliy, i,] and q[f,,/,)
in P and Q, respectively, iff the following two conditions R1
and R2 are satisfied.

R1)

X185 =r"x,
and

Y1 8=F -y,

where s and s’ are the two sequences of sent messages along p
and g, respectively; and r and r’ are the two sequences of re-
ceived messages alon‘g p and g, respectively. i

R2) There are no two nodes i and j with receiving output
edges on the two paths p and g, respectively, such that

Xpcu' =v
and
yiu=v

where u and ' are the two sequences of sent messages along
plii, 7] and q[j,, j], respectively, and v and v' are the two

“sequences of received messages along p[i;, i] and qlj;, i1,

respectively.
Notation:

i inXu,310-p,g 2 [ia,j2,%2, 93]

denotes that the global state [i,, j,, X2, ¥,] is reachable from
the global state [i},7,,X;,¥,] over the two paths p[i,,i,] and
qlj1.72] in P and Q, respectively. [}
A proof for the following lemma is in the Appendix.
Lemma 1: Let P and Q be two communicating finite state
machines; and let p[i,, i;] and ¢q[j,, 2] be any two paths in P
and Q, respectively. If

1) [ilaj;:ilayl]fpsq -+ [ié}j23x2 ayZ] 3 and
ii) nodes i and ; are any two nodes in paths p and g, respec-
tively, and

111) [il;jlvxlryl]_psq_) [i:j’x:y]
then

iV) [i,faX,Y]_Psq_’[f2=f2,x2,y2]-

are two directed paths p and g in P and Q, respectively, such
that s,—p,q = 5,.

A global state is reachable iff it is reachable from the initial
global state. :

A global state s is called a blocking state for P iff any state 5’
reachable from s is such that s—p, ¢ s’ where p is an empty
directed path; i.e., it has no directed edges. Similarly, a block-
ing state for Q can be defined. Informally, a blocking state for
P is one after which no further execution, or progress, of P is
possible. A blocking state for P (or Q) can either be a dead-
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lock state or an unspecified reception state for P (or Q). The
exact definitions of these states are irrelevant to this paper,
but they can be found in [6].

The communication between two communicating finite state
machines P and Q will progress indefinitely iff no reachable
global state is a blocking state for P or for Q. In this paper, we
propose a new technique to verify that the communication
between two given finite state machines will progress indefin-
itely. The technique is based on the concept of closed covers
discussed next.

III. CLosED COVERS

Let C be a set of global states of two communicating finite
state machines P and 0. A node i in P (or node j in Q) is said
to be covered by C iff C has a global state of the form [i, k, x,
¥] (or [k, ], x, y], respectively). Set C is called a cover for P
and Q iff every directed cycle in P or Q has at least one node
covered by C.

Let C be a cover for P and Q. Define AP to be the directed
labeled graph constructed from P by partitioning every node i,
covered by C, into two nodes #; and i, where 7, has all the out-
put edges of node 7 and #, has all the input edges of i. Node i,
in AP is called the input version of node i in P, and i, is called
the output version of i, Also, define AQ to be directed labeled
graph constructed from Q in a similar way. Since Cis a cover
for P and Q, both AP and AQ are acyclic; hence, AP and AQ
are called the acyclic versions of P and Q with respect to C.

Except for being acyclic and for their lack of initial nodes, AP
and AQ are two communicating finite stdte machines with the
same set M of messages as P and Q. A global state of AP and
AQ is of the form [i,], x, y] where i and j are nodes in AP and
AQ, respectively, and x and y are two (possibly empty) strings
over M. Let p and g be two directed paths in AP and AQ, re-
spectively, and let 5, and s, be two global states of AP and
AQ. Then s, is reachable from s, over p and ¢, denoted s,—
P, q > 34, iff the above two reachability conditions R1 and B2
are satisfied for sy, 5, p, and g. Also, s, is reachable from s,
iff there are two paths p and g in AP and AQ, respectively,
such that s,—p, g > s,.

Let C be a cover for P and Q; and let AP and AQ be the acy-
clic versions of P and Q with respect to C. A global state s =
[#,7,%,»] in Cis called closed iff the following two conditions
are satisfied: let #; and j; be the input versions of nodes 7 and
J, respectively, and let p [iy, k,] and gq[j,, 1, ] be two directed

" paths in AP and AQ, respectively.

a) If

1) [ilsjl’x=y]'ﬁpsé_> [klsl2’ W)Z] s and
ii) no other global state of AP and AQ is reachable from
[k2 ’ 12 » W, Z]
then
iii) k, is the output version of some node k in P, and
iv) 1, is the output version of some node / in Q, and
v) [k,I,w,z]isin C
b) If

i) k; is the output version of some node & in P, and
ii) /, is the output version of some node 7 in Q@
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then either
[(x "Sq <rp) and (y *5p <rg)]
or

[not (x -5, <r,) and not (y" $p <rg)l

[Tl

where is the string concatenation operator, “<” denotes
“is a proper prefix of,:‘ Sp and s, are the two sequences of sent
messages along p and g, respectively, and Tp and r, are the two
sequences of received messages along p and q, respectively.

A cover set C of P and Q is called a closed cover iff it satisfies
the following two conditions: 1) the initial global state of P
and @ is in C; 2) each global state in C is closed.

Next, we show that the existence of a closed cover for two
communicating finite state machines is sufficient to guarantee
that their communication will progress indefinitely. In what
follows, let C be a closed cover for two communicating finite
state machines P and Q. Also, let p and g be two directed paths
which start from the initial nodes iy and j, and end at some
nodes i and j in P and Q, respectively. The proofs of the fol-
lowing lemmas and theorem are in the Appendix.

Lemma 2: If

l) [fO:iDsE:E]_psq = [i:jsx:y] 3 and
ii) nodes r and s are the Kth nodes covered by Cin pathsp
and g, respectively,

then
iii) there exists a global state [r,s,w,z] in C, and
v) [io,jo,E,El-p,q—~1Ir,s, w,z]. O
Lemma 3: If

1) [iO:]-D:EsE]_p: q —* [i’jyxsy] 3 and
ii) path p has K nodes covered by C, and path ¢ has L nodes
covered by C such that K > [,

then path ¢ can be extended to some node s in Q such that the
extended path ¢’ satisfies the following two conditions:

111) [foij:E,E]*P,q'"*[i, s, W,z],and
iv) path ¢’ has K nodes covered by C. O

Lemma 3 is also true if the roles of pathsp and q are reversed.
It is straightforward to restate Lemma 3 in this reversed form
and to prove it using a similar proof to that in Lemma 3. From
Lemmas 1, 2, and 3, the following theorem can be proved; the
proof is in the Appendix.

Theorem 1: The communication between P and Q is guaran-
teed to progress indefinitely. a

IV. A METHODOLOGY TO VERIFY PROGRESS

From Theorem 1, to verify that the communication between
two communicating finite state machines P and Q will progress
indefinitely, it is sufficient to construct a set C of global states
of Pand Q, then verify that Cis a closed cover as follows.

1) Show that the initial global state of P and Qisin C

2) Then, show that each directed cycle in P or Q has at least
one node covered by C.

- 3) Finally, show that each global state li,j,x,y]in Cis
closed as follows.
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a) Construct the two acyclic versions AP and AQof Pand
Q with respect to C; and let i, andj, be the input versions of
nodes i and j in P and Q, respectively.

b) Construct the set S[iy, j,, x, y] of all global states of
AP and AQ reachable from state [i,,/,,x, »]. This step is dis-
cussed later in detail. i

c) Check that if a state [k,, I, w, z] is in Sliy, i1, x, )
and if no other state in S[iy,,,x, y] is reachable from [ka,1,,
w, z], then k, and I, are the output versions of some nodes
k and I in P and Q, respectively, such that [k, 1, w,z] isin C,

d) Prove that for any path p that starts at the input ver-
sion 7; of i and ends at some output version in AP, and for any
path g that starts at the input version J1 of j and ends at some
output version in AQ, either

[(x-s4 <rp) and (=5, <1,)]
or
[not (x - 54 <r,) and not (y - sp <rg)l

where s, and s, are the sequences of sent messages along p and
q, respectively, and rp and r, are the sequences of received
messages along p and g, respectively.

To construct the set S[iy, ,, x, »] of all global states reach-
able from [i}, j,, x, y] in AP and AQ, usual state exploration
techniques [9] can be used as follows.

a) [ilsjisx:.y] is inS[il:flsxsy] .

b) If [k, 1, w, z] is in S[iy, jy, x, »] and if there is an edge,
labeled “send(),” from node & (or ) tonode rin AP (or AQ),
then [r, I, w, z - m] (or [k, r,w - m, z], respectively) is in S[i,,
Ji,x,¥].

c) If [k, I, w, z] is in S[i1, /1, %, y], and there is an edge,
labeled “receive(m),” from node k (or 7) to node r in AP (or
AQ),and if w=m - s (or z =m - 5), then [r,1s,2] (or [k, ,
w, 5], respectively) is in S[i,, /y, x, y].

Notice that since AP and AQ are acyclic, set S[iy,/,,x,¥] is
finite and can be constructed in a finite time.

V. EXAMPLES

Example 1: Fig. 1(a) and (b) shows two communicating finite
state machines P; and Q, whose initial nodes are “z” and Yo"
respectively. Consider the following set C, of global states of

Py and Q;:
Cl ={[a:e!E:E]a [C,g,E,E]}

where E' is the empty string. First, the initial global state [g,e,
E, E] isin Cy. Second, the directed cycle of P, has two nodes
“@” and “c” covered by C,, and the directed cycle of @, has
two nodes “e” and “g” covered by C,. Now, it remains to
show that every global state in C, is closed. Fig. 1(c) and (d)
shows the acyclic versions 4P, and AQ, of P, and Q, with
respect to C,.

The following two steps are needed to show that la,e,E, E]
is closed.

a) Fig. 1(e) shows all the global states of AP, and AQ, reach-
able from [ay, ey, E, E]. [c,, &,, E, E] is the only state with
no other reachable state, and [¢, g, E, E lisin C;.

b) There exists one path p that starts from a; and ends at
some output version (c;) in AP;. The sequences sp and r, of
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Initial node

send(rgst) send(rqst)
receive(rgst) receive(rgst)
© ©,
send (rply) send (rply)
receive (rply) receive (rply)
(2) (b)
send(rgst) send{rply) send(rgst) send (rply)
receive (rqst) receive (rply) receive(rgst) receive(rply)
(c) (d)

API send(rgst) Ql send(rgst)

AQ, send(rgst) AP, send(rgst)

APJ receive(rqgst) AQ. receivel(rgst)

AQ, receive(rgst) APl recefve(rgst)

(e)

Fig. 1. Example 1. (a) P;. (b) Q1. (c) AP;. (d) AQ;. (e) Proving
that [a, e, E, E'] is closed.

sent and received messages along p are “rqst” and “rqst.” Also
there exists one path g that starts from e; and ends at some
output version (g,)inAQ,. The sequences 5q andr, of sent and
received messages along g are “rqst” and “rqst.” Therefore,

not (s, <rp) andnot (s, <ry).

Similarly, we can show that [c, g, E, E] is closed. Therefore,
C; is a closed cover for P, and Q,, and the communication
between Py and Q, is guaranteed to progress indefinitely by
Theorem 1.

Notes:

1) Other closed covers can be found for this example. For
instance, the two sets {[a, e, E, E]} and {[a, ¢, E, E], [b, f,
1gst, rqst], [c, g, E, E], [h, d, rply, tply]} are closed covers
for P, and Q,.

2) Communication progress in this example can be verified
using usual exploration techniques [9], assuming that each of
the two channels between P; and Q, has a capacity of two.
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send(m) receive(n) receive(n) receive (m)

(a) (b)

L2

send (m) receive(n) receive(n) receive (m)
(c) (d)
AP, send (m) AQ, receive(m)

(e)

Fig. 2. Example 2. (a) P;. (b) Q3. (c) AP5. (d) AQ,. (e) Proving
that [a, b, E, E] is closed.

On the other hand, using closed cover techniques can reduce
the number of global states generated during the verification.
For instance, in the above example all the global states at
which a channel has two messages, which would have been
generated using state exploration techniques, are not generated
using the closed cover C, . O

Example 2: Fig. 2(a) and (b) shows the communicating finite
state machines P, and Q, whose initial nodes are “z” and “p,”
respectively. Consider the following set C, = {[a, b, £, E]} of
global states of P, and Q, where E is the empty string. First,
C, contains the initial global state. Second, each directed
cycle in P, and @, has one node covered by C,; thus, C, isa
cover for P, and Q,.

It remains to show that [a, b, E, E'] is closed.

a) Fig. 2(c) and (d) shows the acyclic versions AP, and AQ,
of P, and Q, with respect to C,. Fig. 2(e) shows all the global
states of AP, and AQ, reachable from [ay, b;, E, E] ; the only
state with no other reachable state is [a,, b, , E, E].

b) There are two paths p, and p, that start from a; and end
at some output version (g, ) in AP,. There are also two paths
Ps and p, that start from b, and end at some output version
(b2) in AQ,. Let 5; (r;) be the sequence of sent (received)
messages along path p;,i=1,---,4. Hence

sy =m, ry=F (the empty string).

s,=E, r,=n,

s3=E, ry=n,

s4=E, rys=m. #
Therefore,

not (s; <r3)
not (s; <ry)
(s2<r3)
(s2<rs) and

and not (53 <ry),
and not (54 <ry),
(53 <rz),
(54 <r3).

and
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This shows that [a, b, E, E] is closed, and C, is a closed
cover for P, and Q,. Hence, the communication between P,
and Q, is guaranteed to progress indefinitely.

Notice that the channel from P, to @, must have an infinite
capacity; hence, usual state exploration techniques cannot
be used to verify communication progress in this case, O

VI. NECESSITY OF CLOSED COVERS

Theorem 1 implies that the existence of a closed cover is a
sufficient condition for two communicating machines to pro-
gress indefinitely. In this section we show that the existence
of a closed cover is also necessary for indefinite progress in
many practical instances. These practical instances are char-
acterized by the requirement that each node in either machine
be “reachable™; the concept of reachable nodes is defined
next.

Let. P and Q be two communicating finite state machines
with the same set M of messages. A node i in P is called reach-
able iff there are one node j in Q, and two message sequences
x and y over M such that the global state [i, ], x, y]of Pand Q
is reachable. Similarly, a reachable node in Q can be defined.

The requirement that each node in P or Q be reachable is
not severe at all. This is because unreachable nodes can be
removed along with their input and output edges without af-
fecting the communication between P and 0. Moreover, any-
one who constructs two communicating machines P and Q is
expected to prove that each node k in P or Q isreachable. This
can be done by showing a finite sequence <sp, sy, -, 5, of
reachable states of P and Q such that §g is the initial state of P
and Q, and for i=0,---,r-1, Si+1 is reachable from s; over
one edge in P or Q, and s, is either [k, /, x, y] or [i, k,x,»],
depending on whether node k is in P or Q, respectively. A
proof for the following theorem is the Appendix.

Theorem 2: Let P and Q be communicating finite state ma-
chines whose nodes are all reachable. If the communication
between P and Q is guaranteed to progress indefinitely, then P
and Q have a closed cover. ]

The proof of Theorem 2, in the Appendix, explains how to
construct a closed cover for two communicating machines
where all the nodes are reachable. In particular, it shows the
following,

a) Each node in the two machines should be covered by the
closed cover,

b) Each directed edge in the acyclic versions of the two ma-
chines should be from an input version to an output version;
Le., the longest path is of length one.

c) Each state in the closed cover is of the form [i, j, x, y]
where |x| = ||, and |x| is the number of messages in string x.

These ideas are illustrated in the following example.

Example 3: Fig. 3 shows two communicating finite state
machines P; and Q5 that model the call establishment/clear
procedure in X.25 [6].

P; models the DTE.

Q5 models the DCE.

Message cr models a call request.
Message cc models a call connected.
Message ci models an incoming call.
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+rc

+ri

Initial node

(b)

Fig. 3. The call establishment/clear protocol in X.25.
-m = send(m), +m = receive(m).) (a) Pj3. (b) Q3.

(Notation:

Message cz models a call accepted.
Message 77 models a clear request.
Message rc models a clear confirm.
Message ri models a clear indication.

It is straightforward to show that the following set is a closed
cover for P3 and Q5 :

C={[1,1,E,E], [2,2,E,E], [2,3,ci,cr], [2,7,ri,cr],
[3,3,E,E], [6,3,ci, ], [6,6,E,E],[6,7,ri,r],
[7,7,E,E], [5, 5,E,E], [6,5,cc, ], [4,4,E,E],
[4,7,r,cr], [6,4,ci,m], [6, 7,ci-ri,cr-rm],
[5,7,r,ca]}. O

Based on Theorem 2, if one fails to construct a closed cover
for two communicating finite state machines P and Q, then
one of the following two reasons is responsible for thi;ifailure.

a) One of the reachable states of P and Q is a blocking state,
and the communication between P and Q is not guaranteed to
progress indefinitely. In this case, the failure to find a closed
cover should be appreciated as a failure to prove a wrong
theorem.

b) Some of the nodes in P or Q are unreachable. In this case,
the failure to find a closed cover should be regarded as a signal
that either P or Q contains redundant nodes and edges.

Actually, there is a third, but less obvious, reason for failing
to find a closed cover. If a closed cover consists of an infinite
number of global states, then the above straightforward tech-
niques cannot be used to represent it and to verify that it is
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indeed a closed cover. To remedy this, we discuss next a tech-
nique to represent and verify infinite closed covers.

VII. INFINITE CLOSED COVERS

One way to specify infinite closed covers is by introducing
global state schemas. A global state schema of two communi-
cating finite state machines P and Q with a set M of messages
is an ordered tuple with four components: [i,/, X, Y] where i
and j are two nodes in P and Q, respectively, and X and Y are
two regular expressions [7] over M. A global state [i,/,x, ]
of Pand Q is'in a global state schema [i,, X, Y] of P and Q iff
x and y are two strings in the regular languages accepted by
the regular expressions X and Y, respectively.

Let H be a finite set of global state schemas of two com-
municating finite state machines. A global state s is in H iff
§ is in a global state schema in H. Because of this definition of
global states being in a set H of global state schemas, H is a
cover or a closed cover iff the global state in H satisfies the def-
initions in Section III. Also, Theorem 1 is still applicable to
such a closed cover H.

To verify that a set H of global state schemas is a closed
cover, it is not convenient to verify that each global state in
H is closed, since H can have an infinite number of global
states. Rather, it is sufficient to verify that any global state
schema [i,7, X, Y] in H is closed as follows.

a) Construct the acyclic versions AP and AQ of P and Q
with respect to H, and let i; and j; be the input versions of
nodes i and j, respectively.

b) Construct the set S[iy,7;, X, Y] of all global state sche-
mas reachable from [i;,7;, X, Y] in AP and AQ. This step is
discussed in more detail later.

c) If [ka, 1, W, Z] is in S[iy, j1, X, Y] and if no other
global state schema in S[i,,j,, X, Y] is reachable from [k,
1,, W, Z], then k, and I, must be the output versions of nodes
k and / in P and Q, respectively, and there must be a schema
[k,1, W', Z'] in H such that the language accepted by W (or Z) is
a subset of the language accepted by W' (or Z’, respectively).

d) Prove that for any path p that starts at the input version
iy of i and ends at some output version, and for any path g
that starts at the input version j; of j and ends at some output
version in AQ, and for any string x in X and any stringy in Y,
either

[x -8 <rp) and (¥ -sp <ry)]
or
" [not (x - 54 <rp) andnot (y-sp, <rg)]

where s, and s, are the sequences of sent messages along p and
q, respectively, and rp and r, are the sequences of received
messages along p and g, respectively.

Notice that proving a global state schema # is closed implies
that each global state in & is closed. It remains to show how to
construct the set S[iy, /1, X, Y.

a) [iy,/1,X,Y])isin S[i,,7;, X, Y].

b) If [k,1, W, Z]isin S[i},/;, X, Y] and if there is an edge,
labeled “send(m),” from node k (or /) to node rin AP (or AQ),
then the global state schema [r, I, W, Z-m] (or [k, r, W-m,
Z], respectively) is in S[iy,j, X, Y].

851

receive (m) receive (n) send(m)
send (p) send (n)
receive(p)
(a) (b)
receive (m) receive(n) send (p) send (m) receive(p)
send(n)
(c) (d)

h].e],(m.n)+ﬂ\.(m.n)*.3
I |

AP, send (p)

O .
[_:2'21' (m.n) +n. (m.n)*,p

AQ 4, receive(p)

8,5C,, (m.n) #n. (m.n)*,E

2
(e)

Fig. 4. Example 4. (2) P4. (b) Q4. (c) AP4. (d) AQ4. (e) Proving
that [by, ey, (m-n)" +n - (m-n)*, E] is closed.

c) If [k, 1, W, Z] isin S[i;,/;, X, Y] and if there is an edge,
labeled “receive(m),” from node k (or ) to node r in AP (or
AQ), and if the regular languages accepted by W (or Z) have at
least one string of the form m - s, then the global state schema
[r, 1, Wim,Z] (or [k, r, W, ZIm] , respectively) is in S[iy, /3, X,
Y] where Wim = {s|m -sisin W}and Z/m = {s|m -sisinZ}.

Example 4: Fig. 4(a) and (b) shows two communicating
finite state machines P, and Q, whose initial nodes are “a”
and “c,” respectively. Consider the following set A of global
state schemas of P4 and Q,.

H={[a,c,(m -n)y*+n-(m-n)* E],[b,e,(m -n)*

+n-(m-n)* El}L

First, the initial global state [a, ¢, E, E'] is in the schema |a, c,
(m-n)*+n-(m-n)* E] and, thus, in H. Second, each di-
rected cycle in P, and Q4 has at least one node covered by the
global states in H; hence, H is a cover for P4 and Q4. It re-
mains to show that each global state schema in H is closed.
Fig. 4(c) and (d) shows the acyclic versions AP, and AQ, of
P, and Q4 with respect to H. '

To show that [b, e, (m - n)*, n-(m -n)*, E] is closed, we
follow the next two steps.

a) Fig. 4(e) shows the two schemas of AP, and AQ, reach-
able from [by, ey, (m - n)* +n - (m-n)*, E]. Notice that the
only schema with no other reachable schema is [a,, ¢, (7 -
n)* +n-(m-n)* E],and that [a,c, (m - n)* +n - (m - n)*,E]
is in H, where (m - n)"+n(m - n)* is a subset of (m-n)*+
n-(m-n)*.
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+R -6

Initial node

-A

Initial
node

Fig. 5. Example 5. () Ps. (b) Qs. (c) APs. (d) AQs.

b) There exists one path g, that starts from the input ver-
sion b; of b, and ends at some output version (a,) in AP,.
The sequences s; and 7, of sent and received messages along
ap are “p” and “E.” respectively. Also there exists one path
42 that starts from the input version e, of e, and ends at some
output version (c;) in AQ,. The sequences s, and 7, of sent
and received messages along q, are “E” and “p,” respectively.
Therefore,

not(((m - n)* +n(m - n)*)+s, <r,) andnot (s; <ry3).

Similarly, we can show that [a, ¢, (m - n)* +n - (m - n)*, E]
is closed. Hence, H is a closed cover for P, and Q,, and the
communication between P, and Q4 will progress indefinitely
by Theorem 1. O

It is also possible to use the characterization suggested in the
proof of Theorem 2 to construct infinite closed covers. One
example of this is discussed next.

Example 5: Consider the two communicating finite state
machines Ps and Qs in Fig. 5(a) and (b). Ps models a sender
that sends data messages to a receiver Qs. For each sent data
message, the receiver Qs should respond by either a negative
or a positive acknowledgment. When the sender receives a
negative acknowledgment, it resends the last data message;
when it receives a positive acknowledgment, it sends a new
data message. But before the sender can send a new data mes-
sage it must send a request-to-send to the receiver, and receive
a grant-to-send. The exchanged messages between Ps and Qs
in Fig. 5 have the following meaning.

D denotes a data message.

A denotes a positive acknowledgment.
NN denotes a negative acknowledgment.
R denotes a request-to-send message.
G denotes a grant-to-send message.

Following the characterization of closed covers in the proof
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of Theorem 2, each node in the two machines should be coy.
ered by the closed cover. This yields the acyclic versions AP,
and AQs in Fig. 5(c) and (d), respectively. It is straightfor-
ward to show that the following set is an infinite closed cover
of Ps and Q;:

H={[c,ﬂE!E]1 [d$f‘Gn’R"]? [a’f’GniR"]!
[b!f! G"’Rn_! 'D] I [b!g,E!E]’ [e‘ih)E’E]}'

Notice that each element in H is a global schema of Ps and 0s.
For instance, the element [d, f, G”, R"] is the infinite set {d,
[, E,E], [d,f,G,R], [d,f,G* R?*],- -} of states of P and
Qs. Similarly, the element [c, f, £, E] is the set {[c, f, E, E]}.
O

VIII. CONCLUDING REMARKS

The closed cover technique can be extended in a straight-
forward manner to verify progress for more than two com-
municating finite state machines. A comparison between this
technique and usual state exploration is as follows.

The closed cover technique has two advantages over state
exploration. First, the total number of global states generated
when using a closed cover is usually less than those generated
during state exploration (Example 1). The amount of saving
depends on the communicating machine pair and on the se-
lected closed cover. Second, the closed cover technique can
be used to verify progress for machines with unbounded com-
munications (Examples 2, 4, and 5), whereas state exploration
cannot be used in these cases.

On the other hand, state exploration has two advantages
over the closed cover technique. First, to use state exploration
one should determine or “guess” the capacities of the channels
between the communicating machines. This seems much sim-
pler than guessing a whole closed cover as required by the
closed cover technique. (Recall that the proof of Theorem 2
has suggested a characterization that can help in constructing
closed covers in some cases. See Examples 3 and 5.) Second,
state exploration can be used to verify nonprogress, e.g., by
showing deadlock states, while the closed cover technique
cannot verify nonprogress. (On the other hand, the more
one fails to construct a closed cover for a given network of
communicating machines, the more he should question his
belief in the network’s indefinite progress.) '

The technique of closed covers has already proven useful in
constructing communicating machines with guaranteed indef-
inite progress. Two construction methodologies that are based
on this technique have been discussed in [3], [4]. Also, this
technique. has been used successfully to prove liveness for net-
works of communicating finite state machines [5].

There is an analogy between the closed cover technique and
the assertion techniques to verify safety properties of sequen-
tial programs. A global state [i, /, x, ¥] in a closed cover can
be viewed as an assertion stating that “if the execution of P
reaches node 7 and the execution of Q reaches node j, then the
input channels of P and Q have x and y, respectively.” Also,
the condition that each directed cycle in P or Q must have at
least one node covered by the closed cover is analogous to the
condition that each cycle in a sequential program must have at
least one assertion. Finally, requirement that each global state
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in a closed cover must be closed is analogous to the require-
ment that each assertion before a block of statements must be
sufficient to ensure the assertion after the block. This analogy
between the two techniques should encourage further research
to “blend” both techniques together to prove safety and prog-
ress properties for communicating sequential processes.

APPENDIX
PrROOFS

Proof of Lemma 1: We prove that the two reachability con-
ditions R1 and R2 are satisfied.
Proof of R1: From i), we have

V) x,-s=r-x,,and
. e
vi) yis =r oy,
r
where s and s are the two sequences of sent messages along p

and g, respectively, and r and r' are the two sequences of re-
ceived messages along p and q, respectively. From iii), we have

vii) X, cu=v-x
vidi) yy-u'=v'-y
where u and u' are the two sequences of sent messages along
pli, i] and gq[j,, j], respectively, and v and v are the two
sequences of received messages along p[i;, i] and q[ji,7],
respectively. From ii), we have
ix) s=u-t,
x)s'=u'-t,
xi) r=v-w,and
xii) F'=0v"-w

where ¢ and ¢' are the two sequences of sent messages along
pli, i;] and q[j, j,], respectively, and w and w’ are the two
sequences of received messages along p[i, i,] and q[/, j.],
respectively.

Urx =X, Ut from vii)
=Xx;"$§ from ix)
=r-Xx; from v)
=v-w-x, from xi)

X t=w. X,.

Similarly, we can show that y - ' =w' -y, from vii), x), vi),
and xii). This proves R1.

Proof of R2 (by contradiction): Assume that there are two
nodes i’ andj' with receiving outputs on the two paths p[i, ]
and ¢[j,j,] such that

xiii) x - f=g, and

xiv) y - f'=g'
where f and f' are the two sequences of sent messages along
pli, i'] and q[j, j'], respectively, and g and g’ are the two

sequences of received messages along pl[i, i'] and q[j, j'],
respectively.
xycu-f=v-x-f from vii) *

=v-g from xiii)
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and

yoou-f'=v-g from vii), xiv).
This contradicts i). Thus, R2 is valid. O

Proof of Lemma 2 (by induction on K ):
Initial step (K =1): The lemma is correct since [iq, o, £,
E] isin C.
Induction hypothesis (K =k - I): Let m and n be the (k -
1)th covered nodes on paths p and g, respectively. Then, there
exist w' and z' such that

v) [m,n,w',z'] isin C, and
Vl) [iU:jD:E»E]_psq =+ [m,n,w',z'] .
From i), vi), and Lemma 1 we have
Vll) [m,n, W',Z']—p, q_) [i:i!xsy] N
Induction step (K =k): Let m; and n, be the input ver-
sions of m and n, and let r, and s, be the output versions of
r and s, respectively. Let p,[m;, r,] denote the path in AP
which corresponds to p[m, r] in P, and let q,[n,, 5,] denote
the path in AQ which corresponds to g[n, s] in 0. Now vii)
can be rewritten for AP and AQ as follows.
Vlii) [mls ny, W', z‘]—pl: ‘h > [ks l; W", Z"] L] and
ix) no other global state of AP and AQ is reachable from
k,0,w",2"].

If [k, 1, w", 2"] #[rs, 52, w, 2] then [m,n,w', z'] is not
closed, contradicting that C is closed. Therefore, [k, I, w",
z"] =[r2, 52, w, z] and viii) must be rewritten as

x) [mbnlaw'sz']_pl: qi = [‘rZesZ! W,Z] .

From x), since [m, n,w’,z'] is closed, then [r, 5, g, z] must be
in C, which proves iii). Also, x) can be rewritten for P and O
as follows.

xi) [m,n,w',z'1-p,qg~>[r,s,w,z].

Thus, iv) is immediate from vi) and xi). O
Proof of Lemma 3 (by induction on K):

Initial step (K = 2) (proof is by contradiction): Assume
that path g cannot be extended to node s, which satisfies iii)
and iv). In other words, there is a node 7 on the extended path
q' such that

v) [io,jo,E,El-p,q = [i,r,w,z],and

vi) state [i,r, w, z] is a blocking state for 0, and

vii) the path g'[jq, 7] has exactly one node covered by C.

(This is because 2=K>L=12>0.)

Let v be the second covered node in p, and let i; and v, be
the input and output versions of i, and u,, respectively. Let
p1 [iy,v2] denote the path in AP which corresponds to the
path p [ig,v] in P. Similarly, let j; be thg input version of jo;
also, let g, [/, 7] denote the path in AQ which corresponds to
path q'[jo, 7] in Q. Notice that since C is closed, the global
state [ip, o, E, E] isin C. From v), vi), and vii), we have
Vﬂi) [ilajlaEaE]A‘phql > [vlarsw’z']3and
ix) no other global state of AP and AQ is reachable from
[va,7r,w',2"],and
x) node r is not covered by C.

This contradicts the fact that [ig, o, £, £] is closed.
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Induction step (K = k) (proof is by contradiction): Assume
that path g cannot be extended to node s, which satisfies iii)
and iv). In other words, there is a node r on the extended path
q' such that

xi) [io,jo,E,E)—p,q = [i,r,w,2],and
xii) state [i,r, w,z] is a blocking state for Q, and
xiii) the path ¢'[jo, 7] has exactly k - 1 nodes covered by
C. (This is because path p contains exactly K = k cov-
ered nodes and the lemma is assumed true when K =
k - 1 by the induction hypothesis.)

Let u and v be the (k- 1)th and the kth covered nodes in p,
and let u; and v, be the input and output versions of « and v,
respectively. Let p, [u;,v,] denote the path in AP which
corresponds to the path p[u, v] in P. Similarly, let ¢ be the
(k - 1)th covered node in ¢', and #; be the input version of ¢.
Also, let g4 [ty, r] denote the path in AQ which corresponds
to path ¢'[¢,r] in Q. Notice that since Cis closed, the global
state [u,#,x',y"] is in C by Lemma 2. From xi), xii), and
xiii), we have

xiv) [uy, 2, X', 3" ]-p1, g1~ [02,7,w', 2], and

xv) no other global state of AP and 4Q is reachable from

[va,r,w', 2], and
xvi) node r is not covered by C.

These three conditions contradict the fact that [u, ¢, x’, y']
and, hence, C are closed. O

Proof of Theorem 1 (by contradiction): We show that no
reachable state is a blocking state for P. (Proving that no
reachable state is a blocking state for Q is similar). Let i, and
Jo be the initial nodes of P and Q, respectively, and assume
that the following two conditions are satisfied.

1) [101]0:E7E]_psq_> [1,],—7‘,}’]
ii) State [7,/,x, y] is a blocking state for P.

From Lemma 3 (in its reversed form), path p cannot have
fewer covered nodes than path g; otherwise, p can be extended
in violation of condition ii). Hence, there are two cases to
consider.

a) p has more covered nodes than q: Assume that path p
has K covered nodes and that its K th covered node is 7. Since
¢ does not have K covered nodes, then according to Lemma 3,
q can be extended to node n such that the extended path ¢’
satisfies the following two conditions:

111) [iO,jO’E: E]—p, q’ = [f,",xr,yr] » and

iv) node 7 is the Kth covered node in path ¢’
From i), iii), and Lemma 1 we have

v) [Lh,x,91-p,4' > [i,n,x',¥']
and from ii) and v) we have

vi) State [i, n,x’, '] is a blocking state for P,

Since m and n are the Kth covered nodes in paths p and ¢,
then from Lemma 2 we have

vii) [io.jo,E,El—p,q = [m,n,w',z'].
From vii) and Lemma 1 we have

viil) [m,n,w',z']-p,q’ = [i,n,x",y'].
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Let m, and n, be the input versions of m and n, respectively.
Let py[m,, i] denote the path in AP which corresponds to
path p[m, i] in P. Similarly, let g, [n,,n;] denote the empty
path in AQ which corresponds to the empty path q'[n, n] in
Q. The two conditions vi) and viii) can now be rewritten for
AP and AQ as follows.

Vll]) [mlrn.ls W', z']_plsQI e [i!nl’x'!y']
ix) All reachable states from [i, n,, x', y'] are of the form
[i,t,w,z].

Since i is not covered by C (otherwise path p has K +1 covered
nodes), then [m, n,w', z'] is not closed, implying that C is not
closed. Contradiction.

b) p has the same number of covered nodes as q: Assume
that each of p and ¢ has K covered nodes, and let m and n be
the Kth covered nodes in p and g, respectively. Then from
Lemma 2, we have

x) [io;jan,E]_P,q_"[m,n,W,z]-
From x) and Lemma 1, we have
xi) [m,n,w,z]-p,q>[i,j,x,y].

A similar argument as in the above case can be used to establish
that [m, n, w, z] (and, hence, C) is not closed; contradiction.
O
Proof of Theorem 2: Let C be the set of all reachable states
[¢,7,x,y] of P and Q where |x|=|y|, and |x| is the number
of messages in string x. We show that C satisfies the three
conditions of a closed cover.

i) The initial global state of P and Q isin C.

ii) To show that each cycle in P or Q has at least one node
covered by C, we show that each node in P or Q is covered by
C. Let i be a node in P. Since i is reachable, then there exists
a reachable state [i,7, x, y];i.e.,

[iOstsE)E]_pyq—>[ipjsxsy]’

where i, and j, are the initial nodes of P and Q, respectively.
Let ] pI be the number of edges in path p; there are three cases
to consider.

a) |p|=|q|: In this case, |x| = |y| and [i, j, x, y] is in
C;i.e., nodei is covered by C.

b) |p|<|q|: Let ¢’ be the prefix of g such that |p|=
|a'|. Thus, [io,jo. E, E)-p,q" = [i,i',x',»'],
where |x'| = |»'| and [1,/', x", '] is in C; i.e., node i is covered
by C.

¢) |p| > |q|: Extend g to ¢" in any possible way such
that |p| = lqus and [iOst;EaE]_p,q' - [i1j'1x';y'] 4
(This is possible since the communication between P and Q is
guaranteed to progress indefinitely.) Then |x'|= |y'| and
[i,j',x",y"] isin C;i.e., node i is covered by C.

iif) It remains now to show that each state [i,/,x,»] in C
is closed.

a) We have shown in part ii) above that each node in P
or Q is covered by C. The acyclic version AP of P with respect
to C'is constructed by replacing each node 7 in P with an input
version {; and an output version i, ; hence, each directed edge
in AP is from an input version to an output version. Similarly,
the acyclic version AQ of Q with respect to C is constructed
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by replacing each node j in Q with an input version j, and an
output version; hence, each directed edge in 4Q is from an
input version to an output version. Since [i, j, x, ] is in C,
then |x|=|y|. If AP and AQ start at state [iy,1,%,¥],and
since M and N are guaranteed to progress indefinitely, then AP
and AQ must reach a state [k,, I, w, z] where |w|= |z]|.
Therefore, [k,1,w,z] isin Cand [i,/,x, y] is closed,

b) From a, any path p that starts from i, and ends at
some output version in AP consists of one directed edge. Simi-
larly any path g that starts from j, and ends at some output
version in AQ consists of one directed edge. Let sp and r, be
the two sequences of sent and received messages along D; ex-
actly one of s, and r, is the empty sequence “E.” Let 54 and
rq be the sequences of sent and received messages along q; ex-
actly one of 54 and ry is “E.” There are two cases to consider.

1) 8, =5, =E:

Ifx=E=y then (x s, <rp,) and (¥ 55 <rg).

Ifx#E+#y thennot (x-s,<r,) and not (¥ 8, <rg).
2) s, #Eors, #E:
not (x - s, <rp) andnot (y-s, <ry).

This completes the proof that [, j, x, y] is closed. O
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