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Abstract. Consider a system of finite state machines that communicate exclusively by ex-
changing messages over one-directional, FIFO channels. In this paper, we discuss the
complexity of detecting deadlocks in such systems: we establish sharp boundaries between
the decidable and undecidable cases, and provide complete complexity results for most of the
decidable cases. We also give similar results for the problem of detecting unboundedness in
such systems. Although in this paper we discuss only the detection of these two design errors,
it can readily be shown that other design errors (e.g. unspecified receptions, nonexecutable
receptions, and stable stales) can be detected as well using similar techniques.
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0bnMeHa COOBIICHHAMHU N0 OIHOHATIPABACHHEIM kKaHanam FIFO. O6cyxaaetcs clokHOCTD

""This research was supported by NSF Grant MCS83-08828.
*¥This research was supported in part by the University Research Institute, the University of
Texas at Austin, and the IBM Corporation.




210 M. G. Gouda—E. M. Gurari—T. H. Lai—L. E. Rosier

OTpPEACTICHH A mmNSEO@bOﬂSﬁOmOH B TAKMX CHCTEMAX ! ONPEACIAOTCA HETKHE FPAHHIIBI MCK-

[y PEIAEMBIMH W HEPELIAEMBIMH CIIyHasiMU H IPELOCTABIIAIOTCA TO-HBIC Habopbl pe3yib-
TaTOB GONBINMHCTBA pelIaeMbIX cilydach. Takke NPEACTABJCHBI PE3YIbTATH! JUIA NPO-
GyieMBl OTpEICTeHNHs HEOTPAHHICHHOCTH B TAKUX CHCTCMAX. XoTa B cTaThe 0OCY)NaeTcs
TOJIBKO OTpEIENEHHE 3THX ABYX OUIMOOK NMPOEKTHPOBAHHA, MOKHO TAKKE NOKa3aTh, YTO
apyrue olHOKH IPOSKTHPOBAHNS (HanpuMep, HecnelM(PUIUHMPOBAHHELIC TTPHEMBI, neoGpaba-
TbIBAEMBIE TIPUEMBI, CTAOHIIBHEIE COCTOSHMS) MOFYT BBITE ONpPEIETIEHbL, UCNOB3YH NOI00-

HBIE METOIBI.

1. INTRODUCTION

In a system of communicating finite state machines (CFSM’s, for short), machines
communicate exclusively by exchanging messages via connecting channels. There are two
one-directional, FIFO channels between any two machines in the system. Each machine
has a finite number of states and state transition rules, and each state transition rule is
accompanied by either sending one message to one of the machine’s output channels or
by receiving one message from one of the machine’s input channels. Notice that the
sending and receiving operations are asynchronous unlike the synchronous operations of
Hoare’s CSP [7]; however, it is straightforward to use the asynchronous operations to

simulate synchronous ones.

Systems of CFSM’s are useful in the modeling [21], analysis [1, 2, 4] and synthesis
[5. 26] of communication protocols and distributed systems. Examples of real protocols
that can be modeled, analyzed, or synthesized as systems of CFSM’s include the alter-
nating-bit protocol [1], the binary-synchronous protocol [3], the call establishment/clear
protocol in X.25 (5], and X.21 [25]. In performing these functions systems of CFSM’s are
better than Petri nets [16], which can perform similar functions, for two reasons:

i. Systems of CFSM’s are strictly more powerful than Petri nets. (However, Petri nets
can be extended in many ways [16] to achieve the full power of CFSM systems.)

ii. The connecting channels between different machines in a system of CFSM’s are
implicit or built-in, whereas, in the case of Petri nets, they need to be explicitly defined.

One advantage of modeling a communication protocol by a network of CFSM’s is to
detect many protocol design errors. Two of these design errors which have been discussed
extensively in the literature are unboundedness, and deadlocks (cf.[1,2,4,21, 23,24, 26]).
Although in this paper we discuss only the detection of these two design errors, it can be
shown that other design errors (e.g. unspecified receptions, nonexecutable receptions,
and stable states [2, 26]) can be detected as well using similar decision procedures. In this
paper, we are interested in the complexity of the deadlock detection problem (DDP, for
short) for systems of CFSM’s. This problem has already received some attention. In
particular, it is known that the problem is undecidable for systems of two CFSM’s as well
as for systems of three CFSM’s that have only one unbounded channel [2]. On the other
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hand, the problem is known to be decidable for some other restricted classes of CESM’
.E, 23]. (The restrictions were in the number of CFSM’s, in the capacity of the channel ;
in the languages allowed for communicating through the channels, and in the kind M_,
states allowed in the CFSM’s.) However, the question was left c:mmmdbmqma for many other
classes of Omm?ﬂm and its complexity has not been derived for some of the Qmmmwm that
have .wsoim decidable DDP’s. Although in the remainder of this introduction we onl
Bm:sos results concerning the DDP, similar complexity results are obtained (see woW
tion 6) for the unboundedness detection problem (UDP, for short). Earlier known result
concerning this problem can be found in [24]. y

So that we can establish sharp boundaries between the decidable and undecidable
cases, we first note that the DDP is undecidable (see Section 3) for systems of

(a) two CFSM’s that have no mixed states.

(b) n:.om CFSM'’s that have no mixed states and in which each channel, except for one
1s a one-bounded channel over some tally language, i.e. a language in a*for wo:._m
message a,. |

On the other hand, for systems of CFSM’s the problem is shown (see Section 4) to be

(c) wmw\/om-ooaﬁ_nﬁm if one of the channels is bounded by a linear function of the input
size and N LOGSPACE-complete (and hence also solvable in polynomial time) if one
o.w the channels is bounded by some fixed constant. In |2], a partial procedure was
given to determine, for a network consisting of an arbitrary number of CFSM’s
whether any deadlock states were reachable (as well as other error states). .EF“
_ﬁoGme.m in [2] was shown to terminate for the class of communication networks
consisting of two CFSM’s in which the communication was bounded in at least one
of the channels. The algorithm can also be modified slightly in order to determine
whether the remaining channel is bounded. Thus, for the case of two CESM’s the
afore-mentioned design errors can be detected by a decision procedure if one of the
two o:m::.m_w is known a priori to be bounded. The time complexity of the procedure
was noﬁ.a_mocmmma in [2], however, one can show that it must be a function not only
of E.n size of the network, but also of the known channel bound. Our results then
n_.osm_o both upper and lower bounds for this problem using a different proof
technique. One should note that, on the other hand, the PSPACE hardness of the

E.ov_mﬁ for the case where both channels are bounded appeared as one of the main
results in [18].

(d) amoamzw in polynomial space if one of the channels is over a (bounded) language in
af... m.:w for some messages (ay, ..., @) which are given as part of the input. If in
addition ay, ..., a; are fixed messages, then the problem is NLOGSPACE-complete
.,Eﬁmo results generalize the main result in [23] which shows that DDP is aanEmZm.
in vo@:ou:m_ time if the two CFSM’s exchange a single type of message and have
no mixed states. (The proof in [23] can be easily generalized for the case where the
CFSM’s are allowed to have mixed states. The decidability of the result in [23] alread
follows from [8].) .
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Moreover, for systems of an arbitrary number of CFSM’s the DDP is shown (see
Section 5) to be

(e) PSPACE-complete if all the channels are bounded by a linear function of the input
size. If, however, the number of CFSM’s and the channels are bounded above by
some fixed constant, then the problem is NLOGSPACE-complete. (The decidability
of the problem, by exhaustive search, was noticed earlier in [2].)

(f) decidable and in fact exponential space-hard if all the channels are over some
bounded languages. (The proof relies on similar known results for the reachability
problem for vector addition systems [12—14].)

Although the decision procedures given in this paper work only for very restricted
systems of CFSM’s, they can (in some cases) be used to prove that a more general system
is free from certain design errors. For example, the result mentioned in (d) above can be
used to prove (rather than decide) that a general network of two machines M and N that
exchange any number of messages is free from the above design errors. First, abstract M
and N into machines M, and N, where M, sends only one type of message, by consider-
ing each message sent by M (and received by N) as the same. (The communication in the
other direction is left as is.) Then use the decision procedure in this paper to prove that
M, and N, are free from the above design errors. Second, abstract M and N into two
machines M, and N,, where N, sends only one type of message. Then use the decision
procedure in this paper to prove that M, and N, are free from the above design errors.
It is straightforward to show that if A7, and N, are free from the above design errors and
if M, and N, are free from these errors, then the original machines M and N are also free
from these same errors. The converse need not be true, of course. (This verification
methodology, beside the fact that some real protocols, notably the window protocol [22],
can be modeled as systems of two machines with one of them sending one type of
message, explain our interest in such systems.)

2. SYSTEMS OF CFSM’S

A communicating finite state machine (CFSM, for short) M, is a six-tuple

A~.._ m, Q_.. M, W._.w anv.
where

i and m are natural numbers such that 1 < i < m (/1s an index that identifies M, from
the other CFSM’s in a system (defined later), and m is the number of CFSM’s in the
system),

©Q; 1s a finite set whose elements are called states,

2 is an alphabet whose elements are called messages,
9,is a relation from Q, x {R, SEx{l,..,i—1l,i+1,...,m x Zto Q; whose elements
are ftransition rules, and

4o 1s a distinguished state in Q, called the initial state.
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A state g of M, is said to be a receiving state if 6, ({q} x {S} x {1, ..., nmyx X x
x @) is empty. On the other hand, it is said to be a sending state if &, ({g} x {8} 5
x{l,...,m} x X x @) is not empty but § N ({g} x {R} x {1, s My X X % Q) is empty.
If, however, g is neither a receiving state nor a sending state, then it is said to be a mixed
state. (Note that states which have no transition rules are considered receiving states by
definition.)

A configuration of the CFSM M, is an m-tuple (¢, w,, ..., Wi 1, Wiy, ..., w,), where
qis a state of M, and each w;, called the content of the channel from M ;o M, is a sequence
of messages from X (ie. a string in X*). The configuration is said to be an initial
configuration if g is the initial state of M and each w, is empty. The configuration is said
to be a deadlocked configuration if g is a receiving state and each w; is either empty or

has a leftmost message a, such that (¢, R, J, a, p) is not in &, for any pin Q,.

A subpath of M, is a sequence Ui, ..., v, of transition rules of M, such that if v is a
transition rule from state g, to state p;» then v; | is a transition rule from state Gy = V2
for I <j < 1. The subpath is said to be a pathif v, is a transition rule from the initial state
of M;. In what follows », will denote the number of states in M,

A system W of m CFSM's is an m-tuple (M,, ..., M,) of CFSM’s such that
M,=(,m, Q,Z 6, qy for | <i<mand Qin Q= ¢ifi+j A configuration of Wis
an m-tuple (U, ..., U,), where U, is a configuration of M, for | < i < m. The configura-
tion is said to be an initial configuration of W if U, is an initial configuration of M, for
1 <'i < m. The configuration is said to be a deadlocked configuration of W if U isa
deadlocked configuration of M forl <i<m.

A move of a CFSM M, in system Wis a pair (V, V') = (U, ..., U.), (U3, .., T)ef
configurations of W that satisfies either of the following two conditions:

(@) U, = Uj for k # i, and if Ui=(g.wi, ....ow,_\,w\, ..., w,), and Us=ilq’, wis 5
Wio1, Wi, ...y Wh), then w, = wj for h # j, w, = aw; for some message a, and (g, R,
J> a, ¢') is a receiving transition rule of M. In such a case, the move of M, is also said
to be a receiving move in which M; receives a message from M i

Acv ;. q_‘ = A.m__ Wi ooy Wi, Wikts ooes :\.EY _”:05 Qh.” AQ\u Wi ey Wi, Wigt1s oees :\Ev‘ and
;,S.H\@, wi, e W1 Wi e Ww,,), then U/ = (p, wi, ..., Wi, Wiy, ..oy W), Where
Wi = Wi for h # i, w, = w,a, and (¢, S, J, @, ¢') is a sending transition rule of M. In
addition, U, = U; for h # i and J- In such a case, the move of M, is also said to be
a sending move in which M, sends a message to M,

A subcomputation of W is a sequence of moves of the form (K, V), (W, W), ...,
.:\T 1» V) for some ¢ = 0. (Without loss of generality it is assumed that at any given
instant of a subcomputation exactly one CFSM is moving.) The subcomputation is said
to be a computationif ¥; is an initial configuration. The subcomputation is said to be
deadlocked if ¥, is a deadlocked configuration. Two subcomputations of W are said to be
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equivalent if they start and end with the same configurations of .x\, respectively. W is said
to be deadlock free if it has no deadlocked computations.

The deadlock detection problem (DDP, for short) is the problem of determining for
any given system of CFSM’s whether or not the system is deadlock free.

If uy, ..., u, is a sequence of transition rules, then its projection en M, is the sequence
obtained from u,, ..., u, after removing the transition rules that do not belong .8 M.
A sequence uy, ..., , of transition rules is said to be a subpath (or a path) Om.E\ _,m each
u, 1 <j<1, belongs to some M;, | <i<m, and for | < H.m. m ".:m Eo._no:o.m of
Uy, ..., 4, on M; is a subpath (or a path) of AM;. A subpath is said to ::mwlim a
subcomputation of W if it is the sequence of transition rules that ¥ uses during the
subcomputation.

If in each computation of W the sequence of messages that M, mﬁim to M, forms a
sentence in a given language L, then it is said that the ooBE_..HEom:o: an:mw the
channel from M, to M; is over L (or just that the channel is over L, if no confusion m.zmnm.v.
If Lisin a¥... af for some a,, ..., a,, then L is said to be a k-bounded language. L is said
to be bounded if it is k-bounded for some k. A one-bounded language is also called a tally
language.

If at each instant of each computation of W the content of the channel from M, to
M; consists of no more than / messages, then the channel is said to be h-bounded. The
channel is said to be bounded if it is h-bounded for some .

The unboundedness detection problem (UDP, for short) is the EoEoE‘Om aﬂonﬁium
for any given system of CFSM’s whether or not there is an unbounded channel in the
system.

Throughout the paper it is assumed that a system W = (M,, ..., M,) of Omwg,m is
represented by a sequence that consists of the representations of M, ..., M, ammmmnzﬁ_u.\.
On the other hand, for the purpose of representation each M, = (i, m, Q,, %, &, i) is
considered as a finite state automaton (Q;, %, &, g,) over the alphabet % = {R, S} x
BBt =l o 1, sm) X Z

3. SYSTEMS OF CFSM’S WITH UNDECIDABLE DDP

The undecidability of the halting problem for Turing machines can be used to show
that the DDP is undecidable in general for systems of CFSM’s [2]. Intuitively, the proof
can be applied for any class of systems that allow a CFSM to communicate over any
unbounded language with itself (indirectly through one or more intermediate CFSM’s).
In order to establish sharp boundaries between the decidable and undecidable cases, we
need to consider the following two theorems. Both theorems can easily be shown using
standard techniques. (In both cases the proof is a refinement of the one used in [2].)
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Theorem 3.1. The DDP is undecidable for systems of two CFSM’s that have no mixed
states.

In a way, the result in Theorem 3.1 is the sharpest possible result because the DDP
is decidable for systems of two CFSM’s that have only one unbounded channel or only
one channel over an unbounded language (see [2] and Theorems 4.1 and 4.2 below).
However, the proof of Theorem 3.1 can be refined to show that such is not the case for
systems of three CFSM’s.

Theorem 3.2. The DDP is undecidable for systems of three CFSM’s even when except for

one channel all the other channels are one-bounded over some tally languages. The result
also holds when the CFSM’s have no mixed states.

4. SYSTEMS OF TWO CFSM’S WITH DECIDABLE DDP

This section begins with two important lemmas. The first lemma shows that the
computations of any system of two CFSM’s can be synchronized. The second lemma
states a complexity result for an automaton that can simulate such synchronized com-
putations.

Definition. A subpath of a system W of two CFSM’s M i and M, is said to be a
synchronized subpath if it is in (S}RES, R,)* SH(S, U Ry)*, where S; and R, denote the set
of sending and receiving, respectively, transition rules of M,, fori =1,2. A subcomputa-
tion of W is said to be a synchronized subcomputation if it is underlined by a synchronized
subpath. (Note that during a synchronized computation the channel from M, to M, has

at most one message until M, executes its last receiving move in the computation.)

Lemma 4.1. Let W be any system of two CFSM’s M 1 and M,. Then each computation
of W has an equivalent synchronized computation.

Proof. The proof consists of showing that each subcomputation H of W which starts with
an empty channel from M, to M, has an equivalent synchronized subcomputation H’,
where H and H’ are underlined by paths that have identical projections on M ; and M,

respectively. The proof is by induction on the number r of messages that M, receives from
M, in H.

If r = 0, then H does not contain receiving moves of M,. Thus H’ can be a computa-

tion that starts with all the sending moves of M, and only after that goes through the
moves of M,.

If 7 > 0, then the computation H can be written as H,Hy H,, where H , consists of
the first receiving move of M 1~ In such a case, all the moves of M, in H, are sending moves
and therefore they can all precede the moves of M, in H,. Thus, with no loss of generality,
it can be assumed that H = mm_.ﬁch@.mamw where Hy . consists only of sending
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moves of M, and H y,, s, consists only of moves of M. On the other hand, for similar
reasons it can also be assumed, with no loss of generality, that all the moves of M, that
follow its first sending move are in H,, i.e., that H = Hg.Hy.Hg, Hp H,, where H ..
consists only of receiving moves of M, and Hy, consists of the first sending move of M,.
The result then follows by the inductive assumption because H, is a subcomputation that
has exactly r — | receiving moves of M, and starts with no message in the input channel
of M,. B

It follows from Lemma 4.1 that if a system W can reach via some computation a
deadlocked configuration, or a configuration where the number of messages in one
channel is beyond some value, then W can reach a similar configuration via an equivalent
synchronized computation. Therefore, it is sufficient to consider only the synchronized
computations of W when trying to detect the existence of deadlocked configurations or
when trying to decide whether W is bounded. Such computations have the advantage that
they can be simulated without the need to record the content of the input channel of M,
(= output channel of M) because each receiving move of M, follows immediately the
sending move of M, that sent the message that M, receives.

In what follows, we construct automata which nondeterministically simulate syn-
chronized computations of systems of CFSM’s. The constructed automata will have the
property that they accept no input if and only if the simulated systems of CFSM’s are
deadlock free. The complexity of the emptiness problem for such automata follows from
[6] and is stated in the following lemma.

Definition. An r-counter pushdown machine (or r-CPM for short) is a nondeterministic
pushdown automaton that is augmented with r one-reversal bounded counters.

Lemma 4.2. The emptiness problem is decidable in @(r* log r) nondeterministic space for
the class of ~-CPM’s if the pushdown is over a one-letter alphabet, where r denotes the
number of transition rules in the given automata.

The proof of the last result consists essentially of showing that if an r-CPM accepts
some input, then it also accepts some “‘short” input. The proof is similar to the standard
proof that uses pushdown automata for showing the pumping lemma for context-free
languages. The main difference is that here the “pumping” is done in two phases. In the
first phase, the subcomputations are removed as long as possible while ignoring their
effect on the counters. The second phase consists of adding an appropriate number
(which is determined by a ‘“‘smallest” solution to some system of linear Diophantine
equations) of subcomputations of the kind that were removed in the first phase, in order
to balance the values in the counters. The interested reader should consult [6] for more
details. (Another proof of this result can be found in [9].)

The next lemma is also needed here and it is used for obtaining lower bounds.

Lemma 4.3. The DDP for systems of two CFSM’s that have no mixed states is
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(a) PSPACE-hard if both channels are bounded by a linear function of the input size.

(b) NLOGSPACE-hard if both channels are one-bounded channels over some tally
languages.

Proof. From any given linear bounded automaton 7 and any given input x a system W
of two CFSM’s can be constructed such that W is deadlock free if and only if T does not
accept x. The construction is similar to the one used for Theorem 3.1. (See [2].) Thus, the
result in part (a) follows because the linear-bounded automaton acceptance problem is
known to be PSPACE-hard [10] and because the channels of W will never hold a content
that is longer than |x| + 2.

On the other hand, by [20] the graph reachability problem (i.e. the problem of
determining for any given directed graph G and any given pair of nodes u, and u, of G
whether or not there is a path from u, to u,) is NLOGSPACE-hard. The result in (b) then
also follows because there is a deterministic logspace bounded Turing machine that can
from any given directed graph G and any given nodes u, and u, of G construct a system
W of two CFSM’s such that W has a deadlocked computation if and only if there is a
path in G from u, to u,. W consists of two CFSM’s M, and M,, and is constructed from
G as shown in Fig. 4.1.

Fig. 4.1. Graphs Gand G’ and a system W of two CFSM’s (S and R denote a sending and a receiving
transition rule, respectively).

Let G’ be the graph obtained from G by removing all the edges that leave node , and
by adding to each of the other nodes a self loop (i.e. and edge from the node to itself).
Then M, is a CFSM that has a state for each node and a state for each edge of G’ has
a sending transition rule from state g to state p if and only if ¢ corresponds to some node
uof G" and p corresponds to some edge e of G’ that leaves u, and has a receiving transition
rule from state ¢ to state p if and only if ¢ corresponds to some edge ¢ of G’ and p
corresponds to the node that e enters in G’. Moreover, the state that corresponds to node
u; of G is the initial state of M. On the other hand, M, consists of a receiving state, which
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is also the initial state, and of a sending state. M, has a single receiving transition rule
that takes M, from the receiving state to the sending state, and a single sending transition
rule that takes M, from the sending state to the receiving state.

Now, each computation of W consists of repeatedly executing the following cycle of
moves: a sending move of M, followed by a receiving move of M,, followed by a sending
move of M,, followed by a receiving move of M. In addition, at the end of each such cycle
M, is at a state that corresponds to a node of G’ (and hence also of G) and M, is in its
initial state. Moreover, each state of M, that corresponds to a node different than u, is
a sending state, the state that corresponds to u, is a receiving state, and each of these
states can be reached by M, if and only if the corresponding nodes are reachable from
u, in G. Thus, W can enter a deadlocked configuration if and only if u, is reachable from
winG. B

By Theorem 3.1 the DDP is undecidable for systems of two CFSM’s if no restrictions
are made on the communications through the channels. On the other hand, by Theorem
3.2 the DDP is undecidable for systems of three CFSM’s even when just one of the
channels is unbounded. Thus the following decidable result is the most general that one
can expect. The decidability portion of the result was shown earlier in [2] using a different
proof technique and with no complexity analysis.

Theorem 4.1. The DDP for systems of two CFSM’s is
(a) PSPACE-complete if one of the channels is bounded by a linear function of the input
size

(b) NLOGSPACE-complete if one of the channels is bounded by some fixed constant.
In fact, the result holds also when the CFSM’s have no mixed states.

Proof. Consider any system W of two CFSM’s M, and M,. In addition, with no loss of
generality, assume that the channel from M, to M, is h-bounded for some 4. Then, in
what follows, we describe a finite-state automaton M (i.e. a 0-CPM that does not use its
pushdown) such that M accepts no input if and only if W is deadlock free.

Essentially, M will nondeterministically simulate (a step at a time) a synchronized
computation of W and accept its input string if and only if the simulation terminates at
a deadlocked configuration. M will not read its input string during this simulation and
thus will either accept all input strings or none at all. In order to simulate a synchronized
moBﬁ:Smou of W, M must be able to record (in its finite state control), at any given
instant, the current states of M, and M,, and k pairs of states of M,, where k < h. (The
recorded pairs of states represent the messages sent by M, which have not yet been
received by M,, i.e. the current contents of the A-bounded channel.)

The mEE_mmo: is done by repeatedly guessing and then simulating each move of M,
or of M, in turn. The only exception is that each receiving move of M, is determined
simultaneously with the corresponding sending move of M, (as long as M, is still
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receiving messages), thus avoiding the need to record the content of the channel from M,
to M,. (M ignores the messages which M, sends after M, enters a deadlocked configura-
tion, since M, cannot receive another message in the simulated computation.)

It is quite straightforward to show that M has at most nm(m + 1)" states (recall that
n; denotes the number of states of M, for i =1, 2) and that it can be constructed in
O(h*(logn, + logn,)) deterministic space. Moreover, from Lemma 4.1 W can reach a
deadlocked configuration if and only if it can reach a deadlocked configuration via a
synchronized computation. The theorem thus follows from Lemmas 4.2 and 4.3. B

Theorem 4.1 shows that the DDP is decidable if one channel is known to be bounded.
The next result shows that such is also the case if one channel is known to be over a
bounded language.

Theorem 4.2. The DDP for systems of two CFSM’s is

(a) decidable in polynomial space if one of the two channels is over a bounded language
in a*... a for some messages (a,, ..., @) which are given as part of the input.”

(b) NLOGSPACE-complete if ay, ..., g, are fixed messages.

Proof. Consider any system W of two CFSM’s M, and M,. In addition, with no loss of
generality, assume that the channel from M, to M, is over a k-bounded language L in
a*... a} for some given messages a,, ..., a;. Then in what follows, we describe a (k — 1)-
-CPM M such that M accepts no input if and only if W is deadlock free.

M is similar to the finite state automaton constructed in the proof of Theorem 4.1.
As was the case in Theorem 4.1, M will nondeterministically simulate a synchronized
computation of W and accept its input string if and only if the simulation terminates at
a deadlocked configuration. As before, in order for M to simulate a synchronized
computation of W, it must be able to record, at any given instant, the current states of
M, and M, as well as the contents of the channel which is over the bounded language (i.e.
M,’s input channel). The essential difference in the automaton constructed here is that
here M records the content of the channel that is over L in the pushdown and the counters
instead of in the finite state control.

Since M differs from the one constructed in the previous theorem only in the way that
it records the content of M,’s input channel, our discussion will only concern itself with
how the pushdown and counters can be used to store the content of this channel. M starts
each computation with empty pushdown and empty counters. During the simulation, if
the content of the channel from M, to M, is empty, then so are the pushdown and the
counters of M. If, on the other hand, the content of the channel is @ ... a for some j; > 0,
then the i’th, ..., kK — 1’st counters hold the values j;, ;, ..., ji, respectively. The value j;

5! It has recently been shown that the nonemptiness problem, for 7 state --CPMs, is nondeter-
ministically solvable in time polynomial in r and ¢. As a result, the problem mentioned here (as well
as the one mentioned in Theorem 6.2(b)) can be shown to be NP-complete. See [9].
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is stored in the pushdown if i = 1 or partially in the pushdown and partially in the i — 17st
counter if i > 1.

When M simulates a move in which M, sends g, it increases the value of the pushdown
by 1 if it determines that M, received all the messages of type a,, ..., a,_, that were sent
earlier. Otherwise, M increases the value of the / — 1’st counter by 1. Similarly, when M
simulates a move in which M, receives a message a;, it decreases the value in the i — I’st
counter by 1 if i > 1 and the counter holds a positive value. Otherwise, M decreases the
value of the pushdown by 1.

M can be constructed in deterministic logspace and it has at most kn,n, states and a
number of its transition rules which is linear in knini. The result now follows from
Lemmas 4.1, 4.2, and 4.3(b). B

We do not know if the vo:SoE_& space result in Theorem 4.2 is the sharpest possible
result.

5. SYSTEMS OF ARBITRARY NUMBER OF CFSM’S WITH DECIDABLE DDP

It has been noticed in [2] that the DDP is decidable by exhaustive search for systems
of CFSM’s whose channels are all bounded. The first theorem in this section derives the
computational complexity of this problem. Its proof uses the following three lemmas.

Lemma 5.1. Let W be any given system of CFSM’s whose channels are all bounded by
some given constant 4. Then a system W’ of CFSM’s can be constructed from W and A
(deterministically in space that is logarithmic in the length of the representation of W and
in the value of /) such that all the channels of W’ are bounded by one and W is deadlock
free if and only if W is so. Moreover, if W’ has a channel over some nontally language
L, then W also has a channel over L.

Proof. Consider any pair M; and M, of CFSM’s in any system W of CFSM’s. Assume
that the channel from M, to M; is bounded by 4 > 1. Then the communication from M,
to M; can be modified to go indirectly through some chain of new intermediate CFSM’s
: .--» M}, _, and some new one-bounded channels (see Fig. 5.1). More specifically, each
7»1 <j<h—1canbea CFSM that repeatedly receives a message from its predecessor
in zun chain, sends an acknowledgement signal to its predecessor, sends the message that
it received from its predecessor to its successor, and waits for an acknowledgement signal
from its successor.
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On the other hand, M, can be the given CFSM modified so that after sending a
message to M; it waits for an acknowledgement from M; while M, can be the given
CFSM modified so that after receiving a message from M, _ " it sends and acknowledge-
ment to M, _,".

The previous lemma shows how CFSM’s can be introduced in order to replace
bounded channels with one-bounded channels. The following lemma shows how CFSM’s
can be introduced in order to replace one-bounded channels over unrestricted languages
with one-bounded channels over tally languages.

Lemma 5.2. Let W be any given system of CFSM’s whose channels are all bounded by
one. Then a system W’ of CFSM’s can be constructed from W (in deterministic logspace)
such that all the channels of W are one-bounded over some tally languages and W" is
deadlock free if and only if W is so.

Proof. Let W be any system of CFSM’s and consider any two CFSM’s M, and M; in
W. Assume that the channel from M, to M, is one-bounded over some _msm:mmn in
{a,, ..., a,}*. Then the communication from 3_. to M, can be modified to go indirectly
through some new intermediate CFSM’s M1, ..., M}, where each message a,, | <r < k
is sent from M, to M, through M; (see also Fig. 5.2). The result now follows because at
any given instant of the computation there is at most one message in the channels that
are associated with M7, ..., M} and therefore M, must receive the messages that M, sends
in the given order. W

Fig. 5.2.

The next lemma shows how mixed states can be removed from systems of CFSM’s.

Lemma 5.3. From any given system W of CFSM’s a system W’ of CFSM’s can be

constructed (in deterministic logspace), where W is deadlock free if and only if W is so,
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and the CFSM’s of W’ have no mixed states. Moreover, if W’ has a channel over a
nontally language L, or an anbounded channel, or an 4-bounded channel for some 4 > 1,
then W does so too.

Proof. Let M; be any CFSM in any system W of CFSM’s. Consider any receiving
transition rule from any mixed state ¢ of M, (see also Fig. 5.3). (Note that M, cannot be
deadlocked at state g.) Such a transition rule can be replaced by a sequence of five
transition rules that go through four new intermediate states. The sequence consists of
a transition rule that sends a signal, say. g to a new CFSM M, followed by a transition
rule that receives a message g from M, followed by a transition rule that receives the
message that M, is supposed to receive in the first place in state g, followed by a transition
rule that sends g to M,,, followed by a transition rule that receives a message g from M,,.

Fig. 5.3. Elimination of mixed states (R(a), R(g), R(f), S(g). and S(f) denote receiving a, receiving
g, receiving [, sending g, and sending f, respectively).

M, on the other hand, can receive an arbitrary number of g messages from the
modified version M; of the CFSM M,. Moreover, when the number of g messages that
M,, receives is odd, and only then, a new CFSM M, can send arbitrary number of
messages, say fto itself through M,,. (M, just sends to M, whatever it receives from M,.)

Thus, M;can enter a deadlocked configuration on simulating the considered receiving
trasition rule of M, when, and only when, M, cannot enter such a configuration.

Moreover, M;, and M, have no effect on the communications of M, with the other
CFSM’sin W. &

The following theorem can now be shown.
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Theorem 5.1. The DDP for systems of CFSM’s whose channels are A-bounded is

(a) PSPACE-complete if 4 is linear in the input size (or if the constant is considered to
be an input parameter expressed in unary).

(b) PSPACE-complete if all the channels are over some tally languages and h=1.

(c) NLOGSPACE-complete if # and the number of CFSM’s in the systems are no
greater than some fixed constant.

Moreover, the results hold also when the CFSM’s do not have mixed states.
Proof. (a) and (c) follow from Lemma 5.3 and a proof similar tc the one given for

Theorem 4.1. (The main difference is that here the contents of all the channels are stored
in the finite state control of M and therefore the simulated deadlocked computation of

Fig. 5.4,

W need not be synchronized.) (b), on the other hand, follows from (a) and Lemmas 5.1
and 5.2. ®

The next lemma is concerned with the replacement of channels over nontally bounded
languages with channels over tally languages. Its proof is a refinement of the one ﬂno&n‘ﬁa
for Lemma 5.2. The refinement is needed because the new channels enable the receiving
of messages in an order that is different from the one in which they are sent.

Lemma 5.4. Let W be any given system of CFSM’s whose channels are over some
bounded languages in af... af for some known gy, ..., &. Then a system W’ of CFSM’s
can be constructed from W such that all the channels of W are over some tally languages
and W is deadlock free if and only if W is so.
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Proof. Consider any pair of CFSM’s M, and M, in any such system W of CFSM’s.
Assume that the channel from M, to M, is over some bounded language in af... i Then
the communication from M, to M, can be modified as in the proof of Lemma 5.2 to
go indirectly through some new intermediate CFSM’s M1, ..., M}, where each message
a,, 1 <r <k, is sent from M, to M; through M/ (see also Fig. 5.2). Here, however, no
more than one message can be in the channels that are associated with M, ..., M; at any
given time or M; might receive the messages in an order that is different from the one in
which they are sent by M. This problem can be encountered by modifying M; so that it
enters a deadlock-free computation when such a case arises.

The modified M}, say M7, is a CFSM that consists of k subcomponents M, ..., My,
where each M,, 1 <r <k, is a slightly modified version of M; (see Fig. 5.4). More
specifically, M, behaves as M, as long as it receives messages 4,. On the other hand, upon
receiving a message a, for some r < 1 < k the component M, passes the control to M,,.
Moreover, M, is also capable of receiving @, in each of its states for each 1 <7 <r.
However, in such a case M, is forced to an infinite loop in which it repeatedly sends a
message to some new CFSM, say, M,,,,.

The result now follows if all the channels of W are over some bounded languages in
a¥... a¥ because by modifications similar to those described above a new system W’ of
CFSM’s can be constructed such that all the channels of W are over some tally languages
and W is deadlock free if and only if W is so. Each computation of W’ is either a
“successful” simulation of W or an “unsuccessful” simulation. In a “successful”” simula-
tion of W by W”, each M/ receives all the messages a,, 1 < r < k, that M| sends, before
starting to receive any Bom,mmmn a, for some ¢ > r (M[and M;denote the modified versions
of M; and M), respectively). Thus, in a “‘successful”” simulation W reaches a deadlocked
configuration if and only if W does so. Moreover, each computation of W can be
simulated “successfully”” by W’. On the other hand, each “unsuccessful” simulation of
W is caused by some M, which receives a message a, before receiving all messages a,, for
some r and ¢ such that r < t. Therefore, none of the ‘“‘unsuccessful” simulations can reach
a deadlocked configuration. B

The decidability [12, 14] of reachability problem for vector addition systems with
states [8] and Lemma 5.4 are applied in the proof of the following result.

Definitions. A vector addition system with states (VASS, for short) is a pair (4, T),, where

uyis in Z'_ and T is a finite state automaton over some alphabet in Z’. (Z denotes the set

of integers and Z . denotes the set of nonnegative integers.) The reachability problem for

VASS's is the problem of determining for any given VASS (uy, T), and any given u in Z',
!

whether or not there is some input u, ... %, such that T accepts it and u = M u;, and
. i=0

M u;is in Z', for each 0 < j < 1. Each VASS (u,, T), is represented as a sequence that
i=0

consists of the representation of the integer u, followed by a standard representation for

the finite state machine 7. Unless otherwise specified integers are assigned to be specified

in unary.

Theorem 5.2. The DDP is decidable for systems of CFSM’s whose channels are over

bounded languages in g, ... a; for some given messages a, ... a;.
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Proof. By Lemma 5.4 it is sufficient to consider only those systems whose channels are
over tally languages. Thus consider any such system W of m CFSM’s M is M SEet
z be the m(m — 1) tuple (0, ..., 0). In what follows, we describe how to construct a VASS
(2, T —1y that, in some sense, will simulate W. The constructed VASS will have the
property that it can reach the vector z if and only if W can reach a deadlocked state.
Recall that z is reachable in (z, T),,, _, only if the associated input of T is accepted.

Each symbol in the alphabet of T'is an m(m — 1) tuple of the form (0, ..., 0, di0v.k
0), where d = —1 or 1. Such a tuple with d = —1 or d = 1 in position (i — 1y (m—1) +
+ J either corresponds to a message of M, being received by M; or to a message of M,
being received by M; or to a message of M, being sent to M;, respectively. On any given
input u,, ..., 4, the finite state automaton 7 determines whether or not W has a path that
corresponds to the given input. 7'does so by recording the states of M, ..., M, in its finite
state control and nondeterministically exploring a path (one move at a time) of W whose
effect on the channels is represented by some prefix u, ... u, of u, ... u,, i.e. the sequence
of moves on the path must correspond to the sequence of actions on the channels
indicated by u, ... u,.. (Note that the value of ¢’ is also determined nondeterministically.)
T then accepts the input if and only if it determines that the states ¢, ..., g,, of M el
M,,, respectively, reached after reading u, ... u, are all receiving states and that Up g jleanthy
correspond only to receiving moves that cannot be used from states ik rana

Now, if W has a deadlocked computation that ends in the receiving states iy
of M,, ..., M,,, respectively, then there is a ¢’ such that u, ... u, corresponds to the path
taken in this computation. In such a case, all the channels that can provide messages for
moves from ¢, ..., g,, are empty. However, the other channels need not be empty and
therefore the need for u, , | ... u,. (They serve the purpose of being able to reach z under
these circumstances.) On the other hand, if z is reachable in the constructed VASS, then
by construction there must be some #, ... u,, which corresponds to a deadlocked computa-
tion of W. The result thus follows from [12, 14]. m

Although explicit upper bounds are known [14], no primitive recursive upper bound
is currently known on the time needed for solving the reachability problem for VASS’s
and thus such is also not implied for the DDP considered in Theorem 5.2. On the other
hand, the reachability problem for VASS’s is known to be exponential space hard even
for the case where integers are given in unary [13, 15]. In what follows, we show that this
lower bound be used to show a similar lower bound for systems of CFSM’s whose
channels are over tally languages.

Theorem 5.3. The DDP requires at least exponential space for systems of CFSM’s whose
channels are over some tally languages.

Proof. Consider any VASS (i, T),, and any vector u in Z"" (all the numbers are assumed
to be represented in unary). Then a system W of m + 2 CFSM’s M,, ..., M,,, M,,,, can
be constructed such that W is deadlock free if and only if u is not reachable in (40, Ty
Furthermore, the size of W will be proportional to the sum of the sizes of (o, T
and u.
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M,, ..., M,, are used only for the purpose of sending back to M, the messages that
they receive from M,. Hence, the size of M, 1 < i < m, is fixed, and does not depend on
the size of (4, T),, or u. M,,,, essentially has no moves and hence its size is also fixed. The
construction of M, on the other hand, depends very much on (i, T),, and u. M’s size
therefore will be proportional to that of (1, T),, and u. M, starts each computation by
sending to M,, 1 <i < m, a number of messages that is equal to the value of the /’th
component of u,. Then A simulates zero or more moves of 7. In simulating a move of
T, which causes the addition of say vector v, the CFSM M, sends to M,d, or receives from
M; — d, messages if d is the i’th component of v and d> 0 or d < 0, respectively,
1 < i< m. The encoding of this portion of the simulation forces the size of M, to be
proportionally as large as the sum of the absolute values of each vector in T. Since the
numbers represented in these vectors are encoded in unary, the size of M, is proportional
to the size of (u, T7),,. After the simulation of all such moves is completed, M, receives
from M;, 1 < i< m, a number of messages that is equal to the /"th component in u, and
then M, enters a distinguished state ¢. (Note that the time at which the simulation of T
moves is over is essentially chosen nondeterministically by Af,.) The encoding of this
portion of the simulation causes the size of M, to also be proportional to the size of u.

Now, in each state, except for g, M, can send an arbitrary number of messages to
M,,,,- On the other hand, from state ¢, M, by receiving a message from either of M|, ...,
M, enters a distinguished sending state which then sends an arbitrary number of
messages to M,,,,. Thus M, can enter a deadlocked configuration if and only if it can
reach g with all the channels empty.

The details of W’s construction are reasonably straightforward and are left to the
reader. However, it should be clear that the construction can be carried out in determinis-
tic logspace. The result now follows from [13] (see also [15]). m

6. SYSTEMS OF CFSM’S WITH UNDECIDABLE/DECIDABLE UDP

Proofs analogous to those utilized in Sections 3—5 can also be used in order to show
similar results for the UDP. More explicitly, the UDP is undecidable for the systems that
are specified in the following theorem.

Theorem 6.1. The UDP is undecidable for systems of

(a) two CFSM’s.

(b) three CFSM’s even when except for one channel all the other channels are one-
-bounded over some tally languages.

The results hold also when the CFSM'’s have no mixed states.

On the other hand, the UDP is decidable for the systems of two CFSM’s that are
specified in the following theorem.
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Theorem 6.2. The UDP for systems of two CFSM’s is

(a) PSPACE-complete if one of the channels is bounded by a linear function of the input
size.

(b) decidable in polynomial space if one of the two channels is over a bounded language
in af... af for some messages (ay, ..., a;) given as part of the input.

(c) NLOGSPACE-complete if one of the channels is either bounded by some fixed
constant or is over a bounded language af... af for some fixed messages a, ..., a.

Proof. Consider any system W of two CFSM’s M, and M,. Then by Lemma 4.1 any
computation of W has an equivalent synchronized computation. Therefore it is sufficient
to consider ony the synchronized computations of W in order to decide whether or not
its channels are bounded.

Thus if W satisfies either of (a), (b), or (c), then a CPM M, similar to the one
constructed in the proof of Theorem 4.1 or 4.2, depending on the case, can also be
constructed here to simulate the synchronized computations of W. The main difference
is that here when M simulates a synchronized computation H = H, H,, such that H, is
in (STRIS, R))* Stand H, is in (S; U Ry)*, it does not totally ignore the sending moves in
H,. Instead, M increases a new distinguished counter by 1 for each sending move of M,
in H,. By doing so M, at each instance of the simulation, can use its counters and finite
state control to determine the number of messages that are in the channels of W. In
particular, M can use the number of these messages at the end of the simulation in order
to determine whether or not it equals the input length and accordingly to determine
whether to accept or reject the input, respectively.

By construction, W has only bounded channels if and only if M accepts a finite set.
The result then follows because the proof of Lemma 4.2 can be generalized to hold also
for the finiteness problem (in a manner comparable to the corresponding proofs for finite
state automata). W

Finally, for systems*of arbitrary number of CFSM’s, the following result holds.

Theorem 6.3. The UDP is decidable in exponential space for systems of CFSM’s whose
channels are over bounded languages in af... gf for some given messages a,, ..., 4.
Moreover, the problem requires at least exponential space even when k = 1. However, if
the number of CFSM’s in the system is fixed, then the problem is solvable in NLOG-
SPACE.

Proof. The result follows from proofs similar to those of Theorems 5.2 and 5.3. The
hardness result follows from [13, 15], while the upper bounds are derived from [16, 19].

=
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