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Guest Editorial
Mission Critical Networking

ission-Critical Networking (MCN) refers to networking

for application domains where life or livelihood may be
at risk. Typical application domains for MCN include critical
infrastructure protection and operation, emergency and crisis
intervention, healthcare services, and military operations. Such
networking is essential for safety, security and economic vital-
ity in our complex world characterized by uncertainty, hetero-
geneity, emergent behaviors, and the need for reliable and
timely response. MCN should comprise networking technolo-
gy, infrastructures and services that may alleviate the risk and
directly enable and enhance connectivity for mission-critical
information exchange among diverse, widely dispersed,
mobile users.

A primary challenge to MCN is to deploy and dynamically
configure and evolve communication networks that are trust-
worthy, resilient, autonomic, secure, adaptive, and rapidly
deployable to support critical missions and their priorities. In
order to operate effectively, the deployed networks should sup-
port services such as location determination of both authorized
and unauthorized entities, Quality-of-Service (QoS) aware
audio and video communication, emergency calling and alert-
ing, and in-situ and remote sensing and control in a secure and
effective manner. In addition, efficient operation of such net-
works that typically include numerous and heterogeneous
resource-constrained components may benefit from cross-
layer optimization, cognition, resource engineering, on-
demand federation, and service-oriented architecture. Also
important is the integration of MCN with the Internet to reduce
cost of deployment and maintenance and to enhance reachabil-
ity and ubiquity.

The Call for Papers attracted seventy submissions world-
wide. After a rigorous review process, eleven papers have been
selected for publication. The eleven accepted papers are divid-
ed into three categories. The first category includes three
papers addressing quality of service issues in MCN. The sec-
ond category is comprised of four papers addressing a variety
of critical issues in securing MCN. Finally, the third category
has four papers discussing configuration and data collection
issues in MCN. An outline of the papers in each of these cate-
gories follows.

Category I: Quality-of-Service Issues: T.H. Szymanski and
D. Gilbert in [1] address the interesting and challenging prob-
lem of provisioning mission-critical telerobotic control servic-
es over Internet backbone networks. Three critical require-
ments of these services include: (i) essentially 100% restora-
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tion capability; (ii) small and bounded end-to-end queuing
delays; and (iii) very low-jitter communications. The authors
present algorithms to provision mission-critical services over
the Internet with essentially 100% restoration capability and
essentially-perfect QoS. Mission-critical traffic is routed using
the theory of shared backup protection paths or p-cycles, while
background traffic is routed using multiple edge-disjoint paths.
Mission-critical traffic is scheduled using the theory of recur-
sive stochastic matrix decomposition to achieve two con-
straints: (i) near-minimal end-to-end queuing delay and jitter;
and (ii) essentially-perfect QoS. To demonstrate the effective-
ness of the proposed algorithms, extensive simulations of a
saturated Internet backbone network supporting telerobotic
services along with competing background traffic are reported.

In the second paper, Jiazhen Zhou and Cory Beard [2], con-
tend that the admission control strategies currently employed
by the Wireless Priority Service (WPS) of the public commu-
nication networks in support of emergency communications
are not able to address dynamic traffic demands for different
scenarios and locations. Existing WPS assume a standard pro-
file for emergency and public demand at all locations. In con-
trast, the authors present an analytical modeling framework
that creates flexible, adaptive algorithms for operators to easi-
ly use based on the specifics of each emergency scenario lead-
ing to significant improvements over existing solutions.

The third and final paper of this group by Tommaso
Melodia and Ian F. Akyildiz deals with cross-layer QoS-aware
communication for ultra wide band Wireless Multimedia
Sensor Networks (WMSNs), Such networks comprise a cru-
cial component of mission-critical networks to protect the
operation of strategic national infrastructure, provide support
to counteract emergencies and threats, and enhance infrastruc-
ture for tactical military operations. The authors propose a new
cross-layer communication architecture based on the time hop-
ping impulse radio ultra wide band technology with the objec-
tive to reliably and flexibly deliver QoS to heterogeneous
applications in WMSNSs, by leveraging and controlling interac-
tions among different layers of the protocol stack according to
applications requirements.

Category II: Security Issues: Unoma N. Okorafor and Deepa
Kundur in [4] address security in routing and localization in
directional wireless optical sensor networks. Such networks
have the potential to provide gigabits per second speeds for
relatively low power consumption enabling bursty traffic and
longer network lifetime. Untethered sensor nodes communi-
cate directionally via free space optical communications for
mission critical settings in which high speed link guarantees in
hostile environments are needed. The paper proposes a light-
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weight security-aware integrated routing and localization
approach that exploits the benefits of link directionality inher-
ent to wireless optical sensor networks. The circuit-based algo-
rithm, called SIRLoS, leverages the resources of the base sta-
tion and a hierarchical network structure to identify topologi-
cal information and detect security violations in neighborhood
discovery and routing mechanisms.

In the second paper, Yingpei Zeng, Jiannong Cao, Shigeng
Zhang, Shanqing Guo and Li Xie [5] address clone attacks on
wireless sensor networks., where the adversary may compro-
mise a few nodes, replicate them, insert arbitrary number of
replicas into the network and then carry out many insider
attacks. In this paper, the authors show that in order to avoid
drawbacks in existing solutions, the replica-detection proto-
cols must be non-deterministic and fully distributed (NDFD),
and fulfill specific security requirements on witness selection.
The authors show that Randomized Multicast, is NDFD and
fulfills the security requirements, but has very high communi-
cation overhead. The authors then proposed two new NDFD
protocols, RAndom WalLk (RAWL) and Table-Assisted
RAndom WaLk (TRAWL), which fulfill the requirements
while having only moderate communication and memory
overheads.

In the third paper, MinJi Kim, Luisa Lima, Fang Zhao, Jodo
Barros, Muriel Médard, Ralf Koetter, Ton Kalker, and
Keesook J. Han [6] address the susceptibility of random linear
network coding used in peer-to-peer networks to Byzantine
attacks. They show that even for a small probability of attack,
the system fails with overwhelming probability. The authors
then propose a novel bandwidth efficient signature scheme that
allows packet-level Byzantine detection. This scheme allows
one-hop containment of the contamination, and saves band-
width by allowing nodes to detect and drop the contaminated
packets.

In the forth and final paper of this group, Christina Popper,
Mario Strasser, and Srdjan Cdpkun [7], address the problem of
jamming attacks on mission-critical messages that may be
broadcast to a large and unknown number of receivers. It is
important to maintain the integrity, authenticity, and ability to
communicate such messages in the presence of jamming.
Common techniques to counter jamming-based denial-of-serv-
ice attacks such as Frequency Hopping (FH) and Direct
Sequence Spread Spectrum (DSSS) cannot be applied in such
settings because they depend on secret pairwise or group keys
shared between the sender and receivers before the communi-
cation. The authors propose uncoordinated spread spectrum
techniques that enable anti-jamming broadcast communication
without shared secrets. Uncoordinated spread spectrum tech-
niques can handle an unlimited amount of (malicious)
receivers. Finally, the authors discuss the applications of these
techniques to anti-jamming navigation broadcast, bootstrap-
ping of coordinated spread spectrum communication, and anti-
jamming emergency alerts.

Category III: Configuration and Data Collection Issues:
The first paper by I. Kulkarni and D. Pompili [8] studies the
problem of task allocation for autonomous underwater vehi-
cles for MCN. In their model, there are two different types of

autonomous underwater vehicles (AUVs): gliders and pro-
peller driven vehicles (PDV). The energy consumed by gliders
is less than that of PDV but PDVs can move faster than glid-
ers. This presents a speed-energy trdeoff. The paper presents a
framework that allows forming an optimal team of vehicles
based on task allocation. The framework forms an optimiza-
tion problem that aims at (i) maximizing the available energy
of the team of AUVs after the mission, (ii) minimizing the
energy required by the team of AUVs to complete the mission,
(ii1) maximizing the minimum available energy of AUVs in the
mission, all with a bound on the total mission time.

In the second paper, H. Shiang and M. Schaar [9]
study how to optimize the transmission decisions of autonom-
ic nodes for supporting mission-critical applications.
Autonomic nodes individually sense the environment, learn
the dynamic network changes based on their local information,
and adapt their transmission actions in an autonomous manner
to optimize the utility of the applications. The paper provides
a Markov decision process (MDP) framework for optimizing
nodes’ cross-layer transmission actions and minimizing the
delays of the mission-critical applications, while considering
the spatio-temporal dependencies among their actions.
Furthermore, the paper proposes an online model-based rein-
forcement learning approach for agents to solve the distributed
MDP at runtime.

In the third paper, S. Lee, and M. Younis [10] addresses the
problem of relay node deployment to join federated segments
in WSNs. The deployment area is modeled as a grid with
equal-sized cells and the optimization problem is mapped to
selecting the fewest count of cells to populate relay nodes such
that all segments are connected. The paper shows that the
problem of finding the optimal number and positions of relay
nodes with respect to length between segments is NP-hard and
a heuristic algorithm is presented and evaluated to show the its
perfroamcne in terms of connectivity and traffic balance.

The final paper of this group by A. Navarra, C. Pinotti, V.
Ravelomanana, F. Sorbelli, and R. Ciotti [11] propose a new
distributed training protocol for coarse-grain localization pur-
poses in high density wireless sensor-actor network environ-
ments. The authors exploit the high density features in the con-
text of anonymous, asynchronous and randomly distributed
sensors deployed along with a few actors, which are more
powerful than sensors in terms of energy and transmission
capabilities. The proposed protocol auto-organizes the sensors
with respect to a virtual infrastructure centered at actors and
constituted of concentric rings divided into sectors. Analytical
study as well as experiments on the proposed algorithm are
provided. The obtained results show under which theoretical
and practical settings the training process can be performed in
a fast and high quality way respect to the granularity of the
required localization and the energy consumption.

We conclude this editorial by thanking the numerous
reviewers and the J-SAC Editorial Board for their effort and
time. It is because of their diligent support and rigorous review
that this issue on the timely topical area of Mission-Critical
Networking has come to fruition. We hope that you enjoy read-
ing this collection of papers at the cutting edge of MCN
research.
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medical monitoring (see www.cs.ucla.edu/NRL for recent pub-
lications).
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