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Abstract—We propose invariant-based techniques for the effi- are used to cope with state explosion in concurrent systems.

cient verification of safety and deadlock properties of conarrent
systems. We assume that components and component interawis
are described within the BIP framework, a tool for component
based design. We build on a compositional methodology in wti
the invariant is obtained by combining the invariants of the
individual components with an interaction invariant that t akes
concurrency and interaction between components into acca.
In this paper, we propose new efficient techniques for compiirtg
interaction invariants. This is achieved in several stepskirst, we
propose a formalization of incremental component-based degn.
Then we suggest sufficient conditions that ensure the presation
of invariants through the introduction of new interactions. For

Nonetheless, we also should consider the behavior and prop-
erties resulted from mutually interacting components. Meo
positional verification method based on invariant compoitat

is presented in {3, 2]. This approach is based on the follgwin
rule:

{Bi < P, >}i, v e II(H’Y{BZ}la {@1}1), (/\Z q)l) ANV =
[{Bi}i < @ >

The rule allows to prove invariance of properfy for
systems obtained by using an n-ary composition operation

cases in which these conditions are not satisfied, we propose|| parameterized by a set of interactions It uses global

methods for generation of new invariants in an incremental
manner. The reuse of existing invariants reduces considebdy
the verification effort. Our techniques have been implemerdgd
in the D-Finder toolset. Among the experiments conducted, &
have been capable of verifying properties and deadlock-fredom
of DALA, an autonomous robot whose behaviors in the functioal
level are described with500000 lines of C Code. This experiment,
which is conducted with industrial partners, is far beyond the
scope of existing academic tools such as NuSMV or SPIN.

I. INTRODUCTION

invariants that are the conjunction of individual invat&n

®,; of individual components3; and aninteraction invariant

W. The latter expresses constraints on the global state space
induced by interactions between componentsLin [3], we have
shown that¥ can be computed automatically from abstractions
of the system to be verified. These are the composition of
finite state abstraction8 of the component®; with respect

to their invariants®;. The approach has been implemented
in the D-Finder toolsel[2] and applied to check deadlock-

Model Checkingl[10|_14] of concurrent systems is a chalreedom on several case studies described in the BIP (Be-
lenging problem. Indeed, concurrency often requires corhavior, Interaction, Priority)_[1] language. The resulfdteese
puting the product of the individual systems by using botéxperiments show that D-Finder is exponentially fastentha
interleaving and synchronization. In general, the sizehif t well-established tools such as NuSMVY [9].

structure is prohibitive and cannot be handled without naanu Incremental system design methodologies often work by
interventions. In a series of recent works, it has been aatedc adding new interactions to existing sets of componentsh Eac
that compositional verification techniquesuld be used to time an interaction is added, one may be interested to verify
cope with state explosion in concurrent systems. Compenewhether the resulting system satisfies some given property.
based design techniques confer numerous advantages.-in pateed, it is important to report an error as soon as it ajgpear
ticular, through reuse of existing components. A key issudowever, each verification step may be time consuming,
is the existence of composition frameworks ensuring thehich means that intermediary verification steps are gdlgera
correctness of composite components. We need framewoakeided. The situation could be improved if the result of the
allowing us not only reuse of components but also reuse rification process could be reused when new interactions
their properties for establishing global properties of posite are added. Existing techniques, including the onelin [3], do
components from properties of their constituent compaienhot focus on such aspects. In a very recent wark[6], we
This should help cope with the complexity of global monohave proposed a new fixed point based technique that takes
lithic verification techniques. incremental design into account. This technique is gelyeral
Compositionality allows us to infer global properties ofaster than the one inl[3] for systems with an acyclic topglog
complex systems from properties of their components. Th@r systems with a cyclic topology, the situation may howeve
idea of compositional verification techniques is to applipe reversed. There are also many case studies that are beyond
divide-and-conquer approaches to infer global propenies the scope of these techniques.
complex systems from properties of their components. Theyln this paper, we continue the quest for efficient incremlenta



® ° Definition 1 (Atomic Component) An atomic component is
P1 P2 a transition systenB = (L, P, T ), where:
@ o L={l1,ls,...,lx} is a set of locations,
4 >% ok « P is a set of ports, and
@ @ ¢« 7 CLxPxLis a set of transitions.
B @ B ¢ Givent = (I,p,l") € T, 1 andl’ are thesourceanddestination
B locations, respectively. In the rest of the paper, we asand
Fig. 1. A simple example 7* to compute the source and destinationrpfespectively.

techniques for computing invariants of concurrent systéies Example 1. Figure [1 presents two atomic components.

present a detailed methodology for incremental constoctiThe ports of componenB; are p; and ¢;. B; has two
and verification of component-based systems. This is aetlieyocations:/; andl, and two transitions:; = (11, p1,12) and

in several steps. First, we propose a formalization of incre, — (1, ¢, 1)
mental component-based design. Then we suggest sufficient ] N
conditions that ensure the preservation of invariantsupho e aré now ready to define parallel composition between
the introduction of new interactions. For cases in whictsehe@Omic components. In the incremental design setting, the
conditions are not satisfied, we propose methods for géaeragP@rallel composition operation allows to build bigger com-
of new invariants in an incremental manner. The reuse BPnents starting fromatomic componentsAny composition
existing invariants reduces considerably the verificaéiiort. OPeration requires to define a communication mode between
Contrary to the technique ifil [6], our technique, which e components. In our context, components communicate via
a relation between behaviors of components and interagtiofiteractions i.e., by synchronization on ports. Formally, we
turns out to be efficient for both cyclic and acyclic topolegi Nave the following definition.

Our techniques have been implemented as extensionspeffinition 2 (Interactions) Given a set ofn components
the D-Finder toolset[2] and applied on several case studigsy, B, ... B, with B; = (L;, P;,7;), an interactiona is a

Our experiments show that our new methodology is generaf¥t of ports, i.e., a subset bf/_, P;, such thatvi = 1,...,n.
much faster than the ones proposed_in {3, 6]. In particular, Won Pyl < 1. B

have been capable of verifying deadlock-freedom and safety o ) _

properties of DALA, an autonomous robot whose behaviors Y definition, each interaction has at most one port per

the functional level are described wiih0000 lines of C Code. COmponent. In the figures, we will represent interactions by

This experiment, which is conducted with industrial partne Ik between ports. As an example, the sgt, p»} is an

is far beyond the scope ofl[3] 6] and of existing academi@teraction between Componenfs and B, of Figure[l. This

tools such as NUSMV or SPIN. interaction describes a synchronization between Comgenen
Structure of the paper. In sectiorl), we recap the conceptsB! and B2 by Portsp; andp,. Another interaction is given

that will be used through the paper as well as the incremenidi the sef{q1, ¢2}. The idea being that a parallel composition

methodology introduced in[6]. Sectidillll discusses suffiS entirely defined by a set of interactions, which we call a
cient conditions for invariant preservation while Sectfii Connector As an example the connector f6 and B; is the

presents our incremental construction for invariantstief]  S€t{{P1,p2}, {q1,2}}. In the rest of the paper, we simplify
discusses the experiments. Finally, Secfioh VI concluties the notations and writg.p, ... py. instead of{ps,...,px}.

paper. Due to space limitation, some proofs and model desc{Ve &lS0 writea; + ... + a,, for the connectofay, . .., ap}.
tions are available frorn http://www-verimag.imag#yan].  AS an example, notation for the connect@ps, p2}, {41, 92} }
IS p1 p2 +q1 qa.
[I. PRELIMINARIES We now propose our definition for parallel composition. In

In this section, we present concepts and definitions th4pat follows, we usd for a set of integers.

will be used through the rest of the paper. We start with tfgefinition 3 (Parallel Composition) Given n atomic com-
concepts otomponentsparallel composition of components ponentsB; = (L;, P;, T;) and a connectory, we define the

systems and invariants In the second part of the sectionparallel compositionB = ~(By,..., B,) as the transition
we will recap a very recent methodology [6] we proposed fafystem(, v, 7), where:

incremental desigiof composite systems. e L=11%x Ly x...x L, is the set ofgloballocations,

« v is a set of interactions, and
e 7 C L x « x L contains all transitionsT =
((I1,...,1ln),a,(l},...,1)) obtained by synchronization

A. Components, Interactions, and Invariants

In the paper, we will be working with a simplified model
for compon(_ent-bas_ed design. Roughly s_p_eakmg, an atomic of sets of transitiong7; = (1s, pi, I!) € T;}ses Such that
component is nothing more than a transition system whose , S
transitions’ labels are callegorts These ports are used to {pitic; =acyandly=1;if j ¢ 1.
synchronize with other components. Formally, we have tfée idea is that components communicate by synchronization
following definition. with respect to interactions. Given an interactigronly those


http://www-verimag.imag.fr/~yan/

components that are involved in can make a step. This is First, when building a composite system in a bottom-up
ensured by following a transition labelled by the correspog manner, it is essential that some already enforced synidaron
port involved ina. If a component does not participate to théions are not relaxed when increments are added. To guarante
interaction, then it has to remain in the same state. In tki@s property, we propose the notionfofbidden interactions
rest of the paper, a component that is obtained by composing.. ... . .

hap np . y P Bgfmmon 6 (Closure and Forbidden Interactiond)et v be
several components will be called @mposite component

. ; LT a\connector.
Consider the example given in Figulte 1, we have a composite ) _
C

componenty(By, By), wherey = p; ps + qi gs. Observe ¢ The closurey® of 4, is the set of the non empty in-

that the component (B, ..., B,), which is obtained by teractions contained in some interaction of That is
applying the connector, = Y7 (3, cp p;), is the V={a#0|Fbey.aC b}-f .

transition system obtained by interleaving the transitiofi ~ * The forbidden interactions)’ of ~ is the set of the
atomic components. Observe also that the parallel coniposit mteracupns'strlctly contained in all the interactions of
v(Bu,...,By) of By, ..., B, can be seen as ksafe Petri 7. Thatisy/ = 7¢ — 1.

net (the number of tokens in all places is at most one) whoggis easy to see that for two connectors and 2, we have

set of places is given by = |J;_, L; and whose transitions (41 472) = 7€ + 75 and (11 +72)F = (11 +72)° — 71 — 7.
relation is given byZ. In the rest of the papef, will be called 1 oyr theory, a connector describes a set of interactions
the set of locations of3, while £ is the set ofglobal states  ang, py default, also those interactions in where only one
We now define the concept of invariants, which can be usggmponent can make progress. This assumption allows us to
to verify properties of (parallel composition of) COMPOL®N gefine new increments in terms of existing interactions.

We first propose the definition adystemthat is a component
with an initial set of states. Definition 7 (Increments) Consider a connectory over

o ) ) ) B and leto C 27 be a set of interactions. We saly is
Definition 4 (System) A systens is a pair (B, Init) where 41 increment over if for any interactiona € & we have
B is a F:omponent andnit is a state predicate CharaCte”Z'”ginteractionsb1, ..., by €~ such thatlJ"_, b; = a.
the initial states ofB.

In practice, one has to make sure that existing interactions

In a similar way, we distinguish invariants of a componefefined by~ will not break the synchronizations that are
from those of a system such that the invariants of a Syst&ffforced by the incremerdt For doing so, we remove from
S = (B, Init) can be obtained from those d# according he original connector all the interactions that are forbidden
to the constraint/nit. Therefore we define invariants for 3y 5. This is done with the operation dfayering which
component and for a system separately. describes how an increment can be added to an existing set

Definition 5 (Invariants) Given a componen® = (L, P,7), ©f interactions without breaking synchronization enfadzgy
a predicateZ on L is an invariant ofB, denoted bynv(B,7), the increment. Formally, we have the following definition.

if ;or/any '9ca“0”lle L and any portp € P, I(l) and pefinition 8 (Layering) Given a connectory and an

[ = 1" e T imply Z(), whereZ(l) means thal satisfiesZ.  increments over ~, the new set of interactions obtained by
For a systemS = (B, Init), 7 is an invariant ofS, denoted compining 5 and v, also called layering, is given by the

by inv(S,7), if it is an invariant of B and if Init = 7. following setdy = (y — 8/) + & the incremental construction

Clearly, if Z;, Z» are invariants ofB (respectivelyS) then by layering, that is, the incremental modification-oby ¢.

Ti NIy andZ, V I are also invariants oB (respectivelyS).  The above definition describes one-layer incremental con-

Let y(By,...,Bn) be the composition of. components sryction. By successive applications of the rule, we can
with B, = (Li, b, T;) for i € 1...n. In the paper, construct a system with multiple layers. Besides the fusion
an invariant onB; is called acomponent invarianind an  of interactions, incremental construction can also beiobth
invariant ony(By, ..., By) is called aninteraction invariant y first combining the increments and then apply the result
To s!mplify the no.tations, we will assume that interactiog, the existing system. This process is caldperposition
invariants are predicates quj;_, L;. Formally, we have the following definition.

B. Incremental Design Definition 9 (Superposition) Given two increments, d,
In component-based design, the construction of a compositeer a connectoty, the operation of superposition betwesn
system is both step-wise and hierarchical. This means tlaad d, is defined by; + 6.

a system IS opt_amed from_a set .Of atomic (;omponents bySuperposmon can be seen as a composition between incre-
successive additions of new interactions also cafiecements : " . .
. ments. If we combine the superposition of increments with
In a very recent work [6], we have proposed a methodoloq | . d in DefinitioR 8. th btai
s . : . e layering proposed in Definitiodl 8, then we obtain an
to add new interactions to a composite component withou . .
. L ) : mcremental construction from a set of increments. Forynall
breaking the synchronization. The techniques we will psgpo . .
. . . . . we have the following proposition.
to compute and reuse invariants intensively build on this

methodology, which is described hereafter. Proposition 1. Let~ be a connector oveB, the incremental



construction by the superposition afincrements{J; }1<i<,  The above proposition, which will be used in the incremental

is given by design, simply says that if an invariant is satisfied, then it
" " " will remain when combinations of conflict-free interaction

§)y = (v — §)7) + 5 1) are added (following our incremental methodology) to the
(; =0 (; ) ; @) connector. This is not surprising as the tighter connecéor c

N _ ~only restrict the behaviors of the composite system.
The above proposition provides a way to transform incre- we now switch to the more interesting problem of providing

mental construction by a set of increments into the separaigficient conditions to guarantee that invariants areguvesl
constituents, where — (37_,6;)/ is the set of interactions by the incremental construction.

that are allowed during the incremental construction pgece .
Proposition 3. Let v be a connector oveB and ¢ be an

I1l. | NVARIANT PRESERVATION ININCREMENTAL DESIGN  increment ofy such thaty < 4, then we havey < d7.

In Section[I=B, we have presented a methodology for thEne above proposition, together with Propositidn 2, saps th
incremental design of composite systems. In this sectian, e addition of an increment preserves the invariant if the
study the concept dhvariant preservationMore precisely, we initial connector is looser than the increment.
propose sufficient conditions to guarantee that alreadsfisat ~ We continue our study and discuss the invariant preserva-
invariants are not violated when new interactions are addedtion between the components obtained from superposition of
the design. increments and separately applying increments over the sam

We start by introducing thioser synchronization preorder Set of components. We use the following definition.

on connectors, which we will use to characterize invaria@efinition 12 (Interference-free Connectorsfziven two
preservation. As we have seen, interactions charactenze Eonnectors% o, fOr ANy a1 € 71, as € o, if either a;
) 1 ) L]

behavior of a composite component. We observe that if twg, 4 as are conflict-free ora; = as, we say thaty, and
interactions do not contain the same port, the executiomef Ogre interference-free. ’

interaction will not block the execution of the other intetian.
Formally, we have the following definition. This definition considers a relation between two connec-

o ) ) ) tors. We observe that two interference-free connectors wil
Definition 10 (Conflict-free Interactions)Given a connector ot preak or block the synchronizations specified by each
7, letay, ap € 7, if ay Nay =, we say that there is N0 gther. Though we require that the interactions between
conflict betweem; andas,. If there is no conflict between anyg,q ~, are conflict-free,y; or ~» respectively can contain

interactions ofy, we say thaty is conflict-free. conflict interactions. For example, consider two connector

We now propose a preorder relation that allows to guarantée = P1 P2 + P2 P3, Y2 = pa ps. 7 IS not conflict-free,
the absence of conflicts when new interactions are add€ty1 andy. are interference-free. _
Formally, we have the following definition. We now present the main result of the section.

Definition 11 (Looser Synchronization Preordefje define Proposition 4. Consider two increments;, J, over+y such

the looser synchronization preorderC 22” x 22" For two that” < di and~y < ds, if 4, and J, are interference-free,
connectorsy:, 72, 11 < 7 if for any interactiona € s, there @nd inv(017(B), I1), inv(d2y(B),Z>), we haveinv((d: +
exist interactions, ..., b, € v, such thata = |J;_, b, and 92)7(B), Z1 A I2).

there is no conflict between ahyandb;, wherel <1i,j <n  The above proposition considers a set of increméfits <i<,
andi # j. We simply say that, is looser thamy,. over ~ that are interference-free. The proposition says that
if for any ¢, the separate application of increments over
componen®;y(B) preserves the original invariants ¢fB),
lBréen the system obtained from considering the superposifio
increments overy preserves the conjunction of the invariants
PPJ individual increments.

We now briefly study the relation between the looser
synchronization preorder artoperty preservationFigure[2
shows the three ingredients of the BIP language, that are (1)
priorities, which we will not use here, (2) interactionsdg)

The above definition requires that the stronger synchrtiniza
should be obtained by the fusion of conflict-free interatsio
The reason is that the execution of interactions may
disturbed by two conflict interactions, i.e., the executan
one interaction could block the transitions issued from t
other interaction. However, if we fuse them together, it n®ea
that the transitions of both interactions can be executéd;w
violates the constraints of the previous behavior. It isydas

see that ify;, 9, 73, are connectors such that < 7o, )
ands < 711 thvezn J\f)e r?;veyl s < va+ SN behaviors of components. We shall see that the looser synchr
o B ' &ization preorder preserves invariants (Proposifibn 4)isT

We now propose the following proposition which establish that th q th led bil
a link between the looser synchronization preorder andrinvacans that tne preorder preserves the so-caile readhabill
roperties. On the other hand, the preorder does not peeserv

i p
ant preservation. . : .
P deadlocks. Indeed, adding new interactions may lead to the

Proposition 2. Let 74, 72 be two connectors oveB. If addition of new deadlock conditions. Given two connectors
7 =< Y2, we haveinv(y1(B),Z) = inv(y2(B), ). ~1 and~, over componenB such thaty, is tighter thamy,



Priorities That is,a, consists of sets of component transitions involved
in interactiona. As an example, consider the components
deadlock—free preservation given in FlgureDL leem = D1 P2t i g2, WE have
- invariant preservation (Pl p2)T = {{Tl’ T3}}’ and (Q1 q2)T = {{TQ’M}}'

X . Locations of components will be viewed as Boolean vari-
ables. We useBool[L] to denote the free Boolean algebra
generated by the set of locatiohsWe also extend the notation
°r, 7° to interactions, that i& = {°r |7 € T; Aport(r) € a},
anda® = {7° |7 € T; A port(r) € a}.

v Interactions

Behaviors

Definition 13 (Boolean Behavioral Constraints (BBCs))
Fig. 2. Invariant preservation for looser synchronizatietation Let v be a connector over a tuple of componernts =

i.e.,71 < 72, we can conclude that if»(B) is deadlock-free, (Bi,--, Bn) with B; = (L, P, 7;) and L = {J;_, Li. The
then~, (B) is deadlock-free. However, we can still reuse thB0Clean behavioral constraints for componets) are given

invariant of y(B) as an over-approximation of the one ofY the function - | :y(5) — Bool[L] such that

72(B). Y (B)l = A la(B)l,
Discussion.Though we can reuse invariants to save compu- acy ,
tation time, the invariants of the system with a looser catore la(B)| = AR /\ (= ) \/. 1)
may be too weak with respect to a new system obtained with a {ri}ier€ar leftr) retly
tighter connector. Consider the example given in Figlired an !f v = 0, then |y(B)| = true, which means that no

lety = p1 +p2+qi+q2, 61 = p1 p2, andda = q; go. By using interactions between the componentsgbivill be considered.

the technique presented in the next section, we shall s¢e thaRoughly speaking, one implicatioh = \/; .,y in
the invariant ford;v(B) and dyy(B) is (I1 V I2) A (I3 V 14).  |v(B)| describes a constraint ohthat is restricted by an
By applying Propositioril4, we obtain that this invariant igiteraction ofy issued fromi.

preserved fofd; +d2)y(B). This invariant is weaker than the In what follows, we use for the complement of, i.e., —l.

invariant(ly Vi) A(l3 VIa) A (L VIa) A (Lo VI3) thatis directly  gyample 2. Consider the components in Figufe 1. Consider
computed orn(é; +d2)v(B). To overcome the above problemg o4 the following connecto = p1 + ps + g1 + go. TWO

we vv_iII now propose an approach that can be used to compifirements overy are &, = p1 ps and &2 = q1 go. According
invariants in an incremental manner. to Definition[B, we havefiy — p1 ps + @1 + g When we
IV. EFFICIENT INCREMENTAL COMPUTATION OF only consider incremens, over ~. For é,v(B), the BBC
INVARIANTS lp1 p2(B)], |q1(B)| and |g2(B)]| are respectively given by:
In SectionI-B, we have proposed a methodology to build Ip1p2(B)] = (1 = la Vig) A (s = 15V 1),
a composite system by successive addition of increments. We lu(B)| = (la = 11), |q2(B)] = (ls = I3)

now propose a methodology that allows to reuse existi . _

interaction invariants when new interactions are addedi¢o %?B?lBC (Sorivl(é\)l ';’/lé(lﬂ(f;)l' 7\ l|p)1ﬁ2((131>/> |)q}\(5)|:/>\
gi = 2 N ly 3=l Nly 2 1 4
3

system. The section is divided in two subsections. In ti'i AN AL AT AL AL AL AT ;
first subsection, we recap the conceptBufolean Behavioral = U ALAEAL) YV (Ia AL ARV (2 A ALV (A
I]_Q A lg) V (11 ANlg A l4)

Constraintg3, 6], which can be used to characterize inte h der two i ts togeth &
action invariants. In the second subsection, we propose %u en we consider two increments togethet, we haver
. 2)v(B) = p1 p2 + ¢1 g2 by Definition[ and19. Because
incremental methodology. : ; .
the BBC for interactiong; g2 over B is (la = 13 Vi3) A

A. Boolean Behavioral Constraints (BBCs) (4 = 11 Vv I3), we obtain that the BBC fo(d; + d2)v(B)

In [B], we have presented a verification method fois [(d1 + 02)v(B)| = |pip2(B)| A lq1g2(B)| = (L = l2 V
component-based systems. The method uses a heuristidyon (I2 = I1 VI3) A (I3 = VI Al = 11 VI3) =
symbolically compute invariants of a composite componen{ly Al Als Aly) V (Ih Al2) V (12 Als) V (IL Alg) V (I3 Aly).

These invariants capture the interactions between conmggne .
. . Example[® shows that any BBE/(B)| can be rewritten
which are the cause of global deadlocks. For this, it is pleLP y BBG/(B)]

Into a disjunctive normal form (DNF), where every conjuwmeti

sufficient to find an invariant that does not contain deadlo?lc)(rm is called anonomial Any satisfiable monomial df/(B))|
states. In this section, we improve the presentatlon. ofebalt is a solution of|y(B)|. In fact, the enumeration of the clause
of [3] and prepare them for the incremental version that we

. . : of any monomial corresponds to an interaction invariant.
will present in the next subsection.

Interactions describe the communication between difterehheorem 1. Lety be a connector over a set of components
components, and transitions are the internal behavior wi-coB = (B, - - , B,) with B; = (L;, P;,7;) and L = |J"_, L;,
ponents. Here we unify these two types of behavioral descrnd v : L — {true, false} be a Boolean valuation different
tion by introducingBoolean Behavioral Constraint®8BCs). from false. Ifv is a solution ofjy(B)|, i.e.,|v(B)|(v) = true,

We takea, = {{7i}ics | (Vi.T; € T;) A({port(r;)}ier = a)}.  thenV/, .. 1 is an invariant ofy(B).



The above theorem gives a methodology to compute interac- i 1
tion invariants ofy(B) directly from the solutions ofy(B)|. p —P4
In the rest of the paper, we will often use the teBBC- @
invariant to refer to the invariant that corresponds to a single a3 D4
solution of the BBC. D3 44
Since locations are viewed as Boolean variables, a location @ @
in a BBC is either a variable or the negation of a variable. 434 & o 44
As an example] is a positive variable anehl is a negative — e

variable. However, as observed in Theorl@im 1, invariants are Fig. 3. An example for incremental computation of invarkant

derived from positive variables of the solution|ef ). This B. Incremental Computation of BBCs

suggests that all the negations should be removed. In denerajn the previous section, we have shown that interaction
due to incremental design and implementation (see Propositinyariants can be computed from the solutions of Boolean
and SectiofiLV), these valuations can be removed graduafighavioral Constraints. In this section, we show how to eeus
We now propose a general mapping on removing variablggisting invariants when new increments are added to the
with negations that do not belong to a given set of variablegystem. We first give a decomposition form for BBC and then
14 (Positive Mapping) Given two sets of s_ho(;/v how this decomposition can be used to save computation

Definition
variables L and L’ such thatL’ C L, we define a mapping tim
p(L') over a disjunctive normal form formula that remove®roposition 5. Let v be a connector ovei3, the Boolean

all the variables not inL’ and with negations from the behavioral constraint for the composite component obine

formula, such that by superposition of. increments{d; }1<;<, can be written as
I A i A [)PE) = I A l; . _ g ALs.
CAEA N A N JPi= A A A (o @) =l = (LaN@In Al @

v (L) — Py, p(L)
1V f2) /i f Propositiorb provides a way to decompose the computation
where f; and f, are in disjunctive normal form. of BBCs with respect to increments. The decomposition is
based on the fact that different increments describe tleesint

If L' is empty, then the positive mapping will remove all thg, s hetween different components. To simplify the notati
negations from a DNF formulg, which we will denote by v — (2r_,8;)7 is represented by,. We have the following

fP. Notice that(A,.; l;)? = false. example.

We are now ready to propose an interaction invariant that
takes all the solutions of the BBCs into account. We firéxample 4. [Incremental BBC computation] In the example
introduce the notatiory that stands for the dual of, by ©f Figure[d, lety = p1 + ps +ps +ps + a1 + g2 + 43 + qa.
replacing the AND operators with ORs (and vice versa) andVo increments ovety are 61 = p1 p3 + q1 g3 and oy =
the constan® with 1 (and vice versa). As we have seen, BBCB2 P4+ g2 ¢4. The new connector obtained by applyingand
can be rewritten as a disjunction of monomials. By dualizirp t0 7 is given by(d1 +02)y = p1 ps+q1 g3 +p2 pa+ a2 ¢s-
a monomial, one can obtain an interaction invariant. If onehe BBC|01(B)| and |d2(B)| are respectively given by:

wants the strongest invariant that takes all the solutida in 61(B) = (lo =l VI)A (L= loVIs)A

account, one simply has to dualize the BBC. This is stated (Is =1L VI)A(ls= 1o Vis),

with the following theorem. [62(B) = (lo=12Vig)A(la= 1o Vis)A
(15 =V la) A\ (la =y \/ls)

Theorem 2. For any connectory applied to a tuple of
components3 = (B, -, B,), the interaction invariant of Sincey—(31+d2)/ = 0, we have (6 +d2)(B)| = [51(B)|A
7(B) can be obtained as the dual ¢f(B)[", denoted by |92(B)|-

[y (B)IP. We now switch to the problem of computing invariants

Example 3. We consider the components, connectors, a lle .taklng |.n<.:r.emental d§5|gn |n-to account. We propose th
lowing definition that will help in the process of reusing

BBCs introduced in Examplé 2. The positive mapping remo 8& LS :
variables with negations from¥,~(B)| and |(§; + d2)v(B)|. existing invariants.

We obtain that|617(/\§)|17 = (4 V1) A (I3 V 1y), and Definition 15 (Common Location Variables.). The set of
(61 +/(§2‘);(B)|p — (1LVI) A3V AL VI A(laVE3). Ifwe  €OmmonN location variables of a set of connectpys} <<y, is
specifylnit = I, Als, every invariant of systertd, (B), Init) 9€fined byLe = U, jep njniz; support(vi) N support(y;),

and ((3; + 62)7(B), Init) should contain either; or Is. Wheresupport(’y)_z Uae, *aUa®, the set of locations involved
Therefore(l; V 12) A (I5 V 14) is the interaction invariant of N SOme Interaction: of .

(017(B), Init), and (i1 VI2) A (I3 V1) A(li VIg) A(l2VIs)  Our incremental method assumes that an invariant has
is the interaction invariant of (61 + d2)v(B), Init). already been computed for a set of interactions (We Tise



to denote the BBC-invariant gb(B)[). This information is
exploited to improve the efficiency. The idea is as follows: A <
cording to Equatiofill1, the superposition of a set of incremen_
{d:}1<i<n OVer a connectoty can be regarded as separatelyl
applying increments over theirs constituents. We prophee t
following proposition, which builds on Equatidh 2.

Local deadlock-
™ free
__ verification

Component
invariant

Abstraction and
ion invariant
generation

Proposition 6. Consider a composite compondst Let~y be
a connector forB and assume a set of incremeRt}1<i<x

Deadlock

ClallADIS confirmation
over V(B) Let 50 = 7 - (Z;:l 57/)]0’ I‘;i = /\keli ¢k’ =false-strengthen =false-give up
for i = 0,...,n, be the BBC-invariants for each;(B)], e
Ss; = Vger, Mk, fori = 0,...,n, be the corresponding BBC- @

solutions, and let Fig. 4. D-Finder tool

o L, be the set of location vanaples in invariant result is (Io V 11 V 1) A (Io V 1 V Ig) A (o V 1y V 1) A (Io V
e« L. be the common location variables betweegl2 VI A V) A3V L) A (s Vi) A (s V).
{00,061, ..., 00}
Then the interaction invariant df27, §;)(B) is obtained as V. EXPERIMENTS
follows: Our methodology for computing interaction invariants and
deciding invariant preservation has been implemented én th
D-Finder toolset[2].

In this section, we start with a brief introduction to the
* A) kE/I\M o |1 (k“,../,>i,\)em> j\:/l P the D-Finder tool and explain what are the modifications that
LeNLg, =0 have. Then we show the experimental results obtained by
implementing the methods discussed in this paper.
where
D = {(ki1, ... kir)| (Vj =1...7Akij € Iij) N(Lg,,, NLc # A, D-Finder Structure
0) A (Nj=y M, # false) A (K, ..., ki) is maxima) }. D-Finder is an extension of the BIP tooldét[7] — BIP can

The proposition simply says that one can take the conjulmx;tiobf3 gsed to def!pebcorr]npc?nents 3”; cc()jrl'npck)r;enténterac.tlons. D-
of BBC-invariants that do not share common variables, whiﬁa’n er can verily both safety and deadlock-freedom progert

one has to take the disjunction of the remaining invariant%f systems by using the techniques of this paper and af [3, 6].
This is to guarantee that common location variables will not W& US€global to refer to the method oL[3]FP for the
change the satisfiability of the formulae. Observe that eaffpremental method ofl[[6], andncr to refer to our new
non common variable occurs only in the solutions of On@cremental technlque. ) )

BBC. This allows deleting the non common variables with 1€ 00l provides symbolic-representations-based method
negations separately by using the positive mapping of comm@r computing interaction invariants, namely thecr methods

variables in every BBC-solutions, which reduces compjexif’re'_sented in this paper, the fixed ppint based method and
of computation significantly. its incremental method”P proposed inll6] as well as the

global method presented inl[3] and discussed in Sedfbn II.
Example 5. [Incremental invariant computation] In ExampleD-Finder relies on the CUDD package[15] and represents
@, we have computed the BBCs for the two increments. Hegets of locations by BDDs. D-Finder also proposes techsique
we show how to compute the invariants from BBC-invariants compute component invariants. Those techniques, which
of the increments. By Definitigi]15, we obtain tfiat= {l,}. are described in [3], relies on the Yices([11] and Omaga[16]
Let S5,, S5, be the BBC-solutions fofs, (B)| and |62(B)| toolsets for the cases in where a component can manipulate
respectively, ands, ,Zs, be their BBC-invariants, we have:data. A general overview of the structure of the tool is given
Ss; = (lo ANl AlsAL)V (Lo AV (I Als) V(o Als) V (IsAls), in Figurd3.

S5y = (lo Nla Nls Alg) V (o Al2) V (Ia Als) V (Lo Als) V (Is Als), D-Finder is mainly used to check safety properties of
sy = (o Vi) Ao Vi) A1 Vi) A3V L), composite components. In this paper, we will be concerned
Tsy = (loVI2) A(loVie) AN(l2ViIs) A (s Vis) with the verification of deadlock properites. We Ief .S be the
BecauseZ s, 15,)v(B) = Z((v—(5,48:)f)+5:+82)(B) @and v —  set of global states in where a deadlock can occur. The tdiol wi
(61 + 62)7 =0, we haveZ s, 5,),(5) = L(s,+5,)(B)- progressively find and eliminate potential deadlocks as fol

Among the BBC-invariantsi; Vis), (I3V14), (12 Vis), (IsV  lows. D-Finder starts with an input a BIP model and computes
lg) do not contain any common location variables, so thegomponent invariant€’l by using the technique outlined in
will remain in the global computation. BBC-invariant Vv  [3]. From the generated component invariants, it computes a
1), (lo V1), (lo Vi2) and (Ip Vv lg) containly as the common abstraction of the BIP model and the corresponding intemact
location variable, and the conjunction between every monimwariants/I. Then, it checks satisfiability of the conjunction
mial from two groups of solutions are not false. So the findll A CI A DIS. If the conjunction is unsatisfiable, then there



TABLE |

is no deadlock else either it generates stronger component COMPARISON FOR ACYCLIC TOPOLOGIES

and interaction invariants or it tries to confirm the detdcte Component information [ Time (minutes) | Memory (MB)

. T . . I locati int ti lobal FpP I lobal FP I
deadlocks by using reachability analysis technifues S ocation _nteractior]_global _ mer | globa e
50 pumps 2152 2009 0:50 0:17 0:49 48 53 47
. 100 pumps 4302 400 2:58 0:52 1:51 76 52 47
B. Implementation of the Incremental Method 200 Bum,‘is 8602 8000 11:34 155 2:26) 135 65 47
) o ] 400 pumps 17202 16000 47:38  3:51  543| 270 93 76
We build on the symbolic implementation of the method insoo pumpe 21502 2000 o s T2l ol %
[3] that computes the interaction invariant of an entiret&sys 700 pumps 30102 2800 - 714 1144 - 138 107
with all the interactions within the connector. The impleme —gpsrsrers 507 L
tation relies on the CUDD package [15] and represents segggosgg';ekgs 1807 1805 013 Qa4 043 4 ;@ 8
of locations by BDDs. 3000 smokers 9007 900B 621 157 1:14| 113 8 28
. . 6000 smokers 18007 1800B 27:03 5:57 3:24 222 172 55
We have employed the following steps to integrate th€soo smokers 22507 22508 41:38 829 451 270 209 60
incremental computation into the D-Finder tool. First weg2000 smokers 27007 27008 - 1130 634] 319 247 9%
compute a set of common location variables from all thefgomacmr?es 1oa 07 Tod9 2207125 Bl e 22
increments. Then we compute the BBC-solutions for everyso machinos 5504 4000 - 1716 46 © &0 65
H H : H 350 machines 7704 6302 - 2754 8:18 - 938 77
increment instead of computing the solutions for the cotorec 5, r2Gines 13204 1080k . Yy O e

in global method, and apply positive mapping to remove the Producer/Consumer

. . . . 2000 consumers 4004 4008 0:27 0:33 0:31 57 16 11
location variables with negations that do not belong to #te S 4000 consumers 8004 goB 127 118 105 90 28 20
P H H 000 consumers 12004 12043 3:01 2:32 2:03 126 37 31
Of common |(.)Cﬂt|0n Varlablels’ to_reduce the S!Ze Of BDD 000 consumers 16004 16003 5:35 4:22 2:33 164 40 35
for BBC-solutions. We can either integrate existing solog 10000 consumers 20004 20093 844 612 315 218 66 56
12000 consumers 24004 24003 12:06 8:37 5:38 257 75 66

from the already computed BBCs progressively or integrate TABLE I
a‘" the SOlUtlonS When a” the Increments have been eXp_jo_rQQ)MPARISON BETWEEN DIFFERENT METHODS ONDINING PHILOSOPHERS
Finally we apply positive mapping to remove all the remagnin

i i g . Component information Time (minutes) Memory (MB)
common location variables with negations and call the dualcalehl location _interaction global _ FP__Incr | global _FP _ Incr
: P : : : 500 phi 3000 2500 4:.01 918 0:34 61 60 29
operation to obtain interaction invariant. 2000 philos 6000 so0d 17:09 soal 105 - &
1500 philos 9000 7500 39:40 - 3:09 148 - 74
. 2000 philos 12000 1000d - - 4:14 - - 96
C. Experimental Results 4000 philos 24000 2000( - - 837 - - 192
We have compared the performance of the three methods Gif5 e 22000 49000 - - sdae| . . o

several case studies. All our experiments have been cagdiuct

with a 2.4GHz Duo CI.DU Mac IapFop .Wlth 2GB of RAM. In Table[, we also provide results on checking deadlock-
We started by considering verification of deadlock prope]f-%edom for the dining philosopher algorithm. Contraryhe t

ties. The case studies we consider are the Gas Station [ g . .’ .

the Smoker[[13], the Automatic Teller Machine (ATM) [8]a bve examples, the dining philosopher algorithm has accycl

and the classical example of Producer/Consumer. RegardER ology, which cannot be efficiently managed Wit (this

; IS e only case for whiclglobal was faster thar'P.
the Gas Station example, we assume that every pump has .
ur results have also been applied on a complex case

customers. Hence, if there are 50 pumps in a Gas Station,d that directl f industrial licatiorors!
then we have 500 customers and the number of compone y that directly comes Irom an industrial applicatioro

including the operator is thus 551. In the ATM exampleoreCisely’ we have been capable of checking safety and
every ATM machine is associated to one user Therefo%eadlock-freedom properties on the modules in the funation

. ; s )
if we have 10 machines, then the number of componeA?é’el of theDALA ro_bot[u_]. DALA is an autonomou; robot
will be 22 (including the two components that describe t ith modules described in the_ B.IP Iaqguage running at j[he
Bank). The computation times and memory usages for ttawctmnal level. Every module is in a hierarchy of compesit

application of the three methods on these case studies Geinponents. _ :
given in Tablelll. Regarding the legend of the tablegle All together the embedded code of DALA in the functional

is the “size” of examplesocation denotes the total numberlevel contains more than 500 OOQ I?nes of C code. The topology
of control locations;interaction is for the total number of of the modules and the description of the behaviors of the

interactions. The computation time is given in minutes. THPMPonents are complex. This is beyond the scope of tools

timeout, i.e., “-” is one hour. The memory usage is given iﬁuch as NuSMV or SPIN. We first checked deadlock properties

Megabyte (MB). Our technique is always faster thanbal of individual modules. Bothylobal and F'P fail to check for
This means that we are also faster than tools such as Nusf§Adlock-freedom (Antenna is the only module that can be
and SPIN that are known to be much slower thdobal on checked by usingjlobal). However, by usinglncr, we can
these case studié$[3, 2]. Ouncr technique is faster than always generate the invariants and check the deadloclidme
FP except for the Gas Station and it always consumes Ie%fsaII th_e modul_es. TablEJll shows the time congumptlon n
memory computing invariants for deadlock-freedom checking ofesev
' modules by the incremental method; it also gives the number

1 D-Finder is also connected to the state-space explorationof the BIP of states per module. In these modules we have SucceSSively

platform, for finer analysis when the heuristic fails to pgaleadlock-freedom. detected (and corrected) two deadlocks within Antenna and



TABLE Il

DEADLOCK-FREEDOM CHECKING ONDALA BY Incr METHOD (2] S. B_ensa|em: M. Bozga, T-'H: Nguyen, and J. Sifa‘.kis-
module component _focaion _nteracfion __ ——states _time (mjute D-Finder: A tool for compositional deadlock detection
Pepect S SV o and verification. IrProceedings of the 21st International
NDD 27 152 17 2% x 31 x5 8:16 Conference on Computer Aided Verificatiggages 614—
RFLEX 56 308 227 234 x 335 x 1045 9:39 . . .

Battery 30 176 138 22 %317 x5 026 619, Berlin, Heidelberg, 2009. Springer-Verlag.
Heating 26 149 116 217 x 314 x 145 0:17 i i _
o P 1o 181 19322 x 30 g [3] S. Bensalem, M. Bozga, J. Sifakis, and T.-H. Nguyen.

Compositional verification for component-based systems
and application. IrProceedings of the 6th International
Symposium on Automated Technology for Verification
and Analysis pages 64-79, Berlin, Heidelberg, 2008.
Springer-Verlag.

S. Bensalem, L. de Silva, M. Gallien, F. Ingrand, and
R. Yan. “Rock solid” software: A verifiable and correct
by construction controller for rover and spacecraft func-
tional layers. InProceedings of the 10th International

NDD, respectively.

Aside from the deadlock-freedom requirement, some mod-
ules also have safety property requirements such as cgusali
service can be triggered only after a certain service has bee
running successfully, i.e., only if the variable corresgiog 4]
to this service is set to true). In checking the causalit}
requirement between different services, we need to compute
invariants according to different causality requirement.
spired from the invariant preservation properties intemtlin Symposium on Artificial Intelligence, Robotics and Au-
SectionIl, we removed some tight synchronizations betwee ’

. . s tomation in Space2010.
some componerfisthat would not synchronize directly with 5] S. Bensalem, M. Gallien, F. Ingrand, I. Kahloul, and

the components involved in the property and obtained a T.-H. Nguyen. Toward a more dependable software

module with looser synchronized interactions. As the iiargr architecture for autonomous robot€EE Robotics and
of the module with looser synchronizations is preservecey t Automation Magazinel6(1):1-11, 2009.

one with tighter synchronizations, if a property is satifie [6] S. Bensalem, A. Legay, T.-H. Nguyen, J. Sifakis, and
the former, thgn it is sa_tis_fied in the_Iatter. Base_d on thas, fa R. Yan. Incremental invariant generation for composi-
We_co_uld obtain the satisfied causallty property in 17 sespnd = 40| design. InProceedings of the 4th IEEE Inter-
while it took 1003 seconds before using the preorder. A more iiona) Symposium on Theoretical Aspects of Software
detailed description of DALA and other properties verified

) . . . Engineering 2010.
with our Incr and invariant preservation methods can be founci7] BIP. http://www-verimag.imag.fr/BIP,196.htmI?

in []. [8] M. R. V. Chaudron, E. M. Eskenazi, A. V. Fioukov, and
VI. CONCLUSION D. K. Hammer. A framework for formal component-
We present new incremental techniques for computing in- based software architecting. IRroceedings of Spec-
teraction invariants of composite systems defined in the BIP ification and Verification of Component-Based Systems
framework. In addition, we propose sufficient conditionatth Workshop pages 73-80, 2001.
guarantee invariant preservation when new interactioes af9] A. Cimatti, E. Clarke, F. Giunchiglia, and M. Roveri.
added to the system. Our techniques have been implemented NUSMV: a new symbolic model checkemternational
in the D-Finder toolset and have been applied to complex case Journal on Software Tools for Technology Transfer
studies that are beyond the scope of existing tools. 2:410-425, 2000.
As we have seen in Sectidd V, our new techniques abtl] E. M. Clarke, O. Grumberg, and D. A. Peledodel
the ones inl[3[16] are complementary. As a future work, we  checking The MIT Press, 1999.
plan to set up a series of new experiments to give a deepbt] B. Dutertre and L. de Moura. A fast linear-arithmetic
comparison between these techniques. This should help the solver for DPLL(T). In Proceedings of the 18th
user to select the technique to be used depending on the case Computer-Aided Verification conferena@lume 4144 of

study. Other future works include to extend our contributio ~ LNCS pages 81-94. Springer-Verlag, 2006. _
to liveness properties and abstraction. [12] D. Heimbold and D. Luckham. Debugglng Ada tasklng

programs.IEEE Softw. 2(2):47-57, 1985.
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