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Abstract. Several extensions of Datalog perform probabilistic inference
by allowing users to annotate input facts and rules with probabilities.
While extremely useful in many domains (e.g., quantitative program
analysis), existing systems typically do not support incremental infer-
ence, meaning that even small changes trigger costly recomputation from
scratch. This paper presents PIN[ﬂ the first incremental solving frame-
work for probabilistic Datalog. Given a previously solved program and
a set of changes, PINQ updates query probabilities by reusing the old
derivation graphs and compiled decision diagrams. The key idea is to
translate structural changes into parametric updates whenever sound
to avoid redundant recomputation. Our framework combines an incre-
mental derivation graph construction algorithm with an adaptive BDD
construction technique that safely reuses existing BDDs via weight cal-
ibration whenever possible. Experimentally, PINQ achieves an average
speedup of 17x over recomputation from scratch on a representative set
of program analysis benchmarks.

1 Introduction

Datalog is widely used as a foundation for program analysis due to its declar-
ative, solver-backed mechanism for expressing fixed-point computations. Over
the past two decades, Datalog encodings have powered analyses ranging from
alias [2T926] and taint analysis [370/40] to data-race detection [20122/39], se-
curity policy enforcement [16], and side-channel vulnerability detection [36/35].
Recently, this foundation has been extended with probabilistic variants of Dat-
alog, which associate probabilities with rules [7U8I34/T7] to enable quantitative
program analyses that go beyond binary alarms [2036//35].

In practice, however, the programs subject to analysis are rarely static: they
evolve through frequent, small edits as developers fix bugs or add features. In this
context, re-running a Datalog analysis from scratch after each change is wasteful
because most intermediate results remain valid across versions. This observation
has motivated a substantial body of work on incremental Datalog, which reuses
prior fixed-point results to obtain significant empirical speedups [32I30/3TI4T].

3 Stands for Probabilistic INcremental Querying
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However, existing incremental techniques target traditional (deterministic)
Datalog as opposed to its probabilistic variants. The latter setting poses signif-
icant challenges for incremental solving because a query result’s probability is
induced by the full space of derivations, rather than just the derived facts. Thus,
in the probabilistic setting, even a small edit can change the shared derivation
structure in ways that propagate widely, making it challenging to update prob-
abilities without full recomputation.

This paper aims to address this gap by presenting the first end-to-end incre-
mental probabilistic Datalog engine. From a technical standpoint, this involves
two core contributions. First, we present an incremental algorithm for maintain-
ing a complete derivation graph under edits. The key idea is to maintain a delta
derivation graph that records which derivations are introduced or invalidated
by an edit and propagates these updates through derivation dependencies. Be-
cause each individual derivation impacts the computed probabilities, incremental
maintenance must preserve exact provenance in the probabilistic setting. Accord-
ingly, our method tracks not only which derived atoms remain valid, but also
incrementally maintains the full set of derivations supporting each fact.

The second technical contribution of this paper is an incremental probability
computation method that avoids recompiling the Boolean representation used
for inference after each edit. Traditionally, query probabilities are computed by
compiling the space of derivation alternatives into a decision diagram (e.g., a
BDD or SDD) and then evaluating it via weighted model counting under a
weight map. Thus, a naive way to perform incremental inference is to regenerate
the compiled knowledge representation of each fact whose derivation is affected.
However, since BDD construction is often a key bottleneck, reconstructing the
BDD for each affected artifact can be prohibitive. Our key insight is to reuse as
much of the previous compilation as possible by separating structural from para-
metric changes. In particular, the effect of many edits can be captured by recal-
ibrating some of the weights while reusing the prior decision-diagram structure.
Our method identifies when such reuse is sound and computes the corresponding
weight updates needed to make it correct.

We implemented the proposed method in a tool called PINQ and evaluated it
on 285 probabilistic Datalog benchmarks derived from side-channel vulnerability
detection [34]. Across all benchmarks and update regimes, PINQ reduces end-to-
end update latency by over an order of magnitude, achieving an average speedup
of 17x and up to 55x relative to full recomputation.

To summarize, this paper makes the following key contributions:

— We present an algorithm for maintaining a complete derivation graph for prob-
abilistic Datalog under edits, with soundness and completeness guarantees
relative to the updated program.

— We present an incremental probability computation method that reuses com-
piled Boolean knowledge representations as much as possible by re-calibrating
the weights used for weighted model counting.
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— We show that our method achieves over an order-of-magnitude reduction in
end-to-end latency (average 17x) in side channel detection tasks spanning 19
unique programs and 15 different update regimes to these base programs.

2 Background on Probabilistic Datalog

This section introduces probabilistic Datalog programs and their semantics.

Definition 1 (Probabilistic Datalog). A probabilistic Datalog program is a
pair (R, Q) where R is a finite set of probabilistic rules and Q is a finite set of
(ground) query atoms. Fach rule v € R has the form

p i H(x) = ©1B1(y1),.-, OnBn(yn),

where @; € {-,-} indicates whether the ith body atom appears positively or
negated, and p € (0,1] is the probability annotation of r. A rule with an empty
body is a probabilistic input fact.

We assume that probabilistic input facts and rule applications are mutually
independent, with marginals given by their annotations. As standard [21I], we
also assume that program P is stratified, meaning that there exists a mapping o
from predicate symbols to strata such that for every rule H :— ®1 B, ..., ®n By,
we have o(H) > o(B;) for all i, and o(H) > o(B;) whenever ®; = —.

Semantics. Datalog solvers generate a finite set of ground rule instances by
grounding rules R over the Herbrand universe [I8]. Each ground instance e
corresponds to an independent Boolean random event indicating whether that
instance “fires”. Let X denote the set of these event variables, with one variable
X, per ground instance e, and let W : X — (0,1] map X, to the probability
annotation of the underlying rule. A world is an assignment w : X — {0,1}
selecting which ground rule instances occur. Given w, let Ifp(w) denote the least
Herbrand model of the deterministic Datalog program induced by w. A query
q succeeds in w, denoted w = ¢, iff ¢ € Ifp(w). Under the assumption that the
event variables are mutually independent, w has probability:

Pr[w] = H W(Xe) ' H (1 - W(Xe))

XceX:w(Xe)=1 Xc€X:w(Xe)=0

Then, the success probability of query atom g is given by Pr[q] = Zw|:q Pr{w].

Solving view. Figure [I]illustrates how ProbLog-style systems [7] compute Pr[g]:
they first construct a derivation graph representing the space of grounded rule
applications, then compile derivability into a Boolean representation (e.g., BDD),
and finally evaluate a weighted count using that representation. We next intro-

duce the artifacts produced by this process.

Definition 2 (Derivation graph). A derivation graph is a directed, edge-
labeled hypergraph G = (N, E, L, W) where:
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Fig. 1. Overview of probabilistic Datalog solving via derivation graph construction,
forward compilation, and weighted model counting.

— N is a finite set of nodes, each corresponding to a ground atom.

E is a finite set of hyperedges. Each e € E has the form (BT,B~) — H,
where BT and B~ are finite sets of ground atoms (positive and negative body
atoms respectively) and H is a ground atom (the head).

L: E — X assigns each hyperedge e € E the Boolean event variable X,.

— W: X — (0,1] assigns each X. a probability.

In other words, the derivation graph represents the space of all possible
derivations for each ground atom. For a node n € N, each incoming hyper-
edge (BT, B™) — n corresponds to one grounded rule instance that can derive
n, where Bt (resp. B™) is the set of ground atoms that appear positively (resp.
negated) in the body of that instance. In the remainder of this paper we as-
sume and maintain a positive-support derivation graph: E contains exactly those
grounded instances whose positive premises hold, i.e., we include (BT, B~) — n
whenever all atoms in B hold, independent of whether the atoms in B~ hold.
This choice makes the derivation graph monotone in the positive dependency
structure and simplifies incremental maintenance.

Forward compilation. Given a derivation graph G, forward compilation translates
each node n € N to an objective formula ¢(n) over the event variables X such
that, for every world w : X — {0,1}, ¢(n) evaluates to true under w iff n €
Ifp(w). Intuitively, each incoming hyperedge e = ((B™, B~) — n) represents one
grounded rule instance that may derive n. In a world w, this instance can justify
n exactly when its event variable is active (w(X.) = 1), all positive premises hold,
and all negated premises fail. Accordingly, the edge e contributes the disjunct

XA N\ dla)n N\ o)

a€eBt beB—

and ¢(n) is the disjunction over all such incoming hyperedges. When G contains
cycles, forward compilation produces a well-defined formula by eliminating cyclic
dependencies so that ¢(n) depends only on the independent events in X [§].
Given the objective formula ¢(n,) for a query atom g, we compute Pr[g] as the
weighted model count of ¢(n,) under the weights induced by W.

Definition 3 (Weighted model counting). Given a weight mapping W :
X — (0,1] and a Boolean formula ¢ over X, the weighted model count of ¢ is

wmce,w) =3 ( IT we)( II a-wee).

wkEp XceX:w(Xe)=1 Xc€X:w(Xe)=0
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Algorithm 1: Top-level Incremental Solving Procedure

Input: Base program P with Solve(P) = (¥, IT), change set A

Output: Updated query probability mapping ¥’ and updated provenance I’
1 begin
2 (Hger, Mpaq) < 11

3 Ager < INCDERIV(Iger, A, P) // Section
4 (Abad, W', Agact) < INCBDDGEN(Ider, Ader, IIbad) ; // Section
5 Agp < INCWMC(Afact, Hbdd, Abdd7 W/)

6 return (¥ W Ay, (Iger W Ader, Modd & Abaa))

Thus, for a query atom ¢ € Q with corresponding node ng, € N, we can compute
Prlg] as WMC(¢(ng), W).

BDD representation. ProbLog-style systems [7] evaluate WMC(¢(n,y), W) via
knowledge compilation, and this paper uses binary decision diagrams (BDDs) [3]
for this purpose. Let D(n) denote a BDD representing ¢(n). A bottom-up eval-
uation computes WMC(¢(n), W) in time linear in |D(n)| using the recurrence:

(v) =€ if v is terminal ¢ € {0,1}
" - W(X) -val(hi(v)) + (1 — W(X)) -val(lo(v)) if v tests variable X

where hi(v) and lo(v) are the high and low children of v, respectively.

Solving output. In addition to the computed probabilities for each query fact,
we assume that the solver also returns the derivation graph and the resulting
BDD representation. We formalize this as provenance:

Definition 4 (Provenance). Given program P = (R, Q), the provenance re-
turned by solving P is a pair II = (Ilyer, IToaa) where:

— Iyer is the complete derivation graph G = (N, E, L, W) induced by P (Def@),
with event variables X = L(E).

— Ilyaq is a map that associates each ground fact q with a BDD B(q) over X,
representing the compiled objective formula ¢(q).

Definition 5 (Solve). Given program P = (R,Q), Solve(P) yields a pair
(@, ), where ¥ : Q — [0,1] maps each query atom q to its probability Pr[q]
and II is the provenance (Def.

3 Top-Level Incremental Inference Algorithm

The solving pipeline discussed in the previous section constructs the derivation
graph and the BDD representation of each node from scratch. The key goal of this
paper is to make solving incremental with respect to the previous inference result
and a set of changes to the input Datalog program. To this end, we represent an
updated program as a change set A applied to a base program.
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Definition 6 (Change Set). A change set A is a pair (AT, A™) containing
rules to be inserted and deleted respectively. Applying A to a probabilistic Datalog
program P = (R, Q) yields the updated program:

PP=PpA:=(R\A)UuAT, Q).

We represent rule modifications as the deletion of the old rule followed by
the insertion of a new one. We also assume that no rule appears in both AT and
A~ and that the rules in A are input facts (i.e., rules with empty bodies).

Our incremental solving procedure is summarized in Algorithm [1f and con-
sists of three key phases. First, INCDERIV (line 3) computes a delta derivation
graph Ager that records exactly the grounded rule applications whose status
changes in P @ A relative to P (Section . Second, given Ager, INCBDDGEN
(line 4) incrementally updates the BDD representation used for weighted model
counting (Section. The key idea is to reuse existing BDDs as much as possible
by rebuilding only a selected recompilation region R and capturing the impact
of the rebuilt portion via weight calibration, yielding an updated weight map
W' and a map Apgg of rebuilt BDDs. Finally, INCWMC (line 5) uses these arti-
facts to update query probabilities by performing weighted model counting only
for impacted atoms in Ag,e. Concretely, let G’ = (ITyey @ Ager) denote the up-
dated derivation graph produced by applying the change set. Then, INCWMC
computes Ay by evaluating each affected atom v as follows:

Prfu] WMC(Apad(v), Wer) if v € R (ie., v € dom(Apaa)),
rfv] =
WMC (ITpga(v), W')  if v € At \ R.

That is, atoms whose BDDs were rebuilt are evaluated using their updated
BDDs under the full-recompilation weight map for G’, whereas atoms outside
the recompilation region (R) reuse their old BDDs under the calibrated map W”’.

Theorem 1 (Correctness). For any probabilistic Datalog program P and any
change set A, let Solve(P) = (U, II). Then the incremental solver PING is se-
mantically equivalent to batch recomputation:

PING(P,W,II,A) = Solve(P & A).

4 Incremental Derivation Graph Generation

This section describes the INCDERIV procedure for incrementally constructing
the updated derivation graph. This algorithm proceeds in two phases. The first
phase propagates edits locally to capture their immediate consequences, i.e.,
which ground rule instances become newly enabled or disabled. The second phase
then accounts for the non-local effect of deletions. In a cyclic derivation graph,
local propagation can leave derivations in place even after their last external
justification has been removed. Thus, the second phase of INCDERIV performs
“cycle repair” to eliminate such globally unsupported (spurious) derivations.



Incremental Inference for Probabilistic Datalog 7

INCDERIV(ITyer, A, P) T2 (A, P, II4)
1. Seed Jo 2 Ifprepurx (1), JS 20
2. Inference (Jp,Jp) 2 IfP{DEmv-*,FACT-*}(F? J2, J%)
3. Repair Jr 2 Jp U{(H,—) | H € CyoLeREPAIR(ITger, Jr, Jp)}
(JF7 JD) £ pr{DERIv-*,FAC/T\-*} (F; jF? JD)
repeat lines 2—3 until Jp = Jp
4. Extract AN 2 {(H,4) | (H,+) € Jr} AE2{(B—H,+)|(B—H,p,+) € Jp}
(AL, AW) £ ExTRACTLW (ITger, Jp)
return Age 2 (AN, AE, AL, AW)

Fig. 2. INCDERIV overview. Ifpy saturates inference rules R (see Sec.[4.1)); cycle repair is
discussed in Sec. EXTRACTLW assigns fresh label X, with weight p to each inserted
edge (e,p,+) € Jp, and removes the label /weight of deleted edge (e,p,—) € Jp.

The INCDERIV procedure is summarized in Figure[2]and maintains two work-
ing sets of updates: Jp collects atom insertions and deletions (e.g., (H,+) or
(H,—-)), and Jp collects derivation-edge insertions and deletions (e.g., (B —
H,p,+) or (B— H,p,—)). Starting from the base edits in A, INCDERIV first
seeds Jp (Step 1) and then saturates a set of inference rules (explained later) to
compute a least fixed point over (Jg, Jp) (Step 2). This local saturation captures
the immediate impact of the edit on enabled ground rule instances. In particular,
it derives edge updates in Jp when a ground body becomes newly satisfied or
falsified, and propagates these edge updates back to atom updates in Jp.

The second phase of INCDERIV addresses a key subtlety in cyclic derivation
graphs. After Step 2, the fixed point for (Jr, Jp) may be too large despite being
stable. In particular, within an SCC, atoms can remain mutually supported even
after every derivation entering the SCC from outside has been removed, resulting
in stale edges in Jp. To address this issue, Step 3 invokes CYCLEREPAIR to infer
additional atoms that should be deleted. These newly inferred deletions are
then added to Jg and the inference rules are re-saturated. As shown in Step 3
of Figure |2L INCDERIV alternates cycle repair and saturation until Jr stabilizes.
Finally, Step 4 extracts Agey = (AN, AE, AL, AW) from the final sets.

Theorem 2 (Correctness of INCDERIV). Let P = (R, Q) be a program and
let A be an edit set of base facts. Let Ilge, be the old derivation graph for P, and
let I}, be the new derivation graph obtained by batch reconstruction for P & A.
Let Ager = INCDERIV(Iger, A, P). Then, we have ITyey © Ader = 1., .

4.1 Inference Rules for Updating Derivation Graph

Figure [3] defines the inference system used in Steps 1-2 of the INCDERIV proce-
dure. The system derives two kinds of updates:

— Fact updates of the form I' = (H, £), asserting that atom H must be inserted
into (+) or deleted from (—) the node set; and
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insert p 1) € A deletep:: [) € A
GusertpuD) €A | i apy  eltersDEA e

rE 0+ TE-)

P=(R,Q) IHyy=(N,E,L,W) p:H:—Oby,...,0b, € Gnd(R)
Bt2{b|o#-} B 2{bh|o=-} B=(B"B")
STE{b|TEGBA)Y  ST2{b| (b))}

Bt C((NUS*)\S7) (B—H)¢E

DERIV-ADD
I'=(B— H,p,+)

P=(R,Q) M= (N,ELW) p:zH:—Obi,...,0bn €Gnd(R)
Bt &{bi|o#-} B E£{bhlo=-} B=(B"B")
“2{p|I'=(k,-)} BtNS #0 (B—H)EE

DEeriv-DEL
r ): (B — H1p7_)

My = (N,E,L,W) H¢N  3B,p.T'=(B— H,p,+)

FacT-ADD
I'E=(H,+)

My = (N,E,LLW) HEN Sy2{ele=(B—H)EE}
Ve € Su. I' = (e, L(e),—)  —3B,p. I' = (B — H,p,+)

IE (H,-)

FacT-DEL

Fig. 3. Inference rules for derivation graph updates, where I" £ (A, P, Il4,) and
Gnd(R) ranges over all ground instances of rules in R.

— FEdge updates of the form I' = (B — H, p, +), asserting that the edge B— H
must be inserted (+) or deleted (—) in the updated derivation graph.

The inference system propagates edits back and forth between facts and deriva-
tion edges until saturation. We now unpack the individual rules in Figure

Initial fact updates. Rules INPUT-ADD/DELETE lift edits in A to seed the
fact-update set. These are the only rules that inspect A; all remaining ones
propagate their effect.

Edge updates. Rule DERIV-ADD adds a ground edge B — H only if it is absent
from F and its positive body becomes satisfied after applying the derived fact
updates. Concretely, the side condition BT C (NUST)\ S~ checks the net effect
of simultaneous inserts/deletes on the body. It is worth noting that this rule does
not test B~ because Iy, is maintained as a positive-support derivation graph:
an edge is present whenever its positive prerequisites hold, independent of the
negated literals. Negative literals are enforced later, when the edge is translated
into the Boolean constraint for H. Dually, DERIV-DEL removes an existing edge
as soon as it loses positive support, i.e., when (B— H) € E and BT NS~ # (.
Here, B~ is again irrelevant for edge maintenance because changes to negated
literals do not affect whether the edge is present in Ilge,.

Fact updates. Rule FACT-ADD derives an insertion of a head atom H when
some derivation edge for H is inserted and H was not already present in the
old node set N. Dually, FACT-DEL derives a deletion of a head atom H when
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CYCLEREPAIR(Hder’ JF7 JD) : Dcycle Iger = (Nu E> L? W)

N'&(N\{H|(H,—)€ Jp}) U {H|(H,+) € Jr}.

E' 2 (E\N{(B—H)|3(B—H,p,—)€Jp}) U {(B—H)|I(B—H,p,+) € Jp}
derivec 2 Ifp(dc), where

Sc(D)2{HEC|IB—-H)EE. (BCN) A (BNC=0)}
U{HeC|3(B+H)€FE.(BCN') A (BNCCD)}.

DelCycle(C) 2 {H € C|I(B—H) € E' A H ¢ derivec }.
Deyere 2 | J{ DelCycle(C) | C € SCC(N', E')}.

Fig. 4. Cycle repair phase.

every old supporting edge for H is deleted and no new supporting edge for H is
inserted. In other words, H disappears exactly when it loses all derivations.

4.2 Cycle Repair

The inference rules of Section [{.1] are sufficient on acyclic derivation graphs,
but they can under-delete in the presence of cycles. In particular, because ITge,
represents support edge-by-edge, an SCC can remain internally self-supporting
after its last incoming justification is removed. As a result, local propagation
may reach a fixed point that is stable but too large, as the next example shows.

Example 1. Consider the rules A :— I, A :— B, I, B :— A, I,. Assume
1,1, I5 hold in the old graph, so A is derived from I and B from A, enabling the
cyclic edges {B,I1} — A and {A, I,} — B. Now, if we delete I, neither A nor B
should remain derivable, since the only remaining support is circular. However,
local saturation deletes only {I}— A but does not remove the two cyclic edges.

The CYCLEREPAIR procedure (Figure eliminates such spurious self-support
by first constructing the new derivation graph (N’, E’) (first two lines) and then
checking whether atoms in an SCC C still have non-circular support. To do so, it
computes the least fixed point derivec = Ifp(®P¢), where @ adds H € C when-
ever there is a surviving edge (B — H) € E’ whose positive prerequisites hold in
N’ and whose prerequisites inside C' are already established. Finally, any atom
H € C with an incoming edge in E’ but H ¢ derivec is marked for deletion.

5 Incremental BDD Generation

This section describes the incremental forward compilation procedure (Algo-
rithm [2)) for constructing the updated BDD for each query atom. The key idea
is to reuse existing BDDs whenever possible, subject to weight updates. At a
high level, the algorithm consists of four conceptual steps:
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Algorithm 2: INCBDDGEN: Incremental BDD construction
Input: Old provenance Ilge; delta derivations Ager; old BDDs IT,4q
Output: Delta Apgg, updated weight map W', affected atoms Afact

1 begin

2 I} gy < Ipad; Apdd < 0; W'« Weights(IHger ® Ader)

3 // Step 1: compute dependency closure to identify affected atoms
4 Afact < DepAnalysis(Iger, Ader)

5 // Step 2: identify regions where BDD structure must change
6 (R, Anchor) <~ SELECTREGION (ITger, Ader, Atact)

7 // Step 3: rebuild BDDs inside R

8 foreach u € R do

9 IT{ 44 (u) < RebuildNodeBDD (u, ITger ® Ader, iyg)

10 Abdd <= Apaa U {(u = ITigg(u))}
11 // Step 4: weight calibration to allow reuse outside R
12 foreach v € dom(Anchor) do

13 | W'« CaLBRATEWEIGHT (v, Anchor(v), Mpad(v), Myee(v), W')
14 | return (Abdd, W', Apact)

Step 1: dependency closure. The algorithm first identifies impacted atoms
Aface (via DepAnalysis) by taking the forward reachability closure in the deriva-
tion graph, seeded by atoms incident to Age,. Atoms outside Ay, are not affected
by any edits, so their compiled BDDs (and probabilities) can be reused.

Step 2: region identification. The next step (SELECTREGION) refines the
affected set Agye into a recompilation region R C Ag,;. This comprises atoms
whose objective formulas must be rebuilt because Age; changes their Boolean
structure. For atoms outside of the recompilation region, the solver can reuse
their existing BDD subject to weight updates. To support reuse, SELECTREGION
also returns an anchor map Anchor for affected atoms outside R: for each such
v, Anchor(v) is a variable already present in v’s reused BDD whose weight is
updated to summarize the contribution of derivations that pass through R.

Step 3: local rebuilding. Next, for each atom in R, the algorithm rebuilds its
BDD using the updated derivation graph Ilqe @ Ager- The resulting changes are
recorded in Apqq; all other atoms retain their previous BDDs.

Step 4: weight calibration. Finally, the algorithm performs weight calibration
so that reused BDDs outside R evaluate to the same probabilities they would
under full recompilation. Intuitively, calibration retunes the weights of a small
number of existing variables selected in Step 2, so they summarize the contribu-
tion of derivations that pass through R.

In the remainder of this section, we describe the two key ingredients behind
INCBDDGEN, namely SELECTREGION and CALIBRATEWEIGHT.
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5.1 Region Identification

Region identification decides where the update forces a structural
change in the compilation, i.e., which atoms must be rebuilt rather
than handled by weight updates alone. The following example
gives intuition for when such structural changes are unavoidable:

Ezample 2. Consider Figure 5} where the two red edges represent  Fig. 5. G
new derivation edges introduced by change set A. Each derivation edge is labeled
by a Boolean variable X; for example, X5 denotes the edge variable associated
with the hyperedge (O3 A O4) — O5. We consider two variants of A to illustrate
when the BDD of O5 can be reused and when it must be rebuilt.

Case 1: Single affected derivation. Suppose A introduces a new derivation
for Oy but not for O3 (i.e., ignore the edge from A to Oz in Figure [5)). In this
case, only Os requires BDD reconstruction, with Oy, O5 reusing their old BDDs
subject to weight changes. To see why, consider the old objective formula for Os:

$01d(05) = X5 A ¢doid(O3) AN X4 A hoia(O2),

and its corresponding probability Pr(¢o|d(05)) which factorizes as Pr(Xs) -
Pr(¢o|d(03)) - Pr(Xy) ~Pr(gz5o|d(02)). Since all input facts and edge variables
are assumed mutually independent, any two formulas that mention disjoint sets
of these primitives are also independent. Thus, we have ¢oq(O3) L ¢o1d(O2),
which justifies the product decomposition above.

After applying A, the objective formula of O becomes ¢pew (02) = ¢doid(O2) V
(X2a A A), and the updated formula for Os is

¢new(05) = X5 A ¢O|d(03) A X4/\¢new(02)-

Importantly, the independence relation ¢oid(O3) 1L @new(O2) still holds, so
the effect of A can be fully encapsulated in the updated probability of Oy. Thus,
IT44(O5) can be re-used after calibrating the weight for edge Xs.

Case 2: Correlated derivations. Now assume that A introduces new deriva-
tions for both Oy and Oz, as shown by the red edges in Figure pl In this case,
Hnew(03) = ¢0id(03) V (X34 A A), and the new objective formula of Os is:

(bnew(OB) = X5 A (bnew(OS) A X4/\¢new(02)-

In contrast to case 1, @new(O2) and @new(O3) now share the common de-
pendency A, meaning they are no longer statistically independent and the cor-
relation must be explicitly represented in the Boolean structure. Thus, Oy is
included in the recompilation region R, and its BDD must be rebuilt.

As this example illustrates, the soundness of a recompilation region depends
on how derivations interact, where soundness is defined as follows:
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Definition 7 (Region soundness). Let G’ = (Ilger @ Ager) be the updated
derivation graph, with Ilpqq mapping atoms to their old BDDs and W the old
weight map. A recompilation region R C Age is sound if there exists a weight
map W' such that:

(S1) W’ differs from W only on variables labeling edges in Ager and on variables
that already occur in some reused BDD ITyqq(u) for u ¢ R; and

(S2) For every atom u ¢ R, reusing ITyqq(u) and evaluating it under W' yields
the correct probability under G':

Yu ¢ R. WMC(Hbdd(u), W’) = Prlu holds under G'].

Definition m defines soundness with respect to a semantic condition (S2), but
directly checking this condition would require computing Pr[u holds under G'],
which would entirely defeat the point of incremental computation. Thus, we
require an alternative graph-theoretic criterion that can be checked locally. To
this end, we introduce a representation that summarizes atom-to-atom influence:

Definition 8 (Flattened derivation graph). Let G’ £ (ITge, @ Ager) be the
updated derivation graph. The flattened derivation graph F(G’) is the graph
whose nodes are atoms and that contains an arc u — h iff there exists an edge
e € G' with Head(e) = h and u € Body(e). For atom u, its dependency set
Dep(u) is the set of atoms v such that there exists a directed path from v to u in
F(G).

That is, flattening represents hyperedges as a set of edges, and the depen-
dencies of an atom u include all atoms that may transitively influence u. Next,
to capture where changes originate, we introduce the concept of source atoms.

Definition 9 (Source atoms). For a given Aqger, the source atoms S are:
S 2 {a|3e € Ager- a € Head(e) U Body(e) }.

That is, a source is any atom that appears in the diff Age,. Next, we intro-
duce summary nodes to capture when the effect of a change reaches an atom
through a single interface point. Intuitively, reuse at a target atom t becomes
difficult when influence from a source can arrive along multiple paths that en-
ter ¢ through different immediate predecessors. Summary nodes ensure that this
cannot happen by finding a single interface point.

Definition 10 (Summary node; anchor variable). Let G’ be the new deriva-
tion graph, s € S a source atom, and t an atom reachable from s in F(G'). A
summary node for (s,t) is an atom Summ(s,t) =t (if it exists) such that:

(C1) The arc t' — t is in F(G') and is the unique last hop on s—t paths: every
path from s to t in F(G') ends with t' — t. Moreover, for every v € Dep(t'),
every path from v to t in F(G') also ends with t' — t.
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(C2) There exists an old incoming edge e* = (B — t') € Ilger such that L(e*)
occurs in ITyaq(t) and

(Aw)n=( V  (Aw)=zL

ueB e’:(B/Ht’)eHder ueB’
e/ #e*

Any witness e* for (C2) is an anchor edge for (s,t), and L(e*) is referred to as
the corresponding anchor variable. If no such t’' exists, we write Summ(s,t) = L.

Intuitively, a summary node certifies that the impact of an update originating
at s can be absorbed at ¢ by reweighting a variable that already appears in
Iy44(t). Condition (C1) is the key structural requirement: it makes ¢’ the unique
last hop into t for all relevant influence from the source s, so the update reaches ¢
through a single interface rather than through multiple immediate predecessors
(ruling out the correlation failure mode of Example [2). Condition (C2) then
supplies a concrete parameter to reweight: it requires an old incoming edge e*
for ¢’ whose label already occurs in ITpgq(t) and is non-redundant, so changing
its weight can actually change the contribution of the ' — ¢ branch without
rebuilding the Boolean structure of Ilpgq(t). We next use summary nodes to
determine whether the BDD for an existing atom is reusable:

Definition 11 (Reusability). Given a source s € S, we say that an atom v is
reusable w.r.t. s, written Reuse,(v), if either s ¢ Dep(v), or both of the following
conditions are satisfied:

(R1) FEwvery incoming edge to v in the updated derivation graph G' exists in Ige,;
(R2) For every incoming edge (B — v) in F(G') and every b € B, either s ¢
Dep(b) or b = Summ(s,v).

An atom v is reusable, denoted Reuse(v), if either v & Agq or Reuseg(v) holds
for every source s € S.

As the following theorem states, we can now define the recompilation region
to comnsist of all atoms that are reusable according to the above definition.

Theorem 3. Given new derivation graph G’ and affected atoms Agset, let R be
{v € Apace | "Reuse(v)}. Then R is sound in the sense of Definition [

5.2 Weight Calibration

In the previous subsection, we identified the region R where BDD structure must
be rebuilt and, for each reusable atom ¢ ¢ R and source s € S that can influence
t, we extracted a summary node u = Summ(s,t) together with an anchor edge
e* = (B — u) € Iy whose label X £ L(e*) already occurs in the reused
BDDs. Rebuilding the region and performing weighted model yields the new
probabilities of v € R under the updated derivation graph G’ £ (Ilge; © Ager)-
However, outside R, we keep the old BDD structure, so these reused BDDs
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mention variables that were already present in the previous compilation (labels
of edges from Il4e, ), rather than any fresh labels introduced by Ager. Weight
calibration bridges this gap by adjusting the weights of a small set of such pre-
existing anchor variables, so the reused BDDs reflect the updated probabilities
without rebuilding their Boolean structure.

Concretely, consider a pair (s,t) and let u = Summ(s, t) be its summary node
with anchor variable X. Since u € R, we rebuild its BDD under G’, obtaining
IT} ,4(u). This rebuilt BDD fixes the probability of w after the update:

Pu é WMC(H[;dd(U), VVYGV/)7

where W is the weight map in G’. To make this update visible to atoms out-
side R without rebuilding their BDDs, we transfer the change in u’s probability
onto the anchor variable X, which already appears in the reused compilation.
Intuitively, X is the single weight parameter through which the contribution of
u is exposed to reused BDDs downstream of the u— ¢ interface.

Calibration sets a new weight W’ (X) so that the old BDD for u evaluates to
the target value p, under the updated weights. Concretely, we view the weight
of X as an unknown w € [0, 1] and keep all other variable weights fixed as in the
current map W’. Conditioning ITpgq(z) on the value of X yields two constants:

p;r 2 WMC(Hbdd (U) |X:true7 Wl)? p; £ WMC(Hbdd(U) |X:fa|sea W/)
Since X is fixed in the conditioned BDDs, these do not depend on w; hence:
WMC(Hbdd(u), W’[Xl—>w]) =w-pr+(1—-w)p,. (1)

Calibration chooses w so that Equation equals the target probability p,.
Thus, we can choose the new weight of X as follows:

Pu — Dy

W(X) = o
P — Pu

The non-subsumption requirement used when selecting e* ensures p}” # p7, so
the denominator is nonzero and the update is well-defined. Instantiating this
equation starting from W’ < W and updating one anchor variable at a time
yields a calibrated weight map W”’.

6 Implementation and Evaluation

We have implemented the proposed approach in a new tool called PINQ written
in C++. PINQ instruments and incrementalizes the semi-naive solving procedure
of Soufflé [25] and uses CUDD [27] as its underlying BDD library. In the re-
mainder of this section, we describe an experimental evaluation of PINQ that is
designed to answer the following research questions:

RQ1: What is the end-to-end benefit of incremental solving compared to recom-
putation from scratch? RQ2: Where does PINQ spend its running time, and how
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does the runtime breakdown change across update regimes? RQ3: What is the
relative contribution of each key algorithmic component of PINQ to end-to-end
performance?

All experiments are conducted on a machine equipped with an AMD Ryzen
7 7800X3D 8-core processor and 32 GB of RAM, running Ubuntu 22.04.5 LTS.

Base Datalog programs. To answer these research
questions, we evaluate PINQ on a suite of probabilis-
tic Datalog instances derived from a classic program-
analysis task: side-channel detection [34I3536]. We
choose this application domain because side-channel
risk assessment depends on estimating the likeli-
hood of information leakage rather than establishing a purely Boolean prop-
erty [4)24)33]. Furthermore, recent work has shown that probabilistic Datalog
provides a natural modeling framework for such analyses [34]. Thus, we conduct
our evaluation using the same program analysis formulation from [34] and an-
alyze implementations of well-known cryptographic primitives such as AES [6],
SHA3, and MAC-Keccak [123]. Overall, this yields 19 different base Datalog
programs that differ in their input facts and their probabilities. Table [[| summa-
rizes key statistics of this benchmark suite, with #nodes and #edges reporting
the number of nodes and hyperedges in the corresponding derivation graphs.

Table 1. Benchmark stats.

|#nodes #edges
Med 9k 6k
Avg| 43k 33k
Max| 200k 173k

Program updates. To model iterative development, we apply edit sets of size
A € {0.5%,1%,1.5%} to the input fact base, with absolute caps of 150, 300,
and 450 facts, respectively, for larger benchmarks. For each update, we vary
the mix of deletions and insertions within the edit set. Concretely, we choose
a deletion fraction a € [0,1], delete A of the current input facts, and insert
(1 — @)A new input facts. Thus, a« = 1 corresponds to deletion-only updates,
a = 0 corresponds to insertion-only updates, and intermediate values model
mixed edits. New facts are drawn from a precomputed pool of syntactically valid
candidate input facts. To construct this pool, we randomly synthesize additional
program statements whose data dependencies reference variables appearing in
the original source program, and, for each synthesized statement, we emit the
corresponding collection of input facts required by the analysis.

Ezxperimental setup. Each of our experimental benchmarks can be represented as
a triple (P, A, a), where P is the base probabilistic Datalog program, A specifies
the edit-set size, and « is the deletion fraction that determines the split between
deletions and insertions. We evaluate all (A, «) pairs from the Cartesian product
A € {0.5%,1%,1.5%} and « € {0,0.25,0.5,0.75,1}, yielding 15 update regimes
per base program. Using this methodology, we obtain a total of 285 benchmarks.

Baseline. We use our Soufflé-based implementation of ProbLog-style inference
as the full-recomputation baseline. We do not use ProbLog [7I8] itself because,
in our experiments, even the latest version completed fewer than 30% of the
benchmarks and timed out on most of the remaining instances, making the
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incremental-vs.-recomputation comparison unreliable. Our Soufflé-based imple-
mentation completes all benchmarks within the timeout and therefore provides
a practical full-recomputation baseline.

6.1 End-to-end Performance Improvement Evaluation

Table [2] summarizes the end-to-end speedups of PINQ Table 2. Results.

on all 285 benchmarks, where speedup is measured  Statistic Speedup
relative to full recomputation. We report the arith-  Arith. mean 17.1%
metic mean, geometric mean, maximum speedup, and ~ Geom. mean 14.8x
. . . Maximum 55.2%

the fraction of instances with speedup greater than 1.
% faster (> 1) 100%

Overall, PINQ achieves an arithmetic-mean speedup
of 17.1x and a maximum speedup of 55.2x. Moreover, every benchmark in-
stance achieves speedup greater than 1.

To provide a finer-grained view of these results, Figure [6] visualizes the vari-
ation in end-to-end speedup across different update regimes using a heat map.
Each cell aggregates results from all benchmark instances under a fixed (A4, «)
configuration, and reports the average end-to-end speedup across those bench-
marks. Each cell shows the speedup Tt /Tine for a given update magnitude A
(rows) and deletion fraction a (columns). Warmer (redder) colors indicate larger
speedups; cooler colors indicate smaller speedups.

We observe two dominant pat- ‘ ‘ ‘ ‘ a1

terns in Figure [0} First, as expected, < o IT88 1659 164 19SS Qg
speedups decrease monotonically as ':E

the update magnitude A grows. For £ 1902 148 151
example, for insertion-only updates é o .. . I ;
(o = 0), the average speedup drops = % [
from 31.24x at A = 0.5% to 25.18x 0 025 05 07 1 "
at A =1% and 22.58%x at A = 1.5%. Peletion fraction @

Second, pure insertions (o = 0) con- Fig. 6. End-to-end speedup heat maps.

sistently yield the largest speedups across all A, while mized updates tend to
yield increasingly smaller speed-ups as o grows. However, deletion-only updates
(o = 1) are often slightly faster than mixed edits, which arises from our imple-
mentation strategy, which propagates all deletions before processing insertions;
mixed updates therefore incur additional initialization costs for the data struc-
tures used to represent provenance.

6.2 Runtime Breakdown

Next, to address RQ2, we evaluate which Fall  pIng A
stages dominate end-to-end runtime in ~ Cemponent gy (ory  (5p)

practice, and how this profile changes un- Derivation 5.6 354 120.8
der incrementality. Recall that probabilis- ~ Compilation  93.6  62.0  -31.6
3 . ; WMC 0.7 26  +1.9

tic Datalog solving consists of three concep-

tual stages (for both incremental and non- Fig. 7. Runtime breakdown.

incremental versions): (i) derivation-graph construction, (ii) compilation to the
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underlying knowledge representation (in our case, BDD construction), and (iii)
weighted model counting (WMC). Figure [7] reports the fraction of end-to-end
time spent in each stage, averaged over all benchmarks, both for full recompu-
tation and for PINQ.

As is evident from Figure[7] full recomputation is dominated by compilation:
BDD construction accounts for 93.6% of total runtime on average, while deriva-
tion construction contributes 5.6% and WMC is negligible (0.7%). Under PINQ,
compilation remains the largest component, but its share drops to 62.0% because
updates reuse most compiled structure and only rebuild what is impacted by the
edit. The apparent increase in the share of derivation maintenance (to 35.4%) is
therefore primarily a denominator effect: once compilation becomes cheaper, the
fixed cost of updating the derivation graph constitutes a much larger fraction of
the remaining end-to-end time.

6.3 Ablation Studies

To answer RQ3, we evaluate abla- Table 3. Ablation results.
tions that disable individual com- Variant  Arith.  Geom. % Mas
ponents of PINQ and measure the mean  mean faster
resulting end-to-end performance. 7% 1g§§ 1‘;-2§ }88?2 ?i;i
Concretely, we compare the com- NoBbb 1.1x Lix  100%  1.1x

plete system PINQ (OURS) against
two variants. The first variant, NODER, disables incremental derivation main-
tenance (i.e., it rebuilds the complete derivation graph from scratch), and the
second variant, NOBDD, disables incremental BDD construction.

Table [3] reports the resulting end-to-end speedups relative to full recompu-
tation. As expected, disabling incremental BDD updates largely eliminates the
benefit of incrementality, with NOBDD achieving only marginal improvement
over full recomputation (average 1.1x), indicating that reuse in the compila-
tion stage is the primary driver of PINQ’s overall speedups. In contrast, NODER
still provides non-trivial gains but reduces the average speedup substantially
compared to PINQ, showing that incremental derivation maintenance is also im-
portant.

To gain further intuition Arith.  Goom

about incremental compilation,  Regime | "o mean | 7 faster  Max
we ablate this component more 4 —000 | 3.8x 2.2x 100%  12x
finely. We consider two incremen- @ =025 | 2.4x L.7x 100%  8.8x

o . a=050 | 1.8x 1.4x 100%  6.7x
tal compilation strategies. The 4—075 | 1.1x 1.1x 100%  1.1x
first, INCREGIONALBDD (our _@=100 | 1L0x 1.0x 88% 1.1x

default), only rebuilds BDDs in- _ Overall
side the identified recompila-
tion and then performs weight
calibration. The second, INC-
NAIVEBDD, rebuilds BDDs for all atoms in Age (i-e., the set produced by
dependency closure). To quantify the benefit of region-based updates, we report

2.0x 1.4x | 98%  12x

Fig. 8. Speedup of region-based BDD updates
over a naive incremental baseline.
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the speedup of INCREGIONALBDD over INCNAIVEBDD, computed as the run-
time of INCNAIVEBDD divided by the runtime of INCREGIONALBDD. Values
above 1 indicate that region-based updates are faster.

The results of this fine-grained ablation are reported in Figure Over-
all, INCREGIONALBDD is faster than INCNAIVEBDD in nearly all cases (98%
of instances), yielding an average speedup of 2.0x. The magnitude of the im-
provement depends strongly on the deletion fraction «a: region-based updates
are most effective for insertion-heavy edits and the advantage shrinks as up-
dates become more deletion-heavy. A small number of updates exhibit substan-
tially larger gains (up to 12x). These outliers arise when the naive baseline re-
builds enough structure to trigger expensive BDD variable reordering in CUDD,
whereas region-based updates rebuild less structure and are therefore less likely
to incur this overhead.

7 Related Work

Datalog underlies many program analysis techniques, with applications span-
ning data-race detection [20022]39], side-channel analysis [36J35], points-to analy-
sis [2IT9I26/37140], program differencing [29], and thread-modular analysis [TTI12].
Probabilistic variants such as ProbLog [78], Bingo [22], Praline [34], and Scal-
lop [I7] extend this foundation with quantitative semantics and enable analyses
that rank, prioritize warnings or estimate risk of a vulnerability. This paper stud-
ies how to incrementally compile such probabilistic analyses so that small edits
can be reflected in updated probabilities without rerunning the entire pipeline.

There is extensive work on incremental evaluation of deterministic Datalog,
including DRed [9], IncA [32], and later systems [S0J31I4T]. These methods aim
to maintain the fixed-point set of derived facts under insertions and deletions.
However, that interface is too weak for exact probabilistic inference because
probabilities depend on the full space of derivations, not just which facts are
ultimately true. Moreover, these prior techniques do not address how BDD rep-
resentations can be reused for weighted model counting.

The Drake [10] system targets evolving Datalog-style program analyses and
builds a provenance object that is differential across versions. At a high level,
Drake constructs a change-focused derivation graph that captures how an edit
affects the derivations of reported alarms, and then performs Bayesian inference
over this graph to prioritize alarms that are most likely to be introduced by the
change. In contrast to Drake which aims to explain what alarms are caused by a
change, this work aims to incrementally update query probabilities under edits.

Finally, prior work studies incremental (weighted) model counting for evolv-
ing Boolean constraints, often by compiling a base formula to a tractable circuit
(e.g., Decision-DNNF /CCDD) and updating counts as the formula is edited over
time [38II5I28IHIT3IT4]. This line of work takes the Boolean formula (e.g., CNF)
as the primary object and designs update mechanisms around small syntactic
deltas to that formula. Our setting differs in the source of change: edits occur
at the level of probabilistic Datalog rules and facts, which induce changes in the
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derivation graph and indirectly affect the compiled Boolean objective. The goal
here is therefore not incremental counting for a user-supplied evolving formula,
but incremental compilation that identifies where the compiled representation
must be re-built vs where it can be re-used via weight updates.

8 Conclusion

This paper presents PINQ, an end-to-end framework for incremental inference in
probabilistic Datalog that preserves exact semantics under both insertions and
deletions while avoiding full recomputation. PINQ incrementally updates only the
affected portions of the derivation graph and subsequently updates the compiled
BDD representation, favoring parametric (as opposed to structural) changes
whenever possible. We evaluate PINQ on probabilistic program-analysis work-
loads for detecting side-channel information leaks under diverse source-program
update regimes. Our results demonstrate that incremental solving can substan-
tially reduce end-to-end latency for program analysis applications.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.

Data-Availability Statement

The artifact supporting the experimental results of this paper is archived on
Zenodo at https://doi.org/10.5281/zenodo.19644611. It contains the im-
plementation, benchmark inputs, scripts, and instructions for reproducing the
main experimental results. Exact runtime measurements may vary depending on
the hardware and system environment.
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