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Tor: Enabling Anonymous 
Communication Over the Internet
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NOT SO



Primer Slides

5

• Quick review of terminologies/techniques in security
• Included for any CS student to follow easily without CS 361S knowledge



Why Tor?

• Practical: It’s a real network used by real users
• Popular: 7K relays, 200 Gbit/s of traffic, 2M+ daily users 
• Philosophical: Freedom of speech is fundamental in democracy
• Publication:Active research being done on Tor 

A great topic for undergraduate research! 
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Privacy and security matters to all of us!



Who are these 2,000,000+ users?

Besides shoppers of underground market,  Tor is used by
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• Normal people
• Journalists 
• Activists and whistleblowers
• Law enforcement officers
• Militaries

• Special support group
• etc



Roger Dingledine at DEFCON 27 (8. 2019) 8



So what is Tor?
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Outline

1. Intro
2. Network Primer
3. What is Tor
4. Security Primer
5. How Tor Works

6. Attacks and Censorship on Tor
7. Assignments
8. Teaching Philosophy
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Link

Network

Transport

Application

Physical802.3 PHY

Ethernet, WiFi

IP

TCP, UDP

FTP, HTTP, SMTP

Network Primer

bit-by-bit or symbol-by-symbol delivery 

data transfer between physically adjacent nodes

host to host data transfer across different networks

process to process data transfer 

application specific needs

Example Protocols Responsible for



What do you see in the IP header?
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This is a bad news if you want anonymity



• Free open-source packet analyzer
• https://www.wireshark.org/
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Network Primer

https://www.wireshark.org/


What about encryption?
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Encryption is NOT enough for anonymity:
Encryption just protects content
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Alice Bob

“Hi, Bob!”
“Hi, Bob!”

<gibberish>



• infer who is talking to whom at what time for how long
• infer physical locations
• use that to track behaviors and interests 

Even if the communication is encrypted
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Internet communication is NOT anonymous!

By observing packets, one can 



To provide anonymity and privacy, 
we need another layer in network stack
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For privacy
Need encryption
over each hop

For anonymity
Need clever routing
to skirt surveillance
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22

Tor is an overlay network designed to provide 
anonymous communication

Link

Network: IP

Transport: TCP

Application: HTTPS

Physical

Overlay: Tor
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In Tor’s overlay network,
each hop is a separate TCP connection

Link

Network: IP

Transport: TCP

Application: HTTPS

Physical

Overlay: Tor

Alice Bob

TCP connection
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Tor’s design choice on overlay network

Link

Network: IP

Transport: TCP

Application: HTTPS

Physical

Overlay: Tor

Link

Network: IP

Transport

Application

Physical

Overlay: Tor
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Tor is an overlay network designed to provide 
anonymous communication



Defining Anonymity
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An adversary
• knows Alice is online
• knows there are some communication activities to Bob
• Does NOT know it is Alice that is talking with Bob 

Alice
Bob

Network



What about VPN? 
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• Doesn’t VPN already provide anonymity?
• What is the difference between Tor and VPN?
• Pros and cons?

Group discussion questions

Answers will come as we learn more about Tor!



Tor aims to prevent adversaries from 
following packets from client to server 

client server



To do that, 
Tor bounces traffic around a network of relays

client server

Tor network

entry middle exit



A client starts by selecting 3 relays, 
one of each type

client server

Tor network

entry middle exit



client server

Tor network

entry middle exit

The client then *magically*
builds an encrypted circuit through them



client server

Tor network

entry middle exit

Not a single Tor node knows 
the client – server association 



client server

Tor network

entry middle exit

knows the source, 

not the destination



client server

Tor network

entry middle exit

knows neither the source, 

nor the destination



client server

Tor network

entry middle exit

knows the destination, 

not the source



client server

Tor network

entry middle exit

Anonymous communication takes place 
by forwarding traffic across consecutive tunnels



How exactly this encrypted circuit is built?
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1. Intro
2. Network Primer
3. What is TOR
4. Security Primer
5. How Tor Works

6. Attacks against TOR
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Widely used in web browsing, email, IM, and VoIP
• HTTPS is an implementation of  TLS on top of HTTP

Transport Level Security (TLS) is 
a crypto protocol with three security properties
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Security Primer

Connection is
encrypted

Entities can be 
authenticated

Messages can be 
validated



TLS uses symmetric encryption
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Security Primer

plaintextciphertext, c

KCom

encryption
algorithm

decryption 
algorithm

KCom

plaintext
message, m E(KCom, m)=c D(KCom,c)=m

How do Alice and Bob establish the shared key?



Public Key (aka asymmetric) Encryption

ex) RSA, Elliptic Curve, etc.

38

plaintextciphertext

PKBob

encryption
algorithm

decryption 
algorithm

SKBob

plaintext m

E(PKBob, m)=c D(SKBob,c)=m

Security Primer

PK public key
SK private key



Key Exchange: Diffie-Hellman’s Nifty Idea
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Common paint

+ +

Pick a secret color
= =

Public transport

+ +

= =
Add its own secret color

Mix together

Common secret

Security Primer



Key Exchange: Diffie-Hellman’s Nifty Idea
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Common paint

+ +

Pick a secret color
= =

+ +

= =
Add its own secret color

Mix together

Common secret

What Eve knows
• Common paint

• Mixtures transported

Assuming mixture separation is expensive 
Eve cannot figure out the common secret!

???
Public transport

Security Primer



Key Exchange: Diffie-Hellman’s Nifty Idea
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Common paint

+ +

Pick a secret color
= =

Public transport

+ +

= =
Add its own secret color

Mix together

Common secret

• p = a large prime
g = a number [1.. p]

• a, b = random num [1..p-1]

• A = ga mod p
B = gb mod p

• Alice computes Ba mod p

• Bob computes Ab mod p 

• gab mod p is the shared key!

p, g p, g

a b

A B

B A

a b

gab mod p gab mod p

Security Primer
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4. How Tor Works 
5. Attacks and Censorship on Tor
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How exactly this encrypted circuit is built?

client server

Tor network

entry middle exit



Goal: 
Tor node should know only its previous and next hop

client server

Tor network

entry middle exit



Alice Server

Tor network

Bob Charlie Dave



• How Alice – Bob establish shared session key K1

Tor Circuit Construction: 1st hop
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Alice(Client)

Create c1, E(PKB, gx)

Created c1, gb

shared key 
K1 = gxb

Bob(entry) Charlie(Mid)

pick x

pick b

Dave(Exit)



Alice Server

Tor network

Bob Charlie Dave



• How Alice – Charlie establish shared session key K2

Tor Circuit Construction: 2nd hop
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Alice(Client)

Relay c1, 
K1{Extend, Charlie, E(PKC,gy)}

Create c2, E(PKC, gy)

Created c2, gc
shared key 

K2 = gyc

Relay c1, 
K1{Extended, gc}

Bob(entry) Charlie(Mid)

pick y

pick c

Dave(Exit)



Tor network

Alice ServerBob Charlie Dave



• How Alice – Dave establish shared session key K3

Tor Circuit Construction: 3rd hop
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Alice(Client)

Relay c1, 
K1{K2{Extend, Dave, E(PKD, gz)}}

Created c3, gd

Relay c2,
K2{Extended, gd}

shared key 
K3 = gzd

Relay c1,
K1{ K2{Extended, gd}}

Bob(entry) Charlie(Mid)

pick z

pick d

Dave(Exit)

Relay c2, 
K2{Extend, Dave, E(PKD, gz)}

Create c3, E(PKD, gz)



Tor network

Alice ServerBob Charlie Dave



• Alice – Bob,  Alice – Charlie, Alice – Dave has shared session key K1, K2 and K3

Tor Packet Forwarding via 3 hop Circuit
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Alice WebsiteBob Charlie

Relay c1, 
K1{K2{K3{ begin cnn.com:80 }}}

Relay c2, 
K2{K3{ Connected }}

Relay c2,
K2{K3{ begin cnn..}}

TCP handshake
(raw unencrypted)

Relay c1,
K1{K2{K3{ Connnected }}}

Dave

Relay c3,
K3{ begin cnn.. }

Relay c3, 
K3{ Connected }



VPN vs Tor
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encrypted
unencrypted

client serverentry middle exit

unencrypted

Tor
encrypted



Outline

1. Intro
2. Network Primer
3. Security Primer
4. How Tor Works
5. Attacks and Censorship on Tor 

1. Attacks against Tor
2. Censorship on Tor
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NOT SO



Threat model: 
what can adversaries do?
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Alice
Bob

Watch Alice!

Control part of the network!

Watch (or be!) Bob!

Network



Tor is vulnerable to various types of attacks
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Traffic Correlation Attack

RAPTOR: Routing Attacks on Privacy in Tor (USENIX Sec’15)
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https://www.usenix.org/system/files/conference/usenixsecurity15/sec15-paper-sun.pdf


Traffic entering and leaving Tor is highly correlated
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transmission time transmission time

highly correlated

client-to-entry connection exit-to-server connection

Tor network



Such traffic correlation attacks require to see 
client-to-entry and server-to-exit traffic
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transmission time transmission time

highly correlated

client-to-entry connection exit-to-server connection

Tor network



There are two ways to see 
client-to-entry and server-to-exit traffic
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Own entry and exit
malicious relays

Own the links
malicious networks

Own the links 



Tor connections get routed according to BGP
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AS1

AS2

AS5

AS4

AS6

AS3

client

server

entry

exit
client-to-entry

connection

exit-to-server

connection



Who is able to perform traffic correlation?  
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AS1

AS2

AS5

AS4

AS6

AS3

client

server

entry

exit
client-to-entry

connection

exit-to-server

connection

AS5



However, because of policies, 
routing is often asymmetric in BGP

AS1

AS2

AS5

AS4

AS6

AS3

client-to-entry
client

server

entry

exit



AS1

AS2

AS5

AS4

AS6

AS3

entry-to-client

client-to-entry
client

server
entry

exit

However, because of policies, 
routing is often asymmetric



AS1

AS2

AS5

AS4

AS6

AS3

entry-to-client

client-to-entry
client

server
entry

exit

While AS4 does not see client-to-entry traffic,
it sees entry-to-client traffic



AS1

AS2

AS5

AS4

AS6

AS3

server-to-exit

exit-to-server
client

server

entry

exit

The same applies 
to server-to-exit traffic



Considering only one direction,
only AS5 is potentially compromising

AS1

AS2 AS4

AS6

AS3

AS5

client

server

entry

exit



AS1

AS2

AS6

AS5

AS4

AS3

client

server

entry

exit

Considering both direction,
AS3, AS4, and AS5 are potentially compromising 

Asymmetric nature of BGP routing increases
the numbers of AS-level adversaries



In terms of timing properties, 
TCP data and ack packets are highly correlated
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entry middle exit

Observing any direction of the traffic at both ends 
is enough to deanonymize Tor users

Authors were able to deanonymize ~95% of the pairs
with no false positives 



VPN vs Tor: 
Which one is easier to do traffic correlation on? 
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encrypted
unencrypted

client serverentry middle exit

unencrypted

Tor
encrypted
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1. Attacks against Tor
2. Censorship on Tor
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Censorship Arms Race 
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How does Alice know 
which relays are available to pick for her circuit?



Tor network

Tor Directory Servers!

1. A set of directory authorities maintain a consensus doc for available relays
2. The consensus info is copied over to many directory mirrors
3. Alice connects to one of directory mirrors and fetches the available relay list

client

directory mirror

directory authorities



7
7



Top Countries where Tor relays are located

• The US 
• Germany
• France 
• Russia 
• Netherlands 

• United Kingdom
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Tor network

Assume you are to censor Tor
How would you do so? 

client

directory mirror

directory authorities



How to block users from connecting to Tor

• Blocking connections to all the directory authorities 
• Blocking connections to all relays published by the directory authorities
• Filter packets based on Tor's network fingerprint 
• Prevent users from finding the Tor browser

(usually by blocking the website)
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Great Firewall of China

• Chinese national level firewall blocks all traffics to Tor
• How to solve this problem?
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Use bridge nodes!

• All Tor nodes are public EXCEPT bridge nodes
• NO complete public list of the bridges
• Makes it difficult to block all the bridges
• How to obtain bridge node info? 
• Tor browser knows some by default
• Send email to bridges@bridges.torproject.org to get some of them

using gmail, Riseup!, or Yahoo account
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mailto:bridges@bridges.torproject.org


China’s Active Probing Attacks against Bridges

• Follows a real Tor user connecting to a bridge node (by doing DPI)
• Tries to connect to the suspected node by initiating TLS handshake
• If success, then it has confirmed it’s a Tor node 
• Block all connections to that node!
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Snowflake enables a user in non-censored world
help a user in the censored world connect to Tor

84

Censored world



Having blizzards of highly ephemeral snowflakes 
makes it hard to track and block them all
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Censored world
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SOMETIMES



What did we learn today? 

• Tor enables anonymous communication over the Internet

• Tor uses 3 hop encrypted circuit to provide anonymity  

• Tor is vulnerable to various attacks and censorship attempts

• Tor is a constantly evolving network protocol to resists them
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Backup Slides
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Tor is an overlay network designed to provide 
anonymous communication

Link

Network: IP

Transport: TCP

Application: HTTPS

Physical

Overlay: Tor

Link

Network: IP

Transport

Application

Physical

Overlay: Tor



Tor’s defense against Censorship

• obfs4 adds another layer encryption between client and bridge that 
makes Tor traffic unrecognizable (looks like some random bytes)
• meek first connects to a real HTTPS web server (in the Amazon 

cloud or the Microsoft Azure cloud) and from there connects to the 
actual bridge

91


