
Putting it all together and the 
web

CS 356
Lecturer: Venkat Arun



What happens when we connect to the 
internet?

Note: most of this lecture will be a live demo. I have included a few details for your convenience. To review material, watch the lecture video

Logging into WiFi

Other machines making DNS requests. We have not yet 
received an IP address, so the NIC listens to all packets

My machine eventually gets an IP address of 
10.155.11.97, so this is not intended for me



I filter to only include messages to my 
ethernet address

EAP WiFi authentication messages. Note the larger 
message size

EAP WiFi authentication protocol says hello

No idea what TCP and DNS are doing before 
WiFi is done authenticating



After connection, DNS goes whirr….

Every program in my machine starts making DNS 
requests

A TCP connection is established. I did a reverse DNS 
lookup with “nslookup 31.13.70.50” to find out this was 
Whatsapp

I added a filter to only include packets with my IP address

DHCP gives me my IP address



Example of an HTTP packet

This shows all the bytes in the 
packet. On  the left, Wireshark 
has parsed it. Note how the bytes 
from the lowest layer appears 
first



What happens when we load a web page

Live demo in class

We will look at HTTP headers, responses etc.
We will also see how web servers are “stateless”



The structure of a web page

• Web pages have three main types of files:
• HTML – The first file that is loaded. Specifies the initial structure of the 

“Document Object Model (DOM)” that tells the browser the layout of the 
web page. The DOM may be modified by scripts loaded afterwards

• JavaScript – A programming language run by the browser. Can execute 
arbitrary code, modify the DOM, send/receive other HTTP(S) requests, 
request other objects, …

• CSS – Tells the browser how to style the page (very useful for developing 
web pages, not important from a networking pov)



Dependencies in a web page

Example of an HTML file (left) first loaded when you open a web page. It instructs the browser to load other 
objects (i.e. javascript and CSS files). They need to be loaded in the order shown on the right to avoid 
violating dependencies
Images taken from “Polaris: Faster Page Loads Using Fine-grained Dependency Tracking” by Netravali et al.



Modern web pages are complex

Dependency graph from weather.com (taken from the same paper). 
A web page has many objects. Some have even deeper dependency 
trees



Questions to ponder

• How would you design the WiFi authentication protocol? What 
considerations might you use?

• Why are DNS packets the first to show up when we connect to 
WiFi?

• Would you restrict what javascript can do in any way?
• What are the benefits of a stateless design for web servers? What 

does stateless even mean in this context? Clearly websites 
maintain state about us. Think about the consequences this has 
when a TCP connection breaks, or we move between different IP 
addresses 
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