
2QOLQH�,GHQWLILFDWLRQ�RI�2QOLQH�,GHQWLILFDWLRQ�RI�
+LHUDUFKLFDO�+HDY\�+LWWHUV+LHUDUFKLFDO�+HDY\�+LWWHUV

<LQ�=KDQJ<LQ�=KDQJ
\]KDQJ#UHVHDUFK�DWW�FRP\]KDQJ#UHVHDUFK�DWW�FRP

-RLQW�ZRUN�ZLWK-RLQW�ZRUN�ZLWK

6XPHHW6XPHHW 6LQJK6LQJK 6XEKDEUDWD�6XEKDEUDWD�6HQ6HQ
1LFN�'XIILHOG1LFN�'XIILHOG &DUVWHQ&DUVWHQ /XQG��/XQG��

,QWHUQHW�0HDVXUHPHQW�&RQIHUHQFH�����,QWHUQHW�0HDVXUHPHQW�&RQIHUHQFH�����



2

0RWLYDWLRQ0RWLYDWLRQ

� 7UDIILF�DQRPDOLHV�DUH�FRPPRQ
² ''R6 DWWDFNV��)ODVK�FURZGV��ZRUPV��IDLOXUHV

� 7UDIILF�DQRPDOLHV�DUH�FRPSOLFDWHG
² 0XOWL�GLPHQVLRQDO Æ PD\�LQYROYH�PXOWLSOH�KHDGHU�ILHOGV�

� (�J��VUF ,3���������$1' SRUW�������.D=D$��

� /RRNLQJ�DW�LQGLYLGXDO�ILHOGV�VHSDUDWHO\�LV�QRW�HQRXJK�

² +LHUDUFKLFDO Æ (YLGHQW�RQO\�DW�VSHFLILF�JUDQXODULWLHV
� (�J��������������������������������������������������

� /RRNLQJ�DW�IL[HG�DJJUHJDWLRQ�OHYHOV�LV�QRW�HQRXJK�

� :DQW�WR�LGHQWLI\�DQRPDORXV�WUDIILF�DJJUHJDWHV�
DXWRPDWLFDOO\��DFFXUDWHO\��LQ�QHDU�UHDO�WLPH
² 2IIOLQH�YHUVLRQ�FRQVLGHUHG�E\�(VWDQ HW�DO��>6,*&200��@
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&KDOOHQJHV&KDOOHQJHV

� ,PPHQVH�GDWD�YROXPH��HVS��GXULQJ�DWWDFNV�
² 3URKLELWLYH�WR�LQVSHFW�DOO�WUDIILF�LQ�GHWDLO

� 0XOWL�GLPHQVLRQDO��KLHUDUFKLFDO�WUDIILF�DQRPDOLHV
² 3URKLELWLYH�WR�PRQLWRU�DOO�SRVVLEOH�FRPELQDWLRQV�RI�
GLIIHUHQW�DJJUHJDWLRQ�OHYHOV�RQ�DOO�KHDGHU�ILHOGV

� 6DPSOLQJ��SDFNHW�OHYHO�RU�IORZ�OHYHO�
² 0D\�ZDVK�RXW�VRPH�GHWDLOV

� )DOVH�DODUPV
² 7RR�PDQ\�DODUPV� �LQIR�´VQRZµ�Æ VLPSO\�JHW�LJQRUHG

� 5RRW�FDXVH�DQDO\VLV
² :KDW�GR�DQRPDOLHV�UHDOO\�PHDQ"
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$SSURDFK$SSURDFK

� 3UHILOWHULQJ�H[WUDFWV�PXOWL�
GLPHQVLRQDO�KLHUDUFKLFDO�
WUDIILF�FOXVWHUV
² )DVW��VFDODEOH��DFFXUDWH
² $OORZV�G\QDPLF�GULOOGRZQ

� 5REXVW�KHDY\�KLWWHU�	�
FKDQJH�GHWHFWLRQ
² 'HDOV�ZLWK�VDPSOLQJ�HUURUV��
PLVVLQJ�YDOXHV

� &KDUDFWHUL]DWLRQ��RQJRLQJ�
² 5HGXFH�IDOVH�DODUPV�E\�
FRUUHODWLQJ�PXOWLSOH�PHWULFV

² &DQ�SLSH�WR�H[WHUQDO�V\VWHPV

3UHILOWHULQJ�
�H[WUDFW�FOXVWHUV�

,GHQWLILFDWLRQ
�UREXVW�++�	�&'�

&KDUDFWHUL]DWLRQ

,QSXW

2XWSXW
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3UHILOWHULQJ3UHILOWHULQJ

� ,QSXW
² �VUFBLS��GVWBLS��VUFBSRUW��GVWBSRUW��SURWR!
² %\WHV��ZH�FDQ�DOVR�XVH�RWKHU�PHWULFV�

� 2XWSXW
² $OO�WUDIILF�FOXVWHUV�ZLWK�YROXPH�DERYH�

�HSVLORQ�
�WRWDOBYROXPH�
� ��FOXVWHU�,'��HVWLPDWHG�YROXPH��

² 7UDIILF�FOXVWHUV��GHILQHG�XVLQJ�FRPELQDWLRQV�RI�,3�
SUHIL[HV��SRUW�UDQJHV��DQG�SURWRFRO

� *RDOV
² 6LQJOH�3DVV
² (IILFLHQW��ORZ�RYHUKHDG�
² '\QDPLF�GULOOGRZQ�FDSDELOLW\
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'\QDPLF�'ULOOGRZQ�YLD��'\QDPLF�'ULOOGRZQ�YLD����'7ULH'7ULH

� $W�PRVW���XSGDWH�SHU�IORZ
� 6SOLW�OHYHO�ZKHQ�DGGLQJ�QHZ�E\WHV�FDXVHV�EXFNHW�! �7 �� �� �

� ,QYDULDQW��WUDIILF�WUDSSHG�DW�DQ\�LQWHULRU�QRGH���7 � � � � �
stage 1 
(first octet)

stage 2 
(second octet)

stage 3 
(third octet)

field

stage 4 
(last octet)

0 255

0 255

0 255

0 255
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����'�'�7ULH7ULH 'DWD�6WUXFWXUH'DWD�6WUXFWXUH

0 255

0 255 0 255 0

0 255255 0

0 255 0 255

� 5HFRQVWUXFW�LQWHULRU�QRGHV��DJJUHJDWHV��E\�VXPPLQJ�XS�WKH�FKLOGUHQ

� 5HFRQVWUXFW�PLVVHG�YDOXH�E\�VXPPLQJ�XS�WUDIILF�WUDSSHG�DW�DQFHVWRUV

� $PRUWL]H�WKH�XSGDWH�FRVW
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����'�'�7ULH7ULH 3HUIRUPDQFH3HUIRUPDQFH

� 8SGDWH�FRVW
² ��ORRNXS�����XSGDWH

� 0HPRU\
² $W�PRVW���7VSOLW LQWHUQDO�QRGHV�DW�HDFK�OHYHO

� $FFXUDF\��)RU�DQ\�JLYHQ�7 !�G
7VSOLW

² &DSWXUHV�DOO�IORZV�ZLWK�PHWULF�! �7

² &DSWXUHV�QR�IORZ�ZLWK�PHWULF���7�G
7VSOLW
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([WHQGLQJ��([WHQGLQJ����'�'�7ULH7ULH WR��WR����'�'�
&URVV&URVV��3URGXFWLQJ3URGXFWLQJ

8SGDWH�N���N���YDOXH�

� ,Q�HDFK�GLPHQVLRQ��ILQG�WKH�GHHSHVW�LQWHULRU�
QRGH��SUHIL[�����S���S��
² &DQ�EH�GRQH�XVLQJ�ORQJHVW�SUHIL[�PDWFKLQJ��/30�

� 8SGDWH�D�KDVK�WDEOH�XVLQJ�NH\��S���S���
² +DVK�WDEOH��FURVV�SURGXFW�RI���'�LQWHULRU�QRGHV

� 5HFRQVWUXFWLRQ�FDQ�EH�GRQH�DW�WKH�HQG

S�� �I�N�� S�� �I�N��

WRWDO%\WHV^�S���S��`�� �YDOXH
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&URVV&URVV��3URGXFWLQJ3URGXFWLQJ 3HUIRUPDQFH3HUIRUPDQFH

� 8SGDWH�FRVW�
² ��;����'�XSGDWH�FRVW������KDVK�WDEOH�XSGDWH�

� 0HPRU\
² +DVK�WDEOH�VL]H�ERXQGHG�E\��G�7VSOLW��

² ,Q�SUDFWLFH��JHQHUDOO\�PXFK�VPDOOHU

� $FFXUDF\��)RU�DQ\�JLYHQ�7�!�G
7VSOLW

² &DSWXUHV�DOO�IORZV�ZLWK�PHWULF�! �7

² &DSWXUHV�QR�IORZ�ZLWK�PHWULF���7� G
7VSOLW
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+++�YV��3DFNHW�&ODVVLILFDWLRQ+++�YV��3DFNHW�&ODVVLILFDWLRQ

� 6LPLODULW\
² $VVRFLDWH�D�UXOH�IRU�HDFK�QRGH

Æ ILQGLQJ�IULQJH�QRGHV�EHFRPHV�3&

� 'LIIHUHQFH
² 3&� UXOHV�JLYHQ�D�SULRUL�DQG�PRVWO\�VWDWLF

² +++� UXOHV�JHQHUDWHG�RQ�WKH�IO\�YLD�G\QDPLF�GULOOGRZQ

� $GDSWHG���PRUH�3&�DOJRULWKPV�WR���'�+++
² *ULG�RI�WULHV�	�5HFWDQJOH�6HDUFK

² 2QO\�UHTXLUH�2�G�7VSOLW��PHPRU\

� 'HFRPSRVH���'�+++�LQWR���'�+++�SUREOHPV
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&KDQJH�'HWHFWLRQ&KDQJH�'HWHFWLRQ

� 'DWD
² ��PLQXWH�UHFRQVWUXFWHG�FOXVWHU�VHULHV�

² &DQ�XVH�GLIIHUHQW�LQWHUYDO�VL]H

� $SSURDFK
² &ODVVLF�WLPH�VHULHV�DQDO\VLV

� %LJ�FKDQJH
² 6LJQLILFDQW�GHSDUWXUH�IURP�IRUHFDVW
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&KDQJH�'HWHFWLRQ��'HWDLOV&KDQJH�'HWHFWLRQ��'HWDLOV

� +ROW�:LQWHUV
² 6PRRWK���7UHQG����6HDVRQDO�

� 6PRRWK� /RQJ�WHUP�FXUYH
� 7UHQG� 6KRUW�WHUP�WUHQG��YDULDWLRQ�
� 6HDVRQDO� 'DLO\���:HHNO\���0RQWKO\�HIIHFWV

² &DQ�SOXJ�LQ�\RXU�IDYRULWH�PHWKRG

� -RLQW�DQDO\VLV�RQ�XSSHU�	�ORZHU�ERXQGV
² &DQ�GHDO�ZLWK�PLVVLQJ�FOXVWHUV

� $'7�SURYLGHV�XSSHU�ERXQGV��ORZHU�ERXQG� ���

² &DQ�GHDO�ZLWK�VDPSOLQJ�YDULDQFH
� 7UDQVODWH�VDPSOLQJ�YDULDQFH�LQWR�ERXQGV
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(YDOXDWLRQ�0HWKRGRORJ\(YDOXDWLRQ�0HWKRGRORJ\

� 'DWDVHW�GHVFULSWLRQ
² 1HWIORZ�IURP�D�WLHU���,63

� $OJRULWKPV�WHVWHG

����7%����*���PRQWK,63��PRQ

������*%����0���GD\,63��GD\

�����0%����.���PLQ,63����.

9ROXPH�UHFRUGV�URXWHUV'XUDWLRQ7UDFH

OF/RVV\ &RXQWLQJ

FS&URVV�3URGXFWLQJ

UV5HFWDQJOH�6HDUFK

JRW

VN��VN�

*ULG�RI�WULHV2XU�
DOJRULWKPV

6NHWFK%DVHOLQH

�%UXWH�IRUFH�
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&KDQJH�'HWHFWLRQ�$FFXUDF\&KDQJH�'HWHFWLRQ�$FFXUDF\

 95

 96

 97

 98

 99

 100

 0  100  200  300  400  500  600  700

o
ve

rl
ap

 p
er

ce
n

ta
g

e 
(%

)

top N

,63��GD\��URXWHU��

7RS�1�FKDQJH�RYHUODS�LV�DERYH�����HYHQ�IRU�YHU\�ODUJH�1



19

(IIHFWV�RI�6DPSOLQJ(IIHFWV�RI�6DPSOLQJ

 90

 92

 94

 96

 98

 100

 0  50  100  150  200

ov
er

la
p 

pe
rc

en
ta

ge
 (%

)

top N

thresh = 20KB
thresh = 50KB

thresh = 200KB
thresh = 300KB

,63��GD\��URXWHU��

$FFXUDF\�DERYH�����ZLWK�����GDWD�UHGXFWLRQ



20

6RPH�'HWHFWHG�&KDQJHV6RPH�'HWHFWHG�&KDQJHV
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1H[W�6WHSV1H[W�6WHSV

� &KDUDFWHUL]DWLRQ
² $LP��GLVWLQJXLVK�HYHQWV�XVLQJ�VXIILFLHQWO\�ULFK�VHW�RI�
PHWULFV
� (�J��'R6�DWWDFNV�ORRNV�GLIIHUHQW�IURP�IODVK�FURZG��E\WHV�IORZ�
VPDOOHU�LQ�DWWDFN�

² 0HWULFV�
� ��IORZV����E\WHV����SDFNHWV����6<1�SDFNHWV

² �6<1�� �E\WHV�Î 'R6""

² �SDFNHWV�� �E\WHV�Î 'R6""

² �SDFNHWV���LQ PXOWLSOH�����Î 'R6"�:RUP"

� 'LVWULEXWHG�GHWHFWLRQ
² 2XU�VXPPDU\�GDWD�VWUXFWXUHV�FDQ�HDVLO\�VXSSRUW�
DJJUHJDWLQJ�GDWD�FROOHFWHG�IURP�PXOWLSOH�ORFDWLRQV
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7KDQN�\RX�7KDQN�\RX�
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